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BBeaeHue

Hacroswue pekoMeHaaUMm onpeaensoT napameTpbl U UAEHTUUKATOPbI SMNMUATUYECKUX KPUBbLIX CTaH-
naprta FOCT P 34.10 gna cny4as annunTu4ecKMX KpUBbLIX B KAHOHUYECKON hopMe C NPOCTbIMWU MOAYNAMU ASUHBI
512 6uT, a TaKKe ANAUNTUYECKUX KPUBLIX, UMEIOLLMX NpeacTaBneHme B opMe CKpYYEHHbIX KpUMBbIX OaBapa-
ca, C NPOCTbIMA MOAYNAMU ANMHBbI 256 1 512 6uT. [JaHHble napaMeTpbl PEKOMEHAYIOTCA ANS COBMECTUMbIX
peanusaumin NPOTOKOJIOB KIO4E€BOro 0OMeHa 1 CXeM aNeKTPOHHONI nognucu B cootBeTcTBumn ¢ FTOCT P 34.10.

B cnyyae annmMnTuyeckux KpUBLIX B KAHOHMYECKOW hopMe C MoAyreM p ANUHbI 256 BUT npeanaraercs
MCNonbL30BaTh NapamMeTpsbl, OnpeaeneHHsble B [1].

Hacroswpme pekomeHaauum He OTMEHSIKOT UCNOMb30BaHWE UHbIX MAPaMETPOB SMMUNTUYECKUX KPUBBIX.

Il punMedYaHne — OcHOBHas 4YacTb HacToALKnX peKOMeH,D,aLWIVI AONonHeHa NpunoXxeHuem A
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PEKOMEHAOALMUMNU no CTAHAAPTUWI3IALUMU

NudopmaumoHHaAA TeXHONOrmA
KPUNTOINPA®UYECKAA SAWLNTA UHO®OPMALIMA

MapamMeTpbI 3NAUNTUYECKUX KPUBLIX OIS
KpunTorpau4yecknx anropuTMOB U NPOTOKOSIOB

Information technology. Cryptographic data security.
Parameters of elliptic curves for cryptographic algorithms and protocols

Dara BBeaeHua — 2017—06—01

1 O6bnactb npuMeHeHusi

Onpeaensemblie B HaCcTOALMX PEKOMEHAAUUAX NapameTpbl 3NNUNTUYECKUX KPUBLIX PEKOMEHAYeTCs
MPUMEHSATL AN UCMONb30BaHWSA COBMECTHO C anroputmamu oopMUpOBaHUA U NPOBEPKU 3MNEKTPOHHOI Lind-
posoii noanucu B coorseTcTeun ¢ FOCT P 34.10, a Taoke ¢ anropuTMamm COrnacoBaHust KIlOYen Npu sawmre
MHopMaLmm, He coaepxaLlen CBeAeHU, COCTaBNAIOLWMNX rOCYAapCTBEHHYIO TalHY.

2 HopmaTuBHbIE CCbISIKK

B HacToALWmMX pekoMeHaaLmaxX UCMONb30BaHbl HOPMATUBHLIE CCbISTIKM HA CReayoLwmii CTaHaapT:
MOCT P 34.10—2012 NupopmaLmoHHan TexHonorus. Kpuntorpadguyeckas sawmra uigopmauum. Mpo-
Leccel POPMUPOBAHUA U NMPOBEPKN 3NEKTPOHHOW LMPOBON NOANUCU

MpunumMmedaHune —pu NoNb30BaHMN HACTOALMMU PEKOMEHAALMAMMN Lienecoobpa3Ho NPoBEPUTL AeilcTBUE
CCINOYHLIX CTaHAapPTOB B MH(OPMaLIMOHHOI cucTeme obLLero nonb3oBaHUA — Ha oduLnansHoM caiite defepanbHoro
areHTCTBa NO TEXHUYECKOMY PeryrnmpoBaHuio u MeTponorum B ceT UHTEPHET unu no exerogHoMy WHOpMaLMOHHOMY
yKasaTento «HaLmnoHanksHbIe CTaHAapTbl», KOTOpbIA oNyGrMKkoBaH No COCTOSAHMIO Ha 1 iHBaps TEKYLLEero roga, 1 no Bbinyckam
€XeMecA4YHOro MHOPMaLMOHHOro yka3aTens «HauyuoHanbHble cTaHAapThl» 3a TeKyLwui rog. Ecnn 3aMeHeH cebinoyHbIid
CTaHAapT, Ha KOTOpbli faHa HejaTUpoBaHHas CCbiIka, TO PeKOMEHAYETCS MCNoNb30BaTh [eCTBYIOLLYIO BEPCUIO STOrO
cTaHjapTa C Y4eTOM BCeX BHeCEHHbIX B JaHHYI0 BEPCUIO M3MEHEeHUIA. Ecrn 3aMeHeH CCbINOYHbIA CTaHAapT, Ha KOTOpbIi
flaHa AatupoBaHHasA ccblflka, TO peKoMeHAYeTCA UCNoNb3oBaTb BEPCUIO STOrO cTaHAapTa € YKasaHHbIM Bbllle rogom
yTBEpXAeHUs (MpuHATUA). Ecnn nocne yTBepXaeHUs HaCcTOALWMX peKOMeHAaLUWil B CChINMOYHbIA CTaHAapT, Ha KOTOpbI
faHa faTupoBaHHas CCblfika, BHECEHO U3MEHEHUe, 3aTparusatoLLee MoroXeHue, Ha KOTopoe fjlaHa ccbifka, To 3To Nono-
XeHue peKoMeHAyeTca NpUMeHsThL 6e3 yueTa AaHHOro U3MeHeHWs. ECnu cebinovHblil cTaHaapT oTMeHeH 6e3 3aMeHbl, TO
nofioXeHwe, B KOTOPOM AaHa CCbifika Ha Hero, NPUMEHSIETCA B YacTu, He 3aTparnBatowwei 3Ty CCbInKy.

3 MNpeacraBneHne B KAHOHMUYECcCKkon popme

KaHoHuueckon dopmoni (hopmon Beneplurpacca) annunTu4eckon Kpuson E, onpeaeneHHon Haj Ko-
HEYHbIM NPOCTbLIM NONEM Fp (rae p npocroe, p>3), Ha3bLIBAETCA MHOXECTBO nap 4ucen (x.y), x, y € F,, ynos-
NETBOPAIOLMNX TOXKAECTBY

¥? = x3+ax+b (mod p), Q)

re a,b € F,u 48 + 27b* He CPABHUMO C HYNIEM N0 MOAYTIIO .
HanHoe npeactaesneHune ucnonbsyercs B FOCT P 34.10—2012 (pasaen 5).

W3nanue ocpuumnansHoe
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3.1 Cneuundukaumn
B cootetcTBumM ¢ FTOCT P 34.10 npeanaratorca cneayowime napaMmeTpbl ABYX SMNUNTUYECKUX KPUBbIX:
p — MOAYMNb 3NNUNTUYECKON KPUBOW;
a,b — k03(pUUNEHTbI ypaBHEHUS SNTIMNTUHECKOW KPMBOW B KAHOHUYECKON DOpME;
m  — nopsAaoK rpynmnbl TOYEK INNUNTUYECKON KPUBOMN;
g  — MOpsAOK LUKIMYECKON MOArpynrbl FPynrbl TOMEK SMAUNTUYECKON KPUBOIA;

(x,¥) — KoopauHaTbl TOMKM P (nopoXaatoLero aneMeHTa noarpynnel NOpsgka g) Ha SNAMNTUYECcKOn KPUBOR
B KAHOHUYECKON hopme.

HaHHbIn HaGop napaMeTpoB npeacTaenserca B uae ASN CTPyKTYpbl CeayioLero suaa:

SEQUENCE

{

INTEGER,
INTEGER,
INTEGER,
INTEGER,
INTEGER,
INTEGER,
INTEGER

<XQgow®mo

}

HaGopbl napaMeTpoB UMEIOT Crneayowme naeHTUOUKaTopsl:

- id-tc26-gost-3410-12-512-paramSetA, «1.2.643.7.1.2.1.2.1.»;

- id-tc26-gost-3410-12-512-paramSetB, «1.2.643.7.1.2.1.2.2.».

3HaveHus napameTpoB CTPYKTYPbI AN K&XK40W aNAUNTUYMECKON KPUBOW NPEACTABNEHbl B NPUTOXEHUN A
HaCTOALUMX PEKOMEHAALMIA.

4 MNMpepcraBneHue B (hopMe CKpPYUYEHHbIX KPUMBbIX daBapaca

SnnunTuyeckas KpuBasli MpeAcTaBneHa B hopme CKPYUYEHHON KPUBOI dasapaca, onpeaeneHHon Haj
KOHE4HBIM NPOCTLIM Nonem F, (rae p npoctoe, p>3), ecniu OHa ONUCHLIBAETCH MHOXECTBOM Nap uucen (u,v), u,
v € F,, yAOBNETBOPAIOLMX YPABHEHNIO

eu?+v2=1+du®v? (mod p), @

rae e,d € £, ed(e — d) He CPAaBHUMO C HYNeM NO MOAYNIO P.

AnnunTuyeckasn KpuBas, NpecTaBneHHas 8 hopme CKpy4eHHOI KpUBOW 3ABapaca, UMEET 9KBUBASNEHT-
HOE MNpe/CTaBneHne B KaHOHUYeCKoW hopMme, KOTopas 3a4aeTcsl COOTBETCTBYIOLIMMU napaMmeTpamu a u b.
MapameTpsl &, b u e, d cBg3aHbl CNeAyOLLMMU COOTHOLLEHUSAMM:

a=s§3—3t22,
b=2t-ts*,
s=(e-d)/4, @
t=(e+d)/6.

Mpeo6pa3oBaHus KOOPAWHAT NPU ITOM 3a4AI0TCS CHEAYIOLIMMU COOTHOLLEHUAMMN:

ey =[305Y) L s+
(u,v)—(x.y) [1_V +H, (1-v)u]’

@

(- =[EL, 2L,



P 50.1.114—2016

4.1 Cneuyndukauma

MpeanaratoTcs cnegylowme napameTpbl ABYX NAUMTUYECKMX KPUBLIX B cOOTBETCTBMM € TOCT P 34.10,
UMEIOLLMX IKBUBANEHTHOE NpeAcTaBrneHne B hopme CKPyYEHHbIX KpUMBbIX OaBapaca:

p — MOAYMb 3NNMATUYECKON KPUBOWA;

a,b — KOaPUUUNEHTBI ypaBHEHUSA SNNUNTUYECKOW KPMBOWN B KAHOHWYECKON DOPME;

e,d — KO3(pPUUMEHTBI YpaBHEHUS SNNMNTUYECKON KPUBOIN B (DOPME CKPYYEHHBIX KPUBLIX OA4BapAca;
m  — nNopaAoK rpynnbl TOYEK SMNAUMTUYECKON KPUBOK;

g  — NopaaoK LUKMMYECKOW NOArpynnbl rpynmbl TOYEK 3MMMATUYECKON KPUBON;

(x,¥) — koopamHaTbl TOYKM P (NopoXaarLWero anemMeHTa noarpynnbl NOpsiAka g) Ha anNnUMNTUYECKON KPUBOW
B KQHOHWYECKOW hopme;

(u,v) — KoopAauMHaThl TOYKM P (MOpoXAaloLWero anemeHTa noarpynnbl NOpsagka q) Ha CKPYYeHHOW KpUBOW
SaBapaca.

JaHHbIi Habop napamMeTpoB npeacTasnseTcs B Buae ASN-CTPyKTypbl CneayoLlero smaa:

SEQUENCE

{
p INTEGER,
a INTEGER,
b INTEGER,
e INTEGER,
d INTEGER,
m INTEGER,
q INTEGER,
x  INTEGER,
y INTEGER,
u INTEGER,
v INTEGER

}

Ha6opbl napameTpoB UMEIOT cneayowme naeHTUpnKaTopbl:

- id-tc26-gost-3410-2012-256-paramSetA, «1.2.643.7.1.2.1.1.1»;

- id-tc26-gost-3410-2012-512-paramSetC, «1.2.643.7.1.2.1.2.3».

3HayeHna napameTpoB CTPYKTYPbI ANS K&XKA0N INAUNTUYECKON KPUBOW NPEeaCTaBeHbl B NPUNOXEHUN A
HaCTOALUMX PEKOMEHAALNIA.
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MpunoxeHue A
(o6sa3arenbHoe)

3HavyeHust NapaMeTpPoOB NNTMNTUYECKUX KPUBbIX

[na Kaxxgon u3 YeTbipex annUNTUYECKMX KPUBLIX, NpefcTaBrneHHblX B 3.1 U 4.1 HacToALWUX pekoMeHgauui, npu-
BOAATCA 3HAYEHNA NapaMeTpoB WX CTPYKTYP.

A.1 Habop napamertpoB id-tc26-gost-3410-12-512-paramSetA

SEQUENCE
{

OBJECT IDENTIFIER

id-tc26-gost-3410-12-512-paramSetA

SEQUENCE

{

INTEGER

00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FD
7
INTEGER

00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FD
c4
INTEGER

00 E8 C2 50 5D ED FC 86 DD C1 BD OB 2B 66 67 F1
DA 34 B8 25 74 76 1C BO E8 79 BD 08 1C FD OB 62
65 EE 3C BO 90 F3 OD 27 61 4C B4 57 40 10 DA 90
DD 86 2E F9 D4 EB EE 47 61 50 31 90 78 5A 71 (7
60
INTEGER

00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF 27 E6 95 32 F4 8D 89 11 6F F2 2B 8D 4E 05 60
60 9B 4B 38 AB FA D2 B8 5D CA CD Bl 41 1F 10 B2
75
INTEGER

00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF 27 E6 95 32 F4 8D 89 11 6F F2 2B 8D 4E 05 60
60 9B 4B 38 AB FA D2 B8 5D CA CD Bl 41 1F 10 B2
75
INTEGER
03
INTEGER
75 03 CF E8 7A 83 6A E3 A6 1B 88 16 E2 54 50 E6
CE 5E 1C 93 AC F1 AB C1 77 80 64 FD CB EF A9 21
DF 16 26 BE 4F DO 36 E9 3D 75 E6 A5 OE 3A 41 E9
80 28 FE 5F C2 35 F5 B8 89 A5 89 (B 52 15 F2 A4



A.2 Habop napameTtpoB id-tc26-gost-3410-12-512-paramSetB
SEQUENCE

{

A.3 Habop napameTpoB id-tc26-gost-3410-2012-256-paramSetA

OBJECT IDENTIFIER
id-tc26-gost-3410-12-512-paramSetB

SEQUENCE
{
INTEGER
00 80 00
00 00 00
00 00 00
00 00 00
6F
INTEGER
00 80 00
00 00 00
00 00 00
00 00 00
6C
INTEGER
68 7D 1B
B9 7C 7D
3E 96 5D
50 F7 8B
INTEGER
00 80 00
00 00 00
01 49 Al
FA 8B 99
BD
INTEGER
00 80 00
00 00 00
01 49 Al
FA 8B 99
BD
INTEGER
02
INTEGER
1A 8F 7E
3C 12 3B
DC B2 28
28 04 10

SEQUENCE

{

00
00
00
00

00
00
00
00

45
61
2D
EE

00
00
EC
67

00
00
EC
67

DA
69
FD
55

00
00
00
00

00
00
00
00

9D
4A
Bl
1F

00
00
14
12

00
00
14
12

38
75
1E
Fo

00
00
00
00

00
00
00
00

c8
F1
41
A3

00
00
25
10

00
00
25
10

9B
78
DF
4C

OBJECT IDENTIFIER
id-tc26-gost-3410-2012-256-paramSetA

SEQUENCE
{

INTEGER
00 FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

97

INTEGER
00 C2 17 3F 15 13 98 16 73 AF 48 92 C2 30 35
7C E2 5E 20 13 BF 95 AA 33 B2 2C 65 6F 27 7E

35

INTEGER

00
00
00
00

00
00
00
00

41
38
6D
10

00
00
65
1B

00
00
65
1B

09
2
4A
EE

00
00
00
00

00
00
00
00

45
BC
21
6E

00
00
AS
EA

00
00
AS
EA

4C
13
39
EC

00
00
00
00

00
00
00
00

7E
BF
7F
FB

00
00
45
OE

00
00
45
OE

2C
BE
15
7E

00
00
00
00

00
00
00
00

3E
85
8B
8C

00
00
AC
ce6

00
00
AC
ce6

07
6D
2C
21

00
00
00
00

00
00
00
00

06
DC
27
CB

00
00
FD
34

00
00
FD
34

1E
D9
BC
34

00 00
00 00
00 00
00 00

00 00
00 00
00 00
00 00

CF 6F
80 6C
6F AD
7 G5

00 00
00 00
B7 7B
6C 54

00 00
00 00
B7 7B
6C 54

36 47
E6 C8
AA F8
07 80

00
00
00
00

00
00
00
00

5E
4B
1A
14

00
00
D9
37

00
00
D9
37

A8
EC
co
FE

00
00
00
00

00
00
00
00

25
28
B6
01

00
00
D4
4F

00
00
D4
4F

94
73
39
41

00
00
00
00

00
00
00
00

17
9F
9C
16

00
00
0cC
25

00
00
0cC
25

OF
35
88
BD

FF
FD

A2
73

P 50.1.114—2016
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}

29 5F 9B
22 FC CD
INTEGER
01
INTEGER
06 05 F6
2B 9D F6
INTEGER
01 00 00
00 3F 63
9C
INTEGER
40 00 00
OF D8 CD
INTEGER
00 91 E3
BB 65 8B
28
INTEGER
32 87 94
5F DE OB
INTEGER
oD
INTEGER
60 CA 1E
E7 EF 8D

AE
91

B7
28

00
37
00
DF
84
91

23
53

32
BE

74
08

1
97

00
7F
00
c8
43
96

AB
44

28
E1l

83
00

00
21
00
7B
A5
93

1A
76

47
F2

ED
7B

FA
9A

00
ED
00
66
E8
2E

03
67

5B
2E

9C
F7

81
F7

00
928
00
35
2C
02

75
40

34
81

CcC
BA

57
ES

00
D7
00
a
oD
c7

89
AF

84
F9

20
93

8B
22

00
04
00
15
88
8B

57
26

88
2B

E7 C3
37 A6

G 9C
G 2D

00 00
56 BD
00 00
AF 55
09 23
25 82

86 C4
8A DB

3 8F
25 92

59
F8

FA
6D

00
55
00
6C
42
FE

BB
32

AB
DB

A9
AE

D5
c7

00
BO
00
36
57
74

46
32

07
A3

A.4 Habop napamertpoB id-tc26-gost-3410-2012-512-paramSetC
SEQUENCE

{

OBJECT IDENTIFIER
id-tc26-gost-3410-2012-512-paramSetC

SEQUENCE

{
INTEGER
00 FF FF
FF FF FF
FF FF FF
FF FF FF
c7
INTEGER
00 DC 92
FB 18 7B
45 46 E8
FF 2A D9
D3
INTEGER
00 B4 C4
6A C7 EF
EO 38 CB
BS 2B 8C
E1
INTEGER
01
INTEGER
00 9E 4F
4D AB 40
9C A6 B3
9E 91 A0
50

FF
FF
FF
FF

03
c8
61
7F

EE
B6
Cc2
c7

5D
2D
9E
CF

FF
FF
FF
FF

ES5
98
Cco
95

28
A9
FF
AS

8C
54
OA
2

FF
FF
FF
FF

14
OE
E2
1F

CE
F6
F7
F5

01
19
51
BC

FF
FF
FF
FF

A7
B8
c9
DA

BC
9F
19
BF

7D
8E
5C
2A

FF
FF
FF
FF

21
66
ED
9F

6C
4B
D2
0A

8D
31
06
22

FF
FF
FF
FF

87
64
D9
2A

2C
57
a
3C

9F
EB
B3
B4

FF
FF
FF
FF

54
4D
2A
2E

8A
FF
8D
8D

13
DE
04
CA

FF FF
FF FF
FF FF
FF FF

85 AS
E4 1C
DE 71
B6 54

C1 29
DA 2E
EO 28
23 19

A5 CF
28 AO
E2 CE
30 2D

FF
FF
FF
FF

29
68
F4
6F

52
4F
4B
A5

3C
62
43
BB

FF
FF
FF
FF

D2
E1l
6F
39

CF
oD
8B
31

DF
10
E7
33

D4
95

18
BF

00
D8

00
0cC

12
2D

E9
2E

64
00

FF
FF
FF
FF

c7
43
CF
68

37
ES
FE
25

5B
50
9E
EE

1A
13

13
FB

00
31

00
67

B2
AA

56
5C

9C
E7

FF
FF
FF
FD

22
06
50
9B

F1
AD
F3
57

FE
43
36
75



INTEGER
00 FF FF
FF FF FF
FF 26 33
B3 23 B6
B4
INTEGER
3F FF FF
FF FF FF
C9 8C DB
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