@®EAEPANBHOE AFEHTCTBO

MO TEXHUYECKOMY PEIMYNIMPOBAHUIO U METPOJIOIMMKX

HALUMOHANbHbIA FOCTP
CTAHOAPT
POCCUMACKOMN MNCO 9735-9—
GEOQEPALMUMU 2016

3NEKTPOHHbIV OBMEH JAHHbLIMM
B YMPABNEHUW, TOPFOBIE U HA TPAHCIMOPTE
(EDIFACT)

CuHTaKcu4yeckue npaBuna ansA NpuKNagHoro ypoBHs
(Bepcus 4, pepgakuus 1)

YacTtb 9

Coob6uieHne cucTeMbl ynpaBrieHUs Kil4aMm 3aliuThbl
u ceptucbukatamm (Tun coobwenns — KEYMAN)

(1ISO 9735-9:2002, IDT)

W3nanue opuuymnansHoe

Mocksa
CrangapTnHgpopm
2016


http://www.kruzhevo-len.ru

FOCT P UCO 9735-9—2016

Mpeaucnosue

1 NOAINOTOBIIEH ABTOHOMHOW HekOoMMmep4yeckon opraHusauuen «MHCTUTYT Be3onacHOCTU Tpyaa»
(AHO «MBT») Ha ocHOBe COGCTBEHHOIO NEPEBOAa HA PYCCKUIN A3bIK AHTTIOA3LIYHOW BEPCUM CTaHAapTa, yka-
3aHHOrO B NyHKTE 4

2 BHECEH TexHu4yeckum KOMUTETOM No cTaHgaptusaummn TK 55 « TepMUHONOrus, SneMeHTbl AaHHbIX 1
JOKyMeHTaums B GusHec-npoLeccax 1 anekTPOHHON TOProerey

3 YTBEPX/EH /1 BBELEH B JENCTBWE Mpukasom defepanbHOro areHTCTBa N0 TEXHUUECKOMY pe-
rynuposaHuio u metponorum ot 30 HoabpsA 2016 . Ne 1901-cT

4 Hactosimn ctaHaapt uaeHtudeH crtangapty MCO 9735-9:2002 «3nekTpoHHbIN 0OMEH AaHHbIMU B
ynpaeneHuu, Toproene u Ha TtpaHcnopte (EDIFACT). CuHTakcuyeckue npasuna Ans NPUKNagHoro ypoBHS
(Bepcus 4, peaakuust 1). Yactb 9. CooOLLEHNE CUCTEMBI YNIPABIIEHUSA KINIOYaMK 3aLLUMUTbI U cepTMdUMKaTaMu (Tun
coobueHna — KEYMAN)» [ISO 9735-9:2002 «Electronic data interchange for administration, commerce and
transport (EDIFACT) — Application level syntax rules (Syntax version number: 4, Syntax release number: 1) —
Part 9: Security key and certificate management message (message type — KEYMAN)», IDT]

Mpu NpuMeHeHUN HAaCTOALLEro CTaHAAPTa PEKOMEHAYETCA UCMONMb30BaTh BMECTO CCbITOYHbIX MEXAYHa-
pOAHbIX CTaHAAPTOB HaLMOHAamNbHbIE CTaHAaPTbl, CBEAEHUS O KOTOPbIX NPUBEAEHbI B AOMOSHUTENIBHOM NpU-
noxenun JA

5 BBEJJEH BINMEPBbIE

lMpasurna npuMmeHeHuUs1 HacmMosaWeao cmaHO0apma ycmaHoesieHbl 8 cmambe 26 ®edeparibHO20 3aKOHa
om 29 uwHs 2015 2. Ne 162-03 «O cmaHdapmu3sayuu e Poccutickoli ®edepayuu». VHgopmayus 06 u3-
MEHEHUSX K HacmosweMy crmaHdapmy nybrukyemcs 6 exe2o00HoM (no cocmosHulo Ha 1 sHeaps mekyuiez0
eoda) uHghopmayuoHHOM ykazamerne «HayuoHanbHble cmaHdapmbi», a oghuyuanbHbill MeKcm u3MeHeHul
U ronpaeoKk — 8 €XXeMeCs4YHOM UHGOPMaUUOHHOM ykasamersne «HayuoHanbHbie cmaHlapmel». B criydae
nepecmMompa (3ameHrbi) unnu OmMeHbl Hacmosaweeo cmaHdapma coomeemcemeyiouwiee yeedomneHue bydem
ony6IIUKOBaHO 8 EXXeMeCAYHOM UHGOPMAYUOHHOM yKazamerne «HayuoHanbHble cmaH0apmbly. Coomeem-
cmeyiowas uHopmayus, yeeOoMIIeHUE U IMeKCMbl pasMelaiomes makke 6 UHGOPMayUuoHHoU cucmeme
obuwjezo nonb3osaHus — Ha oguyuanbHom catime ®edepanbHo20 azeHmcemea o MeXHUYeCcKoMy peaynupo-
8aHUI0 U Memponoauu e cemu lumepHem (www.gost.ru)

© CraHgaptuHdopm, 2016

Hacroswwmii cTaHgapT He MOXeT BbiTb MOMHOCTLIO UM YACTUYHO BOCNPOUSBEAEH, TUPAXKUPOBAH U pac-
MPOCTPaHEH B Ka4eCTBe odpuumanbHoro nsnaqus 6es paspelueHus degepansHOro areHTCTBa Mo TEXHUYECKO-
MY PErYNUPOBaHMIO U METPOMOTMK
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CopepxaHue

1 OOBMACTD MPUMEHEHUS ...t ettt e e e et e e e et e ee e e e et ae e e ee e e eaaesaeee e e eaaesaeaeeeeeanteaeeeees e sssanaeeeeeessnneeeas 1

2 HOPMATUBHDBIE COBITIKM......ccccee e oo e e e ettt ettt ettt et esee e e e e e e s eeeeeeeaeaeeaeaeaeeaaaeeaeaeans

3 TepMUHBI U ONPEAENEHUS. ...

4 COOTBETCTBUE HACTOSALLEMY CTaHAApTy

5 MpaBuna Ncnonb3oBaHUA Ko4a 3aWuTbl M COOBLLEHNA AN YNPABNEHNSA CEPTUDUKATAMM ...........oveeenneee.. 2
5.1 ®PyHKUMOHANBHOE Ha3HaYeHne
5.2 Chepa MPUMEHEHUS. .......veee e
5.3 MNpuHUMNbI MICNONBL30BaHUS YNPABASIOLWEr0 COOOLLUEHUS ..
5.4 ONPEAEIIEHNE COOBDLUEHUST ... ..uvviiiiee et ee ettt e et ettt e e e ettt ee e e e et e e ee e e e eaanaaeaeeeeeantebeeeee e e ssrneeenas

Mpunoxenue A (cnpaBouHoe) DPyHKUMM cO0BLLEHNA KEYMAN ..o
Mpunoxenue B (cnpaBo4Hoe) MeToabl 3aLUThl, NPUMEHUMbIE K coobuieHusam Tuna KEYMAN ..................... 9
MpunoxeHnue C (cnpaBo4Hoe) Kcnonb3oBaHue rpynn cerMeHToB B coobeHusax Tuna KEYMAN................ 10
Mpunoxenune D (cnpaBodHoe) Mogenb ANS YNPABAEHUSA KITHOUAMM.........vvueieeeeeirireeeeeeessininneeeessassnssneeeessinnnes 12
Mpunoxenune E (cnpaBo4Hoe) MpuMepbl yNpaBneHns KioHamm U CEPTUMUKATAMM ........eevveeeeeieierreeeeresnnnns 14
MpunoxeHue OA (cnpaBovHoe) CBeAEHMSA O COOTBETCTBUM CCbINOYHbIX MEXAYHAPOAHbIX CTaHAapTOB
HALMOHASBHBIM CTAHAAPTAM ...eieiiiiiiieeeeeieiitieeeeeeeeeitbeeeeeeeeetaaeeeaeeeesaabeaeeeeessanaraeaeeeessannaeeeeas 20
BUBTINMOTPAMDIMA ...ttt e et e et ettt e e e e e et bt e e eeeeeeateaeeeeeeestabaeeaeeeseasreeeeaeeanes 21
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BBeneHue

Hacrtosawmi ctaHgapt BkIo4aeT B ceba npaBuna NpUMKIagHOro ypoBHS ANS CTPYKTYPUPOBAHMS OaH-
HbIX B pamkax oOMeHa 3MNeKTPOHHLIMU COOOLLEHUAMU B OTKPLITON cpeae C y4eToM TpebGoBaHuii NakeTHOM
o6pabotku. 3Tu npasuna yreepxaeHbl EBponelickomn akoHomudeckon komuccnein OOH (UN/ECE) B kauecTse
CUHTAKCMYECKUX MPaBUI OpraHu3auumn anekTpoHHOro obmena aavHbiMm (Electronic Data Interchange, EDI) B
ynpasneHuu, Toproene u Ha TpaHcnopre (EDIFACT) u siBnstotcs YacTbto Katanora OOH no uHdpopMaumoHHo-
My o6meHy B cpepe Toproenu (UNTDID), KOTOpbIi coaepxuT Takke pekomeHaauuu no paspaborke coobuue-
HWM NAKETHOTO U MHTEPAKTUBHOTO o6meHa.

Cneuudukaynm 1 NpoToKonbl 06MeHa CoobLLEHMSAMM B paMKax HACTOsILLIEro CTaHAapTa He paccMmaTpu-
BaIOTCA.

Hacroawui crangapt — 310 HOBas YacTb, Ao6asneHHas B UCO 9735. OHa co3faer AONOSNHUTENbLHYIO
BO3MOXHOCTb YNPAaBSIEHUS CEKPETHLIMM KIlo4aMu U cepTudmkaTamm.
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HALULMOHANBbHBLIA CTAHAOAPT POCCUUCKOW GOEAEPALMUMN

BNEKTPOHHBLIA OBMEH IAHHBLIMU B YINPABJIEHUW, TOPITOBAE U HA TPAHCIOPTE (EDIFACT)
CUHTaKcu4yeckue npasuna Ans NPpUKNagHoro ypoBHs (Bepcua 4, pepakums 1)
Yactb 9

Coo6uieHue cucTeMbl yrpaBreHus KIoYyaMm 3auThbl U ceptudukatamm
(Tun coobwenua — KEYMAN)

Electronic data interchange for administration, commerce and transport (EDIFACT). Application level syntax rules
(Syntax version number 4, Syntax release number 1). Part 9. Security key and certificate management message
(message type — KEYMAN)

Nara BBegeHua — 2017—09—01

1 ObnacTb NpUMeHeHus

Hacrosiwum craHgapTom, KOTopbii kacaetca obecneueHus 6e3onacHocTu naketHoro oomeHa EDIFACT,
onpeaensieTcs cucrtemHoe coobuieHne Tuna KEYMAN ans ynpaBneHusi Kniodamu 3ailuTbl M ceptudmkaTamu.

2 HopmaTuBHbIE CCbUIKN

MpuBEAEHHbIE HMKE HOPMATUBHBLIE JOKYMEHTbI COAEPXAT MOMOXEHUs, HA KOTOPbIE€ AAIOTCH CCbINKU B
HaCTOALLEM TEKCTE U KOTOPbIE, CIIEA0BATENbHO, CTAHOBATCS MONMOXEHUAMU HACTOALETO cTanaapra. [ina pa-
TUPOBAHHbIX CCLINIOK NPUMEHUMO TOMbKO YKa3biBAEMOE U3aHUE: HUKAKUE Er0 NOcneayloLme n3MeHeHUs unu
peaakumn He npuMeHumbl. OQHaKo y4acTHUKaM AOrOBOPOB, B KOTOPbLIX UCMONb30BaH HACTOALLMI CTaHAAPT,
PEKOMEHAYETCH N3Y4YUTb BO3MOXKHOCTb NPUMEHEHUS CaMbiX NOCNEAHUX U3AaHWUN CCbINOYHbIX AOKYMEHTOB,
YKa3aHHbIX HUKE. [TPUMEHUTENBHO K HEAaTUPOBAHHBIM CCbINOYHBLIM 4OKYMEHTaM (C NiaBaloLLMMK CCbINKamu)
JeWCTBYIOLLMM OCTaeTCA caMoe nocriegHee n3gaHne HopmMaTMBHOro Aokymenta. YneHamm MCO n M3K BepyT-
€A peecTpbl AeiCTBYOLLUX MEXAYHAPOAHbLIX CTAHAAPTOB.

ISO 9735-1:2002, Electronic data interchange for administration, commerce and transport (EDIFACT).
Application level syntax rules (Syntax version number 4, Syntax release number 1). Part 1. Syntax rules com-
mon to all parts [OnekTpOoHHbI 06MEH AaHHbIMKU B YNPaBneHun, TOproere u Ha TpaHcnopte (EDIFACT). Cun-
Takcuyeckue npasuna ans npMknagHoro yposHsA (Bepcusa 4, peaakuus 1). Yacts 1. CuHTakcuyeckue npasuna,
obLme ans Bcex yacten]

ISO 9735-2:2002, Electronic data interchange for administration, commerce and transport (EDIFACT).
Application level syntax rules (Syntax version number 4, Syntax release number 1). Part 2. Syntax rules
specific to batch EDI [OnekTpoHHbIM 06MeH AaHHBIMK B ynpaBneHun, Toproene u Ha TpaHcnopte (EDIFACT).
CuHTaKkcuyeckne npasuna 4ns npuknagHoro yposHsa (Bepcus 4, peaakums 1). Yactb 2. Cneumduka CUHTaK-
cuyeckux npasun AnAa naketHoro EDI]

ISO 9735-5:2002, Electronic data interchange for administration, commerce and transport (EDIFACT).
Application level syntax rules (Syntax version number 4, Syntax release number 1). Part 5. Security rules for
batch EDI (authenticity, integrity and non-repudiation of origin) [OnekTpoHHbIi 0BMEH AaHHbLIMKA B ynpaBrne-
HuK, Toprosne n Ha TpaHcnoprte (EDIFACT). CuHTakcudeckue npasuna Ans NpuknagHoro ypoBHs (sepcus 4,
peaakums 1). Yactb 5. Mpaeuna 6esonacHoctu AnsA naketHoro EDI (NognMHHOCTb, LENOCTHOCTb U HEBO3MOMX-
HOCTb OTKa3a OTNpPaBWTENsI OT aBTOPCTBa COOOLLEHMS]

ISO 9735-10:2002, Electronic data interchange for administration, commerce and transport (EDIFACT).
Application level syntax rules (Syntax version number 4, Syntax release number 2). Part 10: Syntax service
directories [OneKTpoHHbI 0OMEH AaHHbIMW B YNpasneHuu, Toproene u Ha Tpaudcnopte (EDIFACT). CuHTak-
cu4yeckue npaesuna Anst NpuKnagHoro yposHsa (Bepcus 4, pegakuma 1). Yacts 10. Katanorm cuHTakcu4eckon
cnyx6bl]

U3paHue odumuymanbHoe
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3 TepMuHbI M onpeaeneHus

B HacTosiwiem craHgapre npuMeHeHbl TEPMUHLI M onpeaeneHus, npuseaeHHble B UCO 9735-1.

4 CooTBeTCTBUE HACTOAILEeMY CTaHAAPTY

[na cootBeTcTBUA 0OMEHa TpeboBaHUSIM HACTOALLErO CTaHAapTa B ero obsasarensHoM aneMmente 0002
(HOMep BepCuU CUHTaKCU4eCKUX NpaBuIl) CriesyeT UCNONb30BaTb HOMEDP BEPCUM «4», a B YCNOBHO-0053aTenb-
HOM anemMeHTe AaHHbix 0076 (HoMep peaakuMn CUHTAKCUYEeCKMX NpaBuit) — Homep peaakuumn «01», npuyem
KaXkabli U3 3TMX HOMepoB nosiensieTcs B cermente UNB (3aronoBok o6meHa); ogHako B 0bmeHax, rae npoaors-
YKaeT UCMONb30BaTLCS1 CUHTAKCUC, ONpeAeneHHbIi B 6onee paHHUX BEPCUSIX, AN Pa3fMYeHusi COOTBETCTBYIO-
LMX CUHTaKCMYeCKUX NpaBsun Apyr ot Apyra U OT NpaBur, OnpefesneHHbIX B HaCTOALLEM CTaHAapTe, AOMKHbI
MCNONb30BaTh CNeayloLme HoMepa BepCuii:

-NCO 9735:1988 — HOMep BepcuU CUHTaKCUUYECKMX npasun: 1;

-NCO 9735:1988 (nepeneyaraHHbl ¢ UsMeHeHusiMu B 1990 r.) — HOMep BEPCUM CUHTAKCUYECKUX Npa-
BUJSI: 2;

-NCO 9735:1988 u ero Namenenune 1:1992 — Homep BEPCUU CUHTaKCUMYECKMX Npasus: 3;

-NCO 9735:1998 — HOMEp BEPCUU CUHTAKCUYECKUX NPaBUN: 4.

COOTBETCTBME CTAaHAAPTY O3HAYAET, UTo cobnioaeHbl Bce ero TpeboBaHus, BKMIOYasaA BCE BO3MOXHbIE
onuun. Ecnu nopaepxuBaloTcs He BCe Onuuu, TO B NM0OOM 3a8BNEHUM 0 COOTBETCTBUM OIDKHO COAEPXKATLCA
nonoXxeHue, naeHTuuuupyioLlee onuuu, No KOTOPbIM AeKNapupyeTcsi COOTBETCTBUE.

[aHHble, ucnonb3yeMbie B 0OMEHe, NPU3HAIOTCA COOTBETCTBYIOLLMMU, ECMU UX CTPYKTYPa M NpeacTaB-
fieHne 0TBEeYaloT CUHTaKCUYECKMM NpaBuram, onpeaeneHHbIM B HaCTOALWEM CTaHaapTe.

YcTponcTsa, noaaepmBaioLLmMe HaCToALWMI CTaHAAPT, NPU3HAIOTCA COOTBETCTBYIOLLIMMU €MY, €CMU 3TU
YCTpolicTBa CnOcoBHbI hOpMUPOBATL /UMW MHTEPNPETUPOBATL AAHHbLIE, CTPYKTYPUPOBAHHbLIE U NPeacCTaB-
INIeHHbIE B COOTBETCTBUM C TPeDOBAHUSAMU HACTOSILLETO CTaHAapTa.

CootBeTcTBue TpeboBaHMSIM HACTOSALLIEr0 CTaHAgapta npeanonaraer obs3arenbHoe COOTBETCTBUE
yactam 1,2, 51 10 NCO 9735.

MonoXeHusi CMeXHbIX CTAHAAPTOB, HA KOTOPLIE AENAETCA CCbINIka B HACTOSALLEM CTaHAAapTe, ABNAITCA
COCTaBHbIMMW 3NEMeHTaMn KpUTepMEB COOTBETCTBUS.

5 MpaBuna ucnonb3oBaHUA KIOYa 3alUTbl U COO0LWEeHna ANA ynpasneHus
ceptucdmkatamm

5.1 PyHKUMOHANbHOE Ha3HA4YeHne

CoobuweHre Tuna KEYMAN oGecnevmBaeT BO3MOXHOCTb YNPaBNEHUS KITIOYOM 3aLMTbl U cepTuduka-
TOM. Knioy 3aumrtbl MOXKET ObiTb CEKPETHLIM, UCNOMNb3YIOLMM CUMMETPUYHBLIE anroOpUTMbl, MU OTKPbITLIM
nuéo 3aKpbITbIM, OCHOBaHHbIM Ha UCNONL30BAHUNU ACUMMETPUYHBLIX anrTOpUTMOB.

5.2 Cchepa npumeHeHusA

Coob6uieHue ans ynpaBneHus kKnoyamu 3awmtbl U ceptudukatamu (KEYMAN) MOxeT ObiTb UCNONb-
30BaHO B paMKax Kak HaLMOHanbHOW, Tak U MexayHapoaHou Toproenu. CTPyKTypa 3TOro ynpasnsioLwero co-
0o0LLEeHNs onpeaeneHa CroXMBLIEHCS NPAKTUKOW aAMUHUCTPATUBHbLIX, TOPTOBbLIX U TPAHCNOPTHBLIX ONepauui
1 He 3aBUCUT OT TUMA XO3AUCTBEHHON AEATENbHOCTW UMK OTPACN MPOMBILLUIEHHOCTHU.

5.3 MpUHLUMNbI UCNOSIL30BAHUA YNPABAIOIEro COO0WEeHus

Ynpaensiowlee coobuieHne MOXeET ObITb UCMONb30BAHO AN 3anpoca unu NPeaocTaBneHus Knioven 3a-
LWMTbI, CepTMEUKATOB UNKN MApLLPYTOB cepTudukalum (B TOM Yucre Ans 3anpawmMBaHusa pasfMyHbIX onepa-
UM ynpaBrieHUst Krno4amu u ceptucpmkatamMmm — Hanpumep, onepauui 0GHOBNEHUA, 3aMEHbl UMW aHHYNU-
poBaHMA cepTUdMKATOB, a TaKKe NpeaoCTaBNeHusa AONONHUTENBHON UH(bOpMaLMK — K NpUmMepy, 0 craryce
ceprucukara); ato coobLueHue MOXeT ObITb MCMONbL30BAHO M ANsi NPEACTABEHUA NepeuHen ceptuduka-
TOB (HaNpPUMeEPp, C LENbIO YKa3aHUsi TEX U3 HUX, KOTOPble NMPU3HAHbI HeAeWCTBUTENbHbIMK). COOOLEeHne Tuna
KEYMAN moxeT ObiTb 3alMLLIEHO NMOCPEACTBOM MCNOMb30BaHUS FPYNN CErMEHTOB 3arofioBKa U KOHLIEBUKA
3awmThbl. CTPYKTYPHbIE CXEMbl TAKMX IPyNn CErMeHToB onpeaenexsl B UCO 9735-5.

2
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CoobLweHune ans ynpaeBneHusl KMNoHaMu 3awutel u ceptudmkataMu MoXeT ObiTb MCMONbL30BAHO ANS

cneaylowmx uenemn:

0010

0020

0030

0040

0050

0060

0070

0080

a) 3anpalwumBaHusa onepauuii, CBA3aHHbIX ¢ 06paboTKON KIoYen n CepTUPUKATOB;
b) npeaocraesneHus Knoven, cepTmdUKaToB M OTHOCALLIENCS K HUM MHAopMaLun.

5.4 OnpepneneHue coobweHun

5.4.1 [leranu3auua cerMeHTa AaHHbIX

CermeHT UNH — 3aronoBok coobLyeHus

CnyxeOHblin CErMeHT B Hauane coobLleHns, OAHO3HAYHO MAEHTUDULMPYIOLLMIA ero.

Kop Tuna coobLueHns ans ynpaeneHus 3akpbITbiMK Knto4amu u ceptudukaramm — KEYMAN.
[ns Toro 4To6bl COOTBETCTBOBATL HACTOSALLEMY CTaHAAPTY, COOOLEHUA ANS yNpaBneHUs 3aKpbl-
TbIMU KIlOYaMu U ceprucpukaramum AOSMKHbI coaeparb cneayowme gaHHole B cermeHte UNH
cocTtaBHOro coobuexHus S009:

anemeHT AaHHbix 0065 KEYMAN

0052 4
0054 1
0051 UN

Mpynna cermentoB 1 — USE-USX- SG2

lpynna cerMeHToB, KOTOpasi COAEPXUT BCIO MHAOPMAaLUUIO, HEOOXOAUMYIO AN NEPECHINKU UK
BbINOSTHEHMSA 3aNPOCOB KMio4ya, ceprudpukara, MapLupyTa ceprucukaumum u yBeaomneHui.
CermeHT USE — cBA3b N0 COOBLLEHUAM 3aLUUTDI

CerMeHT, naeHTuuumupyloLmin cea3b C NPeabiayLuM COOOLEHNEM: HAaNPUMep, C 3anpoCHbIM
coobuieHnem Tuna KEYMAN.

CermeHT USX — cCbinka, ykasbiBaloLas cnyxoy 3aLmrbl

CermeHT, MaeHTUMULUPYIOLLMIA CCbINIKY HA npefliecTeyiowiee cooblieHne: Hanpumep, Ha 3a-
npoc. COCTaBHOW AMEMEHT AaHHbIX «A4aTa U BPEMS 3aLMUThI» MOXET COAEpPXaTb UCXOAHYIO AaTy
U BpeMS reHepaLuuu 3anpaLumBaemoro coobLeHus.

pynna cermenToB 2 — USF-USA-SG3

Mpynna cerMeHToB, coaepxallas eAUHCTBEHHbIN KNOY U €AUHCTBEHHBI cepTudbukar unm rpynny
cepTudMKaToB, 0OpasyoLLy0 MapLpyT cepTudukaLmm.

CermeHT USF — (pyHKUMA ynpaBneHua Knovamu

CermeHT, uaeHTMOULMPYIOLLMIA PYHKLUIO NEPEKITIoYaeMOon UM rpynnbl: 3anpoc UNu npeacraene-
Hue. B cnyyae ncnonb30BaHUA 3TOrO0 CErMeHTa Aris Nokasa aneMeHTOB MapLUPYTOB cepTudumka-
LW NOPSAKOBBIA HOMEP AOMKEH YKa3bIBATbL NMOMOXEHME O4EPEAHOro cepTudukaTa B MapLIpyTe.
OTOT CErMEHT MOXET UCNONBL30BAaTLCA U caM Mo cebe aAns N3BNeYeHnsa CNMCKOBOW MHAOpPMaLum,
Jaxke npu OTCYTCTBUM cepTudukara. B pamkax 0gHOro u TOro e coobLUeHUs MOTYT CyLLECTBO-
BaTb HECKOMNbKO pa3nunyHbix cermeHToB USF, koraa nponssoantca obpaboTtka aoByx u bonee Kno-
yen n ceptudpukaros. OQHaAKO NPU STOM HEQOMYCTUMO OJHOBPEMEHHOE NPUCYTCTBUE DYHKLMM
3anpoca u pyHkunm goctasku. B cermeHnTe USF moxkeT ObITh Takke onpegeneHa pyHkuns dmnb-
Tpa, npuMeHsieMasl K BOMYHbBIM NonsAm cermeHtTa USA, KOTOpbI cneayet HEMOCPEACTBEHHO 3a
cermeHTom USF.

CerMeHT USA — anropuTm 3awuTbl

CerMeHT, MAeHTUPULUMPYIOLWMIA anropuTM LWNAGPOBAHUSA N MEXAHU3M €ro peanu3auumn u cogep-
XKaLuii HeoBXxoaMMBbIE 4N 3TOT0 TEXHUYECKME napameTpsbl (onpeaeneHHsie B UCO 9735-5). 3toT
CEermMeHT AOMKEH PUrypupoBaTk B 3anpocax Ha reHepupoBaHWe, NpekpaLleHne AeiCTBUS UK
OTNpaBKy CUMMETPUYHbLIX Kroden. OH MOXET Takke MCNONbL30BaTLCA ANA 3anpoca napbl acum-
METPUYHBIX KITHOYEeNn.

pynna cermeHtoB 3 — USC-USA-USR

Mpynna cermeHToB, cogep)allasi BCe AaHHbIE, KOTOpble HEOOXO0ANMbI A1 KOHTPOSS NOANMHHO-
CTU METOA0B 3aLuThl COOOLLEHUIA/NAKETOB B Cryyae NPMMEHEHUS] aCUMMETPUYHBIX anropuTMOB
(xak aTo onpepeneHo B MCO 9735-5). laHHasa rpynna fomkHa MCNonNb30BaTbCA MpU 3anpoce
UNK OTNpPaBKE KIOYEN 1 CepTUUKATOB.

[ns o4HO3HAYHOW nAeHTUMKaLMN napbl UCNOMNb3yeMbIX aCUMMETPUYHbIX Kto4Yel Heobxoanmo
npucytcTeue B cermeHTe USC nubo NOnHOM rpynnbl CErMeHTOB cepTudukarta (BKrovasi CerMeHT
USR), nnbo TOMNbKO anMeMeHTOB AaHHbIX. [IPUCYTCTBMSA NOMHOI0 cepTudmkaTa MOXHO M3bexarb,
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ecnu obmeH ceptudukatamu Mexay ABYMS CTOPOHAMMU YXXE COCTOSINCA unu ecnv ceptudmkar
MOXET ObITb MU3BMEYeH U3 6asbl AaHHbIX.

B cnyyaax npuHATMA peLueHua ucnonb3oBatb ceptudpukar, He oTHocawmmnca K tuny EDIFACT
(Hanpumep, X.509), cMHTaKcKC 1 BEpCUA Takoro ceptudpmkaTta nognexar naeHTudukauum B ane-
MeHTe AaHHbIx 0545 cermenTta USC. MNoaobHble cepTudukatbl MOTYT NepechinaTbCsl B COCTaBe
naketa EDIFACT.

CermeHT ceptudpukara USC

CermeHT, KOTOpbIN COAePXUT MaHaaT Bnagensua ceptudmkara u naeHTuuUmpyeT ceptuduka-
LMOHHBIN opraH (UeHTp cepTudpunkaLmu), BbINyCTUBLUMIA AaHHbIA cepTUdMKAT (Kak onpeaeneHo B
MCO 9735-5). BTOT CErMeHT NOAMNEXUT UCMONb30BAHUIO B 3aNpocax, KacawLwmnxcsa ceptuduka-
TOB (HanpumMep, Ana Ux 0GHOBNEHUST) NN aCUMMETPUYHBIX KITIOYEN, KaK B Ciyvae npekpaLleHus
OENCTBUSA 1IN NpU Nepecoinke ceprudukara.

CermeHT USA — anroputm 3awmrhbl

CerMeHT, uaeHTudmuupyowmin anroputMm o6ecneveHms 6€30nacHOCTU U ero TEXHUYECKYIO pea-
nuU3auuio U coaepallmii Heobxoaumble Ans STOro TEXHMYeCckMe napameTpbl 3awWwmThl (onpeae-
neHHole B UCO 9735-5). laHHbIN CerMeHT AOSMKEeH UCMOoNb30BaTLCA NpU 3anpoce ceptudukara
(HanpuMep, Ana perucTpauun MaHgara BnagensLa) U B criy4asx npeacrasneHus ceptudumkara.
CerMeHT USR — pesynbrart 3awmTbl

CerMeHT, cogepxawuii pe3ynsrat NpUMeHEHUA PyHKUUA 3awmThl cepTudukara ceprudukaum-
OHHbIM OpraHoM (kak onpeaeneHo B MCO 9735-5). DTOT cerMeHT AOMKEH MCNONb30BaTLCA ANsA
NPOBEPKW NOANMHHOCTU cepTudukara unu B cnyvaax npeacraBneHus ceptudumkara.

pynna cermeHtoB 4 — USL-SG5

lpynna cermMeHTOB, coAepxallaa CNUCKU CepTUMKATOB UNW OTKPLITLIX KNYen. 3ta rpynna
AOMKHa UCNonbL30BaTbCsA AN rPyNNMPOBaHNA CepTUGUKATOB C OAMHAKOBLIM CTaTyCOM — TO
€CTb TeX, KOTOpPbIE BCE €LLUe COXPaHAIOT AOCTOBEPHOCTb, N TEX, KOTOPLIE MO TOW UMW UHOW Npu-
YnHe MOTYT ObITb HEAOCTOBEPHLIMU.

CerMmeHT USL — cTaTyC CnuckoB 3awwmThbl

CermeHT, UAeHTUMUUMPYIOLLUMI AOCTOBEPHLIE, HEAENCTBUTENbHBLIE, HEU3BECTHLIE WU aHHY-
NIMPOBAHHbIE 3NEMEHTbLI. TaKMMK 3reMeHTaMu MOTYT OKasaTtbCA ceprudumkarsl (Hanpumep, Ao-
CTOBEpPHbIE, HEAEUCTBUTENbHLIE) UITM OTKPbITbIE KMIOYM (HanpuMmep, AEUCTBYIOLLME WUMWU aHHY-
nupoBaHHbie). Ecnu npegocrasneHme ceptudUKaToB MM OTKPLITLIX KNioYen npegycMmarpusaeT
UCMONb3oBaHNe ABYX U Bonee cnMckoB, TO B paMKax OAHOTO COOBLLEHUsI MOTYT NPUCYTCTBOBATb
HECKOMbKO pa3Hbix cermeHToB USL. PasnuuHblie CNUCKM MOTyT ONpeaensitbCa nepeyHeM napa-
METpOB.

Mpynna cermeHToB 5 — USC-USA-USR

Mpynna cermeHToB, CoaepXallasi AaHHbIE, KOTOPbIE HEOOXOAMMBI ANS KOHTPOMNA NOANIMHHOCTU
METOAO0B 3aLUMTbl COOOLLEHUII/NAKETOB B CNy4ae NPUMEHEHUS aCUMMETPUYHBIX anropuTMoB (Kak
onpeaeneHo B MCO 9735-5). 3ta rpynna nogneXxuTt UCnomnb30BaHUIO B TEX Cryyasx, Koraa npe-
[0CTaBNAI0TCA CIIUCKU KIMoYEen mnu ceprudpmukaTtos ¢ 04MHAKOBLIM CTaTyCOM.

CermeHT ceptucukara USC

CerMeHT, KOTOpbIi CoAepXUT MaHAAaT Bnaaenbua ceptudukara u uaeHtudmuupyer ceprucuka-
LMOHHBIM OpraH, BblaaBLumMii 9T0T ceptudukar (kak onpeaeneHo B UCO 9735-5). 3ToT cermeHT
OOMKEH MO0 MCMONb30BaTLCA MPUMEHUTENBHO K NONIHOMY cepTudukaTy — 1 Tora Heobxoaumo
NPUCYTCTBME AONONHUTENBHBLIX CermeHToB USA u USR, NGO OH MOXET yKa3biBaTb CCbINIOYHbIN
HOMep cepTudukaTa unmu MMs KI4a; B NocneaHeM cnydyae coobLieHne aomkHoO ObiTb nognuca-
HO C MCNOMb30BaHUEM rpynn CErMEHTOB 3arofloBKa U KOHLUEBUKA 3aLUTbI.

CermeHT USA — anroputm 3awuTbl

CermenT, naeHtnduumpyiowmin anroputm obecneveHns 6€3o0nacHOCTU U ero TEXHUYECKYIO pea-
nn3aumio u coaepxaLumin HeobxoauMbIE ANA STOr0 TEXHUYECKUe napameTpsbl 3awwmThbl (kak onpe-
aeneHo B MCO 9735-5). BTOT cerMeHT nognexuT UCNonb30BaHUIO B TOM Criyuae, ecnu Tpebyerca
yKasaHue anropuTMoB 3aLiuTel cepTudukara.

CermeHT USR — pesynbrar 3awuThl

CermenT, cogepxalyuin pesynsrat NpUuMeHeHus byHKUMI 3aWwmTbl ceptudpmnkarta ceprudukaum-
OHHbIM opraHoMm (kak onpegeneHo B NCO 9735-5). STOT CermMeHT noanexmT MCnonb3oBaHUIO B
TOM criyyae, korga Tpebyercs nognucb B ceptudpukare.

CermeHT UNT — KOHLEBUMK COODLLEHMUSA
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3apepwaowmin cooblueHne cnyXebHblii CErMeHT, ykasbiBaloLmii 06LIEE YMCNO CErMEHTOB U
KOHTPOJSIbHYIO CyMMY COOOLLEHMS.
5.4.2 Yka3aTenb CerMeHTOB AAHHbIX

Ter Nmsa
UNH 3aronoBok coobLeHus
UNT KoHueBuk coobuieHunsa

USA Anroputm 3aLumTbl
usC Ceptudumkar

USE CBs13b N0 COOBLIEHMAM 3aLUUTDI
USF DYHKUMA yNpaBneHna Kniovamm
USL CTrartyc cnucka sawuTbl

USR Pesynbrar 3awutbl

UsSX CCbINOYHbIE HOMEPA 3aLUUThI

Tabnuya 1—lNepeveHb cerMeHToB

nos. TET sz S R
0010 UNH B3aToJIOBOK COOBIEeHNS M
1
0020 —-==== I'pyrnrna CeTrMeHTOB 1 —-————---—-—
—————— C 999 ————————t
0030 USE CBSA3b IO COOBIMEHMAM SBalliThH
M 1
0040 USX CCEUJIOUHBIE HOMepa 3alMTH C
1 |
|
0050 —-==== T'pylria CeIMEHTOB 2 ————————-—
—————— M 9 -———+ |
0060 USF dYHKUMA yNpaBJICHUA KJIodaMu
M 1 |
0070 USA AJITOPUTM BammTel C 1
| |
| |
oogo  —-==== I'pynrna CeTMeHTOB 3 ————————-—
—————— c 1 -+ | [
0090 Usc CepTupurarT M 1 | |
|
0100 USA AJITOPUTM BammuTel C 3 |
| |
0110 USR PesysabTaT s3ammTH C 1
———————— +
0120 —-==== T'pyrria CeTMeHTOB 4 -————---—-—
—————— C 99 -1
0130 UsSL CraTyCc CIMCKOB 3allMTE M 1
|
|
0140 —-==-= T'pyrra CeTrMeHTOB 5 —-————---—-
—————— M 9999 -———+ |
0150 Usc CepTudpmurar M 1
|
0160 USA AJITOPUTM BammTel C 3
| |
0170 USR PesyJsbTaT sammUTH C 1
———————— +
0180 UNT KOHIIeBRMK COOBIEHNI M 1
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Mpunoxexune A
(cnpaBouHoe)

PyHkuumn coodweHna KEYMAN

A.1 BBegeHue

B A4aHHOM NpUNOXeHWU onucaHbl pasnuyHele gyHKuuMM, obecnevnsaemble coobweHnem KEYMAN. Mpu atom nog,
MaHAaTOM NOHUMAaETCHA TONbKO WHGOpMaLWS, OTHOCALLAACA K OHOW KOHKPETHOW CTOPOHE B3aUMOAEHCTBUS, @ He OTKPbI-
Tl KIHOY U HE OTMETKU BpeMeHU. [ToaToMy cepTudmKaT CHUTAETCA COCTOALMUM U3 CNeAYIoLMX KOMMOHEHTOB:

- MaHaar,

- OTKPLITBIN KMo,

- OTMETKN BPEeMeHMH,

- yndposas NOANUCH.

OnpepaeneHHble YHKLMM paccMaTpUBaloT Kak peanuayemblie BHe npoueayp UHdopmaLuoHHoro obMeHa, To ecTb ¢
MCMONb30BaHWEM BHELLUHETO KaHana B3auMoAeilcTBus. B 4acTHOCTU, 3TO OTHOCUTCA K CEKPETHOMY KITHoMY MOrb30BaTeNs,
€CNK TaKoW KNioY OH POPMUPYET CAMOCTOATENBHO.

A.2 PeructpaumoHHble (PyHKLIMM YNpaBreHUs Knioyamu

A.2.1 MNpeabaBneHne K perucrTpauumn

Lienb aToi ¢pyHKLMM COCTOUT B NPEACTaBNEHUN AN pErucTpaLm nosiHoro Uin YaCTUYHOro KOHTeHTa cepTudunkaTa.

XoTsa 06bI4HO 3Ty (PyHKLMIO crieflyeT peann3oBbiBaTb BHELLHUM MO OTHOLLEHMIO K KaHary cBsian cnocobom (Hanpu-
Mep, NyTeM AOCTaBKU HYXHOW MHOpMaLIMKU UMK NPOCTAHOBKMN 3aBepsAtoLLiel NOANUCU BPYUHYIO), ANA PErMCTpaLuoHHOro
opraHa (KOTOpoMy OAWH WUIM HECKOMNBKO MOoNb3oBaTeneil oBepunu npoLeaypy ux peructpauumn) 6onee npoayKTUBHLIM MO-
XeT cTaTb AOCTOBEPHOCTbL. [0 3TOI NpuuMHE camo coobLLeHne He HyXAaeTcs B 3aLluUTe, HO KOHTPOMb €ro LIENOCTHOCTH ¢
npuMeHeHnem onpeaeneHHoro B UCO 9735-5 cTtanaapTHOro MeTofla 3aroroBKa U KOHLIEBMKA MOXET OKa3aTbCsA NONE3HbIM
B cnyyae fanbHeiilwen samTbl MHPOpMaLMK BO BHELLHUX KaHarnax.

A.2.2 3anpoc napbl aCUMMETPUYHBIX KIloyel

Lienb sToii npoLeaypbl 3akntovaeTcs B TOM, YTOObI HarnpaBuTb [JOBEPEHHO CTOPOHE 3anpoc Ha reHepupoBaHue
napbl aCMMMETPUYHBIX Kntodeid. Mocneaytolee TpaHCNOPTMPOBaHWE CEKPETHOIO KIlloua JOMKHO BbiTb OCyLLecTBNEHO ¢
1Cnonb3oBaHeM BHeLLHEero KaHana B3auMogeicTBMA.

A.3 CepTucduKauMoHHbIe PYHKLMU YyNpaBneHUA KnovyamMm

A.3.1 3anpoc cepTudmkara

Llenbto AaHHOR npoLeaypel ABMSETCA 3anpoc cepTudukaLMn MaHaaTa u OTKPLITOro Krova.

370 MoXeT BbITe NPOCTO 3aMpoc, OCyLUeCTBSEMbIA A0 nepegaqdn UHOpPMaUUK Mo BHELUHEMY KaHasry B3awumo-
JeiicTBURA, U Torga B OTBET Ha YKasaHHbIi 3anpoc MHgopMaums nepeceinatbes He Byaer. Tak kak 3aperucTpMpoBaHHbIX
Krntodeii ellle MOXET He ObiTb, COOBLLEHNe NpK 3TOM CUMTaETCA He 3alluileHHbIM. OfHako B criydae nepefaqn HyXXHoW
MHopMaLMK B paMKkax cooBLLEHNs oHa noTpebyeT pasgenbHoi ayTeHTUdMKaunK. Ecnn xe 3aperucTpupoBaHHbIi Koy
yXe CYyLUeCTBYET, TO OH MOXET ObITb UCMONb30BaH ANs obecnedeHns HEBO3ZMOXHOCTU OTKasa OT aBTopcTBa COO6LLEeHMS,
nepefaBaeMoro ¢ NpUMeHeHeM HOBOrO Kiltoda U cepTudukara.

TeM He MeHee, ecrn COOBLLEHNE MUCMONb30BaHO UCTOMHWKOM ANSA NEePEeCchISiKN CBOEro OTKPLITOTO KIko4a, y Hero
[LOJKHa CYLLeCTBOBaTb BO3MOXHOCTb NOANMCH COOOLLEHNS COOTBETCTBYIOLLMM CEKPETHBIM KITIOHOM Aaxe B TOM criydae,
KorAa elle HeT METKU ANA OTKPLITOro Kntova. Takas cuTyauus HasblBaeTca camocepTudukauus, oHa TpebyeT ucnonbso-
BaHWA rpynn cerMeHToB 3arofloBKa M KOHLEBMKa cuCTeMbl 3alyuThl. [N ykazaHMs Ha caMocepTUhULMPOBAHHBIA KoM
onpefeneHHas B MCO 9735-5 rpynna cerMeHTOB 3aronoBKa 3alyuThbl AOMKHa coaepXaTb cepTUdUKaT, co3faHHbIn Nonb-
30BaTeneM Ana CBOEro 3aKpbITOro Knkoya. XoTa caMocepTUULMPOBaHHLIN OTKPLITHIA KoY He ABNAETCA ANA NPUHUMAaLO-
LLiei# CTOPOHLI AOKa3aTeNbCTBOM NOASIMHHOCTM ero nonb3oBaTtens, ANs cepTUdUKaLMOHHOro opraHa OH CBUAETENLCTBYET
0 TOM, YTO BrafeneL, OTKpLITOro KMtoda pacnonaraeT Hafnexalyum 3akpbiTeiM KIHoHOM.

A.3.2 3anpoc Ha o6HOoBneHue cepTudmkara

Llenb 3anpoca — npogneHve (Unu obHOBNEHME) MMetoLLerocs cepTudukara.

OTo AenaeTca ANS YBEMUYEHUA nepuofa UCMOMb30BaHUA TeKyLLEero AelCTBYIOLLEro Kito4a, Cpok cepTudukara Ko-
TOPOro B CKOPOM BPEMEHU UCTEKaeT. 3anpoc Ha 06HOBNEHWE [OMKeH BbITb NOAMUCaH 3aKPLITLIM KMOYOM ¢ cepTUdmka-
TOM, Nnognexalyum oGHOBMNEHMIO, C UCMONB3OBAHWEM FPyNn CErMEHTOB 3arofioBka U KOHLEBUKa 3aLlUThLl B pamkax o6MeHa
EDIFACT, onucaHHoro B UCO 9735-5.

A.3.3 3anpoc Ha 3aMeHy cepTucpukara

Llenb sanpoca COCTOUT B 3aMeHe umetoLLerocst cepTudmkara Ha HOBbIW, C APYTUM OTKPBITHIM KNKOYOM U NPU Heobxo-
AMMOCTU — € [OMONHUTENBHBIMUA MHOPMaLIMOHHBEIMU BO3MOXHOCTAMU. 3anpoc AorkeH 6blTb NoAnMcaH B COOTBETCTBMU
C AeNCTBYIOLLEN NOMUTUKOIA ynNpaBneHns knvaMmn U ¢ ucnonsaosaHuem onpeaenerHsix B UCO 9735-5 rpynn cerMeHToB
3arofioBKa W KOHLEBWKa 3alMTel B paMkax obmeHa EDIFACT.

6
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3aMeHa cepTUdKKaTa OTIMYaeTcsa OT ero 0OHOBMNEHWUS TEM, YTO CTaphIil CepTUUKAT, Kak MPaBuUIo, aHHYNUPYeTCS,
a He NpoAneBaeTcs No UCTeYeHUN cpoKa feicTBuA. HoBbIA cepTudukaT Bcerga nMeeT HOBLIN PerncTpaLoHHbIi HoMep,
Torfa Kak y NpofeHHoro cepTudukata sToT HOMEP He MEHSETCS.

A.3.4 3anpoc cepTucdukara unu mappyTta ceptucpukaumm

Llens 3anpoca — oTnpaBsKa cyLlecTByloLLero cepTudukata (geicTBytoLLero nMGo aHHYNMpyeMoro) unu npoanesa-
emoro cepTudmkata. K aToi e npouefype 0THOCUTCA Cryyaid, koraa oTBETHOe COOBLUEHUe COLEPXUT MapLLUpyT cepTu-
dmrKaLum, a He TOMbKO caM cepTUdmMKaT, MOCKOMbKY 3anpaluuBatoLlas cTopoHa o6bIMHO He pacnonaraeT TakuMu geTanu-
3MpOBaHHLIMU JaHHbIMU.

Ecnu perncTpaLnorHblil Homep cepTuduKaTa 3agaH, To HeT HeOBXOAMMOCTH B UCMOSb30BaHUM 3aLLUThI, MOCKOMbKY
cepTUdUKaThLl HOCAT OTKPLITLINA XapakTep.

A.3.5 NpepocraeneHune ceprudmkara

Llens 3T0ih Nnpoueaypbl COCTOUT B OTNPaBKe CyLLEeCTBYIOLEro UM NPOAJIEHHOTo cepTudUKaTa no npefBapuTenbHo-
My 3anpocy unu 6e3s TakoBoro.

Mepenady OTKpLITOro Kro4Ya oT cepTUdMKaLMoHHoro opraHa (CA) cneayet npu HopMaribHbLIX YCMOBUSX OCYLLEeCT-
BNATL NO BHELWWHUM KaHanam B3aumopeiicteus. OgHako ana obecnedeHusa bonbluero yao6cTBa 3aMeHbl KIloYel MOXeT
notpeboBatbcs hopMUpoBaHUE COOBLLEHUS, 3ALYULLEHHOrO paau COXpaHEHWUs! LIENOCTHOCTU rpyrnrnaMu cerMeHToB 3a-
ronoBKa U KOHLEeBUKa cucTeMbl 6e30nacHOCTU, C pa3faenbHoi ayTeHTudukaumeil. Hanunune nogobHOM 3alumThl MOXET
CTaTb MOBOAOM AN UTHOPMPOBaHMWS NONb30BaTENAMU HEOBX0AUMOCTU KOHTPONS MAapaMeTPOB, MOyYeHHbIX M0 BHELUHUM
KaHanaMm B3auMOJ€ACTBUS, YTO HEMUHYEMO MPUBEAET K CyLEeCTBEHHOMY CHUXeHUIO ypoBHA BesonacHocTU. B gaHHOM
cnyyae MoryT notpeboBatbcs cnyx6bl 3aluTel Hanogobue obecnedeHnst HEBO3MOXHOCTMW OTKa3a OTNpaBUTENS OT aBTop-
cTBa coobLeHus.

A.3.6 3anpoc craryca ceprudukara

Llens — nonyyeHue cBefieHWiA O TEKYLLEM CTaTyce KOHKPETHOro cepTudukara.

A.3.7 YBenoMmneHue o craryce ceptudpukarta

Llens — npepocTaBneHne nHOpMaLm o cTaTyce KOHKPETHOro cepTudumkara 3anpalluBaioLeil CTOpoHe.

Bo3MOXHbIE COCTOSIHUA: «HEU3BECTEH», «AEUCTBUTENEH», «aHHYNUpOBaHy». OTO YBEAOMIIEHUE MOXET Nepechl-
nartbcs 6e3 npegBapuTENBLHOMO 3anpoca M 0BbIMHO AOMKHO CHaGXaTbCa 3aluToil, obecneunBalolLleld HEBO3MOXHOCTb
oTKa3a UCTOYHWMKa OT aBTOpPCTBa COOOLEeHMS.

A.3.8 3anpoc Ha npoBepKy NOANMHHOCTU cepTudukara

OTOT 3anpoc AOMKeH nepechinarbesl B CepTUPUKALMOHHBIA OpraH Ans OCyLUEeCTBIIEHUS] KOHTPONsi NOANUHHOCTU
cyllecTByloLLero cepTudukara.

3anpoc kacaeTcs cepTUdUKaTOB, OTHOCALWMUXCA K APYrMM cdepam Ge3onacHOCTU (TO eCTb BbiyckaeMbIX UHBIMM
CA), koTopble MOryT BbITe HEAOCTYNHLI A5 KOHTPOMS MONb30BaTENEM.

A.3.9 YBegomneHue o npoBepke NOANMHHOCTU cepTudmukara

OTo OTBET Ha 3anpoc NPoBEPKU NOANUHHOCTM cepTudmukaTa. PekoMeHAyeTcA 3alyLyaTb AaHHOE yBEAOMIIEHME MO-
CcpeAcTBOM obecrneqeHna HEBO3MOXHOCTU OTKasa MCTOYMHUKA OT aBTopCTBa COoBLWEHNS.

A.4 NNukBuAauuoOHHbIe PYHKLUMN YNpaBreHus KiovyaMmu

A.4.1 3anpoc Ha aHHynupoBaHue

Llenb cocTouT B 3anpoce aHHYNUpPOoBaHWA (M3MEHEHUs cTaTyca «4eACTBUTENbHBINY Ha «HEAENCTBUTENbHbLIAY») cep-
TudukaTa 3anpaluvBaroLlleil CTOPOHbLI: Hanpumep, W3-3a KOMMPOMETaLWKM 3aKpbiTOro Knkova; cMeHbl CA nonb3oBaTens,
3aMeHbl UCXOHOro cepTuduKaTa; npeKpalleHnss UcnonbL3oBaHus cepTudukaTa (Hanpumep, BCNEACTBUE YBOJbHEHUS
nonb3oBaTens 13 KOMMaHum) UNu no UHoi npuyuHe. Mpu 3TOM, MO BO3MOXHOCTM, CRefyeT UCNOoNb3oBaTb Npoueaypy ay-
TeHTUdMKaLmmn. PaccmaTtpuBaemasn yHKLUS MoxeT TpeboBaTk OTAEMNbHOro KaHana cBA3W U 0XBaThiBaTb ChyYau notepu
nosib3oBaTenem CBOEro 3aKpbiToro Knkova.

A.4.2 NoaTBepxaeHUe aHHYNMpoBaHUA

Liene atoro coobLeHns — noaTBepxAeHne dakTa aHHyNMpoBaHWUS 3anpoLIEHHOro cepTuduKaTa.

PekomeHayeTca 3awyilaTh fJaHHOE YBe4OMIeHWe NOCpeACcTBOM obecneyeHUs HEBO3MOXHOCTU OTKasa UCTOMHUKA
OT aBTOpCTBa COOBLLEHNS.

A.4.3 3anpoc cnucka aHHynUpoBaHUsA

Llenb — nony4exune nofiHOro UM YacTUYHOrO CrucKa aHHYNUPOBaHHbLIX cepTUUKaTOB.

A.4.4 NpepocTaBneHue cnucka aHHyNMpoBaHUA

Llenb sToro coobLyeHns cocTouT B UHOpMUpOBaHUM B3aUMOAENCTBYIOLLUX CTOPOH 060 BCeX (MK onpeaerneHHbIX)
cepTuduKaTax, aHHyNMpOBaHHLIX Ha JaHHbIA MOMEHT B cdhepe OTBETCTBEHHOCTU JaHHOrO opraHa cepTudukaumu.

370 cooblLLeHne Noxoxe Ha rpynnoBoe CTaTyCHOE yBef,OMSIEHNE, HO pacnpoCTpaHAETCS TONbKO Ha aHHYNUpOBaH-
Hble cepTUdmKaThl. XOTs ANS 3TOro MOXHO 6bINo 6kl UMETL OTAENBHBIA TUN YEPHOTO CNUCKa, Bee Xe yaobHee pabortaTb
C €ANHCTBEHHbLIM CMUCKOM, B KOTOPOM OnpefieneH TEKYLLUMA cTaTyc cepTudukatos. [JaHHoe yBegoMneHne AOMKHO ObiTb
3aLULLEeHO NOCPEACTBOM obecneveHns HEBO3MOXHOCTU OTKa3a UCTOYHMKa OT aBTopcTBa COobLeHUs.

A.5 3anpoc npeaynpexaeHus

Lle.l'lb 3TOro 3anpoca COCTOUT B aKTUBU3aLUMU TPEBOXHOIO curHarna OTHOCUTENBHO cemepraTa O,qHOl7I U3 CTOPOH
B3auMOJIeNCTBUSA.
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B paHHom crniyyae ceptudukat He aHHynupyeTtcsa (3anpoc B agpec CA OTCYTCTBYET), HO Apyrue nonb3oBatenu npe-
aynpexpgakTcA 0 TOM, YTO NOAJIMHHOCTb KOHKpPETHOro CepTVI(bVIKaTa BbI3bIBAET COMHEHUA. Takoi cnocob yBegoMneHua
MOXHO MCMOMb30BaTh B TEX CUTyaLMsX, KOrfia y nofb3oBarefid HET NOAXOAALMX CPEACTB ayTeHTUDUKALMW ANA 3aluThl
NMKBMAaUMOHHOIo 3anpoca: HalnpuMmep, OH He pacnonaraeT Ana SToro BTOpbIM, AeﬁCTBMTe.I'IbeIM, KIio4oM u CepTMCbMKaTOM.

A.6 NpenoctaBneHue MapwpyTta cepTucdnkaumm

Llenbto faHHoro cooblueHns SBMsieTcA NpefocTaBNeHUe CyLecTBYOLEro MapLupyTa cepTudmkaLun no npeasapu-
TernbHOMY 3anpocy unu 6e3 TakoBoro.

A.7 FeHepupoBaHU1e U TPaHCMIOPTUPOBaHUE CUMMETPUYHBIX KRIOuewn

A.7.1 3anpoc cMMMeTpPUYHOro Knioua

Llenb 3anpoca cOCTOMUT B MOTy4eHU CUMMETPUYHBIX KoY ANA WMdpoBaHWA AaHHBIX MK Kitlodel LundpoBaHus
Kntovei. Mockonbky npegocTaBneHne Takux Knovein TpebyeT NpeABapUTEnbLHOMO YCTaHOBIIEHUS CBA3N MeXAY ABYMSA B3a-
UMOAENCTBYIOLLMMKU CTOPOHAMM, B TOM Cly4ae, Kora MeToAbl OTKPLITHIX KItoYeil He NpUMeHsIloTes, Heobxoauma ayTeH-
TUDUKaLIMA MHMLMaTOpa 3anpoca ¢ NOoMOLLbIo Kitoda WwinudppoBanus knioveid (KEK — key encrypting key); aaHHbIA kntod
ucnonb3ytoT ANs o6ecneveHns KoHPUAESHLMansHOCTM JpYroro Krova.

A.7.2 locTaBKa CUMMETPUYHbIX KItouen

Liene gaHHoro cooblieHusa — npegocTaBneHne CUMMETPUYHbLIX Kitodel No npeaBapuUTenbHoMy 3anpocy unu 6es
TaKoBOro.

Ecnun nenonb3yroT TOMBKO CUMMETPUYHBIE anropuUTMbl, TO CreAyeT UMETb B BUAY, UTO A0 Nepefaqn CUMMETPUYHBIX
Krtodel no KaHany cBsian AoMmKHa OblTh ocyllecTBrneHa nepegada KEK no BHellHeMy kaHany B3aumogencTsus. B faHHOM
cnyvae napameTp anroputma B cerMeHTe USA gomxeH ByfeTt cogepxaTb B cebe 3alumgpoBaHHbIA Koy,

A.8 MpeKkpaleHue AelCTBUA KNtoua

A.8.1 3anpoc Ha npekpalieH1e AeiCTBUA CUMMETPUYHOIO UM aCUMMETPUYHOIO KNnioya

Liene cocTouUT B NpekpalleHn efCcTBIS CYLLECTBYHOLLEro CMMMETPUYHOIO MMM aCUMMETPUYHOTO Kitoda (ecnu cep-
TUPUKATLI HE UCMONB3YIOT), HanpUMep BCNeACTBME ero KOMNPOMETaLUK, 3aMeHbl MCXOJHOIO KIkova, CMeHbl cepTudmka-
LIMOHHOrO opraHa Nnonb3oBaTens; NpekpaLleHns Ncnomb3oBaHnsa Ktova (HanpuMmep, u3-3a yBoflbHEHUS Nonb3oBaTens us3
KOMMaHUu) Urn no MHoi NpudunHe. PekoMenayeTca obesaonacuTb paccMaTpuBaeMbIil 3anpoc, UCMonb3ys ANA ayTeHTUdK-
Kalum cyLLecTBYIOLLME KITHOMM.

A.8.2 MNopaTeepxAcHUe NpeKpallleHUs AeUCTBUA Kniova

LleJ'Ib COCTOUT B yBeAOMITEHUN nons3oBaTeneun o TOM, YTO HEKOTOPble KOHKPETHbIe KMKYU NMpU3HaHbI HeﬂeﬁCTBM-
TeNbHbIMU.

MpuMmevyaHune — Huxe nepeuncneHbl pyHKLMUM, KOTOPLIE HE NoaaepuBatoTca coobleHnem Tuna KEYMAN:

- aBTOHOMHbIE (PYHKLIMKN reHepMpoBaHUsi BpEMEHHBIX METOK (ANA HUX TpebyeTcsa oTaenbHoe coobLyeHne, Hanpumep
Tuna AUTACK),

- (OYHKLMM KBMTUpOBaHUS coobLLeHmiA U yBeaomneHus o6 owmnbkax, OTHOCALLMECA K NPUHSTLIM COOBLLEHUSAM TUNa
KEYMAN; B gaHHOM crnyyae TpebyeTcs ucnonb3oBaHue Apyrux Tunos cooblenuii (Hanpumep, AUTACK unu CONTRL).



MpunoxeHue B
(cnpaBouHoe)
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MeToabl 3aliKUThbI, NPUMEHUMbIE K coobweHuam Tuna KEYMAN

HacTosiee npunoxeHne COAEPKUT pekOMeHAAUUN N0 MUHUMANBHOW N MakcMMaribHOM CTENEHAM 3aLuThl coob-
LLEHWIA C NOMOLLLIO CerMeHToB 3aronioBka/koHueBwuka (H/T) cnyx6bl 3awuThl, Kak onvcaHo B MCO 9735-5, ans ucnons3so-
BaHMWS NMPUMEHUTENBHO K KaXKz 0l chyHKLMM ynpaBneHus knodamu (KEYMAN).

Ta6nuuya B.1— YpoBHM 0BecneveHus 6e30nacHOCTM C MOMOLLbIO CErMEHTOB CryXG 3aLuThl

Cnyx6a saluTsl MprvmMeyaHua
OyHKUMA

MWH. Make.

MpegcTaBneHue K pernctpaumu INT AUT no BHelLHeMy KaHany B3au-
mogenctaua (Out of band)
3anpoc napbl aCUMMETPUYHBIX KITH4en
3anpoc cepTudukara NRO | AUT no BHeluHeMy KaHasnly B3au-
mogeiicteus (Out of band)

3anpoc Ha obHoBnNeHuWe cepTudukara NRO
3anpoc Ha 3ameHy cepTudukaTa NRO
3anpoc cepTudukara Unnm mapLupyTa cepTudukaLmmn NRO
MpeacTaBneHue cepTudmkara
3anpoc cratyca cepTudukata NRO
YBeOMIeHune o cTaTyce cepTudukara NRO
3anpoc Ha NpoBepKYy NOANNHHOCTU cepTudukaTa
YBefgoMreHue o NpoBepke NOASIMHHOCTU cepTudukara NRO
3anpoc Ha aHHYnMpoBaHue NRO
MoaTBEpXAESHUE aHHYNUPOBaHUA NRO
3anpoc cnucka aHHynMpoBaHua
MpeacTaBneHne cnucka aHHyNMpoBaHUA NRO
3anpoc npegynpexaeHus NRO
MpepocTaBneHne mapLupyTa cepTudukaLmmn
3anpoc CUMMETPUYHOTO KNtoYa
MpeacTaBneHne CUMMETPUYHOTO KNtoda CON BoamoxHo ucnonsaosaHne KEK
3anpoc Ha npekpaleHne AencTBus CUMMeETpudHoro wunu | AUT NRO
aCUMMETPUYHOrO KNova
KeuTupoBaHue NpekpaLleHusa AencTBUA AUT NRO
AUT — ayTeHTUdMKauns.
CON  — KoH(UaEHUNanNbHOCTb.
INT — L|enoCTHOCTb.
KEK — KoY WUPOBaAHUA KITHOHEN.
NRO  — HeBO3MOXHOCTb OTKasa OTrNpaBMTENS OT aBTOpCTBa COOBLLEHNS.
Out of band — UCNOMb30BaHNE BHELUHErO KaHana B3auMoelCcTBuUS.




rOCT P UCO 9735-9—2016

MpunoxeHune C
(cnpaBouHoe)

Mcnonb3oBaHue rpynn cerMmeHToB B coobueHusax Tuna KEYMAN

B naHHOM NPUNOXeHUN onucaHbl rpynnbl CErMEeHTOB, UCMONb3yeMble ANA peanu3aunn onpejeneHHbIX (pyHKLMﬁ

ynpaeneHus kntodammn (KEYMAN).

Tabnwuya C.1—pynnbl cermeHTOB AN OPMUPOBAHUS 3aMpPOCOB

DYHKUMA

Mcnonesyemble cermeHThbl

KoMmeHTapum

MpepcTaBneHne K perucTpauum

USE-USF-USC-USA

3anpoc napbl aCUMMETPUYHBIX KITtoYein

USE-USF-USA

3anpoc cepTudukaTa

USE-USF-USC-USA

Fpynna uaeHTUULMPYET cepTudm-
KaT U OTKPbITbIA KoY

3anpoc Ha obHoBMeHne cepTudukaTa

USE-USF-USC

pynna uaeHTUULMpPYET cepTudu-
KaT W onpefenseT HOBLIA nepuoj
AencrTeusA

3anpoc Ha 3aMeHy cepTudukaTa

USE-USF-USC-USA

B rpynne payf ccbinka Ha ceptudum-
KaT, noanexalyuin aHHyrNMpoBaHUIo

3anpoc cepTudumkaTa unu maplupyTa ceptudu- | USE-USF-USC C nomouybto cermeHTa USF B rpynmny

KaLum BKIIIO4AETCA 3anpoc Ha MW3BrevyeHue
cnucka cepTuukaTos

3anpoc crartyca cepTudukara USE-USF-USC

3anpoc Ha NpoBepKy NOANUHHOCTU cepTudUkaTa

USE-USF-USC-USA(3)-USR

3anpoc Ha aHHynupoBaHue USE-USF-USC WMcnonb3oBaH Takke BHELUHWA KaHarn
B3aumogeiicteua (Out of band)

3anpoc crnucka aHHynMpoBaHus USE-USF

3anpoc npeaynpexaexHuns USE-USF-USC

3anpoc CMMMETPUYHOTO KIltoYa USE-USF-USA KacaeTca TONbKO  CUMMETPUYHbLIX

kntoven. CerMeHT USA onpegeneH
npu HeO6XOAUMOCTU UMS KNoYa

3anpoc Ha npekpalleHue LeicTBUS  CUM-
METPUYHOTO UIM aCUMMETPUYHOTO KrkoYa

USE-USF-USA/USC

OxBaTblBaeT CUMMETPUYHBIE U acCUM-
MeTpUYHble Kntoun. Mpynna naeHTu-
ULmMpyeT Knoum

QOut of band — Mcnonb3oBaHWe BHELLHEro kaHana B3aMMoaeACTBUS.

Tabnwunya C.2—pynnbl CErMeHTOB A1 (PYHKLMUIA JOCTABKU UNN YBEJOMIIEHUS

DyHKUMA

Wcnon b3yeMble CerMeHTbl

KoMmmeHTapuu

MpepocTaBneHne cepTudukaTa

USE-USX-USF-USC-USA(3)-USR

YBe,qOMJ'IeHVIe O cTaTyce cepTu-
dukaTa

USE-USX-USF-USC-USA(3)-USR

MoxeT 6biTb aHanoroM NpegoCcTaBneHunsi cep-
Tudukata uNM MaplpyTa cepTudukaumu,
Korfla K yKkasaHWUo HopManbHoro ceptudukara
nobaBnsaeTca ykasaHue NPUYUHBLI aHHYNUPO-
BaHWUS WWNKN CTaTyC ONpeaenseTca B cerMeH-
Te USF

3anpoc Ha nNpoBepKy NoANUHHO-
CTU cepTudUKata

USE-USX-USF-USC-USA(3)-USR

AHanor yBeoMfeHUs 0 cTatyce cepTudukara
¢ 3awuTom nocpeactsom NRO

MoaTBepXAEeHWe aHHynMpoBa-
HUSA

USE-USX-USF-USC

AHanor yBegoMneHust o cratyce ceptudpuka-
Ta. MognexuT 3awute nocpegctsom NRO

10
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DyHKUMA

Mcnonbsyemble cerMeHThl

KommeHTapum

3anpoc cnucka aHHyNUMpoBaHUs

USL-USC

AHaror rpynnoBoro yBefOMIEHUs O cTaTyce
cepTUdUKaTOB, HO KacaeTca TONbKO aHHynu-
poBaHHbIX CEPTUUKATOB

3anpoc MaplupyTa cepTuduka-
uum

USE-USX-USF-USC-USA(3)-USR

[nsa ykazaHua MapLUpyTOB UCMONbL3YIOTCA NO-
BTOpPHble BXOXAeHus cermeHTa USF

MNpepocTasneHne CUMMETPUYHOTO
Kno4a

USE-USX-USF-USA

KacaeTca TOMbKO CUMMETPUYHBIX KIHOYEN.
TpebyeT npegBaputensHoi nepeaayn KEK no
BHELWHEMY KaHany B3aumopeunctsua (Out of
band)

KeutuposaHue
aencreusa

npekpaLieHns

USE-USX-USF-USA/USC

OxBaTblBaeT CUMMETPUYHBIE N aCUMMETPUY-
Hble KnodWu. AHanor yBeAoMNeHua o crartyce
cepTudukara. [Nognexut 3awmrte nocpes-
cTBOM ayTeHTUdukauun/NRO

KEK — Kntod WwndppoBaHmns Kitodeil.
NRO — HeBO3MOXHOCTb OTKasa OTrnpaBUTeNa oT aBTopcTBa coobLeHns.
Out of band — ncnonb3oBaHue BHELLHEro KaHana B3auMogencTeus.

1
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MpunoxeHune D
(cnpaBouHoe)

Moaens ana ynpasneHus Krnovyamm

D.1 BBegeHue

B OTKpbITOR ¥ 3aLMLEHHOA MHGOPMALMOHHOWK Cpefe CUCTEMBI YNPaBneHWa Kio4amu oCyLLecTBREHbl yHKLMN
reHepupoBaHus, pacnpefeneHus, cepTudukaLmm, NpoBepKkn JOCTOBEPHOCTU U @aHHYNMPOBaHMUS KpUNTOrpaduHeckux Krto-
Yeil. Mogenb, paccMaTpuBaemas 34echb, oTobpaxeHa B cxemaTuyeckoM Buae Ha pucyHke D.1, rae BblAeneHbl NATh foru-
Yecknx 6rokoB B COOTBETCTBUN C UX PYHKLMOHAMBHBIM Ha3HaYeHneM.

T TN
Ve

J
A

TP

PucyHok D.1 — Mogenb ynpasneHus kntovamMu

OcHOBHble ycnoBWA faHHON Mogenn — obecnevyeHne 6e30nNacHOCTU NOCPECTBOM UCMONb30BaHNUSA METOA0B 3a-
LMTLI C OTKPbITLIMKU KIKOYaMW U COOTBETCTBUE apxnUTeKTypbl 6azoBomy cTaHgapTy ITU/TS X.509.

O6nacTb 3aWuThl onpefeneHa «IOPUCANKLMER» Napbl OTKPLITLIX KNIOYEH, KOTopble UCTOoNb30BaHbl cepTudukaLm-
OHHbIM opraHom CA ans Beinycka cepTudukatoB. Takum o6pa3soM, B paMKax KOHKPETHOW cdepbl obecneyenmns 6esonac-
HOCTU cylllecTByeT efuHCTBEeHHbIW CA, N 06nacTb 3aWuTel XapaktepusyeTca TeM ¢akToM, YTO BCe ee nonb3oBaTenu
CepTUhULIMPOBaHBLI C NPUMEHEHEM OAHOIO U TOro Xe KnioYa, KoHTponupyemoro CA.

CepTudmrKauMoHHbIA OpraH cCoefWUHEH NO 3alLULLEHHBIM KaHanaM CBA3W C LiefbiM psijoM perucTpaynoHHbIX opra-
HoB (RA), AOCTYNHLIX NOGOMy perucTpupytoweMyca nonbsosatento. GakT perncTpauun NOATBEPXKAEH CepTUPUKATOM,
BbINyLeHHeIM CA no 3anpocy Toro unm Horo RA. Mocne Takoro noagTeepXaeHNsa UHpopMaLms o nonb3oBaTenax (UX cep-
TudmkaTbl) cTaHOBUTCA AocTynHoi B kaTanore (DIR). Kpome Toro, Bo3amMOXHa perncTpaLmst MHOrOUUCNEeHHbIX OBEPEHHbIX
TpeTbux cTopoH (TTP) n nonb3oBaTtenei, Npegnaraowmx cneyuansHbie yenyru.

D.2 KoHeuHbIW nonb3oBartenb U

Monb3oBaTenb NPeAcTaBeH B CUCTEME YHUKANBHBIM WAEHTUPUKATOPOM, 3atPMKCUPOBAHHEIM B €ro MaHaaTe. Pe-
arbHbIi Morb3oBarenb MOXeT obraaaTh HeCKONbKUMU UaeHTUdMKaTopamMu. MaeHTUdNKaTOp MOXET NpUHaanexaTh lopu-
ANYeCcKoMY NULLY, (aKTUYECKOMY (PU3NIECKOMY) NNLY WK CUCTEMHOMY YCTPOHCTBY.

D.3 PerncrpauunoHHbiif oprad RA

[nsi He3aperncTpUpOBaHHOIO MONb30BATENS 3alULEHHbIA KaHan 3nNeKTPOHHOro obMeHa faHHLIMU C CUCTEMOIA He
npegocTaensaeTca. PerncrpayuoHHbIil opraH MCNOb30BaH B KadecTBe TOMKU BXOAA AMNA Monb3oBartenen, KoTopble ycTa-
HaBIMBAalOT CBSI3b C CUCTEMOMN C MOMOLLBIO TEX UMW UHBIX CYLUECTBYIOWNX AOBEPUTENBHLIX CPEACTB, TakUX Kak 3akasHoe
NMUCbMO UM PErMcTpauuoHHass BEAOMOCTb. Takol TUN perucTpauun npu HeobXxogUMOCTM TOXe CO3[aeT OPUANYECKYHO
OCHOBY Ans NPUMEHEHUA Nonb3oBaTensMu SNeKTPOHHLIX Nognucei, xoTa cam no cebe u He obpasyeT cucTeMy ynpas-
NeHus Kntodamu. Kak Tonbko peructpauus ocyllecTBReHa, MaHAaT Nosb3oBaTesNisi U ero oTKpbITHIA Kiod nepegatorcs
nocpeacTBOM 3anpoca cepTudukaLuum B cepTUPUKALMOHHBLIN OpraH.
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D.4 CeptudukaunoHHbii oprad CA

CepTUdHKaLMOHHBI OpraH SBMSETCA LieHTpanbHoi YacTbio cucteMbl obecneqenns 6esonacHoctu. OH npegocTas-
NAeT nonb3oBaTensam cepTuduKartsl, No3BONsOLLUe YCTAHOBUTL HA UX OCHOBE [10BepUTENbHBIE OTHOLLUEHUS Mexay pas-
NUYHBIMUA NONbL30BATENAMU U PErMCTPaLMOHHLIMU OpraHamu. 3TN cepTUdUKaTLl CTaHOBATCA NOCIe perncTpaLum AocTyn-
HbIMW B OAHOM UMW HECKONbLKUX KaTanorax Ans Bcex nornb3osarenei.

[loBONbBHO YacTO BO3HUKAET HEAOMOHUMaHWe TOro pakTa, YTo BbINYCK cepTU(UKaTa OCYLUECTBIISETCA C LieNblo yBe-
AOMNEHNUA 0 HAJEXHOCTU [ENCTBYIOLLEro OTKPLITOro Knoyva. Ecnu e oTKpbITHIA KoY NO3Xe aHHYIUPIOT, TO ero cepTu-
dukaT cTaHOBUTCA HefelcTBUTENBHLIM. BMecTo onoselleHnsa 06 atoM dakre CA NpocTo BLINyCKaeT aHHYNUPOBaHHLINA
cepTUUKaT, KOTOPLI 3aHOCUTCA B KaTarnor B3aMeH UCXO4HOro cepTudukaTa. MNoaToMy Nonb3oBaTenu JomKkHbl Nepuoau-
Yecku obpalyaTtbea K kaTanory cepTudrKaToB 45 NPOBEPKN HafJeXHOCTU Aaxe AeWCTBUTENBHEIX cepTudukaTos. Beibop
YacTOThl TaKUX NPOCMOTPOB OCHOBAH Ha Moflb30BaTENbCKOW OLeHKe JOoMyCTUMOA CTENEHN pucka.

D.5 Karanor DIR

OTkpbIThI kaTanor DIR, urpatowmii pons cBoeobpasHoi obLLe0CTyNHON TeneOHHOW KHUMM, XpaHUT Bce eit-
CTBYIOLLME U aHHYNMpPOBaHHbIE cepTUdMKaThl Ana obecneveHns BO3MOXHOCTM OMNepaTUBHOM NPOBEPKU BCEMU NONb30Ba-
Tensamu. BaxHo, 4Tobbl kaHan HopMaLuoHHoro obMeHa Mexay KatanoroM U none3oBatensamu 6bin 3awuiieH — ang
rapaHTuW TOro, YTO U3BfIeYEeHHas U3 KaTanora nHgpopmaLusi Bcerga aktyanbHa U JoCTOBepHa.

B peiictBuTensHocT CA AOMXKEH NOCTOAHHO Y4OCTOBEPATL CTATYC CepTUUKaATOB B KaTanore ¢ UCMoMb3oBaHUEM
cobCTBEHHOrO CeKpeTHOro Krtova. [Ans aToro, B YacTtHocTu, TpebyeTcs, 4Tobbl KaTanor DIR Gbin 3apernctpuposaH B CA
KaK Mnornb3oBaTenb C OTKPbITLIM KITHOYOM.

D.6 Yenyru poBeputenbHbIX TpeTbux ctopoH DIR

[JoBepuTtenbHas TpeTbs cTopoHa TTP MOXeT NpefocTaBnATE Lenblid psag ONOMHATENBHLIX YCMYT, HanpuMep gop-
MWPOBaHWE OTMETOK BpeMeHU. MPUMEHNUTENBHO K 3NIEKTPOHHOMY OGMEHY AaHHBIMU STO MOTYT ObITh Creaytolne crnyxobl:

- He3aBMCUMOE LUTEMMeNeBaHue;

- cepTUdUKaLMA XapaKTEPUCTUK;

- HoTapuarsbHble AeicTBuS;

- Peno3uTopuit JOKYMEHTOB,

- obecneyeHne HEBO3MOXHOCTU OTKasa OTNPaBUTENS OT aBTOPCTBa COOBLLEeHUS,

- NepeBoj cepTUUKATOB C 3aBepPEHNEM.
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Mpunoxexue E
(cnpaBouHoe)

MpuMepbl ynpaeneHna knoYaMm n ceptudukaramm

Ansa unniocTpupoBaHus pasnuyHbIX cnyvaes UCcnonb3oBaHnus cooblenns Tuna KEYMAN Huxe NpMBOAEHbBI YeThIpe
npaKkTU4eckux npumepa.

E.1 3anpoc Ha aHHynupoBaHue

E.1.1 OnucaHue cutyauumu

CepTudoukart, BbiNyLLUeHHbI paHee cepTudUkaunoHHbiM opraHoM CA2 ana coTpyaHuka E1 yupexaenuna O1, an-
HYNUMpPOBaH 3TUM YyYpexAeHneMm Mo NnpuunmHe yBonbHEHUA coTpyaHuka 31 gekabpsa 1996 r, B nongeHb no MpuHeu4y. 310
coobLLeHne opraHusaLun, agpecyeMoin cepTuPUKaLMOHHOMY opraHy, JOMKHO BbiTb CHaGXEHO 3NEKTPOHHOW NOANUCHIO,
obecneynBatoLLeil HEBO3MOXHOCTb OTKa3a UCTOYHMKA OT aBTOpPCTBa CoobLLeHUs, 0GbIYHBIM CNOCcOB0M, € UCNONb30BaHNEM
rpynn cerMeHTOoB 3arofioBKa W KOHLeBMKa 3aluThl, Kak onucaHo B cTaHaapTte MCO 9735-5. B oTBeT Ha 310 coobLyeHue
yypexpeHneMm O1 MoxeT ObiTb NONyYEeHO NOATBEPNAEHNE aHHYTIMPOBAHUS cepTUdUKaTa oT CepTUDUKALUOHHOrO opraHa
CA2.

E.1.2 Jeranu3auua cucreMbl obecnevyeHua 6e3onacHocTu

CBA3b MO COOBLLEHUAM 3ALLNTHI

CB#A3b COOBLLEHUA ‘1’ — HeT cBA3N

OYHKLUNA YINPABNEHUA KIMFOYAMN

CMNEYNPUKATOP OYHKLINK YINPABITEHUA KNKOYAMK ‘130’ — 3anpoc Ha aHHynNUpoBaHUe

CEPTUOUKAT
CCbINTIKA HA CEPTUOUKAT

OETANMU3ALUMA SALLNTHI

CneLudrKaTop CTOPOHLI 3aLLUTLI

Mg knrova

MaeHTndUKaTop CTOPOHBI 3aLuThI

CneumdukaTop peecTpa KOLOB CTOPOHbI 3aLLUTHI

AreHTCTBO, OTBETCTBEHHOE 38 PEECTP KO OB CTOPOHBI 3aLlLUUThI

OETANMU3AUMA MWOEHTUOUKATOPA 3ALLIMTHI

‘CA2-O1-E1’ — uHTepecyowuin ceptudukar

‘3’ — Bnapaeney ceptudukaTa

‘O1-E1’ — coTpyAHUK opraHusauuu
‘ZZZ' — no o6orogHOMY corracuio
‘1’ — UN/CEFACT

Cneyudmkarop CTOPOHbLI 3aLLUTLI

Nma knrova

MaeHTndukaTop CTOPOHbLI 3aLUTbI

CneumndmkaTop peectpa KOAOB CTOPOHbI 3aLLUThI

AreHTCTBO, OTBETCTBEHHOE 38 PeecTp KOAOB CTOPOHbI 3aLLnThl

‘4’ — cTopoHa ayTeHTudMKaLum

‘CA2’ — cepTudUKaLMOHHBIA opraH
‘ZZZ' — no o6010aHOMY COrTacuio
‘I’ — UN/CEFACT

JATA 1 BPEMA 3ALLINTEI

Cneuyudpmkartop fatbl 1 BpEMEHM
[ata cobbITus

Bpems cobbiTua

CaBur BpemMeHM

‘6’ — paTa 1 BpeMsA aHHYNUpoBaHUA cepTudurkaTta

19961231’
120000’
‘0000’

MPUYMHA AHHYITMPOBAHNA

‘3’ — Brnagerney nepewen B Apyryto KOMNaHuo

E.2 3anpoc Ha npeKkpalueHUe AeNCTBUA CUMMETPUYHOIO Kiova

E.2.1 OnucaHue cutyauumu

OpraHusauua O1 npocut opraHunsauuto O2 0CTaHOBUTL MCMONb3oBaHWe o6Lero CMMMETPUYHOro kntoda K1, no-
CKOMbKY OH 6bI1 3ameHeH. CoobLLeHne, COOTBETCTBYIOLWLEE STOMY 3anpocy, AOMKHO GblTb 06GecnevyeHo NpoBepKoi Noj-
TIMHHOCTU UCTOYHUKa OBbIMHLIM COCOBOM — C UCMOMb30BAHWEM IPYMM CErMEHTOB 3arofioBKa U KOHLEBMKa 3aLyuThl, Kak
onucaHo B UCO 9735-5, ¢ noMoLLkto Jpyroro npeiBapUTeNisHO COrnacoBaHHOr0 CUMMETPUYHOTO Krtoda. B oTBeT Ha aTo
coobLLieHne MOXeT NocrefoBaTh NoATBEPXAEHNE NpeKpaLlleHus AeACTBUA YKazaHHOro B 3anpoce Knkova oT opraHusaumm
O2 opraHusauyuu O1.

E.2.2 Jetanusauua 3awmThbl

CB#A3b MO COOBLLEHNAM 3ALLNTHI

CB#A3b COOBLLEHUA 1’ — HeT cBs3u
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OYHKUNA YIPABNEHWA KITFOYAMK
CNELUNDOUKATOP ®YHKLIMU YNPABNEHUA KITTOYAMU

rOCT P UCO 9735-9—2016

‘151" — 3anpoc Ha npekpalleHne AeNcTBUA Kroya

AJTTOPUTM SALLNTHI

ANTTOPUTM 3ALLATHI
Cnoco6 ucnonb3oBaHWUA anroputma

‘2’ — CUMMETPUYHBIA anropuTM BNagensLa

CneuudukaTop napameTpa anroputma
3HaueHne napameTpa anroputma

KpunTorpadudeckuii pexxum pabotbl ‘2’—CBC
Anroputm ‘1’ — DES
MNAPAMETP AITTOPUTMA

‘Q’ — MM CUMMETPUYHOIO KIto4a
K1’

E.3 NMpenocraBneHue ceprudukata unum mapLupyta ceptucpuxkaummn

E.3.1 OnucaHue cutyauum

HaHHoe coobLyeHne oT cepTudmrkaynornHoro opraHa CA2 opraHusaummn O1 HanpaseHo B OTBET Ha NpeBapuUTenb-

HbIiA 3anNpoc MapLupyTa cepTUdUKaLnUmn OT 3TON opraHn3aLum,

Kacalowmiica ceptudukara opraHmsauuu O2. B paccMatpu-

BaemMoM rpumepe un CA2, n ceptudmkaunoHrHblii oprad CA3 opranusauun O2 yaocToBepsiloTCs B [1ByXyPOBHEBOMW uepap-
XUKN cepTUdmrKkaumoHHEIM opraHoM CA1. 3anpocHoe coobLieHne MOXET NPUCYTCTBOBATHL B IBHOI (hopMe B cermeHTe USX,

pa3sMeLLeHHOM Mexay cermeHTamu USE n USF.

Bce MeTku BpeMeHn cepTUUKaTOB YKa3biBaloT NONHOYL NO MPUHBUYY, NPUHYEM CepTUdUKAT BEPXHErO YPOBHA cre-
HepupoBaH 1 fekabpsa 1996 r. Ha 10-neTHWIA cpok, HaunHatowmiicsa ¢ 1 aHBapsA 1997 r, a nonb3oBaTeNbCKUIA cepTudmnkaT
creHepuposaH 1 despans 1997 r. Ha ABYXNETHUI CPOoK, HavnHatowminesa ¢ 1 mapta 1997 r. OTkpbiThie Kitodn CA1, CA3 n
O2 umetor anuHy 2048, 1024 u 512 cootBeTcTBEHHO. BCe OTKpLITHIE KNIOYM NpeacTaBnsAloT coboil OTKPLITYIO SKCNOHEHTY

1000146.
E.3.2 [leranu3auus 3awmrbl

CBA3b MO COOBLEHWNAM 3ALLNTHI
CB#A3b COOBLLEHUA

‘2’ — oTBET

OYHKUNA YTIPABINEHUA KIMFOYAMK
CMEUMPUKATOP PYHKLINI YIPABIEHUA KIMTOYAMWU

‘222’ — npefocTaBneHne mMaplupyTta cepTudukalum

MOPSAOKOBLIA HOMEP CEPTU®UKATA

‘1’ — nepBblIt cepTUdUKaT B MapLUpyTe

CEPTUDUKAT
CCbINTKA HA CEPTUOUNKAT

‘CA1-CA3’ — ceptudpmkat ot CA1 ana CA3

OETANU3ALUNA WOEHTUDOUKATOPA 3ALLUTHI
CreynduKaTop CTOPOHbLI 3aLUUThLI

Mg kntoda

NaeHTUUKaTOP CTOPOHLI 3aLUUTHI
CneuudukaTop peecTpa KOAOB CTOPOHbI 3aLUUTHI

AreHTCTBO, OTBETCTBEHHOE 3@ PEECTp KOLOB CTOPOHLI 3aLLUTI

‘3’ — Bnageney cepTudukaTa

‘CA3’ — cepTumKalUMOHHbIA opraH opraHusauum O2
‘ZZZ' — no obotogHOMY corracuio
‘1"’ — UN/CEFACT

OETANMN3ALUMA MWOEHTUDOUKATOPA CNY>KBbI 3ALLNTBI
CneumndukaTop CTOPOHEI 3aLUMTHI

Nms knroda

NoeHTUbKaTOp CTOPOHLI 3aLLnThl

CneuudukaTop peectpa KOA0B CTOPOHbI 3aLLUThI

AreHTCTBO, OTBETCTBEHHOE 3a PEECTP KOZOB CTOPOHbI 3aLLUUThLI

‘4’ — cTopoHa ayTeHTUUKaLum

‘CA1’ — cepTUdMKaLMOHHbIA opraH BepXHero ypoBHS
‘ZZZ' — no obotogHOMY corfacuto
‘1"’ — UN/CEFACT

CWHTaKcuC 1 Bepeusi cepTudukaTta

1’ — Bepcus 4

OYHKLIS OUNBTPALIMM

‘2’ — WecTHagUaTepuyHbIn OUNBTP

JioB

CNoCob KOAMPOBAHMA BA30BOIo0 HABOPA CUMBO-

‘1" — 7-6uToBblit kog ASCII

UCXOOHLIV HABOP CUMBOJIOB CEPTU®UKATA

‘2" — cuntakcuc UN/ECE, ypoBeHb B
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CNY>KEBHbIM CUMBON AndA NoanncK
CnyxebHbIii cumBon cneludukaTopa nognucu
CnyxebHblii cMMBOM AN NOAMNUCK

‘1’ — TepMuHaTOp CerMeHTa
‘27 — anocTtpod

CNY>KEBHbIM CUMBON ANA Noanncu
Cnyxe6HbIii cumBon cneludukaTopa nognucu
CnyxebHbIi cMMBOM AN NOAMKUCK

‘2’ — pasgenuTenb 35IeMEeHTOB COCTaBHbIX JaHHbIX
‘3A - iBOETOUMNE

CNY>KEBHLIM CUMBOM And noanmcu
CnyxebHbIii cumBorn cneludukaTopa nognucu
CnyxebHblii cMMBOM ANA NOAMNUCK

‘3’ — pasgenuTenb 3NeMeHTOB AaHHbIX
‘2B’ — cMMBON 3HaKa «nsocy

CNY>KEBHbIM CMMBOMN ANA NOANMUCH
Cnyxe6HbIi cumBO cneludukaTopa nognmcu
Cnyxe6Hblii cMMBOM ANSA NOAMNUCK

‘4’ — cUMBON paspeLleHns Bblnycka
‘3F’ — 3Hak Bonpoca

CNY>KEBHbIM CUMBON AnA Noanncu
CnyxebHbIii cumBon cneludukaTopa nognucu
CnyxebHbliA cMMBOM AN NOAMWUCK

‘5’ — cUMBO NOBTOPEHUs
‘2N — 3Be3fj04Ka

OATA W BPEMA BALLUTHI
Cneyudpmkartop gatbl 1 BpeMeHu
[Hata cobbiTuA

Bpems cobbiTus

Casur BpemMeHm

‘2’ — faTa 1 BpeMs reHepupoBaHusa cepTudmkara
19961201

‘000000’

‘0000’

OATA N BPEMA 3ALLUTHI
Cneuyudpmkartop gatbl 1 BpeMeEHM
[ata cobbiTus

Bpems cobbiTus

Casur BpemMeHM

‘3’ — Havano nepuofa AeicTeuA cepTudukaTa
‘19970101

‘000000’

‘0000’

OATA N BPEMA 3ALLUTHI
Cnreuudpmkarop gatsl 1 BpeMeHu
[ata cobbITuA

Bpemsa cobblTus

CaBur BpeMeHM

‘4’ - Hayano nepuopa AeicTBuA cepTudukaTa
‘200701071

‘000000’

‘0000’

CTATYC SALLMTHI

AJTTOPUTM 3ALLNTBI

Cnoco6 ucnonb3oBaHUs anroputMa
Kpuntorpadudeckuii pexum paboTsl
Anroputm

‘1’ — pencTByeT

AJTTOPUTM 3ALLMTBI

‘6’ — nognuckb BNagensua

10— RSA

MNAPAMETP ANFTOPUTMA
CneuudukaTop napameTpa anroputma

‘13’ — OTKpbITas 3KCMNOHeHTa

3HaueHWe napameTpa anroputMa

3Ha4yeHue napameTpa anroputMa ‘010001’
MNAPAMETP AJTTOPUTMA
Cneuyudpumkatop napameTpa anroputma 12" — Moaynb

OTKpPbITLIN Kntod CA3

MAPAMETP AJTTOPUTMA
CneundukaTop napameTpa anroputma
3HaveHve napaMeTpa anroputMa

14’ — anvHa Moayns
1024’

AJTTOPUTM 3ALLMTBI

Cnocob ncnonb3oBaHUsa anroputma
Kpuntorpadudeckuii pexum paboTl
Anroputm

AJTTOPUTM BALLMTBI

‘4’ — XaLW-yHKUMA nsgartens

‘42’ — HDS2

AJITTOPUTM BALLNTHI

AJITTOPUTM 3ALLNTBI

Cnocob ucnonb3oBaHWsa anroputma
Kpuntorpadudeckuii pexum paboTel
Anroputm

‘3 — nognuck usgatena

10 — RSA
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NAPAMETP ANTOPUTMA
CneuundukaTtop napameTpa anroputma

‘13’ — OTKpbITas 3KCNOHEHTA

3Ha4eHue napamMeTpa anroputma

3HaveHne napameTpa anroputma ‘0100071
NAPAMETP ANTOPUTMA
Cneuudukatop napameTpa anroputma ‘12’ — moaynb

OTKpPbITBIN Kntod CA1

MAPAMETP ANTTOPUTMA
CneuyudumkaTop napameTpa anroputMa
3HaueHue napameTpa anropuTMa

‘14’ — pnuHa moaynA
‘2048’

PE3YNBTAT 3ALLNTLI

PE3YILTAT KOHTPOIA
CneuuduKaTop KOHTPONBHOTO 3HAYEHNS
KoHTponbHoe 3HaveHue

Lndposas noanuce opraHa CA1 B ceptudukare

1’ — yHUKanbHan KOHTPONbHas BENUYUHA
oTduneTpoBaHHas uudposasa nognuck 2048 6ut

OYHKUNA YMNPABNEHWA KIFOYAMK
CNEUNDPUKATOP ®YHKLIMK YTTPABNEHNA KINIOYAMK

‘222’ — npepocTaBneHne MapLupyTa cepTudukaymu

MOPAAKOBLIM HOMEP CEPTU®UKATA

‘2’ — BTOpOW cepTUUKAT B MapLLpyTe

CEPTUDOUKAT
CCBbUTKA HA CEPTUOUKAT

‘CA3-02' — ceptudukat ot CA3 ana opraHusauumn O2

OETANMN3AUMNA WOEHTUOUKATOPA CNYXKBbI 3ALLUTBI
CneyudukaTtop CTOPOHbLI 3aLUUThLI

Nmsa knroda

NoeHTudrKaTop CTOPOHEI 3alUThI

CneumndukaTtop peectpa KOAOB CTOPOHbI 3aLLUUTHI

AreHTCTBO, OTBETCTBEHHOE 3@ PeeCTp KOAOB CTOPOHbI 3aLUThI

‘3’ — Bnageney ceptudukara

‘02" — opraHusauyua O2
‘ZZZ' — no o6otoaHOMY cornacuio
‘1’ — UN/CEFACT

OETANM3ALUNA MOEHTUOUKATOPA CINY>KBbI 3AWLNTBI
CneumndurkaTop CTOPOHBI 3aLUUThI

Nms knrova

NoeHTUDUKaTOP CTOPOHBI 3aLyuThl

CreyudukaTop peecTpa Kof0B CTOPOHBI 3aLLUUTHI

AreHTCTBO, OTBETCTBEHHOE 3@ PeecTp KOAOB CTOPOHLI 3aLLUTLI

‘3’ — Bnagerney ceptudukara

‘02 — opraHu3sauusa O2
‘ZZZ' — no obologHOMY COrnacuio
‘1’ — UN/CEFACT

CuHTakeuc u Bepeuna ceptudukara

‘1’ — Bepcus 4

SYHKUMA PUNBTPALIMA

‘2’ — wWecTHaguaTepudHbii punsrp

KOAOMPOBAHME NCXOOHOMO HABOPA CUMBONOB

‘1" — 7-6uTtoBhlit kog ASCII

KOAMPOBAHME UCXOAHOIO HABOPA CUMMBOSIOB CEP-
TUOUKATA

‘2" — cuntakeuc UN/ECE, ypoBeHb B

CNY>KEEHbLIM CMMBON AN NOANUCH
CnyxebHblii cumBon cneyudukaTopa noagnucu
CnyxebHblil cumson AnNa nognucu

‘1’ — TepMUHaTOpP CerMeHTa
‘27' — anocTtpod

CNY>KEEHbLIM CUMBON AN NoANuCHK
CnyxebHbli cumBon cneyudukaTopa nognucu
CnyxebHblil cumBon ANa nognucu

‘2’ — pa3genuTenb 3NeMEeHTOB COCTaBHbIX JaHHbIX
‘3A — paBoeTovne

CNY>KEEHbLIM CUMBON ANsA NOANvCH
CnyxeO6HbIiA cumBorn cneyudukaTopa nognueu
Cnyxe6HbIi cumBOmn ANSA NOANUCH

‘3 — pasgenuTenb 3NeMeHTOB laHHbIX
‘2B’ — 3HaK «nntoc»

CNY>KEBHbLIM CUMBON ANsA NoanvcH
Cnyxe6HbIiA cumBorn cneyudukaTopa nognucu
Cnyxe6Hbli cumBomn ANSA NOANUCH

‘4’ — cuMBON paspeLleHns Ha nepegavy
‘3F’ — 3Hak Bonpoca

CINY>KEBHbLIM CUMBON ANs Noanvcu
Cnyxe6HbIiA cumBor cneyudukaTopa nognueu
Cnyxe6Hbli cumBon ANSA NOANUCH

‘5’ — pasgenuTenb NOBTOPEHWI
‘2R — 3Be3f0uKa
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OATA U BPEMA 3ALLNTHI
Cneuudpmkartop fatbl 1 BpEMEHM
Jata cobbiTus

Bpems cobbiTua

CaBur BpemMeHM

‘2’ — paTa 1 Bpemsa reHepupoBaHua cepTudmrkaTa
19970201’

‘000000’

‘0000’

OATA N BPEMA 3ALLUTHI
Cneuudpmkarop gatsl 1 BpeMeHu
[ata cobbiTus

Bpems cobbiTus

CaBur BpeMeHM

‘3’ — Havano nepuoga felcTBuUs ceptTudukata
19970301

‘000000’

‘0000’

OATA N BPEMA 3ALLUTHI
Creyudpmkarop gatbl U BpeMeHu
[ata cobbiTuA

Bpems cobbiTus

CABuUr BpeMeHM

‘4’ — KoHel nepuofa AeicTeuna ceptudukara
19990301’

‘000000’

‘0000’

CTATYC SALLMTHI

‘1’ — gecTByeT

AJTTOPUTM BALLNTBI

AJTTOPUTM 3ALLMTBI

Cnocob ncnonb3oBaHUsa anroputma
Kpuntorpadudeckuii pexum paboTsl
Anroputm

‘6’ — nognucaHune BnagenbLem

10— RSA

MNAPAMETP ANFOPUTMA
CneuudukaTop napameTpa anroputma

‘13’ — OTKpbITas 3KCMOHEHTa

3HayeHVe NapameTpa anropuTma

3HaveHue napameTpa anroputma ‘0100071
MNAPAMETP AlTTOPUTMA
Cneuyudpmkartop napameTpa anropurma 12"’ — Mogynb

OTKPLITLIA KNto4 opraHmsayum 02

MAPAMETP AINMTOPUTMA
CneuudukaTop napameTpa anroputma
3HaveHWe napameTpa anroputMa

‘14’ — anvHa moaynsa
‘512’

AJTTOPUTM BALLNTHI

AJTTOPUTM 3ALLNTBI

Cnoco6 1cnonb3oBaHus anroputMa
Kpuntorpadudeckuii pexum paboTel
Anroputm

‘4 — XaLW-yHKUMA usgartens

‘42’ — HDS2

AJITTOPUTM BALLNTHI

AJITTOPUTM 3ALLNTBI

Cnocob ucnonb3aoBaHWsA anroputma
Kpuntorpadudeckuii pexum paboTel
Anroputm

‘3’ — nognuck 3anpalumsatoLleit CTOPOHbI

‘10— RSA

AJTTOPUTM 3ALLMTBI
Cnocob ncnonb3oBaHUa anroputma
Kpuntorpadudeckuii pexum paboTsl

‘13’ — OTKpbITas 3KCMOHEHTa

3HayeHWe nNapaMeTpa anroputTMa

Anroputm ‘0100071
MNAPAMETP AITTOPUTMA
Cnreuyudpmkartop napameTpa anropurma ‘12"’ — Mogynb

OTKPbITLIA Kitod CA3

MAPAMETP AJTTOPUTMA
CneuudukaTop napameTpa anroputma
3HaveHWe napameTpa anroputMa

‘14’ — anvHa moayns
1024’




PE3YNBLTAT 3ALLNTHI

FOCT P UCO 9735-9—2016

PE3YJIETAT KOHTPONA
CneLndrKaTop KOHTPOMBHOTO 3HAaYEHMS
KoHTporbHoe 3HaueHne

‘1’ — yHUKanbHasa KOHTPOmnbHas BeNUYnHa
oTcunsTpoBaHHas umdposas nognuce 1024 6uta

E.4 NpenocTaBneHne CUMMETPUYHOIO Krloya

E.4.1 OnucaHue cutyauum

Opranusauusa O2 npegocTtaBnsAet opraHnsaumn O1 CUMMETPUYHBINA Ktod, 3aLLndpoBaHHLIA No NpeaBapuUTenbHOMY
cornacuio krntodoM KEK1, B 0TBET Ha npefLwecTByIOWMUIA 3anpoc CUMMETPUYHOTO ktoda opraHusauumein O1. 3anpocHoe
cooblLLjeHne MoXeT 6bITb CHOPMUPOBAHO B ABHOM BUAE NyTEM BCTaBku cermeHTa USX mexay cermeHTamn USE n USF.

E.4.2 letanu3auus 3almTbl
CB#A3b MO COOBLUEHNAM 3ALLUNTEI
CBA3b COOBLLEHUA

‘2’ — oTBeT

SYHKUNA YINPABNEHNA KNFOYAMA

CMNEUNDOUKATOP OYHKLIMK YTMPABNEHUA KIKO-
YAMU

‘251" — npepocTaBneHUe CUMMETPUYHOIO Kniova

OYHKLUNA OUNBTPALIMA

‘2’ — wecTHaguaTepuUUHbIA punetp

AJNMTOPUTM BALLNTBI

AJTTOPUTM 3ALLINTBI
Cnoco6 ncrnons3osaHus anropuTma

‘6’ — WwudpoBaHue BnagensLem

CneuundukaTtop napameTpa anroputma

3HaueHue napameTpa anroputma

KpunTorpaduyeckuii pexum pabotbl ‘2?—CBC
Anroputm 1"—DES
NAPAMETP ANTTOPUTMA

‘6’ — CUMMETPUYHbIN KItoY, 3aLIndpoBaHHbLIA CUMMETPUYHBIM
KIMIO4OM

oTUNLTPOBaHHOE 3HaYeHUe 3allndpoBaHHOro Kiiova:
‘3A94BACCF7DE11A5BEADS320A2F493’

MNAPAMETP ANTTOPUTMA
CneuwndrkaTop napameTpa anroputma
3HayeHue napameTpa anroputMa

‘10’ — UMA knova WndposaHus Kniodein
‘KEKT
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Mpunoxexue OA
(cnpaBouHoe)

CBeileHNA 0 COOTBETCTBUM CCbUTOYHbIX MEXAYHAPOAHbIX CTAHAAPTOB HALMOHANbHLIM CTaHAAPTaM

Tabnuya JA1

0O603Ha4YeHne CCbINoYHOro
MeXAyHapoAHoro cTaHaapTa

CTteneHb
COOTBETCTBUA

O603HaYeHUe U HauMeHOBaHWe COOTBETCTBYHOLLEro HaLMOHaNbHOMo CTaH-
Japra

ISO 9735-1

IDT

MOCT P NUCO 9735-1—2012 «BOneKkTpoHHLIA 06MeH AaHHLIMM B
ynpaeneHun, Toproene U Ha TpaHcnopte (EDIFACT). CuHtakcuue-
ckue npaBuna Ans npuknagHoro yposHs (Bepcua 4, pepakuyms 1).
YacTb 1. CuHTakcuyeckue npaeuna, obyue Ana Bcex Yactein»

ISO 9735-2

IDT

MOCT P UCO 9735-2—2012 «OneKTpoHHbI# 06MeH AaHHbLIMW B
ynpaeneHun, Toproene u Ha TpaHcnopte (EDIFACT). CuHTakcuyeckue
npaBuna Ans npuknagHoro ypoBHs (Bepcus 4, peaakums 1). Yactb 2.
CuHTaKkcuyeckue npasuna, cneuuduyHele gna naketHoro 300»

ISO 9735-5

IDT

FOCT P UCO 9735-5—2012 «OneKTpoHHbIit 06MeH AaHHbIMU B yNpaB-
neHuu, Toproene U Ha TpaHcnopte (EDIFACT). CuHTakcuyeckune npa-
BWUNa Ans npukiagHoro ypoBHs (Bepcus 4, pepaakuma 1). Yacts 5. Mpa-
Buna 6esonacHocTu AnA nakeTHoro EDI (NOANUHHOCTD, LENOCTHOCTL U
HEBO3MOXHOCTb OTKa3a OTrpaBUTens OT aBTopcTBa CoobLLeHNUA»

ISO 9735-10

*

BETCTBUA CTaHAAPTOB!

- IDT — naeHTU4Hble cTaHAapThl.

* COOTBETCTBYIOLLMIA HALMOHAaNbHLIA cTaHAapT OTCYTCTBYET. [lo ero NPUHATUA pekoMeHAyeTcs UCNoNb3oBaThL Nepe-
BO/l Ha PYCCKUI s3bIK laHHOIo MeXAyHapoAHOro ctaHgapTa. [epeBof AaHHOro MeXAyHapoAHOro cTaHAapTa HaxoauTcs
B ®enepanbHOM MHpOpMaLMOHHOM hoHAEe CTaHAapToB.

MpumedaHune — B HacToslelh Tabnuue ucnonb3oBaHo criefytowee ycnosHoe 0603HadeHne CTeneHn cooT-
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Bubnuorpacdua

ISO 639 (all parts), Code for the representation of names of langua

Koabl AnA npeAcTaBneHns HasBaHwii A3bIKoB (Bce YacTu 1ISO 639)

ISO/IEC 646, Information technology; ISO 7-bit coded character set for information interchange (MHdpopmaLMOHHEIE
TexHonoruu. 7-6uTHelil Habop koaupoBaHHbLIX cumeonos ISO aAna obMmeHa uHdopmaumein)

ISO/IEC 2022, Information technology — Character code structure and extension techniques (MHdpopMaLMOHHEIE
TexHonorun. CTpyKTypa Koa CUMBOJIOB U METOA LI PacLUMPEHUs)

ISO/IEC 2375, Information technology — Procedure for registration of escape sequences and coded character sets
(MHdopmaumoHHble TexHonoruu. Mpoueaypa perncTpauumn ynpaensioweii nocnegosaTenbHOCTU M Habopos koau-
pOBaHHbIX 3HAKOB)

ISO/IEC 6523 (all parts), Information technology — Structure for the identification of organizations and organization
parts (MHdpopMaLoHHbIe TexHonoruu. CTpyKTypa UaeHTUdUKaLumn opraHusaLmii n ux nogpasgeneHuin (ece 4actu
ISO/IEC 6523)

ISO 83721, Information processing; Modes of operation for a 64-bit block cipher algorithm (O6pa6oTka UHgpopMma-
uuu. Pexumel paboTbl anroputma 64-6utoBoro 6royvHoro wnudgpoBaHus)

ISO 8601, Data elements and interchange formats; information interchange; representation of dates and times (Gne-
MEHTLI JaHHbIX M hopmaThl MHdopMaLmoHHoro obMeHa. ObMeH uHdopmauueil. MpegcTasneHne aaT U BpemMeHu)
ISO 8731-11, Banking; Approved algorithms for message authentication; Part 1 : DEA (EaHKoBckoe Aeno. YTeepx-
JeHHble anropUTMel AN ayTeHTUdUKaLum coobLyeHmnii. YacTb 1. AnroputMmbl kogmposaHus faHHblX (DEA)

ISO 8731-21, Banking; approved algorithms for message authentication; Part 2: message authenticator algorithm
(BaHkoBcKoe feno. YTeepXxAeHHbIe anropuTMel Ans ayTeHTUdmrKaummn coobLleHnii. Yactb 2. ANropuTM ayTeHTUdu-
Kauum coobLueHuit)

ISO/IEC 8859 (all parts), Information technology — 8-bit single-byte coded graphic character sets (MHdopmaLmoH-
Hble TexHonoruu. 8-6uTtHele ogHo6alToBEIE HabopLI KOAMPOBaHHLIX rpaduyeckux 3HakoB (Bce YacTu ISO/IEC 8859)
ISO/IEC 9594-8, Information technology. Open Systems Interconnection. The Directory. Part 8: Public-key and
attribute certificate frameworks (MHdopMaLuoHHbIe TexHonorun. BsaumMocBsiab OTKPLITEIX cucTeM. [upekTopusi.
YacTb 8. CrucTembl cepTUdUKATOB OTKPLITOrO Koya 1 atpubyTos)

ISO 9735:1988, Electronic data interchange for administration, commerce and transport (EDIFACT); application
level syntax rules (OnekTpoHHbIi 06MeH AaHHLIMK B yNpaBrneHum, Toproerne U Ha TpaHcnopTe (EDIFACT). CunTak-
chYecKkune npasuna Ana NPUKNagHoOro ypoBHs)

ISO 9735:1988/Amd 1:1992, Electronic data interchange for administration, commerce and transport (EDIFACT);,
application level syntax rules; amendment 1 (3nNeKTPOHHbI 06MEH AaHHLIMKW B YNpaBneHUu, TOProene U Ha TpaHc-
nopte (EDIFACT). CuHTakcuuyeckne npasuna ana NpUknagHoro yposHsa. MameHeHune 1)

ISO 9735 (all parts):1998"), Electronic data interchange for administration, commerce and transport (EDIFACT);
application level syntax rules [OnekTpoHHbI 06MeH AaHHBIMU B yNpaBneHuu, Toproene U Ha TpaHcnopte (EDIFACT).
CuHTakcuyeckue npasuna Ana NpMKNagHoro ypoeHs (Bepcus 4) (sce 4actu ISO 9735))

ISO/IEC 9796 (all parts), Information technology — Security techniques — Digital signature schemes giving message
recovery UHdopmaumoHHble TexHonorni. Metoabl 3awuTsl. Cxemsbl Uudposoi nognuck, obecneumsatolme BOC-
cTaHoBneHune coobuleHuit (Bce Yactn ISO/IEC 9796)

ISO/IEC 9797, Information technology; security techniques; data integrity mechanism using a cryptographic check
function employing a block cipher algorithm (MHdopmaLuoHHble TexHonorun. Metoabl 3awutsl. Kogbl ayTeHTUU-
Kauuu coobuyeHmii (MAC)

ISO/IEC 10116, Information technology; modes of operation for an n-bit block cipher algorithm (MHdopmaLnoHHbIe
TexHororun. Metoabl 3awWmThl. PexuMbl paboTel AN N-6UToBLIX 6rOYHLIX LWMEPOB)

ISO/IEC 10118-1, Information technology — Security techniques — Hash-functions — Part 1. General (MHdopma-
LMOHHLIE TexHomornu. MeToabl 3awuThl. Xaww-pyHKUuMKu. Yacts 1. Obyme nonoxeHus)

ISO/IEC 10118-3, Information technology — Security techniques - Hash-functions — Part 3: Dedicated hash-
functions (MHpopmaLnoHHbIE TexHONorMKU. MeToabl 3aWuThl. Xaww-pyHKUuKU. YacTb 3: CneymanusmpoBaHHbIe X3Ll-
PyHKUnM)

ISO 10126-1", Banking; procedures for message encipherment (wholesale); Part 1. General principles (5aHkoBckoe
Aero. MNpoueaypel kogupoBaHusi coobLeHuit (onToeas Toproens). Yacts 1. O6Lime npuHUMNbI)

ISO/IEC 10646, Information technology — Universal Coded Character Set (UCS) (MHdopMaLMOHHLIE TEXHONOTUW.
YHuBepcanbHblii Habop kogupoBaHHbIX 3HakoB (UCS)

ISO 11166-21, Banking — Key management by means of asymmetric algorithms — Part 2: Approved algorithms
using RSA cryptosystem (BaHkoBckoe Aeno. YnpaBneHue KkriodaMu C MOMOLLIO aCUMMETPUHHBIX anropuTMOB.
YacTb 2. YTBepXAEHHbIe anropuTMbl ¢ UCNONb3oBaHUeM Kpuntocuctembl RSA)

ISO/IEC 12042, Information technology; data compression for information interchange; binary arithmetic coding
algorithm (MHdopMaLoHHbIE TEXHONOMMKU. YIIOTHEHWE AaHHbIX AN 06MeHa nHdopMauvei. ANropuTm ABOUYHOMO
apuMeTUIECKOoro KoAUpPOBaHNS)

1 WNsbsT u3 obpalleHusi.
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