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| O0mue cBenenus
ObecnegeHne Ge30MaCHOCTH HHGOOPMAIHHA B aBTOMATH3NPOBAHHBIX CHCTEMAX 06.033
(HaMMeHOBaHHe BHA IPOHECCHOHANBHOM AeATENLHOCTH) Kon

OcHoBHasd NeNH BAAA MPodecCHOHATLHOM NeATeMbHOCTH:

O6ecneqaeHne Ge30macHOCTH HHGOPMANHA B aBTOMATH3HPOBAaHHBIX CHCTEMaX, QYHKIMOHHPYIOIHUX B {
YCIOBHSX CYIIECTBOBaHAA Yrpo3 B HHGOpMaMOKHO#H chepe u obnagaromux HHGOpPMAIEOHHO- |
TEXHOJIOTHYECKHMH PeCypcaMi, TIOUTeXAIHMH 3aMUTe

I'pynna 3aHaTHi:

1213 Pyxosomurenn B o6nactu 1223 PykoBoaurenu moapasicneHuii o
OHpeeeHNs HOTHTHKH K Hay4HEIM HCCIIEAOBAHMAM H
IUIAHUPOBAHHS JEATEILHOCTH paspaboTkam

1330 PyxoBozurenu ciyx6 u 2425 CrnenuamicTsl OpraHoB
noApasneNeHuii B chepe roCyZapcTBeHHOM BIacTH
HHGAOPMALIOHHO-




KOMMYHHKaLIAOHHBIX TEXHOJIOTHH

2511 CucreMHEIe aHATHTAKA 2512 Pa3paboTumku IporpaMMHOTO
) obecnieueHus
2519 PazpaboTunKy ¥ aHATHTHKH 2523 CrienyanmcTs! o KOMIBIOTEPHBIM
IIPOTPaMMHOT0 0GeCeUeHHAs 1 ceTsM
IIPUIIOXKEHMH, He BXOIAIIME B
IpYTHE TPYTIIEI
3511 CrienHanycTh-TeXHHKH 110 3513 CrHenuanuCcTh-TEXHUKH 110
9KCIUTyaTaun nHHOPMALHOHHO- KOMITBIOTEPHEIM CETAM H CHCTeMaM
KOMMYHHKAIMOHHBIX TEXHONOTHIH
3359 CpenHeTeXHUIEeCKUH IepCOHaT - -
Ha rOCyZapcTBeHHOM cinyxbe, He
BXOJSIIMHN B pyrHe IPynIkl
(xom OK3") (HamMeHOBaHHE) (xox OK3) (HanMeHOBaHUe)

OTHeceHue K BU/IaM SKOHOMHAYECKOHN NEITeILHOCTH:

62.01 Pa3paGoTka KOMIIBIOTEPHOTO IPOTPAMMHOTO 00eCTIedeH s

62.02.1 JleATeNbHOCTS 10 IIAHAPOBAHMIO, IPOEKTHPOBAHNIO KOMIIBIOTEPHBIX CHCTEM

62.02.2 JlesTenbHOCTS m0 06CeIOBAHMIO M SKCHEPTH3e KOMITBIOTEPHBIX CHCTEM

62.02.3 JlesTensHOCT 10 06YYESHHIO TIOIB30BATENeH

62.024 JleSTenbHOCTh N0 MOATOTOBKE KOMITBIOTEPHBIX CHCTEM K DKCIUTyaTAIHA

62.02.9 JlesTebHOCTh KOHCYJIbTaTHBHAS B 00JIACTH KOMITBIOTEPHBIX TEXHOJIOTHIA mpodas

62.09 JeaTenbHOCTh, CBA3aHHAA C HCIOIb30BAHAEM BEIMUCITATEILHON TEXHAKH U
HH(OPMAIMOHHEIX TEXHONOTHH, Ipodas

71.20.9 JeaTenpHOCTh 10 TEXHUIECKOMY KOHTPOJIIO, HCIIHITAHAAM U aHAJIM3Y Ipodas

72.19.2 Hayugssle uccneoBanus 1 paspaboTKy B 001aCTH TEXHHYECKHX HayK

(xox OKBDJT)

(HanMeHOBaHHE BAJA SKOHOMHIECKOH AEATENHEHOCTH)
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I1. Onncanne TpyAOBBIX GPyHKIHIH, BXOAAIHX B NPOPecCHOHAILHBIH CTARIAPT

(pynxnHoHaNBHAN KAPTa BHAA HPo(decCHOHANLHOMR AeATEIbHOCTH)

O6o6uieHHbIe TPYAOBEIE GYHKIHK Tpynoesie GpyHKIMN
YPOBEHDL
KOz HAaMMEHOBAHHE xaaii(&?::;mn Hanmerosauue KO (moxypoBeHs)
KBaTM(pHKaIUK
A O6cyxnBanHEe CHCTEM 5 Ipopenenne pernaMeHTHBIX PabOT IO SKCILTyaTALMY A/01.5 5
3aIuTE HHGopManuy B CHCTEM 3aIMTE HHGOPMaIMy aBTOMATH3UPOBAHHEIX
aBTOMAaTH3MPOBAHHEIX cHucTeM
CHCTEMax Benmenue TeXHHYECKOH JOKYMEHTALNH, CBA3AHHOM C A/02.5 5
3KCIIyaTauued CHCTeM 3aIUThl HEpopManun
8BTOMATH3MPOBAHHEIX CHCTEM
O6ecneyeHUE 3alUTE HHPOPMALMH PH BEIBOAE H3 A/03.5 5
SKCIUTyaTallMil aBTOMATH3UPOBAHHBIX CHCTEM
B ObecneyeHne 3aluTh 6 JIMarHOCTHKA CHCTEM 3aIuTh HHGOopMaumu B/01.6 6
uHbopManuy B aBTOMATH3HPOBAHHBIX CACTEM
aBTOMaTH3UPOBaHHBIX AJIMMHHCTPHPOBaHKE CHCTEM 3alUTH HHpopMarmm B/02.6 6
CHCTEMaX B IIPOLIECCE UX ABTOMaTH3HPOBAHHBIX CHCTEM
3KCILTyaTalul Vnpasnenue 3amuroii nagopManuy B B/03.6 6
3BTOMATH3MPOBAHHBIX CHCTEMAX
O6ecneueHne paGoTOCIOCOOHOCTH CHCTEM 3AIMATHL B/04.6 6
MH(OPMAKN IIPH BO3HAKHOBEHUH HEIITATHEIX CATYyaImi
MOHHATOPHHT 3aIMINEHHOCTY HHPOPMAIHH B B/05.6 6
aBTOMATH3MPOBAHHBIX CHCTEMax
AynaT 3ayIeHHOCTH HHOpMallUH B B/06.6 6
ABTOMATH3HPOBAHHBIX CHCTEMax
C Buenpenwue cucteMm 6 ‘YcraHOBKa M HAcTpo#ika CpeACTB 3aiTh! nudopMauu B C/01.6 6
3aIMTH HHGOpMaNUH ABTOMATH3MPOBAHHEIX CHCTEMax
aBTOMaTH3MPOBaHHBIX PaspaboTka opraHH3anHOHHO-PaCIOPA AU TENHHBIX C/02.6 6
cACTEM JOKYMEHTOB 10 3amuTe nHbOpManyy B
aBTOMATH3HPOBaHHBIX CHCTEMax
Anamm3s ya3BUMocTell BHeIPAEMO CHCTEMBI 3aIlUTH C/03.6 6
gadopMannu
Brenpenne oprasusanuoHHbIX Mep 1O 3alIuTe C/04.6 6
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KH(i)OpMaHHH B aBTOMAaTHU3NPOBAHHBIX CUCTEMAX

CHCTEM C L{EJIbI0 aHalM3a UX YI3BHMOCTEH H
3¢ ¢eKTHBHOCTH CPEACTB U CHIOCOOOR 3alUTHI
uHbOpMaUn

ID Paspaborka cucreM TecTupopaHue cuCTeM 3aMATH HHPOpMAUAH D/01.7
3aIUTH NHGOpMAII ABTOMATU3MPOBAHHBIX CHCTEM
aBTOMAaTU3HPOBAHHAIX Pa3paboTka NPOEKTHBIX pELICHUIA 110 3aIUTe HHOOPMAIAK D/02.7
CHCTEM B aBTOMATU3HPOBAaHHEIX CHCTEMax
Pazpaborka SKCILTyaTalMOHHOM JOKYMEHTAUH Ha D/03.7
CHCTEMBI 3aIHUTHI HHPOPMAIIHY aBTOMATH3HPOBAHHBIX
CHCTEM
Pazpaborka mporpaMMHEIX 4 IPOrPaMMHO-ANMAPATHEIX D/04.7
CPENCTB JIS CHCTEM 3aIuThl HHPOPMALHK
aBTOMATU3HPOBAHHbBIX CHCTEM
E ®dopmupoBanue O6ocHORBaHME HEOOXOAMMOCTH 3allUTHl HHPOPMALUH B E/01.8
TpeboBaHuii Kk 3ammATe aBTOMATH3HPOBAHHON CHCTEME
uHpopMarmu B Onpezenenne yrpo3 6e30nacHOCTH HHOPMAIVH, E/02.8
aBTOMATH3MPOBAHHBIX 0o6pabaThiBaeMOii aBTOMaTH3HPOBAHHOM CHCTeMOi
cucreMax Pa3paboTka apXHTEKTYpBI CHCTEMBI 3aIMUTH HHGOpMaHH E/03.8
aBTOMATH3HPOBAHHOM CHCTEMBI
Mogempopanye 3aMMINEHHbIX aBTOMATA3HPOBAHHEIX E/04.8
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1. XapaxTepHcTHKA 00001eHHBIX TPYAOBBIX PyHKIMFH

3.1. OGo6mennas Tpynosas GyHKIHA

HemeEoame O6cyxuBaHHE CHCTEM 3alIATH HHPOpMALIUA Kon A Vposesn 5
B aBTOMAaTH3APOBAHHEIX CHCTEMAX KBanHQuKamy
IIponcxoxnexue . 3AHMCTBOBAHO H3
o6obmennolt TpyaOBOH Opurasan X
S OpHTHHAIA
Kon PerucTpanmoHHbIi
OpHIrHHazna HOMep
npodeccHoHaNBHOro
CTaHpapTa
Bo3MoxHBIE Texnrk no 3amute nadopMamun I xareropun
HaUMEHOBAHMS Texnuk mo 3amute uadopManud 11 kateropun
JIOJDKHOCTEH, Texnuk no 3ammre HEGOpMaITHA
mpodeccuii
TpebGoBanus k Cpemaee mnpodeccHoHambHOe 06pa3oBaHHEe — IPOTPaMMBI  HOATOTOBKH
06pa3oBaHMIO U CIEITMAIHCTOB CPSAHEro 3BEHa M0 MPOGIITIO NEATEILHOCTH
obyuennio

TpeGoBaHuS K OLEITY
MPaKTHIECKO# paboThL

s momxHocTei 6e3 kareropuii — onbIT paboTHL He TpedyeTcs
Jns momkHOCTE# ¢ KaTeropreil — onbIT paboTH B JOJDKHOCTH ¢ 6oliee HA3KOH
(peamiecTByromeit) kaTeropueii He MeHee OJJHOTO TOfA

Oco6bie ycioBus

JOIycKa K pabote
Hpyrue Pexomenzyercs HOTNONHHUTENBHOE MNPOQECCHOHAIbHOE O0Opa3oBaHHE —
XapaKTePHCTHKH IporpaMMbl [OBENIEHHs kpanmudukanmm B obNacTH HHQOpMAmEOHHOM

0e30macHOCTH

JlonoHUTENBHEIE XapaKTePHCTHKA

HaumenoBanue Kox HanmenoBanne 6a30B0#i rpymnIisL, JOJDKHOCTH
JOKyMEHTa (npodeccuu) WK CENHUATLHOCTH
0OK3 3511 CrennanucThl-TeXHAKH 10 3KCIUTyaTanuu
HHOOPMAITHOHHO-KOMMYHHKAIMOHHEIX TEXHOJIOTHI
3513 CreuyamncThl-TEXHAKH HO KOMIBIOTEPHBIM CETAM H
cHCTeMaM
3359 CpennerexHu4ecKuii nepcoHal Ha rocyJapcTBeHHOH
ciyx6e, He BXOMAIMH B Ipyrue rpymnmst
EKC’ - TeXHHK 110 3alIHTe HH(pOPMAIHH
OKTIgTP* 27032 TeXHHK 110 3aIHTe HEPOPMAITHE
OKCO® 090108 UndopMaipoHHas 6e30IacHOCTh




3.1.1. Tpynosas dpyHkuns

ITposeneHne pernaMeHTHEIX paboT IO VposeHs
Haumenosanue SKCITyaTalny cucTeM 3amutsl nHbopMammn | Ko | A/01.5 (nofypoBeHs) 5

aBTOMATH3HPOBAHHBIX CHCTEM KBAIAHKAIHH
IpoucxoxncHue Tpya0BOH 3aMMCTBOBaHO U3
yBKIMH Opurmsan X OpHTHHAIa

Kon PeructpatmoHHs1i
opurvHana HOMED
IpodEeCCHOHANBHOIO
CTaHZapTa

Tpynossre neticTBus TlpoBepxka  paGOTOCIOCOOHOCTH ~ CHCTEMBI  3amUTHl  HHGbOpPMAIHH

aBTOMAaTH3HPOBAHHOH CHCTEMEI

KoHTpons coOTBETCTBHS KOHGMIYpalHH CHCTEMBI RalIMTH HHbOpMAIuM
ABTOMATH3UPOBAHHOM CHCTEMEI €€ SKCIUTyaTallHOHHON JOKYMEHTAlMH
KoHTpoNs CraGHIBHOCTH XapakTEPHCTHK CHCTEMEBI 3alIATHI HHMOpMALHH
aBTOMaTH3MPOBAHHOHN CHCTEMBI

Heo6xomumete ymenns | Kondurypuposath  mapameTpel  CHCTeMBI  3amurhl  HHGOpMaLUH
aBTOMATH3HPOBAHHOM CHCTEMB! B COOTBETCTBHHM C €€ SKCIUTyaTalfmOHHOM
JIOKyMeHTanuei

O6HapyXnBaTh H YCTPaHATh HEACHPABHOCTH CHCTEME] 3aMMTH HHYOpMAIu
ABTOMAaTH3HPOBAHHOM CHCTEMEI COTTIACHO SKCILTYaTAHOHHOM JJOKYMEHTAIIMH
TTpon3BoAMTH MOHTAX M MATHOCTAKY KOMMBIOTEPHEIX ceTel

Hcnonp3oBaTh  THHOBEIE — KpHNTOrpadudeckue  cpeacTBa  3alIATHI
uH(bOpMANIH, B TOM JHCIIE CPEACTBa IEKTPOHHOH NOIIICH

Heo6xomuMere 35anus | TumoBele cpefcTBa M METOABI 3alTUTHl MHGOPMANUHM B JIOKAIBHBIX H
TI06ATBHBIX BEIMACIHTEIBHBIX CETAX

BazoBas KoHGUrypanus CHCTEMEI 3aIUTH nHpoOpMaIH
ABTOMAaTH3HPOBAHHOM CACTEMBI

Oco0eHHOCTH TNpPUMEHEHHA IPOrpaMMHBIX M NPOTpPaMMHO-alIapaTHBIX
CPEJICTB 3allTATH HE(QOPMAIIMY B ABTOMATH3HPOBAHHBIX CHCTEMAX

TunmoBble  CcpefcTBa,  METOOHI M MPOTOKONH  HICHTH(HKAIMH,
ayTeHTH(OHKALUY | aBTOpU3aIlil

HopMaTHBHEIE IPaBOBEIE AKTHI B 06IACTH 3aIUTHL HHGOpMALiH
Opranp3allHOHHEIE MepHI 10 3aIuTe uHdopMauu

JIpyrue XapakTepHCTHKH | -

3.1.2. TpynoBas pyHxums

Benenue TexHHIECKOH JOKYMEHTALMH, Vposens
HaumMenoBaHue CBSI3aHHOM ¢ SKCIUTyaTanued cucreM 3amutTel | Kox | A/02.5 (monyposeHs) 5

HH(OpMAIMH aBTOMATH3HPOBAHHEIX CHCTEM KA UKAII
IIpoucxoxneHue TpyaoBos Opuruman X 3anMCTBOBAHO U3
ysxupm OpHrHHAJIA

Koxn PerucrpaimoHssI#
OopurmHajia HOMEp
pOdECCHOHATLHOTO
cTaHgapTa

[ Tpynossie neticTars | Benenne  NOKYMGHTOB _ydeTa, OGpAaGOTKH, XDAHEHHS M TlepejauH |
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HHQOpMAITUH, COCTABIAIONIEH TaliHy

UndopMmuposarne nepcorHana o6 yrposax 6e3onacHocTd HHGOpMALHK

UudopmupoBanue nepcoHana 0 MpaBHIaX KCIUTyaTAMM CHCTEMBI 3allUTHI
ABTOMATH3HPOBAHHOM CHCTEMbI U OTAENbHBIX CPEJICTB 3alMTH MHGOPMALUK

BezneHue MPOTOKONIOB H JKypHAJIOB y4eTa NP M3MEHEHHH KOH(GHrypaumup
CHCTEM 3alIUTH HH(OpMANl aBTOMATH3HPOBAHHEIX CHCTEM

BezeHre IPOTOKOJIOB M XKYPHAIOB ydeTa NP OCYLIECTBICHHH MOHHTOPHHIA
CHCTEM 3aiuTsl HHGOpManyy aBTOMATH3UPOBAHHEIX CHCTEM

Beznenue npoTOKONOB H XKYPHAIOB y4eTa IIPH OCYIICCTBICHHH ayANTa CHCTEM
3amuTH HHGOPMAlIHK aBTOMATH3HPOBAHHEIX CHCTEM

Heobxonumbie ymeHAs | OdbopMisATh JOKYMEHTAIHMIO [0 PerflAMEHTAH MEPOIPHATHIL U OKa3aHHIO
YCIIYT B 06/1aCTH 3aMIMTH HHGOPMAIHH
OthopMIATh TeXHAYECKYIO JOKYMEHTAIHIO B COOTBETCTBHM C HOPMATHBHEIMH
ITPaBOBBIMM aKTaMH B 00/IaCTH 3aIIUTH HHPOPMALIH

Heo6xonumbie 3Hanns | HopMaTuBHBIE npaBOBbIC aKTHI B 001aCTH 3aIUTEL HEGOpMAIHI

OCHOBHEIE METOJUYECKAEC M PYKOBOIJINAE MOKYMEHTHl YIOJTHOMOYEHHBIX
deepaNbHBIX OpraHOB HCIIOJIHHTENBHOM BIACTH IO 3amprTe HEGopManyy

OKCIUTyaTalliOHHAs M NPOEKTHas JOKYMEHTAllHs Ha aBTOMAaTH3HPOBAaHHYIO
CHCTEMY

OCHOBHblE ~ METOZBI  OpraHH3alUd W  [POBENCHHUS  TEXHHYECKOTO
00CIIy>XKMBaHUS TEXHIIECKUX CPEACTB HHDOpMATH3ALMHI

OpraHu3anyoHdkle MepHI 0 3amuTe nEdopMaImm

Jpyrue XxapaxTepHCTHKH

3.1.3. TpynoBas pyHxums

Ob6ecneuenre 3amMTEH WHGOPMALHY PH VpoBens
Haumenosanue BEIBOZE U3 SKCIUTyaTaluu Kon | A/03.5 (noxypoBeHs) 5
aBTOMATH3HPOBAHHEIX CHCTEM KBamuG UKy
TIpouncxosxaeHue 0BOMH 3aMMCTBOBAHO H3
(])EHKHHHM bl Opurmman X OpHrHHAJNA
Kon PerncTpatnoHHBIH
opHurgHaia HOMEp
Npo¢ecCHOHANEHOTO
cTaHJapra
Tpynossie AeficTBUA VHauuroxkenue uHpOpManmd, oOpabaTeiBaeMOli  aBTOMATH3HPOBaHHOM
CHCTEMOH
VHuuTOXKEHHEe MANMHEBIX HocHTened wuHGopmanuu, ob6pabarsBaeMoit
aBTOMAaTH3HPOBAHHOM CHCTEMOH
ApxuBupoBanne uHpopManum, oOpabaTsiBaeMOil aBTOMATH3WMPOBAHHOU
CHCTEMOK
Heo6xomumele ymenus | MIcIonp30BaTh mporpaMMHEIE CPEJICTBA IS apXUBHPOBaHHA HHpOpMauy
Hcnoms30BaTe HpOrpaMMHBIE W [POrPaMMHO-aNIIAPATHHIE CPENCTBAa JUIA
YHUYTOXEHHS nHGopManuu 1 Hocurenelt nadopManun
Hcnonb3oBaTh  THOOBBIE — KPUOTOTpaguyecKHe  CPEACTBA  3QmIATEL
HH(OPMALHH, B TOM YHCIIE YIEKTPOHHYIO IIOAIHCH
Heobxomnmnie sHanms | [Iponenyper  mo  apxumeupoBaHuWio  mHQpopmamuu, oOpabaTbiBaeMoi

aBTOMaTH3¥POBAHHON CHCTEMOM

Hasnawenue ¥ DOpHHOMNBI pabOTHl OCHOBHBIX Y3JIOB COBPEMEHHBIX
TCXHHIECKHUX CPEICTB HHGOPMaTH3AIHH




Opranusamus PEMOHTHOTO
aBTOMATH3MPOBAHHOH CHCTEMBI
PernamMeHT aBTOMaTH3APOBAHHOH CHCTEMBI N0 YHHYTOXCHHIO HHOOPMALHH H
MaNTMHHBIX HOCHTeNEeH nHGopMaIHH

HopMaTtHBHEIE IpaBoBEIE aKTHI B 0ONACTH 3allHTH HHpopManum

OCHOBHBIE METO/IMYECKHE H PYKOBOISIIHE AOKYMEHTH YHOIHOMOYEHHBIX
tenepanbHBIX OPraHOB HCHONHATEIBHOMN BJIACTH MO 3aIMTe HHOOPMAIUH

o0CTyXUBaHUS KOMIIOHEHTOB

JIpyTHe XapakTepuCcTHKH

3.2. O606mennan TpyAoBas PyHKIHS

Ob6ecnedenne 3amuTH HHGOPMAIHH B
HaumenoBanMe | aBTOMaTH3MPOBAHHBIX CHCTEMAax B IIpoIECCe Koxn B

HX 3KCIUTyaTalun
IIpoucxoxnenue
0606menHol TPy nOBOMH OpuryHaI X SanMCTBOBaHO 3

opurgeana
GyHxin
Kon PerncrpanmoHHBIH
OpHrHHala HOMEp
npoecCHOHATLHOTO
cTaHjapTa

Bo3MoxHBIE Wmxenep 1o 3amure nabGOpMaLuu
HaUMEHOBaHUS Crennamct no 3amure HadopMatuu I kareropun
JOIDKHOCTEH, Crenuamict mmo 3ammre #apopManun I kareropun
npodeccii CHenHaTHCT 10 3amuTe AEGopMaLH

Hxedep-nporpaMMHECT XI0 TeXHAYecKo# 3ammTe AHdopmaim I kateropun
HnxeHep-mporpaMMHACT 10 TeXHAYecKO#H 3ammTe wH(popmanyn 11 kaTeropun
HmxeHep-IporpaMMHECT O TEXHAIECKOM 3amuTe HHGOpMAauy
Wmxenep-mporpaMMucT 1 kaTeropuu

Unxenep-mporpammuct Il kareropun

Hmxenep-nporpammuct HI xateropun

HnrxeHep-IporpaMMHCT

TpeboBauus k
o0pa3oBaHmIO U
ofydeHnIO

Bricmee ofpasoBaHue — OGakamaBpHar B o0macTH  HHGOPMAIMOHHOHK

6€30IIacCHOCTH

TpeboBaHUS K OIBITY
MIPaKTHIeCKOif paboThI

JIna nomxHOCTEH O€3 KaTeropuii — onsIT paboThl He TpebyeTcs
Jins momkHOCTel ¢ Kareropueif — OnBIT paGoTHI B HOIDKHOCTH ¢ Gonee HU3KOM
(npeamecTByIOMEH) kKaTeropueii He MEHEE OJHOIO rofia

OcoOrie ycnoBus
JoIycka K pabote

Haiuue 10IycKa K Frocy/apCTBEHHOM TaliHe® (IIpH HEOOX0MMOCTH)

Hpyrue

XapaKTCpHUCTUKH

JonoHAUTETBHEIE XapaKTEPUCTHKH

HauMeHnoBaHHe
JOKYMEHTa

Hammerosanre 6a30B01i rpynmsl, JODKHOCTH

Kon (mpodeccnn) M CNENAATEHOCTH

OK3

2519 Paspa6oTarky ¥ aHAMTHKY IPOTPAMMHOTO 00ecTieYyeHus
M OPAIOXKEHHH, He BXOIAIIAE B IPYTAE IPYIIIbI

CroemuanmvcThbl OpraHOB rOCyAapCTBEHHOH BIIACTH

2425
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2523 CucreMHble aIMUHUCTPATOPhI
EKC - HmxeHep-nporpaMMHCT (IpOrpaMMUCT)
- HnxeHep-nporpaMMHCT 10 TEXHAUECKOH 3ammuTe
HEdOpMAaITH
OKIIATP 22824 HmxeHep-mporpaMMHICT
26579 Crenpamct no 3amure uHbGopMaluy
22567 HmxeHep no 3amure nHGopMannn
3.2.1. TpynoBas dyuxuus
JluarHocTuka CicTeM 3ammTH HHGOpMALHK Yposers
Hauvenosatize ABTOMAaTH3UPOBAHHBIX CUCTEM Kon | B/01.6 (monyposexne) 6
KB AKAHH
TIpoucxoxaerne TpyoBOH 3anMCTBOBAHO M3
dyHKIUEA Opmrimman X OpHruHaja
Kon PerucrpaimioHHbIif
opuraHaia HOMED
mpodecCHOHANBEHOr0
cTaHJapTa
TpynmoBbie neficTBHS O6HapyxeHVe HHIMIESHTOB B IPOLEcce SKCILUIyaTallul aBTOMAaTH3HPOBAHHOM

CHCTEMBI

Unentuduxamus HHIM/IEHTOB B mporecce IKCIUTyaTallH{
8BTOMATH3UPOBAHHON CHCTEMBI

Omnerka 3alMIIEHHOCTA ABTOMATH3UPOBAHHEIX CHCTEM C IOMOIIBIO THIIOBBIX
IPOTPaMMHBIX CPEJICTB

Vcerpadenre HWHIMACHTOB, BO3HHKIIMX B TIpOIlecce  OKCIUIyaTallH{
aBTOMATU3UPOBAHHOM CHCTEMBL

Pacuer mokasareJieit s} dexTuBHOCTH 3aNIMTH unthopmanyy,
00pabaTpiBacMoii B aBTOMATH3HPOBAHHBIX CHCTEMAX

WHCTpyMeHTANBHBIA KOHTpONb mokasateneil sddexTHBHOCTH 3ammaThl
urpopMalH, 06pabaTEIBaeMO# B aBTOMATH3HPOBAHHBIX CHCTEMAX

HeobxomuMbie yMEHHS

OIIpClICIbITB HCTOYHHUKH ¥ NPUYIUHEI BOSHUKHOBCHUA HHIIUOCHTOB

OueHnBath NOCHEACTBHS BEIBICHHBIX HHIMICHTOB

O6HapyxuBaTh HAPYIIEHHS NPABHJI pasTpaHU4CHHS JOCTYIA

YcrpanaTs HapymeHus NPaBHJ pasrpaHryeHUs JOCTyNa

OcymecTBIATs KOHTpONMb oOecedeHHs YpOBHA  3alllMIICHHOCTH B
ABTOMAaTH3HPOBAHHBIX CHCTEMaX

Hcnonk3oBaTs  KpHOTOrpaQuiecKHe MeETOOs! H  CPEACTBA  3all(AThI
WHGOPMAIMHA B ABTOMAaTH3HPOBAHHEIX CHCTEMAX

Heobxoanmele 3Hanms

HopMaTtuBHEIe HPaBOBBIE aKThl B 00IACTH 3aIHTH HHPOPMAIAH

HawnosanbHele, MEXIOCYAapCTBEHHEIE H MEXAYyHAPOAHBIC CTaHNAapTHL B
00JIaCTH 3aIMuTH HHpopManuu

PykoBopsmge ¥ METOqUYIECKHE JOKYMEHTH! YNOJIHOMOYEHHBIX (efepaltbHbX
OpraHoB HCTIONHATENHHOM BIACTH M0 3amuTe HHopMaumn

OpranusanioHABIE MEPH IO 3ailiuTe HHbOpMaIH

HpHHIIHHH TNOCTPOCHHUA CPCACTB 3aUIATHI mﬂi)opmamm OT «YTE€YKH» IO
TCXHHUYICCKMM KaHaJlaM

Kpurepun onenku 3aIHIEHHOCTH aBTOMATH3UPOBaHHON CHCTEMBI

TexHpgeckre cpeACTBa KOHTPOIS 3 EKTHBHOCTH Mep 3amMThl HHGOpMalHK

PernamenT muGopMHpOBaHMS IEpCOHANAa ABTOMATH3HPOBAHHOH CHCTEMEHI O
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BBIABJICHHBIX HHITAJCHTAX

Pernament Yy4ye€Ta BBIABJICHHBIX HHIUACHTOB

PernaMeRT ycTpaHeHHs HHIHACHTOB

OcHOBHBIe ~ KpHNITOrpaQHYecKHE€ METONBI, ANTOPUTMBI,  IIPOTOKOIBI,
WCTIONB3yeMEle  ms  ofecledeHms — 3amdTHl  mEQOpMankmH B
ABTOMAaTH3MPOBAHHEIX CHCTEMaX

JpyTHe XapaKTepHCTHKH

3.2.2. TpynoBas ¢pyuxuus

AIMHBYCTPHPOBAHME CHCTEM 3alIATHI I‘
HamvesoBanre HHDOPMAIY ABTOMATH3HPOBAHHEIX CHCTEM i Kox | B/02.6 (momypoBens) 6

Vporens

KBTH(IKAIH

IIpoucxoxneHue TPy IoBOH
dynxun

3auMCTBOBaHO U3

Opurzran X p—

Kon PerucrpanmoHHBIH
OpHIEHaNa HOMep
npodecCHOHATBHOTO
cTaniapTa

Tpyznoseie geficTRUsL

VYcraHoBka OCHOBIEHHH MPOrpaMMHOIO OOECIIEUCHUS aBTOMAaTH3HPOBAHHOM
CHCTEMBI

Ob6ecneuenpe OesomacHOoCTH HHpoOpMarmuH ¢ yderoM TpeboBamms
s dexTHBHOr0 GPYHKINOHUPOBAHNSA ABTOMAaTH3HPOBAHHOH CHCTEMEL

VYupasnenne moJHOMOYHIMHE I10JIb30BaTe el aBTOMATH3HPOBAHHOM CHCTEMEI

Hadopmuposanve  mHonb3oBaTeneili 0  mMpaBMiax  SKCIUTyaTaluM
aBTOMaTH3UPOBAHHOM CHCTEMBI € YydeToM TpeGoBaHMii mo 3ammTe
unadopmanum

IlpoBenenme 3aHsATHH C HepcoHaloM MO paboTe ¢ CHCTEMOH 3alllUTHI
uHpOpMaNFK  aBTOMATH3HPOBAHHOH CHCTEMEI, BKJIOYas IPOBEICHHE
IIPAaKTUIECKUX 3aHATHH € IEPCOHATIOM Ha MAKETaX HIIH B TECTOBOM 30HE

Brecenne uU3MeHeHHH B JKCIUIyaTAUMOHHYIO  JOKYMEHTAaUMIO H
OpTaHU3aAHOHHO-DACTIOPIANTENbHEE JOKYMEHTH IO CHCTEME 3allUTHI
uHbOpManuy aBTOMAaTH3APOBAHHOH CHCTEMBL

Heob6xomuMele ymMeHHS

CO3,HaBaTI>, yoanaTe H  HA3MCHATHL YYCTHBIE 3allUCH NOJIb30BaTEICH
aBTOMaTU3HPOBAHHOM CHCTEMBI

IInaBupoBaTh NONMTHKY OE30MACHOCTH MPOrPaMMHBIX  KOMIIOHEHTOB
aBTOMATH3UPOBAHHbIX CHCTEM

VcrawaBnmuBaTh M HACTpaWBaTh ONCPAIHOHHBIE CHCTEMBI, CHCTEMBI
ynpasieHus 6a3aMu JaHHBIX, KOMIBIOTEPHEIE CETH H NPOTPaMMHBIE CHCTEMBI
€ y4eToM TpeboBaHuii Mo 06eceueHHIO 3aMUTHl HHpOpMayul

Ucnone3osars  kpuonrorpadpuueckde MeTOABI M CPEACTBA  3aIIUTHI
rH(pOpManUH B aBTOMaTH3HPOBAHHBIX CHCTEMAX

PeructpupoBate coObrTHs, CBsS3aHHBIE ¢ 3ammTOM HMHGOpManuMM B
aBTOMATH3MPOBAHHBIX CHCTEMAaX

AHaJM3UpOBaTh COOBITHSA, CBsA3aHHEIE C 3amurTof uHbOpMAIMM B
ABTOMATH3MPOBAHHBIX CHCTEMAX

Heo6xonumele 3HaHUS

Ipramynel popMHUPOBaHHA MOMHTHKHA HHGOPMAIMOHHOM Ge30macHOCTH B
aBTOMATH3MPOBAHHBIX CHCTEMaX

IporpamMmHoO-anmaparHbie CpeacTBa 3aIUTHI nHbOpMarMy
aBTOMATH3HPOBAHHBIX CACTEM

OcCHOBHBle  KpHIITOrpadudeckde  METOHBL,  AITOPHTMEL,  IIPOTOKOIIEL,
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HCTIONE3YeMHIe JUIS 3alUTH HEGOPMAINE B ABTOMATH3UPOBAHHBIX CHCTEMAX

Meronsr korTpoIA 3 PeKTHBHOCTH 3amuThl MHGOPMAUMHE OT KYTEUKH» IIO
TeXHAYECKMM KaHAJ[aM

Kputepmu onesku 35ddeKkrHBHOCTM M HAOEXHOCTH CpEICTB 3aNIUTHI
IPOTPAMMHOT0 00€CTIeUeHHsI ABTOMATAH3HPOBAHHEIX CHCTEM

TexHuyeckue cpeacTBa KOHTPOIs 3b(HeKTHBHOCTH Mep 3anuTh HHGopMaluy

IpuHIMNLI OpraHM3allid ® CTPYKTypa CHCTEM 3alUTHi IPOrpaMMHOTO
ofecnedeHns aBTOMaTH3HPOBAHHBIX CHCTEM

Conepmalme H OOpANOK [CATCIBHOCTH INEpCOHANA II0 JKCIUTyaTaluy
3aIUOICHHBIX aBTOMATHU3UPOBAHHBIX CHCTEM H CHCTEM 6e30macHOCTH
ABTOMATH3MPOBAHHEBIX CHCTCM

OCHOBHEIE MCPBI 10 3alIUTE HH(I)OpMaHHH B ABTOMATH3HPOBAHHBIX CACTEMAaX

Jlpyrue xapakTepuCTHKH | -
3.2.3. TpynoBas pynxkuas
Vipasnerne 3amuToit HHGopMmanan B Yposers
Hawmenopatime ABTOMaTH3MPOBAHHBIX CHCTEMAX Kon | B/03.6 (HOXYPOBEHD) 6
kamAduKauay
IIponcxoxaeHue TpyROBOK 3aMMCTBOBAHO M3
dyHKIEH Opuryman X OpUrmHaNa
Kon PerucTpauoHHbIH
OopHruHasa HOMEP
1podeCCHOHATBHOTO
CTaHIapTa

Tpynossie neitcTBus

Ananu3 Bo3leiicTBHA H3MeHEeHHH KOHQHIypalMp aBTOMAaTH3HMPOBAaHHON
CHCTEMSI Ha €€ 3alHIIeHHOCTh

CocraBneHye KOMILUIEKCa MpPaBHi, IPOHEAYpP, NPAKTHYECKMX IPHEMOB,
OPUHIMIIOB H METOXOB, CPEACTB obecledeHHs 3aluThl HHbOpMalud B
ABTOMATH3HPOBAHHOM CHCTEMe

OneHka TOCTENCTBHE OT peanusanuu yrpo3 6esomacHocTH wHGpOpMauuu B
aBTOMAaTH3HPOBAHHOM CHCTEME

AHanu3 H3MEHEHHS yTpo3 Ge3omacHocTH HHPOpMAMK aBTOMaTH3HPOBAHHOM
CHCTEMBI, BO3HHKAIOIIHAX B X0JIe €€ SKCILTyaTallini

HeobxommmMete yMeHHS

OnennBath HHPOPMAIOHHEIE PHCKH B aBTOMAaTH3HPOBAHHEIX CHCTEMAX

KnaccuuuupoBaTs H OLCHHBATh YTPo3bl 6€30IaCHOCTH MH(OpMaIHH

Onpezensats  HoAjexamme  3amEre  AHGOPMALMOHHBIE  PECypChL
aBTOMATA3MPOBAHHbIX CHCTEM

ITpuMensaTs HOPpMATHBHBIE NOKYMEHTHI IO IPOTHBOACHCTBHIO TEXHHIECKOU
pa3Beike

PaspabarsiBaTh IPEeIIOKEHNUS 110 COBEPIICHCTBOBAHAIO CACTEMBI YIIPABICHHs
3aIIUTH HHGOPMAIIHH ABTOMATH3HPOBAHHEIX CHCTEM

KoHdurypupoBark  mapamMeTphl  CHCTEMBl  3allUThl  HHGOpPManuy
aBTOMATH3HPOBAHHEIX CUCTEM

TIpHMEHSTh TEXHHYECKHE CPEACTBA KOHTPONA 3)(GEKTHBHOCTH Mep 3alllUTHI
uHpOpMaunn

Heo6xoauMele 3HaHMs

OcHOBHBIE METOABI YIIPaBICHHAS 3aIKTON HHbOpMAIHH

OcHOBHEIE Yrpo3pl 6e30macHOCTH HHGOpPMAIlMM M MOJCIH HapymMTeNsd B
aBTOMATH3HPOBAHHBIX CHCTEMAX

Merozap! 3ammThl m@opmamm OT «YyTCUKH» N0 TCXHUIECKHM KaHaJlaM

HopMaruBHEIe NIpaBOBbIE aKTH B 00JIACTH 3alIHTH HHGOPMALHH
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HaunoHaubHBIC, MEXTOCYIAPCTBCHHBIC M MEXIYHAPOAHEC CTAHIADTH B
00IaCTH 3amATH HEdOpMAnUH

PyxoBomsmpe # MeTOMIeCKHE JOKYMEHTH! YIIOMHOMOYEHHEIX (heliepaTbHEIX
OpranoB HCTIONBATENBHOH BIaCTH [0 3amHTe HHGOpManyun

Jlpyrae XapakTepHCTHKH

3.2.4. Tpynosas pyuxnms

Ob6ecnegenue paboTocriocoOHOCTH CHCTEM Vposers
HaumeHoBaHve 3aIMTH! HHGOPMAIMA NpH Bo3HUKHOBeHHH | Kox | B/04.6 {(mopypoBesn) 6
HEINTATHRIX CHTYalui KBAMpHKAIMH

TIposcxoxneHne TpyROBOH
yHKIER

e | | 1

[Opumxa.rl X J pe——

Kon PerucrpauponHbi
OpHruHana HOMep
npodecCHOHANLHOTO
cTangapra

Tpynosrie neficTBAs

OGCHapyxeHHe HeHcHpaBHOCTEH B paGoTe CHCTEMB! 3alMTH HHGOPMAIMH
aBTOMATH3HPOBAHHOK CHCTEMEI

VerpanesHe HeucmpaBHOCTEH B paGoTe CHCTEMBI 3aliMTH HHQOPMAITHH
aBTOMAaTH3MPOBAHHON CHCTEMEI

PesepsupoBanEue nOporpaMMmBoro ofecrmedeHHs, TEXHUYECKAX CPEACTB,
KaHAlIOB NEpeJladA JaHHBIX ABTOMATH3HPOBAHHON CHCTEMH YHOPABIICHHA HA
ciTygali BOSHHKHOBEHHA HEIITATHBIX CHTYaIuMH

CospaHue ansTepHAaTHBHLIX MECT XpaHeHust # o6paGorkm mHbOpMamum Ha
clTydalt BOSHAKHOBCHHAA HEIITATHEIX CATYallHi

BoccTaHoBneHHe mocne cOOEB H 0TKa30B IPOrpaMMHOTO obecmedeHuisd
aBTOMATH3HPOBAHHEIX CACTEM

HeobxomiMeIe yMEHHS

IlpaMeHATP THOOBHIE OPOTPAMMHBIE CPEACTBA pE3EPBUPOBAHHS H
BOCCTAHOBJIEHUA HH(OPMAIMH B aBTOMATH3HPOBAKHEIX CHCTEMaX

IpamenaTs CpencTBa obecneuenns OTKa30yCTOKXIHBOCTH
aBTOMATH3UPOBAHHBIX CHCTEM

KnaccrHoEpoBaTh B OLEHHBATh YTPO3sl HHGOPMAIMOHHO Ge3omacHocTH

ITpuMeHATs NporpaMMHbIE cpeacTBa obecedeHrs 6e30naCHOCTH JaHHBIX

JIOKyMeHTHpOBaTh AEHCTBHA IO YCTpaHEHMIO HEHCIpaBHoOCTeH B pabote
CHCTEMB! 3aITATH KEGOpMAIAY aBTOMATH3UPOBAHHOM CHCTEMBI

Heo6xonameie 3HaHUA

Mertonst " cnoco6s obecnevenHs O0TKa30yCTOHIMBOCTH
aBTOMAaTH3HPOBAHEBIX CHCTEM

CopmepxaHue ¥ IOPANOK JESTEHHOCTH IHEPCOHANA MO  3KCILTyaTallHH
3aMINEHHEIX ABTOMATH3UPOBAHHBIX CHCTEM H IONCHCTEM 6e30macHOCTH
ABTOMAaTH3BPOBAHEBIX CHCTEM

OcHOBHEIE mid)opma.unonme TEXHOJOI'HH, HCMOJIB3YEMEIC B
ABTOMATH3WPOBAHHBIX CACTEMEX

IIpuHOENE HOCTPOEHHWS CPEACTB 3alATHI HHPOPMAaNWH OT «yTEIKH» IO
TEXHHYECKHM KaHalaM

ITporpaMMHO-anmapaTHele Cpexctsa ofecnedeHHs 3ammThl HEGOpMarn
aBTOMATH3APOBAHHBIX CHCTEM

HopMaTHBHEIE IPABOBKIE aKTHI B 06/1aCTH 3amMTH HHGOpMamHK

PykoBojsIEe H METOTAIECKAE NOKYMEHTHI YIOIHOMOYEHHEIX $eaepalbHEIX
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OpraHOB HCTIOHUTENHHOM BIIACTH 110 3aMATE HHPOPMALUH

Opraau3annosHbIe MEpHI 110 3amETe MEGOpMAlH

JIpyrHe XapaKTepHCTHKH | -
3.2.5. TpynoBas ¢pysxnus
MoHHTOPHHT 3aIHIEHHOCTH UHGOPMAIHH B VposeHp
HanmeHoBaH e ABTOMATH3MPOBAHHEIX CHCTEMAX Kox | B/05.6 (mOXypOBEHB) 6
kBamA(HKaIIH
IMporcxoxaeHHe TPYyAOBOH Op X 3aHMCTBOBAHO H3
$yBEKIMI OpHrHHaJNa
Kon PerucTparmmoHHbL
OpuruHana HOMED
npodeccHOHATLHOTO
CTaH#apTa
Tpynossie peiicTBus BripaboTka pekoMeHIaIMii And NpUHATAA pEMEHHS O MONCPHH3ALMH

CHCTEMBI 3aIIUTH KHPOPMANHH ABTOMATH3MPOBAHHOM CHCTEMBI

BripaGoTka pexoMeHAAIMi IS NPHHATAS peHICHHUA O TOBTOPHOI aTTecTaluul
aBTOMATH3WPOBAaHHOW CHCTEMBI HIM O TMPOBEAEHHM IOIOJHHUTENBHBIX
aTTecCTAllHOHHBIX MCIBITAHMH

BrisBneHue yrpos Ge3omacHOCTH HHGOpMalUd B ABTOMAaTH3MPOBAHHBIX
cHcTeMax

Ilpuastie Mep 3amuTHl HAGOpPMAIMA NpH BEIABICHAM HOBRIX YIPO3
Ge3omacHOCTH HHGOpManH

Amnanu3 HeAOCTaTKOB B QYHKIHOHHPOBAHUM CHCTEMBI 3aIUTHl HHGOpMALHH
aBTOMATH3APOBAHHON CHCTEMBI

Verpanenne HEMOCTATKOB B GYHKIMOHMDOBAHHM CHCTEMEI  3alUTHI
WHPOPMAUHH aBTOMATH3HPOBAHHOM CHCTEMBI

Heobxonumele ymenus

KnaccuduimpoBaTs 1 OLEHHBAaTh YIpo3sl HHGOPMaMOHHOH 6€301acCHOCTH

AHaTH3UPOBATH [porpaMMHEIe, apXUTEKTYPHO-TEXHHIECKUE "
CXEMOTEXHWYECKHE pellieHHs KOMIOHEHTOB aRTOMATH3MPOBAHHEIX CHCTEM C
Lenbl0  BHIBNEHHS  NOTCHIHAIBHBIX  YA3BUMOCTeH  06e30macHOCTH
WHGOPMALVH B aBTOMaTH3UPOBAHHBIX CHCTEMAX

TIpuMeHsATs, HOPMATHBHEIE NOKYMEHTHI IO MPOTHBOACHCTBHIO TEXHHIECKON
pasBezike

Kontpomposats 3ddeKTHBHOCTE MPUHATHIX MepP IO peaM3aldH MOJMTHK
6e30IacHOCTH HHAOPMAIIHH ABTOMAaTH3HPOBAHHEIX CHCTEM

KontpomipoBats coObITHS 0€30mMacHOCTH M JeMCTBHA TIOJNB3OBaTENeit
ABTOMATU3MPOBAHHBIX CHCTEM

IIpuMeHsITh TEXHMYECKHE CPEACTBa KOHTPONA 3G PEKTHBHOCTH Mep 3aIlUTHI
uHbopMaUH

JIOKyMEHTHpPOBaTb NPOLENYPH! H PE3YABTATH KOHTPOIA (YHKUMOHHPOBAHHS
CHCTEMBI 3aINUTH HHPOpManuy aBTOMATH3HPOBAHHOM CHCTEMBL

Heob6xoaumeie 3Hanus

CO,lIep)](aHPIC H DOpANOK ACATEIBHOCTH IEpCOHAIa II0 IKCIUIyaTalluu
3aMWIICHHBIX ABTOMATHU3HPOBAHHBIX CHCTEM H MOACUCTEM 6e30macHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM

OcHoBHBIE Yrpo3nl 6e30macHOCTH HHGOPMAaIMH W MOJAENH HAapyIIHTENs B
aBTOMAaTH3UPOBAHHBIX CHCTEMAX

OCHOBHBle ~ KpHUNTOrpaduueckKde  MeTOHBl, AITOPHTMEL,  [POTOKOIEL
HCIIOJIB3YEMBIE IS 3aIUTH HHOOPMAIMH B aBTOMATH3MPOBAHHBIX CHCTEMAX

[porpamMMuo-anmapaTHele _cpeficTBa obecmeueHns 3aiquThi MHGOPMALUK
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ABTOMATH3NPOBAaHHLIX CHCTEM

Merop! 3ampUTH HEPOPMALMH OT <YTEYKH» 0 TEXHHYECKAM KaHalaM

HopmartuBHBIE IPABOBHIE aKTHL B 00/IACTH 3aATH HHPOpPMALHH

PykoBozsmpe # MeToqUICCKHE JOKYMEHTHI YIOJHOMOYEHHBIX (enepaibHbIx
OpPraHOB HCIOJHHUTEIBHOH BJACTH IO 3aIHTe HHGOpMaImH

Oprany3auroHHEIE MEPEHI O 3aIuTe HEGOopMaHH

Jpyrue xapaKTepucTaKy | -
3.2.6. TpynoBas dpynxuun
AynuT 3amMImeHHOCTH HEGOpMaHH B Vposens
HamMenoranue ABTOMATH3MPOBAHHBIX CHCTEMAX Kon | B/06.6 (monyporex) 6
KBaTAHKAnmM
IpoucxoxneHue TpyaoBoi Op X 3anMCTBOBAHO M3
byHKIER HMIHEAI OpHMTHHANIA
Kon Perucrpanmonssi
OpHruHaia HOMED
TIPOPECCHOHATLHOTO
CTaHzapra
TpynoBsie peficTBus Onenxa HHGOPMALHOHHBIX PHCKOB
OO6ocHOBaHHE B KOHTPOJIb PE3y/IbTaTOB YIPaBICHUECKUX pelleHuii B 061acta
Ge3onacHOCTH HHGOPMALIHY ABTOMATH3HPOBAHHEIX CHCTEM
OKCHepTA3a COCTOSHUS 3AHUMIEHHOCTH HHGOPMAIUH aBTOMATH3UPOBAHHBIX
CHCTEM
O6ocHoBaHme KpHTEepHeB 3 PeKTUBHOCTH PYHKITHOHHPOBAHUA 3AIUIIEHHBIX
aBTOMATH3HPOBAHHEIX CHCTEM
Heobxomumele ymenns | KmaccudunuposaTs u ONEHHBATh YTpo3bl 6e30MacHOCTH HHGOpMAIFA IUTA

o0beKTa HHpOpMaTH3AIMH

Pa3pabarsiBaTh Mpe/IoXeHNs [0 COBEPIIEHCTBOBAHMIO CHCTEMBI YIIPaBIeHHAA
HH(pOPManUOHHOH 6e30IaCHOCTHIO ABTOMaTH3HPOBAHHBIX CHCTEM

PaspabartbiBaTs momuTHky Oe3omacHOCTH HHGOPMAHH aBTOMATH3HPOBAaHHBIX
CHCTEM

[IpEMEHAT, HMHCTPYMEHTAJbHEIE CPEACTBA KOHTPONS  3ANIUIIEHHOCTH
uHGOpMAIMY B aBTOMATH3UPOBAHHBIX CHCTEMAX

HGOGXOZIPIMLIC 3HaHHMA

OCHOBHbIE ~ KpHNOTOrpaQHYecKHe METOHBl, AITOPHTMEBL,  [IPOTOKOJIBI,
HCTIOIB3yEMBIE JUIS 3AIMTHE HHGOPMALMY B ABTOMATH3HUPOBAHHEIX CHCTEMAX

CHoco0BI 3anmTH HHGOPMAIHH OT «YTEUKH» [0 TEXHUIECKAM KaHajiaM

Meronsl xoHTpONA 3¢)EKTUBHOCTH 3alUTHI HHOOPMANMHU OT «YTEUKH» IO
TEXHHUECKHUM KaHajIaM

TIpUHIMIE! TOCTPOESHUS CHCTEM 3allluThl HHGOpMALHH

HopMartHBHBIE IPAaBOBBIE aKTH B 00/TACTH 3aIUTH HHPOPMAIINH

PyKOBOI[}IHIHe U METOOUYICCKHE JOKYMECHTH! YIIOJTHOMOYCHHBIX d)ez[epanLHle
OpraHos HCIIOJIHUTENHHON BIACTH IO 3aIllUTe lfIH(l)OpMaI.IHIfI

OpraHu3aiHoHAIE MepHI IO 3aInuTe MHdopMalyH

Jlpyrue XxapaKTepuCTHKA
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3.3. O6o6menHnan TpyAoBag pyHKIHS

Brenpenue cucreM uHpopM
HauMeHoBanue APCHHE 3aUETH HEbOpMAIH Kon C Yposens, 6
ABTOMATH3UPOBAHHEIX CHCTEM KBaNTHpHKAUH
Ipomucxoxnenue I
0606menHoM TpyHOBOM | Oprrusan X 3aIMCTBOBARO 3
| OpHTHHAJA
dyHKIHH
Kon Perucrpauuonnbit
OpHTHHANa HOMEp
podecCHOHATEHOTO
CTanaapra
BosmoxHbIE Hmxenep no sammure nadGopManyy
HaNMEHOBaHUS Crenuanuct o 3amure uHopmariuu I kareropun
JIOJDKHOCTEH, Cremnuamict no 3ammure uHGopmanuu II kaTeropuu
npodeccuii Croenuamicrt no 3amure HHGOpManuu

HHxenep-nporpaMMHCT 10 TEXHHIECKOH 3amuTe mHGopManuu [ kareropun
HMmxenep-nporpaMMHECT 110 TeXHUYEcKoi 3amuTte HHbopMmarmu II kareropuu
HnxeHep-nporpaMMHCT O TEXHHYECKOH 3amyTe HHGOpMAHM
Nuxenep-nporpamMmuct I xateropun

Unxenep-nporpammuct II kareropun

Hrxenep-nporpammuct 111 xateropun

Wmxenep-nporpaMmucT

TpeGoBanus x

Boiciee  oOpasoBanme — OaxamaBpHar B o0nacTH  wH(OPMAIHOHHOM

o6pa3oBanHuro U 0€30MacHOCTH
o0y9geHunIo
TpeGoBaHus K OLBITY He MeBee oxHOro roja B 00NacTd 3amIMTHE HHGOPMAIMK WA HE MeHee IBYX

npakTHIecKko# paboTs

et B o6acTi HH(POPMAIMOHHBIX TEXHONOTHI 11 JoJDKHOCTEH 6e3 kareropuii
JUist IOJDKHOCTE#H ¢ KaTeropueii — ONBIT paboThl B JOIDKHOCTH ¢ GoJiee HU3KOM
(npepmecTByromeit) kaTeropueli He MEHee OJJHOTO roja

Ocobble ycoBus

Hanuaue nomycka K rocyapcTBeHHOH Taifse (IpH HE06XOAMMOCTH)

JIOIIycKa K padoTte
Hpyrue Pexomennyercs pomonHMTEnsHOEe InpodeccHoHambHOE O0pasoBaHHE —
XapakTePHCTHKH TIporpaMMbl HOBBINIEHHS KBanudukarmuu B obmactd HHGOPMAIMOHHOM

6€300aCHOCTH

JononmHuTenpHbIe XapaKTePUCTHKH

HavmenoBasue
JOKyMEHTa

HammenoBanme 6a30B0i IPYIIIBI, JODKHOCTH

Kox (mpodeccHn) Wil ClIENHATEHOCTH

OK3

2519 Pa3paboTdrKe ¥ aHAIMTHKA MPOTPAMMHOTO O0eCTIedeHUS

H IPAJIOXKEHHIA, He BXO/ITHe B NPYTHE IPYNIIHI

2425 CrennayMCcTH OpraHoB FOCYIapCTBEHHOH BIACTH

EKC

- HxeHep-nporpaMMHCT (IIPOrPaMMHCT)

- UnxeHep-nporpaMMACT 0 TEXHAIECKOH 3alHTe
uHbOpMAINK

OKIIATP

22567 Wuxernep no 3amute MHGOpMannn

26579 Crenpamict 1o 3amure HHGopMaluu
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3.3.1. Tpynosas qpyuxous

YcraHoBKa M HACTPOMKa CPECTB 3aIIATEL VposeHs
Hawnmeroranue HH(OPMAIHH B aBTOMATH3HPOBAHHEBIX Kox | C/01.6 (monypoBeHs) 6

CHCTEMax KBaA(pUKAIHH
IIporcxoxaenne TpyROBOR 3aHMCTBOBaHO M3
dysxuEn Opuruman X OpHTHHAIA

Kon PerucTpalmoHHb i
OpHTHHaNA HOMEp
npodeccHoHaTEHOTO
CTaHAapTa

TpyZnoBbie neiicTBus BxonHo# KOHTPONIH KadecTBa KOMILIEKTYIONMX H3JEIHil CHCTEMBI 3allfAThl

uH(OpMalH aBTOMAaTH3HPOBAHHOM CHCTEMEI

OcymecTeieHAEC aBTOHOMHOM HaNafKl TEXHUYECKMX M HPOTPAMMHEIX
CPEICTB CHCTEMBI 3aIMIUTH HH(OPMAIHA aBTOMATH3UPOBAHHON CHCTEMBI

IlpoBencHHMe NpPHEMOYHBIX MCIBITAHHN CHCTEMBI 3ammTH HHMOpMayMA
ABTOMaTH3HPOBAHHOH CHCTEMBL

BreceHHe B 9KCILTyaTaliHOHHYIO JOKyMEHTAIIHIO M3MEHEHHI, HAIIPaB/ICHHBIX
Ha YCTpaHeHHE HENOCTATKOB, BHIABJICHHBIX B Iporiecce ACHBITAHUIH

HeobxonmMeble yMenns | AMHHHCTPHPOBATh IPOrPAMMHEIE CPECTBA CHCTEMBI 3aUUTE HHGOPMALINH
ABTOMATH3UPOBAHHBIX CHCTEM

VYcTpaHATE HM3BECTHHIE  YA3BHMOCTH  aBTOMAaTHU3HPOBAHHOH  CHCTEMBI,
IpHBOJANINE K BOSHAKHOBEHHIO YTpo3 6e30MacHOCTH HHOpMalnu

IlpuMeHATs HOPMATHBHEIE HOKYMEHTH IO HPOTHBOAEHCTBUIO TEXHWIECKOH
_pasBefike

IIpEMEHSTE aHATUTHIECKAE ¥ KOMIBIOTEPHBIE MOJETH aBTOMATH3MPOBAHHBIX
CHCTeM ¥ CHCTEM 3allUTH HH(opMAaIyH

TIpoBOIMTh QHANH3 CTPYKTYPHBIX M (YHKUHOHAIFHBEIX CXEM 3allMIICHHON
ABTOMATH3HPOBAHHOMN CHCTEMbI

Onpezenars mapamMeTpsl HACTPOMKH MPOTPAMMHOTO OGECHEYEHHS CHCTEMB
3aIMTHL *HPOPMALMH aBTOMATH3UPOBAHHOM CHCTEMEI

Heo6xonuMeie 35anus | OcHOBHEIE yrpo3bl Ge3omacHOCTH HMHGOpPMAluy M MOACAM HApyHIMTENd B
ABTOMATH3HPOBAHHBIX CHCTEMAX

Conepxanpe 9KCIUTyaTAlMOHHOM JOKYMEHTAIMH ABTOMATH3HPOBAaHHOM
CHCTEMEI

TamoBele  cpencTBa, METONH W TPOTOKONBl  HACHTH(HUKALWMH,
ayTeHTA(GHKAIMH H aBTOPH3ALMK

| OcHOBHBIE MepHI 110 3alIkTe HH(POPMALNY B aBTOMATH3HPOBAHHEIX CHCTEMAX

HopmaTtiBHEIE IpaBoBbIe aKTH B 00IACTH 3alIUTH HHPOpMAIVH

PyxoBonsmpie ¥ MeToIMIECKHe JOKYMEHTH! YIIOTHOMOYEHHBIX (eepaabHbIX
OpraHOB MCHOJHUTENHFHOR BIACTH 10 3au1dTe HEGOpMalyu

Jpyrue XxapaKTepucTHKH | -
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3.3.2. TpynoBas ¢pyHKknAs

PazpaboTka opraHu3aMOHHO- v
}OBC!

Haumenopanue PacOPAUTEILHBIX JOKYMEHTOB [0 3aI1uTe Koxn | C/02.6 (nlc)a)lyp}g;em) 6
HHGOPMALMY B aBTOMATH3HPOBAHHEIX KBATHHKAHE
cucreMax

17 OHCXO0XACHHE OBOH 3anMcTBOBaHO H3

tl)gmcmm b Opurmrar X OpHIHHANA

Koxn PeructpammorHsii
OpHIHHAJIA HOMEp
POdECCHOHATEHOTO
CTaHmapTa

Tpynossie peiicTBHA OmnpeneneHse @paBHI ¥ NPOIEAYpP YNPaBICHHA CHCTEMOH 3alUTHI

HH(OpPMALNH aBTOMaTASHPOBAHHON CHCTEMBI

Onpegenenye NpaBHI B OpOIEAYP BHISIBIICHHS HHIMJICHTOB

OmnpenenieHre NpPaBHI W MpOLEAYD MOHHTOpHHra oOecmeueHHs YpOBHS

3aIANIEHHOCTH AH(OPMaMH aBTOMATH3HPOBAHHOM CHCTEMBI

Onpenenenre NpaBMI H HPOHEAYp 3amMTH HWH(POpPMAlMH TpH BHIBOZE

aBTOMATH3HPOBAHHOH CHCTEMBI M3 SKCILTyaTallHK

Onpenenenye TpaBiI B NPONEAYp peardpoBaHts Ha HHIUICHTHI
Heobxomumbie ymenns | KinaccudunupoBats B OeHUBaTh Yrpo3sl HHGOPMAHOHHO#H 6e3011aCHOCTH

TIpuMeHSTh HOPMATHBHBIE JOKYMEHTHI [0 NPOTUBOACHCTBHIO TEXHHIECKOM
pasBenke

Omnpenenars mapaMeTpEl HACTPOHKH NPOTPaMMHOTrO 06ecreyeHHsA CHCTEMBI
3amUTH MHGOPMAIIUK ABTOMATH3HPOBAHHOH CHCTEMBI

KorTtpommposats 3¢ dexTHBHOCTS NPHAATHIX Mep IO 3alluTe HHbOpMalUH B
aBTOMATH3HPOBAHHBIX CACTEMAX

HeobxonuMmele 3HaHKS

Conepxanue M IOpANOK [ESATENBHOCTH MepcoHana II0  3KCIUTyaTalld
3aIUIIEHHEX aBTOMATH3MPOBAHHEIX CHCTEM M CHCTEM 3aIIMTHI HHGOpMaIuu

OcHoBHBbIE YTPO3b! Ge30macHOCTH MHGOpMALMK ¥ MOZENH HapYIIHTENId B
ABTOMATH3UPOBaHHBIX CHCTEMAaX

OcCHOBHBlE ~ KpHITOrpaduyecKAe€ METONBI,  ANTOPHIMBI,  IPOTOKOJEL,
HCIOJIb3yeMBIE JUIs 3aIATH HHPOPMAINY B ABTOMATU3NPOBaHHEIX CHCTEMAX

[IpHHIMIOBL IOCTPOSHHS CPEJCTB 3AUIMTH MHGOPMALMH OT «YTCUKH» IO
TEXHUIECKHM KaHallaM

HopMaTuBHEIE IpaBOBBIE aKTHI B 00NACTH 3aIUTHI HHGbOpMaHK

PyKoBOIAIIEE U METOAMYECKHE JOKYMEHTH! YIIONTHOMOYEHHHIX (efepalbHBIX
OPraHoB KCIIONHHTENbHOM BIACTH 110 3alHTe HHGOpMAIUK

JlpyTHe XapakTepuCTHKH
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3.3.3. Tpynosas ¢pynxnmus

AHanmm3 ys3BHMOCTEH BHEAPAEMO# CHCTEMBI VposeHs
HamMeroBanRe 3ampTH AEGOpMALEH Koz | C/03.6 (momypoBeHs) 6
KBaAHKAIMH
TIpoucxoxneHue TpyaoBoi Opurmman X 3a¥MCTBOBAHO H3
(yHKIHY OpHIHHaNa
Kon PerucTpanmoHHsIi
OpMTHHANA HOMEp
npotecCHOHANEHOTO
CTaHgapTa
TpynoBeie neficTeus Bribop u o6ocHoBanue xputepueB 3¢¢exTHBHOCTH (HYHKUMOHUPOBAHIS

SalUMEHHBIX aBTOMAaTU3HPOBAHHEIX CHCTEM

IpoBemenme amamm3a yA3BAMOCTH INPOTPaMMHEIX H  IIPOIPAMMHO-
anmapaTHBIX CPe[CTB CHCTEMBI 3aliNThl HHGOPMAIE aBTOMATH3UPOBaHHOM
CHCTEMBI

Hponez[eﬂne IKCIICPTHA3BI COCTOSAHHS  3AIMUIICHHOCTH PIH(I)OpMaIIHH
aBTOMAaTU3HUPOBAHHBIX CHCTEM

VTouHeHHE MofienH yrpo3 Ge30macHoCTH HHGOPMAIMK aBTOMaTH3UPOBaHHOM
CHCTEMBI

Hpone.ueHer npeaBapuTEIIbHBIX HCIIBITAHUH CHCTEMBI 3alIMTHI nthopMamm
aBTOMaTHBHPOBaHHOﬁ CHUCTEMEI

HpOBCI[eHPIC aHaiImn3a yﬂ3BHMOCTeﬁ ABTOMAaTH3HPOBAHHBIX Hu
HH(l)OpMalIIfIOHHBIX CUCTEM

HeobxomuMele ymMeRAS

KiaccnpmuupoBars ¥ OLEHHBAaTH yrpossl GesomacHocTd uHGpoOpMaIMn
aBTOMATH3MPOBAHHOH CHCTEMBI

Pa3paGaThBaTs npeioxkeHns MO COBEPIICHCTBOBAHMIO CHCTEMBI yIIPaBICHHUS
3allUTOM MHpOPMALHN ABTOMATH3UPOBAHHOH CHCTEME!

IMpoBomwTh apaym3 NOCTYHMHBIX HHGOPMAIMOHHEIX HWCTOYHHKOB C HENBIO
BEIABJICHHS H3BECTHBIX YS3BAMOCTEH HCIONB3YEMEIX B CHCTEME 3allluThI
HHGOPMAIlHH IPOrpaMMHEIX ¥ IIPOrPAMMHO-ANNAPaTHHIX CPEACTB

VeTpaHsTh BEIBIEHHBIC YSA3BHMOCTH aBTOMATH3HDOBAaHHOM CHCTEMBI,
TIPUBOJIAIIME K BOSHHKHOBEHHIO YTpo3 6e30acHOCTH HHGOpMAIINK

Heo6xomuMbie 3HAHHS

(QCHOBHBIE METOIHI M CPEICTBA KpHNTOrpaduueckoli 3ammTs HHPopMaLn

Cnoco6sI 3ammTsl HHGOPMAIIMH OT YTEIKH» IO TEXHHIECKNM KaHaJIaM

CnocoOsl KoHTpoNs 3¢ ¢eKTHBHOCTH 3ammThl HHGOPMAIMH OT KYTEYKH» MO
TEXHUIECKHM KaHalaM

HopMaTHBHEIE HpaBOBbIE aKTHI B 00IACTH 3aIUTH HHGOpMAIHH

Pykopozsmiyie u MeTOAUIECKHE TOKYMEHTH! YIIOJTHOMOYEHHEIX (efepaibHbIX
OpraHOB MCIIOJIHUTEIBHON BIACTH 10 3amuTe HHGOpMaun

Opranu3alHOHHEIE MEPhI IO 3alHTe MHbOPMAIHEA

Conep)xalme 3KcnnyaTamm}moﬁ JAOKYMCHTAIlH! aBTOMamsnponam{oﬁ
CHCTEMBI

JIpyrue xapaKTepHaCTHKH
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3.3.4. Tpynosas pyHkuus

BHenpenne opraHu3anHOHHBIX Mep N0 Vposens
Haumenopanue 3amuTe HHGOPMAIUHA B Kon | C/04.6 (oAypoBeHS) 6

aBTOMAaTH3APOBAHHEIX CHCTEMAaX KBaHUKaLIY
gponcxomnenne TPYHOBO# op X 3aMMCTBOBAHO H3

YHKIH OpMTHHAJIA
Kon PerucTpauuoRHEI#
OpHTHHaNa HOMeEp
ApodecCHOHATLHOTO
CTaH#apTa

| Tpynossie neiicTeus

IlpoBencHHe npoBepkH IMOJHOTHL ONHCAaHHS B  OPraHH3aUHOHHO-
pPacHOpPSITHTENHHBIX ~ DOKYMEHTaX Ha  aBTOMAaTH3HPOBAHHYIO CHCTEMY
IOeHCTBHM mepcoHana IO peajM3alli¥l OPraHW3aUHOHHBIX MeEp 3alifTHI
uHdopManm

IlpoBeneHne 3aHATHH C [EPCOHANOM IO pabOTe C CHCTEMOl 3aIIUTHI
nHGOpPMAIMM  aBTOMATH3HPOBAaHHOH CHCTEMEI, BKJIOYasd MpOBEACHHE
TIpaKTH9eCKHX 3aHsITHI HA MAKETaX WM B TECTOBOH 30He

Ioxrotopka [OOKyMEHTOB, ONpENCIONHX HpaBWIa H  HPOUEXYPEL
peanu3yeMBle OmepaTopoM Mni obecmedeHHs 3alUTH HHPOpMAUWHA B
AH(POPMAIMOHHOM CHCTEME B XOJIE €€ SKCIUTyaTaliy

IIpoBenenne mpoBepKH TOTOBHOCTH HEPCOHANA K IKCIUTYaTAMH CHCTEMEI
3amuTH HHGOpPMaIEH aBTOMATH3HPOBAHHON CHCTEMEI

TToAroTOBKA JOKyMEHTOB, ONPEdefIONUX NPABHIA U IPOLEAYPHl KOHTPOJIA
00€eCIIEYeHHOCTH YPOBHs 3aIlIHIICHHOCTH HH(l)OpMal[Iflﬂ, conep)xameﬁcx B
HHGOPMALMOHHOM CHCTEME

ToaroToBKa JOKYMEHTOB, OIpPENESIOMUX IPaBHA U IPOLEAYPH] BEIABICHHUS
HHIOUZEHTOB, KOTOpBlE MOIYT NpPHBECTH K COOAM WIH HapyIIEeHHIO
GyHKIIMOHHpOBaHHS HHPOPMAMOHHON CHCTEMBI H BO3HHMKHOBEHMIO Yrpo3
Ge3omacnocTH nHGOpManHuH

IMomroTroBka HOKYMEHTOB, ONpEAC/IONMX MpaBHIa W IMPOIUEIypHl
ynpasieaus KoHpuUrypanue# arrectoBaHHOH HHGOPMAIHOHHONH CHCTEMOH H
CHCTEMO# 3alUTE HHGOPMAIIH HHHOPMALIMOHHOH CHCTEMEI

Heo6xonuMmsle ymMEeHHS

Peanu3oBsiBaTh NpaBUia pasTpaHHYeHHs AOCTYNA NEPCOHANAa K 0OBEKTaM
JocTyna

AHanu3HpOBaTh NPOTpaMMHEIE M IIPOrPaMMHO-aNIIapaTHBIE PEMICHHA IIpH
IPOCKTHPOBAaHMH CHCTEMBI 3aliUTHl HHGOpMANEM C INENBIO BHIABJICHHS
NIOTEHIMANBHBIX ya3BAMOCTEH 6e3onmacHOCTH HHbOpMaLuH B
aBTOMATH3HPOBAHHBIX CHCTEMAX

O6yuarh mnepcoHal aBTOMaTH3NPOBAaHHOH CHCTEMBl KOMILIEKCY Mep
(mpaBmia, NpoUeayphl, HPAaKTHYECKHE IPHEMEI, PYKOBOJAAMHME IPHHIMIIBL,
METOEL, CPEACTBA) U1 00ecnedeH s 3aUTH HHPOpMalny

OcyIecTBNIaTs IUIAHHPOBAaHME W  OpraHmsanmio paboTel  HepcoHala
aBTOMAaTH3HPOBAaHHOM CHCTEMBI ¢ YydeToM TpeboBaHMii mO 3ammTe
HHpOpMAIUH

KonturypupoBath aTTeCTOBaHHYIO HHPOPMALMOHHYIO CHCTEMY H CHCTEMBI
3aIMTH uHGOpManny HEGOPMAITHOHHOH CHCTEMBI

HeobOxoauMele 3HaHUA

HopmaTueHBIE DNpaBOBEHIE aKThl H HAOHOHANLHEIE CTaHAApTEl 1O
JIMIICH3APOBAHHIO B 06J1acTH 00ecnedeHus 3alIUTE FOCY JapCTBEHHOM TaiHbL
U cepTHUKALA CPECTB 3aIMHUTH HH(OpMAIHH
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MeTOlIBI, CHOCOGBI, CPEICTBa, IIOCICAOBATEIBHOCTE H COACPIKAaHHE J3TallOB
pa3pa60TKn ABTOMATU3UPOBAHHBIX CUCTEM H CHUCTEM 3alIUTHI
ABTOMAaTH3HPOBAHHBIX CHCTEM

HopMaTuBHEIE IpaBOBbIE aKTHL B 00JACTH 3aIUTH HH(bOpMaIHK

PyxoBozdmiue H MeTOTMYECKHE JOKYMEHTH! YIONHOMOYEHHBIX (helepaTbHbIX
OpraHoB MCHOMHUTENBHOM BIACTH 10 3aIIuTe HHGOPMAIHH

OpraEn3ayOHHBIe MEPHI IO 3aIuTe MHbOpMalny

Metomuku cepTH)UKAIMOHHBIX MCIIBITAHMI TEXHHYECKUX CPEACTB 3aIUTHI
uHpOPMAallMH OT «YTEYKH» IO TEXHHYECKUM KaHaJaM Ha COOTBETCTBHE
TpeGOBaHUAM II0 6€30IaCHOCTH HHGOpManun

Meromel, cmocoGel M cpencTBa obecmedeHHS — OTKa30yCTONYMBOCTH

ABTOMAaTH3MPOBAHHEIX HHPOPMAIMOHHBIX CHCTEM
Jpyrue xapakTepHCTHKY | -
3.4. O6o0mennas TpyAoBas GyHKIHA

c B
HamMeHosanme PaspaboTka cHcTeM 3alIUThI HHGOpMalHu Ko D Vposern 7
aBTOMAaTH3MPOBAHHBIX CHCTEM KBanU(UKaIm
IIpoucxoxnesue 3AHMCTBOBAHO 3
o6o61IeHH ol TpYROBOMK Opurunai X
OpHrHHaa
$yHKIIH
Kon PerncrpanuoHHbIi
OpHTHHANA HOMEDP
npodeccHOHANBHOIO
CTaHjapTa
BozmoxHaBIE Benymuit mpxeHep-pa3paboTIMK CHCTEM 3alIUTH HHGOpManuu
HaHMEHOBaHMS Benyumii ciequanycT 1o 3amure HHGopMaiHn
JIOJDKHOCTEH, PyKoBOANTENH IPOEKTOB B 061aCTH pa3pabOTKH CHCTEM 3allliTH HHYOPMALHH
npogeccuii PyKOBOIHTENb OTIe/1a CHCTEM 3alUTH HHGOpMaLHH
Tpe6Gopanus k Bricmee oOpasoBaHme — CHOen@anmureT WId Mardcrparypa B obnactd
00pa3oBaHHIO U HHPOPMAIHOHHOI Ge30MaCHOCTH
0oGydJeHHIO
TpebGoBanus K ONBITY -
HOpaKTHIecKOH paGoTEl
Oco0ble ycnoBus Hanuune gomycka K rocyJapCTReHHOH TaifHe (IIpH HeOOXOIMMOCTH)
Jomycka K paboTe
Hpyrue PexoMeHAyeTcAd  IONMONHHTENBHOE MpodeccHOHANFHOE o06pasoBaHHE —
XapaKTepHCTHKH OpOrpaMMBEl  HOBHINEHHS KBAIMOHKAIMM B o0O0NacTE HHpOpMalMOHHOH
6e3omacHOCTH

JlomomHUTE b HEIE XapaKTePUCTHKA

HaumeHnoBauue Kox HammveHoBaHHe 6a30BOM IPYIIb], JODKHOCTH
JIOKYMEHTa (upothecCHi) WM CIIeIHMaNbHOCTH
OK3 2519 Pa3paboTdamky B aHATUTHKE IPOTPAMMHOT0 00ecIieYeHUS
M IPWIOXKEHHH, HE BXOIIIHE B APYIHE TPYINIBI
2425 CrenuamcThl OpraHoB rOCYAapCTBEHHOM BIACTH
2511 CHCTeMHBIC aHATHTHKI
2512 Pa3paboTarks mporpaMMHOro obecnedeHus
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2523 CrnenmaiucTh 10 KOMITLIOTEPHBIM CETM
EKC - HNuxenep-nporpaMMucT (IIPOrpaMMUECT)
- HmxeHep-porpaMMHACT 10 TEXHUYECKO# 3amuTe
uehOpManmn
OKIIATP 20911 I'aBHBI clIEOUAIKCT 0O 3aIuTe HHGOpMANH
22567 Hmxenep no 3ampre nEGOpPManun
26579 Coermpaymct 1o 3amyre HHGopManun
OKCO 090102 KommeioTepras 6e30nacHOCT
090103 Oprass3zanys H TEXHOJIOTHS 3aIHTH HHGOpMaIHK
090104 KomnekcHas 3ampra 00seKTOB HHpOpMaTH3aliH
090105 Kommekcroe obecneuerre HEGOpMaHOHHOR
6€30I1aCHOCTH aBTOMATH3UPOBAHHBIX CHCTEM
090106 Hndopmanmonnas 6e3onacHOCTS
TeJIEKOMMYHHKAITMOHHEIX CHCTEM
090107 IIpoTHBOJEHicTBAE TEXHUYECKHM pa3BeIKaM
3.4.1. TpynoBas dpyaxnus
TecTHpoBaHHUE CHCTEM 3aIHTH HHGOpMAIHH Yposens
Hamverosarme aBTOMATH3UPOBAHHBIX CHCTEM Kon | D/01.7 (nonyposent) 7
xpanuduxanEn
gm);;mneﬂne TpYZAOBOH Opurmwan X 3;mﬂcmo:ano 3
Kon Pernctpaimonmsii
OpHryHajia HOMEp
1podeCCHOHATEHOTO
cTaHjapra

Tpynosble neiicTBASL

TpoBeneHue aHaqu3a CTPYKTYPHBIX U (YHKIHOHANBHEIX CXEM 3alAINCHHBIX
aBTOMATH3MPOBAHHEIX HH(OPMALMOHHBIX CHCTEM C LENbI0 BBISBICHHS
MOTEHIMATBHEIX ys3BUMOCTEl HHPOPMAMOHHOM 6€30macHOCTH
ABTOMAaTH3HMPOBAHHBEIX CHCTEM

BeisBnenue YA3BHMOCTH I/IH(i)OpMaI.II/IOHHO-TQXHOJ'IOI"H‘IGCKI/IX pecypcos
ABTOMaTHU3HPOBAHHEIX CHCTCM

BruiBieHHe  OCHOBHBIX ~ yrpo3  OesomacHocTH — HMHQopmamuum B
aBTOMAaTH3MPOBaHHEBIX CHCTEMAaX

CocrasjieHne METOOHUK TECTHPOBAHHSA CHCTEM 3allHTHI KH(bOpMaL[I/IPl
ABTOMATHU3UPOBAHHEIX CUCTECM

Ilonbop HHCTPYMEHTAIBHBIX CpPEICTB TECTHPOBAHUS CHCTEM 3allUTHI
HHGOPMAIlHN aBTOMATH3UPOBAHHBIX CHCTEM

CocTapnenre NpPOTOKONOB TECTHPOBAHMA CHCTEM 3allUTHl HHGbOpManmu
aBTOMATH3HPOBAaHHBIX CHCTEM

HeobxomuMele ymeHus

AHAIH3HPOBATE OCHOBHBIE XapaKTepUCTHKH a BO3MOYKHOCTH
TEJIEKOMMYHHKAITMOHHBIX CHCTEM 110 fiepeaade HHGOpMaIiu

AHaJIH3I/IPOBaTB OCHOBHBIC Yy37bl u yc’l‘pOﬁCTBa COBPEMCHHEBIX
ABTOMATU3UPOBAHHEIX CHCTEM

[TpuMensaTs neficTBYIOHMIYIO HOPMaTHBHYIO 0azy B obnacTu obecneueHus
Ge3zonacHoCTH HEGOpMaNHK

KoHTpomnpoBath 6e30TKazHoe GyHKIMOHHPOBAHHE TEXHHYECKHX CPEICTB
3amuTel HEGopManK

BoccranapmmBate (3aMEHATH) OTKa3aBOIHE TEXHHYECKHE CPEACTBA 3aIIUTHI
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uHQpopMaIIH

Heo06xomuMele 3HaHHSA

Ipunimnel noctpoeHud ¥ (GYHKUHMOHMPOBAHHSA CHCTEM H ceTel mepelavn
uHbOpMaIAHR

OTaJOHHAI MOZENH B3aNMOACHCTRHS OTKPBITBIX CHCTEM

OcHoBHEIE yTpo3sl 6Ge30macHOCTH HHGOPMALMH MW MOJENH HapymIuTeNs B
aBTOMATHA3HPOBAHHBIX CHCTEMAX

OCHOBHBIE MEPEHI ITO 3aMyTe HHPOPMALY B ABTOMATH3HPOBAHHBIX CHCTEMAX

OcoberHocTn 3ammThl HHGOPMALHMH B AaBTOMATH3HPOBAHHEIX CHCTEMax
yHpaBIeHHS TEXHONOTHIECKUMH NIPOLiEcCaMH

IIpHBIMOEL HOCTPOSHHMA CPEACTB 3AWUTHL MHGOPMAMM OT «YTEYKH» IO
TEXHWIECKHM KaHATaM

OcHOBHbIE ~ KpHOTOrpadudeckde METONBI, AITOPHTMBI,  IIPOTOKOJEI,
HCIIOJNB3YEMBIE [ 3AIMUTH HH(OPMAIHH B aBTOMATH3MPOBAHHEIX CHCTEMAX

TexHWUECKHE KAHATEI (YTEUKH» HHPOpMALUH

Texuudeckde cpencTsa KOHTPOs 3G pEeXTHBHOCTH Mep 3alIUTH HH)OPMATHH

OpraHu3ams 3amuTsl HHPOPMALMH OT «YTEUKH» 10 TEXHHYECKHM KaHAIaM
Ha 00bekTax HHpopMaTH3auK

HopMaTHBHEIE IPaBOBEIE aKTHI B 00NACTH 3aIMTH HHPOPMAlHH

PyKOBOZ[ﬂHII'IC A METOAHYCCKHE NOKYMCHTHI YIIOJTHOMOYCHHBIX (benepanbnmx
OpraHoB MCIIOHATEILHON BJIACTH 110 3aHIUTE nniopmamm

OprauuzalEoHHBIE MEPHI 110 3aUIUTe HHPOPMAIHU

Jpyrue xapakTepucTHKH

3.4.2. TpynoBan dpynkuus

Pa3paboTka IPOEKTHBIX pellIeHHH [0 3alIHTe Vposens
Haumenosauue uHGbOpMAaIMK B aBTOMATH3MPOBAHHEIX Kon | D/02.7 (nomypoBeHs) 7
CHCTEMaX KBATAQHKAIHH
gggzzzglmneﬂne TpynoBoit Oporvman X z;nmmo:ano H3
Kon PerucTpaloHHbIH
OpHTHHaNa HOMep
pod)eCCHOHATBEHOTO
CTaHJapTa
Tpynoseie neficTus Pa3paborka Mopemun yrpo3 GesomacHoCTH HHGOpPMAaUMM H  MOJENH
HApyIIHTE)A B aBTOMATH3HPOBAaHHBIX CHCTEMAX
Paspaborka Monenedl aBTOMAarM3UpPOBAaHHBIX CHCTEM H  IIOJCHCTEM
6€301aCHOCTH aBTOMATA3HPOBAHHBIX CHCTEM
Pa3paboTka NHPOEKTOB HOPMATHBHBIX JOKYMEHTOB, pPEITIAMEHTHPYIONIMX
paborty mo 3amuTe nHbOpMaUN
Pa3pabGoTka IpexjoxXeHHH IO COBEPIHICHCTBOBAHHIO CHCTEMEBI YIPaBICHHS
6e30macHOCTRIO HHGOPMAaH B aBTOMATH3HPOBAHHBIX CHCTEMAX
Heo6xomumbie ymerns | IlpuMeHATs AeHCTBYIOMYIO HOpMaTuBHYIO Ga3y B obiactn obecmeucHHs

3aIMETH HHGOPMAIHH

IIprMeHITE HOPMATHBHEIE JOKYMEHTH N0 IPOTHBOJCHCTBHIO TEXHHYECKOMH
pasBexe

KnaccudpmmupoBars 3ampmaemyl0 HHOOpMAIMIO IO BHAAM TaiHEI H
CTeHneHIM KOH(DHICHIMAIEHOCTH

Ompenenars THIEL CyOBEKTOB HOCTyNa W OOBEKTOB JOCTYNA, SBJIIOIHXCS
00BEKTAMH 3AITUTHI




23

OmnpesiensiTh METOAB YIpPABICHHS NOCTYNOM, THIBI AOCTYyHa M MpaBHia
pasrpaHHYeHHs JOCTyNa K 00BeKTaM JOCTYNa, NOJIEKALINM peanu3alliH B
aBTOMATH3UPOBAHHOM CHCTEME

Bri6upaTh Meps! 3amuTs! HHGOPMALHH, MOMIEXKALINE PEATH3ANAH B CHCTEME
3amUTH HHGOPMALIMHA aBTOMATH3HPOBAHHOM CHCTEMBI

Onpenenars BUABI H THIBI CPEACTB 3aIIATH MHGOPMaInH, 06eCIeunBaIOIMX
PEATH3AIHIO TEXHHYESCKHX Mep 3alUTH HHpOpMaluy

Onpenenars CTPYKTYDY CHCTEMBI 3AMIUTEHI HHGOpPMALTHH
aBTOMATH3HPOBAHHOM CHCTEMBI B  COOTBETCTBHM C  TpeOCOBaHMSIME
HOPMATHBHBIX NpaBOBEIX NOKYMEHTOB B OOJACTH 3amiMThl HHpOpMAlmH
ABTOMAaTH3HPOBaHHBIX CHCTEM

Heo6xoauMele 3HaHIS

Pyxosozamiye 1 MeTOqHIECKAE JOKYMEHTHI YIIOJIHOMOYEHHBIX (heqepanbHbIX
OpraHOB HCIIOJIHATENHHOM BIACTH 10 3aIIHTe HHGOpPMAIMHA

HopMaTHBHBIe [paBOBBIE aKThl H  HAUMOHBAIBHBIE CTAHAAPTHL 1O
JIANEH3KPOBAHMIO B 061acTH 06€CTIeYeH s 3aIMTH FOCYAAPCTBEHHOM TaifHEI
¥ cepTHUKAINH CpeCTB 3aMTE HHGOPMALUA

IIpuHDUOBE NMOCTPOEHHA U (QYHKIHOHMPOBAHMS, LPHMEPHl peanusanuit
COBPEMEHHBIX JIOKAIbHBIX M IJOOANbHBIX KOMITBIOTEPHBIX ceTef H HX
KOMITOHEHTOB

Oco6eHHOCTH 3amMTH HHGOpPMAaM¥ B aBTOMATH3HPOBAHHBIX CHCTEMAax
YIpaBJIEHAS TEXHONOTHIECKHMHE IIpoLieccaMy

Kputepun oneEku 5GGEKTHBHOCTH M HAZEKHOCTH CPEACTBE  3aIfATHI
HH(OPMAIHH IPOrPAMMHOTO 00eCTICUeH S ABTOMATH3MPOBAHHbIX CHCTEM

IIpuHIENEl OpraHM3alliM H CTPYKTypa CHCTEM 3alUMTH HMHpOpMaIwy
TpOrpaMMHOr0 obeceYeHNs aBTOMAaTH3HPOBAHHBIX CHCTEM

OcHOBHEIE XapaKTePUCTHKHA TEXHUYECKHX CPCHCTB 3alTATHI HH(I)OpMaI.lHH oT
YTCUCK I10 TCXHHYCCKHUM KaHaJlaM

Ipunuums1 dopMupoBanns noiwTHKE HHPOpManuoHHOH OGe3omacHoCcTH B
ABTOMATH3MPOBAHHEIX CHCTEMaX

Jpyrue xapakTepHCTHKH

3.4.3. Tpynosan gynxuus

PaspaGoTka 3kcniryaTanuoHHOM VposeHn
HauMeHOBaHNe JOKYMEHTALHMH Ha CHCTEMEI 3alUTHI Kon | D/03.7 (nOIypOBEHD) 7

HH(OPMAITHH aBTOMATH3APOBAHHBIX CHCTEM kpanupEKaIGL
ITpoucxoxaeHNe TPYAOBOIM 3auMCTBOBaHO H3
yHKIHI Opwrmman X OpHTHHaJIa

Koxn PeructpanuorHkIi
OpHrHHajIa HOMEP
podeCCHOHAILHOTO
CTaHZapTa

TpynoBbie aefcTBUA

AHanu3 TEXHHYECKOH INOKyMeHTalud HHGOpPManHOHHOM HH(pacTpyKTypHI
ABTOMaTU3UPOBAHHOM CHCTEMBI

Anamus 3aMUIIECHHOCTH MHGOPMaHOHHOH HHPACTPYKTYPHI
aBTOMAaTH3HPOBAaHHOH CHCTEMBI

QopmupoBaHue TpeOOBaHMH 1O 3ammTe MHpopMaUWM, BKIIOYas
HCINOJB30BAHUE MATCMaTHYCCKOI'O amnmapara A pPCmIeHUs NPHKIaAHBIX
3amaq

JIoKyMeHTHpOBaHHE IPOrPaMMHOr0 00ecTieueHNs, TEXHHIECKHX CPEeACTB, 6a3
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IAaHHRIX M KOMIOBIOTEPHBIX ceTell ¢ yderom TpeGoBaHHWil IO 0GECIeYEHHIO
3aIIATH HEGOopMAIH

Anamas CTPYKTYPHBIX H (I)YHKHHO}IBJ'H:HBD( CXeM SAMMIIECHHBIX
ABTOMATH3UPOBAHHLIX m-l(l)opmauuormm CHCTEM

O6ocHoBaHHE KPHTEPHEB YPHEXTHBHOCTH HYHKIMOHAPOBAHAS 3aNAINECHHbIX
aBTOMATH3HPOBAHHBIX HH)OPMAIMOHHEIX CHCTEM

Hcnoms3oBanne NPOrpaMMHO-aNIapaTHBIX CpeIcTB obecnedenns
6e3omacHOCTH HH(pOpPMAIHH B aBTOMATH3HPOBAHHBIX CHCTEMAX

Heo6xoauMbIie yMEHUS

Onmpenensate Mepsl  (TIPaBHIA, OpOUERYPH, IIPAKTHYCCKHE IIPHEMEI,
PYKOROIAINME NPHHUMIIE], METOMBL, CPEACTBA) Ui 3amuUTH HEGOpMamye B
aBTOMATH3MPOBAHHEIX CHCTEMAX

Pa3pa6amma1‘1, TCXHHICCKHC 3aJaHnA Ha Co3JaHue MOJICHCTEM
HH(i)OpMaI.[I/IOHHOﬁ GesomacHOCTH ABTOMATH3HPOBAHHBIX CHCTEM

IIpoexTHpOoBaTh IOACHCTEMEI Ge30MacHOCTH HHGOPMALMM C  YIETOM
JeHCTBYIONMMX HOPMAaTHBHBIX M METOIMYECKHX JOKYMEHTOB

PaBpaGaTBIBaTL MOZCIH aBTOMATH3HPOBAHHBIX CHCTCEM M CHCTEM 3alIUTHI
HHll)OpMa].[HH ABTOMATH3HPOBAHHBIX CHCTEM

HccneoBaTe MOZEAH ABTOMATH3UPOBAHHEIX CHCTEM H CHCTEM 3allATHI
6€30IaCHOCTH aBTOMATH3HPOBAHHEIX CHCTEM

AHamu3upOBaTh TIPOTrpaMMHEIe, apXHTEKTYPHO-TCXHHIECKHE "
CXEMOTEXHHYECKHE PemEHHs KOMIOHEHTOB aBTOMATH3MPOBAHHEIX CHCTEM C
[ebl0 BBIABICHHS IIOTEHIMANbHBIX YA3BAMOCTEH CHCTEM  3alUTEHI
HH(MOpMAIMH aBTOMATH3HPOBAHHEIX CHCTEM

Onenusath MHGOPMANMOHHBIE PUCKH B aBTOMATH3HPOBAHHEIX CHACTEMAX ¥
ompenenaTh HHPOPMAMOHHYI0 HHGPACTPYKTYpY H HHGOPMAIHOHHEIE
pecypcsl, HOJyIeKalye 3alIuTe

IIpoBOANTE TEXHHKO-SKOHOMHMYECKOE OOOCHOBaHHE IPOEKTHHIX peHeHNi
OpOrpaMMHO-AIIApPaTHEIX CPEACTB obecimedeHus 3ammThl HHpOpManuu B
aBTOMaTH3MPOBAHHOM CHCTEME ¢ LeNblo obecniedeHdd TpeGyeMoro ypoBHS
3aNUIIEHHOCTH

UccnenoBats  3p(eKTHBHOCTh  NPOEKTHBIX  pPEeMEHHH  HpOrpaMMHO-
anmapaTHBIX = CPeICTB  obecmeveHMd — 3amMTHl  HHpopMammd B
ABTOMATH3MPOBAHHOM CHCYEMe C LeNbio obecredeHds TpeGyeMoro ypoBHS
3aNUINEHHOCTH

TIpoBOIMTH KOMIUIGKCHOC TECTHPOBaHME M OTNAAKY ANapaTHBIX W
TIPOTPAMMHEIX CHCTEM 3aIATH HHGOPMAIMH

Heo6xoauMele 3HaHIS

OCHOBHEBIE METO/IH] YITPaBIICHHS HHGOPMAIMOHHOH 6€3011aCHOCTBIO

OCHOBHEIE TOHATHS TEOPHH ABTOMATOB, MATEMAaTHIECKOH JIOTHKH, TEOPHH
QITOPATMOB ¥ TeopuH rpados

OCHOBHBIE METONBI YIPABJIEHAA IPOeKTaMH B oONacTH HHGOpMAalHOHHON
6esonacrocTH

HanwoHambHEIe, MEXTOCYJapCTBEHHBIE H MENIYHapOAHBIE CTaHAAPTH B
06J1acTH 3amyTH HHGopMayH

OcHOBHBIE MEPHI IO 3aMATe HH(OPMALIY B ABTOMATH3MPOBAHHBIX CHCTEMAaX

OcobenHocTr 3ampUTHl WHGQOpPMamUHM B aBTOMaTH3HPOBAHHBEIX CHCTEMAax
VIpaB/ieHNs TEXHOJIOTAYECKAMA IPOLeccaMu

Vrpo3sl Ge3omacHOCTH, WHGOPMAIMOHHEIE BO3ACHCTBASA, KPUTEPHH OLCHKH
3aIMIIEHHOCTH M METOABI 3alMTH MHGOpPMAlHM B aBTOMATH3HPOBAHHBIX
CHCTEMAaX

Mertonsl, cnocoObl, CpeACTBa, MOCIECAOBATENBHOCTE M COICPXKAHHWE 3TalloB
pa3paGoTKH aBTOMATH3HPOBAaHHBIX CHCTEM M CHCTEM 3aIIHTH HHGOpMAaLH
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ABTOMAaTU3HPOBAHHEIX CHCTEMaxX

IporpamMMHO-anapaTHble cpeAcTBa o0ecleueHus 3auThl HHOOPMALUH B
HporpaMMHOM 06ecliedeHIH aBTOMaTH3HPOBAHHbIX CHCTEM

OCHOBHBEI® CpeICTBa, CIOCOOBI M IPHHIUITEI ITOCTPOEHMS CHCTEM 3alWTHI
uH(OpMaIy aBTOMATU3MPOBAHHEBIX CHCTEM

HopmatuBHBIe paBoBbIe aKTHL B 001aCTH 3aIUTH HHGOpMAIHY

PykoBonsimue ¥ MeTomMIECKHE JOKYMEHTHI YHOJMHOMOYEHHEIX (eepanbHBIX
OpraHOB HCIIOJIHUTEIIBHOMN BIACTH MO 3aluTe HHGOpManyHa

JIpyrue xapakTepuCTHKH | -
3.4.4. TpynoBas pynKkuons

Pa3paboTka NporpaMMHEIX ¥ IPOrpaMMHO- Vposens
HamMeHoBaHue auIapaTHBIX CPE/ICTB JUIA CHCTEM 3aIUThI Kox | D/04.7 (noxypoBeHs) 7

“H(GOpMaNHY aBTOMAaTH3APOBAHHbBIX CHCTEM KBAHGHUKALHH
IporcxoxaeHne TpynOBOM op a1 X 3aHMCTBOBaHO U3
$yHnxuAH OpHMI'MHANA

Kon PerucrpannoHHbI#i
OpHIHHANA HOMEp
NpodecCUOHATILHOTO
CTaHAapTa

Tpynossie neficTeus

Pa3pa6oTka TexHW9eCKOH NOKYMEHTAIlHM B COOTBETCTBHH C TpeOOBaHHUAMH
EnmmHoit cuctembl KoHCTpykTOopckoif Aoxymenranmn (ECKIO) u Emunoit
cucteMbl mporpammuoif  gokymentammn (ECIIZ[) Ha  KOMIIOHEHTEHI
aBTOMATH3HPOBAHHbIX CHCTEM

IIpuMeHeHHE CPEACTB CXEMOTEXHHYECKOrO NPOEKTHPOBAHHA H COBPEMEHHOM
H3MEpUTENbHON anmaparypsl

CuHTE3 CIPYKTYpHBIX M (QYHKIMOH&IBHBIX CXEM  3alIMIIEHHBIX
aBTOMAaTH3HPOBaHHEIX CHCTEM

Pa3spa6oTka IporpaMMHOro oGeceueHns, TEXHHIECKHAX CPENCTB, 6a3 NaHHBIX
H KOMIIBIOTEPHBIX CeTelf ¢ ydJeTroM TpeGoBaHHH IO OGECICICHHIO 3alllUTHI
nHbOpManHy

PazpaboTka 9JNEeKTPOHHEIX CXeM C ydeToM TpeboBanmifi no 3amure
uHdopManun

OnTtuMmuzanus paboThI SIEKTPOHHEIX CXEM € y4eTOoM TpeGoBaHHIA IO 3alquTe
uHdopMaum

HeobxoauMele ymMeRus

OneHnBaTh CJIOKHOCTD AT OPHTMOB U BBIIMCIICHUH

PaspabaTsiBaTh TeXHHYECKHE 33[aHNA Ha CO3NaHHUE MOACHCTEM Ge30IMacHOCTH
uHOGOpPMaUMH  aBTOMAaTH3UPOBAHHLIX CHCTEM, IPOEKTHPOBATH  TAKHE
MOACHCTEMBI C y4YeToM TpeOoBaHHI HOpPMAaTHBHBIX HokymeHToB, ECK]I z

ECIIQ

AHanu3nupoBaTh HpOTpaMMHEIE, ApXUTEKTYPHO-TEXHHIECKHE "
CXEMOTEXHHYECKHE PEIICHAS KOMIIOHCHTOB aBTOMATH3HPOBAaHHBIX CHCTEM C
LETBl0  BRUIBIGHAS  HOTEHIWANBHBIX  ys3BHMocrell  GesomacHocTH
HH(OPMAIUH B aBTOMATH3HPOBAHHEIX CHCTEMaXx

IIpoBOAUTE KOMIUIEKCHOE TECTHPOBAHWE AaIMapaTHRIX H IPOTPaMMHBIX
CpEJICTB

Heob6xonumele 3HaHUS

IIpodeccroBanpHass W Kpunrorpapuyeckas TEPMHHONOTHS B 00IacTH
6€3011acCHOCTH HH$OpMALHH

OcHOBHBIE uH(pOpMalHOHHEIE TEXHOJIOTHH, HCIIONE3yEMEIE B
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ABTOMAaTH3IHPOBAHHBIX CHCTEMAX

CpencrBa m cocoOsl obecniedeHHs 6e30macHOCTH MHGOPMAyy, TPHHIUIEI
MOCTPOCHHUS CHCTEM 3al|TH HH$popMaHn

OcHOBHEIE ~ KpumTorpapudecKHe  METONBI, AITOPHTMBL  IIPOTOKOIEL,
HCTOJB3YEMBIC [UIA 3AIMTH HHPOPMAIH B aBTOMATH3HPOBAHHBIX CHCTEMAX

CoBpeMeHHBIE TEXHOJIOTHA IPOrpaMMHIPOBAHHS

OTanoHHas Mozenb B3aMMOICHCTBHA OTKDHITHIX CHCTEM, OCHOBHEIE
MPOTOKOJIBI, IOCIENOBATENbHOCTh H CONEP)KAHHE STalOB IOCTPOCHHSI H
GYHKIMOHMPOBAaHHA ~ COBPEMEHHBIX  JIOKATBHBIX M DIIOOANBHBIX
KOMITBIOTEPHBIX ceTel

OcCoGEeHHOCTH 3aIATHL an)opmaunH B aBTOMAaTH3HPOBaHHBIX CHCTEMax
YIIPaBJICHUA TCXHOJOTHICCKUMH ITpolLeccaMu

IlpyHmunel paboTHl 97MEMEHTOB H (DYHKOHOHATHHLIX Y37IOB 3JIEKTPOHHON
almapaTyphl, THIIOBHIE CXEMOTEXHWYECKHE pEIICHHS OCHOBHHIX Y3IIOB H
GJIOKOB IEKTPOHHOH anmaparyphbl

[IpuHnpnEl OpraBEM3amMH  JOKYMEHTHPOBaHHMS pa3paboTKH H mpomecca
CONPOBOXKICHHA MPOTPaMMHOTO M anmapaTHoro obecneyeHus

Metonpl TeCTMpOBaHHAS M OTJIAJKM UpPOrPaMMHOrO H  ANNApaTHOIro
obecnegeHns

ApDXHTEKTypa, OCHOBHEIC MOJENH, MOCIENOBAaTENbHOCTh H COHEp)KAHHE
ITANOB NPOEKTHPOBaHMs, GhH3HIecKas opraHu3amms 6a3 JaHHBIX

HopMaTrBHEIE IpaBOBKIE aKTH B 00/1ACTH 3aMUTH HHGOpMalHl

PyxoBopsiae ¥ METOAMIECKHE TOKYMEHTHI YIIOIHOMOYCHHEIX (efepalbHbiX
OpraHOB HCIIOJHHUTENBHOM BJIACTH [0 3anmuTe HHGOPMALMHU

Jpyrue xapaxTepHCTHKY

3.5. O6o0mennas TpynoBas GyHKIHA

®dopmupopaHue TpeboBaHUi K 3alHTe v
POBEHB
Haumenosamie | HHGOpMaLUH B aBTOMATH3HPOBaHHBIX Kon E et w— 8
cHcTEMax
TIpoucxoxnenne
06061meHHOM TPYAOBOH OpurnHan X SamvctsoBaro 13
OpHryHaa
Gynxumn
Koxn PeructpanuoHBbI#
OpHIMHaNa HOMep
npodecCHOHATBHOTO
CTaHAapTa
Bo3moxHBIE I'1aBHBINA CHEHMATHCT IT0 3aLIUTEe HHPOPMALHH
HauMEHOBaHHU:A PyxoBommTeNb OTAENA CHCTEM 3aMIUTH HHGDOPMALIH
JIOJDKHOCTEH, 3amecTuTeNh PYKOBOAUTEIIS ACHapTaMeHTa (OT/AeNa) UCCITeIOBaHHH 1
npodeccuit paspaboTox
PykoBoauTeNns nenapraMeHTa (OT/ena) HecleJOBaHuM U pa3spaboTok
TpeboBanms k Beicree oOpasoBaHMe — CHOeDUanWTeT, WIM Maructparypa B obiactd
o6pazoBaHHIO U uH(pOpMaHOHHO 6e30macHOCTH
o0y4eHnIo |

JlononHATeNEHOE MpodeccHoHATbHOE 00pa30BaHNue — IPOTPAMMEI JOBBINICHHS
KBayMbUKalMK B 061acTd HHGOPMAIMOHHOM Oe30IIacHOCTH

i

Briciiee o0pa3opaHye — acmupaBTypa (aXbIOHKTYPa)
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"
JonommuTensaoe MpodeccHoHaIbHoe 00pa3oBaHHe — IPOrpaMMEL TIOBBIIICHAS
KBIHOUKauuy B 061acTH HHOpMaIHOHHO#H 6e30macHoCTH

Tpe6oBaHus K ONBITY
NpaKTHYECKOR paboTEI

He MmeHee msate ner B 0O0GNACTH 3alIMTH MHGOpPMamyMu, B TOM YHCIE Ha
PYKOBOASIIMX JOJDKHOCTAX HE MEHee TpeX JieT, i1 HMMEIOIIMX BEICTIEe
ofpa3oBaHEe — CHEIMAIATET HIH MarucTparypa B ob61acTi HHGOpManHOHHOH
Ge3omacHoOCTH

WA

He Memee tpex ner B ofnactH 3ammThl HHOOpMAamWHM, B TOM 4YHCJIE Ha
PYKOBOIAIIMX NOIDKHOCTAX He MeHee MBYX JIeT, JUId HMMEIOMIHX BbIiCHIee
o0pa3oBaHHe — acOUpanTypa (aABIOHKTYpPa)

Oco6rle ycnoBas
JIoIycKa K pabote

Hamrane nomycka K rocyJapcTBEHHOH TaiiHe (IIpH HE0OX0qUMOCTH)

Hpyrue
XapaKTCPUCTHKA

,Z[OIIOJIHPH’CJIBHBIC XapaKTEepUCTHKH

HanmeHnosanue
JIOKYMEHTa

HaumenoBanue 6a30B0# rpymIibl, JOJIDKHOCTH

Ko
A (npodeccun) WM CHENHANBHOCTH

OK3

1223 PyxoBoaurenu nozxpaszeseHui Mo HayIHBIM
HCCIIeIOBAHHAM H pa3zpaboTkaM

1330 PykoBoaureny ciyx6 u nozapaszaeneHuii B chepe
HH(POPMAIHOHHO-KOMMYHHKAIMOHHBIX TEXHOJIOTHI

1213 PykoBonuTenu B 001acCTH ONpPENEICHAS OTATAHKY U
IUTAaHHPOBAHHA AEATEIHHOCTH

EKC

- Jlupextop (HaganbHUK) BEIYHCIMTEIBLHOTO
(uH(bOpPMaALHOHEO-BEUHCIMTEILHOIO) HEHTPA

- Havanbauk otnena HHGopManas

- Hauansauk otaena (1abopaTopus, CeKTOpa) Imo 3amuTe
uHpopManny

HavanpHHAK TEXHUYECKOTO 0TJeNIa

OKIIITP

20911 I'j1aBHBIA CHEIMATHCT 110 3aluTe HHGOpMAIMH

OKCO

090102 KomnsroTepHas 6e300aCHOCTh

090103 OpraHu3aiys ¥ TEXHOJIOTHS 3aIMThl HEpOopManuy

090104 KommiekcHas 3anmTa 00beKToB HH)OpMATH3AINH

090105 KommnekcHoe obecnieueHne HHGOPMATHOHHOM
6€301aCHOCTH aBTOMATH3HPOBAHHBIX CHCTEM

090106 HNndopmanuonnas 6€301acHOCT
TeJIEKOMMYHUKAIMOHHEIX CHCTEM

090107 IpoTuBOAEHiCTBHE TEXHUIECKAM pa3BeIKaM

OKCBHK’

051319 MerToAB! ¥ CHCTEMEI 3alIUTE HE)OpPMaNAH,
HHbOpPMANHOHHAs 6e30IaCHOCTh




3.5.1. TpynoBas ¢pynxnms

OGocHoBaHME HEOGXOMMMOCTH 3aIATEL Vposers
HaumeHoBanme HHGOPMALUH B ABTOMATH3HPOBAHHOM Kox | E/01.8 (nomypoBeHs) 8

CHCTEME KBaIH(pHKa A
TIpoucxoxkieHHe TPYIOBOH 3aMMCTBOBaHO W3
$ynxunn Opuruar X OpHTHHANA

Kon PerucrpalioHHbIi
OpHIHHana HOMEp
npoheCCHOHATLHOTO
cTanjapTa

Tpynossie neticrBus

AHanu3 xapaktepa o6paGarbiBaeMoli HHGOPMALMH K ONpeleneHHe NepedHs
HHpOpMaIWH, HoJJiexXanlel 3ammTe

BruiBneHne cTemeHH ydacTHa HepcoHala B o6paboTke 3amfHIaeMoi
uHdopManan

IInauupoBanme MepompuaTHii Mo obecmedeHHIO 3alMTH HHpopMamuu B
ABTOMAaTH3HPOBAHHOH CHCTEME

Onpeznenenne Tpebyemoro KJacca (yposHs) 3aMUINECHHOCTH
ABTOMAaTH3HPOBAHHON CHCTEMBI

O6ocHOBaHHE HEOOXOAUMOCTH HCIOIB30BAHHA KPHIITOTpaQHIECKUX CpeacTB
3aIUTE HHpOpMalny

Pa3p360'l‘l(a OTYCTHBIX IOKYMEHTOB H Pa3ecIOB TCXHHUYECKHX 3aaHui

Heo6xomuMEle yMeHNS

AHanmnponaTs IeIn CO3MaHHsA ABTOMATH3UPOBAHHBIX CHCTEM H 3a4a4H,
PpeIIacMbIe AaBTOMATU3HPOBAHHBIMH CHCTCMaMH

BrBnare YA3BHMOCTH HHQ)OpMaJJPIOHHO-TeXHOJIOl'H‘ICCKHX pecypcos
ABTOMAaTHU3HPOBAHHBIX CHCTEM

Knaccuduuuposats 3amumaeMyro HHGOpPMAIMIO IO BHAAM TaHHBL H
CTEHEHAM KOHQHUIEHIHATLHOCTH M OLEHHBATh YIPo3Bl Oe€30macHOCTH
uadopManuu

Opr aHHA30BEIBATH pa60TI>I II0 CO3JaHUI0, BHEIOPCHHUIO, NPOCKTHPOBAHHIO,
pazpaGOTKe U COMPOBOXACHHMIO 3alIHINCHHBIX ABTOMATU3HPOBAHHEIX CHCTEM

Hcnone3oBaTre pHCKOBYIO METOAOJIOTHIO YIPABIEHMS 3allUTON MH(popManmn
B aBTOMaTH3UPOBAHHOU cHCTEME

Onpenensats Kiace 3allUIICHHOCTH AaBTOMATH3UPOBAHHBIX CHCTEM H €€
COCTaBHBIX JacTel

Heo6xoaumMele 3HaHUA

OcHOBHEIE I/IH(I)OpMaIII/IOHHBIe TEXHOJIOTHH, HCIIONB3YyEMBIC B
AaBTOMATU3HMPOBAHHBIX CHCTEMAX

OcHOBHBIE Yrpo3bl 0e30MaCHOCTH MH(GOpPMAIMA M MOJENH HapyIIHTelsl B
ABTOMATH3MPOBAHHBIX CHCTEMAX

Busl HHGOPMAIHOHHBIX BO3NCHCTBEM H KPHTCPHH OLCHKA 3alIAIIEHHOCTH
HHPOPMAINHE B aBTOMATA3APOBAHHEIX CHCTEMAX

Meron 3anmTH I’IH(I)OpMaI[HK OT «YTCUKH)» IO TCXHHICCKHAM KaHaJIaM

IIporpammHo-anmapaTHEIE CpeACTBA obOccmedeHAs 3alUTH HHGOpMAIAH B
TPOTrPaMMHOM 00€CIICYCHAN aBTOMATH3HPOBAHHBIX CHCTEM

Meroasi, cmocobl H  cpeAcTBa 00ecIeYeHHS OTKa30yCTOMIHBOCTH
aBTOMATH3MPOBAHHBIX CHCTEM

[IpuAmunel GpopMHpPOBaHUA HOMMTHKUA HHQOPMAIMOHHOH 6e€30IIacHOCTH B
aBTOMATH3HPOBAHHBIX CHCTEMAX

HopMmarnBHBIe IpaBOBBIE aKThI B 00J1aCTH 3alIUTHL HEGoOpManiu

HaIIHOHEUILHLIC, MEXIroCyIapCTBCHHBIE W MEXIAYHApPOOHBIC CTAaHIApPTEI B
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obnacty 3amETH FHGOPMALMH

PykoBoasImye ® METOIIECKEE TOKYMEHTH YIOJHOMOYEHHBIX (eepanbHbBIX
OpraHOB HCIOJHUTENHHOM BIACTH MO 3amuTe HHGOpMAIMH

Oprann3anoHHEIe MepHI 10 3amuTe HHEGOpMaHK

Metomnku cepTHUKANMOHHBIX MCOHITAHHI TEXHHYECKHX CPEHCTB 3aILHTHI
HH(QOpPMALIMH OT «YTeUKH» IO TEXHHYCSCKHM KaHaJlaM Ha COOTBETCTBHE
TpeboBannaM 1o 6e30HacHOCTH HHGpopMalHu

Cozmepkanue H TOPAAOK JMAESTENEHOCTH IEPCOHANA IO OKCIUTyaTalHd
3AIUINEHHABX aBTOMATA3HPOBAHHEIX CHCTEM M CHCTEM 3alIATH HHOOpMAIHH

JpyTHe xapakTeprcTHKH

3.5.2. Tpynosas pynkuus

Onpenenenre yrpos 6e30macHOCTH VposeHs
HanMeHoBaHHE rHbOpManuK, 06pabaTeiBaeMOi Kon | E/02.8 (nomypoBeHb) 8

ABTOMATH3HPOBAHHOM CHCTEMOH KBaAQHEKaLKH
TlporcxoxaeHne TpyAOBOH 3aUMCTBOBaHO H3
$yHKIMH Opuruman X OpHTHHAJIA

Kon Perncrpainionssit
OpHrHHaNa HOMep
npodeccHOHANEHOTO
CraHmapra

Tpynossie neiictas QopMmupoBaHHE pa3feNoB TEXHWYECKUX 3aJaHWi Ha CO3JaHAE CHCTEM

3aHThI Imtl)opmamm ABTOMATH3HPOBAHHBIX CHCTEM

Pa3paboTka cucTeM 3amMTHl HEGOPMALHH aBTOMATH3MPOBAHHBIX CHCTEM C
y4€eTOM JCHCTBYIONMX HOPMATHBHO-IPABOBBIX JOKYMEHTOB

Omnpenenenre KoMIUekca Mep (IIpaBuiIa, IPOIeAyphl, PAaKTHIECKHE [PHEMEL,
PYKOBOJSIIME TPHHIMNGI, METOIBI, CPEACTBa) MIA 3alidTHl HHGOpMAUHH
ABTOMATH3HPOBAHHBIX CHCTEM

Onpenenelme OLICHKY BO3MQ)KHOCTEN BHEIHUX U BHYTPCHHMX Hapymm‘eneii

PaspaGoTka Mozenua yrpo3 6e3omacHocTd HHGOPMaIMH aBTOMAaTH3UPOBAHHOM
CHCTEMBI

O6ocHoBauue NepedHs cepTHGUIHPOBAHHEBIX CPEACTB 3alIUTH HH(pOpMAIHH,
HeoOXOOMMBEIX IS  CO3NaHMA  CHCTeMbl  3alluTHl  mHbOpMauH
ABTOMATH3UPOBAHHOM CHCTEMBI

AHanmu3 TpeboBaHHII K HA3HA4YCHWIO, CIPYKTYpe M KOHGUrypauun
€o3/]aBacMOf aBTOMATHU3HPOBAaHHON CHCTEMBI C I€NBIO BHLABIIEHHS YIPO3
Ge3onacHoCTH MHpOpMaH

Ompenenenue CTPYKTYPHO-GYHKIIHOHANBHBIX XapaKTePHUCTHK
HHGOPMALIMOHEOM CHCTEMEI B COOTBETCTBHH C TPeOOBAaHASIMH HOPMATHUBHEIX
IIPaBOBBIX JOKYMECHTOB B 001aCTH 3allIUTHI HHGOPMALHH

Heo6xoxnMele yMeHRS

IponsBomuts  BHIGOp  MpOrpaMMHO-aNImapaTHRIX  CPEACTB  3AlIHTHI
wHbOpMAOUE [ HMCHONBL30BAaHMS MX B COCTaBe ABTOMATH3MPOBAHHOHK
CHCTEMBI C IeNbi0 obecrmedeHHs TpeOyeMOro YPOBHS 3alUIIEHHOCTH
rHbOPMALHH B aBTOMATH3HPOBAHHOH cHCTEME

@opMHpOBaTh IepedeHb MEPONPHATHH 1O IPEXOTBPAIICHHIO YIPo3
6e30nacHOCTH HH(OPMAIMH aBTOMATH3HPOBAaHHOH CHCTEMBI

CucreMaTH3upoBaTh Pe3yIbTaThl IPOBEAEHHEIX HCCIICIOBAHM

AHaJ'IHBI:lPOBaTB BO3MOXHBIC YSA3BUMOCTH HH(bOpMaHHOHHBIX CHCTCM

BHIBIITS H3BECTHBIE YA3BUMOCTH MHGDOPMAIHOHHBIX CHCTEM
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PazpabatrIBaTh IIPOEKTH HOPMATHBHBEIX JOKYMEHTOB, pErTaMeHTHPYIOMIHX
paboty 1o 3amuTe HHGOPMAIINY B aBTOMATH3APOBAHHBIX CHCTEMAX

HeobGxoaumple 3HaHUS

OCHOBHEIE HHQ)OPM&IIHOHHLIC TEXHOJIOIHH, HCIIOJIE3YEMBIC B
ABTOMATU3UPOBAaHHBIX CHCTEMAX

OcHOBHBIE ~ KpUNTOTpadMUeCKHe METOABI, AIIOPHIMBL,  IPOTOKOJIBI,
HCTIONB3yeMble Ais oGecedeHus Ge30NaCHOCTH B BLIMHCIHTENLHEIX CETAX

ITporpaMMHO-anmapaTHEIE CpelcTBa OOecledeHHs 3ammThl MHOOPMAUMH
aBTOMAaTH3HPOBAHHBIX CHCTEM

Croco0b1 peanusalid  yrpo3s OezomacHOCTH B ABTOMAaTH3UPOBaHHbIX
CHUCTEMaX

IMocnencTBYs OT HApYIIEHUS CBOMCTB 6e3011acHOCTH HHpopMaluu

OcHOBHBIE YIpo3hl Ge30macHOCTH MAGOPMAUMM H MOJEIH HapyImMTENs B
aBTOMATH3UPOBAHHEIX CHCTEMAX

HaumonanbHEle, MEXTOCYAApCTBEHHBIE W MEXAYHApOAHEIE CTaHAApPTH B
00J1acTH 3aIuUTH HEQOpMaLK

PykoBonsmue ¥ METOAMIECKHE JOKYMEHTH! YIIOJTHOMOYEHHBIX (efiepanbHbIX
OpraHOB MCIIOIHMTEILHOH BIACTH 110 3amKTe HEGOpMAIa

Metomuku cepTH)HKANNOHHBIX HCHBITAHUN TEXHHYECKHX CPEICTB 3alIATHI
HHGOpMAIIMH OT «YTEUKH» II0 TEXHWIECKAM KaHalaM Ha COOTBETCTBHE
TpeGOBaHUAM 10 Ge30II1aCHOCTH HHGOpMAIHI

MeTogp! 3aIUTH HI'Id)OpMaHPII/I OT «YTSYKH» IO TCXHWICCKHUM KaHaJlaM

Ipusamunel  GOPMMpPOBaHMA M pealW3allidl NOIMTHKA  G€30IIacCHOCTH
HHGOPMAIMH B aBTOMAaTH3HPOBAHHBIX CHCTEMAaxX

Jpyrue xapaxTepuCTHKH

3.5.3. TpyaoBas ¢pyuxumsi

Pa3spaboTka apXHTEKTYpEI CUCTEMBI 3aILATHI Vposers
' Hamvenosanwe | HE(OPMAIHH aBTOMATH3HPOBAHHOI Kon | E/03.8 (moxypoBers) 8
CHCTEMBI KBaNHHKALEH
IIponcxoxneHye TpyaoBoOi Op X 3auMCTBOBaHO M3
yHKmIH OpHIHHAJIa
Kox PerncTpaumoHHsIi
OpHMrHHajia HOMEp
ApogecCHOHANEHOTO
CTaHzapTa
Tpynosrie neficteus IlpoBenenme omeHKHM mokasarened kadectBa M SbdekTHBHOCTH pabOTHI

BBITACIIMTEILHBIX CHCTEM, MPOrpaMMHBIX H IIPOrpaMMHO-allapaTHBIX
CpPEICTB, HCHOJB3YCMBIX IJIA MOCTPOCHHUA CUCTCM 3AIUUTH] HH(l)OpMal[HH

IIpoBeneHEE TEXHHUKO-3KOHOMHYECKOH OLEHKH HENeCOOOPa3HOCTH CO3NAHHS
CHCTEMEI 3aIUTH HHGOpMAIUH aBTOMATH3HPOBAHHOM CHCTEMBI

Onpenenenre mnopsaka oOpaGoTKH HHGOPMAUHH B aBTOMAaTH3UPOBAHHON
cHCTEME

QopMHpOBaHHE pa3lENOB TEXHHYECKMX 3aJaHHH Ha CO3JaHHME CHCTEM
3amATEL FHQOpMAIIHH ABTOMAaTH3HPOBAHHEIX CHCTEM

Pa3paborka  mpoeKTHOH  JOKYMEHTalHH Ha  CHCTEMBI  3alllUTHI
ABTOMATH3MPOBAHHBIX CHCTEM

Odopmiienne 3asBKH Ha pa3pabOTKy CHCTEMBI 3aliETH HH(pOpMAIM{
aBTOMAaTH3HPOBAHHON CHCTEMBI

Heo6xomimble ymenns

OmpepenaTs  KOMIUIEKC  Mep i obecmedeHms  6e30macHOCTH
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HH(OPMAIMOHHON B aBTOMAaTH3HPOBAHHEIX CHCTEMAX

BEUBIATS  YA3BEMOCTH  HH(GOPMAIHOHHO-TEXHONOTHYECKHX  PECYPCOB
ABTOMATH3HPOBAHHbIX CHCTEM

Pa3pa6aThIBaTh NpeIOKEHHA IO COBEPIICHCTBOBAHMIO CHCTEMEI YIIPABIIEHHS
3aNIUTH KHOOPMAIHH aBTOMATH3UPOBAHHEBIX CHCTEM

IlpoBomuTe BHIOOpP HPOrpaMMHO-ANNAPATHBIX CPENCTB  OOecTieYeHHs
GesomacHocTH  MHGOpMAaIMH JANY  MHCMIONB30BAaHHSL HMX B  COCTaBE
aBTOMATH3HPOBAaHHOH CHCTEMBI C LENBIO oOecmeyeHMs TpeOyeMoro ypoBHA
3aIHAIIEHHOCTH aBTOMAaTH3UPOBAHHON CHCTEMEI

KrmaccudpuIimpoBaTs W OLEHHBATE YTPO3HI Ge30acHOCTH UHGOPMALNA Ui
aBTOMATH3UPOBAHHON CHCTEMEI

Onpezenate uHGOpPMAUHOHHYIO HHOGPACTPYKTYPY M HHGOPMAIMOHHEIE
pecypcH aBTOMATH3HPOBAHHOM CHCTEMBI, TI0AIEXKANINE 3alIATe

PazpabarsiBath MofenH yrpo3 6e30macHOCTH HHGOPMALMY W HAPYIIATEIEH B
aBTOMAaTH3HPOBAHHEIX CHCTEMaX

Ormpenensats 3¢ GeKTHBHOCTS IPUMEHEHNS CPeJICTB HHGOpMATH3AIMH

HeobxoauMele 3HaHUA

OcHoBHBIE  HHGOPMALMOHHBIE  TEXHOJOTHH, HCIIOJB3yEMBIe B
aBTOMAaTH3MPOBAHHEBIX CHCTEMAaX

Crocobbl ¥ cpencTBa 3alIUTH MHPOPMANNK OT YTEUKH)» [0 TEXHHIECKHAM
KaHallaM M KOHTPOJIA 3b¢eKTHBHOCTH 3aIuTE MHGOpMaul

OcHOBHBIE CpeJICTBa U crnocobhl obecnedenus GesomacHocTH HHGOpMALUH,
TIPHHITAIE IOCTPOSHHS CHCTEM 3alIUTH HHGOPMAIIHH

IporpaMMHO-aNmapaTHElE CPEACTBA OOECTEUeHNs 3alUTHl MHGbOPMAIuM
aBTOMATH3MPOBAHHBIX CHCTEM

TIpHHIMIE DOCTPOSHHS CPENCTB 3AIUMTHl MHGPOPMAIMH OT «YTEYKH» IO
TEXHUIECKHUM KaHaJlaM

HamponanbHbie, MEXIOCYJapCTBEHHBIE M MEXAYHAPOAHBIE CTAHIAPTH B
obyacty 3ammTH HKHGOpManHH

PykoBoasmue u METOAUYECKHE HJOKYMEHTHI YIIOJHOMOUEHHHIX (heepanbHBX
OpraHOB HCIIOJIHMTENHHOM BIACTH IO 3aluTe HHGOpMAMH

OpraHu3aIHOHHEIE MEPHI 10 3amuTe HHGOPMALHH

Meronel  TecTMpOBaHMA M OTHAafKH, [pPHHIOMIOB  OpraHW3aHH
JOKYMEHTHPOBaHHs pa3pabOoTKd, Mpolecca CONPOBOXACHAS HPOrpaMMHOTO
obecneyeHns

Jlpyrue xapakTepucTHKH | -
3.5.4. TpynoBas pynxnns

MogemmpoBatue 3aAIMIEHHBIX v

POBEHB

HauMeHoBaHHE 4BTOMATH3HPOBAHHBIX CI:ICTGM C Iie10 Kon | E/04.8 (moxyposenn) 8

a3 UX YI3BUMOCTEH 1 30 )eKTUBHOCTH KBATAGHKALA

CpeZcTB 1 croco0oB 3amuTs! HHQOpMalHy
ITporcxoxaeHne TPy AOBOR 3aIMCTBOBaHO U3
byHKIHHE Opurmaan X OpHIHMHAJIA

Kox PeructpanioHHbIH!
OpHTHHANIA HOMep
npodecCHOHATLHOTO
CTaHAapTa

Tpynosere neficTBus PazpaGorka aHAITMTHYECKUX " KOMIBIOTEPHBIX Mozenei

ABTOMATH3NPOBAHHBIX CHCTEM )5S MOACHCTEM 6€30I1aCHOCTH
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ABTOMATH3UPOBAHHLIX CACTEM

Hccnenosanue aHATATHYECKHX " KOMIIBIOTEPHEBIX Mozenei
ABTOMAaTH3MPOBAHHBIX CHCTEM H MOACHCTEM Ge3omacHOCTH
ABTOMAaTH3MPOBAHHBIX CHCTEM

PaspaboTka Momem yrpo3 GesomacHocTH HMHGOpMAalMM H HapynmTenedf B
aBTOMATH3HPOBAHHEIX CHCTEMAaX

Hccnenosanue IPOTPaMMHBIX, ApXUTEKTYPHO-TEXHHIECKHUX H
CXEMOTEXHUIECKUX PEIICHHH KOMIOHEHTOB aBTOMATH3HPOBAHHBEIX CHCTEM C
OENBI0  BHIABJICHMSA  NOTEHIMANBHBIX  ys3BHMOCTelf  Ge30macHOCTH
H}OPMaNKH B aBTOMATA3HPOBAHHBIX CHCTEMAX

Ananma3 mHGOpMaMoHHO HHGPACTPYKTYpH B Ge3omacHOCTH uHGOPMALHK
aBTOMATH3HPOBAHHBIX CHCTEM

PaspaboTka npetoxeHME 10 COBEPHICHCTBOBAHHIO CHCTEMBI YIpPaBICHHS
AH(OpPMaIORHOM 6€30IIaCHOCTBIO aBTOMATH3HPOBAHHBIX CACTEM

HeobxonumMele yMEHHS

Brmomasare c6op, 06paGOTKY, aHalW3 M CHCTEMATH3AIMIO HAYYHO-
TEXHUIECKOH MH(popMarmu B 00/1aCTH 3anUTH HHGOpMAIHH

PaspaﬁammaTL M HCCICAOBATh MATEMATHYCCKHE MOJICIH KOHKPETHBIX
SBJICHUH A IPOUECCOB JIA PEHICHHUA PaCICTHBIX H HCCIICAOBATCILCKHUX 3aa41

IpuMeHATH MaTeMaTHYECKHE MOZENH IPH NPOSKTHPOBAHHM CHCTEM 3AIMUTHI
HHOPMAIHH aBTOMATH3HPOBAHHBIX CHCTEM

IpoexTrpoBaTh H peaTM30BLIBATh MOJHTHKY 6€30NaCHOCTH BEIUCIHTENBHEIX
cerel

AHangE3upoBarh OCHOBHBIE XapaKTePHCTHKH " BO3MOXHOCTH
TeJeKOMMYHHKAMOHHbBIX CHCTEM I10 Nepeade HHGOpMaIn

Heo6xoaumMeble 3HaHUs

MeTonEl M TEXHOJOTHHM NPOEKTHPOBAHHS, MONCIHPOBAHWA, HCCICAOBAHMUS
CHCTeM 3amuTH AHOOPMALH aBTOMATH3HPOBAHHBIX CHCTEM

OcHoBHEIE YTpo3bl 0e30macHOCTH WHQOpMampdM H MOAENH HApPYUIHTENs B
aBTOMATH3HPOBAHHBIX CHCTEMAax

OcHOBHBIE MCPEI 110 3alIUTeS IdH(l)OpMalIPIK B ABTOMaTH3HPOBAHHBIX CHCTEMax

HanponanbHeple, MEXrocyJapcTBCHHBIE H MEXAYHApoOAHBIC CTAaHAAPTH B
o0nacTy 3anuTH HHpOopMaad

PyxoBonsmue U MeTOARYIECKHE JOKYMEHTEL YIIOJIHOMOYCHHEIX (elepalbHbIX
OpraHOB HCIOJIHHTENBHOMN BIACTH IO 3amuTe HHpOpMamuy

OcHOBHBIE Kpunrorpad)mecme MCTOMEI, AJITOPUTMBI, IIPOTOKOJIBI,
HCTIOJIb3YEMBIC A 3alllUTHL PIH(l)OpMaIIPIK B aBTOMAaTH3HPOBAHHBIX CHCTEMaX

IIpyHIHOE NOCTPOCHHA CPCACTB 3alUTHl HHGOpPMANHM OT «yTEUkd» IO
TeXHHIECKHM KaHaJlaM

Ipusmunel DocTpoeHnd ¥ (GYHKIHOHUPOBAHHS CHCTEM M CeTed mepenadu
rHGOpManym

JpyTHe XapaKkTepuCTHKA
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IV. CBeaeHns 06 0praHH3anHAX — pa3paboTaukax NpodecCHOHATILHOIO CTAHAAPTA

4.1. OTBeTCTBeHHAN OPraHA3ANMA-PA3PAGOTIHK

3A0 «Acconuanus creuanicToB HHGOpMaHOHHBIX CHCTeMY, ropox CarkT-IletepOypr

I'eHepabHbLA AEPEKTOp CononsuuukoB Anekcaunp Bnaapmuposma

4.2. HanMeHOBaHNA opranu3anmii-paspadoTaHKoB

1 | MexperuonanbHas OOINCCTBEHHAS OpraHM3aldd «AcCCOLHMAIHA 3amUTH HHGOPMAIMHY», TOpOX
Mocksa

2 | ®I'KOV BO «Axazemus @eneparproii ciyx0bl Oe3sonmacHocTd Poccuiickoii @enepanumy, ropon
Mocksa

®I'VIT «kHayuHo-TexHH4IecKHH HEETp «ATiacy, ropox Mockea

4 | MenepansHoe yueOHO-MeTOAHMYECKOEC OOBCIMHEHHE IO YKPYNHEHHO# IpyNIle cnenuaibHOCTeH H
Hanpasiesuil noarororku «Madopmarmonsas 6e301acHOCTE

w

! O6mepoccutickuit KitacCHPHKaTop 3aHATHA.

2 O6mepoccuiickuit KIaccHHKATOP BUIOB SKOHOMHYECKOH JeSTETLHOCTH.

3 E AuHBIH KBaNTHQUKATMOHHLIH CIPABOIHAK NOIDKHOCTEH PYKOBOHTENEH, CIEIMANACTOB H APYTHX CITyKAIIHX.

* O6mepoccuiickuit KIaccupuKkaTop mpodeccuit pabouHX, HOIDKHOCTEH CIyXAIMAX U TAPHGHLIX Pa3psIoB.

3 O6mepoccuiickuit KIacCH(UKATOP CIENHATHHOCTEH 0 06pa30BaHHIO.

¢ 3axon Poccwiickolt Mexepammn ot 21 mona 1993 r. Ne 5485-1 «O rocyaapcTrenHoii Taine» (Co6paHye 3aKOHOAATENLCTBA
Poccmiickot ®enepaumn, 1996, Ne 15, ct. 1768; 1997, Ne 41, cr.ct. 4673, 8220, 8221, 8222, 8223, 8224, 8225, 8226, 8227,
8228, 8229, 8230, 8231, 8232, 8233, 8234, 8235; 2002, Ne 52, c1. 5288; 2003, Ne 6, cT. 549, Ne 27, c1. 2700, Ne 46, cT. 4449;
2004, Ne 27, ct. 2711, Ne 35, cr. 3607; 2007, Ne 49, cT. 6055, c1. 6079; 2009, Ne 29, cT. 3617; 2010, Ne 47, cr. 6033; 2011,
Ne 30, cT. 4590, c1. 4596, Ne 46, ct. 6407; 2013, Ne 51, ct. 6697; 2015, Ne 10, ct. 1393).

7 OB mepoccHitcKiii KIacCH(HUKATOp CIEMUATBHOCTE! BHICIIEH HayqHOH KBaTHbHKaLHH.
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