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1. TepMHHBI H COKpaLIEHHSI.

CVE (Common Vulnerabilities and Exposures) -
enuHas 0a3a JaHHBIX YSI3BUMOCTEIH.

DNS - (Domain Name System — cHCTeEMa JOMEHHBIX
UMEH) — KOMITBIOTEpHAs pacHpeneéHHas CHCTeMa s MOoJy-
yeHns MHGOpMALNKM O AOMeHax. Yalne BCEro HCHONB3YeTCs
1t momyyenust IP-agpeca mo mMeHn xocra (KOMIIBIOTEpa MIIH
YCTPOHCTBA), MOTy4YeHUs] HHPOPMALUK O MApPIIPYTH3ALHMHU ITO-
YThl, OOCIY)KMBAIOIIMX Yy3/1aX Ui HPOTOKOJOB B JIOMEHE
(SRV-3anice).

Ethernet — mnaubonee pacmpocTpaHeHHas B MHpe
JIOKaJIbHasl CeThb, MpeloxkeHHast Gupmoi Xerox (Tomosuorus -
muHa, Meron nocryna CSMA/CD, ckopocTh mnepenauu -
10 M6urt/c). Y nosnersopsier crannapty IEEE 802.3.

APM — aBTOMaTH3UPOBaHHOE pabouee MeCTo.

Bupyc (KOMObIOTEPHBIH, MMPOrPaAMMHBINA) — HCIIONHse-
MbIii [POrPaMMHBI KOJ WIJIM HHTEPIpETHPyeMbIi Habop
UHCTPYKLMH, 00Nafaroluii CBOHCTBAMH HECAHKIIMOHHPOBAH-
HOTO pacHpoCTpaHeHHs U camoBocnpousBeneHus. Co3maHHbIE
nyOnuKaThl KOMITBIOTEPHOTO BHpyCa HE BCErna COBMANaroT
C OPHUIHMHAJIOM, HO COXPAHSIOT CIIOCOOHOCTH K HajJbHEHIIeMy
PacIpOCTPaHEHHIO H CAMOBOCIIPOH3BEAEHHIO.

BpenonocHass mporpamMma — mHporpaMma, HpegHa3Ha-
YeHHas ISl OCYINeCTBIICHHs HECAaHKIMOHHPOBAHHOIO JOCTyIa
U (WIM) BO3ACHCTBHS Ha NMEPCOHANBHbBIC JAHHBIE HIIH PECYPCHI
UH(OPMAIIMOHHON CUCTEMBI IEPCOHAJIBHBIX NAaHHBIX.

I'nobanbhbie cetn (Wide Area Network, WAN) — 3to
CeTH, NpeHa3HaYeHHbIE AJI1 OOBEAMHEHNS OTAENBHBIX KOMITBIO-
TEPOB U JIOKAIBHBIX CETEeH, PACIONOXKEHHbIX HA 3HAYUTEIIbHOM
yIa’seHuH (COTHHU U THICSTMU KIJIOMETPOB) APYT OT ApyTa.

3UH - 3amumaemas uapopmarms ot YOO Ha APM.

UCIIlz — uHpOpPMALMOHHAsT CHCTEMa IMEePCOHAIBHBIX
JaHHBIX.

KomMmyTaTop, KOMMYTUPYIOIIMHA KOHLEHTPATOp, nepe-
kimouarespb (switching hub, switch) — konuenTparop, nepe-
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JIAIOIKI HAa APYTHe CEerMEHTHI TOJBbKO TE NMAaKeThl, KOTOPHIE
a/IPECOBAHBI HIM.

Konuentparop (hub) - ycrpoiictso, ciyxamee s
00BbeIMHEHNST HECKOJIBKUX CETMEHTOB €MHOM CEeTH U He Tpe-
obpasyroliee nepenaBaeMyro HHHOPMALIHIO.

JlokanbHast cerb (Local Area Network, LAN wu JIBC -
pycckoe Ha3BaHHE)- KOMIIBIOTEPbl WJIM JPYTHe YCTPOHCTBA,
COEIMHEHHbIE JIMHUSAMH CBSI3H Uil Nepenadyd WHGOpMaLuH
MEXIy HIMH Ha CPaBHUTEIBHO HEOOJbIINE PACCTOSHHUS.

Mappyruzarop (router) — yCTpOHCTBO (KOMIIBIOTED),
cly»Kalnee Uil ONpeaeieHus MaplpyTa, o KOTOpoMy Haubo-
Jiee Lesiecoo0pa3Ho MepechUIaTh MakeT.

MD (MexceTeBOil 5KpaH) - JIOKaJIbHOE (OXHOKOMIIO-
HEHTHOE) WM (YHKIHOHAIBHO-PACIPENETIeHHOE IPOrpaMM-
Hoe (IPOrpaMMHO-aNmnapaTHoe) CPeAcTBO (KOMIUIEKC), peau-
3yrolee KOHTPOJNb 3a HHpopMarmel, nocrynarwmeii B HHGOp-
MAaLHOHHYI0 CHCTEMY MEPCOHAJbHBIX NAHHBIX M (MJIH) BBIXO-
IsIei U3 MHPOPMAIIMOHHOW CHCTEMBL.

HCJI — HecaHKLIMOHMPOBAHHBII TOCTYII.

OC - onepalMoHHas cCUCTEMa.

Otka3z B OOCIY>XMBaHMH - 3TO YrpO3bl, OCHOBAaHHBIE
Ha HENOCTAaTKaxX CETEeBOr0 MPOrPaMMHOr0 OOeCHedeHHs, ero
VSI3BEMOCTSIX, TO3BOJIIOIINX HApYIIUTENIO CO3[aBaTh YCIO-
BUsI, KOTZIa ONEPalMOHHAs CHCTEMa OKa3bIBaeTCsl HE B COCTOS-
HIM 00padaThIBaTh MOCTYMAOIINE MAKEThL.

I1O — nporpammHOe obecredeHue.

ITporpammuOe (mporpaMMHO-MaTeMaTH4YECKOe)
BO3JICHCTBUE - HECAHKLIMOHHPOBAHHOE BO3ZEHCTBHE HA pecyp-
Cbl aBTOMAaTH3MPOBAHHOH WMH(POPMALMOHHON CHCTEMBI, OCY-
IIECTBJIIEMOE C HCIOJIb30BAHUEM BPEJOHOCHBIX POrPAMM.

IO — myHKT LEHTPAIN30BaHHONW OXPAHBI.

PJI MD — PykoBoasuuii fokymeHT. Pemenue npeacena-
Tenst 'ocrexkomuccun Poccun ot 25 urona 1997 r. Cpencrea
BBIYUCIIUTENBHOW TEXHUKU. MexXceTeBble SKpaHbl 3aliuTa
OT HECAaHKIIMOHUPOBAHHOTO AocTtyna. Ilokasarenyu 3aluImEHHO-
CTHU OT HECAHKLIMOHHPOBAHHOT'O TOCTYMA K HH)OPMALIMH.
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CBT — cpencTBo BEIMUCIUTENBHON TEXHUKH.

C3U - cpenctBo 3amuThl HHHOPMALIUH.

CUH - cnyxeOHast nHGOpMALIHS.

CIIU - cucrema nepenavu U3BELIECHUI.

YOO - ycTpoHCTBO OKOHEUHOE OOBEKTOBOE.

Xoct (or anr. host — «X035MH, MPUHUMAIOIIKI TOC-
Teit») wmm y3en — 000 YCTPOWCTBO, MPENOCTABISIONIEe
cepBUCH (opMaTa «KIHEHT-CEPBEP» B pEXUME CepBepa
NO KakuM-IOo uHTepdelicaM M YHHKAIBHO ONpeneléHHOe
Ha 5THX HHTepdeiicax. B Gonee yacTHOM ciydae 1mox XOCTOM
MOTI'YT NMOHUMATB JIFO0OIT KOMIBIOTEp, CepBep, MOIKITIOYEHHBII
K JIOKaJIbHOH MM riobanpHoM cetu. MHOrAa npym ynmoMHuHaHUU
KOHKPETHOI'O YCTPOMCTBA B CETH, TAK)KE€ HMCIONB3YIOT TEPMUH
«y3em» (OYEeBUIAHO, MO AHAJOTMU C MPOTOTHIIOM KOMITBIOTEP-
HO#1 ceTH, Belb peayibHasi CeTh, HALIPHMeEP PHIOOJIOBHAS, COCTO-
UT W3 HUTEW, COEOUHEHHBIX MeEXAy Co0OH MHOKECTBOM
y3sioB). ITox «xoctom» Oe3 NONOJHHUTEIbHBIX KOMMEHTapHeB
nonpasymenaercs xoct nportokona TCP/IP, To ectb cereBoii
uHTepdeiic ycrpoiicTea, noxkmouéHHoro k IP-cetn. Kaxk
U BCSIKHH APYrod XOCT, 3TOT UMEET YHHKAJbHOE OINpeseNIeHue
B cpene cepsucoB TCP/IP (IP-agpec). C xocToM mpoToKosa
TCP/IP moxeT ObITh TakXke CBs3aHa HeOOsA3aTeNbHAs TEKCTO-
Bast XapaKTePUCTUKA — JOMEHHOE UM

Ilmo3 (gateway) — YCTPOUCTBO (KOMITBIOTED),
cryxaiee Uil 00beANHEHHS CeTell C COBEPLUICHHO Pa3IUYHBI-
MH HIPOTOKOJIaMH OOMeHa.



2. Beenenue

HacTosmue pexoMeHaauuy npefiHa3HaueHbl sl HHKe-
HepHO-TexHH4YeCKoro nepcoHana III{O, oTBeTCTBEHHOro
3a obecneuenue Oecnepeboitnoit padorsr CITU ITHO. Karero-
PUM JAHHBIX CIELMAJIMCTOB yKa3aHbl B npukaze MBJI Poccuu
ot 29.06.2012 Ne650. B TUNIOBOM IITAaTHOM pacnucaHuu ¢ene-
PaIbHOTO FOCYAAPCTBEHHOIO Ka3&HHOTO YUPEIKAESHUs — yIpaB-
JeHus1 (OTAeNa) BHEBEAOMCTBEHHOH OXPaHbl TEPPHUTOPHAIBLHO-
ro oprana MBJI Poccun Ha permoHaJbHOM YpOBHE Mpeay-
CMOTPEHa [OJDKHOCTb «HHXKEHEeP-pOrpaMMucT (mporpam-
MHCT)» B rpymme odecrieueHust u oOcayxuBaHusi. B THIOBOM
IITATHOM PACIUCAHUM yIpaBiieHUs1 (OTHeNa, OTAEIEHHs) BHE-
BEIOMCTBEHHOI1 OXpaHBI (110 paifoHy, ropoay, 1 HHOMY MyHH-
LUNATbHOMY OOPa30BaHHIO, B TOM YHCIIE MO HECKOJLKUM My-
HHULUNAIBHBEIM 00pa30BaHUSAM, 3aKPHITOMY aIMHUHHUCTPATHBHO-
TEPPUTOPHATILHOMY O00pa30BaHMIO, HA OCO0O BaXKHBIX M pe-
KUMHBIX 00BekTax, Ha komiuiekce «baiikoHyp») — Qumana
(enepanbHOro rocylapCTBEHHOTO Ka3éHHOTO YUPEKIEHHs —
ynpasieHus (OTHena) BHEBEAOMCTBEHHONW OXPAaHbl TEPPUTOPH-
anbHoro oprasa MBJI Poccun Ha permoHajJbHOM YpOBHE
IPEAyCMOTPEHA JOJDKHOCTb «HHXEHEp-TIporpaMMuct (mpo-
IPaMMHUCT)» B OTaeje (OTASNICHHH, TPYIIIE, HANPABJIEHHH) Ma-
TePHATBHO-TEXHUYECKOTO 1 XO35IHCTBEHHOr0 00eCIeYeHHSL.

TexHUYeCKHe CIEeHUAIUCThl, OTBETCTBEHHBIE 33 HKCILTY-
aTaLUIO JIOKAJIbHBIX BBIUHUCIUTENBHBIX ceTer Ha IO, obnana-
IOIINE COOTBETCTBYIOIIUMU IPO(ECCHOHATBHBIMA HaBBbIKAMH
Y 3HAKOMBIE C OCHOBaMHU U NPUHIMIIAMYU IIOCTPOEHUS U OpraHu-
3aLMM CeTeH NpPHU HAIWYUM YCTAHOBJIEHHOM M OTCTPOEHHOM
nokanpHOH cetn Ha IO, ofecrieunBaroT pelreHHe 3amadu
no 6e30macHOMy MCMOJb30BaHMIO ceTH MHTepHeT [uisi OpraHu-
3aruu cBsisu APM ¢ ycTpoiicTBaMi OKOHEYHBIMH.

KomnbroTepusie cetu, HTEpHET CTald HEOTHEMIIEMOH
YacCTbIO Hauiei TIOBCETHEBHOMN JKA3HU. Ham
OBICTPOPA3BUBAIOIIMIACS, HACHICHHBIA TEXHOJOTHAMH MHp
C KaXObIM [HEM BCe OONbIIE CTAHOBHUTCS 3aBUCHMBIM
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OT KOMIBIOTEPHBIX TexXHONOrud u cerell. OpHako JTa
3aBUCHMOCTb BO3HHMKJIAa He BHe3amHO. C KaXmbIM ToOIoM
(hMHAHCUPOBAHHE KOMIBIOTEPHBIX TEXHOJOTUH 3HAYHTENBHO
BO3PACTAJIO, i HEYyIUBUTEIBHO, YTO 3TU TEXHOJIOTUH IIPOHHKIIH
NPAKTUYECKH BO BCE Cepbl NEATETBHOCTH YENOBEKa, B TOM
YKCJIe BO BHEBEIOMCTBEHHYIO OXPaHYy.

B Hacrosiee BpeMs OrpPOMHOE KOJIMYECTBO CeTeid
obbenuHeHo nocpencrsoM HMurepner. IlosTomy odeBunmHO, 4TO
1utsi Ge30macHo paboTh! TaKOH OrPOMHOI CHCTEMBI HEOOXO/IMO
NPUHUMATh OIMpeNeieHHbIe Mepbl Oe30MmacHOCTH, MOCKOJBKY
MPAKTUYECKH C JIFOOOr0 KOMITBIOTEpa MOXKHO MONYYUTh JOCTYI
K Jr000# ceru ymoOoi opraHuzanmy. OMacHOCTb 3HAYUTENHHO
BO3pacTaeT MO TOW MpPUYHMHE, YTO AJA B3JIOMA KOMIIBIOTEpa
K HeMy BOBCe He TpeOyeTcst (pU3HIeCcKoro IOCTYyIIa.

Kaxnplii rox yiep6 OT KOMITbIOTEPHBIX MPECTYIIEHHI
COCTaBJISIET COTHU MIJUTHOHOB pmoiutapos. Ilorepu kpymHei-
IUX KOMITAaHWH, BbI3BAHHBIE KOMITBIOTEPHBIMH BTOPKEHHUSIMH,
NPONOJDKAIOT YBEJIMYMBATLCS, HECMOTPS HAa POCT 3aTpaT
Ha cpencra obecreueHus: Oe30MaCHOCTH.

HauOonpiumii  ymep®d HAHOCHT —MAaHUITYJIMPOBAHHE
JOCTYIIOM BO BHYTPEHHee HH(OPMAIMOHHOE IIPOCTPAHCTBO:
KpaXH [aHHBIX U HH(POPMALMH M3 KOPHOPATHBHBIX CeTeil
u 0a3 maHHBIX, MOAMEHa WH(OPMAINH, MOMIOTH XOKYMEHTOB
B JJIEKTPOHHOM BHZE, MNPOMBILUICHHbII mnuoHax. Hapsny
C BO3PACTAHHEM UICJIa BHENIHUX aTaK B ITOCJIEAHHE TOAbI OTMe-
YaeTcsl Pe3KUil POCT PaCcIIPOCTPAHEHHUs BUPYCOB uepe3 MHTepHer.

VYuutbBast 5TU (aKThl, MOXXHO C YBEPEHHOCTBIO CKa3aThb,
41O npobiema Oe30MacHOCTH ceTeil OCTAaeTC sl Hepa3pEeIeHHOH U Ha
CErofHAIIHNI IeHb, TIOCKOJIbKY Y MOMABISOMEro OONBIIMHCTBA
KOMITAaHWH HE pelleHbl BOMpPOChl obecredeHus Oe30MacHOCTH,
B pe3yJIbTaTe Yero OHU HecyT (pUHAHCOBBIE YOBITKH.

IMomumo kpaxu uHPOpPMALMK, OMACHOCTD MOTYT
MPECTaBISITh ATAKK TUIIA «OTKA3 B OOCITYKUBAHUI.

Hexoropeie IO, no moxkitodeHus: k cetu MHTEpHET
He CTaJKMBABIIMECS C BOMPOCAMH 3aLIUTbl HH(pOpPMALUH,
MOTYT OKa3aTbhCSl HENOATOTOBJICHHBIMH K HM3MEHUBINEHCS
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cUTyary. Bo MHOruXx cily4asix MOJIb30BaTeNId KOPIOPATUBHbBIX
cerell Jnaxke He IMOJO3PEBAldT O TOM, YTO HX JaHHBIE
HEO)KUIAHHO OKa3aJHCh JOCTYIHBI JIOOOMY IIOJIb30BATENIO

Hureprer.
Ha IIIO arakaM NOABEPrHYTO Kak OOBEKTOBOE
obopymosanne — VYOO, TIIIIKO, Tak u NyJbTOBOE

obopynoBanue — kommbloTepel APM, cepBepbl 0a3 IaHHBIX,
KoMMyTatophl Llensimu aTak MOryT OBbITh: 3aXBaT YIpaBJICHUS
APM-oM, konupoBaHHe  0a3bl  HAaHHBIX  KJIHEHTOB,
KOppPEeKTUPOBKa 0Oa3bl [MaHHBIX, OJOKHPOBAaHHE TPEBONKHBIX
CHTHAJIOB C OOBEKTOB OXpaHbl. BO3MOXHBI pa3nuyHbBIC
HEMPUSTHBIE TOCITENCTBUS, HANPUMeEpP, OTCYTCTBHE CHIHAJA O
NPOHUKHOBEHUH 3JIOYMBILUIEHHUKOB B KBAPTUPY, U T.A. U T.IL
3ammTa obecmedyuBaeTCsi MPUMEHEHHEM MOMOJHHUTENbHOrO
000PYIOBaHUSI — MEXKCETEBBIX IKPAHOB.

Bonpocer snextpobesonacHocti obopynosanus JIBC
IO u rpo303alUThl JHMHUHA OCBEIIEHbBI B METONUYECKUX
PEKOMEHAALUX P78.36.038-2013 «IIocTpoenue U
TEXHUUYECKOE 00CITyKMBaHUE JIOKAIbHO-BbIYMCIUTEILHOMH CETH
B IIpeeNax MyHKTa LHeHTPATU30BAHHOMN OXPaHbI».
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3. Yrpo3bl NpH HCHOJIb30BAHMH TJIOOAJLHONH ceTH
HHTepHeT B KaueCTBE CPeAbl Mepeaavt JAHHbIX

3.1. Uctounuku yrpos 8 JIBC IIITO

PaccMaTpuBalOTCA TOJNBKO Te Yrpo3bl 0e30MacHOCTH
JIBC IIIO, xoTopble BO3HUKAIOT IMOCJE MOIKIIOYEHUS XOTS
O6bl omHOro kaHasa HHTepHeT Ui mepenavd M3BELIEHH
or YOO na APM. 3t yrpo3sl o0yClIOBIECHBI MpeIHAMEPEH-
HBIMH WJIH HeNpeIHAMEPEHHbIMH JEHCTBUAMU (HUIMIECKHX
JHL, a TaKXKe KPHMHHAJbHBIX TPYMIMPOBOK, CO3MAOLINX
ycioBust (PEATOCHUIKK) I HapyueHus: (yHKIHOHUPOBAHUS
CHCTEM LEHTPAIN30BAaHHOTO HAOMIONEHHS W JUIA HapyLICHUs
6e3onacHoctu ciyxeOHoi uHpopmauuu (CHH), koTOpbIe MO-
I'yT MPUBECTH K yepOy Npu OXpaHe HMYILECTBA.

311 yrpo3bl 6E30MaCHOCTH CBSI3aHbI:

- ¢ nepexsaToM usBemieHuii or YOO Ha APM no xaHa-
siaM MIHTepHeT ¢ LieNbIo UX MOAMEHbI,

- C IeHCTBUSIMH, KOTOpble BEAYT K HEBO3MOXKHOCTH
noctaBku coobmenunii ot YOO Ha APM;

- C HecaHKIHOHHpoBaHHbIM aoctyrmom B JIBC ITO
¢ uenpto yaaneHHoro ynpasnenust APM IO,

- C HECAHKLIMOHUPOBAHHBIM, B TOM YHCIE CIy4aiHbIM, 10-
crynoM B JIBC IO ¢ uenbio u3MeHeHMs, KOMUPOBAHUS, HeTpa-
BOMepHOro pacnpoctpaHenuss CHH WM RECTPYKTHBHBIX BO3Zei-
creuii Ha snementbl JIBC IO u obpabarbipaemoii B Hux CHUH
C MCIONB30BAHHEM IIPOrPaMMHBIX H IPOrPaAMMHO-aIIIaPaTHbIX
CPEJICTB C LIENbIO €€ YHUYTOXEHHS UJTH OJIOKUPOBAHIISL.

OcnosubiMu 351eMerTamu JIBC IO (puc. 3.1) sBnsrotest:

- CUH, comeprkamasicsi B 0a3ax HaHHBIX,

- 3aumaemast uHpopmanus or YOO na APM (3Un),

- TeXHUYECKHE CPECTBA, OCYIIECTBIIAIOLIE 00paboTKy
CHH u 3UH (annaparypa JIBC I110);

- TpOrpaMMHBIE CpenCTBa (ONEpaLMOHHBIE CHCTEMBI,
APM, cucremsl yrpasieHus 0a3aMi DaHHBIX U T.I1.),

- CpenCTBa 3aIUThl HHPOPMALIIH.
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PucyHok Iunosas cxema J/IBC MUO npu paboT
C NCcnonb3oBaHWeM ceTeil obuiero gocTyna.

McTouHukamum yrpo3 ans JIBC MLUO moryT 6biTh:
- BHELUHWIA HapyLwmnTenb;
- HOCUTE/b BPEAOHOCHOW MPOrpaMMsl.
BHELUHUMW HapyLUMTENsMU MOTYT ObITb:
- KpUMUHANbHbIE CTPYKTYPSI;
- KOHKYpeHTbI (KOHKYpUpYIOLLMe OpraHn3auumn);
- He106POCOBECTHbIE NMapTHEPbI;
- BHeLWHMe Cy6beKTbl (hn3nyeckme nuua).
BHeLUHWIA HapyLUMTeNb UMEET CeAYHoLLME BO3MOXHOCTH:
- OCYLLECTBNATb HECaHKLIMOHMPOBAHHbIA JOCTYN K KaHa-
Nam CBS3U, BbIXOAALLMM 32 Mpesesibl Cy>Xe6HbIX MOMELLEHUIA;
OCYLUECTBNATb  HECAHKLMOHUPOBAHHbIA  AOCTYN
K MH(opMaLuy ¢ KCnonb3oBaHNEM CreLnanbHbIX Nporpamm-
HbIX BO3AENCTBMIA NOCPELCTBOM MPOrpamMMHbLIX BUPYCOB,
BPELOHOCHBIX MPOrpamm.
Ecnu BpefoHOCHas nporpaMma accouuupyeTcs C Ka-
KOM-NM60 MpWKNagHO NporpaMmoi, ¢ tainamm, UMerLmMmMn
12



ompeJeNieHHbIe PaclIMpeHHsl WIM UHble aTpulyTsl, ¢ cooluie-
HHUSAMH, IEPEABAEMBIMHU IO CETH, TO €€ HOCUTENSMHU SIBJISIOTCS
MIAKEThI IEPEAABAEMBIX 110 KOMIIBIOTEPHOI CETU COOOIEHUH.

3.2. Y3BHMOCTH POTOKOJIOB CETEBOr0 B3aMMOAEHCTBHSA

VYA3BUMOCTH NPOTOKOJIOB CETEBOTO B3aUMOAEHCTBUS
CBsI3aHbl C OCOOEHHOCTSMM HMX TNPOTPaMMHOI peatu3anuu
1 00yCNIOBJIEHbI OTPaHUYEHUSIMH Ha Pa3Mepbl MPUMEHSEMOro
Oydepa, HemocTaTKaMH  TNPOLEAYpPbl  ayTeHTU(HUKALMH,
OTCYTCTBHEM MPOBEPOK MPABMIIBHOCTH CiykeOHOI mHpopma-
uun u ap. Kpatkas xapakrepucruka 3THUX ysA3BHUMOCTEi
NPUMEHHUTENIBHO K MPOTOKOJIaM npuBeneHa B Tabdm. 3.1.

Tabauya 3.1. Yazeumocmu omoeibHslxX npomoKo/i06
cmexa npomokonoe TCP/IP, na 6aze komopozo pynkyuonu-

yiom 2100a1bHble cemu 00w ezo0 no1b308aHUA

Haumeno- | Yposennb crexka | HanmmenoBanue Conep:xanue
BaHHe NPOTOKOJIOB (XapaKkTepucTHKA) | HAPYIICHUS
NPOTOKOJIA YA3BHMOCTH OesonacHocTH

uHpopMaLUN
FTP IpuxnagHOH, 1. AytentH(uxa- Bo3MOXHOCTB
(File Trans- | mpeacraBuTeNb- | musA HA 0a3e OTKPBI- | MEpexBaTa JAHHBIX
fer HBIH, CCAHCOBBIH | TOTO TEKCTA (mMapo- | YYETHOM 3amMCH
Protocol)- JIU TIEPECBUTAKOTCA B | (MMEH 3apErUCTPH-
TIPOTOKOT HE3aIM(POBAHHOM | POBAHHBIX MOJB30-
nepeaavn BHUIC). BATEJICH, MapoJIci).
(paiinos mo 2. Jloctyn no TTonyuycHue yaa-
ceTd YMOITYAHHIO. JIEHHOTO JIOCTYyTa K

3. Hanmuume aByx XOCTaM.
OTKPBITHIX OPTOB.

Telnet- IpuxnagHOH, AyTeHTH(HKALA Bo3M0OxHOCTB
NMPOTOKON | MPEACTABHTENb- | HA 6a3e OTKPLITOrO | mepexsaTa JAHHBIX
YIPAaBICHUS | HbIM, CEAHCOBBIN | TEKCTA (MApoJH YUYETHOH 3amucH
YJAJICHHBIM TIEPECHLIAKOTCS B MOJIb30BATEIA.
TEPMHHA- He3amupposanHoM | ITonyyenue yaa-
oM BHIE) JICHHOTO JOCTYIA K

XOCTaM.
UDP- Tpancnopreeli | OtcyTcTBHE Mexa- | B03MOXHOCTS pea-
MPOTOKOJT HH3Ma npenotepa- | muzauuu UDP-
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nepeaan

LICHWST IEPETPY30K

ITOpMA.

JAHHBIX 0€3 6ydepa B pesymsTare 06-
YCTaHOBIIC- MCHA NAKETaMH
HHSA COSTH- TIPOMCXOUT CyIIe-
HECHUS CTBCHHOC CHIDKC-
HHE IIPOM3BOIH-
TETHLHOCTH CEpPBEpa.
ARP-mpo- | Cereoit AyTeHTH(OHKALHA Bo3mosxnOCTS 1IE-
TOKOJ Ipe- Ha 0a3e OTKPHITOTO | pexBara Tpaduka
obpasoBa- TekcTa (MHGOpMa- | mMOB30BaTeNA 3710-
Hus [P- LU IEPECBUIACTCA | YMBIIUICHHHKOM.
agpeca B He3amm(poBaH-
HOM BHJE)
RIP- mpoto-| Tpancnoptasit | OtcyTcTBHE ayTeH- | BO3MOXKHOCTH me-
KOJ MapII- TH(UKALKK yOpaB- | pexsaTa Tpapuxa
PYTHOI UH- JSFOLMX CO00IIIe- yepe3 XOCT 3710-
(hopmaruu HHH 00 H3MCHCHUH | YMBIIUICHHHUKA.
MapuIpyTa.
TCP- mpo- | Tpaucmopraeii | OrcyrcrBue mexa- | CyImecTBEHHOS
TOKOJ HH3Ma MPOBEPKH CHIDKECHHE CKOPO-
VIIPaBJICHHA KOPPEKTHOCTH 3a- ctu 0OMEHa H JaXke
nepegavuci TIOJTHCHHUS CIy’KeO- | HOJHBIH pa3phiB
HBIX 3ar0JIOBKOB MPOM3BOJIEHBIX
MaKeTa. COCIUHECHHUI 10
npotoxosy TCP.
DNS- mpo- | ITpuknaxHoi, O1cyTcTBHE Danscupuxanysa
TOKOJI yCTa- | IPEACTAaBUTENIb- | CPEACTB INpPOBEpKH | oTBeTa DNS-
HOBJICHHA | HbIH, CCQHCOBBIH | ayTeHTH(HUKALHH cepsepa.
COOTBCT- NOJTyYECHHBIX JaH-
CTBHSI MHE- HBIX OT HCTOYHHKA.
MOHHYCCKHX
HMEH U Ce-
TEBBIX ape-
COB
IGMP- npo-| Ceresoii OrcyTcTBHE ayTeH- | 3aBHCAHHC CHCTEM
TOKOJI TIEpe- TH(HUKALUH CO00- Win 9x, Win 9x,
Jla4d C000- meHui 00 u3mMene- | Win 200x u ap.
LICHUH O HHH IAPAMETPOB
MapIupy TH- MapmipyTa.
3allHH
SMTP- IIpuxnagHoH, OrcyTtcTBHE MOA- Bo3sMmoskHOCTH
NPOTOKOJ | MPEACTABUTCIB- | JCPIKKH Ay TCHTH- OIS TBIBAHUS
obOecrmeye- | HBIH, CCAHCOBBIH | (PHKAIMH 3aT0JIOB- COOOIIECHHI DIICK-
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HUS CEPBHCA, KOB COOOIICHUH. TPOHHOM IOYTBL, a
JOCTaBKH TaKoKe agpeca oT-
COOOIICHHIA MPABHUTEI CO00-
IO JICK- LICHHUSL.

TPOHHOH

TOYTE.

SNMP- IIpuxnagHOH, OrcyTcTBHE MOA- Bo3MOXHOCTS TIC-
MPOTOKOJ | MPEACTABUTEIb- | ACPIKKH ayTCHIV(H- PETIOTHEHUA NPO-
YIPABIICHUS | HbIM, CCAHCOBBIM | KALMH3ar0JOBKOBCO- MyCKHOH CIoco0-
MapImpyTH- OOIIEHHA. HOCTH CETH.
3aTOpaMH B

CCTSIX.

JIist cCUCTEMaTH3aI[iK OMKUCAHUS MHOXKECTBA YS3BHMO-
creil ucnons3yercss enauHas 0asa naHHbIX ys3Bumocteii CVE
(Common Vulnerabilities and Exposures), B pa3paboTke KoTO-
poif MpUHUMANK YyYacTHE CHELUATMCThl MHOTHX H3BECTHBIX
KoMmmaHuii U opraHuzaumii, takux kak MITRE, ISS, Cisco,
BindView, Axent, NFR, L-3, CyberSafe, CERT, Carnegie
Mellon University, uacturytr SANS u T.1. OTta 6a3a maHHBIX
MOCTOSIHHO TIOTIOJTHSETCST M UCTIONB3YeTCsl TPH (HOPMHUPOBAHUHI
0a3 HaHHBIX MHOTOYHCJIEHHBIX MPOrPAMMHBIX CPEICTB aHAIU3a
3aIUINEHHOCTH U, MPEX/E BCEr0, CETEBBIX CKAHEPOB.
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3.3. OO0mas  XxapaKTepHCTHKAa  ysI3BHMOCTeil
NPHKJIAAHOTO MPOrPAMMHOI0 ofecnevdeHns

Vs3BUMOCTH NPHKJIAJHOTO MPOrPaMMHOro obecrede-
HHSI MOTYT HPEJCTaBIATh COOOIL:

- GYHKOMH W TIPOLEAYpHI, OTHOCSINHMECS K Pa3HbIM
HPHKJIaAHBIM IIPOrPaMMaM U HECOBMECTHUMBIE MeXx Ty co00i (He
(YHKIMOHUPYIOIKE B OJJHOM OMEPAlMOHHO cpene) h3-3a KOH-
(IIIKTOB, CBA3AHHBIX C PaCIpeNieSIeHHEM PECYPCOB CHCTEMBI,

- (yHKLMH, NPOLEAYPbI, W3MEHEHHE ONpeAeIeHHbIM
o0pa3oM mapaMeTpoB KOTOPBIX IIO3BOJISIET HCIIOJIB30BATh
UX JUId NMPOHMKHOBEHUs B onepaiuoHHyio cpeay JIBC IILO
W BbI30BA IUTATHBIX (YHKLMI ONEPalMOHHON CHCTEMBI, BbI-
MOJHEHUs] HECAHKIIMOHUPOBAHHOTO AOCTyNa O6e3 oOHapy KeHHs
TaKUX U3MEHEHUI ONepalMoHHON CHCTEMOM;

- (parMeHTBl Koma MPOrpamMM («OBIPBD), IIOKW»),
ournO0OYHO BBEJEHHBIE Pa3pabOTYMKOM, MO3BOJSIIOIIHE O0XO-
IWUTb MPOLEAYPbl HACHTUDHUKALMY, ayTeHTH(DUKALIMH, TPOBEp-
KU LEJIOCTHOCTH M Ap., NPENyCMOTPEHHbIE B ONEPALIOHHOM
CHCTEME;

- OTCYTCTBHE HEOOXOAHMMBIX CPEACTB 3allUThI (ayTeH-
TUUKAINY, TPOBEPKH IEJTOCTHOCTH, NPOBEPKH (OopmMaroB
coobuieHnii, OJOKMPOBAaHHS HECAaHKLHOHMPOBAHHO MOIH(U-
LIPOBAHHBIX (PYHKIMH H T.IL.);

- omunOKK B mporpammax (B OOBsIBIEHUH IEPEMEHHBIX,
GbyHKLMHA 1 npoLeRyp, B KOAAX MPOrpaMm), KOTOpPBIE MPH Orpe-
JIeJIEHHBIX YCJIOBHSIX (HarnpuMep, NMPH BBITOJHEHUH JIOTHYECKUX
HEePexXON0B) MPUBOIAIT K cO0sIM, B TOM 4HCie K c00IM QyHKIHO-
HHUPOBAHUS CPEACTB U CHCTEM 3aIUThl WH(OPMALMH, K BO3-
MOXXHOCTH HECaHKI[HOHHPOBAHHOTO JOCTYTa K UHHOPMALIH.

Haunbie 00 yA3BUMOCTSIX pa3padaThiBAEMOrO U Pacipo-
CTPaHsIEMOr0 Ha KOMMEPUECKOH OCHOBE MPHKJIAJHOIO
mporpaMMHOro  obecrnedeHust cobuparoTcs, 0000ImarTCs
u aHanusupytotest B 6aze naHabIx CVE (Bemercs 3apyOexHOi
¢upmoit CERT Ha KOMMepUYECKOil OCHOBE).
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3.4. Obulasd xapakTepucTuka yrpos 6e3onacHocTu
NBC MMLUO, peanusyemblX C UCMO/Mb30BaHWEM MPOTOKOMOB
MeXCeTeBOro B3anMojeicTBuns

Ecnn APM peannsoBaH Ha 6a3e NOKanbHOM WM pac-
npeseneHHo  MHGPOPMALMOHHOR CUCTEMBI, MOAKIHUYEHHON
K CeTAM 06LLero nosib3oBaHWs 1 (UIK) CETAM MEXAYHapOAHOro
MH(OPMAaLMOHHOro 06MeHa, TO B Heli MOTyT 6biTb peann3oBa-
Hbl Yrpo3bl 6e30MacHOCTI MHAOPMALMM NYTEM UCMOMb30BaHNS
NPOTOKO/I0B MEXCETEBOrO B3auMOAeNCTBUA. [pn aToM MOXeT
obecneunsatbes HCA Kk CVIH nam peann3oBbiBaTbCA Yrposa
0TKasa B 06C/y)XKMBaHUS.

MO>XHO BbIgeNnTb CeMb Hanbonee 4acTo peannsyembix

B HaCTOsILLIEe BpeMS Yrpos.
1 AHanu3 ceTeBoro Tpamka (pUcyHok 3.2).

PucyHok 3.2.Cxema peanusauuu yrposbl «AH
CeTeBoro Tpauka»
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Ota yrposa peamsyercs: ¢ MOMOIIBIO CIIELHATBLHON MPo-
rpaMMmbl-aHam3aTopa makeros (sniffer), mepexsarpiBaroiueii Bce
MIAKeThl, TIepefaBaeMble IO CErMEHTY CETH, M BbIAEISIOIIEN
Cpeny HHUX Te, B KOTOPBIX IepenatoTcst Tenerpammol or YOO k
APM u or APM k YOO. B xone peanusauuu yrpo3bl HapyLiv-
Tenp u3ydaer Joruky paborsr CITH — To ecTh cTpeMuTCs moy-
YUTh ORHO3HAYHOE COOTBETCTBHE COOBITHIA, MPOUCXOMSIINX
B CIIH, 1 xomMaH, nepecbulaeMbIX MPU 3TOM XOCTaMH, B MOMEHT
MOsIBJICHHsT NaHHBIX coObiThit. Ilon xocramu B DaHHOM Cilydae
MIOHMMAETCsI KOMIBIOTep WM cepsep, a taxke YOO, nomkiio-
YEHHBIN K JIOKAJIbHOHN WM II00abHOI ceti. B manpHeiiem 310
MIO3BOJISIET 3JI0YMBIIITIEHHUKY Ha OCHOBE 3aJIaHUsI COOTBETCTBY-
IOIMX KOMAHJ, HAIpUMep, MEePEeXBaTUTh IMOTOK IepeaaBaeMbIX
JAHHBIX, KOTOPBIMH OOMeHMBatoTCst KommoHeHTel CIIH, st
MOIMEHBI HH(GOPMALIMH WA MOIU(PUKALINH.

2. CxaHUPOBaHUE CETH.

CyImHOCTB mpomuecca peaau3alyi yrpo3bl 3aKI04aeTCst
B Ilepefade 3arpocoB ceTeBbM ciyxbam xoctoB JIBC IO
U aHajJM3€e OTBETOB OT HUX. Llesb — BBISBIIEHHE HUCIIONb3YEMBIX
MPOTOKOJIOB, AOCTYNHBIX MOPTOB CETEBBIX CIyKO, 3aKOHOB
(opMupoBaHus UAEHTH(HUKATOPOB COSAMHEHHUII, OnpeneneHne
AKTHBHBIX CETEBBIX CEPBUCOB.

3. Yrpo3a BbIABICHHS ApOJIsl.

Ienb peamuzaunu yrpo3bl coctout B nojiyueHnd HCJJ
IyTeM TPEONOJICHUS] MApOJbHON 3aIMUTHL. 3JIOYMBIIUIEHHUK
MOXKET PEaTH30BBIBATE YIPO3Y C MIOMOLIBIO LIEJIOr0 Psifa METo-
JIOB, TAKUX KaK MPOCTOl nepedop, mepedop ¢ UCIONIb30BaHUEM
CIeLMANbHBIX CJIOBapel, yCTAaHOBKa BPEAOHOCHOH MPOrpaMMbl
IUsL TIepexBaTa MapoJsi, MOAMEHAa NOBEPEHHOTO OOBEKTa CeTU
(IP-spoofing) u mepexsar nakeros (sniffing). B ocHoBHOM m1st
peau3aluy yrpo3bl HCIOAB3YIOTCS ClIELUAbHbIE TPOrPAMMBI,
KOTOpbI€ MBITAIOTCS TOJNYYUTb AOCTYI K XOCTY IyTeM MOcCIe-
ZoBaTeJbHOro moadopa mapoiyeit. B cnyuae ycnexa, 3710yMblIII-
JIHHHK MOXET CO3maTh it cedsi «mpoxom» ms Oymyuiero
IOCTyMa, KOTOpbIil OymeT neiicTBOBaTh, Ha)Ke €CIIM Ha XOCTe
W3MEHUTH MapOJb AOCTYIIA.
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4. MoameHa foBepeHHOro obbLekTa cetn (YOO) m nepe-
flaya No KaHasaMm CBS3M COOBLLEHNI OT ero MeHU (pPUCYHOK 3.3).

2. XocTX nocblinaet Ha YO ceputo TCP-3anpocoB Ha co3faHue coegUHEHUSA,

5YIN 1ssx

TCP-3anpoc Ha OTKPbITUE COEANHEHMUA OT UMeHN YO

SYN-6UT CUHXPOHM3ALUN HOMEpPa NOC/IEA0BATENBHOCTHU

ISSX-NPON3BOMbHbI HOMEP NOCNEA0BATENIBHOCTM XocT B
Y O BbIBEfleH M3 CTpoOA

YOO

OTBeT xocTa B Ha TCP-3anpoc
SYN, ACK, ISSb ACK (ISSx+1)

XocT B

SYN-6MT CUHXPOHM3aLNN HOMepPa NOCNeA0BaTENbHOCTH

ISSb-Npon3BONbHbLIA HOMEP MOCNeA0BaTeNbHOCTN X0cTa B

ACK(ISSx+1)-Homep noaTBepxaeHusa npuema TCP-nakeTa oT
YO, paBHbIA I1SSx+1

YOO
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ASK(ISSh+l)-HOMep noaTtsepxaeHus npuema. TCP-nakeTa oT xocTa B,
B KOTOPOM aTaKyoLLWii yKa3biBaeT NogobpaHHbIiA Homep 1S Sh + 1/

ACK, ISSx+1 APM

ACK, (ISSb+1)

ASK(ISSx+! )-Homep Xoer B

cnegytoulero TCP-nakeTa

OTcyTCTBYET CO06LLEHe 0 pa3pbiBe TCP-coegnHeHus oT
BbIBE/IEHHOr0 13 cTPost YO (NaKeT ¢ 3aro/iHeHHbIM
CNy>ebHbIM 3aronoskom RST)

YOO

PucyHok 3.3.Cxema peanusauun yrposbl «IoA
[l0BepeHHOro obbekTa ceTun (YOO)»

Takas yrposa 3)()eKTUBHO peann3yeTcs B CUCTEMaAX,
roe NPUMEHSIOTCS HECTOVKME anroputMmbl WAEHTUUKAL MK
M ayTeHTU(MKaLMKM XOCTOB, nonb3osateneit n T.4. Mog gose-
PEHHbIM 06bLeKTOM MoHMMaeTcd YOO - yCTPOMCTBO OKOHeu-
Hoe 06LEKTOBOE, NeranbHO MNOAK/IHUYEHHOE K CepBEpY.

MoryT ObITb BblAeNeHbl [BE Pa3HOBMAHOCTY MpoLiecca
peann3auuy yKasaHHOM yrpo3bl: C yCTaHOBMEHWEM U 6e3 ycTa-
HOB/IEHWSA BUPTYa/IbHOTO COEAMHEHWS.

Mpouecc peanusauuy ¢ yCTaHOBNEHNEM BUPTYaNibHOMO
COefIMHEHNA COCTOMUT B npuceoeHun npas YOO, 4To no3Bons-
€T HapyLUMTeNto BeCTH ceaHc paboTbl ¢ APM oT umeHn YOO.

Peannsaums yrposbl aHHOro tmna Tpebyet npeojone-
HWS CUCTEMbI MAEHTU(MKALMM 1 ayTeHTU(MKaLMM COOBLLEHNIA
(ranpumep, ataka rsh-cnyx6sl UNIX-xocTa).

Mpouecc peanusauum  yrposbl 6e3  ycTaHOB/EHUA
BUPTY&/IbHOTO COEMHEHNS MOXET UMETb MECTO B CeTAX, OCY-
LLECTBAAIOWMX WUAEHTU(PUKALNIO NepefaBaeMbiX COO06LLEHWI
TONbKO NO CeTeBOMY afpecy oTnpasuTens. CYLIHOCTb 3aK/to-
yaeTcs B nepegade cny>ebHbIX COO6LLEHNIA OT MMEHWN CETEBbIX
YyNpaBnaoLWmnx yCTPONCTB (Hanpumep, 0T UMEHU MapLUpyTu3a-
TOpOB) 06 M3MEHEHMUN MapLLPYTHO-afPEeCHbIX AaHHbIX.
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B pesynbTate peanusauuun yrposbl HapylUTeNb NoOMy-
YyaeT npasa A0CTyna, yCTaHOBMeHHble And Y00, K TexHuue-
ckomy cpeactsy SIBC MNMUO - uenu yrpos.

5. HaBf3bIBaHWE NIOXHOr0 MapLupyTa CeTu.

[JaHHas yrposa peanusyetcs O4HWUM U3 4BYX CMOCOO0B:
nyTemM BHYTPUCErMEHTHOTO WAN MEXCEerMeHTHOro Hasf3blBa-
HUA. BO3MOXHOCTb HaBA3bIBAHWSA JI0XKHOr0 MapLipyTta 06y-
C/NI0BfIEHAa HegocTaTKamu, MPUCYLLMMMK anropuTmMaM MapLupy-
Tu3auum (B 4acTHOCTW, M3-3a NPOBAEMbl UAEHTUDUKaL MK
CeTeBbIX YNPaBASIOLWNX YCTPONCTB), B pe3ynbTaTe Yero MOXHO
nonacTb, HanpuMep, Ha XOCT WKW B CeTb, F4e MOXHO BONTM
B OMnepauuOHHYIO cpefly TeXHW4YecKoro CpeAcTsa B COCTaBe
CIW. Peanusauma yrposbl OCHOBbIBAETCA Ha HeCaHKLMOHMPO-
BaHHOM WCMOMb30BaHWM NPOTOKON0B MapwpyTuzaumm (RIP,
OSPF, LSP) n ynpasnenus cetoto (ICMP, SNMP) ons BHece-
HUA N3MEHEHWI B MapLIpyTHO-aapecHble Tabauupl. Mpu sTom
HapywuTento HeobXxoAMMO nocnatb OT WMEHW CeTeBoro
ynpaBAstoLWero ycTpoicTea (Hanpumep, MapLLpyTu3aTopa)
ynpasnstowee coobuieHne (pucyHkn 3.4. n 3.5.).

1 Mepepaya HapylwuTenem Ha xocT 1n0xHoro coobleHns no npotokony ICMP Redirect ot
UMEHU MaplupyTisaTopa 1 06 n3MeHeHun Tabnuupl

NokanbHoe coobLueHre

ICMP Redirect

XocT HapywmTens
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2. MaKeTbl HAYO  HaMPaBASOTCA Ha HE CYLLIECTBYIOLIMIA MapLUPYTU3ATOP (XOCT 2), &
ClBfI0BATENbHO, CBA3b C YO Hapaliinerca

XocT Hapywntens

PucyHoK 3.4.Cxemapeanusauymn aT
«HaBs3blBaHMe TOXKHOIo MapLupyTa» (BHy TPUCErMeHTHOE)
C ucnosnb3osaHuem npoTokona ICMP ¢ uenbio HapyLeHWs CBA3U

1 da3za nepegayuum noxHoro coobueHns ICMP Redirect oT MMeHN mMaplipyTu3aTopa Ha XocT 1

NoxHoe coobueHne 1COOP MapuwpyTmnsaTop
R edirect B Hannyuw em
mapLpyTe K

Xoct 1 Xoct 2 XOCT Hapywmrena

2. ®asza npriemMa, aHa/In3a, BO3LENCTBMA 1 Nepegaqm nepexsadyeHHOM MHAOPMaLIMKN Ha JTOKHOM

PucyHok 3.5. Cxemapeanusaynm yrposbl «HasasbiBa-
HMe NOXKHOro MmapwpyTa» (Me>CerMmeHTHOe) C Le/ibio
nepexeaTa Tpaduka
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6. BHeapeHne 10XXKHOro 06beKTa CETW.

3Ta yrposa OCHOBaHa Ha WCMO/b30BaHUN HeLOCTaTKOB
afIrfOPUTMOB  YJa/IeHHOro noucka. B crnyvae ecnm 00BEKTHI
CeTU W3HAYa/IbHO He WMEKT ajpecHoW WHGopmauun apyr
0 [pyre, UCNONb3YHTCA pas/iNyHble MPOTOKO/bI YAaNeHHOro
noucka (Hanpuwmep, ARP, DNS, WINS B ceTax CO CTEKOM
npotokosios TCP/IP), 3akntoyatolimecs B nepegadve Mo Cetu
cneumanbHbIX 3arnpocoB M MOIYYEHUN Ha HUX OTBETOB C UCKO-
MOV MH(opmaumeid. Mpu 3TOM CyLlecTBYeT BO3MOXHOCTb Ne-
pexBaTa HapyLU1TesnieM NOMCKOBOrO 3anpoca U BblAayn Ha Hero
NOXKHOro OTBETa, UCMOJIb30BaHNE KOTOPOro MPUBELET K Tpeby-
eMOMY MW3MEHEHUWIO MapLUPYTHO-aApPeCHbIX fAaHHbIX. B aasb-
HelleM BeCb MOTOK MH(opMaLun, acCouMMpPOBaHHbIA C 00b-
eKTOM-)KepTBOW, OyfeT NMPOXOAUTL Yepe3 NOXHbIA 0OBEKT CeTy
(pycyHkm 3.6. - 3.9).

1 ®a3a oxugaHus ARP-3anpoca
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3. dasa npuema, aHau3a, BO3AENCTBIAV U NEPEAAUM NEPEXBAYEHHON MHGOPMALMK HA  MapLupyTu3aTop

PucyHok 3.6. Cxema peanusaynm yrposbl «BHeapeHme
no>xHoro AKP-cepsepa»

1. ®a3a oxkupgaHusa atakywwmum DNS -3anpoca ot mocTta 1 (aTakyrw Wi HaxoanTca NM60 Ha XxocTe
HapywuTensa 1. nnb6o Ha xocTe HapywwuTtens 2) YOO

2. ®a3a nepegaun aTakyowmm noXxHoro DNS-oTBeTa (aTakyLWWin HaxoanTca NM6G0 Ha XoCTe

YO
HapywunTtens 1, nM6o Ha XocTe HapywuTensa 2)

XocCT Hapyw utensa 1 XocT Hapywutens 2
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PucyHok 3.7. Cxema peanusaynm yrposbl «BHeagpeHme
no>xHoro DNS-cepsepa» nyTem nepexsaTa DNS-3anpoca

1 HapywwuTens nepefaet Hanpas/eHHbIA WTopm DNS-0TBETOB Ha XocT 1

2. X0ocT 1nocbinaet DNS-3anpoc v HeMef/IeHHO NonyyaeT NoXHbI DNS-0TBeT
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3 ®asanpuema, aHammsa, BO3LEICTBIA U NepeauM nepexsaueHHol MH(HOPMALA Ha IOXHOM cepBepe

PucyHok 3.8. Cxema peannsauynm yrposbl «BHegpPeHME NOXK -
Horo DNS-cepsepa» nyTem wTopma DNS-omeemoe
Ha KOMNbIOTEpP CeTu

1 HapywmTtenb co3faeT Hanpas/eHHbIN LUTOPM NOXHbIX DNS-0TBETOB OT MMEHU OIHOTO 13 KOPHEBbIX
DNS-cepBepos 1 Npu 3TOM NPOBOLMPYET 3TOT CepPBEP Ha OTBET, NOCbINas Ha Hero DNS-3anpoc
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2. DNS-cepsep nepepaet DN S-3anpoc Ha KopHeBoi D N S-cepeep U HeMeA/IeHHO NosyyaeT

PucyHok 3.9. Cxemapeanusaumnm yrposbl «BHegpeHune
Nno>XHoro DNS-cepeepa» nyTem wTopma DNS-omeemoe
Ha DNS-cepeep

7. OTKa3 B 06CNy>XnBaHUN.

AT yrpo3bl OCHOBaHbl Ha HefoCTaTKax CeTeBOro
NporpamMmHOro ob6ecreyeHns, ero YA3BUMOCTAX, MO3BO/SAO-
WMX HapyLIUTeNn co3faBaTb YC/OBMA, Korfa onepaunoHHas
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CHCTEMa OKa3bIBAETCS HE B COCTOSHHUM OOpadaThIBaTh HMOCTY-
TMAOIIHE MMaKeThL.

Moryt ObITb BbIIENEHbI HECKOJIbKO Pa3sHOBHAHOCTEN
TaKuX yrpos:

a) CKPBITBIH OTKa3 B OOCIy)KHBaHWH, BbI3BAHHBIN MPH-
BedeHUEM uacTu pecypcoB APM Ha o0paboTky mMmakeros,
HepelaBaeMbIX 3JI0YMBIIUIEHHHKOM CO CHIDKEHHEM IMPOIYCK-
HOH CIOCOOHOCTH KaHAJIOB CBSI3H, MPOM3BOAUTENBHOCTU CETE-
BBIX YCTDOWCTB, HapylleHHeM TpeOoBaHMil KO BpeMeHH obpa-
OOTKH 3aIpOCOB.

Ipumepamu peanusauuu yrpo3 nmogoOHOro poga MOryT
CITy’KUTh. HAIPABICHHbINA ITOPM 3X0-3aIPOCOB IO MPOTOKOJY
ICMP (Ping flooding), wropM 3ampoCOB Ha YCTaHOBJIEHHE
TCP-coenunennii (SYN-flooding);

0) sIBHBII OTKa3 B OOCIy)KMBaHWH, BBI3BAaHHBIM HCUEP-
nanueM pecypcos APM npu oOpaboTke makeToB, mepenaBae-
MBIX 3JIOYMBIIIIEHHUKOM (3aHSATHE BCEH MOJIOCHI MPOMYCKAHUS
KaHAJIOB CBsI3H, MEPETOIHeHNe ouepeneil 3anpocoB Ha 00ciy-
JKHBaHKE), TIPH KOTOPOM JIerajibHbIe 3arpOChl HE MOTYT ObITh
HiepeaHbl Yepe3 CeTh M3-3a HENOCTYMHOCTH CPelbl Mepenayu
60 MOJTY4aroT OTKa3 B OOCIy>KMBaHUM BBHIY TEPENOIHEHHs
odepenel 3alpoCcoB, AUCKOBOI'O POCTPAHCTBA MAMSTH M T.JI.

IIpuMepamu yrpo3 HaHHOTO THIIA MOLYT CIY)XHTh
mropM mupokosemarenbHelx ICMP-3x0-3ampocoB (Smurf),
HanpasienHbli mropM (SYN-flooding);

B) SIBHBIIl OTKa3 B OOCIy)KMBaHHH, BbI3BaHHBIA Hapy-
LIEHHEM JIOTHYECKOH CBA3HOCTH MEXIy TEeXHHYECKHUMH Cpef-
creamu CIIM npu mepemade HapyliuTeNneM YIPABISIOLINX
COOOIIEHN OT MIMEHH CETEBBIX YCTPONCTB, MPHBOIAILINX K U3-
MEHEHHIO MapIIPyTHO-a[pPeCcHbIX OaHHbIX (Hampumep, ICMP
Redirect Host, DNS-flooding) wmu wupeHTHOUKALNOHHOM
U ayTeHTH(HUKALIOHHON HHPOPMaLNLY;

I) SBHBIA OTKa3 B OOCIy)XHBaHHH, BHI3BAHHBIN Iepe/a-
4eil 37I0yMBILIIEHHUKOM TaKeTOB C HECTAaHAAPTHBIMU aTpHOY-
tamu (yrpos3sl thuna «Land», «TearDrop», «Bonk», «Nukey,
«UDP-bomb») wunm uMEOMMX UIMHY, M[PEBBILAIOMIYIO
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MAaKCHMAJIbHO JOMyCTUMBIH pasmep (yrposa tuna «Ping Deathy),
YTO MOXKET IPUBECTH K COOI0 CETEBBIX YCTPOICTB, Y4ACTBYIOIIMX
B 00paboTKe 3arpocoB, MPH YCIOBUM HATHYMS OIIMOOK B MPO-
rpamMMax, peaIi3yOIINX IPOTOKOIbI CETEBOr0 OOMeHa.

PesynpraTom peanuzanyy qaHHOH yrpo3bl MOXKET CTaTh
HapyluieHue nepenayuu coodmenuii or YOO k APM, nepenaua
TaKOro KOJIMYECTBA 3aIpocoB Ha noakiroueHne k APM, kaxoe
MaKCHMAaJIbHO MOXKET «BMECTUTb» Tpaduk (HaIpaBIECHHbI
«UITOPM 3aMpPOCOBY»), YTO Bie4YeT 3a CcoOOi MepernonHeHue
O4epenH 3alpoCcoB U OTKA3 OMHOI U3 CETEBBIX CIYXO WU MOJ-
HYI0 OCTaHOBKY KommbroTepa APM 13-3a HEBO3MOXXHOCTH 3a-
HUMATbCS HUYEM APYrHM, Kpome o0paboTKH 3ampocoB.

Bo3Mo)kHBIE TMOCTEACTBUSI OT peanu3alud  yrpo3
Pa3IUYHBIX KJIACCOB MPHUBENEHBI B TaO. 3.2.

Tabauya 3.2. Bozmoswchsle nociiedcmeust peanusayuu
Y2po3 pa3tuiHbIX K14CCO8

Ne | Tum araku Bo3Mo2KHBIE IOCIEACTBHSA

/o

1 Amnanus ceresoro tpadu- | Mccnenosanue XapaKTePHCTHK
Ka cereBoro Tpaduka, mepexsar Ic-

pe€aaBaCMbIX JAHHBIX, B TOM YHUCJIC
uACHTH(UKATOPOB W mapoici
TIONb30BaTENCH

2 CxaHUPOBAHHUE CETH OmpenencHue  IPOTOKONOB,  J0-
CTYIHBIX MOPTOB CETEBBIX CITYXKO,
3aKOHOB (hOPMHPOBAHUS HACHTH-
(UKATOPOB COCOUHCHHUM, AaKTHB-
HBIX CCTCBBIX CCPBHCOB, WICHTH-
(bHUKaTOPOB W MaponeH Moib30Ba-
TeacH

3 «ITaponpHas» aTaka Boimonaenue moboro  aecTpyk-
THBHOTO JACHCTBUSI, CBS3aHHOT'O C
MOJYYCHUEM HECAHKIIHOHUPOBAH-
HOTO JOCTYyTa

4 IToameHna JOBEPEHHOTO H3meneHne Tpaccsl HPOXOXKICHUS
00BeKTa CCTH COOOILICHUH, HECAHKLIMOHHPOBAH-
HOC  HM3MCHCHHC  MapUIPYTHO-
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aapecHbIX AaHHbIX. Hecankimonu-
pOBaHHBIN AOCTYN K CETEBBIM pe-

cypcaM, HaBsI3bIBAaHHE JIOXKHOH
uHpopMaLHU
Hasgsi3piBanue 10XHOTO HecaHKIMOHMpOBaHHOE — H3MEHE-

MapupyTa

HHE MapIIPYTHO-aPECHBIX JaH-
HBIX, aHAIN3 U MOAM(UKALKS Tc-
pelaBacMBIX JaHHBIX, HABS3bIBA-
HHE JIOKHBIX COOOIIECHUM

Bueapenue noxxHoro
o0BeKTa CeTH

Iepexsar u mpocmoTtp Tpadmuka.
HecaakmonnpoBaHHEIH TOCTYI K
CETEBBIM peEcypcaM, HaBSI3bIBAHUE
JI0XHOH MHPOPMALIHH.

YacTraHoe HC-
YEpIaHue pecyp-
COB

CHKEHHE TPOIYCKHOH CIoco0-
HOCTH KaHAJIOB CBSI3H, IPOU3BOAU-
TEIbHOCTH CETEBBIX YCTPOMCTB.
CHI)KCHHE  TMPOU3BOJUTCIIBHOCTH
CEPBEPHBIX NPUIIOKECHHIH.

Ilonnoe ucuepna-
HHE PECYpCcOB

Heo3moxHOCTE TIEpEmaun coo0-
IEHMI M3-32 OTCYTCTBHS JOCTyIa

E K Cpeie MepeAadd, OTKa3 B ycra-
K HOBicHUHM coequHeHuss. Otka3 B
§ MPEJOCTABICHUN cepBHca  (IICK-
g TPOHHOM TOuTHI, (aiIoBOrO MU
s T.1)
@ Hapymenwue mo- HesoamoxuOCTS TIEpemadn, coob-
§ THYECKOM CBSI3HO- | IIEHUH M3-3a OTCYTCTBUS KOPPEKT-
S CTH MEXKAY aTpU- | HBIX MapIIPyTHO-3JPECHBIX AaH-
Oyramu, naHHbl- | HbIX. HeBO3MOXKHOCTD MOydYeHHS
MH, 00BEKTAMH yCIyr BBHIY HECAHKLIHOHHUPOBAH-
HOH Moaubukaumu uAcHTHHKA-
TOPOB, MAPOJICH H T.II.
Hcnoms3oBanue Hapymenne paGorocnocobHOCTH
omuOOK B MPo- CETEBBIX YCTPOMCTB
rpamMmax
i ITyrem pacceinku | Hapymenne — xoHduacHIHANbHO-
és( 2 9| daiinos, conep- CTH, LEJIOCTHOCTH, JOCTYIHOCTH
> qE 5 JKaIUX JCCTPYK- | UHpOpManum

THUBHBIH HCITOJIHSI-
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€MBIi KO/, BU-
pycHOE 3apaxe-
HHE

ITyrem nepenon-
HeHus Oydepa
CEPBEPHOTO NpPH-
JIOXKCHUS

Iyrem ucnons3o- | CKphITOE yIpaBICHUE CHCTEMOM
BaHMSI BO3BMOYKHO-
CTEH YAAICHHOTO
YTIPaBICHUS CH-
CTEMOM, Ipeo-
CTaBISIEMBIX
CKPBITBIMH TIPO-
TPaMMHBIMH U
anmnapaTHEIMU
3aKiaaKamMu 1udo
HCTIONb3YEMBIMH
IITATHBIMH CPEA-
CTBaMH

IIpouecc peanuszanyu yrpo3bl B 00ILIEM Cllydae COCTOUT
U3 YeThIpex 3TaIloB:
- cbopa unpopmauuy,
- BTOp>KeHUs (IPOHUKHOBEHHUS B ONEPALOHHYIO CPeny);
- OCYIIECTBJIEHHS HECAHKLIOHUPOBAHHOTO IOCTYIIA,
- IMKBUJALINH CJIENOB HECAHKLIMOHUPOBAHHOIO IOCTYIIA.
Ha stane c6opa nHbOpMaLiyu HapyIIHTEIsT MOTYT HH-
TepecoBaTh pasanuHele cBenenus 00 JIBC IO, B Tom uucie:
a) O TONOJOTHU CeTH, B KOTOPOH (PyHKIMOHHpYeT
cucrema. Jlnsg ompeneneHust NOCTYMHOCTH XOCTa MOTYT
HCIIOJIb30BAThCS MPOCTEHIINE KOMaH/b! (HalpUMep, KOMaHAa
ping nns nocbuikd ICMP-3anpocoe  ECHO REQUEST
¢ oxxunanueM Ha HuX ICMP-orseroB ECHO REPLY). Cyme-
CTBYIOT YTHJIHTBI, OCYLIECTBIJIIIOIINE Napajuie]bHOE ONpee-
JIeHWe IOCTYITHOCTH XOCTOB (Takue kak fping), KkoTopeie
CMOCOOHBI MPOCKAaHUPOBATH OOJBLIVIO 00NaCTh aJPECHOrO
HPOCTPAHCTBA
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Ha MpeaMeT NOCTYMHOCTH XOCTOB 32 KOPOTKHH MPOMEXYTOK
BpeMeHH. TOMONOTHMsI CeTH YacTO ONpeneNseTcss HA OCHOBaHUU
«CYeT4yHKa y3JIOBY (MUCTaHIMU Mexay xocramu). Ilpu sTom
MOTYT MPUMEHSTBCS TaKHE€ METOABI, kak «Momyysiuuu TTL»
U 3aIMCH MapLIpyTa.

Meron «monymnsauun TTL» peanuzoBaH mporpammoit
traceroute (mis Windows NT — tracert.exe) u 3akirodaercs
B Moayssiuuu nonst TTL IP-nakeros. [l 3amucu mapipyTa
MOryT ucnojib3oBatecsa ICMP-makerTsl, co3naBaeMble KOMaH-
Ioit ping.

C6op wuHpOpMaHU MOXKET OBITh TaK)ke€ OCHOBaH
Ha 3aIpocax:

- k DNS-cepsepy 0 cmHcke 3aperHCTPHPOBAHHBIX
(11, BEpPOATHO, AKTUBHBIX) XOCTOB;

- K MapupyTu3aTopy Ha ocHose mporokona RIP 06
U3BECTHBIX MapUIPyTax (MHGOPMALHS O TOMOJIOTHH CETH);,

- K HEKOPPEKTHO CKOH(HIYPUPOBAHHbBIM yCTPOWCTBAM,
noAepKUBAOIUM npotokon SNMP (uHpopmMarms 0 TOMoJI0-
THH CETH).

Ecnu JIBC IO HaxoguTcst 3a MEXCETEBBIM SKPaHOM
(MD3), Bo3mokeH cOop uHpOpMauuu O KoHpurypauuu MDD
u o tononoruu JIBC ITO 3a M3, B TOM 4ucie nyTeM MochLI-
KM TIAaKeTOB HA BCE MOPTHI BCEX MPEAIONIAraeMbIX XOCTOB
BHYTpEeHHeH (3aIiuInaemMoii) cety;

6) o Tune oneparmonnoii cucremsr (OC) B JIBC ITO.
Camblit u3BecTHbIi ciocod onpenenenust tTuna OC xocTa oc-
HOBaH Ha TOM, 4ToO pasimuHble TUnbl OC mo-pasHoMy peasu-
3yior TpeboBanmsi craHmaproB RFC « crexky TCP/IP.
OTO TO3BOJIAET HAPYLIMTENIO YHAJEHHO HAECHTU(PULMPOBATH
tun OC, ycranonennoi Ha xocte JIBC IO nyTtem nochuiku
crieruanpHbIM 00pa3oM chOPMHPOBAHHBIX 3aIIPOCOB U aHAJIN3A
HOJTyYEHHBIX OTBETOB.

CyIIecTByIOT CIieIHaJbHBIE CPENICTBA, PEANIU3YIOLIHE JaH-
Hble MeTozbl, B yacTHocTH, Nmap u QueSO. MokHO OTMETHTH
Takxke Takoit meronm ompenenenms Tuma OC, kak mpocreiuimii
3a1poC Ha YCTAHOBJICHHE COSAMHEHMUS IO MPOTOKOIY YAaJEHHOIO
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moctymna telnet (telnet-coemuHeHus), B pesyJbTaTe KOTOPOTO MO
«BHELITHEMY BUIy» oTBeTa MoxkHO ompenemuts TMn OC xocra.
Hammume onpeneneHHBIX CEPBHCOB TAKKE MOXET —CIIY>KHTh
JONOJIHUTENBHBIM IpU3HaKoM 1t onpenenenus Tuna OC xocra;

B) 0 (YHKIMOHMPYIOINX Ha XocTax cepBucax. Onpene-
JIEHHe CEPBUCOB, UCMOHAEMBIX Ha XOCTE, OCHOBAHO HAa METOZE
BBIIBJICHHS! «OTKDBITBIX IIOPTOB», HANpPaBICHHOM Ha cOop
uH(pOpMaLMHU O JOCTYNHOCTH xocta. Hanpumep, st onpexnene-
Hus goctynHoctH UDP-nmopta HEOOXOAMMO MONYYUTH OTKIIUK
B OTBET Ha nocbulky UDP-nakera COOTBETCTBYIOLIEMY NIOPTY:

- ecnu B orBer mpunuio coobmenne ICMP PORT
UNREACHEBLE, TO COOTBETCTBYOLIHIA CEPBHIC HENOCTYIIEH,

- €CJIM JaHHOE COOOIIEHHE He TIOCTYIIJIO, TO MOPT KOTKPBITY.

Bo3MOXKHBI BecbMa pa3sHOOOpa3Hble BAPHALIMN HCIIOb-
30BaHUS 3TOrO METOAa B 3aBUCHMOCTH OT HCIIOJIb3YEMOIO
HpPOTOKOJA B cTeke npotokonoB TCP/IP.

st aBromaTusanuu cbopa nHGOpPMaLUK O JIOKAJIbHOMN
ceTH pa3paboTaHO MHOXECTBO MPOrPAMMHBIX ~ CPEICTB.
B kauecTBe mprMepa MOXKHO OTMETUTb CIEAYIOLINE U3 HUX:

1) Strobe, Portscanner — ONMTUMI3HMPOBAHHBIE CPENCTBA OIpe-
JeJIeHNsI IOCTYIHBIX CEPBUCOB Ha ocHOBe onpoca TCP-mopros;

2) Nmap — cpencTBO CKaHHPOBAHHSI JOCTYIHBIX CEPBHCOB,
npenHasHadenHoe st OC Linux, FreeBSD, Open BSD, Solaris,
Windows NT. fBnsiercsi cambiM MOMYJISIPHBIM B HACTOSILIEE
BpeMs1 CPECTBOM CKaHHPOBAHS CETEBBIX CEPBUCOB;

3) Queso — BBICOKOTOYHOE CPENCTBO OINpPEAENCHUS
OC xoctra ceTu Ha OCHOBE IOCBUIKM LEMHM KOPPEKTHBIX
u HekoppekTHbIXx TCP-nakeToB, aHann3a OTKJIMKA U CPABHEHUS
€ro C MHOXXECTBOM H3BECTHBIX OTKJIMKOB pa3nuyHbx OC.
JlaHHOE CpEenCTBO TAaKXKE SIBISIETCS MOMYJISIPHBIM Ha Cero-
JHSLIHUH JeHb CPENCTBOM CKaHHPOBAHMS,

4) Cheops — ckaHep TOIOJIOTHU CETH MO3BOJISIET MOIYYHUTD
TOMOJIOTHMIO CEeTH, BKJIIOUas KapTUHY [OMeHa, obnactu
IP-anpecos u 1.1. IIpu aTom ompenenserca OC xocTa, a Takxe
BO3MOJKHBIE CETEBbIE YCTPOCTBA (IPUHTEPBI, MAPLIPYTU3ATO-
pPBI U T.1.);
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5) Firewalk — ckaHep, UCTIONB3YIOLINUI METOBI IIPOTPaM-
MBI traceroute B HHTEpecax aHain3a OTKJIMKa Ha [P-makers! st
ompeneneHust KOHQUTYpaMyu MeXKCETEBOTO YKpaHa U IMoCTpoe-
HUSI TOTIOJIOTHH CETH.

Ha oTame BTOpKEHHsS HCCIEAYeTCS HAJIMYHUE THIIOBBIX
yS3BUMOCTEH B CUCTEMHbIX CEPBHCAX HJIM OLIMOOK B aAMHHU-
CTPUPOBAHUU CHCTEMBbI. YCIICIIHBIM PE3yJbTATOM HCIIOIb30-
BaHUS yA3BUMOCTEH OOBIMHO SBJIAETCS MOJyYEHHE IPOLIECCOM
HAPYLIUTENs] MPUBHJICTHPOBAHHOTO PEKHMA  BBIIOJHEHUS
(moctynma K TNPHUBHJIETMPOBAHHOMY PEXHMY  BBITOJHEHHs
KOMaHIHOTO TIpOIleccopa), BHECEHHE B CHCTEMY YYeTHOH
3aIiCH HEe3aKOHHOTO IOJIB30BATeNs, MonydeHne ¢aiina mapo-
Jneii wn HapyleHne paboTOCIOCOOHOCTH aTaKyeMOro XOCTa.

OTOT 3Tam pasBUTHSA YrpoO3bl, KaK MPABHIO, SBIIAETCS
muoro¢asuem. K ¢asam npouecca peanusanuy yrpo3sl MOryT
OTHOCHUTLCSI, HAIIPHIMeEP:

- YCTaHOBJIEHHE CBSI3U C XOCTOM, OTHOCHUTEJIBHO KOTO-
POro peanusyercs yrposa;

- BBISIBJICHHE YSI3BUMOCTH,

- BHEJPEHHE BPEIOHOCHOH MpPOrpaMMbl B HHTEpecax
pacLIMpEeHys pas U Ap.

VTIposel, peanisyeMble Ha 3Tare BTOPIKESHUSI, ITOAPA3AeNsi-
I0TCS 10 ypoBHsIM creka npotokosoB TCP/IP, mockonbky ¢opmu-
PYIOTCS Ha CETEBOM, TPAHCIOPTHOM MJIM TPUKIAJHOM YPOBHE
B 3aBHCHMOCTH OT HCIIOJIb3YEMOTO MEXaHI3Ma BTOP KEHHSL.

K tunoBeiM yrposam, peanusyeMbiM Ha CETEBOM
Y TPAHCHIOPTHOM YPOBHSIX, OTHOCSITCS TAKHE KaK:

a) yrposa, HampasjieHHas Ha oameHy Y OO;

0) yrposa, HampaBJIeHHasl Ha CO3laHHE B CETH JIOKHOTO
MapuipyTa,

B) YIpo3bl, HaIpaBleHHble Ha co3gaHue JioxHoro YOO
C HICTIONIB30BAHUEM HEJOCTATKOB aITOPUTMOB YIaJICHHOTO TOVICKA,

T) yrpo3bl THIA KOTKa3 B OOCIy>)KHBAaHUHY», OCHOBAHHBIE
Ha IP-medpparmenrauuy, Ha (OPMHUPOBAHUM HEKOPPEKTHBIX
ICMP-3ampocos  (Hanpumep, araka «Ping of Deathy
u «Smurfy), Ha popmupoBaHun HekoppekTHbIx TCP-3anpocos
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(araxa «Land»), Ha CO3MaHUU «IITOPMA» MAKETOB C 3aIPOCAMH
Ha coenunenue (ataku «SYN Flood») u np.

K TunoBeIM yrposaM, peamn3yeMbIM Ha IPHUKIaTHOM
YPOBHE, OTHOCSTCSL YIPO3bl, HAITPABJICHHBIE HA HECAHKIIMOHH-
POBAHHBII 3aITyCK IPHIOKEHHUI, YIPO3Bbl, Peai3alisi KOTOPbIX
CBsi3aHa C BHEAPEHHEM MMPOrPAMMHBIX 33KJIaJ0K (THUIIA «TPOSIH-
CKWH KOHbY), C BBIIBICHHEM Iapoyieil JOCTyma B CeTh WM
K OIIpenesIeHHOMY XOCTY U T.n.

Ecnu peanmusanust yrposbl He MpPUHECHTA HAPYIIUTEINIO
HAMBBICIIMX NpaB AOCTyNa B CHCTEME, BO3MOXHBI IOMBITKH
PACIIMPEHUs 3THX NMPaB 0 MAKCUMaJIbHO BO3MOYKHOT'O YPOBHSI.
Jii 5TOr0 MOTYT HCIIONBb30BaThCS YSI3BUMOCTH HE TOJBKO
CETEeBBIX CEPBMCOB, HO U YSI3BUMOCTH CHCTEMHOIO IIPOrpamM-
Horo obecneueHus xoctos JIBC ITIIO.

Ha sTane peanusanuu HECAHKLIMOHHPOBAHHOTO JOCTY-
Ma OCYIIECTBJIAETCSI COOCTBEHHO NOCTIDKEHHE LeTH pean3a-
LU YTPO3BL

- HapyleHHe KOHPUISHLUUATbHOCTH (KOIMMPOBAHHUE,
HEMpaBOMEPHOE PACIPOCTPaHEHHeE),

- HapyLIEHHE LIEIOCTHOCTH (YHUYTOXKEHHE, U3MEHEHHe),

- HapyILIeHHE JOCTYIHOCTH (OJIOKHPOBAHHE).

Ha »ToM ke »3Tame, mocie yKa3aHHBIX EUCTBUIA,
KaK MpaBmio, GOpMHUPYeTCs TaK Ha3bIBAEMBIH «UEPHBIH BXOA)»
B BHAE OJHOTO M3 CEPBHUCOB (IIEMOHOB), OOCIYyKHBAIOLIMX
HEKOTOPBII MOPT M BHIMOIHAIOLINX KOMAHIb! HAPYLIUTES.

«YepHblii BXOm» MO3BOJIAET HAPYIIUTENIO BHEAPHUTH
B JIBC ITIIO BpenoHOCHYIO mporpamMmy, HalpuMep, «aHaJInu3a-
Top mapodeit» (password sniffer) — mporpamMmy, BeIIEISIFOLIYIO
MOJB30BATENbCKUE HAEHTU()UKATOPHI U MApONH M3 CETEBOrO
Tpaduka mnpu paboOTe NPOTOKOJOB BBICOKOTO  YPOBHS
(ftp, telnet, rlogin u T.1.). O6bexTaMu BHEIPEHUS] BPELOHOC-
HBIX MPOrpaMM MOTYT OBITh NPOTrpamMMbl ayTEHTH(PUKALIMU
U UOEHTU(UKALUY, CETEeBble CEPBUCHL, SAPO ONEPALOHHOM
cucrembl, (aitosas cucrema, OUOIMOTEKH H T. 1.

Haxoner, Ha 3Tame JMKBUAALUHU CIENOB PEATH3ALUU
yrpo3bl OCYIIECTBIISIETCS] IOMbITKA YHHYTOXXEHUsS CIEIOB
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nericTBui Hapymwurens. IIpu 3TOM ynansroTcss COOTBETCTBYHO-
i€ 3aluCH M3 BCEX BO3MOXHBIX JKYPHAJIOB ayluTa,
B TOM 4HCJI€ 3armicH 0 pakre coopa nHHOpMAaLIHHL.

3.5. O0masi XxapakTepuCTHKAa Yrpo3 HporpaMMHO-
MATeMATHYeCKHX BO3ACHCTBHH

IIporpamMmmHO-MaTeMaTHUECKOE BO3EHCTBHE — 3TO BO3-
JIECTBIE C MOMOIIBI0 BPEIOHOCHBIX mporpamm. IIporpamMmoin
C TOTEHLMAJIBbHO OMACHBIMU MOCJIENCTBUSAMH WU BPEAOHOCHOM
NpOrpaMMOil  Has3bIBAIOT  HEKOTOPYI0  CaMOCTOSITENBHYIO
nporpammy (HabOp UHCTPYKLHMT), KOTOpast CIOCOOHA BBIMOJN-
HSTB JIFOOOE HEeMyCTOe MOMHOXECTBO CIEAYIOUINX (DYHKIIHIL:

- CKpbIBAaTb  NPHU3HAKM  CBOEr0  MNPUCYTCTBUs
B MIPOTrPaMMHOI1 cpeie KOMIIBIOTEPA,

- obmamatb CMOCOOHOCTBIO K CamMoAyOJMPOBAHHIO,
accoLMUPOBaHUID cedsi ¢ APYyrMMHM TNporpaMmamu u (wim)
MEePEHOCY CBOUX (PParMeHTOB B HMHBIE OOJACTH ONEPaTHBHOMN
WJIA BHEIIIHEH MaMSsITH,

- paspywmarb (MCKaXaTb MPOH3BOJBLHBIM 00pa3oM) Kof
[POrpamMM B ONEPATUBHON MaMsITH,

- BBIMOJHATH 0€3 UHULUUPOBAHUS CO CTOPOHBI MOJIb30-
Barens (TOJBb30BATENBCKOH MPOrPaMMbI B INTATHOM PEXHUME
€e BbIOJHEHUS) JECTPYKTHUBHbIE (YHKIHUH (KOIMHUPOBAHHE,
VHUYTOXKEHHE, OJIOKMPOBAaHKE U T.11.),

- COXpaHATh (hparMeHTs! HHPOPMALIIU U3 OIEePATHBHOMN
MaMSATH B HEKOTOPBIX OOJACTAX BHEHIHEH IaMATH IPSMOro
J0CTyma (JIOKAJIbHBIX W YIAJEHHBIX),

- HCKaXaTh IPOHM3BOJBHBIM 00pa3oM, OJIOKHPOBATh
U (WIM) MOOMEHSTh BBIBOAMMBIA BO BHEIIHIOK MaMSITh HJIH
B KaHaJl CBs3M MaccuB HH(pOpManuy, oOpa3oBaBIIHICA
B pe3yJsibTaTe paboThl MPUKIAAHBIX MPOrpPaMM, WIIH YK€ HaXo-
JSIIMecs: BO BHELIHEH MaMATH MaCCUBBI JaHHBIX.

BpenoHOoCHBIE TPOrpaMMbI MOTYT ObITb BHECEHBI (BHEA-
PeHbI) KaK MPEeNHAMEPEHHO, TaK M CIy4ailHO B MPOTrPaMMHOE
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obecrieuenne, ucmonedyemoe B APM, B mpouecce ero
pa3paboTKH, COTIPOBOXKAEHHS, MOTU(DHUKALIMH 1 HACTPOIKH.

Kpome 3TOrO, BpemoOHOCHBIE IPOrPaMMbI MOTYT OBITh
BHECEHBI B TIpomecce Okcruryatauun APM  mocpenctsom
ceTeBOro B3aumopneicTsus B pesyabrate HC/L.

CoBpemMeHHbIE BPEIOHOCHBIE IPOTPAMMBI OCHOBAHBI
Ha WCIIOJIb30BAHUH YA3BUMOCTEH Pa3sIMYHOrO POAa MPOrpaMM-
HOro obecredeHusi (CHCTEMHOTO, OOINEro, MPHKIAZHOTO)
U PasHOOOPa3HBIX CETEBBIX TEXHOJIOTH, 00NafaloOT IHUPOKUM
CIIEKTPOM JECTPYKTHBHBIX BO3MOXKHOCTEH (OT HECaHKLIMOHH-
POBaHHOrO HccienoBaHus mapamerpos APM 6e3 BMemarensb-
crea B (ynkuunonuposanue APM, nmo ynuuroxenuss CHe
u nporpammHoro obecnedeHns APM) u MoryT nefcTBOBaTh
BO BCEX BHJAaX NPOrpaMMHOro obecrneueHus (CHCTEMHOTrO,
MPHUKJIAJHOTO, B ApaiiBepax anmapaTHOro obecreueHus U T.1.).

Hanuune B APM BpenOHOCHBIX IPOrpaMM MOJKET CIIO-
coOCTBOBAaTh BO3HHKHOBEHHIO CKPBITHIX, B TOM YHCJIE HETpa-
IOULHOHHBIX KAHAJIOB JAOCTyIa K MHGOPMALUH, HO3BOJISIOLIHX
BCKPBIBAaTh, OOXOOUTh WM OJIOKHPOBATh 3aIMUTHBIC MEXaHM3-
MBI, NPEIyCMOTPEHHBIE B CHCTEME, B TOM YHCJIE NMapOJbHYIO
U KpUnTorpapu4eckyro 3aIury.

OCHOBHBIMH BHIaMH BPEIOHOCHBIX IIPOrPaMM SIBJITIOTCSL:

- MPOrpaMMHbIe 3aKJIA/KH,

- KJIACCHYECKHE TPOrPaMMHbIE (KOMITBIOTEPHbIE) BUPYCHI,

- BPENOHOCHBIE TPOTPaMMBL, PaCIPOCTPAHSIOIIUECS
O CeTH (CEeTEeBbIE YePBH);

- IpyTrHe BPEIOHOCHbIE NTPOrPaMMBI, NPEAHA3HAUCHHBIE
1t ocyiuectsienuss HCI,

K mporpaMMHBIM 3akJIagKaM OTHOCSATCS NPOTrPaMMBI,
(bparMeHTbl KOAa, MHCTPYKLUH, (pOpMHUpYIOIIHE HE AEKIapu-
pPOBaHHBIE  BO3MOXKHOCTH  IIPOTPAMMHOrO  O0ECIeYeHHs.
BpenoHoCHbIE MpOrpaMMbl MOTYT IEPEXOIUTh M3 OXHOTrO BUAA
B JPYTO, HAIIPUMep, MPOrPaMMHas 3aKJIaIka MOXKET CreHepH-
pOBaTh MPOTPAMMHBIA BHUPYC, KOTOPBIH, B CBOIO OYepenb,
THIONaB B YCJIOBHUS CETH, MOXET C(OPMUPOBATH CETEBOTO YepBsI
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WM APYTYK BPENOHOCHYIO NPOrpamMMy, NpeRHa3HaYEHHYIO
nuis ocymectsienust HCII.

Kpatkass xapakTepuCTHKa OCHOBHBIX BPEXOHOCHBIX
[pPOrpamMM CBOJUTCS K CleAyrolleMy. 3arpy3ouHble BUDPYCBHI
3anuchIBatOT cedst b0 B 3arpy3o0uHblil cektop aucka (boot-
CEeKTOp), MO0 B CEKTOp, COAEP KallUil CUCTEMHBII 3arpy3uuk
BuHyectepa (Master Boot Record), mubo MeHsOT ykasartenb
Ha aKTUBHBIA boot-cexTop. OHU BHEAPSIIOTCS B MaMATb KOM-
MBIOTEpA MpH 3arpy3ke ¢ HHOHLIHPOBAHHOTO Aucka. IIpu sTom
CHCTEMHBIl 3arpy34dK CYMTBIBAET COAEPXKUMOE MEepPBOro
CEeKTOpa JMCKa, C KOTOPOrO NMPOU3BOAHUTCS 3arpy3ka, moMerna-
€T CUMTaHHYI0 HH(POPMALMIO B IAMSATh U MepeaeT Ha Hee (T.e.
Ha BUpYyc) ynpasieHue. ITocne 3TOro HaUMHAIOT BBINOJIHATHCS
HHCTPYKLMU BUPYCa, KOTOPBIH, KaK IPaBHJIO, YMEHbIIAET 00b-
eM CBOOOIHON mamsTH, KOMUpyeT B OcBOOOAMBLIEECS MECTO
CBOIf KOX W CUHTBIBAET C AMCKA CBOE MPOJODKEHHE (€CIU OHO
€CThb), IIepexBaThIBACT HEOOXOAMMBIE BEKTOpAa NpepbIBaHUI
(obergr0 — INT 13H), cumThIBaeT B HMaMsTh OPHIHHAJIBHBII
boot-cexkTop U nepenaeTr Ha Hero ynpasJjieHue.

B nanpHelimem 3arpy304HbIi BUPYC BefeT ceds Tak e,
Kak (aiIoBbIi:

- TMepexBaThIBACT OOpAICHHs ONEPALOHHON CHCTEMbI
K JAUCKaM W MHQHUIUPYET HX, B 3aBUCHMOCTH OT HEKOTOPBIX
yCJIOBHI COBEpIIAET NECTPYKTHBHBIC AEHCTBY,

- BBI3BIBACT 3BYKOBBIE 3 exTs! nnu BuneodPhexTsL

@aiinoBele BUPYCHI MIPU CBOEM Pa3MHOXKEHHH TEM WITH
HHBIM CIIOCOOOM HCTIONB3YIOT (PaiIOBYIO CHCTEMY KaKOW-IHO0
onepauroHHOH cucteMsl. ITo crocoby 3apaxenus (HaiiioB Bu-
PYCBI enATCs Ha 3aMeiaronie («overwriting»), mapasurude-
ckue  («parasitic»), KOMITAaHBOH-BHPYCHI  («companiony),
«link»-BHUpyCBI, BUPYCBI-4EPBU M BHUPYCHI, 3apakarouye o0b-
extHbie moayiau (OBJ), Gubnuorexu kommuisitopoB (LIB)
Y UCXOJHBIE TEKCTHI POrPaMM.

Jis cyluecTBOBaHHs BUPYCOB B KOHKPETHOH CHCTeMe
(penaxTope) HEOOXOOMMO HAJIUYHE BCTPOEHHOTO B CHCTEMY
MAaKpOsI3bIKa ¢ BO3MOKHOCTSIMH:
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1) MPUBSI3KK MPOrpaMMbl Ha MakKpOsi3bIke K KOHKpPET-
HOMY (aiiny;

2) KOMMpPOBaHMS MAaKpOIPOrpaMM H3 OfHOro (aiina
B IIPYTOI;

3) monydeHMs  YNpPaBIEHHS  MaKpPOMPOrPaMMOif
0e3 BMemaTenbCTBa IOJb30BaTENsl (ABTOMATHUYECKHE WIIN
CTaQHJAPTHBIE MAKPOCHI).

JlaHHBIM YCIIOBHSIM YAOBJIETBODPSIOT MPUKIAJHBIE MPO-
rpammbl Microsoft Word, Excel u Microsoft Access. Ouu
conmepxar B cebe makpos3biku: Word Basic, Visual Basic for
Applications. ITpu s3Tom:

1) MakpomporpamMbl TpPHUBS3aHBl K KOHKPETHOMY
Gaiiny wn HaXOmATCS BHYTPH (aiina,

2) Makpos3bIK MO3BOJSIET KOMHPOBATH (ailmbl WIH
nepeMeLIaTh MaKpOIPOrpaMMBI B Cly)keOHbIe (haiiibl CUCTEMBI
U pefakTipyemsle haiie,

3) npu pabore ¢ Dhaitiom npu onpeneseHHbIX YCIOBHSX
(OTKpBITHE, 3aKPBITHE U T.[.) BBI3HIBAIOTCS MaKpOIPOrPaMMbl
(ecnu TakoBble €CTb), KOTOpBIE OIPENENICHBb CIELUATIbHBIM
00pa3oM WK UMEIOT CTaHIAPTHBIE HMEHa.

JanHasi OCOOEHHOCTb MaKpOSI3bIKOB IpefHa3HAuYeHa
JUIsL aBTOMATU4eCKOil 00paboTKH AaHHBIX B OOJBIINX OpraHH-
3alMsIX WM B IJI00ANbHBIX CETSX U II03BOJISIET OPraHH30BaTh
TaK Ha3bIBAEMbIHl «aBTOMATH3HPOBAHHBIA HOKYMEHTOOOOPOTY.
C npyroit CTOPOHBI, BO3MOJKHOCTH MaKPOSI3bIKOB TAKHX CHCTEM
MO3BOJSIIOT BHUPYCY IEPEHOCHTh CBOM KOX B Apyrue Gailibi
U TaKUM 00pa3oM 3apakaTh UX.

BOJIbIIHHCTBO MAaKpPOBHUPYCOB aKTHBHBI HE TOJIBKO
B MOMEHT OTKPBITHSA (3aKpbITHs) (haiina, HO U KO TeX mop, Moka
aKTHBeH caM penakTop. OHM comepkaT BCe CBOHM (DYHKLIUH
B Buze craHmapTHeIx MakpocoB Word/Excel/Office. Cyme-
CTBYIOT, OJHAKO, BHPYCbI, HCIIOJB3YIOLINE MPUEMBI CKPbITHS
CBOEr0 KOJa M XpaHsiLlue CBOW KOA B BHUIE HE MaKpPOCOB.
H3BecTHO Tpu NOMOOHBIX MpHEeMa, BCE OHHM HCIOJNB3YIOT
BO3MOJKHOCTb MAKPOCOB CO3/1aBaTh, PEIaKTHPOBaTh U MCIOJ-
HSTb OPYTHe MaKkpOChL.
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K cereBbIM OTHOCSTCsSI BUDPYCbI, KOTOpBIE AJI CBOEro
pacmpoCTpaHEeHHs  aKTUBHO  HCIHONB3YIOT  HPOTOKOJBI
¥ BO3MOKHOCTH JIOKQJIBHBIX U IJI00AJIbHBIX CETeH.

OCHOBHBIM IPHHIUIIOM PabOTHI CETEBOTrO BUPYCA SBIIsI-
€TCs  BO3MOXHOCTb  CaMOCTOSITEJIBHO  IlepenaTb  CBOM
KOJ] Ha YIaJIEHHBIH cepBep WM padouyro CTAHIIHIO.

«ITosTHOLIEHHBIE» CETEBBIE BUPYChI IPH 3TOM 00NafatoT
ele M BO3MOXKHOCTBIO 3aIlyCTHUTh HA BBIIIOJHEHHE CBOH KOX
Ha YHaleHHOM KOMIIBIOTEpE MM, IO KpailiHell Mepe,
«IIOATOJIKHYTHY ITOJIb30BATEIS K 3aITyCKY 3apa’KeHHOro (dafina.

BpenoHocHbIME mporpaMMamy, 00eCTeuHBAIOLIUMU
ocyuectsieHre HCJI, MoryT ObITb:

- IpOrpaMMbl TOAOOpPa U BCKPBITHS Napoel;

- IPOrPaMMBbl, PeaTH3yIOIUe YrPO3H,

- TpOrpaMMbl, IE€MOHCTPHPYIOLIHE HCIOJNb30BaHHUE
HEJeKJIAPUPOBAHHBIX BO3MOXKHOCTEH IMPOrPaMMHOIO M MPO-
rpammHo-amnmnaparHoro obecneuenus JIBC I1LO;

- IPOrPaMMBbI-TeHePAaTOPbl KOMITBIOTEPHBIX BHPYCOB;

- TpOrpaMMbl,  JAEMOHCTPHUPYIOLIHME  yA3BUMOCTH
CPeICTB 3alUThI HHpOpMALMH U IP.

Ha Texymuii MOMEHT OCHOBHBIMH M3 HHUX SBJISIIOTCS
TPOSIHBI ¥ MyJIbTU(ANHIOBbIE (MyJIBTUIIPOrPAMMHBIE) 3aKIIAIKH,
HalleJICHHbIE Ha TPEOJI0JIeHHe KOHKPETHON 3aIllUThl KOHKPET-
HOI1 cucteMbl. B cBOOORHOM [OCTyIIE MHOXXECTBO HHCTPYKLIUH
[0 W3MEHEHHIO MOHUCKOBOH CHUTHATYPbl M3BECTHBIX BPEIOHOC-
HBIX POrpamMM (HEBUIUMOCTb BUPYCOB AJISI aHTUBHPYCOB).

B cBsi3u ¢ yCIOXXKHEHHEM H BO3pAacTaHHEM pa3HooOpa-
3Hs IPOrPaMMHOTO OOECII€UeHHsI YHCIO BPENOHOCHBIX MPO-
rpamm OpicTpo  Bo3pacraer. CeromHst u3BeCTHO Ooiee
120 ThICAY CUTHATYp KOMIIBIOTEPHBIX BUPYCOB. BMecTe ¢ Tem,
JajleK0 He BCe M3 HHUX IPEICTAaBISIIOT peajbHYI0 Yrposy.
Bo MHOrux ciy4asx yCTpaHEHHE YSI3BIMOCTEH B CHCTEMHOM
WIM TPUKJIAAHOM TNPOrPaMMHOM OOECNeueHHH HPHBENO
K TOMy, 4YTO Psi/i BPEIOHOCHBIX MPOrpaMM y»ke He CrocoOeH
BHEIPHUTHCS B HUX. HacTO OCHOBHYIO ONACHOCTb NMPEACTABIIIOT
HOBBIE BPEIOHOCHBIE IIPOrPaMMBI.
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4. 3amuTa oT Yrpos

4.1. PexoMeHaauuu npoH3BOAHTENIEH TEXHHYECKHX
CpeacTB OXPAaHbI N0 3aIHUTE OT Yrpo3 u3 cetd UnTepHer

[pousBOmMTENN  TEXHHYECKUX  CPEICTB  OXPaHBbI,
3a uckimoueHneM CITN «AxTyba», peKOMEHAYIOT OOBIYHYIO
Iu1st HeOOJBIINX KOMIBIOTEPHBIX CETeH 3alUTy NPH MOMKIIIO-
yennu JIBC IO k cern MuTeprer. U3 ocobennbix Tpebosa-
HUI MOJKHO BBIIEJHUTB!

- UCITIOJIb30BaHHE MEKCETEBbIX SKPAHOB;

- IPUMEHEHHE TPAHCILIY ceTeBbixX aapecos (NAT);

- OpraHu3aLys Pe3epBHOrO KaHaja Uil MOAKJIFOUSHUS
K XOCTY B CJly4ae BbIXOAa U3 CTPOSI OCHOBHOI'O KaHaa,

- OpraHm3alys TPeTbero — aBapUIlHOrO KaHaja IuIst
nonkmoyvenus IIIIH k MHTepHeTy B ciydae BbIXOAa U3 CTPOs
OCHOBHOTO H PE3epPBHOIO KaHaJa.

4.1.1 Ocodennoctu IIINH CTTA «AxTy6a»

IMIIH CIIN «Axtyba» uMeeT OCOOEHHOCTH, 3aKIIFOya-
IOLIyIOCd B TOM, 4YTO cepBepbl U paboume cranumu IITH,
copepkamiie 6asbl maHHbIX 00 0ObekTax: ®MO abOHEHTOB,
ux agpeca, TeaeOHHbIE HOMEpPA, PEXKUMBI OXPaHbl OOBEKTOB,
HE UMEIOT BbIXOZla BO BHELITHHE CETU. BBIXO BO BHEIIHUE CETU
OCYLIECTBJIIETCSL 4epe3 MaplupyTtuzatop cereBoit MC-800,
BBIMOJNHAIOLMI POJib YCTPOWCTBA OKOHEYHOrO MNYJIBTOBOIO
(puc. 4.1). MC-800 moxximogaercst K cepBepam uepes pusude-
CKYIO JIMHHIO, 110 KOTOPOH MepenaroTcsi JaHHbIe B CrELHab-
HOoM (opmare. Bo usbexaHue yrpo3sl MPOHUKHOBEHHS PEKO-
MEHJyeTCs He MOKIIoUaTh cepBephl U paboune cranimu CITA
«Axtyba» k apyrum komnbroTepam 10,
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PucyHok 4.1.

Ha MC-800 ycraHoBneHa OC Linux. Ha Hém HeT
OTKPbITbIX MOPTOB AN O6LLEN3BECTHBIX NpUNoXeHuin: HTTP,
FTP, TelnetunT. n.

MopT, oTKpbiBaemblin gns UDP coegmHeHns ¢ YOO,
3afaéTca u3 gnanasoHa ot 5000 go 32000.

MC-800 pomkHbl MMeTb ctatudeckue IP agpeca. YOO
MOTYT WMMETb KaK CTaTU4eckue, Tak W AWHaMWYecKue afpeca.
Tak, npu pabote B ceTax VPN onepaTopbl COTOBOW CBSA3U B OC-
HOBHOM NpPefOCTaBNAT CTaTUYECKVe agpeca, npu padoTe yepes
VIHTepHeT - AuHaMuueckue agpeca ¢ npeobpasosaHvem NATP.

Tpagmk Mexgy YOO u MC-800 3awmdgposaH
B COOTBETCTBUM C TpeboBaHuamMM TOCT 28147. AnuHa Knoua
256 6ut. Kaxgoe YOO uMeeT yHWUKa/bHbIA naeHTUMKaTop
(3awuTa oT NOAMEHbI).

MockonbKy cepBepbl CMU «AxTy6a» He MOAKNHOYaKT-
CA K BHEWHMM ceTam, cobcTBeHHoe T1O Ang  3awuThl
OT CeTeBbIX Yrpo3 He pa3pabaTbiBanock. 15 3almTbl OT BUPY-
COB, KOTOPbIE MOTYT MOMacTb B KOMMbIOTEP Yepe3 BHELUHWE
HocuTenu (Yalle BCero (nsw HakomWTeNnu) PeKoMeHAyeTcs
ycTaHaB/MBaTb Ha KomnbtoTepbl MLUH cTaHAapTHble aHTUBU-
PYCHble cpefcTBa.
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4.2. 3amuTa OT yrpo3 mpU NMOMOLIH MeXKCeTeBbIX
3KPaHOB

4.2.1. IlonsiTHE MEKCETEBOI0 3KPAHA

B crparernu 3ammuThl OT HECAHKIMOHUPOBAHHOIO
JIocTyna K MHPOPMALOHHBIM PECypcaM KOMIIBIOTEPHON CEeTH
ocoboe BHHUMaHHE yaeysieTcsi obecredeHHr0 Oe30IacHOCTH
ee rpaHul. l[enocTHOCTh NepUMeTpa KOMITBIOTEPHOH CeTH
obecrieunBaeTCsl HMCHOJNB30BAaHMEM TEX WM WHBIX Oa30BBbIX
TEXHOJIOTHH MEXXCETEeBOr0 SKPAaHHPOBAHMS B TOYKE MOAKIIIO-
YEHHUsl 3aIMINAEMOIl CeTH K BHEINHEH HEKOHTPOJIMPYEMOM
ceTH. B kauecTBe BHELIHEW CETH Yalle BCEro BBICTYNAET IJIO-
6anbHas cetb Uureprer. CucreMy pasrpaHUYeHHs] KOMIIBIOTED-
HBIX CeTeil ¢ PasNMYHBIMM MOJNMTHKAMU O€30MaCHOCTH, peaju-
3YIOLIYI0 TIpaBWiIa WHGOPMAIMOHHOTO OOMEHAa MEXIy HHMHY,
Ha3bIBAIOT MEXKCeTeBbIM 3kpaHoM (M3J). B nepeBoaHoii nurepa-
Type Takxe BcTpedaroTcs Tepmunbl firewall nnu 6panomaysp.

MeskceTeBoil 5KpaH — 5TO JIOKaJIbHOE (OXHOKOMIIO-
HEHTHOe) WM (PYHKIHMOHAJIBHO-pacnpeneieHHoe (MHOTOKOM-
TIOHEHTHOE) TPOrpaMMHOE (IIPOrpaMMHO-ANIapaTHOE) Cpen-
CTBO (KOMIUIEKC), peajM3yrolnee KOHTPONb 3a MHpOpMaLueH,
MOCTymnaroIeld B aBTOMAaTU3UpoBaHHyI0 cucremy (AC) w/unm
ucxozsmei u3 uee (puc. 4.2.).
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Puc. 4.2.KOHTpONb NepumeTpa ceTu
(3awmwaemasn ceThb cnesa)

M3 noBblwaeT 6e30MacHOCTb OOGBLEKTOB BHYTPEHHEN
CeT 3a CYET WrHOPUPOBAHUS HECAHKLMOHMPOBAHHbLIX 3anpo-
COB M3 BHeLUHel cpefbl. JTO YMEHbLUAET YA3BMMOCTb BHYT-
PEHHUX O06BLEKTOB, TaK Kak CTOPOHHWIA HapyLUMTeNb AODKEH
NPeoAoneTb HEKOTOPbIWA 3alUTHbIA 6apbep, B KOTOPOM MeXa-
HM3MbI 06ecneyeHNs 6e30MacHOCTU CKOH(MIYpUpoBaHbl 0060
TwWwaTenbHo. Kpome Toro, akpaHupyowlas cuctema, B oTamumne
OT YHUBEPCaNnbHON, MOXET U Jo/MKHA 6biTb YCTpoeHa 6onee
npocTbiM W, CnefoBaTenbHO, 6onee 6e3omacHbIM  06pasomM,
Ha He AOMKHbI NPUCYTCTBOBAaTb TOMbLKO T€ KOMMOHEHTI,
KOTOpPble HEOOXOAMUMbI ANs BbINOMHEHUA (YHKUWUIA 3KpaHUpO-
BaHus. Kpome TOro, aKpaHMpoBaHue M03BOMSET KOHTPOAUPO-
BaTb WH(OPMaLMOHHbIE MOTOKW, WCXOAsLLME BO BHELUHIOW
cpefy, 4TO CNOCOGCTBYET NOAAEPXKAHMIO BO BHYTPEHHe 06na-
CTW pexuma KoHduaeHumansHocTu. Kpome (yHKLMIA pasrpa-
HWYeHMs goctyna, M3 MOXeT obecrneynBaTb BbINOSHEHWE A0-
NOSIHUTENbHBIX (DYHKUMIA 6e30nacHOCTU  (ayTeHTU(MKaALKIO,
KOHTPO/b LiEN0CTHOCTU, (hUNbTPaLMI0 COAEPXUMOro, 06Hapy-

YKEHWe aTak, perncTpaumto cobbITuit).
M3 He SBNISETCS CUMMETPUYHBIM YCTPOWCTBOM, [A/15
HEro onpegeneHbl MOHATUS «BHYTPU» U «CHapPYXu» (BXOAS-
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muit 1 ucxopsamuii Tpaduku). Ipu 3TOoM 3amaya sKpaHUpOBa-
HUA (OpMyJHpyeTcsl Kak 3aliuTa BHYTpeHHeill obmactu
OT HEKOHTPOJIMPYEMOii ¥ OTCHIHAIBHO BPaXKIeOHOI BHELIHENA.

4.2.2. KoMnoOHEHTBI MeKCETEeBOro YKpaHa

B obmem cnyuae anroput™m (yHKIMOHHpOBaHUS MDD
CBOZUTCS K BBINIOJIHEHHIO BYX IPymm (yHKUMH, OOHA M3 KO-
TOPBIX OIPaHHWYMBACT IEPEMEINeHHUEe MAaHHBIX ((HabTparms
UH(OPMALMOHHBIX MMOTOKOB), a BTOpasi, HA0OOPOT, eMy CIo-
cobCcTByeT (OCPEHUYECTBO B MEXKCETEBOM B3aHMOCHCTBHUM).
Cnenyer OTMETHTB, YTO BBINONHEHHE MO yKa3aHHBIX IPYIII
(byHKIUIT MOXET OCYLIECTBISITECS HA PAa3HBIX YPOBHSIX MOIEIH
OSI. IlpunsiTO CUUTATh, YTO YEM BbIIIe ypoBeHb Moaenu OSI,
Ha KOTOopoM MD obpabaTbiBaeT nakersl, TeM Bbile 0becHequ-
BaeMbIil UM YPOBEHb 3aIUTHIL.

Kak otmeueHo Bbiie, MO MoxkeT 00eCeYrBaTh 3alK-
Ty AC 32 cuer QuibTpauuy NpoOXOMSAIINX YEPE3 HErO CETEBBIX
MAaKETOB, TO €CTh MOCPENCTBOM aHAIN3a COAEPKUMOTO MaKeTa
MO COBOKYITHOCTH KPUTEPHEB HAa OCHOBE 33laHHBIX MpPaBHII
U TIPUHATHA PEIIEHHs O €ro JajibHeHIeM pacnpoCTpaHEHUH
B (m3) AC. Takum oOpasom, MD peanusyer pasrpaHHYE€HHE
noctyna cyobekToB u3 omuoii AC x obObekram npyroit AC.
Kaxnoe mpasuio 3ampernaer mwim paspeuraer nepenady uHdop-
MallM{ ONPENENeHHOro THIIA MEXKIY CyOBeKTaMH B OOBEKTaMH.
Kaxk cnencrue, cyOpexTsl onHoi AC MOy4arOT JOCTYI TONBKO
K paspelneHHbIM HH(pOpPMALMOHHBIM oObekTam apyroit AC.
Hnrepnperanuss Habopa mpaBu BBIIOJNHSETCS IOCIENOBa-
TEeIbHOCTBIO (DHIIBTPOB, KOTOPBIE Pa3speINaroT HMIIH 3aMpeIiaroT
nepenavy JaHHbBIX (MAKeTOB) Ha clenyroumil Guiastp. M3 wiu
OIMH M3 €ro KOMIOHEHTOB, (DYHKIIMOHMPYIOIIUH BHIIIEONH-
CaHHBIM 00Pa30M, Ha3bIBAIOT MAKETHBIM (GUIBTPOM.

INakerHpli GuABTP (QYHKUHOHHPYET HA CETEBOM
yposHe Mozaenn OSI (puc. 4.3). 3Haunmoii 11t QyHKLIUOHHPO-
BaHHs NAKETHOrO GUIbTPa HHGOPMALMEN SIBISETCS:

— IP-anpec oTmpaBuTens;
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- IP-agpec nonyuvarens;

- T1n npotokona (TCP, UDP, ICMP);

- nopt oTtnpasutens (gna TCP, UDP);

- nopt nonyyatens (ans TCP, UDP);

- Tnn coobueHns (gna ICMP);

- a uHorga u apyras uHgopmauus (Hanpumep, Bpemst
CYTOK, A€Hb Hegenm nT.4.).

MpuknagHoi
MpencTaBUTENbCKNI
CeaHcoBbIii

TpaHCNOopPTHbII

CeTeBoif K2
KaHanbHbIN Ai
dusnyecknis
Bxoaawmin Tpaduk Vicxoaswmin Tpadmk, yA0BNETBOPSIHOLLNIA
noMTUKe 6e30NacHoOCTuU
Puc. 4.3.MecTO nakeTHOro unbTpa B Mmogenn OSI

B aHrnossblYHOM MTepaType pacCMOTPEHHbIA KOMMO-
HeHT M3 vallle Bcero 0603Hayvat0T TepMUHOM «stateless packet
filter» nnu npocto «packet filter». [JaHHble cUCTEMbI MPOCTbI
B MCMONb30BaHUN, [eLleBbl, OKa3blBalOT MUHVMaIbHOE B/UA-
Hue Ha npomussoguTenbHocTb AC. OCHOBHLIM HEAOCTaTKOM
ABNSETCA WX YA3BMMOCTb NPY aTake, HasblBaeMOi 1P-cnytuHr
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— danbcudukanuu anpecoB OTIpaBuTeNs coodennii. Kpome
TOTO, OHH CJIOKHBI [IPH KOHGUTYPHPOBAHUM. JUISI UX YCTAHOB-
KU TpeOyeTCcsi 3HAaHWE CETEBBIX, TPAHCIOPTHBIX U MPHUKIIAHBIX
MPOTOKOJIOB.

Jpyroii BapuaHT anropur™Ma (yHKLIHOHHPOBAHMS
MD npenmnonaraer, 9ro 3amura AC obecnieynBaeTcs ¢ MOMO-
ILIBI0 SKPAHUPYIOLIEro areHTa, KOTOPbIl IPOBEPSIET JOMYCTH-
MOCTB MOJIYYEHHOTO 3ampoca cyObekTa K OOBeKTy, MpH IMoJIo-
JKUTEJIBHOM Pe3yJIbTaTe 3TOH IPOBEPKH yCTAHABIHMBAET CBOE
coelluHeHHe ¢ OObeKTOM, a 3aTeM O0eCreynBaeT MEePECHUIKY
uHbOpMaLUN MeXAy CYOBEKTOM M OOBEKTOM B3aMMOAEH-
CTBUS, OCYLUECTBJISII KOHTPOJIb H/MJIM PETHCTPALHIO. B TO e
BpeMs B Cily4ae «IPO3PAYHBIX» areHTOB CYOBEKTY KasKEeTCsl,
YTO OH HEMOCPEINCTBEHHO B3aHMOAEHCTBYET C OOBEKTOM.
Hcnonb3oBaHue 3KPaHUPYIOLIMX areHTOB MO3BOJSIET obecre-
YUTh JOMOJNHHUTENBHYI0 3AIIUTHYI0 (YHKUHIO — COKPBITHE
UCTHHHOTO CyObeKTa B3aMMOAEHCTBHSL

Briensitor ABa BHIA SKPAaHHUPYIOLIMX areHTOB B 3aBH-
CUMOCTH OT TOTO, Ha KakoM yposHe mozenu OSI oHu BbImon-
HAOT cBoM QyHKIMH (pHC. 4.4): 3KPaHUPYIOLIMI TPAHCIIOPT
U 3KPaHUPYIOLIUH LITI03.
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@ ®
e i
MpeacTasuTenbCKui
CeaHooBb I
TpaHcnopTHblit
(€527
Kagnbin

Ou3nyeckuit

BEILM dlhlH il KJH 11/11 hOpHK IFfWHnrepwaupw B/VaHUn tbIE V-CABAMUYE OUCPLL, YaBIANFOPAKILpiA
TIMMIHA GKUATMCHATTH HHIHIU finQIUCHIICIH

Puc. 4.4.MecTO 3KpaHupyloLero areHTa B Mmogenu
(a) — aKpaHupyoLWnii TpaHcnopT;
(6) — akpaHupyoWmin W3

OKpaHUPYIOLWNIA  TPAHCMOPT WAW  LWAKO3 CEeaHCoBOro
YpoBHS (B aHrN0A3bIYHOW NMTEpaType MCMO/b3YeTcs TePMUH
«circuit-level  gateway»)  KOHTponupyeT  AOnyCTUMOCTb
yCTaHaB/IMBAEMOr0 COEfMHEHMNSA, y4acTBYeT B (DOPMUPOBaHUN
KaHana nepefjayn [aHHbIX W He MO3BONAET MPOXOAWUTL Make-
TaM, He OTHOCALLUMMCS K pa3pelleHHbIM ceaHcam CBA3N. DYHK-
LIMOHMPOBaHWE AaHHOrO KOMMOHeHTa CBA3aHO fILLL C Ceccus-
My npoTokona TCP. Tak Kak LU/i03 CeaHCOBOro YPOBHA aHa-
NU3NPYET MHDOPMALMIO, COAEPXKaLLyrCs /Wb B 3arofloBKax
npoTtokona TCP 6e3 Kakoro-nm6o npegnonoxexHns o6 Mcnonb-
3yemMoM MpUKAagHoOM MPOTOKOSE, TO CYLLECTBYET YA3BUMOCTb,
3aKknyaouladacs B TOM, YTO B pamKax paspeLleHHOoro
YCTaHOB/IEHHOTO COEAMHEHUA MPUIOXKEHNE MOXET OCYLLEeCTB-
NnATb nepefavy NPOW3BO/MbHbLIX HEKOHTPOMPYEMbIX [AaHHbIX.
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Kax npaBmio, BBIIIEONUCAHHBI KOMIIOHEHT HCHONb3YEeTCA
JIMLIb B COYETAHUHU C JPYTHMH, a HE OTJEJbHO.

Bonee HamexHy 3amury obecneduBaeT SKpaHHPYIO-
LU [UTF03 MJTM LIUTEO3 MPHKJIQJAHOTO YPOBHS (B aHIUIOSI3BIYHOMN
JIUTepaType  HCIomb3yercst  TepMuH  «application-level
gateway» unu «application proxy»), Tak Kak OH POBEpSIET CO-
OepKUMOE  KKAOTrO  IPOXOMAIIEro  d4epe3  LIIH03
MakeTa Ha MPUKJIATHOM YPOBHe, I[ie Ul aHAM3a NOCTYIIHBI
cnykeOHblE TOJNSA  3arojioBKa MPHUKJIAJHOTO  MPOTOKOJA
1 nHpOpManus MoJb30BaTeNs. IIpHKIagHON MITI03 MPEenCTaB-
JsieT coboi MpOrpaMMy-IOCPEIHUK (B aHIJIOA3BIMHON JIMTEPa-
Type UCIIONB3YETCsI TEPMHH ProXy Server»), pa3paboTaHHYIO
IUIsi KOHKpeTHoro cepsuca cetu HHrepHer. CiiemoBaTesbHO,
NpPH BHEJPEHUM CEPBUCOB, OCHOBAHHBIX HA HOBBIX MPHUKIAM-
HBIX TPOTOKOJIAX, IMOSBIISIETCS HEOOXOOMMOCTb B pa3paboTke
HOBBIX [IPOrPaMM-TIOCPEJHUKOB.

JlanpHelilllee pa3sBUTHE PA3IMYHBIX TEXHOJOTHH Mexce-
TEBOTO 3KPaHUPOBAHUS U MX B3aUMOIPOHHKHOBEHHE IPHUBEJIO
K TIOSIBJICHHEO THOPUTHBIX KOMITIOHEHTOB M3, COYETAOIIHX B Ce-
0e MOCTOMHCTBA BCEX TPEX paHee PAaCCMOTPEHHBIX KOMIIOHEHTOB
U JIMIICHHBIX HEKOTOPBIX MX HEAOCTATKOB. Takue CHCTEMBI, Yalle
BCEro HasblBaeMble M3 3KCIEpPTHOrO YPOBHS (B aHJIOSI3BIYHOMN
JUTepaType UCHONB3YIOTCs TepMuHBI  «stateful —inspection
firewall» nnu «deep packet inspection firewall»), dynkunoHHpY-
10T Ha BcexX ypoBHsX moxenu OSI: OT cereBoro no mpUKIagHOro
BKJTFOUUTENBHO (puc. 4.5). OHu 00anar0T BBICOKMMH TTOKa3aTe-
JSIMH 110 TIPOU3BOAUTEIBHOCTH (DYHKLIMOHUPOBaHUs (TIAKETHBIM
¢unbTp) ¥ Mo odecrieunBaeMOMY YPOBHIO 0€30MMacHOCTH (IILTH03
TPUKJI4THOTO YPOBHS).
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MpuvKNaaHol
MpeAcTaBUTENbCKNIA
CeaHcoBblii

TpaHCMOPTHbII

BN K /

KaHanbHbll
\
dunsnyeckmii
Bxopgsawwmii Tpadmk Vicxogawmin Tpadvik, yaoBneTBOpSoLLMiA
nonMTMKe 6e3onacHoOCTn
Puc. 4.5.MecT0 M3 3KcnepTHoOroyposHs B mogenu OSI

MepBble peannsauun Takux KOMMNOHEHTOB, Ha3biBaeMble
NakeTHbIMX  (PUAbTPaMU C  AUHAMUYECKOW  unbTpaymeit
(dynamic packet filter), He (YHKUMOHMPOBANN HA YPOBHAX
BbILLIE CEAHCOBOr0. VIX OT/IMYMe OT MPOCTOro NakeTHOro unb-
Tpa COCTOAM0 B TOM, YTO MNOCNEAHWUN NPUHUMAET peLueHune
0 (wnbTpaumMm Tparka Ha OCHOBE aHanu3a WHpopMaluu,
cofiepicalLeiics ToNbKO B TeKyLleM nakeTe 6e3 Kakoii-nm6o no-
rMYeCcKOi CBA3W C MpefblAyliMMn 06paboTaHHbIMK NakeTamu,
B TO BpeMs Kak Mpu AMHaAMUYeCKOl (uUbTpaLWn yunTbiBaeTcs
KOHTEKCT YCTaHOBNEHHbIX UM YCTaHaBNNBAEMbIX COEANHEHNIA.

VIHCNEKLMOHHBIA Mogynb 6onee MO34HWX peann3auii
M3 3KCNepTHOro YPOBHS MMeEET LOCTYN KO BCEMY COAEPXMW-
MOMY NaKeTa VM MOXET aHanu3MpoBaTb CNyXebHble Nnons 3aro-
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JIOBKOB IPOTOKOJIOB BceX ypoBHeit moxenu OSI (B Tom umcie
NPUKJIATHOTO) U MOJIb30BATENIbCKIE NaHHble. B momonHeHue
K 3TOMYy HHCIEKLHOHHBI MOAYJb 3aHOCUT B JUHAMUYECKH
co3zaBaeMyro TaOJHIly COCTOSIHHs CBsi3eil BCIO HMH(OPMALHIO
O CEeTEeBbIX COSAMHEHHAX, HO, B OTJIMYHE OT LIIF03a CEaHCOBOTO
YPOBHS, CO3aeT 3allUCH BUPTYAIbHBIX COEAMHEHMIl Kak st
npotokona TCP, Tak u ans nporokosna UDP. MHcneKnOHHBIH
MOZyJib MO 3KCIEPTHOrO YPOBHS 3arpy’KaeTcst B siIPO orepa-
LHOHHOI CHCTeMBI M pAaCIOJaraercsi MeXAy KaHaJbHBIM
u cereBbIM ypoBHAMHu Mozemu OSL uro obecneunBaer obpa-
GOTKy BCEro BXOJLIEro U UCXOZSLIEro Tpaduka Ha BCeX ceTe-
BbIX HHTepdeiicax cucreMbl. OCOOEHHOCTh (PYHKIIHOHHPOBA-
HUsl M3 5KCIIEPTHOTO YPOBHS COCTOMT B TOM, YTO OH HE OKa-
3bIBA€T MMOCPEAHMYECKHUX YCIYT CETEBOrO B3aMMOIEWCTBHS Ha
CeaHCOBOM U IPHKJIagHOM ypoBHsx moxenu OSI. Bmecro sTo-
r0 OH WCHOJB3yeT creluprIeckue TEXHONOIHH Pacrno3HaBa-
HUS IONMYCTUMBIX COEIUHEHUH (B TOM YHCIE C AMHAMUYECKH
Ha3Ha4YaeMbIMI HOMEPaMH MOPTOB) M YJYYINEHHbIE aJrOPUT-
Mbl 00pabOTKM JAHHBIX YPOBHS MPUIIOKEHHS.

4.2.3. IIoJIMTHKA MEKCETEBOro SJKPAHHPOBAHHUS

IIpu HacTpoiike MOJMTUKH MEXKCETEBOrO 3KpaHUpPOBa-
HH pAacCMaTPUBAIOT [[BA AaCHEKTa CETeBOH Oe30macHOCTH:
MIOJNUTHKY AOCTYIAa K CETEBBIM PECYpCaM U IOJIMTUKY peajn3a-
uu cobctBeHHO MO, Tonutrka KOCTyIHa K CETEBbIM pecypcam
oTpaxkaeT obmue TpeboBaHM 1Mo HE30MaCHOCTH TOM MM WHOM
OpraHU3aLlH, U IpH ee pa3paboTke MOIKHBI ObITh chOpMyIIU-
pOBaHBI NPaBHUJIa JOCTYIIA MOJB30BATENEH K Pa3IUYHBIM Cep-
BHCaM, HCHOJNb3yeMbIM B OPraHM3alMH. YKa3aHHbIE MPaBHIa
OMHUCBHIBAIOT, KAKOH BHYTPEHHHH (BHEIIHWIH) NOJIb30BATENb
(rpymma monb3oBaresieii), KOrma, ¢ KakoOro BHYTPEHHETO
(BHeIIHero) y3ja CeTd U KaKHM CePBHCOM MOXKET BOCIOJIB30-
BaTECS C YTOUHEHHEM B Cllydae HEOOXOOMMOCTH CrocoOoB
ayTeHTH(HUKALMH [0JIb30BATENCH 1 aAPECOB LIEJIEBBIX CEPBEPOB.
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Ionutnka peanusauun MO  ompenenser, KakuM
00pa3oM NpHUMEHseTCs] MONUTHKA JOCTyNa K CETEBBIM pecyp-
caM, U B psifie CIy4aeB 3aBHUCUT OT HCIOJIB3yEMBIX CEPBHCOB
U BBIOpPaHHBIX CPENCTB MOCTpOeHHs dkpaHa. Kak npasuio, npu
BBIOOpE MNONUTHKH peanu3aiu MO OCTaHAaBIHMBAIOTCS Ha
OIIHOM M3 ABYX 0a30BBIX CTPATETHIA:

— pasperuarh BCe, YTO SIBHO HE 3aIpeLIeHO,

— 3ampelars BCe, 4TO SIBHO HE Pa3pelLIeHo.

XOTs MOXKET IOKa3aThCs, YTO 3TU J(BE CTPATETHH OYEeHb
HPOCTHI M MOYTH HE OTIIMYAIOTCA APYT OT APYra, Ha CaMoM Jie-
sie 310 He Tak. IIpu BbIOOpe mepBoii cTpateruun MD mo ymoi-
YAaHHUIO Pa3pellaeT BCe CEPBHUCHI, KOTOPbIE HE YKa3aHbI KaK 3a-
npeuieHHbie. B 3TOM ciyyae mns obecriedenus: 6e30macHOCTH
CeTH MpPUAETCS CO3[aBaTh IIPABMIA, KOTOPBIC YUHTHIBAIH
Obl BCE BO3MOXKHBIE 3ampeTbl. OJTO HE TOJBKO MpPUBEIET
K HEOOXOOMMOCTH OmHCaHWs OOJBLIOrO KOJWYECTBA IMPaBHIL,
HO U 3aCTaBUT I€PECMATPUBATh MX NPU HOSBIEHUM KaXXIOTO
HOBOTO INIPOTOKOJIA WJIM CEPBHCA, KOTOPbIE CYLIECTBYIOIIUMHU
MPaBUJIAMU HE OXBATBIBAIOTCSL.

Bropas crparerust crpoxe u OesomacHee. Hamuoro
mpole ynpasisaTe MO, 3anpeTuB Bech Tpaduk Mo yMOTIAHUIO
U 3a71aB TIIPABUJIA, Pa3pelIAlOLINe NPOXOXKACHHE Yepe3 MPaHuLly
CEeTH TOJIBKO HEOOXOMUMBIX IPOTOKOJIOB M CEPBHUCOB. 3ariper
BCEro Tpaduka Mo yMOIYaHHIO 00ECIeYnBaeTCs BBOAOM IIpa-
BIUIa «3alpelieHo Bce» B MOCIEnHeH cTpoke Tabiuipl (uib-
Tpaimu. OHAKO B pAAE CIy4aeB, B YACTHOCTH MPH HCIHONb30-
BaHUH MIPOCTOTO MAKETHOTO (PIIIBTPA, ONMHMCAHUE MPABUII JOIY-
CTHMBIX CEPBHCOB TaKXKE CONPSKEHO C TPYAOEMKHM IpoLec-
coM, TpeOYIOLIUM AOCKOHAJIBbHOIO 3HAHMs aJrOPHUTMOB (YHK-
LMOHHPOBAHHUS MPOTOKOJIOB B PAMKAX TOTO MJIM HHOTO CePBHCA.

4.2.4. IIpuMeHEHHE TEXHOJOTMH TPAHCJISALMH
ceTeBbIX a/1pecoB

Tpancnsanus cereBpix agpecoB (NAT) — Texuonorus,
KOTOpasi TO3BOJIIET MApLIPYTHU3ATOPY BBIMIONHATH (PYHKIIHIO
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MPOKCK-CepBepa Mo COKPbITUIO MHGOpMaLun 06 y3nax BHYTPEH-
Hei ceTn. B Lensx COKpbITMS MHGOpMaLuum 0 BHYTPEHHER CETW,
mapLupyTmsatop ¢ NAT (hyHKUMOHWPYET CnefytoLmnmM 06pa3om:

- Npu nepefave 3anpocoB K/IVEHTOB 3aLLMLLAEMOli CETU
BO BHELLIHIOO CeTb 3ameHseT ux IP-agpeca Ha IP-agpec csoero
BHELLHEro MHTepdeiica (MOXeT MCMO/b30BaTbCA W [AWanasoH
IP-agpecos);

- Mpu BO3BpaTe OTBETOB CEPBEPOB K/MEHTaM MPOW3BO-
[OUT 00paTHYO 3aMeHy: CBOW afpec B Nosie NosiyyaTenst MeHseT
Ha agpec KNveHTa, OTNPaBMBLLEr0 UCXOAHBIN 3anpoc (puc. 4.6).

Scli3
DOt Cepsep

Sc epsep
(5o

Puc. 4.6.TexHonorua NAT

MpenmyLLecTBO UCMOMb30BAHUA TPAHCNAALUU CETEBbIX
afpecoB COCTOWT B TOM, UTO MPU MOAK/HOYEHUN BHYTPEHHEN
cetn K cetn WHTepHeT TexHonorua NAT no3BonfeT cyuie-
CTBEHHO YBE/NIMYUTbL aJpecHoe NPOCTPAHCTBO 3a CYET WUCMOfb-
30BaHuA IP-aapecoB M3 fMana3oHa YacTHbIX CeTeld, He obpaba-
ThbIBaEMbIX MapLUpyTusaTopamu HTepHeT.

CyLlecTByeT HeCcKonbKO MeTofoB peanusauum NAT.
OfHU TpaHCNATOPbI aflpecoB OCYLLECTBIAT 3TO NOCPEACTBOM
CTaTMYeckoro  npucBamBaHusi  agpecoB  (static  address
assignment), npu 3TOM ajpec KAMeHTa BHYTPEHHE CceTun
CBA3bIBAETCA C (PMKCUMPOBAaHHbLIM  BHelwHWM IP-agpecom.
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Jlpyrue TpaHCASTOpSL, (YHKLUOHHPYIOLIHE 110 NPUHLIUIY JU-
HaMH4eCKOro mnpucsamBanust aznpecoB (dynamic address
assignment), BBIIEJSIOT KJIMEHTaM BHYTPEHHEN CeTH BHELIHUI
IP-axpec mo Mepe moctymieHus 3amnpocos. [Tocne ocBoboxme-
HUs KJMeHTOM BHemHero IP-ampeca oH Bo3Bpaiaercss Mapiu-
PyTH3aTOPOM B CIHMCOK CBOOOIHBIX aIpEecOB U MOXET OBITh
HPEOCTaBIIEH APYTOMY KIIHEHTY.

KoHueniys TpaHCISILMN CEeTEBBIX aApecoB, O KOTOPOH
1Uia pevb 0 CHX Mop, OOBIYHO Has3bIBaeTcs 0a30BOH TpaHCIs-
et anpecos (basic NAT). Ee peanusaius tpeOyeT Haau4us
HECKOJIbKMX BHeIIHHX IP-anpecos s obecniedeHuss OXHOBpe-
MEHHOW pabOThl HECKOJNbKHUX KJIMEHTOB BHYTPEHHEHl ceTu.
310 03HauaeT, 4TO YKCIO BHeWHUX [P-ampecoB mMapmpyTusa-
Topa ¢ NAT f0/DKHO OBITH PaBHO MaKCHMAJIbHO BO3MOXKHOMY
YHCJy aKTHBHBIX MCXONAINX CoeuHeHuit. UToObI pacupuThb
YHUCJIO BO3MOXHBIX HCXOASIIUX COENUHEHHH U TPH 5TOM
HE YBEJMYMBATh KOJMYECTBO OTBEACHHBIX MAapIUPyTH3ATOPY
BHEIIHUX ajpecoB B HOBOIl popme NAT, koTopasi Ha3bIBaeTCs
TpaHcsLueii mopToB ceteBbix aapecoB (NAPT), ucrmonssyercs
3aMeHa OfHOBpeMeHHO u IP-anpeca u HOMepa mopTa OTIpaBH-
tesi. Takum obpasom, oxuH IP-ampec MOXHO pacrpenesuThb
MEXJy MHOXECTBOM KJIHEHTOB BHYTPEHHEIl CeTH MPOCTO
3a cueT M3MEHEHHUs HOMepa ropra oTmpasurelns. MHorna mis
obosHaueHnss NAPT ymorpebmsrorcss  Tepmuubl  «PAT»
(Tpancisnus anpecos noptoB) u «Overloading NATY.
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5. Bo10op MapmpyTH3aTopa

B 3aBUCHMMOCTH OT KOJIMYECTBA MOIKIIOYEHHBIX
YCTPOUCTB OKOHe4YHbIX — MeHee 100, or 100 mo 1000, Gosnee
1000 - pekomeHayeTCsi BHIOMPATh MapLIPYTH3aTOPhI HU3ILETO,
CpeIHEro WM BBICLIErO LIEHOBOrO AMama3oHa. Mapumpyru3sa-
TOPBI BBICIIIETO LIEHOBOTO MANa30Ha TakXKe CleyeT BEIOMPaTh
mpu oxpaHe OObEKTOB, BHECEHHBIX B «IlepedeHb KpUTHYECKU
BOKHBIX 00BEKTOB P®» B COOTBETCTBHU C PACIOPSDKEHHUEM
IIpaButensctBa P® or 23 mapra 2006 roma Ne441-PC
(B penakuuu pacrnopsbkenus Ilpasurenscrsa PO ot 18.08.2010
r. Ne 1361-PC «O6 ytBepkneHun IlepedHsi KpuUTHUECKH
BOXHBIX O0bEKTOB P®d»), a Takke OOBEKTOB, BHECEHHBIX
B «IlepeueHb OOBEKTOB, MOIIEKALINX OOSI3aTENBHON OXpaHe
nonuue» B coorsercteuu ¢ Pacnopsikenuem Ilpasurenscraa
Poccuiickoit @enepanmu ot 10 nexabpst 2013 roma Ne2324-p.

Mapky obopynosanust mmst 3amutsl JIBC IO peko-
MEHZyeTcsl BRIOUpPATh U3 TOCYAapCTBEHHOTO peecTpa cepTudu-
[IUPOBaHHBIX CpencTB 3amuThl uHpopmampu N POCC
RU.0001.01BH00 B cBsI3U ¢ TE€M, YTO:

1. B coorBerctBuu ¢ ykaszom llpesupenta P® or
17 mapra 2008 r. Ne351 «O mepax no obecneuernro uHPOP-
MaLMOHHOHN Oe3omacHocTu Poccuiickoit Penepanuu mpu wuc-
MOJNB30BAHUN HH(OPMALHOHHO-TEIEKOMMYHHKALIHOHHBIX Ce-
Teil MeXAyHApOAHOro MHMOPMALIMOHHOTO OOMEHa» « ... MpH
HEe0OXOIUMOCTH MOAKITIOYEHHsT WH()OPMAIIMOHHBIX CHCTEM ...
TaKo€ MOAKIIOYEHUE IPOU3BOAUTCS TOJIBKO C HUCIOIb30BAHUEM
CHELHUAIbHO NPEJHA3HAYEHHBbIX AJIS1 5TOrO CPEACTB 3aLIMTHI
UHGOPMALIY ... TMOJNYYUBIINX [OATBEPKACHHE COOTBETCTBHUSI
B DenepanbHOl CiykO€ MO TEXHUYECKOMY U SKCIIOPTHOMY KOH-
Tpomo. BeimonHeHne naHHOTO TpeOoBaHHs SBJIACTCS 00s3aTeNb-
HBIM JIJIs1 ... BJIQJETIBLIEB ... CPENICTB BBIUMCIUTENBHON TEXHUKID).

2. B coorserctBuu ¢ npukazom MBJI Ne 734 ot 19 cen-
Ta0pss 2006 1. «O6 yTBepkmenun IIpaBuyl TPenOCTaBIEHHs
U HCIOJIb30BaHus pecypcos cetu «HHTepHeT» B cucteMe MBI
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Poccuny «BkirodeHHe TEXHHYECKUX CPENCTB, MHPOPMAIHOH-
HBIX CHCTEM, CeTell CBSI3M W ABTOHOMHBIX KOMIIBIOTEPOB,
HPOBOJUTCSA NPH O0sA3aTENbHOM HCIOJNBb30BAaHUH CEPTHOHILIH-
POBAaHHBIX CPEACTB 3aIUTHl HH(GOpPMAUUK, O0OECTIeUHBAOIIIX
€€ LIeNOCTHOCTD M JIOCTYITHOCTb, B TOM YHCIIe kKpunrorpadude-
CKHX, JUI1 TIOATBEP)KACHUS HOCTOBEPHOCTH HH(POpPMALUH
(aHTHBHpYCHOE IpOrpaMMHOE OOeCreueHHe, CHCTeMa 3aLUTh
OT HECaHKLHMOHHPOBAHHOI'O HOCTYIA, MEKCETeBble 3KPAaHBI
U IPYTUe CPENCTBA 3ALIHTHI)Y.

TocymapcTBeHHbI  peectp  CepTU(QHMUHPOBAHHBIX
cpeacts 3amuthl uHbopMmammun N POCC RU.0001.01BHM00
NOCTYIIEH AJii O3HaKOMJIEHMst/CKaunBaHusi Ha caiite @®CTOK
o ajpecy: http://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-tekhnicheskaya-
zashchita-informatsii/dokumenty-po-sertifikatsii/sistema-
sertifikatsii/S91-gosudarstvennyj-reestr-
rertifitsirovannykh-sredstv-zashchity-informatsii-n-ross-
ru-0001-01bi00

Mapku MapiIpyTH3aTOPOB H3 peecTpa €O CPOKOM
neiicteusa ceptudukara He MeHee 2016 roma nNpHBENEHBI
B npuioxenuu C.

Ha ceronnsi Ha pbIHKE AECSTKU PA3JIMYHbIX TIPOU3BOIH-
Tenel MapmpyTH3aTopoB. ITOCKONBKY THPaX 3THX MapLIPyTH-
3aTOPOB OrPOMEH, eCTh U OT3bIBbI B MIHTepHETE 00 Mx paboro-
cnocobHocTH. [ToaTOMY Hafo CTApaThCsi MAKCUMAIBHO YYUThI-
BAThb MPAKTHYECKHUI OMBIT PaOOTHI C AAHHBIMH YCTPOHCTBAMH.
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6. Tunosble cxembl 3awutsl JIBC MLO

6/1 TunoBas cxema AN KONUYECTBA OXPaHAEMbIX
o6bvekTOB A0 100

Mo6unsHeiit oneparop 1 NBC NUo

Puc. 6.1.TunoBas cxema BK/NOYEHUA 4Nd Mano
nyecTBa OXpaHaemMbiX 06beKTOB

Ana sawmutel JIBC MUO ¢ KonnyecTBoM OXpaHAemMblX
06beKTOB MeHee 100 peKOMEeHLYeTCH WCMo/fb30BaTh HeA0po-
roin wmapwpytmsatop Mikrotik RB/MRTG (puc.6.2). 3T0T
MapLUpyTU3aTOpP - OMTUM&a/bHOE peLleHWe [Ans MoCTPOoeHus
MENIKUX W CPeAHUX TUrabuTHbIX ceTell. MOLLHbIA CeTeBOW
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npoueccop Atheros AR7161 u natb noptoB Ethernet noseo-
AT ncnonb3osatb RB/MRTG B KayecTBe BbICOKOMPOMU3BO-
ANTENbHOro MapLupyTmusatopa, 6paHaMayspa, a Takxe aghek-
TMBHO YNpaB/ATb MOMOCOA NPONycKaHWs. YCTPOWACTBO MMeeT
rmbKyr (DyHKLMOHANIbHOCTb, KOTOPOW YA06HO NOMb30BaTbCS
C MOMOWbK  YAoGHOro  rpadumuyeckoro  uMHTepdelica.
VHTepdelic MMeeT MHOXECTBO MNPUATHLIX 0COBGEHHOCTEN:
NpYMeHeHe HacTpoek 6e3 mepesarpy3ku, BCTPOEHHbIE cpen-
CTBa AWArHOCTUKWU CeTW, peasTailM OTOGpaXeHMe TEeKyLLero
COCTOSIHUSA MapLupyTu3aTopa (CeTeBbIX WHTepMEcoB, npaswn
MapLupyTu3aumMm 1 T.n ). Ana CNoXHbIX 3agay MMeeTcs BCTPO-
eHHbIA CKPUMTOBbLIA MHTEPNPETATOP C PasBUTbLIMU CETEBbIMU
thyHKUMAMK. Bnarogaps MCMONb30BaHMIO CheuMasn3npoBaH-
Horo MO (onepaynoHHas cmucTeMa Linux) cuctemMa umeeTt HU3-
Kve annapaTtHble TpeboBaHMsA, YTO B COBOKYMHOCTM C MOLLHbI-
MU CeTeBbIMW MpoLieccopamy AaeT BbICOKOe ObICTPOAENCTBYeE,
Manyto NoTpe6asemMyto MOLLHOCTb.

Puc. 6.2.MapuwpyTusaTop Mikrotik RB/MRTG
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OcHoBHele xapaktepuctiku Mikrotik RB/MRTG:

Tun ycrpoiictBa
Texnonorus no-
cTyna
Konnuecrso LAN
MIOPTOB

Tun LAN nopros
Ilonnepxka PoE
Iloanepsxka Auto-
MDI/MDI-X
KonconpnbIit
mopTt
OnepaunoHHas
cucrema
OCHOBHbIE BO3-
MOKHOCTH

Mappytusanus

IIponeccop
Yacrora npouec-
copa

Obbem omnepatus-
HOW MaMsITh

MappyTuzatop
Ethernet

5
10/100/1000Base-TX (1000 mbut/c)
Ects, 10-28 B

Ectp
Ectp, RS-232

Mikrotik RouterOS Level 5

Crek nporokosioB TCP/IP, Firewall u
NAT, dpunpTpanms nakeToB 1mo CoCcTos-
HHIO COSMHEHNs, (GUIbTPaList COeqHHE-
HMH “TOYKa-TOuKa”, GPUIBTPALMA O
MAC anpecy ornpaButens, GUIbTpaLys
o IP agpecam (ceTH U CIKCKH CeTeid), 1o
JH1ana3oHy nopros, no IP nporokony, mo
onuwusimM (ICMPtype, TCPflags and MSS),
no nossim ToS (DSCP),

Crarnyeckasi MapLIPyTH3aLMs, MapLIPY-
Tusauus equal cost multi-path, mappy-
Tr3auus no npasmiaaM (policy based
routing), MPOTOKOJIbI MaPLIPY TH3ALH-
uRIPv1/v2,0SPFv2 BGPv4

AR7161

680 MI'

256 Mb
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Tlonnepxusae-
MBbI€ OTEPAIHOH-
HBIE CUCTEMBbI
Kectkumii muck
VYnpasnenue
Web-unrepdetic
Tlonnepxka
Telnet
Tlonnepxka
SNMP
Me:xcereBoii
akpaH (Firewall)
NAT
DHCP-cepsep
Pabouas Temme-
patypa
Bnaxzoctb

TP SKCIUTyaTaLH
u
Hcrounux
HUS

Hanpsxenue
Tox
ITorpebnsiemas
MOIITHOCTh
Pasmepst

Bec

Marepuan kopmyca

nura-

MacOS, UNIX or Linux, Windows
98/NT/2000/XP/Vista/7/8

512MB na unne namsitu NAND
Ectb

Ectp

Ectb

Ectb
Ectb
Ectp

ot -20 no +65° C

ot 0 10 70% (6e3 KOHEeHCALHN)

10—28B
08A

12 Bt

115 x 90 mm
0.10S xr
ATFOMUHMIA

B nmannoit cxeme (puic.6.1) opraHu3yeTcss OXUH OCHOB-
HOW kaHan cBsa3u ans moxpkmouenust IIIO x MHrepHery.
Kabene nposaiinepa HHTepHeTa NOAKIIOYAETCA B IEPBbIA
Ethernet mopt (etherl) poyrepa. Kabens or kommyTaTtopa JIBC
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IO noaxrouaercs: Bo eropoii Ethernet mopt (ether2) poyre-
pa. KommbroTep nni HacTpoiiku poyTepa MOMKIIOYAETCS
B Tperuii (ether3) wmm yerséproiii Ethernet nopr (ether4) poyrepa.

B 3aBHCHMOCTH OT TOrO, KakUM CrOCOOOM OCYILIEeCTB-
JsIeTCs TOAKIIIOYEHHE K MpoBaiinepy, Hajo MONYYUTh OT HEro
CIeayIOIIHe JaHHBIE:!

1. PPPOE — Hajo 3Hath napy: JIorus u napoJnb

2. DHCP — Huuero He Hajmo, T.K. HaCTPOHKHU pOyTep
MOJNYYUT aBTOMATHYECKH

3. DHCP + MAC — nago 3Hate MAC agnpec ycTpoii-
CTBa KOTOpPBIA paHee BBICTymayj B posu poyrepa mwim MAC
anpec Ha ITK Windows (310 MOXxHO y3HaTh KoMaHno# Ilyck —
Bostnonnums — cmd; B yeprom oxHe HaOpaTh ipconfig /all)

4. StaticIlP — Hamo 3Hath cratuueckuit IP appec,
MAacKy nojceTy, o3, u 2 DNS

INocne HACTPOMKK COEIMHEHNSI MOXKHO IPOBEPUTD, YTO
ectp pmocTyn K VHTepHETY mHpH MOMOIIM KOMaHABI ping,
Harpumep, ping ya.ru. Eciu coennHeHne HaCTPOEHO MpPaBUIIb-
HO, OyyT oTOOpaskeHbl OTBETHI Ha 3aIpOC ping.

s obecriedeHusi 0€30MaCHOCTH HEOOXOMUMO OTKJIIO-
YWTh BCE HEHY)KHBIE CEPBHCHI, Hampumep, telnet, ftp, www,
www-ssl, ssh, api. Yka3aTb KOHKpETHbIH afipec KOMIBIOTEpa,
C KOTOpOro Oymer 3amyckaTbCsi mporpamMma KOH(HIypupoBa-
Hust, Harpumep, Winbox.

Heobxomumo w©3 pykoBOACTBA IO  3KCILUTyaTallMU
Ha CIIM ompenenutb, kakoil MOPT U MPOTOKOJN HCHOJB3YIOTCS
st coenuHennit APM ¢ mpubopamu. Hanpumep, mms CIIM
«IIputok-A» ucnonssyrorcs 40000 mopt u nporokon UDP.
B COOTBETCTBUM C 3TUMH [JaHHBIMU HACTPOUTH MPOOpOC MOp-
TOB M MPOXOXICHUE NMAKETOB IO MOPTY B NpaBmiax (aiipsorna
no nopty etherl.

Ipumep HacTpoiiku MapmpyTusatopa Mikrotik mpusenen
B IpIUJIOKeHUU B.
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6.2 Tunosaa cxema gNA KO/AMYeCcTBa OXpaHAeMbIX
o6bekToB 0T 100 o 1000

MoGunsuui onepatop 1 nBc nuo

Puc. 6.3.Tunosas cxema BKNHOYEHUS 41A CPeAHEero Konumue-
CTBa OXpPaHAeMbIX 06bLEKTOB

Kaxgoe nofknoyeHne MOXET OblTb  BbIBEAEHO
M3 CTPOA MO pasHbIM MPUUYMHAM, HanpuMmep C MOMOLLbIO
DoS-ataku. Moatomy gns yBennmyeHUs HaféXHOCTU PeKOMEH-
AYeTCs 0praHn30BaTb OCHOBHOW W Pe3epBHbIA KaHasbl CBA3N
ana nogknodennsa MUO Kk UNHTepHeTy. OCO6eHHO ana Tex
MUO, rae KonMuecTBO OXpaHAeMbix 06bekToB 6Gonee 100
(pnc.6.3). Cxema BKNOUeHMA ans Takmx MLLO oTanvaeTcs 1em,
yTo pesepsupyetca KaHan csAsmn MLO - YOO 3a CYET ucnonb-
30BaHUS AONONHUTENbHOroO Mogema GSM/GPRS.

Ana 3awmtel JIBC MUO ¢ KONMYeCTBOM OXPaHSAEMbIX
06bekTOoB OT 100 go 1000 pekomeHAyeTCA WCMOMb30BaTb
KOMMYTaTop CpefHero LeHoOBOro AmanasoHa tuna Cisco 2960
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(puc.6.4). 3TOT KOMMYyTaTop CrocobeH noAafepXmBaTtb
nepefavy ronoca, BuAeo n obecrneymBaeT MakCumanbHyto 6e3-
onacHoCTb AaHHbIX. bnarofaps npeumyLlectsam MeTOAOB Ha
OCHOBE  CTaHAapToB, MOBbIWAWMKX  PYHKLUOHANLHOCTb
M HafleXXHOCTb YCTPOWCTB, MOABMAETCA BO3MOXHOCTb ObICTPO-
ro sosspaTa K paboTe, nocne yctpaHeHus npobsiem. Mmeetcs
BO3MOXHOCTb 06ecneyeHns [JOMNONHUTENbHON HaAeXHOCTH
npu NOMOLLM JOMOSHUTENIbHOTO UCTOYHMKA NMUTaHUA.

Puc.6.4. KommyTaTop Cisco 2960.

OcHoBHble xapakTepuctukmn Cisco 2960:

YpoBeHb KOMMyTaTOpa 2 ypoBeHb

Tun Cisco 10S LAN Base

Mopnepxka PoE Het

YHuBepcanbHble nopTsl Ethernet 2 nopta SFP

MopTbl arperaumnu Ethernet 2 nopta 10/100/1000 MéwuT/c
MopTsl gocTyna Ethernet 8 noptos 10/100 MéwuT/c
KommyTauus Mnaketos/c 3,8 MPPS

(MPPS)

Mamsate FLASH 64 Mb

Mamats DRAM 128 Mb

Konunyectso aktmBHbIX VLAN 255 VLAN
MakcvmanbHbiit VLAN 1D 4000
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TapanTust Cisco Enhanced Limited

Lifetime Hardware Warranty
TaGapuraeie pasmepst (BxIIxI') 4.44x26.9x21.3

™

IMporokomsr VLAN 802.1Q/Voice VLAN/VTP/
Multicast VLAN

Tun ycranoBku Hacronsnoe/HacTeHHOE

Tun muranust AC 220B

INotpedasemas momuocTs HOMu- 11 Barr
HaJIbHas/MAKCHMaJIbHAS

B nmannoit cxeme (puc.6.3) opraHusyercs OIUH
OCHOBHOM U OJIMH Pe3ePBHbII1 KaHAJbI CBA3U IS TOAKIFOUCHNUS
IMIO x MurepHery. OcHoBHON KaHan — kalenb mpoBaiinepa.
PesepBHBbIN KkaHam — MopeM, Npeodpasyroumuil uHTEpdec
GSM/GPRS B Ethernet. KaGens mposaiinepa MuTepHeTa noa-
Kmodaercs B mepBblii  Ethernet mopr poyrtepa. Kabens
ot Momema GSM/GPRS mnoznkmouaercss Bo Bropoii Ethernet
nopt poytepa. Kabens ot xommytaropa JIBC IO noxkJiro-
gaercss B Tperuil Ethernet mopr poytepa. Kommbrotep mms
HACTPOikM poyTepa moAkIro4daercs B ueTBEPThIl Ethernet
IIOPT poyTepa.

B 3aBucuMocTH OT TOro, KakuM CIOCOOOM
OCYIIECTBIIETCS MOAKIIFOUSHNE K MPOoBaiiepy, HaJo0 MONyIUTh
OT HETO CNIEAYIOIIYE JaHHbIE:

1. PPPOE — Hayno 3HaTh napy: Jlorus u napoJin

2. DHCP — Huuero He Hajio, T.K. HACTPOHKU pOyTep
MOJTYIUT aBTOMATHYECKH

3. DHCP + MAC — nano 3Hate MAC anpec ycTpoii-
CTBa KOTOpBIA paHee BBICTyman B ponu poyrepa mma MAC
anpec Ha [TK Windows (310 MOxHO y3HaTh koMaHnou Ilyck —
Bustnoanums — cmd; B uepaoM okHe HabpaTh ipconfig /all)

4. StaticIP — nHamo 3Hate cratudeckuii IP ampec,
MAacKy moacetH, o3, u 2 DNS
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MogkntoueHne K mogemy GSM/GPRS ocyLecTsnseTca no
TexHonorum DHCP, HaCTpoiKn poyTep NoMy4mnT aBTOMaTUYECKN.

Tak Kak ncnonb3yeTtcs ABa nposaiifepa 04HOBPEMEHHO,
TO PEKOMEHAYeTCs NMPUMEHATb TaKol BapuaHT pacnpejeneHus
Tpavka, korga obbl4HO paboTaeT OCHOBHOW NpoBaingep, a npu
06pbIBe CBA3M MPOMCXOAUT NEPEKNOYEHNE HA PE3EPBHBIA.

Mocne HaCTPOWKM COEAMHEHWSt MOXHO MPOBEPUTb, YTO
ecTb A0CTyn K VIHTepHeTY npy MOMOLLM KOMaHAbl ping, Hanpu-
mep, ping ya.ru. Ecnm coemHeHne HaCTPOEHO MpaBWbHO, OyayT
0TOOpaKeHbl OTBETHI Ha 3aMpoc ping. OTKKOYas Ha BpeMs Kabenu
13 nepsoro uau sToporo Ethernet noptos poyTepa, NpoBepuTh Me-
PEK/THOUEHNIE C OCHOBHOTO Ha Pe3epBHbIil 1 06paTHO.

Heobxogumo 13 pykoBoACTBa MO  3Kcnayartauum
Ha CIW onpefenutb, Kakoi NOpT U NPOTOKON UCMOMb3YHTCA
ana coeguHeHwin APM c npubopamu. Hanpumep, ansa Cru
«[putok-A» uncnonb3ytotca 40000 nopt u npotokon UDP.
B cOOTBETCTBMM C 3TUMM [aHHbIMW HAacTPOWTbL MpPo6poc mop-
TOB U NPOXOXJEHMe MaKeToB Mo MOpTY B MpaBunax galipeona
no noptam ether1 n ether2.
Mpvmep HacTpoiiku maplupyTusatopa Cisco npuBegeH B npu-
NoXXeHun A.

6.3 Tunosad cxema [N KONMYECTBA OXPaHAEMbIX
06bekToB 60nee 1000

Puc. 6.5.Tunosas cxema BKAOYEHMSA AN 60MbLIOr0 Konuye-
CTBa OXpaHsfeMblX 06bEKTOB MK 0CO60 BaXKHbIX 06bEKTOB
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Onsa yeenunuenna HapéxHoctn MUO ¢ konnyecTsom
OXpaHsieMblX 00bekTOB 6onee 1000 unn 0C060 BaXKHbIMU
obbvekTammn (puc.6.5) peKoMeHAyeTCcs OpraHnM30BaTb OCHOBHOWA
N pe3epBHbI  KaHanbl CBA3W Ana  nogknwouveHus MLIO
K VIHTepHeTy, a Takxe aBapuwiiHbil kaHan ceasu MLO - Y00
3a CYET MCNOMb30BaHNS [ONONHUTENBHOITO MogeMa GSM/GPRS.

Ona sawmntel JIBC MUO ¢ KOMYECTBOM OXpaHAeMbIX
06bekToB 60nee 1000 nam 0co60 BaXXHbIX 06BHLEKTOB PEKOMEH-
LlyeTca MCnonb3oBaTb MapLlupyTW3aTop BbICLUErO LIEHOBOrO
AnanasoHa Tuna Cisco 1921 (puc.6.6). 3TOT mapLupyTusaTop
BK/OYaeT annapaTHOe YCKOpeHue LN(PoBaHNUs, OMuMOHaNb-
Hbli 6GpaHgMay3p, CpeAcTBa MNpefOTBPALLEHNS BTOPXEHUA
M COBpPeMeHHble ycnyrn 6esomacHocTu. Kpome Toro, nnat-
thopma noagepXXmBaeT LIMPOKUIA CNEKTP NPOBOAHOW 1 6ecnpo-
BogHoi cBasn: Serial, TI/El, XDSL, Gigabit Ethernet,
3G un 6ecnpoBofHoli. B 6a30B0il KOMMNEKTauuu MO3BONSET
paboTaTb Ha ckopocTu o 15 M6UT co BCEMW BK/HOUEHHLIMU
cepsucamu 1 wugposaHmem (WAN nopT).

Puc.6.6. KommyTaTop Cisco 1921.
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OcHoBHble xapaxrepuctuku Cisco 1921:

ITamsate RAM

®nem naMsTh
TexHonoOrusi COEAUHEHUS
IIporokon nepenauu naH-
HBIX

IIpoTokon cetn
YnaneHHoe ynpasieHue
IIpoTokonel MapupyTU3a-
182071

Ocobernnocti  koH¢wury-
parmu

CootsercTBHe  craHmap-
TaM

Crotel paciuupeHusi

Hurepeiicst

Anroputm mudpoBaHus

VYcranosneno 512 Mb
Ycranosieno 256 Mb
IIpoBonnas

Ethernet, Fast Ethernet, Gigabit
Ethernet

IPSec

RMON, SNMP.

BGP, GRE, OSPF, DVMRP,
EIGRP, IS-IS, IGMPv3, PIM-SM,
PIM-SSM, craruueckasi IPv4 u
IPv6 mapmipyTuzanysi.

. MOJAEPIKUBAET: VPN,
DMVPN, IPv6, MPLS, Syslog;
. YCTaHOBJIEHBL:  (haepBou,

GbyHKIMS (UIBTPALKMH KOHTEHTA,
DMVPN, WRED, CBWEFQ.
IEEE 802.1ag, IEEE 802.1ah.

o 2 ciora nst EHWIC;
o 1 caot Double-Wide

EHWIC.

. 2 mopta Ethernet 10Base-
T/100Base-TX/1000Base-T,
paszvem RJ-45;

D 1 KOHCOJIbHBIFI ~ TOPT
ynpasieHus, pazeem RJ-45;

o 1 KOHCOJIbHBIFI ~ TMOPT
yrpaBieHusi, KOHHeKTOop Mini-
USB tun B;

. 1 MOCJIe10BaTEbHbIHN

BCIIOMOTaTeNIbHBII TOPT, pPa3beM
RJ-45;

. 1 mopra USB Tum A.

SSL
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CootBeTcTBHE CTaHOapTaAM

Ilporpammuoe  obecriede-
HUe

dusznyeckue XapakTepu-
CTHUKH

ITuranue

Tabaputbt
Bec

Dopm-pakrop
MoHTax

Temnepatypa

BnaxxHOCTB

UL 60950-1, CAN/CSA C222
No. 60950-1, EN 60950-1,
AS/NZS 60950-1, IEC 60950-1,
47 CFR, Yacret 15, ICES-003
Knacc A, ENS55022 Knacc A,
CISPR22 Kinacc A, AS/NZS 3548
Knacc A, VCCI V-3, CNS 13438,
EN 300-386, EN 61000 (ummy-
nurer), EN 55024, CISPR 24,
ENS50082-1.

Cisco IP Base

BHyTpeHHuii  Gnok  muTaHus.
100-240B; 47 - 63 I
PoE onmunonaneHo.

45 x 343 x 292 mm

5.44 xr (C UCTOYHHKOM IHUTAHUS,
6e3 Mozyei);

5.80 xr (c PoE, 6e3 monyeii);
6.35 Kkr (TUIMYHBIT Bec B MOJIHON
KOH(pUTrypauun)

Buemnuit. 3annMaer 1 FOHHT.

B kOMILIEKTe MOCTABKM €CTb MOH-
TaXXHBIH HAOOp Ha 19 MI0HMOB.
Pabouas: or 0 go 40°C
Xpanenue: ot 40 o 70°C

Ot 5 10 85% (6e3 koHzmeHcaTa)

B nmanHoit cxeme (puc.6.5) opraHu3yeTcst OMUH OCHOB-
HOM, OJIUH pe3epBHbIN M OAMH aBapUMHBIN KaHaJbl CBA3M IS
monkrodenust 11O k Uuteprery. OCHOBHO# kaHal — Kabeb
mepBoro mposaiinepa. PesepBHblil kKaHan — kabenb BTOPOro

npoBaiinepa.

ABapuitHbIi

KaHaJ - MOJEM,

npeobpasyrowmuii unrepdeiic GSM/GPRS B Ethernet. Kabens
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nepBoro nposaiinepa HMHTepHeTa NOAKIIOYAETCS B INEPBBIH
Ethernet mnopr poyrepa. Kabenp BTOporo mposaiinepa
HurepHera nopkiroyaercs Bo Bropoii Ethernet mopt poytepa.
Kabemp ot momema GSM/GPRS mnopxmodaercs B TpeTuit
Ethernet mopt poytepa. Kabens ot xommyrtatopa JIBC ITLIO
noaKrodaercs B uerBépthiil Ethernet mopT poyrepa. Kommbro-
Tep Ul HACTPOHKH poyTepa MOAKIYaeTcs B maThiii Ethernet
HOPT poyTepa.

B 3aBHCHMOCTH OT TOrO, KakKMM CIOCOOOM OCYILECTB-
JsieTcs MOAKIIFOUeHHE K MpoBaiimepaM, Hafo MONYYUTh OT HUX
CllefyroIye JaHHbIE:

1. PPPOE — nazo 3Hate napy: JIorun u napoan

2. DHCP — Huuero He Hano, T.K. HACTPOHKHU poyTep
MOJYYHUT aBTOMATHYECKH

3. DHCP + MAC — nagno 3Hate MAC agpec ycTpoii-
CTBa KOTOpBIH paHee BBICTymayn B ponu poyrepa mwm MAC
anpec Ha ITK Windows (310 MO>HO y3HaTh koMaHnoi IIyck —
Businoanums — cmd; B uepHOM OKHe HaOpaTh ipconfig /all)

4. StaticIP — Hapno 3Hath cratuyeckuii IP agpec, mac-
Ky noxcer, numo3, 1 2 DNS

Ionxmouenue k monemy GSM/GPRS ocywecrpisercs
no texHojorud DHCP, HacTpoiiku poyTep MOJYYHT aBTOMa-
THUYECKH.

Tak kak HCHIONB3yeTCs TPU INpOBaiifiepa OJHOBPEMEH-
HO, TO PEKOMEHAYeTCsl MPUMEHATh TaKOH BapHUaHT pacrpere-
neHus Tpaduka, xorga oObrdHO paboTaeT OCHOBHOI MpoBaii-
zep, npu oOpbIBE CBA3M OCHOBHOTO IPOHCXOIMT MEPEKIIoUe-
HHE Ha pe3epBHbIH, a MpH 0OpbIBE CBA3H PE3EPBHOIO MPOUCKO-
JUT NEPEKIII0YEHHE Ha aBaPUMHBIN.

ITocne HacTpONKU COENMHEHHs MOXKHO NMPOBEPUTD, UTO
ecTb noctyn K IHTepHeTy npu NOMOLIM KOMaHAbI ping,
Harpumep, ping ya.ru. Eciu coennHeHHe HaCTpOEHO MpaBUIIb-
HO, OyAyT 0TOOpaXkeHbl OTBETHI Ha 3anpoc ping. OTKIIOYas HA
BpeMs Kkabenu M3 mepBOro, BToporo mimu Tperbero Ethernet
HOPTOB pPOyTepa, NPOBEPUTH IEPEKIIOYEHHE C OCHOBHOTO
Ha Pe3epBHbIH, aBapuitHbIil U 0OpaTHO.
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Heobxonumo M3 pyKOBOACTBA MO  OKCILTyaTaLUH
Ha CIIM ompenenutb, KaKOH MOPT ¥ MPOTOKOJ HCIONB3YIOTCS
st coenuHenniit APM ¢ mpubopamu. Hanpumep, mmst CITH
«IIpurok-A» ucnomesyrorcs 40000 mopt u mporokon UDP.
B cOOTBETCTBUH C 3THMH JaHHBIMU HACTPOUTBH MPOOPOC TIOPTOB
U TPOXOXKIEHWE IIAKeTOB MO I[OPTY B NpaBmiax (aiipsona
no mopty etherl, ether2 u ether3.

Ilpumep wHactpoiiku mapupytusatopa Cisco npuseneH
B TIPHJIOXKEHUH A.
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7. Ilapoab AJist MAapLIPyTH3ATOPOB

JIro60oit MapHIpyTH3aTOP UMEET HMs U MapoNb AOCTYIa
K CBOMM COOCTBEHHBIM HacTpoiikam. Tak, HampuMep, MapIIpy-
Tu3atopbl (poyrepel) D-Link uMeOT 1O yMONYaHMIO HMS
«admin» u maponb «mycroity. Ilostomy mis obecrneueHus
Oe3omacHOCTH HEOOXOOUMO YCTAHOBHTH HOBYIO Iapy 3HAU€HHH,
M3BECTHYIO TOJILKO aaMUHUCTparopy. [t obecneyenns B3I0MO-
CTOMKOCTH HEOOXOAMMO YCTAHABIMBATH (JUIMHHBIE» HMEHA
1 mapostu (He MeHee 15 CHMBOIIOB), cocTositye 13 OyKB 1 LUp.

Kareropuueckd  3ampelieHO  HCIONb30BaTh  HMS
U [apOoJIb THIIA!

- «123456»

- «qwerty»

- «HLyKeH»

- «password» u ToMy nogodHoe.

OTH mpaBuia OTHOCATCS HE TOJNBKO K MapIIpyTH3aTO-
pam, HO U K JIIOOBIM IPOrpaMMaM U CHCTeMaM, TPeOyoIUM
BBOZA ITapOJIL.

ITonbuparoTcs mo cnoBapio ¢ OONBIIOH CKOPOCTHIO
(B ceTH MMeeTCst MHOTO CTaTei MO ITOH TEMATHKE) APOJIH:

1. Tonbko mmbpsL

2. JIroboe cmoBo u3 ciosaps. (Ocoboe BHUMaHME
Ha HEwucnons3oBaHne crienuanbHbIX TEPMHHOB W OmNperaese-
Huil! Takue ciopa crieruanbHO MOTYT OOABUTH B CJIOBaph!)

3. TIlaposb U3 cj10Ba C MPUCTABKOH N0 MATH CHMBOJIOB.

4. Tlapons u3 cnosa u cypduxca 10 NATH CUMBOJIOB.

5. UyTh Xyxe, HO TOXXE aBTOMATHYECKH MONOHPAKOTCS
MapONy C IPUCTABKOH U CYy(HHHKCOM IO MATH CHMBOJIOB KaXKIbIiA.

6. Tlbrrarorest peayn3oBaTh MOAOOP HPH BCTABKE B CJIOBO
HECKONBKMX CUMBOJIOB. Ha maHHBIN MOMEHT He Peasi30BaHO B LK~
POKHX Kpyrax. Y npodecCHOHABHBIX XaKePOB MOXKET YKe ObITh.

7. B cnoapu nobaBneHbl KOMOUHALMK C KJIABUATYPbI
U HE TOJIBKO «HLyKeH». ...
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8. 3axinioueHue

O3HaKOMHUBILIHCh C OMUCAHHBIMU MpoOIEeMamMy, MOKHO
CIeJaTh BBIBOL, YTO MEXKCETEBbIE SKPAHbI 00ECIIEUHBAIOT 3AIUTY
kommetoTepHOH  cetn  IIIIO  OT  HECAaHKLMOHHPOBAHHOTO
BMeLnaTenscTea. MekceTeBble SKpaHbl SBILIFOTCS HEOOXOOUMBIM
cpenctBoM obecrieueHust HHGopMarmoHHo! OesomacHocTi. OHI
00ecCreunBarOT IEPBYI0 JIMHHIO OOOpOHBL. Ilpu  BbIOOpE
U TIPUOOPETEHUN MEXKCETEBbIX IKPAHOB HEOOXOIUMO TIIATEIBHO
BCE TNPOAYMAaTh U IPOAHAIM3UPOBATh. BrIOpaTh HYKHYIO
apXUTEKTYPy M KOMITIOHEHTBI MEXCETeBOro 3kpaHa. IIpaBHiIbHO
HACTPOMTH  MPOrpaMMHOE  ODecleueHHe U TeCTHPOBAaTh
KOH(HUIYPaLIHIO MEKCETEBOTO KPaHa.

JanbHelimee passutue Muteprera u GSM mo3Bossier
WCIIONB30BaTh UX IS LieJied LIeHTPaJN30BaHHOH oxpaHbl 6o-
Jee IMPOKO W HHTEHCHBHO. MneanbHoe pelieHne — 3TO
HCIONIb30BAHUE JIOKAJbHOW roponckoit cetn OBO Ha ocHoOBe
texHonoruiit PON umm GPON. TToka 5TH TEXHOJIOTHH HE BHEA-
PEeHbI TTOBCEMECTHO, IO3TOMY XOTENoCh Obl mpuMeHsTs VPN-
cerb ot IIIIH nmo xaxxmoro o6bekTa, HO, Kak MPaBHJIO, 3TO He-
BO3MOXHO. [losTOMy JanbHeiimee WHCIOIb30BaHHE OOLIe-
crBeHHBIX LU(poBbIX cereil st OBO — 310 00BEKTHBHBII
npouecc, u 6e3 Hero He oboiTHce. JIrobas VPN-cetb — 310
«TPUBSI3Ka» K KOHKPETHOMY IIOCTABINMKY yciayr. CMeHHTDH
VPN-ceTb y KiIMeHTa, Kak MPaBUJIO, OY€Hb HE MpocTo. Beixon
e B HHTepHET — 3TO BO3MOXXHOCTb JIETKO CMEHHTb MPH
HeoOXOOMMOCTH OJHOrO MpoBaiiaepa Ha apyroro. Bce darme
MOJIy4aeTcs, YTO MpoIle MOAKIOUNTbCs K WHTEpHeTy Kak
co croponbl nynsra (IIIH), Tak 1 co cTOpoHBI 00BEKTA, YEM
NBITATBCSL YCTAHOBHUTL MpsiMoe coenuuenue «Ilyabt — OO6b-
ext». Ilpu nmoaxmouenun kak ITIH, Tax m oObekra cpasy
BCTAaeT BOIPOC O OE30MaCHOCTH U COXPAHHOCTH JaHHbBIX. 3/1ECH
MBI HE TpeAjiaraeM HHYero HOBOTO, a CIIEyeM pacrpocTpa-
HEHHBIM Ha CETOAHALIHUI NeHb pelleHusM, HauboJjiee 4acTo
BCTpeyaromuMcst B IHTepHeTe 11 3Tol 3amaun. A UIMEHHO —
noakmoueHue IIMH k MHTepHeTy NOMKHO OCYIIECTBISITHCS
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Yepe3 MapLIpyTH3aTOp, B KOTOpoM wucrons3dyercss NAT-
mpoOPOC OHOrO MOpTa Ha OAUH KOMITBIOTEP. DTOr0 JOCTATOU-
HO [JIs1 MUHUMAJIbHOTO oOecneyeHns: 0e30MacHOro MoaKJIroue-
Hus JIBC ITLH k MaTepHeTy.

W3BeCTHO, YTO HANMYHE OTKPBITHIX MOPTOB ISl TAKHX
mpoTokooB, kak Telnet, http u Kpyrux, MoxeT MOMOYb agMH-
HUCTPUPOBaTh CeTb. TeM HE MeHee, PEKOMEHIyeTCsl UuX
OTKJIFOYATh MyCTh U B yiepd ymobcrBy. Cam ¢akT Hamudaus
OTKPBITOTO TMOPTa JaeT BO3MOXHOCTb HArpPy3UTh Tpaduk ceTu
OEeCKOHEYHBIMH 3aMPOCaMH, AAKE €CIU MO ITOMY IIOPTy He
MOHATA HUKAKas YIpaBJisitoLas nporpamma. Takum obpazom,
HeoOxommumo 3anperuts Bee (!!!) mportokons! Tuma Telnet, http
U Ipyrue, KpoMe HeOOXOMUMBIX IS paOOTBL.

U3 MHTepHeTa MOXKHO CKavaTh MHOTO Pa3JIMYHbIX CKa-
HHUPYIOLIUX CeThb MporpaMm. boiee Toro, 3TH mporpammel
C HEU3BECTHBIMH (PYHKLHMSMH MOTYT OBITh YK€ YCTaHOBIICHBI
Ha ITITH. MmeeT cmbIca pa3oOpaThCs, 9TO 3TO 3a MPOrPaMMBI H
IUISL 4ero TpefHa3Ha4eHbl, 1 HU B KOEM Clly4ae He HCIOJb30-
BaTh MMPOTPaAMMbI «Uy>KOT0» NPOU3BOAUTENA. TakuM obOpasom,
HeOoOXOIMMO HCKIIFOYUTh paboTy mporpamm, (GYHKLMH KOTO-
PBIX HEM3BECTHBI, 0COOEHHO CETEBBIX CKAHUPYIOIIHX.

Pabora 0e3 yCTaHOBJIEHHOro aHTHUBHpyca JuOO (UTO
ele XyXe) C aHTHBUPYCOM, HO MO 3aKOHYEHHOH JMLEH3UH
NPUBOIUT K TOMY, YTO KOMIIBIOTEP HAa4YMHAET «3aXjeOblBaTh-
csi» Bupycamu. CyIIecTByeT PUCK IOJHOHW MOTEpH JaHHBIX
TOJNBKO M3-32 BHPYCOB. B JIOKanbHOMN ceTH Takol KOMIIBIOTEP
Moker ObiTh HCTOYHHKOM orpomuoro Ethernet-rpaduka.
Bce 310 MOXeT OTBIEKaTh U Mewath padbore. Takum obpaszom,
HEOOXOIMMO Ha BceX PabOTAIOMIMX CTAHLMAX YCTAHABJIMBATDH
CBEXMIl aHTUBHPYC U OOHOBJIATH AHTUBUPYCHBIE Oa3bl HE pexe
4yeM OfMH pa3 B Mecsw. IIpu 3ToM BaXXKHO UMETh JeHCTBYIOILYIO
muensuo. Ha cerogss pekomeHayercst 1000 XOpowo moka-
3aBIIKii ce0s1 aHTUBUPYC, U3 YHCIIA TTOMyYHBLINX MOATBEPIKAE-
Hue coorBercTBusl B PenepanbHoil ciryxk0e Mo TEXHHYECKOMY
U OKCIIOPTHOMY KOHTpOMO. Ecnu paHHBIA pecypc MIIaTHbIH,
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HeoOX0IMO €XEerOHO npuobperathb JIULIEH3HUIO
Ha ero HCIOJIb30BaHHUE.

Hecmotps Ha TO, uTO MysbT NoAkmoyvaercs k MurepHe-
Ty JUIA LieJied OXpaHbl, @ IMEHHO OJMH MOPT Ha OJJHOM CepBe-
pe, Uit BCEX OCTalIbHBIX KOMITBIOTEPOB CETH HEOOXOAUMO 3TOT
BBIXOJ] 3aIIPETUTh, HE OCTABISIA BO3MOXKHOCTH 3aNyCKa HHKa-
KHX CEPBHUCOB COBPEMEHHOro OOLIeHus, BKIOUYass e-mail,
Skype u pasnu4HbIE COLMANbHBIE CETH. JTO CYLIECTBEHHO
COKpaTUT HEOOXOAUMOCTb OOpBOBI C BUPYCaMU U JPYTHMH He-
NPHUATHOCTSIMIL

HeobxomuMo exeMecs4HO aHATH3UPOBaTh MAeTann3a-
o oT MHTepHeT-npoBsaiinepa no BceM MOAKIIOYEHUSIM OTHO-
CUTEJIbHO. pa3Mepa BXOIHOTO/BBIXOAHOTO Tpaduka, aapecoB
obpamennii. B ciyuae oOHapyKeHHS TOJO3PHUTEIBHON aKTHB-
HOCTH PEKOMEHIYETCsI Yepe3 IpoBaiinepa OJI0KUpOBaTh HOCTYII
[0 YKa3aHHOMY afpecy. DTO OacT BO3MOXHOCTb IPEBEHTHB-
HO#M OJIOKMPOBKH MOTEHLMAIBHO OMAaCHBIX PECYPCOB.

Heob6xonumo ¢pusnueckn BBIKIIOYATh WIH OIOKAPOBATH
IOCTYN TPHOOPOB OT KJIMEHTOB, PACTOPTHYBIUMX IOTOBOP
Ha oxpany. [To ¢axTy pacTop>KeHHs IOrOBOpa Ha OXpaHy MpH
ucnojp3oBanud VPN-cetn HEOOXOOMMO MPHUHSATH MEPBI JULS
OTKJIFOUEHHS 3TOr0 aOOHEHTa He TOJIBKO OT YCIIyI' OXpaHbl, HO
U OT BO3MOXHOCTH BXOZa B CaMy CpeAy Iepenadyd HaHHBIX.
Camoe MpaBHJIBHOE — 3aIPETHTh B SBHOM BHAE AOCTYIN IS
3TOro abOHeHTa K HeBOCTPeOOBAaHHOMY PecypCy.
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Hpnnoxenne A

Ipuvep NPOrpaMMHMpOBAHHSI MEKCETEBOI0 IKpPaHA
Ha ocHoBe mapumpyTtu3aropa Cisco

A.1. IToap3oBaTenbcKHii HHTEp(eiic MapmpyTH3aTOpa
H Pe:KHMbI

A.l.1. Komanabl u mnpoumecc mnporpaMMHpPOBAHHUS
MapHIpyTH3aTOPa

KpaTkoe onncanne natepderica noab3oBareds.
Mapmpytusaropsl  Cisco MOryT KOH(UIypHpOBaTHCs
C MOMOIIBIO HHTep(erica Monb30BaTeNIsl, UCMONHAEMOrO Ha KOH-
COJIM MapIIPyTH3aTOpa WM Ha TEPMHUHAJE, & TAKXKE Yepes yaa-
nenHbiii goctyn. Ilepen Tem kak OyneT BO3MOXHBIM BBOX
KoMaH] ucnoHuTeNnpHoro peskinma EXEC, neobxomumo ocyie-
CTBUTb BXOJ] B MapIupyTu3arop. B nemsix 6esonacHocTu Mapiupy-
Tuzaropbl CiSCo MMEIOT [jBa YPOBHsI IOCTYIa K KOMaHAaM:
* Ilonv306amenvekuii pesicum — TUNOBbIE 3a/ja4M, BKIIIO-
Yasi TIPOBEPKY COCTOSIHUSI MapuIpyTH3aTopa. B 3Tom pexmme
M3MEHSTh KOH(UIyPaLMIO MapIIPyTU3aTOpa He pa3peLaeTcs
+ IlpuBHierupoOBaHHBII PEXUM — THUIOBBIE 3a4a4H,
BKJIFOYasl U3MEHEHHe KOH(Urypaunuyu MapuipyTiusaTopa.

Bxox B cucTeMy MapmpyTH3aTOpa: MeXKcCeTeBast
onepauuoHHasi cucrema komnanuu Cisco (10S).

IIpu nepBoM BXoAe B MAapIIPyTH3aTOp IOJNb30BATENb
BUIUT KOMAHAHYIO CTPOKY TOJb30BATENbCKOIO PEXHUMA,
KOTOpast BBINBIIUT CIEAYOLINM 00pa3om:

Router>

Komannel, 1OCTyIHBIE Ha IOJB30BATEILCKOM YDPOBHE,
MPENCTaBIISIOT COOOH MOAMHOXKECTBO KOMAaHZ, MOCTYIIHBIX
B NPUBUJIETMPOBAHHOM peXuMe. bonblneil 4acThio 3TH KOMaH-
IIbl TIO3BOJISIIOT BBIBOJAUTH HA dKpaH MHPOPMALHIO Oe3 U3MeHe-
HHsl YCTAHOBOK KOH(HTIYpauny MapLUIpyTU3aTOpa.
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UroObl MONY4UTH AOCTYNT K TOJHOMY HAaOOpy KOMaHI,
HEOOXOOMMO CHavaJia aKTHBU3HUPOBATh IPHBUIICTHPOBAHHBIN

pexxum. O mepexone B 3TOT pexxuM OyIeT CBHAETEIbCTBOBATH
MosIBJIEHUE B KOMaHAHOH cTpoke 3Haka ¢yHTa (#). C mpuBuie-
THPOBAHHOTO YPOBHS TAKXKE MOXKHO MOJYyYUTh JOCTYII
K PeXHUMY INI00aNbHOr0 KOHQUIYPUPOBAHHS U APYTUM CIIELIU-
aNbHBIM PEXUMaM KOH(PUTYPUPOBAHMS, BKJIIOYAS PEKUMBI
koHpurypuposanusi unrepdeiica, noxg wuxrepdeiica, TUHUH,
MapIIPyTU3aTOpa, KapThl MAPLIPYTOB U HECKOJIBKO IOTOJHH-
TEJIbHBIX PEXXUMOB KOH(HUIYPHUPOBaHUS (JINCTHHT 1).

JIuctunr 1. Bxoa u BbIX0A M3 MapmIpyTH3aTOpa

Router con0 is now available.

Press RETURN to get started.

User Access Verification

Password:

Router>

Router> enable

Password:

Router#

Router# /disable

Router>

Router> exit

Cnedyem nomuums, umo 6u0 6uI60OUMOl HA IKPAH
unHgpopmayuu uU3MeHACMCs 6 3A6UCUMOCTU OM KOHKPEMHO20
ypoena OC 108§ u kongueypayuu mapuwpymuzamopa.

Jns  BeIXOmA M3 CHCTeMBl HeoOXomumo Habpath
Ha KJIaBHaType KOMaHAy exXit (BbIXOR).

A.1.2. IT0oJ1b30BATENBCKHIT PEKHM

IIpu BBOmE B KOMaHOHOH CTPOKE IMOJb30BATENHCKOTO
UM TIPUBMJIETHPOBAHHOIO peXMMa 3Haka Bompoca (?),
Ha O5KpaH BBIBOJUTCS yOOOHBIH B HCHOJNB30BAHUH CITHCOK
obmeynorpeOuTenpHbIx KOMaHa. Hampumep, ecinu B KOMaH/-
HOIt cTpoke Roufer> BOCIONB30BATBCA KOMAHHOH «?7»,
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TO Pe3yJNbTaTOM OyIOeT CIHCOK KOMAHA IOJb30BAaTEIbCKOrO
pexuMa, KOTOPBIi oKa3aH B Tadm. A. 1.
Router> ?

Tabauya A.1. Komanowl noj1s306amesckozo pescuma

Komanpa | Onucanue

access- CoznaHue BpeMeHHOM 3aMICH B CITICKE JOCTYIIa

enable

atmsig Hcnonaenne komany Beiiaud ATM-curHajios

cd M3mMeHeHue TeKylero akTUBHOIO yCTPOICTBa

clear C6poc GyHKImii

connect OTKpBITHE TEPMUHAIBHOTO COEAUHEHUS

dir BeoiBox criicka (aiiyioB HA JAHHOM yCTPOHCTBE

disable OTKJIFOYEHHE MCTIOJIHEHHSI IPUBUJIETHPOBAHHBIX
KOMaHJ

disconnect | Pa3pbiB cyliecTByrOIero COeIMHEHUsS B CETU

enable BxutoueHne HCMOJHEHHUs MPUBUJIETHPOBAHHBIX
KOMaHJ

exit Brexon us pesxxuma EXEC

help Bbimaua onucaHUs UHTEPAaKTUBHOH CUCTEMBI
TTOMOIITH

lat Otxperrue LAT-coenunenus

lock biokupoBka TepMuHaa

login Bxon B cuCTeMy NOX HMEHEM KOHKPETHOTO
MOJIb30BATENS

logout Breixon u3 pexxuma EXEC

mrinfo 3ampoc MHOroagpecHOMy MapLIPYTH3aTOpy OT-
HOCHTEJIBHO COCeZiell M BEePCHU IPOTrPaMMHOIO
obecrnieueHust

mstat BrIBOon cTaTUCTUYECKUX HNAHHBIX MOCJE HCIOJ-
HEHUsI HECKOJbKUX MHOTOAJPECHBIX TPACCHPO-
BOK MapuIpyTOB

mtrace BeImosiHEHHE TPACCHPOBKH OOPaTHOrO MHOIO-

aApPpEeCHOro myTW OT NOYHKTAa Ha3sHA4YC€HUA
K UCTOYHHUKY
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name- IIpucanBaHHe MMEHH CYyLIECTBYIOLIEMY CeTe-

connection | BOMy COEIMHEHUIO

pad OtkpeiTie X 29 PAO-coenuneHus

ping ITochbuika 5X0-COOOIIEH I

PPP 3amyck ucnonHeHus nporokona PPP

pwd Br1Boz Ha3BaHNUsI TEKYLLETO AKTUBHOTO YCTPOKCTBA

resume BoccraHoBieHre aKTHBHOTO CETEBOrO COSIMHEHHST

rlogin OTKpBITUE COENUHEHUs YAAJEHHOro NOCTyNa B
CHCTEMY

show IToka3 Tekymux pabovnx yCTAaHOBOK CHCTEMBI

slip 3amyck ucnonHeHus nporokona IP s xanana ¢
HOCJIEI0BATENIbHOM Nepefadeii JaHHbIX

systat BriBon Ha dkpaH HMHpOpPMALMM O KaHAlaXx Tep-
MHHAaJIa

telnet Otkpoitre Telnet-coenunenns

terminal YcTaHOBKa napaMeTpoB TEPMUHAJILHOTO KaHaJia

ITpu pabore ¢ OC IOS Be3ne, rae nosBIsIeTCs MOACKA3-
ka -More-, mepexonm K ciemyroomeil 3KpaHHOI CTpaHHLE
OCYIIECTBIIAETCS ITI0CIe HaXXaTHs KiaBuIIH mpobena. [lns me-
pexona Ha CIeRYIOIIYI0 CTPOKY HEOOXOAMMO HaXKaTh KJIABUILY
nepeBoza kapetku <Return> (MM Ha HEKOTOPBIX KJIaBUATypax
— kiaBumy <Fnter>). JIns Bo3BpaTa K KOMAaHIHON CTpOKe
CcliefyeT HaXaTb JI00YI0 JPYryro KIIaBHILy.

A.1.3. IIpuBH/IernpoOBaHHBII PeXUM

Jns Bxona B npuBmernpoBaHubIi pexuM EXEC Heob-
XOIMMO Habpatb Ha KJIaBUAType
KoMaH1y enable (unu ee cokpaleHie — end)

Roter> ena

Password:

Taxke HeOOXOmDUMO BBECTH Mapojb. BBOm 3HaKa
Bompoca (?) B KOMaHIHOI CTPOKE MPUBHIETHMPOBAHHOIO pe-
skuMa Router# ? mpuBeneT K BBIBOAY Ha dKPaH 3HAUYMUTENHHO
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Ooee AMMHHOTO crMcka koMaHz. HekoTopble U3 3TUX KOMaHA
rokasaHel B Tabi. A.2.

Habop komann mnpuBujierupoBaHHoro pexuma EXEC
BKJIFOYAET KOMAH/IbI IOJIb30BaTENILCKOro peskiuma FXEC.

Tabauya A.2. Komanowvl npusuiezuposannozo pexrcuma

Komanna | Onucanme

access- Co3znaHue BpeMEHHOM 3aIKCH B CIIUCKE JOCTyIa

enable

access- Co3znaHue BpeMEHHOM 3alUCH B CIIUCKE JOCTyIa

template

appn Otcbuika koMang B noacucremy APPN

atmsig Hcnonuenne xomany Bbiaun ATM-cursanos

bfe VYcraHOBKa pYYHBIX aBapUIHBIX PEXKUMOB

calendar VYmpasneHue anmapaTHO peaM30BaHHOW CHCTe-
MOM KajieHaps

cd H3meHeHue TeKkyLero akTHBHOrO yCTPOHCTBA

clear Copoc dyHKLmi

clock YpaBneHue CHCTEMHBIMU YaCaMU

cmt ITyck unm ocranoB ¢yHkuuii ynpasnenust FDDI-
COCIHNHECHHUSIMU

configure | Bxox B pesxum koHUrypUpoBaHus

connect OTKpBITHE TEPMHUHAIBHOTO COCAUHEHUS

copy Kommposanue kondpurypaumm mm odpaza OC 10S

debug Hcrnonp3oBanne OTNafmO4HBIX (QYHKIHHA (cM.
takxke undebug)

delete V nanenue daiina

dir BriBog crnimcka (aiiioB Ha JaHHOM YCTPOHCTBE

disable OTKIIFOYeHNE HCITIONHEHUS MPUBUIETHPOBAHHBIX
KOMaHJ

disconnect | Pa3pbiB cylecTByroIero COeAMHEHUs B CETH

enable BxnroyeHne MCHONHEHUs NPUBHIETUPOBAHHBIX
KOMaHJ

erase Crupanre nHpopMaLry U3 (QIBLI-NIAMSITH WX Ta-

MSITH HCTIONIB3YEMOH [T XpaHEeHHUs KOHPUrypaumu
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exit Bexon u3 pexxima EXEC

format ®dopmarupoBaHue yCTpoiicTBa

help Berinaua onvicanust HHTEPaKTUBHON CHCTEMBI IIOMOIIN

lat Otkpbitue LAT-coeannenus

lock brokupoBka TepMuHana

login Bxon B cucreMy noxm HMMEHEM KOHKDETHOIO
10JIb30BATEJIsI

logout Brxon m3 pexnma EXEC

mbranch | TpaccupoBka MHOrOaapeCHOr0 MaplupyTa BHH3
10 BETBU JiepeBa

mrbranch | O6parHas TpaccupoBKa MHOTOaAPECHOTO MaplIi-
pyTa BBEpX IO BETBU JIepeBa

mrinfo 3ampoc  MHOrOazpecHOMY  MaplIpyTH3aTOPy
OTHOCHUTEJIBHO cocefiell U Bepcuu
POrpPaMMHOTO 00eCTIedeHusT

mstat BriBon CTaTUCTHUYECKUX JIaHHBIX mnocje
HCTIOJIHEHUS] HECKOJIBKUX
MHOT0aPECHBIX TPACCHPOBOK MapLIPYTOB

mtrace Beimonnenue TPacCHUPOBKHU obpartHoro
MHOT0aJIpeCHOr0 IyTH OT NYHKTA
HAa3HAYEeHUs] K UCTOYHUKY

name- IIpucsanBaHue UMEHU CyLIECTBYIOLIEMY CETEBO-

connection | My COeJUHEHHIO

ncia 3amyck/octanoB NCIA-cepsepa

pad Otxkpertue X 29 PAO-coenunenus

ping INoceinka 5x0-coobeHnit

PPP 3amyck ucnoyHeHus nporokosua PPP

pwd BriBoa Ha3BaHHsI TEKYLIErO aKTHBHOTO YCTPOWCTBA

reload OCTaHOB U BBINOJIHEHUE XOJIOHOTO BO3BpaTa

resume BoccraHoBieHe aKTUBHOTO CETEBOrO COSMHEHMS

rlogin OTKpbITHE COCAMHEHMsI YAAJIEHHOrO BXOa B CH-
CTEMY

rsh Hcnonnenue ynajleHHbIX KOMaH[

sdlc Ioceunka TectoBeix SDLC-kampos
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send Iocbuika coobreHust mo tty-kaHanam (Teeraiin-
HBIM)

setup HcnonaeHne GyHKIMY KOMaHIbI setup

show IToka3 Tekymux pabounx yCTAHOBOK CHCTEMBI

slip 3anyck ucnonHeHus nporokoia IP ans xanana ¢
NIOCJIEI0BATENIbHON Nepefauei JaHHbIX

squeeze BxrodyeHue Ha yCTPONUCTBE PEXKHMMA YIJIOTHEHUS

start-chat | 3anmyck ckpunTa pexuma IHaJOroBOH MEPEernuCcKu
B PEAJIbHOM BpEMEHH IO KaHaly

systat BoiBoz1 Ha 5KpaH HHOPMALINHY O KaHAJIAX TEPMUHANIA

tarp OnpenensieT MPUEMHUK KOMAaHA IpoLecca Ipe-
obpasosanust [IP-anpeca

telnet Ortkpoitue Telnet-coennnerns

terminal VY cTraHOBKa NapaMeTPOB TEPMUHAIBHOIO KaHajia

test TectupoBaHie NOICUCTEM, TAMSITH U HHTEpdeiicoB

tn3270 Otxpbitue TM3270-coennHeHust

traceroute | 3amyck TpacCHPOBKHU [0 MyHKTA HA3HAYECHUS

tunnel OTKpBITHE TYHHEJIBHOIO COEAUHEHHS

undebug OtkmroyeHne QYHKUMEA OTIagkud (CM. TakxKe
debug)

undelete OTMeHa ynaneHus Qaiina

verify ITpoBepka KOHTPONBHOH cymMsbl (aiina, 3aHOCH-
MOTO BO (QieIn-namsitb

where BriBon cniycka aKTHBHBIX COENMHEHUH

which- IIpocmotp Tabauubl OSI-MapipyTOB U BBIBOI Ha

route 9KpaH pPe3yJabTaToB

write 3anuch paboyell KOHPUTypaLUH B MaMsTh, BbI-
Jlaya ee B CETh MM HAa TEPMUHAI

x3 VYcranoska X.3 napamerpos PAD-ycrpoiicTa

xremote Ilepexon B pexxuM ynaneHHoi paborer XRemote
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A.1.4. Komanaa nomomu help

B kauecTBe mpUMepa pacCMaTPHBAETCs pOLEnypa
YCTAaHOBKH BpeMeHH Mapupytusatopa. Ecnmu mosb3oBarenb
He 3HaeT KOMaH[Ibl, C TIOMOIUBI0 KOTOPOH 3TO MOXHO CHIENaTh,
TO Ul TIPOBEPKU CHHTAKCHUCA YCTAHOBKH BPEMEHH OH MOMKET
BOCIIOJIb30BaThCs KOMaHAOM help, pe3ysbrar UCIONHEHHST KOTO-
PpO¥ [T JAHHOTO NIPUMEpPa MOKAa3aH B JIMCTHHTE 2.

JIucrunr 2. ®yHkuun komanasl help.

Router# clok

Translating «CLOK»

% Unknown command or computer name, or unable to
find computer address

Router# ¢l?

clear clock

Router# clock

% Incomplete command.

Router# clock ?

set Set the time and date

Router# clock set %

Incomplete command

Routert# clock set ?

Current Time ( hh : mm : ss )

INokaszaHHasi B jucTHHre 2 HH(OPMALWs, BBIBEACHHAST
KOMaHzO# help, CBHIETENbCTBYET O TOM, 4TO HEOOXOMMMO erne
KJIIOUeBOE CJIOBO sef. Ha crenyroiuem 3Tare MOXHO MOCMOTpPETh
CHHTAaKCHC BBOIA BPEMEHH M BBECTH TEKyIlee BpeMs B opmare
Yacet, MUHYMbL, CEKYHObI, KaK 9TO TIOKA3aHO B JINCTHUHTE 3.

Jluctunr 3. IlpoBepka CHHTaKcHCA H NOACKA3Ka
KOMAH/bI

Router# clock set 12:08:00 % Incomplete command.

Router# clock set 12:08:00 ?

<I- 1> Day of the month

MONTH Month of the year

Router# clock set 12:08:00 01 9

% Invalid input detected at the “*’ marker
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Router# clock set 12:08:00 01 September

% Incomplete command.

Router# clock set 12:08:00 01 September?

<1993-2035> Year

Kak BugHO U3 nucTuHra 3, CUCTEMA MPEAyIpeXKAacT,
YTO JJIsI 3aBEPIIEHUs] KOMAaH/bI MTOJIb30BATENb JOJDKEH MPeo-
CTaBUTb IOIOJHUTENbHYI0 HH(popManumio. [{is aBToMatuye-
CKOT'O MOBTOPEHUs BBOJA MPEAbIYIIEl KOMaHAbI HEOOXOMMO
BOCITIOJIB30BaThCsT KoMOMHanmen knasuil <Ctrl/+P> (unm kia-
BHUILEH CO CTPENKOil BBepX). 3aTeM, 4TOOBI BBIACHUTh HEOOXO-
JMMBbIE OTIOJHUTEJIbHBIE aPTYMEHTBI, CIEyeT BBECTH Mpodesn
u 3HaK Bompoca (7). Tenepb Moyib30BaTENb CMOXKET 3aBEPLIUTD
BBOJl KOMaH/IbI.

Hanuune 3Haka BCTaBkU () U peakLUH CHCTEMBI IO-
MOIIM CBUAETENBCTBYET O HANMYMK OIHUOKH. UTOOBI NOIy4NTH
nepeveHb  MPAaBIJIbHBIX ~ CHHTAKCHYECKHUX  KOHCTPYKLUI,
HeoOXOMMO BBECTH KOMAaHAy [0 TOW TOYKH, IZIe HIMEET MECTO
oumbOKa, a 3areM BBecTH 3Hak Bompoca (?). ITocne 3Toro Hamo
BBECTH 'O, HCIIOJIb3Ysl MPABUIIbHBIA CHHTAKCUC, W JUIS HCIIOJI-
HEHMS] KOMaHAbl HAXKaTh KJIABULLY <Refurn>.

Cnenyer mNOMHUTB, 4YTO HHTepdeic Moab30BaTeNs
obecnieurBaeT MPOBEPKY CHHTAKCHUCA, MOMEINasi 3HAK BCTABKU
(") B TOM MecTe, T/Ie ecTh OmrbKa. ITOT 3HAK BCEraa MosBJIs-
€TCsl B KOMaHJHOMH IOC/IeIOBATEIbHOCTH TaM, e Oblia BBeme-
Ha HENpaBWJIbHAs KOMaHJa, KJIIOYEBOE CJIOBO WJIM apryMEHT.
Vkas3arenb MECTONOJOXKEHHs OIIHOKM W MHTEPAaKTUBHAs
CHCTEMa MOMOIIHU MO3BOJISIIOT JIETKO HAXOMUTh M UCIIPABIATH
CHHTaKCUYECKUE OIIUOKH.

A.1.5. PenakTupoBanue

ITonb3oBarenbckuii HHTEPGEHC UMEET PEeKUM YCOBED-
IIEHCTBOBAHHOIO PENAKTHPOBAaHMs, KOTOpPBIH obecredynBaeT
peanusaiyio Habopa OCHOBHBIX (DYHKLUHUH pPENaKTUPOBAHMS.
B Ttexymeii Bepcun nporpaMMHOroO OOecrieueHHs PeKHM yCo-
BEPLICHCTBOBAHHOI'O PCOAKTUPOBAHUA BKIHOYACTCA aBTOMATU-
YECKH, OJHAKO €ro MOXKHO OTKJIFOUUTh U BEPHYTHCSA K PEXUMY
PemaKTUPOBaHMs, KOTOPbI oOecrednBacss B IPEAbIAYIIUX

83



Bepcusax. OTKIIOYEHHE yCOBEPIIEHCTBOBAHHOTO PEXHMa MO-
XKET MOHANOOHUTHCS B TE€X CIy4asX, KOrZa MPHUXOTUTCS UMETh
IeJI0 C HANMCAHHBIMH CKPHUIITaMU, KOTOpbIE IUIOXO paboTaroT,
€CIIH 3TOT PEXKUM BKJIFOUEH.

UtoObl mepeMecTUTh Kypcop B Mpenenax KOMaHITHON
CTPOKH JJi1 BBINOJIHEHHUSI KOPPEKTHPOBOK MWJIM H3MEHEHHI],
HCHOJNB3YIOTCSl KOMOVMHAIIMY KJIABHIL, TIPUBECHHbIE B Ta0n. A.3.

Tabuya A.3. Komanowst pedakmuposanus

Komanna Onucanue
Crrl-A Ilepemerenue B Ha4aJIO KO-
MaHIHOI CTPOKHU
Ctrl-E IlepemereHue B KOHEL KO-
MaHIHOH CTPOKH
Esc-B [Tepemerenue Ha3an Ha OTHO
CJIOBO
Ctrl-F ITepememienue Bnepen Ha
OJIH CHMBOJI
Ctrl-B Ilepemeinenue Ha3am HA OJIUH
CHMBOJI
Esc-F Ilepememmenue Brepen Ha On-
HO CJIOBO

Habop komaHa penakTupoBaHHs OOECIIEUMBAET TaKXKe
peanu3aunio (YHKIMKA TOPU3OHTAJLHOW MPOKPYTKH, HYTO
MOJIE3HO [JIs1 KOMaHJ, HE IOMEINAOLINXCA B ONHOH CTPOKE
skpaHa. Korma xypcop mocrturaer mpaBod rpaHULIbI, KOMaH/-
Has cTpoka capuraercs Ha 10 cumBonos Bieso. IIpu sTom mep-
Bble 10 CHMBOJIOB CTPOKM HE BHUIHBI, HO IJIs1 IPOCMOTPA CHH-
TaKCHCa B Havaje KOMaHJbl BO3SMOXHA MPOKPYTKa B 0OpaTHOM
HaIIPaBJICHUM.

Jdns  ocyiiecTBieHus: OOpaTHOW NPOKPYTKHA MOKHO
UCIIOJIb30BaTh KOMOMHALMIO KiaaBuil <Cfr/+B> unu KnaBuily
CO CTPEJKOH BJIEBO, HAXKMMAs MX IO TeX IMOp, MOKa Kypcop He
MOMaZeT B Hayajl0 BBOAUMON KOMAaHAbL, WJIM Cpa3y HaxaTh
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kiaBumn <Ctrl+A>, B pesynbTare 4ero Kypcop cpasy BO3Bpa-
IIAETCsl HEMIOCPEACTBEHHO B HA4aJI0 CTPOKH.

IIpocmoTp HCTOPHH KOMAHA.

Untepdeiic nonbp3oBaTenst MPENOCTABISET BO3MOXK-
HOCTb IPOCMOTPa HCTOPUH HIM PErMCTPALMOHHOI 3amucu
KOMaHJI, KOTOpble BBOIMINCH. JTa (PyHKLHUST OCOOEHHO moJie3-
Ha TpY TOBTOPHOM BBOJ€ [UIMHHBIX HJIM CIIOXKHBIX KOMaHA HJIX
3ammcedl. Kak mokasaHo B Tabn. A.4, GpyHKLUS BEOEHUs! UCTO-
PUM KOMaH[ TI03BOJISIET BBINOJHSITH CISAYIOIIHE 3a1aUH:

* YCTAHABJIMBATH pa3mep Oydepa UCTOPHK KOMAHT,

* OBTOPHO 00paInaThcs K KOMaH/am,

* OTKJIFOYATh (PYHKIUIO BEAEHUS] HCTOPHH KOMaHI.

Tabauya A.4. Komanosl pynkyuu ucmopuu KOMano

Komanpa Onucanne
Ctrl-P v kyiaBHIIa co OOpaiienne K HOCHEIHEMH
CTPEJIKOU 66epx (npenbinyimeit)
KOMaH[e
Ctrl-N vnu knasuina co | O6pamenye k mnocnenyoien
CTpPEJIKOU 6HU3 BBEIICHHOM
KOMaH/ie
show history BeiBon comepskumoro Oydepa
KOMAaHJ
terminal history [size ko- | YcranoBka pasmepa Oydepa
audecmeocmpok] KOMaH[
no terminal editing OTiIOYeHHe pexxuma  yco-
BEpPLIEHCTBOBAHHOTO
PEelaKTHPOBAHHUS
terminal editing Bo3oOHOBIEHHE pexuMa yCco-
BEPLICHCTBOBAHHOIO PEINaKTH-
pOBaHHsI
Knasuma tabynsaropa (Tab) | 3aBepiienue BBona

ITo ymon4aHuio (QYHKLHS BEIEHHS HCTOPUU KOMAHJ
aKTUBU3MPOBaHA M CHCTeMa 3anuceiBaeT B Oydep mcropum
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10 xomanmHBIX CTpOK. 11 M3MEHEHHUs] KONWYecTBa KOMaH-
HBIX CTPOK, 3allUChIBAEMbIX CHUCTEMOW B TE€YEHHE TEKYIIEro
TEPMUHAJIIBHOTO  CE€aHCa, HEeOOXOAMMO  BOCIOJIb30BATHCS
KOMaHJIoM ferminal history size wnu history size. MakciuMaib-
HO B Oydep UCTOPUHU MOXKHO BKJIFOUUTH 256 KOMaHI.

Hnst Toro utoOpl oOpaTuThesi K KOoMaHaam B Oydepe
HUCTOPUH, HAYNHas C OCTIeNHEH BBENEHHOM, HEOOXOIMMO HaXKaTh
koMOuHaiwo kiaaBum <Cfrl+P> Wiy KIaBUIy CO CTPEJKOM
BBepx. [l mocnenoBareNbHOro obparueHusi k Oosee CrapbiM
KOMAaHZ1aM HaJ[0 MIOBTOPHO HAXKUMATh 3TH KJIABHUIIIH.

UroObl BO3BpPATUTHCS K MOCIEAYIOIIMM KOMaHAaM
B Oy(epe ucTtopun nocie oOpaieHusi K HUM ¢ MOMOIIBIO KJia-
Buml <Cfr[+P > nnu KJaBUIIM CO CTPENKOHM BBEPX, CIENyeT
HaXaTh KoMOuHaumio knasum <Crr/[+N> wnu  KiaBuury
co crpenkoil BHU3. IIoBTOpHOE Ha)kaTHe 3THX KJABHUII MPUBE-
IeT K IIOCJIEA0BATEIbHOMY BBI3OBY 0OJI€€ CBEXKHUX KOMAaHI.

ITocne BBOAA YHHKAJBHBIX XapPAKTEPHUCTHK KOMAaH/bI
HaxaTue KiaBuu <Jab> mpuBemer K TOMy, 4TO HUHTEpdeiic
3aBepIIUT BBOA KoMaHfbl. [lonb3oBarenb MOXKET CKOMUPOBATH
NpeAbIIYIIYI0 KOMAaHAHYIO MOCJENOBaTeNIbHOCTh, 3aTEM BCTa-
BUTb €€ KaK TEeKYLIYI0 BBOAUMYIO KOMaHIy U HAXKaTh KJIABULIY
<Return>.

Haxarue xomOunaiuu knaBuin <Cfrl+Z> BbIBOAUT
U3 pexXnuMa KOHPUTYPHPOBAHHUS.

BeIBOABI.

1.  Kondurypuposanue  mapupyruszaropoB  Cisco
MOXKHO OCYILECTBJIATh u€pe3 IIOJMb30BATENbCKUI HHTEpdeEIic,
HCIONTHsAEMBIIT Ha KOHCOJI MapIIPyTH3aTOPa, WM HA TEPMIHAJIE.

2. B umemsx OesomacHoctu Mmapupytuzatopel Cisco
UMEIOT J1Ba YPOBHsI IOCTyIa K KOMaHIaM: TOJIb30BATEIbCKUI
U [IPUBUJIETUPOBAHHBIIH PEKUMBI.

3. Ucnonb3ys unTepdeiic monp30BaTesisi, MOXKHO!

— BXOIMTh B CHCTEMY IO MapOJIO ITOJIB30BATEIS;

— BXOIHTh B MPHUBUJIETMPOBAHHBIN PEXUM IO TAPOIIIO,
BBOAMMOMY TOCJIe KOMaHbI enable;
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— OTKJIIOYaTh (DYHKLIUH WIIH 3aBEePLIaTh CEaHC.

4. PazButble pyHKIIH TTOMOIIN ITO3BOJISTIOT:

— 3aBepuIaTh OGOPMIICHHE KOMaHIbl U MONy4YaTh MOJ-
CKa3KH;

— NPOBEPATb CUHTAKCUC.

5. Untepdelic monb3oBaTenss HMEET PEXHM YCOBEp-
[IEHCTBOBAHHOIO PENAaKTHUPOBAHUS, KOTOpBIH obecreunBaer
peanu3aniio KI0YeBbIX (PyHKIHHA peakTHPOBAHHS.

6. Wnrepdeiic nonb3oBaTeNs MPENOCTABISIET BO3MOX-
HOCTb IPOCMOTPAa MCTOPUM MM PETHUCTPALOHHON 3amucH
KOMaHJ|, KOTOpble BBOAUJIMCh.

A.2. BeiBoa nndopmauus 0 KOHPHUIypauuu Mapmpy-
TH3aTOpa

A.2.1. KoMnoHeHTbI, yuacTBylOIHe B KOH(pUIypH-
POBAHHHM MApPLIPYTH3aTOpa

3HaHHEe KOMIOHEHTOB, YYaCTBYIOLIUX B MPOLIECCE KOH-
¢urypuposanus, odecrneunBaeT MOHUMaHUE TOTO, Kak Mapii-
PYTH3aTOp XPaHHUT U HUCHOJIb3YET BBOJMMbIE KOMaHAbl KOH(pU-
rypuposaHnust. IIpencrasienue o marax, UMEOLIUX MECTO MPH
MHHULUAIM3aLUI MaplIpyTU3aTOpa, MOMOTaeT B ONPEAEICHUHI
CYTH M MeCTa BO3HHUKHOBEHHs NpOOJeM, KOTOpBIE MOTYT
MOSIBUTBCS B MOMEHT 3aIlyCka MapIlIpyTH3aTOpa.

BHemHHe HCTOYHHKH KOH(PHUTYyPALHH.

Kak mokazano Ha puc. A.l., MapIIpyTH3aTOp MOXKHO KOH-
(UrypHpoBaTh C MOMOLLBIO MHOTHX BHELIHUX UCTOYHUKOB. ITocie
HAYQJIbHOM MHCTAULSILAM OH MOXKET KOH(HIYPUPOBATBCS C KOH-
COJIHOTO TEPMHHAJIA, KOTOPBIi MPEACTABIIIET COO0H KOMITBIOTED,
TIOKJIFOYEHHBII K MapIIPyTHU3aTOPy Yepe3 MOPT KOHCOIHL.

K HeMy MOXHO MOAKIIOYHMTHCS YepPe3 MOIEM, UCIIOIb-
3ysi mopT pomonHutenbHoro ycrpoicrBa (AUX). Hwmes
Ha4aJbHYIO CETeBYIO KOH(HUIYPALMIO, MAPIIPYTH3ATOP MOXKET
VIPaBIATHCS Yepe3 KaHajbl BUPTYATbHOIO TEPMUHAIA C HOMe-
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pamu oT O o 4. KOH(UrypauWOHHbI (aiin Takke MOXEeT
3arpy»artbcs no cetn ¢ TFTP-cepsepa.

Puc. AJ1.KoHurypaumoHHas nHhopMmaums MoXKeT
nocTynaTb M3PasNNYHbIX UCTOYHUKOB

BHyTpeHHMe KOMMOHEHTBI MapLipyTusatopa,
yyacTBytowWme B KOHQUTYPUPOBaHNN.

BHYTpeHHSAs apxuTekTypa MapLupyTunzaTopoB Cisco
noaAepXXMBaeT KOMMOHEHTbI, KOTOpble UFPaloT BaKHYH POb
B MPOLLeCCe ero HavanbHoro sanycka (puc. A.2). K BHYTpeH-
HUM KOMMOHEHTaM, y4YacTBYIOLMM B NpoLecce KOHMUrypupo-
BaHWs, OTHOCATCA ClefyloLLme.

O3Y/A03Y — XpaHuT Tabnuubl MapLUpyTU3aLuu,
ARP-K3WW, K3W ObICTPO/ KOMMyTauuu, O6ydepbl MNakeToB
(o6nactb O3Y COBMECTHOro No/b30BaHUA) U O4Yepesn 3axBa-
UeHHbIX MaKeToB.
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Ipu sxmouenHoM nurtanuu O3Y Takke Urpaer pojb
BpeMEHHOH W/wimm pabouell mamATH A KOH(PUTYpallMOHHOTO
¢aiina. IIpy OTKITIOYECHUH TUTAHUS MM NePe3anycKe COmepKu-
moe O3V Tepsiercs.

DOnepeonesasucumoe O3V — XpaHUT Pe3ePBHYIO KOIHIO
koH(uryparmonHoro (aitna mapmpyrusaropa. Ilpu orkimroue-
HUU MTUTAHIS WIK [epe3ayCcKe ero COAEPKUMOe COXPAHSIETCs.

Dnow-namams — CTHPAEMOE IIePETPOrpaMMHUPYEMOe
II3Y. Bo ¢Quplu-namsaTu XpaHUTCs oOpa3 OnepaluoOHHON
cuctembl U MUKpokox. OHa MO3BOJIAET OOHOBIIATH MPOrPaMM-
Hoe obecrieueHue Oe3 ymajeHHs MM 3aMEeHbl MUKPOCXEM Ha
miate npoueccopa. Coxmepxumoe (QBII-NAMATH HE TepAeTCs
Npy OTKJIFOYEHHH IMTAHUs WK Tepe3amnycke. B Hell Moxer
xpanutbes Heckonpko komuit OC 10S, a Takxe koHbHUrypanu-
OHHBIe (ailyibl U 3arpy304Hble 00pasbL.

113V — copmepuUT IporpaMMy AHArHOCTHKH II0 BKJIFO-
YEeHWI0  [HUTAHUS, IPOrpaMMy  HayaJbHOM  3arpy3ku
U TpOrpaMMHOe OOecIieueHre ONMepalioHHOW cucteMsl. Jlis
OOHOBIIEHHUs BEPCHH MPOrPaMMHOr0O obecredeHuss HeoOXOomu-
MO yZQJUTh M 3aMEHHUTb HA IJIaTe LEHTPAIBHOTO MPOLEccopa
BCTaBJISIEMBIE MIKPOCXEMBL.

Humepgpeiicor cOenVHEHUSI C CETbIO, 4epe3 KOTOpbIe
MaKeThl TOCTYNMAl0T B MapLIPYTU3aTOp M MOKHIAIOT €ro.
HHrepdeiicel pa3MeInaoTcs Ha MATEPUHCKOM IUIaTe WIH B OT-
JIeTbHBIX HHTEeP(EHCHBIX MOMYJISX.

03Y | Onepronesasuciumoe 03Y Onew-namsTs n3y
Korconb
WHTepdencyl
BcnomorarensHoe o
YCTPOWCTBO

Puc. A.2. Buympennue Komnonenmol, yiacmeylomiue
6 npouecce MapuPymU3ayUN, 6KII04AI0M HECKOIbKO 3/1EMCHIN0G
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PaGouee xpanenne undopmauuu B O3Y.

O3Y — 310 00nacTh MaMATH, HCHOJNb3yeMas Ui
xpaHenus: uH(popmaumu BO Bpemst pabotel Ilocnme momaum
MUTaHKWsI Ha MapIIPyTU3aTOp MpOrpaMMa HadajbHOH 3arpy3Ku
BuinosiHsiercst U3 [13Y. Ora mporpamMma BBITIOJNHSAET HEKOTOPLIE
Tectbl 1 3aTeM 3arpyxaet B O3Y OC I0S. OnHoit u3 uacreit
OC IOS siBnsieTcst MOZyJib YIIPaBJIEHUs] HCIIOJHEHUEM KOMaH/
EXEC, KOTOpbIii IPUHUMAET U BBIMIOJIHIET KOMAH/bI, BBOAH-
Mbl€ B MapIIPYTH3ATOP.

A.2.2. Pe:xxum paGoThl MApLIPYTH3ATOpPA

HesaBucumo oT TOro, kak oOparnatoTest K MapLpyTH3a-
TOpY, 4Yepe3 KOHCOJb WM B pamkax ceaHca mporokona Telnet
yepes3 MOPT BCIIOMOTraTEIbHOTO YCTPONHCTBA, €r0 MOXKHO IIepeBe-
CTH B OIIMH M3 HECKONIbKUX pexxuMoB. MHTepdelic momb3oBarens
OC IOS obecnieunBaeT AOCTYI K peKMMaM BBIMIOJHEHUS] KO-
MaHJ, K&KIbIii U3 KOTOPbIX 00JIafaeT pasanuHbIMU QYHKLMIMH.

Ionwvsosamenvckuii pescum EXEC — 5TO pexuM mpo-
CMOTpa, B KOTOPOM I10JIb30BATENb MOXKET TOJNBKO IMPOCMATPHU-
BaTh OIpEAENEHHYI0 MH(POPMALMIO O MapLIPYyTU3aTOPE, HO He
MOXKET HHMYero MeHATb. B 3TOM pexXuMe HCHONb3yeTcs
KOMAaHJIHasl CTpoKa BUAa Router™>.

IIpusunecuposannviii pescum EXEC — monnep:xusaer
KOMaHABl OTJAAKH H TECTHPOBAHMSA, IETAIBHYIO MPOBEPKY
MapLIPyTH3aTOpa, MAHUIYJALNK ¢ KOHPUTypanroHHeIM (aii-
JIOM U IOCTYI K peXxuMaM KOHpUrypupoBaHus. B HeM ncnomnb-
3yeTcst KOMaHHasi CTpoKa BUna Router#.

Peocum nauansnoii yemanoexu (setup) — obecneunsa-
€T AMAJIOrOBOE B3aHMOJEHCTBHE C MOACKa3KaMH, dYepe3 KOH-
COJIb, KOTOPOE TMO3BOJIIET HOBOMY IIOJIB30BATENIIO CO3/1aTh
HaYaJIbHYIO0 0a30BYI0 KOHQUTYpALIHIO.

Peorcum znobanenoezo kongueypuposanus — peanusyer
ONHOCTPOYHBIE KOMaH/IbI, PEIIAIOLIHE MPOCThIE 3314l KOH(pH-
rypupoBanus. B Hem ucnonp3yercss KOMaHAHas CTPOKAa BUAA
Router (config)#.

90



Jpyeue pesicumvl KOH@UEYPUPOBAHUA — BBINOJHSIOT
Gonee CIOKHOE MHOTOCTPOUYHOE KoH(purypupoBanue. OHU
HCTIONB3YIOT KOMaHIHYIO CTPOKY Buna Router(config-mode)#.

Peorcum RXBOOT — 310 ciy»eGHbIi pesKiM, KOTOPBIi
HapsiAy ¢ APYTUMU KOMAHIAMHU MOXET OBITh HCTIONB30BAaH IS
BOCCTaHOBJICHUsI 3a0BITHIX TTAPOJIeH.

IIpoBepka cOCTOSTHHSA MAPLIPYTH3ATOPA ¢ MOMOLIBIO
KOMAaHJ MPOCMOTPA CTATyCA.

Ha mnpaktuke Ba)XHO HMMETh BO3MOXKHOCTb KOHTDOJI
MPaBUJIBHOCTH (PYHKLIMOHHPOBAHUS U COCTOSTHUS MapIIpyTH3a-
Topa B Jr00Oi MomeHT BpemeHu. Mapumpytusatopst Cisco
HMEIOT Psifi KOMaHJ, KOTOPbIE MO3BOJISIOT ONPENeIsiTh MPaBUJIb-
HOCTb (DYHKLIMOHHUPOBAHMS U MECTO, I/ie BO3HHKJIA Mpobiema.

Komanzpl IPOBEPKU COCTOSIHUSI MApIIPYTU3aTOPa MPH-
BeZieHbI B TaOn. A.S.

Tabnuya A.5. Komanoer npoeepku cocmosnus
Mapupymusamopa

Komanna Onucanue

show version BbIBOAUT Ha SKpaH JaHHbIE O KOH(uUrypa-
UM anmnapaTHOH YacTH CHCTEMbI, BEPCHHU
MPOTPaMMHOr0 O0eCleueHus, HMEeHaX |
HCTOYHHKAX KOH(PUTYPALHOHHBIX (aiioB u
3arpy304HbIX 00pa30B, a Takke HHPOpPMa-
LU0 O MPUYMHAX MOCIENHEN mepe3arpy3ku
CHCTEMBIL.

show process | BeiBomur undpopmanuro 00 aKTHBHBIX
MPOLIECCaX.

show protocols | BeiBonur nanHble 0 CKOHPUIYpHUPOBaHHBIX
NPOTOKONIaX. JTa KOMAaHAA IIOKA3bIBAeT
CTaTyc BCEX CKOH(UIYPUPOBAHHBIX MPOTO-
KOJIOB YPOBHs 3(CeTeBOro).

show memory | Iloka3biBaeT CTaTHCTUYECKHE [aHHBIE O
amMsATH MapuIpyTU3aTOpa, BKJIOYas CTaTH-
CTHKY CBOOOJHBIX MYJIOB MAMSTH.
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show stacks ITokaseiBaeT cCOAEPKUMOE CTEKAa MCIONb3Y-
€MBIX MPOLECCOB H MOAIPOrpaMM Ipepbl-
BaHMUSI.

show buffers BeIBOIMT CTaTHCTMYECKHE MOaHHBIE IO
nysiaM OydepoB MapIIpyTH3aTopa.

show flash BeiBoputr unHbpopMmaimio 00 ycTpoicTse
GIdII-naMATH.

show running- | I[lokasbiBaeT  comepkaHue  aKTHBHOIO

config KOH(HUrypaunoHHOro daiina.

show startup- | BoiBoguT Ha 3KpaH cozmepXaHHE PE3EPBHO-
config ro KOHQUrypauuoHHoro gaiina.

show Iloka3biBaeT  CTaTUCTHYECKHE  OAHHBIE
interfaces o BceM uHTepdeticaM, CKOHGUTYPHPOBaH-

HBbIM B MapIIPyTH3aTOpE.

Hcnonssyemele B OC I0S Bepcuu 10.3 u 6onee panuue
KOMaHbl write term u show config ObLUTH 3aMeHEeHbI HOBBIMH.
B Ttekymell Bepcuu 3TH KOMaHAbl MPOJOJIKAIOT BBINOJIHATH
cBOM (PYHKUMH, HO OOJIbLIE HE YIIOMUHAKOTCS B JOKYMEHTALIUH.
B Oynyweii Bepcun 3T KOMaHAbl moanepxusaroTcs. Iloneso-
BaTeJb 3HAET, YTO MEepPeA HUM aKTHUBHbIH KOH(MUIypaLMOHHBIA
Gaiin, ecnmu cepxy ectb Hammuch Current Configuration
(«Texymast xoHpurypauus»). TouHO Tak e MOIb30BATENb
3HAET, 4TO Mepef HUM pe3epBHAs KONMs KOH(PUIyparmOHHOro
¢aiina, ecmu BBepxy 3KpaHa ecTb cooOireHuss o0 oObeme
HCTIOJIb30BAHHON SHEPrOHe3aBUCHMOMN MaMsTH.

A.2.3. IIpumenenue ¢opm Komanarel show pias uccie-
JAOBAHHSI COCTOSIHUSI MAPLIPYTH3aTOPA

Komanne! show running-config (muctudr 1) u show
startup-config (MUCTHHr 2) OTHOCATCA K Hambojiee 4acTo
ucnonszyemeiM komaugaMm pexxuma EXEC OC 10S, xoropoie
MO3BOJLSIIOT aIMUHHCTPATOPY BUJETH TEKYIUYI0 PabOvyt0 KOH-
(urypanuo MapupyTH3aTopa WIH pasMep o0pa3a U KOMaHIbI
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Ha4aJIbHOrO KOH(HUIypHPOBaHUsl, KOTOpble OyAyT HCMOJB30-
BAaThCS MAPLIPYTU3ATOPOM IIPH CIIEAYIOIIEM Iepe3amycke.

Jluctunr 1. Komanna show running-config

Router# show running-config

Building configuration...

Current configuration:

version 11.1

-- More --

JIuctunr 2. Komanna show startup-config

Router# show startup-config

Using 1108 out of 130048 bytes

version 11.2

Hostname router

-- More --

Komanna show interfaces.

Komanna show inferfaces BbIBOOUT Ha SKpaH 3HAYEHHs
KOH(UIypHpyeMbIX TapaMeTpoB H CTaTAAHHBIE PEaTbHOrO
BpPEMEHH, CBSI3aHHBIE C IMOCJIEOBATENbHBIMU HHTepdericamu
(smacTuHT 3).

JIuctunr 3. Komanna show interfaces

Router# show interfaces

SerialO is up, line protocol is up

Hardware is MK 5025

Internet address is 192.168.1.125, subnet mask is
255.255.255.128

MTU 1500 bytes, BW 56 kbit, DLY 20000 usec, rely
255/255. 1oad 9/255

Encapsulation HDLC, loopback not set, keepalive set
(10 sec)

Last input 0:00:00, output 0:00:01, output hang never

Last clearing of show interfaces counters never

Output queue 0/40, 0 drops, input queue 0/75, O drops

Five minute input rate 1000 bits/sec, O packets/sec

1885 packets input, 624002 / bytes, no buffer

Received 2 0457 broadcasts, O runts, O giants
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3 input errors, 3 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
403591 packets output, 66717279 bytes, 0 underruns

0 output errors, O collisions, 8 interface resets, O restarts
45 carrier transitions

Komanpa show version.

Komauna show version BeIBOZUT Ha 3KpaH uH(bOpMA-
o o Bepcun OC 10S kommnanuu Cisco, KOTOpasi B AaHHbII
MOMEHT BBIIOJIHSIETCS] MAPLIPYTH3aTOPOM (JIMCTHHT 4).

JucTunr 4. Komaunpa show version

Router# show version

Cisco Internetwork Operating System Software

I0S (tm) 4500 Software (C4500-J-M). Version 11.2

Copyright (c) 1986-2010 by Cisco Systems, Inc.

Compiled Fri 15-Jun-2010 15:35 by rbeach

Image text-base: Ox600088A0, data-base:
0Ox6076EO0O

ROM: System Bootstrap, Version 5.1(1) RELEASE
SOFTWARE (fcl)

ROM: 4500-XBOOT Bootstrap Software, Version
10.1(1) RELEASE SOFTWARE (fcl)

router uptime is 1 week, 3 days, 32 minutes

System restarted by reload

System image file is c4500-j-mz, booted via tftp from
10.25.11.123

-- More --

Komanna show protocols.

Komanna show protocols ncnonbzyercs s BBIBOAA
JAaHHBIX O MMPOTOKOJNAX, CKOH(QUTYPUPOBAHHBIX HA MApLIPYTH-
3aTope. JTa KOMaH/a MOKa3bIBaeT roOaNbHbIA U crienudude-
ckuil mna umHTepdeiica cTaTyc BCeX CKOH(UIYPHUPOBAHHBIX
npoTokojoB  yposas 3 (Hampumep, IP, DECnet, IPX
u AppleTalk) (muctunr 5).
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JIucrunr S. Komaunna show protocols

Router# show protocols

Globalvalues:

Internet Protocol routing is enabled

DECNET routing is enabled

XNS routing is enabled

Vines routing is enabled

AppleTalk routing s enabled

Novell rout ng is enabled

-- More --

EthernetO is up, line protocol is up

Internet address is 192.168.1.125, subnet mask is
255.255.255.128

Decnet cost is 5

XNS address is 010.2a00.0400.0284

CLNS enabled

Vines metric is 32

AppleTalk address is 3012.9 , zone Id-e0

Novell address is 3010.aa00.0400.0284

-- More --

A.3. 3amyck MapmpyTH3aTOpa M €ro HauaAJbHOe
KOH(UrypHPOBaHHE

A.3.1. llocsienoBaTeIbHOCTD 3aMyCKa

Ipoueaype! 3amycka MelkceTeBOH ONepalHOHHOM
cucremsl Cisco (OC 10S).

IIpouenyper 3anycka OC I0S wucnomesyrores s
OpraHM3aLMK Ha4YaJbHBIX ONepalLyii MaplpyTuzaTopa. Mapii-
PyTH3aTOp NOJUKEH 00eCcrevnBaTh HaZeXHYK paboTy, CBS3bI-
Basi CETH MOJIb30BaTeNell, HA 00CIy>KUBaHHE KOTOPBIX OH OBLI
ckonburypuposa. UToObl ROOMTHCS 3TOrO, MOANPOrPaMMBbI
3aIyCKa OJDKHBI BBIIIOJIHUTH CIENYIOIIee.

1. IIpoBepuTh, YTO MapIIPYTU3ATOP BKJIFOUMIICS M TIOJIHOCTHIO
MPOTECTHPOBAI AIMIAPATHYIO YacTh.
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2. Haiitu u 3arpy3utsb B namsatb OC 10S, xoropyro mMapuipy-
TH3ATOP HCTOJb3YEeT B KAUYECTBE CBOEH ONEpaLlMOHHON CHCTEMBL.

3. HaiiTu ¥ BBINOJHHUTH ONEPATOpPbl KOH(PUTYPUPOBAHUS
MapUIpyTH3aTOpa, BKJIOYass KOH(HUIYPHPOBaHHE (YHKIUH
MPOTOKOJIOB M apecoB UHTEP(HENCOoB.

IIpu nmoxade MUTaHUS MAPLIPYTU3ATOP BBITIOJHSET aBTO-
MPOBEPKY IO BKJIOYEHHIO MHTAHHS, BO BpPEeMsl KOTOpPOIl OH
BBIMIOJIHSAET HAXOMSIIMECS B TIOCTOSHHOM 3allOMHHAIOIIEM
ycrpoiictse (I13Y) nporpaMMel TUArHOCTHKU BCEX MOAYJICH. DTH
JIMarHOCTHYECKUE IPOrpaMMbI OCYIIECTBIISIOT MPOBEPKY Oazo-
BbIX ()YHKLMI MPOLIECCOPa, MaMSATH W MOPTOB CETEBBIX HMHTEP-
¢eiicos. ITocne npoBepkn (GYHKIMIT anmapaTypsl MapIIpyTH3a-
TOp MEPEXOANT K MHULMAJIN3ALMH IIPOrPAMMHOI0 00eCTIeUeHH s

A.3.2. Komanabl 3anycka

PexxM HauyanbHON yCTAHOBKU HE SIBJISIETCS PEKHUMOM
IUIsl BBOZIA B MapIIPYTHU3aTOP CIOXKHBIX (DYHKLHUIA TPOTOKOJIOB.
HauanpHast ycTaHOBKa HCHONB3yeTcss A (OpMUPOBAHHS
MHUHHUMAJIbHOW KOHburypauuu ycrpoiictea. Ilpu pemenun
OompuIHHCTBA 3a4ad KOH(HUIYPHPOBAHUS aIMHUHHCTPATOPBI
HCTIOJIB3YIOT HE PEXUM HAuaJbHOW YCTAHOBKM, a Pa3H4HbIC
KOMaH/Ibl CITeLINAJIbHBIX PEKMMOB KOHPUTYpHUPOBaHHUS.

B mucrurre 1 mpuBeneH nepedeHb KOMAaHA pPEXHMa
3aIycKa MaplIpyTU3aTOpoB. J[Be KOMaH/Ibl B Hayajie JIMCTHHIa 1
BBIBOJSIT Ha DKPAH PE3EPBHBIA U aKTUBHBIA KOH(PUIypaLHIOHHbIE
daiinel. Komanna erase startup config ypaiser pe3epBHYIO KO-
IO KOH(UIyPaIMOHHOTO (aiina u3 sHeprosesasrcumoro O3Y.

Komanna reboot mepesarpykaeT MaplIpYyTH3aTOp,
3aCTaBILIs €r0 IMPOXOOUTD Yepe3 Bech mpouecc KoH(urypuposa-
Hus. Ilocnennsas kOMaHAa MCHOJB3YETCs AJA BXOHA B PEXUM
HAYaJIbHON YCTAHOBKY U3 NPUBUIIETHPOBAHHOIO pesxima FXEC.
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JIuctunr 1. Komanae! pexxuma 3amycka aJis Mapmpy-
TH3aTOPOB
Router# show startup-config
(show config) *
Router# show running-config
(write term) *
Routerf erase startup config
(write erase) *
Router# reboot
Router# setup

A.3.3. Iuanor KOH(PpUIrypHUPOBAHHS CHCTEMBI

OnHol W3 MoANporpaMM HadaJibHOTO KOH(UTypHpOBa-
HUS SIBJISIETCSA MOANPOrPaMMa PEXHUMa HAYAIbHOH YCTaHOBKH.
I'maBHast Lesb 3TOTO peskuMa (JIMCTHHT 2) COCTOMT B CO3MaHHU
MHHHUMAJIBHOH KOHGHUIypauuy Ui J000ro MapuipyTH3aTopa,
KOTOpBI HE MOXKET HaWTH CBOH KOH(HUIYPALHOHHBIN (ai
B KaKOM-IHOO APYyroM HCTOYHMKE. JIJIsi MHOTHX IMOACKAa30K
QMajora KOH(HUIYPUPOBAHUS CHCTEMBI, BBINONHIEMOrO Cpel-
CTBaMM KOMAaHJIBI Sefup, TOCiIe BOMPOCa B KBaAPaTHBIX CKOOKax
(/]) nmeroTcs oTBeTH MO yMONuaHMIO. Haxarne KiiaBHIIH
<Return> (wm <FEnter>) mO3BOJISIET BOCIIOJNB30BATHCS OTBETOM
no ymomdanmo. Ecnu cucrema ObUta mpeBapHTeNbHO CKOHBH-
TypUPOBaHa, TO MPHBOAUMBIE OTBETHI TI0 YMOIIAHHIO TIPEICTAB-
JAI0T coOOH TeKyluue CKOH(GUIypUpOBaHHbIC 3HaudeHus. Eciu
cucteMa KOH(HUIypUPYeTCs B MIEPBBIH pa3, TO MPUBOIATCS 3HAUe-
HUSI TI0 YMOJTYaHHUIO, BBEICHHbIE U3TOTOBHTENEM. B ToM ciyuae,
KOrJia MOCTaBJIsIEMble W3TOTOBUTENIEM 3HAYEHUs MO YMOIYAHHIO
OTCYTCTBYIOT, KaK 3TO IMEET MECTO IIpU 3alpoce MapoJisi, ocie
3HaKa Borpoca (?) Ha SKpaH HIYEro He BHIBOHTCS.

JIucTunr 2. Pe:xxum HAYAJIbHOH YCTAHOBKH
#setup
-- System Configuration Dialog --
At any port you may enter a question mark '?' for help.
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Use ctrl-c to abort configuration dialog at any prompt.

Default settings are in square brackets '[]'s

Continue with configuration dialog? [yes].

First, would you like to see the current interface sum-
mary? [yes]

Interface IP-Address OK? Method Status Protocol

TokenRing0 unassigned NO not set down down

EthernetO unassigned NO not set down down

Serial0 unassigned NO not set down down

FddiO unassigned NO not set down down

B 3TOT MOMEHT BBOIOM B KOMAHIHOH CTpOKE CJIOBA
10 MOXHO TIPEKPATHTh MPONODKEHNE IUajiora KoH(urypuposa-
HHsI CHCTEMBI M BBIATH U3 Hero. UroObl HaYaTh MPOLIECC MEPBO-
HaYaJIbHOTO KOH(PUIYPHUPOBAHKsI, HEOOXOMMMO BBECTH OTBET Yes.
Jlist pexparieHust IpoLecca U 3aBepLIeHUs MPOLIEAYPHI 3aITycka
MOXKHO B J00O€ BpeMs Haxarb KOMOWHALMIO —KJIABHII
<Ctrl+C>. Ecnu B X01i€ [uajora rosiBJisieTcs: mojckaska — More
-, TO JIs1 IPOROJDKEHHs HeOOXOIMMO HaXkaTh KJIaBHIIY npoderna.

A.3.4. HayajbpHasi YCTAHOBKA TIJIO0AJBHBIX Mapa-
MeTpOB

ITonckaska B IMCTHHIE 3 FOBOPUT O TOM, YTO MapLIpy-
TH3aTop TpedyeT OT MoNb30BaTeNsi BBOAA MOOAbHBIX HMapamMeT-
POB, KOTOpBIE TOT Ul HErO0 YCTAaHABIMBAeT. OJTHU MapaMeTphl
MPENCTABIIIOT CO00M KOHDHMIypaUMOHHbIE 3HAYEHUs], PELICHHS
MO KOTOPHIM IPUHUMAIOTCS monb3oBareneM. Ilepseiv riobaib-
HbIM IIapaMeTpoM, KOTOpbIH TpeOyeTcs BBECTH, SIBIAETCS MM
MaplIpyTHU3aTopa, KOTOpOoe 3areM Oyner CTOATh B Hadaie
KOMAaH/HO# CTPOKHM Beex pexxuMoB koHurypuposanust OC 10S.
Ipn HawyambHOM KOH(UIYPHPOBaHMM B KBAaAPATHBIX CKOOKax
yKa3bIBa€TCA WMsl MapuipyTh3aTopa mo yMmomdaHuro [Router].
INokazaHHbIe B JUCTHUHTE 3 TIOOANbHBIC MApaMeTphl UCHOJNb3Y-
I0TCSI TAKXKE [UIs YCTAHOBKHU PA3JIMUHBIX Mapoieil, KOTOphIe 3aTeM
HCIOJB3YIOTCS P paboTe C MapLIPYTH3aTOPOM.
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JIuctunr 3. Tloackaska, mocjie KOTOpOH BBOAATCS

IJI00AJIbHBIE MAPAMETPBI MAPIPYTH3ATOPA

Configuring global parameters:

Enter host name [Router]

The enable secret is a one-way cryptographic secret
used instead of the enable

password when it exists.

Enter enable secret[<Use current secret>]

Enter enable password [river]:

%Please choose a password that is different from the
enable secret

Enter enable password [river].

Enter virtual terminal password [river]:

Configure SNMP Network Management? [no]:

ITonb3oBaTemo HEOOXOOMMO BBECTH TAK HA3bIBAEMBIil
enable secret-mapons. Ilpyu BBOZE LEMOYKH CHMBOJIOB HapOILst
B CTpoke [Lnter enable secret cumBOmBI 00pabaTHIBAIOTCS
QJTOPUTMOM IIM(POBAHUSA. ITO MOXET YBEIHYUTb CTENEHb
3aIUTHI MaposeBoil nenouku. Temeps, ecnu kro-nmubo Oymer
NpOCMaTpUBaTh COAEPKUMOE KOH(UIypaLHOHHOTO (paiima
MapLIPYTH3aTOpa, TO Mapojib KoMaHAbl enable (Tak Ha3bIBae-
Mblii enable-napons) BOCIIPOU3BEAETCS B BUAE IPOU3BOIBHOTO
Habopa CHMBOJIOB. PexxuM HauajbHON YCTAHOBKU PEKOMEHIY-
eT, HO He Tpedyer, uTobbl enable-maponb oTauvancs ot enable
secret-napoisi.

Korna Ha KOHCOJM MOSBISIETCS 3aIpPOC HA BBOA IJIO-
OaNbHBIX MapaMeTpPOB, MOKA3aHHbIH B JICTHHTE 4, MOJb30Ba-
TeNb JOJDKEH BOCIONB30BATHCSI KOH(PUIypaLMOHHBIME 3Haue-
HHUSIMH, KOTOPbIE OH OMNpeNeNuy AJs BBOAA B MapIIPyTH3aTOp.
IIpu MONOKHUTEIBHOM OTBETE Ha KaXKHbId 3ampoc (OTBeT yes)
[0 Ka)XIOMY IPOTOKOJY MOTYT MOSIBIATHCS IOMOJIHUTENbHbIE
BOITPOCHL
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JIucTunr 4. 3anpocsbl HA BBOJ IIO0AJIBHBIX MAPAMETPOB,

KOTOpbIE MOSIBJISIIOTCS HA KOHCOJIH

Configure IP? [yes]:

Configure IGRP routing? [yes]:

Your IGRP autonomous system number [1]: 200

Configure DECnet? [no]:

Configure XNS? [no] :

Configure Novell? [no]: yes

Configure Apollo? [no] :

Configure AppleTalk? [no]: yes

Multizone networks? [no]: yes

Configure Vines? [no]:

Configure bridging? [no]:

A.3.5. HayanbHasi yCTAHOBKA MApaAMETPOB HHTEp-
(eiicoB

IIpu mosiBNeHMM TOKA3aHHOTO B JIMCTHHIE 5 3ampoca
Ha BBOJ NApaMeTPOB IJIsI K&XKIOTO yCTAaHOBIEHHOTO HHTEp(heH-
ca TOJIb30BAaTeNIb JOJDKEH BOCHOJB30BATHCS KOH(HIYPALHOH-
HBIMU 3HAYEHUSMH, KOTOPbIE OH OTNPENeNHI Il BBOAA B MapIil-
PYTH3aTOp B KauecTBe MapameTpoB UHTEPdecoB.

Jluctudr 5. 3anmpocsl Ha BBOA MapaMeTpoB AJS
Ka’KA0r0 YCTAHOBJICHHOr0 HHTepdeiica

Configuring interface parameters:

Configuring interface TokenRingO:

Is this interface in use? [yes]:

Tokenning ring speed (4 or 16)? [16]:

Configure IP on this interface? [no]: yes

IP address for this interface: 10.36.0.1

Number of bits in subnet field [0]:

Class B network is 10.25.11.121, O subnet bit; mask is
255.255.0.0

Configure Novell on this interface? [no]: yes

Novell network number [1]:
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Configure interface SerialO:

Is this interface in use? [yes]:

Configure IP on this interface? [yes]

Configure IP unnumbered on this interface? [no]:

IP address for this interface: 10.36.0.1

Number of bits in subnet field [0]:

Class B network is 10.25.11.121, O subnet bits; mask is
255.255.0.0

Configure Novell on this interface? [yes]: no

Configuring Interface Serial 1:

Is this interface in use? [yes]: no

A.3.6. Cuenapuii HAYAJILHOH YCTAHOBKH M €ro Mc-
NnoJb30BaHHe

Iocne 3aBepieHns KOHGHUIYPUPOBAHUS BCEX YCTAHOB-
JIEHHBIX Ha MaplIpyTU3aTope UHTepdeiicoB nporpaMma KOMaH-
Ibl PEXMMa HA4daJbHOH YCTAHOBKH Sefup BBIBOIWT Ha JKPaH
CO3JaHHYIO KOH(UIypalyio, BHEIIHWH BHJ KOTOPO#l MOKa3aH
B juctuHre 6. [lanee mporpaMma KOMAaH/bl Sefip CIIPALIMBAET
TIOJIB30BATENS O TOM, XOUET JIU OH UCIHONB30BaTh 3Ty KOH(DUry-
pamto. Eciu orser nonoxkureneH (yes), To KOH(Urypauust Bbi-
TIOJTHSAETCSI U COXPAHSIETCS B SHEPrOHE3aBUCHMON MAMSITH.

Ecmu oreer otpuuareneH (#0), To KoHuUryparms
He COXpaHseTcs M Mpolecc HaunHaercs cHosa. st atoro 3a-
Ipoca HEeT OTBEeTa MO YMOJYaHHIO, M IOJIb30BATENDb IOJDKEH
oTBeTHUTh OO «day (yes), nubo «nemy (no). Ilocne nonoxu-
TEJIBHOTO OTBETAa Ha 3TOT MOCJEOHHII BONPOC CHCTEMa T'OTOBA
K HCIOJIB30BaHHUIO.

Eciu cymectByeT HEOOXOOMMOCTb B MOAM(pHKALUAH
TOJIBKO YTO CO3/IaHHOH KOH(MIypalMH, 3TO CIEAyeT CHejaTh
BPYYHYIO.
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JIncruar 6. BeiBogmmasi mporpaMMor KOMAH/bI
setup co3aaHHas KoH(HUrypauus

The following configuration command script was created:

hostname router

enable secret 5 $ 1Sg772S

enable password river

enable password river

line vty 0 4

password river

snmp-server community

|

ip routing

no decnet routing

no xns routing

no apollo routing

appletalk routing

no cins routing

no vines

no bridge

no mop enabled

Interface Ethernet

Ip address 10.25.11.121 255.255.0.0

network 1

no mop enabled

!

interface Serial0

Ip address 10.25.11.121 255.255.0.0

Interface Seriall

shutdown

!

end

Use this configuration? [yes/no]: yes

[OK]

Use the enabled mode 'configure' command to modify
this configuration.
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JlaHHbI clieHapuii TOBOPUT, YTO Il BHECEHUS U3MEHe-
HUil B KOHQHUIYpaLMOHHBIH (il mocie UCroNMb30BaHUsT PEKIMA
HAYaJIbHOIM YCTaHOBKH, CJEYET HCIOJB30BATh PEXKUM KOH(PUTY-
PUPOBAHMS.

T'eHepupyemblii KOMaHIOM sefup daiin cueHapyst SBIISETCS
agnuruBHBIM. C MOMOLIBIO 3TOM KOMaHIbI MOKHO aKTHBH3HPO-
BaTh (DYHKLIMH, HO OTKJIFOYUTb MX HeNb3sl. Taioke KOMaHIa sefup
He TOAAEP)KHUBAeT (BYHKIIMH MapIIPyTH3aTOPa, KOTOpbie TPeOYyIOT
6oree CII0KHOTO KOH(UTY PHPOBAHMUSL.

BriBoabl.

1. MapupyTusarop MHULHAIU3UPYETCS MyTEM 3arpys-
KU MPOrpaMMBbl HauaJIbHOH 3arpy3KHu, ONepaliOHHON CHCTEMBI
1 KOHPUTYPALIIOHHOTO (aiina.

2. Ecnmu MapuipyTuszaTop He MOXKET HalTH KOHpurypa-
LIUOHHBIH (haiiji, OH BXOIWUT B PEIKMM HaYaJIbHOM YCTAHOBKH.

3. MapupyTusaTop COXpaHsSeT pe3epBHYI0 KOIUIO
CO3aHHOW B PEKMME Ha4albHOM YCTAHOBKH HOBOHM KOH(HTY-
pauuy B 3HEPrOHE3aBHCUMOM MaMSITH.

A.4. KondurypupoBaHne MapiipyTH3aTopoB

A.4.1. Konpurypuposanue IP-agpecoB unrepdeiicon
MapupyTH3aTOpa

A.4.1.1. Ipouecchl, Hcnob3yembie AJisi KOHpUTY-
puposanus IP-agpecoB, B TOM 4HC/Ie JIOTHYECKHE CeTeBbIe
ajpeca U ceTeBble MACKH

Jnst ycTaHOBKHM Ha uHTepdeiice TOrnueckoro cereBoro
azipeca UCIONb3yeTcst koManaa ip address:

Router(config-if) # ip address ip-address subnet-mask
rae ip-address — 32-pa3psinHOe ABOMYHOE YHCTO B JECATHY-
HOM MIPEJCTABIEHUH C pas/ielieHneM Toukamu, subnet-mask —
TOXe 32-pa3psiiHOe ABOMYHOE YUCIIO B AECATHYHOM MPENCTaB-
JICHUU C pa3/ieIeHUEeM TOYKaMH, NMPUYEM €AMHHLIBI COOTBET-
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CTBYIOT TMO3HMLMSAM, KOTOPble MAOJDKHBI COBMafaTh, a HYJH
yKa3bIBAIOT HecoBaparouine nosuuuu. Komauma ip address
Ha3HA4YaeT a[pec U MAacKy MOICETH U 3aIllyCKaeT Ha uHTepdeii-
ce [P-oOpaboTky.

Just 3amanusi popMaTa CETEeBBIX MACOK IJIsi TEKYLIEro
ceaHca UCIIOJIB3YeTCs KOMaH/a term ip netmask-format:

Router(config)# term ip netmask-format

Orta KOMaHAa yCTaHaBIHBaeT (OpPMAT MAaCKH CEeTH
(Tabn. A.6). Bo3amoxHBI Ciienyroiue GopMaThl CETEBON MACKH:

— C CyMMoOit OUTOB;

— JEeCATUYHBIH C pasneneHueM Toukamu ((popmaT Mo
YMOJTYaHHIO);

— IIECTHAALIATCPUYHBIH.

Tabauya A.6. Komanosi, ceaszannste ¢ IP-adpecamu

YpoBeHb KOMaH- Komanpa Haznauyenne
AbI

Router(config-if)# | ip address ip- IIpucsauBaer anpec
address subnet- U HOMep IOACETH
mask uHTepdeiicy, Hauu-

Haet IP-o6paboTky

Router# term ip netmask- | YcranaBnusaer
format{bit count | | popmar ceTeBoi
decimal | hexa- MacKH IJIs TeKyLie-
decimal } ro ceaHca

Router (config- ip netmask- VYcranasnuBaer

if)# format {bit count | dpopmar CeTeBoii
|decimal | hexa- MAacKHU JiJIsl KOHKpET-
decimal } HOTO KaHajia

IP-umeHa xoCT-MAIIHH.

OC IOS Bemer Tabiuuy MMEH XOCT-MAlIUH M COOTBET-
CTBYIOLIMX WM afIpecoB, TAKOKe HA3BIBAEMYIO OMOOpAdCeHUeM
xocm-adpecos. B nporokone Telnet iMeHa XOCT-MalIUH HCMIONb-
3ylOTCA U1 MACHTH(UKALUM CETEBBIX YCTPOMCTB (XOCTOB).
Jst Toro uro6sl obmarscs ¢ apyrumu IP-ycrpoiicTBamu, Mapui-
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PYTH3aTOp M JPyrHe CeTeBble YCTPOMCTBA JOJDKHBI YMETh COOT-
HOCHTb MMeHa XOCT-MauuH ¢ IP-anpecamu.

Komanna ip host nenaer B kOHGUrypaliMOHHOM (aiine
MapIIpyTH3aTOPa CTATUYECKYIO 3amich 00 0TOOpaXeHUH HMe-
HH B angpec (Tabn. A.7).

Tabauya A.7. Komanoa ip host

Komanpna ip host Onucanue

name JIro6oe umsi, KOTOPOE MpPENIOYNTA-
eT TIONIb30BATEeNIb AJSI ONHCAHUSA
NYHKTa Ha3HAYEeHHs

top-port -number HeoOsi3arenpHblii HOMEP, KOTOPBIi
unentudunupyer TCP-mopr st
HCIIONIB30BaHMS, KOTZa MMs XOCT-
MaIIHHBl HCIOJIB3yeTCsl ¢ KOMaH-
moit pexxuma EXEC connect ummn
komannoii telnet. [lms pabotsl
¢ nporokosnom Telnet mo ymosua-
HUIO CTOUT port23

address IP-ampec unu aapeca, IO KOTOPHIM
MOXKHO CBSI3aThCsI C YCTPOHCTBOM

IIpuBeneHHass HuXKe KOMaHAA 3aaeT CTaTH4YEeCKOe
oToOpaxxeHne MMEeHH XocT-MamuHb! Ha IP-anpec.

Router(config)# ip host name [top-port-number]
address [address] ...

ip host tks 1.0.0.52.0.0.8

ip host iksit 1.0.0.4,
rae 1.0.0.5 2.0.0.8 sBnsroTCS IByMsI CETEBBIMU aApECaMu IJis
X0CTa ¢ uMeHeM 7ks, a 1.0.0.4 onpenensier ums iksit B kauecTse
sKBUBaNeHTa aapecy 1.0.0.4.
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A.4.1.2. KonpurypupoBaHue cepBepa HMeH

Komanna ip name-server 3amaer Te XOCT-MallHHBI, KOTO-
pble MOTYT NIPEOCTABUTh CEPBIC MMEH. B O1HOI KOMaHIe MOXK-
HO 33/1aBaTb MaKCUMyM IIeCTb [P-ampecoB cepBepoB UMEH:

Router(config)# ip name-server server-address! [[server-
address2] [server-address 6]

Hns ortoOpaxkeHHs: [NOMEHHBIX HMeH Ha IP-ampeca
HeoOX0mMMO HAEHTH()ULMPOBATh HMEHA XOCT-MALIKH, a 3aTeEM
3a7aTh CepBep MMEH M AKTHBHU3HPOBATH CHCTEMY JOMEHHBIX
umeH Domain Name System (DNS). ITocie 3TOro kaxzplii pas,
KOT/la ONepalloHHasl CHCTeMa OymeT moydaTh KOMaHAY HIIH
azpec, KOTOpble OHa HE CMOXET paclo3HaTh, OHa Oyner
obpamatscst B DNS 3a IP-agpecom 3TOro yCTpoucTBa.

CxeMbI 0TOOpaXKeHHS] «<HMSI-aApec».

Kasxnplii yHukanpHbiil IP-anpec MOXeT UMETh COOTBET-
creyrommee eMy ums xoct-mMamusbl. OC I0S ynpasister kamem
OTOOpaXKEHHST «MMsI XOCT-MAIIMHbI-aAPECy», KOTOPBIH HUCIOb-
3yerca komanmamu pexxuma EXEC. Jtor kxom yObicTpsier
npotecc npeobpa3oBaHusA HMEH B agpeca.

B nporokone IP ompeneneHa cxema MPHCBOEHUSI UMEH,
KOTOpasi MO3BOJISIET MACHTU(UIIUPOBATH YCTPOHCTBA 110 UX MECTY
B IP-ceru. Hanpumep, ums ftp.vimvd.ru unentuduimpyer nomex
nporokona nepenauu daitnop (FTP) mnsa ycrpoiicts BopoHexk-
ckoro uHcturyta MB/I Poccuu. [Is1 oTcnexxuBaHuss IMEH IOMe-
HOB B IP-cerm 3amaercs cepBep HMMeEH, KOTODBIM YINpaBisieT
K31II€M HMeEH.

Cnyx6a DNS akTHBH3UPYETCsI IO YMOTYAHHUIO C ajpe-
coM cepsepa 255.255.255.255, xOTOpBIA SIBJIAETCA aapecoM
JIOKaJIbHOTO [IMpoKOBeInanus. Kak mokasaHo HMXKe, KOMaHIa
no ip domain-lookup oTKIIFOYaeT B MaplIPyTH3aTOpe Ipeodpa-
30BaHHE HMEH B ajipeca:

Router(config)# no ip domain-lookup

DTO 0O3HAUYAET, YTO MapUIpyTU3aTOp HE Oyner mepeaj-
pecoBbIBaTh LIMPOKOBeaTenbHble DNS-nakeTsl.
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A.4.1.3. KomaHab!l BbIBOJA HA SKPaH

Jnst BbIBOZA HAXOMSIIETOCS B KAIIE CIUCKA HMEH
XOCT-MAIllH U aJpPeCcOB HCIIONB3YeTCst KOMaHma show Hhosts,
KOTOpas MOKa3aHa B JIUCTUHTE 1.

JInctunr 1. Komauna show hosts

Router# show hosts

Default domain ins not set

Name/address lookup uses statmc mappiimgs

Host Flags Age Type Address (es)

TKS (perm, OK) 5 IP 144.253.100.200 133.3.13.2

133.3.5.1133.3.10.1

S (perm, OK) ** IP 172.16.100.156

VORONEZH (perm, OK) 5 IP 183.8.128.12 153.50.3.2

LIPETSK (perm, OK) ** IP 153.50.129.200 153.50.3.1

BELGOROD (perm, OK) ** IP 144.253.100.201
153.50.193.2

153.50.65.1 153.50.33.1

OREL (perm, OK) ** IP 144.253.100.203 192.3.63.129

192.3.63.33 192.3.63.65

TAMBOV (perm, OK) 5 IP 183.8.0.129 183.8.128.130

183.8.64.130

Router (perm, OK) ** TP 144.253.100.202 183.8.128.2

183.8.128.129 183.8.64.129

KURSK (perm, OK) ** IP 183.8.0.130 183.8.64.100

ROSTOV (perm, OK) ** IP 192.3.63.196 192.3.63.34

192.3.63.66

KRASNODAR (perm, OK) ** IP 153.50.129.1
153.50.65.2

--More --

B tabn. A.8 mpuBeneHbl 3HAUEHUS CTOJIOLOB PE3YIIbTa-
T4 HCIOJIHEHUS KOMaHAbI show hosts, CBElNEeHHs B KOTOPBIX
MOTYT OBITh HCIOJIB30BAaHbI AJIsl IMOJyYEHHUs] CrieLU(UIECcKOi
HUH(QOPMALIMH O 3AIUCH C HMEHEM XOCT-MALIMHbI.
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Tabauya A.8. Pezyrvmam ucnoiinenus komanovt show hosts

onae Onucanue

pe3yJbTarTa

Host Hmena xocT-MalluH, O KOTOPBIX CTAJI0 U3BECT-
HO MapIIpyTH3aTOPY

flag OmnucaHue TOro, Kak MoCTymuia HHPOPMALIHSL,
U ee TeKYyLIUi cTaTyc

perm PyuyHoe xoH(pUrypHpOBaHHE B CTaTUYECKOH
TabJHIIe XOCT-MAIIHH

temp ITonydeHo B  pe3ysibTare HCHOJb30BAHUS
cnyx6b1 DNS

OK Tekylnas 3anuch

ex 3amuce mpeBbICHIa BPEMEHHOM MpeaeN HaXOX-
JeHHs B TaOJuIe, WIN CPOK €€ NOCTOBEPHOCTH
HCTEK

age Bpemst B uacax ¢ MOMeHTa OOpauieHus
POrPaMMHOTO 00eCIeYeHu s K 3aMUCH

type Ilone nporokona

address (es) | Jlornueckue anpeca, CBsI3aHHbIE C HMEHEM
XOCT-MALIHHbI

A.4.1.4. Bepuduxauus IP-anpecos ¢ HCNOIb30BAHHU-
em KoMaHn felnet, ping, trace

IIpobnems! anpecalyy sBISIOTCS HaHOOJee 4acTo BCTpe-
qarommucs B IP-cersix. IlosToMy BakHO CHauyana INPOBEPUTH
KOH(HIYpPALMIO aPECOB U TOJBKO MOTOM MPOIOIDKATh KOH(DHIY-
pUpOBaHUE.

Komanna telnet.

felnet — 31O TMpOCTasi KOMaHAA, KOTOpPAsi MCIOJIb3YETCs
JUISL TOTO, 4TOOBI MOCMOTPETh, MOXKHO JI YCTAHOBHTb COENUHE-
Hue ¢ MapupyTtusaropom. Eciu ¢ MapiipyTtuszaropoM He ynaercs
ycTaHoBUTH Telnet-ceaHc, HO €ro MOXKHO «IPOMHMHIOBATH»
C IOMOIIBI0 KOMAH/IbI PiNg, TO TOrAA MOHSATHO, 4TO mpobiema
3aKI04aeTcss B (QYHKIMOHAIBHOCTH MApLIPYTU3aTOpPa BEPXHErO
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ypoBH:. B 3TOM ciiyuae, BO3MOXKHO, HAJ0 Mepe3arpy3uTh Mapii-
PYTH3aTOP U MOMBITAThC CHOBA YCTAHOBUTD C HUM CEAHC.

Komanna ping.

Komanna ping noceitaer ICMP 3xo-makeTsl U Homnep-
JKUBAETCs] KaK B MOJIb30BATEIBCKOM, TaK U B NMPHBUJIETHPOBAH-
HoM pexkume EXEC. B mpuBeneHHOM HIDKE NPHUMEPE Bpems
MPOXOXKIEHHUS OJHOIO 3XO-TIAKeTa MPEBbICHIIO 33[aHHBIA IIpe-
JIeNl OXKUIAHUS, O YeM TOBOPMT TO4Ka (.) B BBIBOAMMOH HMH(Op-
MallUy, a d4eTblpe OBUIM YCIEIIHO IPUHSATHL, YTO IOKA3aHO
BOCKJIMLIATENbHBIMH 3HaKamH ().

Router> ping 172.16.101.1

Type escape sequence to abort.

Sending 5 100-byte ICMP echoes to 172.16.10.1.
timeout is 2 seconds:

Success rate is 80 percent, round-trip min/avg/max =
6/6/6 ms Router>

B Tabn. A9 mnpuBeneHbl CHUMBOJBI, 00O3HauaroLIVe
pe3yJibTaT ping-TeCTUPOBAHMS, KOTOPbIE MOTYT BCTPETHTBCS
B MH(OpMALMY, BLIBOZUMON KOMaHIOH ping.

Tabnuua A.9. Komanoa ping 01s mecmuposanus 603modic-
HOCHMU ycmanogienusn cea3u ¢ IP cemsx.
Cumsoa OnpeneneHue
! VY cnemHeli mpreM 3X0-0TBETa
. IIpeBbllIEHNE BPEMEHHOro IpeneNa OXKUaa-
HHsI OTBETHOH AeHTarpaMMbl

U Owmnbka HEZOCTHKUMOCTH NYHKTa Ha3Hade-
HHS

C ITakeT CTONKHYJICS C MEPErpy3Koi B CeTH

I HcnonHeHne kOMaHIB! ping ObUIO HpepBaHO

(HanmpuMep, B pe3ysbTaTe HaxaTusi KOMOHHa-
uun kiaasuin <Ctrl+Shift-6 X)

? HewussecTHeIl TUN NakeTa

& ITakeT mpesbicu 3Ha4eHue napamerpa TTL
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Pacunpennas komaHaa ping.

PacmupenHas koMaHzaa ping NMOAAEPKUBAETCS TOIBKO
n3 npusmiernposadHoro pexuma EXEC. Kak mnokaszano
B JINCTUHTE 2, PAaCIIUPEHHBII PEXHM KOMAHIBI ping MOXHO
WCIIOJIb30BATh NS 3aJJaHUs MOAIEPKUBAEMBIX OIIUI 3arojoB-
k0B, ucnonbsyemsix B cetn EUTKC u Internet. [{yst Toro uro-
Obl BOWTH B paCUIMPEHHBIH PEXHM, HEOOXOOUMO B CTPOKE
noxackasku Extended commands («PacumpeHHbie KOMaHIbI»)
BBECTH OYKBY «y».

JIuctunr 2. PacminpeHHass koMaHga ping, KOTopas
MOJAEP/KUBAETCH TOJIBKO M3 NPHBHJIETHPOBAHHOIO PEXKH-
ma EXEC

Router# ping

Protocol [ip]:

Target IP address: 192.168.101.162

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2] :

Extended commands [n] : y

Source address:

Type of service [0]:

Set DF bit in IP header? [no]: yes

Data pattern [0xABCD] :

Loose, Strict, Record, Timestamp, Verbose [non]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5 100-byte ICMP echoes to 192.168.101.162.
timeout is 2 seconds :

Success rate is 100 percent (5/5), roundrobin
min/avg/max = 24/26/28 ms

Router#
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Komanna trace.

Ipu ucronb30BaHUM KOMAH/bI frace (JICTHHT 3) UMEHa
XOCT-MallIWH BBIBOAATCS B TOM ClIy4da€, €CJId UMEET MECTO OAUHA-
MHYecKoe MpeoOpa3soBaHHE aapecoB MM OHU MPeoOpasyroTCs
C MOMOINBIO 3amucell B CTAaTHYECKOW TaONMIle XOCT-MALIWH.
BeIBogMMBIE BpPEMEHHbIE 3HAYEHHsS OTPAKAIOT BPeMsi, HEOOXO-
IMMOE IJIs1 BO3BpAaTa KasKIO0ro U3 TPEX 30HIUPYIOLIHX MaKETOB.

Jucrunr 3. Komanna trace

Router# trace abc.def.jhk

Type escape sequence to abort.

Tracing the route to abc.def jhk (26.0.0.73)

1. xyz.orgl.org (172.16.1.6) 1000 msec 8 msec 4 msec
2. sdq.org2.org (172.16.16.2) 8 msec 4 msec 4 msec

3. ert.org3.org (192.42.110.225) 8 msec 4 msec 4 msec
4. dfg.zxc.orgd.org (131.119.254.6) 8 msec 8 msec 8 msec
5. hgflasd.org4.org (131.119.3.8) 12 msec 12 msec 8 msec
6. cde.opg.jhk (192.52.195.1) 216 msec 120 msec 132 msec
7. abc.def jhk (26.0.0.73) 412 msec * 664 msec

Koraga mporecc TpacCHPOBKH AOCTUraeT HaMEYEHHOrO
IyHKTa HA3HAYEHUsI, Ha SKPaH BbIBOAUTCS CUMBOJI 3Be3104KH (*).
OGBIMHO 5TO MPOHCXOAUT B pe3yJbTaTe IMpHeMa IMakera ¢ coo0-
IIEHHEM O HEJOCTHKMMOCTH OPTa U MPEBBIIEHHs] BPEMEHHOTO
npeziesia OXKHIAHUS OTBETa HA 3OHOHMPYIOIMiA maker. [pyrue
OTBETBI, KOTOPbIE MOTYT ObITh MOJNYUEHBI 110 KOMAaH/E frace, pH-
BezeHbl B Ta0n. A.10.

IIpumeuanue.

Komanna frace nmonnep>xuBaeTcsi MeKCETEBbIM MPOTO-
xosioM (IP), cnyxboit cereBoro cepBuca 0e3 yCTaHOBJIEHHS
coenunenus (Connectionless Network Service, CLNS), ciyx-
Ooit BupTyanbHOH uHTerpupoBanHoil cetu (Virtual Integrated
Network Service, VINES) u nporokonom AppleTalk.
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Tabauya A.10. Omeemst Komanowl trace

Otser Onpenesienne

'H 3oHAMpyOLNH NakeT ObLT NPUHAT MapLIPYTH-
3aTOpPOM, HO He IepeafpecoBaH, YTO OOBIYHO
ObIBaeT M3-32 HAJIOXKEHHOTO CIICKA AOCTyIa
IIpoTokoN HETOCTHKIM
CeTb HEZOCTIRUMA
IlopTt HEemocTHKUM
[TpeBBIIeHNE BPEMEHHOTO MIPeeNa OXKUAAHHS

BreiBoabl.

1. B cpene TCP/IP xoHe4HbIE CTAHLIMH OOMEHHBAIOTCS
uHpOpManuell ¢ cepBepaMH MM JPYTMMH KOHEYHBIMU
CTaHIMSIMU. DTO IPOUCKOMUT Oyiarofaps TOMY, YTO KaxAbIil
y3en, Hucmoip3yromuii rpymmy npotokosoB TCP/IP, mmeer
YHUKAJbHBIA 32-pa3spsaHbIil JIOTMYECKHH afpec, W3BECTHBIN
nox HazBaHueM /P-adpec.

2. Haymmuue y untepdeiica IP-anpeca ¢ anpecom nozuce-
TH TMO3BOJISIET JOCTHYb TPEX LEIEH:

— cHCTeMa MMeeT BO3MOXKHOCTb 00padaThiBaTh MpHEM
U riepenady MaKkeToB;

— 3a71aeTCs1 JIOKAJIbHBIN aJipec yCTPOICTBa,

— 3amaeTcsd AMAIa30H aJpecoB, KOTOPbIE HCIOIB3YIOT
OIIMH Kabeb C yCTPOUCTBOM.

3. IllupokosemarenbHble COOOIMEHHMS — 3TO TaKHe
coOOLIeHNs, KOTOPbIE JOJDKHBI OBITh YCIIbILIAHBI BCEMU XOCT-
MaIIMHAMH, HAXOISIIUMIUCS B CETH.

4. KomaHpa ip address ncnionb3yeTcs: 1Jis IPUCBOSHUSI
JaHHOMY HHTep(dericy TOrH4ecKoro CeTeBoro aapeca.

5. KomaHpa ip hosts oCyLIeCTBIISIET CTAaTHYECKYIO 3aIiCh
«UMS-a[pec» B KOH(PUTYPALIOHHBIH (ail MapLpyTH3aTOpa.

6. Komanna ip name-server 3amaér Te XOCT-MallWHBI,
KOTOpPbIE MOTYT NPENOCTABUTh CEPBHUC PAOOTHI C UMEHAMIL.

7. Komauga show hosts WCHONB3yeTcsi Ui BbIBOAA
HAXOJSIIIErocst B K31IE CIICKAa HMEH XOCT-MAIINH U UX aApecoB.

8. Jlnst Bepudukanmu konpurypamuu IP-anpecos Moryt
HCIIONIb30BAThCsl KOMaHbI felnet, ping u trace.
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A.4.2. KongurypupoBanue mMapumipyTH3aTopa M npo-
ToKoJb1 MapmpyTH3auud RIP u IGRP

A.4.2.1. PexumM HAYaJbHOr0 KOH(PHIypPHPOBAHHS
MAPLIPYTH3aTOPA — PEXKHM HAYAJILHOH YCTAHOBKH

Iloce TECTHPOBAHUS aNMapaTHON YacTH M 3arpy3Ku
obpasza OC 10S mappyTH3aTOp HAXOOUT U UCIIOJHSET Omepa-
TOPBI KOHQUTYPUPOBAHHA. DTH ONEPATOpPhl AAIOT MOAPOOHYIO
uHdopmMauno 06 arpudyrax JAHHOTO KOHKPETHOTO MapIupy-
TH3aTOpa, (YHKLMSIX MPOTOKOJNIOB M ajpecax UHTep(ercos.
OnHako, eciy MapUIPyTH3aTOp CTAaJKHBAETCS C HA4aJbHOH
cuTyalyel, KOrAa OH He MOXET OOHapyXHTb JOCTOBEPHBIIl
KOH(UTypaUMOHHBIN (aiin 3amycka, OH NMEePeKIIoYaeTcs B pe-
JKMM HAa4YaJlbHOrO KOH(QUIYPUPOBAHKS, HA3bIBAEMBII PeHCUMOM
HQYANLHOT YCMAHOBKIU.

Brnaromapsi cpenctBaM KOMaHAbl pEXHMMa HaydalbHOM
YCTAaHOBKU (KOMAaHIbl Sefup) TONb30BATENb HMEET BO3MOX-
HOCTb BBOJHTH OTBETHI HA BOIPOCHI AHANIOra KOHGHUrypHupoBa-
HHS CHCTeMBbl. DTH CPEACTBa 3alpALIMBAIOT Yy IOJIb30BATEI
OCHOBHyI0 nH(poOpMaiuo o koHurypauuu. IIpencrapisemeie
MOJIb30BATENEM OTBETHI MO3BOJSIOT MaplupyTU3aTopy chop-
MHPOBATh JOCTATOYHYIO, HO (D)YHKLHMOHAJIBHO MHHUMAIIBHYIO
KOH(UTYPALUIO, TIPH 3TOM:

— ONPEIeISIETCs IIEPEYEHb UCTIONb3YEMBIX HHTEP(EICOB;

— IPEROCTaBISIETCS] BO3MOXHOCTb BBOAA TIOOAJIBHBIX
MapaMeTpoB;

— TPENoCTaBIsIeTCs BO3MOXHOCTb BBOJA IMapaMerpa
unHTepdeicos;

— OCYIIECTBJSIETCS MHPOCMOTP CKPUNTA HAYaJbHON
YCTaHOBKU,

— TNIPEROCTABIISAETCS] BO3MOXHOCTb BBOJIA MOATBEPXKIIE-
HMUSI [TOJIb30BATEJIS HA UCIOJIb30BaHKE AHHOH KOHQHUTIYpaLMHL.

Ilocne TOro kak MoJib30BaTeNb YTBEpKAaeT MH(popMa-
LHIO, BBEICHHYIO B PEXXHMME HA4YaJbHON YCTAHOBKH, MapHIpy-
THU3aTOP MCIMOJB3YeT STH 3aMiCH B KadecTBe pabouedl koH(pU-
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rypauuu. OH TakKe 3alMChIBAET 3Ty KOH(PUIYPALMIO B SHEPTO-
HE3aBHCHMYIO ITAMSTh B KAY€CTBE HOBOrO KOH(UIYPALIMOHHOIO
¢aitna 3amycka. Temepp monb30BaTesb MOXET HCIOJB30BATH
MapUIpyTHU3ATOP.

Jna  BBedEHMS  JIOTIONIHUTENIbHBIX  M3MEHEHHI
OTHOCHUTEJIbHO MPOTOKOJNOB M HHTeP(EiCOB MOJIb30BATEID
nomxkeH BoiTH B pexuM EXEC u BBecTH KOMaHny configure.

A.4.2.2. KoMmaHABI CTATHYECKOI MApLIPYTH3ALMH

CraTtudeckue MapLIPyThl IPENCTABIAIOT COOOH 3anaBa-
eMble TOJIb30BATENEeM MapIIPYThI, KOTOPBIE 3aCTABJISIOT IBU-
TaloIIMeCss MEXAY OTIPaBUTENEM U MOJydaTelleM MaKeThl
NPOXOOHUTH [0 KOHKPETHOMY Iy TH.

CraTtudeckuil MapIIpyT yCTaHABJIUBAETCsl KOMAHION ip
route co CIeOyIOIIUM CHHTaKCHCOM: ip route network [mask]
{address | interface} [distance]

CMBICIIOBOE 3HAYEHHE NAPaMETPOB TPUBENEHO B Ta0. A.11.

Tabnuya A.11. Onucanue napamempos cmamuie-
CKOU MApWPYyMU3AUUN

Mapamerp Onucanne
Network CeTp MM NOACETh NYHKTA HA3HAUYEHUsI
mask Macka noaceTu
Ethernet0 Hwmst untepdeiica, KOTOPHIM HAamO BOC-

IMOJIb30BATHCA, yTOOBI MOIACTh HA aapec
IMMyHKTa Ha3HA4Y€HUs

address IP-agpec MapmpyTH3aTOpa CIEAYIOIIErO
nepexoza
interface Wwms untepdeiica, KOTOPpIM Hago BOC-

NOJIL30BAThCsI, YTOOBI MOMACTh B CETh
[YHKTa HA3HAYCHHs
distance AIMHHHCTPAaTHBHOE PACCTOSIHUE

114



ANIMUHHCTPaTUBHOE pAcCTOSHUE MPEACTaBISIET COOOM
PEWTHHT NOBEPUTENBHOCTH MapIIPYTHOH HH(GOpMAIINHY, BbIpaka-
eMbIi YuciaMu ¢o 3HaueHusIMH OT O 10 255. Uem Gosiblile YuciIo,
TEM HIDKE PEHTHHT JoBepuTenpHOCTH. Hanpumep, 3HaueHne af-
MMHHMCTPATUBHOIO DPAacCTOSIHUA, paBHOE 253, CBUIETENLCTBYET
0 UPe3BbIYANHO HU3KOM PEITHHIe NOBEPUTEIBLHOCTH.

Cratuveckue MapHIpyThl MO3BOJAIOT BPYYHYIO KOH(pH-
TypHPOBaTh TAONUIy MApUIPYTH3ALMH, H 10 TeX Mop,
HOKa MyTh aKTUBEH, Nofo0Has 3amuch B TabnuLe He mogsepra-
€TCsl IUHAMUYECKUM U3MEHEHUSM.

CraTudecknii MapmpyT MOXET OTPaKaThb HEKOTOPBIE
CIeLHUaIbHbIE CBEJEHUS O CUTYallU B CETH, KOTOpbIE U3BECT-
Hbl CETeBOMYy angMuHHCTpaTopy. Kak mnpaBuio, 3HaueHHs
aJIMUHMCTPATUBHOTO  PACCTOSIHUS, BBEIECHHBIE BPYYHYIO,
SIBISTIOTCS. HU3KMMU. [lakeTsl akTyajau3alud MapLUIpyTHOH WH-
¢dopMannyu He TOCBUTAIOTCS B KaHAJ, 3a4aHHBIA B KadecTBe
CTaTUYECKOr0 MapLIPyTa, YTO COXPAHSET, TakuM o00pa3om,
0JIOCY MPOMYCKAHUSL.

ITIpumep cmamuueckoeo mapupyma.

TlokazaHHbli Ha puc. A.3 mpuMep CONEPKUT CIENyIO-
K€ 3HAYEHUs].

ip route 172.16.1.0 - 3amaeT CTaTHYECKUH MapLIPYT
JIO IOACETU MyHKTA HA3HAUECHHUS,

255.255.255.0 - macka OACeTH, KOTOpasi TOBOPHUT O TOM,
YTO I pa3OUeHusI Ha TIOCETH UCTIONB3YeTCs 8 paspsios;

172.16.2.1 - 1P-ampec MapmpyTH3aTopa CIEIyHOIIEro
Tepexo/a Ha MyTH K IyHKTY Ha3HAYEHUsI.
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172.16.1.0
255.255.255.0

172.16.2.2

Puc. A.3.B mapwpyTunzaTope Cisco A CKOHhMrypuposaH
cTaTwuyeckuini mapwpyT K ceTun 172.16.1.0

Ona mapwpyTtusatopa Cisco A HasHauyeHuWe cTaTuye-
CKOro MaplupyTa 418 BblXo4a Ha TYnuKosyk ceTb 172.16.1.0
ABNAETCA MPUEM/IEMbIM, MOCKOJ/IbKY CYLLECTBYET TOMIbKO OfWH
cnocob fobpaTbcs [0 3TOW cetu. HasHauyeHMe CTaTMYECKOro
MapLupyTa Ans BbIXof4a Ha «061aKo» CeTeil B MapLLpyTu3aTope
Cisco B Toxxe B03MOXXHO. OfiHaKO B 3TOM C/lyyae He06X04UMO
Ha3HauWTb CTAaTUYECKMUI MapLUpyT AN KaXAO0W CeTW Ha3Hauye-
HWA, TaK YTO 3[eCb MOXET ObITb 60Nee NOAXOAALMUM Ha3Haye-
HVe MapLUpyTa Mo yMon4yaHuio.

3ajauun, cCBfA3aHHble C KOH(UrypuposaHuem IP-
MapLupyTusauum.

Kak nokazaHo Ha puc. A4, Bbibop nNpoTOKONa
IP B Ka4yecTBe NPOTOKO/Ma MapLUPYTM3aLMmM CBSiI3aH C YCTaHOBKOM,
KaK rnobasbHbIX NapamMeTpoB, Tak 1 NapameTpoB NHTEP(ECOB.
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CeTb 172.18.0.0

Puc. A.4MapuwpyTunsaTop MOXKeT UCMN0Nb30BaTb
HECKO/MbKO MPOTOKO/I0B MapLUpy Tu3aLnu.

"no6anbHble 3aga4n BKIOYAOT:

- Bbl6Op NpoTokona maplupyTusauuu: RIP unn IGRP;

- HasHayeHWe HoMepoB IP-ceTeil 6e3 3aaHuUs 3HaYeHNi
HOMEpOB MOACETEN.

MHTepgeiicHas 3afjadya COCTOMT B Ha3HaYeHUU ceTe-
BbIX/NOLCETEBbIX 8iPECOB 1 COOTBETCTBYHOLLEN MACKV NOACETM.

Ona  obweHns C  ApyruMun  MapLupytusaTopamu
B Mpouecce AWHAMMYECKON MapLupyTU3aumMm WCnosnb3yeTcs
LUMPOKOBELLAHNe W MHOroagpecHasa paccbiika. MeTpuka
MapLupyT13aumMm nNomoraeT MapLipyTu3aTtopam  HaxoauTb
Haunyywuii NyTb K KKAOW CETU UKW NOACETW.
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A.4.3. Cnucku ynpasJenus gocrynom (ACL)
A.4.3.1. O630p cHUCKOB yNpaBJIeHUs] A0CTYNOM

Croucky ynpasieHHs AOCTYIOM IPEACTaBJIIIOT COOOi
HabOp WHCTPYKIHH, IPHMEHseMbIX K UHTepdeiicam mapripy-
TuzaTopa. OHU yKa3bIBAIOT MaplIPyTH3aTOPY, KaKhe IaKeThl
CliefyeT NPHUHATh, a KaKue OTBEPTrHyTh. PelneHne o6 3ToM
MOXET OCHOBBIBATbCS Ha OINPENENEHHBIX KPHUTEPHUSIX, TAKUX
KakK afipec HCTOYHHKA, a[pec MOMydaTeNs Uik HOMep IopTa.

Crimcky yrpaBieHHs] TOCTYIIOM IO3BOJISIIOT YIPABIATH
MIOTOKOM JIaHHBIX 1 00pabaThIBaTh KOHKPETHbIE MAKEThI TyTEM
TPYNIUPOBKH MHTEP(EHCOB IyHKTOB HAa3HA4YeHWs] B CIIUCKE
nocryma. Ipu Takoit rpynmupoBke Ha uHTepdelice ycTraHaBIu-
BAaeTCsl COOTBETCTBYIOIAas KOH(QUIrypaius, IOCIe 4ero Bee
MPOXOJAIINE Yepe3 Hero NaHHbIE TECTHPYIOTCS M MPOBEPSIOT
Ha COOTBETCTBHE YCIOBHSAM, CONEPKAIIUMCS B CIHCKE.

Crmckn ynpaBieHHs] JOCTYIIOM MOTYT OBITh CO3IaHbI
JUIST BCEX MApLIPYTH3UPYEMBIX CETEBBIX IPOTOKOJIOB, TAKHX,
Harpumep, kak Internet Protocol (IP) wnu Internetwork Packet
eXchange (IPX) c uenpto QUIbTpalMK NAaKETOB MO Mepe HX
MOCTYIUICHUS] Ha MapuupyTu3aTop. Il COHCKOB yIpaBiieHHs
MOXeT OBITh yCTaHOBJEHa KOHQUIrypauus, MO3BOJSIOIIAS
YIPaBJISATh JOCTYIIOM B CETh MJIU MOJCETD.

Crmckn  ynpaBieHHs IOCTYNOM (UIBTPYIOT IOTOK
JIAHHBIX MOCPEICTBOM pEIIEHUS] BOMPOCA O TOM, HANpPaBHTh
JM TIAKeT paajee MM 3a0JIOKHpOBaTh €ro Ha HHTepdeiice.
Kaxxaplii naker ucciaenyercss Ha €ro COOTBETCTBUE YCIIOBHUSM,
HMEIOILINMCS B CIIMCKE. B kauecTse ycioBuit MOryT BBICTYNaTh
azpec WCTOYHMKA, Aajpec IMOJyd4arens, MPOTOKOJ Oosee
BBICOKOTO YPOBHsI HJIH IpyTast HHPOPMALIHSL.

Crnucok ynpaBieHHsi JOCTYNOM HOJDKEH COCTaBJISITHCS
JUISL KaKZIOTO OT/ENbHOTO TPOTOKONA, TO €CTh JUI KaKAOro
MPOTOKOJIa, UCHONb3yeMOro Ha UHTepdeiice MapIupyTH3aTopa,
JIOJDKEH OBbITh COCTaBJIEH CIIMCOK, KOTOpBIH OymeT perysiupo-
BaTh MPOXOJXKAEHHE IIOTOKA NAHHBIX Ui 3TOrO MPOTOKOJA.
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B HEKOTOpBIX NMPOTOKONAX CIUCKU YIPABIEHHS AOCTYIIOM Ha3bl-
BatoTCst unempamu. Hanpumep, ecim unTepdeiic mapupyrusa-
Topa ckoHdurypuposat s IP u IPX, To Heobxonumo onpene-
JIMTb, [0 MEHBILEN Mepe, 1Ba CIIUCKA YIIPABIIEHHUS IOCTYIIOM.

A.4.3.2. BaxkHOCTh MOpsAiAKA AMPEKTHB MPH CO3AA-
HHMH CIIHCKOB YIPABJIEHHS JOCTYNIOM

IIpu co3pmaHuM CIUCKOB YNPABJIEHHUs AOCTYIOM BajkeH
NOPSZIOK, B KOTOPOM PACIOJNAraloTCs COOTBETCTBYIOLIUE
qupekTuBbl. IIpuHMMas pemreHne O majbHEHIIEH OTIpaBke
TIaKeTa Miu ero OJIOKMPOBKE, ONMEPaLOHHAs CUCTEMa MapLIPyTH-
3aTOpa NPOBEPSIET €ro COOTBETCTBHE BCEM NHPEKTHBAM B TOM
TIOpsifIKe, B KAKOM OHH 3aIiChiBaIUCh. Ecii Takoe cooTBercTBre
00Hapy>KEHO, TO OCTaJIbHBIE JUPEKTHUBbI HE PACCMATPUBAIOTCSL.

Eciu Gputa 3amucaHa AMPEKTHBA, pa3pellaiolas nepe-
Jady BCEX JAHHBIX, TO BCE NMOCIEAYIOIIE AUPEKTUBbI HE TPO-
sepsatoTcsi. Ecimu TpeOyercs BHECTH [JONOJNHUTENbHBIE TUPEK-
TUBBI, TO HY>KHO YJAJIUTh BECh CIHCOK W 3aHOBO CO3JaTh €ro
¢ HOBbIMH aupekTuBamu. ITosToMy nenecooOpasHo oTpenak-
THPOBaTh KOH(QUTYPALMIO MApLIPYTH3AaTOPa, HCHONB3YS TEK-
CTOBBIIl PENAKTOP, @ 3aTeM YCTAHOBHTb HPOTOKOJ MPOCTOM
nepenauu aiinos (Irivial File Transfer Protocol, TF'TP).

Ilpumeuanue.

Kaxcoas oOononnumenvnas oupexmuea 006aensiemcs
6 xomey cnucka. lakum o006pa3om, HEEO3MONCHO YOANUMb
8 HYMEPOBAHHOM CHUCKe OmOebHble OUPEKMUBybl nocie moeo,
Kak onu O0vlu CO30aHbI, A MOICHO YOQaIumes MONbKO 6eChb
CHUCOK NOTHOCIIBIO.

A.4.3.3. Ucnonb3oBaHKue CIHCKOB YNIPABJICHHS] A0CTYIIOM

Crucok ympaBieHHss OOCTYIOM MOXET ObITb CO3[aH
IUIsL KaXXIOTo TNPOTOKOJA, Ui KOTOPOro JOJKHBI (PUIBTPO-
BaThCs JaHHBle, M JUI1 Kaxporo unHrepdeiica. B HexoTOphIX
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MPOTOKOJIAX CO3[AaeTCsl OAMH CIUCOK sl (QUIbTpauuu
BXOIHBIX JAHHBIX U APYrod i BbIXOAHBIX NAaHHBIX. MOTyT
OBbITb CO371aHBI IBA OCHOBHBIX THIIA CIIUCKOB — CIMAHOAPHIHbI
H paCutupennviii.

Ilocne Toro, kak AUpPEKTHBA CIMCKA MPOBEPUT MaKET Ha
COOTBETCTBHE 33/JaHHOMY YCJIOBHIO, €EMY MOXET OBITh pa3perieHo
WJIM 3aNpeLeHo KCTOoIb30BaHne HHTepdelica B Ipymne JOCTyma.

Cnucku ynpasiieHUsl TOCTYIIOM ONEPALIHOHHON CHCTe-
Mbl CisCO TPOBEPSIIOT MAkKeT U 3aroJIOBKH BEPXHUX YPOBHEH,
KakK ITOKa3aHo Ha puc. A.5. Hanpumep, MOXXHO HCIMOJIB30BATh
CTaHIAPTHBI CIHUCOK JUIsi (HIIBTPALMM TAKETOB TOJIbKO
IO aApecy UCTOYHUKA.

A.4.3.4. Kak paGoTaioT ciiCKH ynpaBJieHusi JOCTYIIOM

Criucok ympaBiieHHss OOCTYIOM TpPEACTaBisieT CcoOoi
HabOp TUPEKTHUB, KOTOPBIE OMPENEISIOT:
—KaK OpraHM30BaH BXOJ Ha HHTEPQENCHT,
—KaK MPOUCXOUT Tepenaya HHPOpMALIHH Yepe3 MapLIPyTH3aTOop,
—KaK OpraHM30BaHbl BEIXOAHBIE HHTEP(EHCHI MAPLIPYTH3ATOPA.

3aroaosox
Ppeiva,
Hanpuvep, HDLC

Tlaxer,
(IP 3aro;10B0K)

CermenT, Hanpumep,
sarosoBok npotokona TCP | ARHHEIE

Homep nopra

Tun npoTokoaa

Henoasayior
Axpec uCTouHMKA AMpeKTHBLI cricKa
ynpae.enus

AocTynom pas
npoBepKM nakeTa
Aznpec noayuarens

Tpexocra.enue
Otkas B 10cTyTE e
aocTyma

Puc. A.5. Cnucku ynpasienus 0ocmynom npogepaiom
3a20106KU RAKEMA U 3a20/106KU Hojlee bICOKUX YPOGHeil
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Kak mokazaHo Ha puc. A.6, HadaJbHbIE OIEPALNU
M0 YCTAaHOBKE CBSI3M OCTAIOTCS OJHUMH U TEMH K€, HE3aBUCHU-
MO OT TOT'O, UCIIOJIB3YIOTCSI CIIUCKH YIIPABJIEHHUs JOCTYIIOM WM
ner. Korna nmaker mocrymaer Ha uHTEpGEHC, MapIIpyTH3aTOP
onpenessieT, KyAa ero HanpaBUTb — Ha MapLIPyTH3aTOp HJIH
na moct. Ecnu maker He Moxxer ObiTh 0OpaboTan MapupyTusa-
TOPOM HJIH MOCTOM, TO OH OTOPAChIBAETCSL.

Ecnu maker mopmaeTcss MapLIpYTH3aLMH, TO TaOJiuIa
MapIIPYTU3ALUK YKa3bIBaeT CETb-NOJy4aTesb, METPUKY WJIH
COCTOSIHIE MapLIPYTU3auU U HHTEp(EHC, C KOTOPOro Cieayer
OTIIPABUTD MAKET.

Janee  MapmpyTH3aTOp  HpOBEPsieT,  HAXOAUTCS
g uHTepdelic monmydaTesnss B TIPYyNIe CIUCKA YIPaBJICHUS
nocrynoMm. Ecnu ero tam Het, TO makeT MokeT OBITh HAmpas-
JieH Ha uHTepdelic moayyaTesst HEIOCPENCTBEHHO, HalpuMep,
npH ucrnonb3oBanun uHTepdeiica To0, KOTOPEIA HEe UCTIONB3Y-
€T CIHCKM YNpPaBJI€HUs JOCTYIIOM, TIaKeT OTIIPaBIAETCS
HerocpeacTseHHo ¢ To0.

JIMpeKTHBbl CIHCKA HCTOJHSIOTCS — TIOCHIENOBATENBHO.
Ecnu 3aroioBoK IakeTa COOTBETCTBYET AUPEKTUBE CIIMCKA, TO
OCTaJIbHBbIE UPEKTUBbI NPOMycKaroTcsa. Eci ycnoBue TUpeKTHBbI
BBITIONIHEHO, TO MAKETY Pa3peLIaeTCs] WIK OTKa3bIBAETCS B IOCTYTIE.
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Puc.  A.6.Cnmcknynpas/iieHNa 4OCTYNOM (PUAbTPYOT nake-
Thbl OT BHELUHUX UCTOYHMKOB, HO HE (PUNbTPYIOT NakeThl,
KOTOpble NOCTYNaK T U3 cCaMOro MapLupyTu3aTopa

NMpnmeyvaHme.

[Nna nornyeckoi 3aBepLIeHHOCTU CMUCOK ynpaBneHus
[JOCTYNOM [O/MKEH cofep>XaTb YCN0BUA, KOTOPbIE BbINO/HA-
lOTCA [19 BCEX MaKeTOB, WCMONb3YOLWMUX 3TOT CMNUCOK.
lMocnefHAA AUPeKTMBA B CMUCKe OTHOCUTCH KO BCEM Nake-
TaM, KOTOpble He yA0BNETBOPAT MNPeablAyLNM YCNOBUSAM.
Ee ycnoeus [OMKHbI NpMBOAMTL K OTKasy B [OCTYne.
BmecTOo 06paboTKM 3TUX NPUXOAAWMX UM OTNpaBnsemMblX
NMakeToB OHU JO/MKHbI ObITb 0TOPOLeHbl. Ecin Takoe ycno-
BMEe He>KenaTeNbHO, TO MNOCNefHen AMPEKTWBOW B CrMUCKe
[JO/MKHA 6bITb KOMaHga permit any. OTMeTUM, YTO HESABHbI
O0TKas B AOCTyne He oTob6pakeH B (haine KoHurypaumm
M NO3TOMY HEKOTOpble CeTEBble aAMUHUCTPATOPbLI Npeano-
YATAKT BBECTMW 3Ty KOMaHLy ABHbIM o6bpas3om. [Npu 3TOM
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OHA NoselIsAemcs npu npocmompe  gaiiia  kKongueypayuu,
umo obnezuaem 30044 KOHMPOIs 34 pabomoii cemu.

A.4.3.5. KonpurypupoBaHue CIHCKOB ynpaBJieHUS
AOCTYIOM

Ha mpakTike KOMaHObBI CIIFICKOB YTpPaBJeHHs HOCTYIIOM
B MapmpyTtusatopax Cisco MpeacTaBistOT COOOM JJIHHHBIE CHM-
BOJIbHBIE CTPOKHU. OCHOBHBIMH 32/Ja4aMH SIBIISFOTCS CIIEAYEOLIKE:

— coszganne ACL B OOBIMHOM MPOLECCE YCTAHOBKU
ro0anbHOM KOHpHUTypaLuy MapIIpyTH3aTOpA,

— 3agaHue HoMepa ACL or 1 o 99 ykasbiBaeT mapui-
PyTH3aTOpy Ha CO3MaHME CTAHIAPTHOTO chucka. [Ipu ykasaHuu
HoMepa oT 100 1o 199 cospaercs pacmupennsiii ACL;

— npu co3manun  ACL HeoOXOmMMO TIIATENIbHO
oTOHMpaTh HEOOXOOMMbIE TUPEKTHBBI U COONMIONATh UX JIOTHYE-
CKYIO MOCJIE0BATENbHOCTD. JIOMKHBI OBITH YKa3aHbBI JOMYCTH-
Mble [P-mpOTOKONBI, a BCEM MAHHBIM JAPYTHX IMPOTOKOJIOB
JIOJDKHO OBITh OTKA3aHO B JIOMYCKE;

— HeoOXoouMO BbIOpaTh mpoBepsieMble IP-IPOTOKOIIBL
a BCE OCTaJIbHbIEC ITPOTOKOJIBI IIPOBEPSITLCS HEe OynyT. B mampheii-
meM s OOJbLIeli TOYHOCTH MOXKHO OyZEeT TaKyKe yKasaTh IMOpT
TIOJTy JaTeJIs,

—  ¢umeTpamust ¢ ucmojb3oBaHueM  IP-ampeca
OCYIIECTBIIIETCS C MOMOIIBI0 MACKH ajpeca, KOTOpas 3amaer
Croco0d MPOBEPKU COOTBETCTBYIOIINX OUTOB aapeca.

JUTs JTydIITero MOHUMAHHUSI OCHOBHBIX KOMAaHI KOH(PHIYPH-
POBaHUsI CIMCKOB YIPABJIEHHS JOCTYIIOM LieJiecoo0pasHO o0bemu-
HUTB 3TW KOMAH/IbI B TPYIIIbI, COOTBETCTBYIOILME JBYM 3TAIIaM.

Iran 1. OnpenenuTts CIMUCOK, UCTIOJb3YsT KOMAaHAY
Router(config)# access-list Homep-chucka {permit | deny}
{ycnosus omoopa}

I'nobanbHast aupekTHBa access-list onpenensieT CrucoK
ynpaBieHusl AOCTynoM. B d9acTHOCTH, nuama3oH HOMeEpOB

123



ot 1 1o 99 3apesepBuposan s cranzaptHoro IP-nporokona.
DTOT HOMEp omperessieT THI cnucka. B mozauux Bepcusix 10S
Cisco nysi Ha3BaHHs CIIHCKA BMECTO HOMEpa MOXKHO TakKkKe
UCIONB30BaTh WUMs, Hampumep, education_group. Komanna
permit unu deny B TUPEKTUBE YKa3bIBALT, KAKHM CIIOCOOOM orie-
panmonHas cuctema Cisco oOpabaTbIBaeT MmakeTsl, KOTOPBIE YAO-
BIICTBOPSIIOT 3a7JaHHOMYy ycnoBuro. Komanna permit oObraHO pas-
peluaeT NCHoNb30BaTh OAMH WK Oojee MHTEpQEHCcOB, KOTOphIE
OynyT yka3aHbl MO3AHEe. 3aKIFOUUTENbHAS YaCTh KOMAHIbI yKa-
3bIBAET YCJIOBHS MIPOBEPKH, KOTOPYIO BBINONHAET 3T UPEKTUBA.

Jran 2. J1s npUMEHEeHsI CIMCKa K OHOMY U3 HHTEp-
(elicoB UCTIONB3YETCS KOMAHMA ACCess-group, ogo0HO TOMY,
KaK 3TO CAENIaHO B CIEAYIOLIEM MpHMepe:

Router (config-if)# {npomoron} access-group cnucox

Bce nMpekTuBBI, yKa3aHHbIE B IapaMeTpe CHIUCOK,
CBsI3aHbI C OHUM MJIM HECKOJbKUMH HHTepdeiicaMy Mapuipy-
TH3aTtopa. Becem makeram, ynOBIETBOPSIOINM YCIOBHSAM CIHC-
Ka, MOXKeT OBITh IPENOCTaBIIeH MOCTYI K JI0OOMY HHTepdei-
Cy, BXOZILIEMy B IPyIy JOCTyIa.

A.4.3.6. I'pynnupoBKa cnuCKOB no uHTrepdeiicam

XOTsl KaXapli MPOTOKON 00JafaeT CBOMMH creludu-
YeCKUMHU TPEOOBAHHMSAMU W MPABHIAMH, BHIOJHEHHE KOTOPBIX
HeoOxomnMo A (uibTpaluM NOTOKAa AAHHBIX, B LIEJIOM
CO3/1aHHE CIHCKOB YNPABJIEHUs JOCTYIIOM TPeOyeT BbINMONIHE-
HUSA IByX OCHOBHBIX JE€HCTBUIL.

Ilepsoe Oeiicm6ue COCTOMT B CO3JAQHHMH CIIHCKA,
a 6Mopoe — B MPUMEHEHHH CTIHCKa K KOHKPETHOMY HHTepdericy.

Crucky ynpasieHus: ZOCTYIIOM TMPUMEHSIIOTCS K OXHOMY
WIN HECKOJBKUM MHTepdelicaM M BBINOJHSIIOT (QUIBTPALMIO
BXOJIHBIX WJIH BBIXOIHbBIX [aHHbIX, B 3aBUCHMOCTH OT YCTaQHOB-
JIeHHO# koHurypauuu. CriucKy Uist BBIXOOHBIX AaHHBIX O0BIYHO
Oonee 3(h(EeKTHUBHBI U TIOITOMY MX HCMOJBb30BAaHUE MPENNOYTH-
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TeNbHEe. MapIIpyTH3aTOp CO CIMUCKOM JUIl BXOOHBIX JAHHBIX
JIOJDKEH TPOBEPATh KAXKIBIH IMAKeT Ha €ro COOTBETCTBHE YCJIOBHU-
sSIM CITHICKA TepeA OTIIPABKOM €ro Ha BHIXOIHOM HHTEpdETic.

A.4.3.7. Ha3HaueHHe HOMepa CIIHCKY YNPABJIEHHS JOCTYIIOM

Ilpu ycraHOBKe KOH(PUIypalMH Ha MapLIpyTH3aTOpeE
KOKIOMy CIIHCKY yOpPaBJEHHS [JOCTYIIOM HEOOXOOMMO
NPHUCBOWTH €r0 MHAMBHUAYAJbHbII HOMED.

Ipu HasHAYEHMH HOMEpPa HEOOXOIUMO IPHHIMATD BO BHH-
MaHHe [JHarasoH HOMEPOB, BO3SMOXKHBIX TSl JAHHOTO MPOTOKOJIA.

Homepa, nmomycTumble Uil pasidyHbIX MPOTOKOJIOB,
npuBeneHs! B Tabn. A.12.

Tabnuya A.12. Ilpomokoisl, 6 KOMOPLIX CRUCKU YNPAGIEHUA
00CHYNOM YKaA3bI6AI0MCIA HOMEPAMU

IIporoxoa JAHana3oH H3MeHeHust
HOMEPOB CIHCKOB
ynpaBJeHHs J0CTYIOM

P 1-99
Extended IP 100-199
AppleTalk 600-699
IPX 800-899
Extended IPX 900-999
IPX Service Advertising Protocol 1000-1099

ITocne co3paHusi HyMEPOBAaHHBIX CIUCKOB UX HEOOXO-
VMO Ha3HAYHUTh KOHKpeTHbIM uHTepdeticam. Ecnu tpebyercs
HU3MEHUTb CIHMCOK, COAEPXKAIlUil IPOHYMEPOBAHHbIE AUPEKTH-
BbI, TO IJIA 3TOr0 NMPUACTCA yHAJIUTh BCEC NUPEKTUBBI CIIUCKA
KOMaHJI0i1 no access-list nomep-cnucka. B npuBeneHHOM Hike
IIPUMeEpPE ONMpPENeNAOTCs CUcku 1 u 2.

interface ethernet O

ip address 1.1.1.1 255.0.0.0

ip access-group 1 in

ip access-group 2 out

access-list 1 permit 5.6.0.0 0.0.255.255
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access-list 1 deny 7.9.0.0 0.0.255.255
access-list 2 permit 1.2.3.4
access-list 2 deny 1.2.0.0 0.0.255.255

A.4.3.8. HcnoJsib3oBaHHe OMTOB INA0JI0HA MACKH

IMTabnon wmacku mnpexacraeiasier coboii 32-OuToByrO
BENIMYMHY, KOTOpas paslelieHa Ha YeTbIpe OKTEeTa, KaxJbli
13 KOTOPBIX cocToUT u3 8 6ut. but 0 Macku o3HavaeT, 4To 3TOT
OUT MOJKEH TIPOBEPSATHCS, a OWT, paBHBI 1, O3Hauaer,
YTO YCJIOBHE IUIsi HErO MPOBEPATHCS He OyaeT (puc. A.7).

128 64 32 16 8 4 2 1 | Mono:xenme 6ura B oKTETE H
3HAueHHe ajpeca 1S OuTa

Ipumepni
- IIpoBepurs Bee GuTbI ajipeca
0 0 0 0 0 0 0 0 = (Bce OHM JT0.IKHBI COBNIACTb
C 33/]AHHBIMH YCIOBUSIMH)
0 0 1 1 1 1 1 1 = HrHopupoBarh nocsenue

6 OuToB ajpec

0 0 0 0 1 1 1 1 = Hrxopupoarb nocJieHue
4 Gura agpec

1 1 1 1 1 1 0 0 = HrHopupoBarb noc.ieHue
2 Oura ajpec

1 1 1 1 1 1 1 1 = He npoBepsts apec

(MTHOPHPOBATH GUTHI OKTETA)

Puc. A.7. TmaTenbHbIi moa60p mAGJI0HA MACKH MO3BOJISAET
BBIOPATH OAUH WM HeckoJbKo IP-aapecos aAsst BbINOIHE-
HHSI TECTOB HA pa3penieHne 0CTyNAa WIH 0TKAa3 B J0CTYyIIe

126



Ilpumneuanue.

Mackuposanue  cnuckoe — ynpaenenus — OOCHIYHOM
C HOMOWBIO WADIOHA OMAUYACCST O MACKUPOBAHUS,
ucnons3yemozo onsa IP-noocemeii. Hyneeoii 6um 6 macke cnuc-
Ka yKazvieaem, ymo coomeemcmeyowuii 6um 6 aopece 6yoem
NpoGepsAmsCs, a eOuHuYya O3HAuaem, Ymo 3navenue Ouma
He OyOem NpuHuUMamscsi 60 enumanue. Taxum oopazom, obumo-
8011l UIAOTIOH MACKU CHUCKA YNPAGIeHUsE OOCMYNOM YACMO 8bl-
2NAOUM KAK UHBEPMUPOBAHHASI MACKA hoocemu (Hanpumep,
wabnon macku cnucka evieasioum kak 0.0.255.255, a macka
noocemu - 255.255.0.0).

IMMabnon  macku  mpumensiercs k  IP-appecam,
a 3Ha4eHHs OUTOB maloOHA YKa3bIBAIOT HA crocod oOpaboTku
cooTBeTcTBYIOLINX 6uTOB [P-anpeca.

IMTabnoH Macku HCHONB3YEeTCS A YKa3aHUs OIHOTO
WITH HECKOJIBKUX aJ[PecOB, KOTOPBIE IIPOBEPSIOTCSA HA COOTBET-
CTBHE YCJOBHSM paspelleHus] MM OJIOKMPOBAHUS JOCTYIA.
Tepmun mackuposanue no wabaony (wildcard masking) npu-
MeHsieTcs A1 0003HaueHUs poLecca MOOUTOBOrO CPABHEHUS.

XoTst mabIoH MacKH CIHCKOB YIPaBJICHHS TOCTYIOM
U Macka MOACETH MPEACTaBILSIIOT coOoi 32-OUTOBYIO BENHUH-
Hy, BBINOJHSAEMbIE UMH (DYHKIIH 3HAYUTEIBHO PA3THIAOTCS.
Hynu u enuHULBI B Macke MOACETH ONPENEISIOT CeTb, OACETh
u HOMep xocTa. butsl mabnona macku B IP-angpece omnpenens-
0T, OyZeT JI1 IPOBEPSIThCS COOTBETCTBYIOLIHIH OUT.

Kak 6bu10 CKa3aHO paHee, HYJIU U eQHHHULEI B mabioHe
MAaCKH yKa3blBalOT CIUCKY YNpPaBJIEHUS JOCTYNOM Ha HeoOXo-
IUMOCTb TIPOBEPATh WM HE IIPOBEPATh COOTBETCTBYIOINHUE
6uter B [P-anpece. Ha puc. A.8 usobpaskeH mpouecc mpuMeHe-
HUA IIa0JI0Ha MaCKH.

IIpenmonoxuM, 4To HeoOXOOUMO MpoBepuTh IP-anpec
JUTSL TIOZCETH, KOTOPOMY MOXKET OBbITh paspeLieH ik OJIOKUpO-
BaH goctyn. IIpeanonoxkumM pajee, 9To 3TOT aApec OTHOCUTCA
K Kiaccy B (T.e. mepBbie IBa OKTeTa MPEACTABISIOT COOOM
HOMep cern), a caeayoouue 8 OUToB 0603HA4YAIOT HOMEP MOA-
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cetu (TpeTUil OKTET MNpeAHa3Ha4YeH AJsl HOMepa IMONCETH).
Ecnu tpebyeTcs pa3pemnTs JOCTYI BCEM NAKETaM C HOMEPaMHU
nonceru ot 172.30.16.0 no 172.30.31.0, To cnenyer UCIOIL30-
BaTh MIA0JIOH MacKH, KOTOpasi Moka3zaHa Ha puc. A 4.31.

Yca0BHS NPOBEPKH CHCKA YIPABJICHHS 0CTYNOM:
ajipec NOACETH A0JbKeH HaXoAHThes B HuTepBaie ot 172.30.16.0 1o 172.30.31.0

Xoct
0

Cetb
172.30.16
\

- 

SNV

HE NPpHHHMATDL OHTBI
BO BHHMaHHC

L1a610H MackH 1151 NpoBepKH OHTOB:
000 0- npoBepsiTh

Anpec n mabaon mackn: 172.30.16.0 0.0.15.255

[a6son mackn = 00001111=.15

Puc. A.8. Agpec 172.30.16.0 ¢ ma6aonom macku 0.0.15.255
COOTBETCTBYET cepusiM ¢ Homepamu ot 172.30.16.0 xo
172.30.31.0

CHauana ¢ MCMONb30BaHHEM HYJIEBBIX OWUTOB HIA0JIOHA
MaCKU NIPOBEPSIOTCS nepBbie ABa okreTa (172.30).

IockoybKy MHAMBHAYaJIbHbIE aJpeca XOCTOB HE Mpea-
CTaBISIIOT UHTepeca (MACHTH(HUKALMOHHBIA HOMEpP XOCTa
HE conepkuT B KoHLE anpeca 0.0), mabioH MacKu HE YUUThI-
BAECT TNOCJIEIHUH OKTET, a WHCMONb3yeT EOUHUYHBIE OUTbI
B 1a0JIOHE MaCKH.
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B TperbeM oOkTere IIA0NOH  MAackM  paBeH
15 (00001111), a IP-ampec paser 16 (00001000). Ilepseie
4eThIpe HyJis1 [adioHa MAaCKU YKa3bIBAIOT MapIIPyTH3ATOPY Ha
HeoOXOOMMOCTb MPOBEPKHU TEPBBLIX 4eThpex Outos IP-ampeca
(0001). Tak kak mMOCHEOHUE YeTbipe OWTa HE NMPUHHMAIOTCA
BO BHHMaHHe, Bce uHcia B uHTepBaje ot 16 (00010000)
o 31 (00011111) 6ynyT yOOBIETBOPSITH YCIOBHIO MPOBEPKH,
MOCKOJIbKY BCe OHM HaumHatoTcs ¢ 0001.

Ilocnenuve (HarMeHee BaKHBIE) YETHIpE OWTa B 3TOM
oktere mabjoHa MAacKM BO BHUMAaHHE HE NPHHUMAIOTCS —
37€Cb MOIYT HaxOOUTbCAd KaK HYyJNH, Tak W €IUHULIb,
a COOTBETCTBYIOIIUE OUTHI MACKHU PABHBI €IUHULIC.

B npuseaennom npumepe aapec 172.30.16.0 ¢ mackoi
0.0.15.255 COOTBETCTBYET  MOACETAM C  HOMeEpamu
or 172.30.16.0 no 172.30.31.0. JIpyrue monceTu He yJOBie-
TBOPSIIOT YCJIOBUSIM MAacKH.

A.4.3.9. Ucnoab3oBanne mabaoHa any

B GoNBIIMHCTBE Cily4aeB NMPUMEHEHHs] MACKUPOBAHUS
MOXHO HUCIOJNB30BaTh KJIKOYEBblE CJIOBA HJIM  MAacKH.
OHU YMEHBIIAIOT KOJUYECTBO CUMBOJIOB, KOTOPOE MPUXOIUTCS
HaOHUpaTh Ha KJIABHATYpE NPU 3AIHCH YCJIOBUI Ui KOHKPET-
HBIX anpecoB. Hampumep, ecnu Tpedyercss pa3perinTb AOCTYII
JUI BCEX HOMEPOB IHojyyaTeiel, MOXXKHO YKa3aTb MAacKy
0.0.0.0, xak moxasaHo Ha puc. A.9. JInd ykasaHusi Ha TO,
9TO CIHCOK YNpaBJl€HHs OOCTYIOM HE AOJDKEH INpPUHHMATh
BO BHUMAHUE HHMKaKU€ 3HAUEHUs ajapeca (T.e. MPOMyCKaTb UX
6e3 mpoBepkH), Bce OUTBI MACKHU agpeca JOJKHBI ObITh PaBHBI
enuHuLe (T.e. 255.255.255.255). JIns 3amaHusi ONepaLMOHHOM
cucreme Cisco 3TOrO YCIOBHUS MOXKHO TaKXKe€ HCIIOJNB30BAaTh
KIIIOUeBOe CJIOBO any. BMecro HaOopa Ha KIaBHaType
0.0.0.0 255.255.255.255 Taxke MOXKHO HCIIOJIb30BaTh
B KaueCTBE KJII0UEBOTrO CJIOBA any.

Hanpumep, BMECTO HCIONB30BAHHSI CTPOKH. Y CJIOBHs
MPOBEPKH CIHCKA YIPaBJIE€HUs TOCTYIIOM:

129



aopec noocemu OONNCEH HAXOOUMBCA 8 UHMEPBAIe
om 172.30.16.0 00 172.30.31.0

Router(config)t  access-list 1  permit  0.0.0.0
255.255.255.255

MmooicHo nabpame Router(config)# access-list 1 permit any

JIwooii IP-anpec
0.0.0.0

A\

Ila6son mackn: 255.255.255.255
(urHOpHpOBATH BCE OHTHI)

Puc. A.9. llpu He00X0AMMOCTH 3aJAHUA MACKH, COOTBET-
CTBYWOILLEI NPOM3BOJILHOMY aApecy, BMeCTO JJIMHHOMH
CTPOKHU MA0JI0HA MACKH MOKHO HCIIO0JIb30BATH A0JIOH any

A.4.3.10. Ucnioab3oBanue madiaona host

BropbiM ciiydaem, KOraa MOXKHO MCIOJIb30BaTh KIKO4Ye-
BOE€ CJIOBO, SIBJISIETCSI CUTyalHs, KOraa HeoOXOAMMO COOTBET-
CTBHE BCcex OMTOB anpeca xocta mabnony. Hampumep, npen-
NOJIOXKUM, HYTO HAAO 3a0JIOKHMPOBATH AOCTYN KOHKPETHOMY
xocty. JImst ykasaHusi ajpeca ero Hajo IOJHOCTBIO BBECTH
(manpumep, 172.30.16.29, xax mnokazaHo Ha puc. A.10),
a 3aTeM yKa3aTb, YTO CIHUCOK IOJUKEH IPOBEPUTb BCE OHMTBHI
anmpeca, T.e. mabjJOH MacKH JIOJDKEH COCTOSITh TOJIBKO U3 HyJIei
(0.0.0.0). D10 ke ycioBHE MOXKHO 3aMUCATD C UCIIOIb30BAHUEM
KJII0OUEBOro cyioBa host. B npuBeneHHOM HUXE TPUMeEpe BMe-
cro Habopa «172.30.16.29 0.0.0.0» mepex aapecomMm MOXHO
3aIucaTh KII0UeBOE CIOBO A0St
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Hanpumep, BMecTo Habopa CTPOKH

Router(config)# access-list 1 permit 172.30.16.29 0.0.0.0
MOJKHO 3aIHCaTh

Router(config)# access-list 1 permit host 172.30.16.29

IP-agpec xocTa, HanpumMep
172. 30. 16. 29

A\

IIadnon mackn: 0. 0. 0.0
(mpoBepHTH BCe OHTHI)

Puc. A.10. IlppumepoM HCOJIL30BAHHS KJII04YEBOI0 CJI0BA
host B yc/10BHH CIIHCKA YNIPABJIEHHSI JOCTYIIOM MOXKET
CJIYKHMTB cTpOKa host 172.30.16.29

A.4.3.11. CtannapTHble CIIUCKH YNPABJIEHHS 10CTYIIOM

CTaHOapTHbIE CIMCKH YNPaBJIEHHUS AOCTYNOM HCIOJb-
3yIOTCS TPH HEOOXOAMMOCTH 3a0JIOKHPOBATh WK, HA0OOPOT,
paspelnTh BeChb MOTOK HAHHBIX OT KaKOW-IHOO CeTH Win
XOCTa, a TaKXKe OTKa3aTb B JOCTyle Habopy HPOTOKOJIOB.
CraHgapTHble CIIICKH YIPABJIEHUs [OCTYIOM IPOBEPSIOT
ajipeca HCTOYHHUKOB JUISl TMTAKETOB, KOTOPBIE MOTYT OBITH 00pa-
GoTaHbl MapLIpyTH3aTOPOM. B pesyibTraTe npenocraBiseTcs
JOCTYI MM OTKa3bIBAaeTCS B HEM BCEMY HPOTOKONYy. JTO
pelleHne NPUHUMAETC Ha OCHOBE aHAM3a aApecoB CETH,
HOJICeTH u XocTa. Hampumep, n300paxeHHbIE
Ha puc. A.1l makerel, mocTymamoumme Ha wuHTepdeiic E0,
MPOBEPSIIOTCSA IO aApecy MCTOYHHWKA M MO MpoTOoKody. Ecim
UM TPENOCTAaBIAETCS AOCTYI, TO OHM HAIPABIAIOTCS uepes3
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nHTepgeiic SO, KOTOPbIA NOTMYECKN CBSI3aH CO  CMMCKOM
ynpaBneHust AOCTyNoM. Ecnn MM OTKasblBaeTCsl B [JOCTyNe, TO
OHM 0TOpachIBAKOTCS.

A.4.3.12. Tlpnmepbl CTaHLAPTHbLIX CMUCKOB YMpas-
NeHns JoCTYNnoMm

Kak 6bln0 onucaHo paHee, ANs OMNpefenieHus Crmcka
C HOMEpPOM MCMOMb3yeTca CTaHAapTHas KOMaHAa YCTaHOBKM
KoHdmrypauum access-list. OHa Mcnonb3yeTcs B KOMaHAHOM
peXXumMe 3afaHusa rnobanbHoOl KOHGUIypawun.

Puc. A.11. MakeTbl, nocTynatowme ¢ nHTepdeiica EO npose-
PSIOTCA Ha COOTBETCTBME afpecy UCTOUHMKA 1 NPOTOKOMY

MonHas opMa KOMaHAbl MeeT BUS;
Router(config)#access-list Homep-cnincka {permit \ de
ny} source
[wabnoH-ncTouHmka] [log]
Ons  ypaneHus CcTaHZApTHOrO CNMCKa YmpaBfieHus
[OCTYNOM MCMONb3yeTcs hopMa 3TOM KOMaHZbl C K/IHOUEBbLIM
CNoBoM o\
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Router(config)# no access-list nomep-cnucka
Huke npuBoxuTCs ONMMCaHHE MapaMeTPOB, HCIONb3Yye-
MbIX B KOMaHze (tadm. A.13).

Tabnuua  A.13.  Ilapamempsl,  ucnonv3yemole
6 Komanoe access-list

IMapameTtp Onucanne

nomep — | Homep crnmcka ympasnenus pocrymnom. Ilpen-
chucka | ctaBisieT CcOOOH JAECATUYHOE LEeJIoe YHCIIO
or 1 g0 99 (ang1  craHOmapTHBIX
IP-criuckoB)

deny Otka3 B JOCTYyIE, €CJIN YCJIOBHE BHIOJHEHO
permit | Pa3perieHne noCTyrma, €Ciy yCIOBHUE BHIOJHEHO
source | Homep ceTu mim Xocta, ¢ KOTOPOro MOChLIAeT-
cs makeT. MICTOYHMK MOXHO YKa3aTb IOBYMs
crniocobamu:
- HUCHOJB30BaThb 32-OMTOBYK)  BEMYUHY
B TOYEUHO-IECATHYHOM (hopMmare, COCTOSLIEM
U3 YEThIPEX YacTel;
- HCIIONIb30BaTh KITFOYEBOE CJIOBO
any B KauecTBe abOpeBUATyphl [Isi HCTOYHHUKA
U 1abJoHa UCTOYHMKA C afpecaMH B Juara-
30He oT 0.0.0.0 1o 255.255.255.255

waonon | (Heobszamenvuwiil). Butel mabnoHa, npuMeHs-
ucmoynuxa | emble k ucTouHNKy. CymecTByer aBa crnocoba
yKa3aTh [Ia0JIOH UCTOYHHUKA!
- HUCIONb30BaTh  32-OMTHYIO  BEJIMUUHY
B TOYEYHO-IECSITUYHOM (OpMaTe, COCTOSIIEM
u3 4yerelpex yacredl. Ecnu kakme-nmubo Outbl
HY>KHO UIHOPHPOBATh, TO B HUX CIIEAyeT 3aIlu-
CaTh €AMHULIBL.
- HCIIONIb30BaTh KJIIOYEBOE CJIOBO
any B kauecTBe abOpeBUATYpbI 1Jisi UCTOUYHHKA
U 1abloHa HCTOYHUKA C aApecaMH B JHamna-
30He 0T 0.0.0.0 00 255.255.255.2535.
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log (Heobsszamenvnoiit).  BbI3pIBA€T  TOSIBIEHHE
HH(OPMALIMOHHOTO coobmeHns
O perucTpanuy B CHCTEMHOM xypHane (logging
message) TIakeTa, KOTOPBI yIOBJIETBOPSIET
CCBIIKE, KOTOpast OyAeT MociaHa Ha KOHCOJb.
(Vposenv coobugenuit 3anucviéaemvix HA KOH-
cony, 3a0aemcst KoManooti logging console).
310 coodleHne BKIOUaeT B cebsi HOMep Crumc-
Ka YIpaBJIeHUsI JOCTYIOM, YKa3bIBaeT, ObLIO U
JIaHO MAaKeTy pa3pelleHre Ha DOCTYIL, aapec Uc-
TOYHHUKA M KOJIMYECTBO MakeToB JlaHHOE cO00-
IIleHHe TeHePHPYeTCs [UIs MIEPBOro MakKeTa, yao-
BJIETBOPSFOILIETO YCJIOBHIO, & 3aT€M T'eHEepHpY-
€TC C IMATUMUHYTHBIM MHTEPBAJIOM, IIPH 3TOM
TaKXkKe COOOIIAETCs KOJIMYECTBO NMAKETOB, KOTO-
PbIM OBIJIO pa3pelIeHO WIIH OTKa3aHO B IOCTYIIE
3a NpeAbIAY Ui IATUMUHYTHBINA UHTEPBAJL

s oToOpaskeHHsT Ha SKpaHe COAEPIKaHUs BCEX CIIHC-
KOB HCIIOJB3yeTcss komaHpna show accesslists. Ona moxer
HCIONIb30BAThCS U [ OTOOPasKeHHsl OHOTO CIUCKA.

B npuBeneHHOM HIDKe IPHMepe CTAHAAPTHBIA CIHCOK
paspermaeT JOCTYI XOCTaM TPEX YKa3aHHBIX CETel:

access-list I permit 192.5.34.0 0.0.0.255

access-list 1 permit 128.88.0.0 0.0.255.255

access-list 1 permit 36.0.0.0 0.255.255.255

(IIpumeyanue: [OCTYI OT OCTAJBHBIX CETEl HEIBHO
3a0JI0OKUPOBaH)

B sToM npumMepe OUTHI LIaGIOHA TPUMEHSIOTCS TOJIBKO
K YaCTH CEeTeBOro ajpeca, OTHOCALIEHcs K Xocty. Jlrobomy
JIPYrOMy XOCTY C aAPECOM MCTOYHMKA, HE COOTBETCTBYIOIINM
9TUM JUpEKTHBaM, OyAET OTKa3aHO B JOCTYIIE.

IIpu HEOOXOOMMOCTH YKa3aTh OOJIBLIOE YUCIO UHIWUBH-
IOyalbHBIX aapecoB INAOJIOH MOXKHO OMNYCTHTh, €CJIU
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BCE ero OWUTHI paBHBI HyJIO. [IpHUBeneHHbIE HUXE IB€ KOMAH/IbI
YCTaHOBKH KOH(UTYPALIU SKBHBAJIICHTHBL

access-list 2 permit 36.48.0.3

access-list 2 permit 36.48.0.3 0.0.0.0

KomaHpa ip access-group npuMeHsIET yXe CyIeCTBY-
IOLIMil CIMCOK yIpaBleHHs [OCTYyNoM K uHTepdeiicy.
OTtMmeruMm, 4TO AJist KQKIOT0 MOPTa, MPOTOKONA U HAIPaBIeHUs
JIOMyCKAaeTcs TONbKO OfMH crucok. Komanma umeer crnenyro-
muit popmar:

Router (config) # ip access-group nomep-cnucka {in | out}

ITapameTpbl KOMaHIbl HMEIOT CIeAyIolee 3HaYeHHe
(tabn. A.14).

Tabnuuya  A.14. Ilapamempesl,  ucnonv3yemole
6 Komanoe ip access-group

ITapamer Onucanue
p P

HOMep - chucka | YKa3bpIBaeT HOMEp CIIHUCKA YIPaBICHUS AO-
CTYTIOM, KOTOPBIi1 OyAeT JIOTHIeCKH CBsI3aH
C TaHHBIM HHTEpdeiicoM.

in | out INokaseiBaeT, k kakoMmy Hu3 uHTepdeiicoB
Oynmer NPUMEHSTBCS CHHCOK YIIPABJIEHHS
JIOCTYTIOM - K BXOJHOMY WJIU BBIXOIHOMY.
Ecnu Hu onHO U3 3Ha4YeHUH in, out HE yKa-
3aHO, TO IO YMOJYaHHIO NPUHUMAETCS out.

Ilpumeuanue.

Jlns yoanenus cnucka HeobOX00UMO CHauania 68ecmiu
KOMAHOY O Ip access-group ¢ HOMePOM CRUCKA OISl KAHCO020
unmepgpeiica, na KOMOPOM OH UCHONb30BANCS, (A 3amem
KoManoy no access-list(c Homepom cnucka).

PaccmoTpuM npuMepsl CTaHOAPTHBIX KOH(UIypaLuii
CIHCKOB YNPaBJIEHUs] JOCTYNOM, OTHOCSINUECS K CETH, IMOKa-
3aHHOH Ha puc. A.12. B nepsom mpumepe paspernaercs nepena-
4a OT ceTu-ucToyHuka /72.16.0.0. Bo Bropom npumepe oTkasa-
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HO B nepefaye XOCTYy C CeTeBbIM agpecom 172.16.4.13 v paspe-
LleHa nepefjadya AaHHbIX BCEX OCTalbHbIX XOCTOB. B TpeTbem
npuMmepe OTKa3aHO B repefjadve MOACETU C CETEBbIM afpecom
172.16.4.0 v paspeLueHa nepegada BCex 0CTasIbHbIX AaHHbIX.

Mpumep 1 cTaHZapTHOrO CNUCKa ynpasneHus LOCTY-
MOM: paspeLleHne nepefayn AaHHbIX U3 CETU-UCTOYHUKA.

B nuctuHre 1 cnvcok ynpaefieHUs AOCTYMNOM paspeLuaeT
nepegady faHHbIX TOMbKO OT CETU WCTOYHMKA C HOMEPOM
172.16.0.0. Mepepaya Bcex OCTa/bHbIX JaHHbIX 3a6/10KMpPOBaHa.
Ha puc. A 12 nokasaHO, Kak CMUCOK YMpaBfieHUs [LOCTYNOM
paspellaeT nepejady TOMbKO OT ceTu-uctouHmka 172.16.0.0
1 6NOKUPYeT nepegady OT BCEX OCTaSIbHbIX UCTOYHUKOB.

Puc. A.12. 3Ta ceTb npefcTaBnseT cobon npmumep
coefjMHeHWs ABYX MOACeTell MapLIpyTM3aToOpoM

JluctmHr 1. PaspeweHune nepegaynm oOT  CeTU-
ncToyHmka 172.16.0.0

access-list | permit 172.16.0.0 0.0.255.255

(HesIBHO OTKa3blBaeTcs B AOCTYNe BCEM OCTasIbHbIM;
B TEKCTE 3TO He 0TOOpaxKaeTcs)
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(access-list I deny 0.0.0.0 255.255.255.255)
interface ethernet 0
ip access-group 1 out
interface ethernet 1
ip access-group 1 out
Huke omucaHb! oTAENbHBIE MO JiucTHTa 1 (Tabmn. A.15).

Tabnuua A.15. Omoenvusie noas aucmunza 1.

Iloae

Onucanue

Homep cnmcka ympaBlieHHS AOCTYIOM, B
OAHHOM CJy4ae yKa3bIBaeTCs, 4YTO 3TO
OOBIYHBIN CITHCOK.

permit

IToTox paHHBIX, YAOBJIETBOPSIOUIUI BBI-
OpaHHBIM mMapamerpaM, OyIOeTr HarpaBiieH
JaJibIie.

172.16.0.0

IP-anpec, kOTOpbIH OymeT HCHONBb30BaH
BMecTe C IIabJIOHOM MAacKy AJIs Ompenee-
HUsI CETH-UCTOYHHUKA.

0.0.255.255

[[TabnoH Macku, HYJIM YKa3bIBAIOT TIO3HULIUH,
KOTOpbIE JOJKHBI COOTBETCTBOBATH YCJIO-
BUSIM, B TO BpeMsl KaK €JUHMLbI YKa3bIBAIOT
NO3ULIMY, 3HAUYEHUE KOTOPBIX HE BIUSET Ha
NPeAOCTABICHUE JOCTyNA.

Komannma ip access-group B nuctunre 1 cosnmaer
TPYIINy CIIHUCKA HAa BBIXOAHOM HHTepdeiice.

llpumep 2 cmanoapmmno2o  cnucka — ynpaeieHus
00CHYnOM: OMKA3 6 00CMYNe KOHKPEMHOMY XOCHIY.

B nuctuHre 2 mokasaHo, KaK CO3[aThb CIIMCOK, OJIOKH-
pyrouuii nepenauy ¢ anpeca /72.16.4.13, a BeChb OCTaJbHOMN
MOTOK HampaBuTh Ha uHTepdeiic Lthernet 0. TlepBas koMaHza
access-list OTKa3bIBA€T B Iepenaye yKa3aHHOMY XOCTY,
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HCIIONIB3Ys mapametp deny. Macka anpeca 0.0.0.0 B 370t cTpo-
K€ YKa3bIBaeT Ha HEOOXOAMMOCTb MPOBEPKH BCEX OUTOB.

JIuctunr 2. OTKa3 B 10CTyne KOHKPETHOMY XOCTY

access-list 1 deny 172.16.4.13 0.0.0.0

access-list 1 permit 0.0.0.0 255.255.255.255

(HesIBHO OTKa3bIBaeTCsi B OCTYIE BCEM OCTAJIbHBIM; B
TeKCTe 3TO0 He oToOpakaercs) (access-list I deny 0.0.0.0
255.255.255.255)

interface ethernet 0

ip access-group 1

Huke omucaHbl OTAENbHbIE OISt TUCTHHTA 2 (Tabi. A.16).

Taonuya A.16. Omoenvrsie nois ucmunza 2.

IToge Onucanue

1 Homep cmucka ympasiieHHs OOCTYIIOM,
B JAQHHOM CIIyuae yKa3bIBaeTCs, YTO 3TO
OOBIYHBIN CITHCOK.

deny IIoTOK AaHHBIX, YAOBIETBOPSIIOIUIN Bbl-
OpaHHBIM  mapaMerpaM, He Oyner
OTIIPABJICH daJIbLIC.

host Cokpamenne st WabjioHa  MacKH
0.0.0.0.

permit IloTok  maHHBIX,  YAOBJIETBOPSIOLIUI
BBIOPAHHBIM napameTpam, Oynmer
HAITPaBJICH JAJIbLIE.

0.0.0.0 IP-ampec XOCTa-UCTOYHHKA, HYJIH
UCIIOJNB3YIOTCS JUIA YKa3aHUsl 3HaKOMe-
cta (placeholder).

255.255.255.255 | IllabnmoH Macku, HYJH YyKa3blBalOT
MO3ULIUK, KOTOPbIe MOJDKHBI COOTBET-
CTBOBaThb YCJIOBMSIM, B TO BpeMs Kak
eIUHULBI YKa3bIBAIOT ITO3HLHUM, 3Hade-
HHE KOTOpBIX He BiusieT Ha poctyn. Ec-
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JIA BCE TMO3HUIIUHU 3aII0JHEHbI €TMHUIIAMH,
TO 3TO O3HAYAET, 4YTO BCce 32 OuTa B aI-
pece UCTOYHMKA He OyyT MPOBEPATHCS.

Bo BrOpoii komaHne access-list xombunauusi 0.0.0.0
255.255.255.255 3apaer mabyioH MacKy, KOTOpasi MPOIyCKaeT
MaKeThl OT JIOoro ucrounnka. OHa Takke MOXKET ObITh 3aIu-
CaHa C HKCIOJb30BAaHHMEM KIIIOUEBOrO cioBa any. Bce Hynu
B aJpece yKa3blBAIOT HA HEOOXOAMMOCTH MOACTAHOBKH HA 3TO
MECTO ajpeca W €ro MpOBEpPKH, a BCE €AMHHUIBI B IIAOJIOHE
MacKM YKa3bIBalOT, 4TO Bce 32 OuTa B aapece HCTOUHHUKA
He OyayT MpOBEpsIThCS.

JIroOoli makeT, He OTBEYAOMIMN YCIOBUSAM NEpPBOM
CTPOKHM CNHCKa, OyIeT yIOBJIETBOPSTH YCJIOBHSIM BTOPOI
CTPOKHM U HaIpaBJIeH Jajee.

IIpumep 3 cmanoapmHo20 CNUCKA YNpaeieHus 0ocmy-
NOM: OMKA3 6 00Cmyne KOHKpemHoil noocemii.

B mmctuHre 3 moka3aHa ycTaHOBKa KOH(Urypauuu
CIHCKa YIIPaBJIeHUs AOCTYIIOM, KOTOpasi OJIOKHpyeT mepenady
IAaHHBIX U3 moaceTH /72.16.4.0, a Bce oCTajabHBIE MIOTOKH JaH-
HbIX HampasiseT paibiue. Crexmyer oOpaTuTh BHUMaHUE
Ha mabioH Mmacku, 3amucanHbiii B Bupe: 0.0.0.255. Hymu
B TIEPBBIX TPEX OKTETaX YKa3bIBAIOT HA TO, YTO 3TU OUTHI
HE INpUHUMarTcsa BO BHUMaHue. lna IP-ampeca mcrodHmka
HCIOJIb30BAHO KIHYEBOE CIOBO QY.

Jluctunar 3. BJOKHpPOBKA AAHHBIX € KOHKPETHO¥
MOACETH.

access-list 1 deny 172.16.4.0 0.0.0.255

access-list 1 permit any

(HesBHBIN OTKA3 B JOCTYIIE BCEM OCTAJIbHbBIM)

(access-list 1 deny any)

interface ethernet O ip access-group 1
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Huxe omucansl mosist tuctuHra 3 (tabn. A.17).

Tabnuua A.17. Iona aucmunza 1.

Iloge

Onucanue

OTOT CHMCOK YNpPABJECHUSI AOCTYIIOM IpeIHa-
3HaueH U1 OJIOKHpOBaHMs  uH(OpMaLmy,
HNOCTynaroeld U3  KOHKPETHOH  MOAaceTd
172.16.4.0, BCe oOCTanbHbIE IOTOKH IaHHBIX
OyAyT HampaBJICHBI aJiee.

deny

IToTox HaHHBIX, YOOBJETBOPSIOLINI BBHIOPAH-
HBIM TapamMeTpam, He OyJeT HanpaBJieH najee.

172.16.4.0

IP-agpec noaceTH HCTOYHMKA.

0.0.0.255

ITa6oH Macky, HyJIN YKa3bIBAIOT ITO3MLUH, KO-
TOpble JIOJKHBI COOTBETCTBOBATH YCJIOBHSM,
B TO BpPeMs KaK €IMHMLBbI YKa3bIBAIOT MO3ULUU
3Haue€HHE KOTOPBIX HE BIUSET Ha JOCTYIL
Macka ¢ HyJSIMU B NEPBBIX TPEX OKTETAaX YKa-
3BIBAET, YTO 3TH TO3HILHUH AOJDKHBI YIOBJIETBO-
pATh 3aJaHHBIM YCJIOBHAM, 255 B MOCIEAHEM
OKTETE IMOKAa3bIBAET, YTO 3HAYEHHE 3TOH IO3M-
LIMM HE BJIMSIET HA JOCTYIL.

permit

IToTox mHaHHBIX, YOOBJETBOPSIOLINI BBIOpPAaH-
HBIM ITapameTpaM, OyzieT HanpaBJieH fajee.

any

Bmecto 3TOrOo mapamerpa  HOACTABJSETCS
0.0.0.0 255.255.255.255, mpu 3TOM BCE€ IO3HU-
MM Mackyd paBHbl eAWHULAM M Bce 32 Oura
B a/ipece UCTOYHMKA He OyyT NpOBEPSTHCSL.

A.4.3.13. PacmmupeHHble CHHCKH YNPABJICHHS

AOCTYNOM

PaciuipeHHble CIIMCKHU yIpaBlIEHHsl OCTYIIOM (extend-
ed access control list, extended ACL) wncnonb3yroTcs yaine,
YeM CTaHJApPTHBIE, MOCKOJbKY OHHM OOECreYyHBarOT OONbIINE
BO3MOXKHOCTH KOHTpOJIsl. PexoMeHnyercs, Hanpumep, UCIOJb-
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30BaTh MX B TeX CIydasx, KOIZa HAAO Pa3pelInThb nepenauy
nauHbIx B World Wide Web u 3abnokupoBats npotokoset F 7P
(File Transfer Protocol) wmn Telnet nnsi WCHOIb30BaHUS
X CeTSIMH, He NPHHAMJIEKALVMU OpraHu3auuu. Pacmmpes-
Hble CIIUCKH TPOBEPSIOT KaK afpec HCTOYHHKA, TaK U aapec
nony4arenss. OHH MOTYT Tak)Ke IPOBEPSATh KOHKPETHBIE IMpPO-
TOKOJIBI, HOMEpa TOPTOB M APyTHe MapaMeTpbl. ITO MpUmaeT
uM OOonbLIyI0 TMOKOCTh B 3aJaHUM IIPOBEPAEMBIX YCIOBHIL.
ITakety MoxeT OBITH paspelleHa OTHpPaBKAa WM OTKa3aHO
B Ilepefiade B 3aBUCHMOCTH OT TOTO, OTKYZa OH OBUI BHICJIAH H
Kyzna HanpasneH. Hanpumep, Ha puc. A.11 nsobpaxeH paciuu-
PEHHBIN CIIUCOK, KOTOPBIH pa3pelaeT OTNPaBKy 3JEKTPOHHOMH
nouts! ¢ EO Ha SO, HO Gnokupyer BXOA B CHCTEMY C yIajieH-
HBIX XOCTOB U nepenauy (ainos.

Ipenmonoxkum, uro untepdeiic E0 na puc. A.ll
JIOTUYECKH CBSI3aH C PACIIMPEHHBIM CIHCKOM YIIPaBJICHUS
JNOCTYIIOM. JTO O3HA4aeT, MPH CO3JaHHH CHHCKA ObUIH aKKy-
paTHO U TIOCIEAOBATEIBHO 3aIMCAaHBl COOTBETCTBYIOLIME
aupextuBbl. Ilepen Tem, kak naker OyneT HampaBlieH Ha WH-
Tepdelic, OH NMPOBEpsSeTcss CIICKOM YIPABICHHS MOCTYIIOM,
CBSI3aHHBIM C 3THM HHTepheHcoM.

Ha ocHOBaHMM THpOBEpPKH, BBHINOJHSIEMON pPaCIIMPEH-
HbIM CIIMCKOM, IaKeTy MOXeT ObITb paspelieHa nepepaya
WM OTKA3aHO B AocTymne. [l BBIXOAHBIX CIHUCKOB 3TO O3Ha4a-
eT, YTO TaKeT, KOTOPOMy paspellieHa mepenada, Oynmer Hemo-
CpencTBeHHO HampasiieH Ha [0. Ecnu naker He COOTBETCTBYeT
YCJIOBUSIM CITHCKA, TO OH Oyner orOpomen. Crrcok ympasiie-
HHUs JOCTYNIOM MapIIpyTH3aTOpa oOOecrneunBaeT KOHTPOIb
¢ MOMOIIBI0 OpaHmMayspa Ui 3alpelieHHs] HCIIOJIb30BAHUS
unrepgeiica £0. Tlpu oTOpachiBAHMH MAKETOB HEKOTOpPHIE
MPOTOKOJIBI OTIPABJIAIOT OHMH MAKeT OTIPABUTEIIO, coodImasi,
YTO MOJy4aTesb HEOCTUKUM.

Jisi OmHOro CHucKa MOJKHO OINpPENeNUTb HECKOJIbKO
mupekTuB. Kaxxnas u3 HUX JOJDKHA CChLIAThCA HAa MMS WM Ha
HOMED, JUISl TOrO 4TOOBI BCe OHH ObUIH CBSI3aHBI C ONHUM U TEM
ke cruckoM. KonnuecTBo IUPEKTHB MOXET ObITh NPOU3BOJIb-
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HBIM, M OTPAHHYEHO JHIOb OOBEMOM HMEIOIIEHCS MaMSTH.
KoneuHo, 4eM OoJblue B CIIHCKE AUPEKTHUB, TEM TPyAHee MO-
HTb paboTy chucka M KOHTponuposath ee. IlosTomy
PEKOMEHAyeTCs aKKypaTHO 3aHOCHTh BCIO HH(OpMAIHMIO O
CIIMCKAax B CIELUANIbHBINA XKypHAaIL.

Mo2xeT 0Ka3aThCs, YTO CTAHAAPTHBIE CIHCKH YIpaBile-
HUsl ocTynioM (uMmerourie Homepa oT 1 1o 99) He obecrneuu-
BalOT TpeOyeMoro ypoBHs ympasieHHsl (QruibTparueil moToka
naHHbIX. CTaHOAPTHBIE CHHCKH OCYLIECTBISIOT (HIBTPALUIO
Ha OCHOBE ajpeca MCTOYHMKA W Macku. OHH TaKke MOTyT
MOJIHOCTBIO pa3pelnTh WK 3a0JOKHPOBATh MCIIONb30BAHUE
MpOTOKOJNa ympasieHus mnepenauedd (7ransmission Control
Protocol, TCP). Bo3amoxHO, uTo norpedyercst Oojiee TOYHbIH
crnocob ynpasieHHs TOTOKOM JaHHBIX H IOCTYIIOM.

Bonee To4yHOE ympaBieHHE MOTOKOM M (uibTpaLuei
MOXKHO OCYUIECTBUTh C MOMOINBIO PACITHPEHHBIX CIHCKOB
yIpaBieHus: 10CTynoM. FIX AUPEKTHBBI MPOBEPSIOT Kak aapec
UCTOYHHKA, TaK M ajpec MoiydaTens makera. Kpome Toro,
B KOHIIE JUPEKTUBBI PACIIMPEHHOrO CIIHUCKA HMMEETCS IOJie,
yKasblBarolliee HoMep rmopra HeoOs3aTenpbHOro nporokona TCP
UM MPOTOKOJAa Mepenadyd IOoNb30BaTeNIbCKUX AeHTarpamMm
(User Datagram Protocol, UDP), uto 0becreunBaer A0nOIHHU-
TEJIbHYI0 TOYHOCTh (PUIIBTPALMU. DTH HOMEpPA COOTBETCTBYIOT
HoMepamu 1opToB mpotokonos TCP/IP. Hekoropsle uacto
HCIIOJIb3yeMble HOMEpa NOPTOB NpuBeAeHbI B Tab. A.18.

Tabauya A.18. Qowue nomepa nopmos

Homep nopra IP-npoToxona
(aecATHYHBIH)

20 Jannble nporokosaa FTP

21 IIporpamma FTP

23 Telnet

25 Simple Mail Transport Protocol (SMTP)

53 DNS

69 TFTP
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MoOHO 33aTh JIOTUYECKYIO ONEpaLUIO, KOTOPYIO pac-
[IHPEHHBIN CIUCOK OyJeT BBITONHATH C OTAENBHBIMH MPOTO-
kojamu. Homepa pacmmupeHHBbIX CIUCKOB HaXOAATCS B AUara-
30He ot 100 no 199.

IIpumeps! paciIMpeHHBIX CIMCKOB YIIPABJICHHUsI JOCTYTIOM.

TTonHbri access-list
(133 {0)i107078:370: 8

¢dopmar  KOMaH[BI HUMeeT

Router(config)# access-list nomep-cnucka {permit | deny}

npomoxon

source [macka-ucmounuxa destination

macka-noayyamens|
[onepamop onepand] [established] [log]

HapaMeprl KOMaHbl UMEKOT CICOAYIOIMUE 3HAYCHUS

(tabi. A.19).

Tabauya A.19. Ilapamempot komanow access-list.

IMapameTp

Onucanue

HOMep-CHUcKa

VYkasbIBaeT CIHCOK, UCIIONb3YIOTCS HOMEpa
or 100 po 199.

permit | deny

VYka3plBaeT Ha TO, pa3pellaeT JId AaHHas
MO3MIMSI AOCTYI K YKA3aHHOMY afipecy.

npomoxon Hcnonb3yemblii mpoTokosn, Hampumep, [P,
TCP, UDP, ICMP, GRE win IGRP.

source u Yka3biBaeT aipeca HCTOYHHKA U Oy YaTesl.

destination

Moacka ucmou-
HUKA ¥

IMMabmor  Macku, HyJIM  YKa3bIBAaIOT
MO3ULIUH, KOTOPbIE AOJDKHBI COOTBETCTBO-

MAcKa nonyya- | BaTh 3aJJaHHBIM YCIIOBUSIM, B TO BpeMs KaKk

mens €[MHUIBl YKA3bIBAIOT ITO3ULMH, 3HAYCHUE
KOTOPBIX HE BIIUSIET HA TOCTYIL.

onepamop it, gt, eq, neq (MeHblIe 4eM, OOJbIIE UeM,

onepano paBHO, He paBHO) M HOMEp THOpTa
established.  Paspemaer mnpoxoxxaeHHe
TCP-notoka, eciu OH  HCIOJIb3yeT
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YCTaHOBJIEHHOE coeuHeHue (T.e. eciau Gur
ACK B 3aroyioBKe CErMeHTa YCTAHOBJIEH).

Komanma ip access-group CBsi3bIBaeT CO3IaHHBIN
PacIIMPEHHbIH CIIUCOK C BHIXOXHBIM MM BXOMHBIM HHTEpOeii-
com. Crnenyet 0OpaTuUTh BHUMAHHE Ha TO, YTO KaXKAOMY MOPTY,
MPOTOKOJy M HAMPABICHHIO MOXET COOTBETCTBOBATH TOJBKO
omuH crmcok. Komanna nmeer cnenyromuii popmar:

Router(config)i# ip access-group nomep-cnucka {in | out}

ITapameTpbl KOMaHZbl HMMEIOT CIEAYIOIIHe 3HAYEHHUS
(tabn. A.20).

Tabonuya A.20. Ilapamempot Komanosl ip access-group.

Ilapamerp Onucanue

HOMep-cnucka | Yka3blBaeT HOMEp CIIHCKA, KOTOpBI Oymer
JIOTHYECKH CBSI3aH C 3TUM uHTEpdeiicom.

in | out BriOupaer, k KakuM IaKkeTaM JaHHOTO
uHTepdeiica OymeT NMPUMEHSITBCS YCIOBHE
NPUXOISLUMM WIIH K OTIpaBisieMbiM. Eciu
HE yKa3aH MapaMmeTp in WM out, TO 1O
YMOJTYAHUIO NPUHUMAETCSI 3HAYEHHE OUl.

AnpecaM HCTOYHHMKA M TOJy4YaTeNs MM KOHKPETHBIM
IIPOTOKOJIAM, HCHOJIB3YIOLIMM PACUIUPEHHbIE CIMCKH, AOJDKHBI
ObITh MPUCBOEHBI HOMepa 13 quanazoHa ot /00 no 199. Homepam
MOPTOB MPOTOKOJIOB Bepxuero ypoBHs ICP u UDP, B nonoiHe-
HHE K JPYTMM YCJIOBUSIM, TAKKE NOJDKHBI OBITH MPUCBOEHBI HO-
Mepa U3 3TOro auamnasona. HekoTopele 4acTo MCHONb3yeMble 3a-
pe3epBUPOBaHHbIE HOMEPA MOPTOB NMPHUBEAEHbBI B Ta0M. A.21.

144




Tabauua A.21. 3apezepeuposantvie HOMEPA HACHO
UCHONb3YEMBIX HOPHIOG

Hecarny- KuroueBoe Onucanune IIpoto-
HOE YHCJI0 CJI0BO KOJI
0 3ape3epBupoBa-
HO
1-4 He naznaueno
20 FTP-DATA FTP (nanHble) TCP
21 FTP FTP TCP
23 TELNET TepMuHanpHOE TCP
COEIIHeHNE
25 SMTP SMTP TCP
42 NAMESERV- | Cepsep umeH UDP
ER
53 DOMAIN DNS TCP/UDP
69 TFTP TFTP UDP
70 Gopher TCP/IP
80 WWW TCP
133-159 He HazHaueHbl
160-223 3ape3epBHpOBa-
HBI
161 FNP UDP
224-241 He nazHauensl
242-255 He nHa3HaueHs!
IMpumepbl  KOH(QUrypaLyK paCUIMPEHHbIX CIIHCKOB

yIOpaBJIeHUs1 JOCTYNIOM B TPUBENEHHBIX HIDKE paszieriax
OTHOCSITCS K CETH, MOKa3aHHOH Ha puc. A.12. B nepsom mpu-
Mepe 6nokupyercst nporokon TP mnst E0O. Bo Bropom mprme-
pe Onoxupyercs Toiabko Bbixox Telnet ¢ wnrepdeiica EO,
a BCEM OCTaJIbHBIM MIOTOKAaM JAaHHBIX JOCTYI Pa3pelleH.

IIpumep 1 pacwupennozo chucka oocmyna: 610KUpos-
xa npomoxona F'TP na unmepgeiice EO.
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B uctuHre 4 mnokasaH pacHIMPEHHbIH

yTIpaBleHUs] AOCTYIIOM, KOTOPBIH OJOKHpyeT MOTOK HaHHBIX

nporokona FTP.

JIncranr 4. Otkas nporoxoay FTP B noctyne k unrepdeiicy EO
access-list 101 deny tcp 172.16.4.0 0.0.0.255 eq 20
172.16.3.0 0.0.0.255 eq 21
access-list 101 permitip 172.16.4.0 0.0.0.255
0.0.0.0 255.255.255.255
(HesIBHO OTKas3blBa€T B JOCTYIIE BCEM OCTaJbHbIM,

B TEKCTE 5TO He oToOpakaercs) (access-list 101 deny ip 0.0.0.0

255.255.255.255 0.0.0.0 255.255.255.255)
interface ethernet O ip access-group 101

Bor onmcanme 3HaueHUil COOTBETCTBYIOIIMX MOJEH
mictunra 4 (tabn. A.22).

Tabnuya A.22. Onucanue 3navenuii coomeemcmey-
owux noaeil tucmunza 4.

Tlone Onucanue
101 Homep cnucka ympaBieHHs AOCTYIIOM,
YKa3bIBA€T HA PACIIMPEHHBIN CIIUCOK.
deny ITorox JaHHBIX, yIOBJIETBOPSIOIIUI
yCIIOBHUIO, OyAeT ONOKHPOBaH.
tep ITpOTOKOJ TPaHCIIOPTHOIO YPOBHSL.
172.16.4.0u | Ampec W Macka HUCTOYHMKA, TEPBbIE TPH
0.0.0.255 OKTE€Ta MOJDKHBI OTBEYaThb YCJIOBHUIO, IIO-
CJIEIHUH HE UMeeT 3HAYCHUsI.
172.16.3.0u | Anpec u Macka TIONydaTess, TIepBbIe
0.0.0.255 TPU OKTETa NOJDKHBI OTBEYAThb YCJIOBHIO,
IIOCJIEIHUN HE UMEET 3HAUEHUs!.
eq 21 Vka3blBaeT Ha W3BECTHBIN HOMEp MopTa IJIs
nporokosa FTP.
eq 20 Vka3plBaeT HA U3BECTHBII HOMEp MOpTa IJIst
JaHHbIX nporokona FTP.
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Komanna interface FO access-group 101 csi3piBaer
101-if crincok ynpaBieHHUs! JOCTYIIOM C BBIXOIHBIM HHTepGeii-
com EO. Dror crnmcok He OnokupyeT motok naHHbIX FTP,
6mokupyrorcs Tonbko nmopTsl 20 1 21. Ha cepeepax FTP nerxo
MOXET ObIThb yCTaHOBJNEHa KOHQHUrypauuss mAns paboThl
Ha pasin4HbIX nopTrax. OMHCaHHbIE BHIIIE XOPOIIO H3BECTHBIE
HOMepa INOPTOB HE TapaHTUPYIOT, 4TO CiyxObl OyayT mpeno-
CTaBJIITHCS] IMEHHO Ha HUX.

Ilpumep 2 pacuupennozo chnucka 0ocmyna: paspeuie-
Hue docmyna moavko Ha unmepgeiic E0 u 6noxuposanue ecex
OCMAQIbHBIX NHOMOKO8 OAHHDYIX.

B nucTtuHre 5 mokasaH pacUIMPEHHBIN CHHCOK yNpaB-
JIEHUsI TOCTYIIOM, KOTOpBIM pa3pelaeT MOTOK JaHHBIX HAa WH-
tepdeiic £0 nyst mporokona SMTP.

JIuctunr S. Paspemenne aocTtynma ToJIbKO HA HH-
Tepdeiic E0 u OjokupoBaHHEe BCeX OCTAJILHBLIX NMOTOKOB
AAHHBIX

access-list 101 permit tcp 172.16.4.0 0.0.0.255 any eq 25

(HesIBHO OTKa3bIBAET B IOCTYNE BCEM OCTAJIbHBIM, B
TEKCTE 3TO HE OTOOPAXKAETCsT)

(access-list 101 deny ip 0.0.0.0 255.255.255.255
0.0.0.0 255.255.255.255)

interface ethernetO ip access-group 101

Bort onucanue 3HaueHMH OTAEIbHBIX MOJIEH JUCTUHTA 5
(Tabn. A.23).

Tabnuya A.23. Onucanue 3Ha4eHUll OMOEIbHBIX
noJell wcmunza 5.

Mone Onucanue
101 Homep cmmcka ympaBneHHs IOCTYHOM;
YKa3bIBA€T HA PACIIUPEHHBIH CIIHCOK.
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permit Ilorok  maHHBIX,  YZAOBJIETBOPSIOLIUMA
yCJIOBHIO, OyJIeT HalpaBJIeH Jajee.
tep ITpOTOKOJ TPAHCIIOPTHOTO YPOBHSL.
172.16.4.0 u Anpec M Macka MHCTOYHUKA, TIEPBbIC
0.0.0.255 TPU OKTETa JOJLKHBI OTBEYATH YCJIOBHIO,
HOCJIEIHNUN HE UMEEeT 3HAUCHUsl.
0.0.0.0 u Anpec ¥ Macka IoJydaressi, BCE 3Hade-
255.255.255.255 | HUsl OKTETOB HE UMEIOT 3HAYEHUSL.
eq 25 VYka3blBa€T Ha HM3BECTHBII HOMEp MOpTa
st SMTP.
access-group | Hanpasisier kaHanbl CIIMCKA YIPaBJIEHUsS
101 IOCTyIOM Ha UHTep(eic BbIXOAHOTO
nopta £O.

B stom mpumepe paspemaercs mnepecsuika SMTP-
noToka AaHHbIX (eq 25) ot cetu 172.16.4.0 ¢ unrepdeiica F£0.
Ilepecbutka BCEX OCTaJbHBIX AAaHHBIX OT JIFOOOrO0 MCTOYHHKA
K mMOoOOMy TMOJydYaTelm0 pas3pelieHa, Kak »35TO YKa3aHo
KI04eBbIM ciioBoM any. Kondurypaims unrepdetica £0 ycra-
HOBJIGHa KOMaHnou access-group 101 out. Takum o0pasom,
cnucok /0! cesizpiBaeTcs ¢ uHTEpdericoM F0 BBIXOMHOTO NMOpPTA.

A.4.3.14. Hcnojb30BaHHE HMEHOBAHHBLIX CIIHCKOB
YIpaBJEeHHSA A0CTYIIOM

HMeHoBaHHbBIE CITUCKU MO3BOJIAIOT OOpAIIaThCs K CTaH-
JApTHBIM M PACUIMPEHHbIM CIHCKAM YIPABJIEHHs JOCTYIIOM
C TOMOIIBIO CUMBOJIBHOI CTpoku (Habop cCHMMBOJIOB u3 OyKB
u 1udp) smecro HoMmepa (ot 1 mo 199). UmMeHOBaHHbIE CIUCKU
MOTyT OBITh MCIIOJIB30BAHBI AJIs1 YAAJIEHHS U3 CITUCKOB OTHAENb-
HBIX CTPOK. DTO NO3BOJIIET MOAM(HULIMPOBATH CIUCKH 0e3 MxX
MPEABAPUTENBHOTO YAAJCHUSI U MOBTOPHOTO KOH(HUTypHpOoBa-
Hus. PekoMmeHayeTcs HuCMoNb30BaTh HMMEHOBAHHbBIE CITHCKU
B CIEAYIOIUX CIy4asix:

— €CIIM JKENaTeIbHO WHTYUTHBHO OMPENENUTh CIUCOK,
UCIIOJIb3YS1 CHMBOJIBHOE MMS,
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— ecnu yxe uMeercs Oosnee 99 craHmapTHBIX U Gonee
100 pacHIMpeHHBIX CITHCKOB, KOTOpBIE TpeOyeTcsi CKOHQUry-
pUpPOBATh HA MAPLIPYTH3ATOPE AJIsl JAHHOTO MPOTOKOJIA.

Ilepen KOHKpETHOHl peanu3aluell HMEHOBAHHOTO
CIIMCKA CJIEZyeT IPHHSITh BO BHIMAHHE CIIEYIOLIEE:

— MIMEHOBaHHbIE CIIMCKM HECOBMECTHUMBI C BEPCHSIME OITe-
pauroHHO# crcteMb! Cisco, mpeuecTBoBaBIIMMY Bepeun 11.2;

— HeNmb3sl WUCIOJb30BaTh ONHO U TO JK€ MM [UIs
HECKOJIbKHX CITUCKOB. KpoMe 3TOro, Criicku pasinyHbIX THUIIOB
He MOryT HMeTb OJMHAKOBbIX HMeH. Hampumep, Hemb3s
NPUCBOUTb UMs Spisok] CTaHTAPTHOMY CIHMCKY M OIHOBpE-
MEHHO PaCLINPEHHOMY CITHCKY;

— IJIst IPUCBOCHHS CIIMCKY UMEHH HEOOXOIMMO BBIIMOJI-
HHTb CJIEAYIOLIYI0 KOMaH/Y:

Router(config)# ip access-list {standard | extended} ums

B pexume KOHOHUIYPUPOBAHHUS MOXKHO YKa3aTb OIHO
WJIH HECKOJIBKO YCJIOBHI paspelIeHus Wik OJOKUPOBAHUS 1O-
cTyma. DTUM OIpenessieTcs, OyeT JIM MakeT MPOMYIUeH HIIH
OoTOpOLIEH:

Router (config {std- | ext-} nac)# deny {ucmounux
[wabnon-ucmounuxal

| any}
WM

Router (config {std- | ext-} nacljt permit (ucmounux
[wabnon-ucmounuxal

| any}

IpuBeneHHast Hke KOHPUIypaLysi CO3/aeT CTaHAAPT-
HBIi CHHCOK YNpaBieHUs JOCTYNOM ¢ wumeHeM Netfilter
U PaCILIMPEHHBII CIIUCOK C HMEHeM vimvd.

interface ethernet0/5

ip address 2.0.5.1 255.255.255.0

ip address-group Netfilter out

ip address vimvd in

ip access-list standard Netfilter
permit 1.2.3.4
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deny any
ip access-list ip extended vimvd
permit tcp any 171.69.0.0 0.255.255.255 eq telnet

deny tcp any any
deny udp any 171.69.0.0 0.255.255.255 It 1024
deny ip any log

Komanna deny.

Komanpa deny wicnons3yercst mpu KOHGHUIYPUPOBaHHH
CMHCKOB YTIPaBJICHUS] JOCTYIIOM AJIs 3aJaHKs YCIIOBUI B Me-
HOBaHHBIX CIMCKaX. [TonHbIN CUHTaKCHUC KOMaH/bl UMEET BUA:

deny (ucmounux [wabnron-ucmounuxal | any } [log]

®opma 3TOIl KOMaHABI C KIFOYEBBIM CJIOBOM 1O HC-
MOJB3YETCs [ yHAJeHHs yCiIoBHs OJOKMPOBKH [OCTYIIA.
CHUHTaKCUC KOMaHIbI;

no deny [ucmounux [wabnon-ucmoynuxaj | any}

B rmpuBeneHHOM HIDKE MPUMEPE YCTAHABJIHBAETCS
ycnoBue ONOKHPOBKHM Ulsi CTAHOAPTHOTO CITHCKA C HMEHEM
Netfilter:

ip access-list standard Netfilter

deny 192.5.34.0 0.0.0.255

permit 128.88.0.0 0.0.255.255

permit 36.0.0.0 0.255.255.255

I(IIpumeyanue: 6cem ocmanvuviv 00Cmyn 0OJIOKUPOBAH
HEABHBIM 00pA30M)

Komanna permit.

Komanna permit ucnions3yercst mpu yCTaHOBKe KOH(DH-
Typalyy HMEHOBAHHOIO CITHCKA JUIsl 3a[aHusl YCIOBUM paspe-
IeHus focTyma. IToMHbIi CHHTAKCHC KOMaHIbI:

permit { ucmounux [wabnon-ucmounural | any } [log]

®dopma 3TOH KOMaHAbl C KIIOUEBBIM CJIOBOM 1O HC-
TIOJIb3YETCs1 IS YAAJIECHUs YCIOBUS U3 CIIMCKA.

CHHTaKCHC KOMaH/IbI:

no permit { ucmoynux [uabnon-ucmounuxaj | any }
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DTa KOMaHa MCIIOIBb3YETCS B PeXKUME 3aaHuUsI KOHPU-
rypauuy CIMCKa BCIIEX 32 KOMaHMOoH access-list nns 3amanus
YCJIOBHH, NPH KOTOPBIX MAaKeT MPOXOAUT depe3 CIHCOK yIpaB-
JIEHUs TOCTYTIOM.

IIpuBopuMBbIll HuXE TIpUMEpP 3aAaeT CTaHIAPTHBIN
CTIICOK ¢ umeHeM Netfilter:

ip access-list standard Netfilter

deny 192.5.34.0 0.0.0.255

permit 128.88.0.0 0.0.255.255

permit 36.0.0.0 0.255.255.255

!(IIpumeyanue: 6cem oOCMANbHBIM OOCHIYR HESABHBIM
obpasom 610Kkuposan)

B cnenyromem mnpuMepe JUPEKTHBBI pa3peLIeHHUs
JocTyna 1 OJOKHPOBKH HE MMEIOT HOMEpA, a KIII0UYEBOe CJIOBO
NO yZanseT OfHO U3 YCIOBUH MMEHOBAHHOTO CITUCKA:

Router(config (std- | ext-} nacl)# {permit | deny} {ip
ACL ycnosus ombopa}

{permit | deny} {ip ACL ycrosusi-omoopa}

no {permit | deny} {ip ACL ycrosus-ombopa;}

B cnenyromem npumepe Ha uHTepdeice aKTHUBH3UPY-
€TCsl IMEHOBAHHBIIl CIIHUCOK OCTYIa npoTokona IP:
Router(config-if)# ip access-group {ums | 1-199 {in | out}}

B crnenyromem npumepe nprBeneH MONHBIHA JIUCTHHT:
ip access-list extended come_on

permit tcp any 171.69.0.0 0.255.255.255 eq telnet
deny tcp any any

deny udp any 171.69.0.0 0.255.255.255 It 1024
deny ip any any

interface ethrnet0/5

ip address 2.0.5.1 255.255.255.0

ip access-group over_out out

ip access-group come_on in

ip access-list standard over_and
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permit 1.2.3.4
deny any

A.4.3.15. Hcnosab3oBaHHe CHHCKOB YNpPaBJIeHUS
AOCTYNOM € MPOTOKOJAMH

Crnucky ympaBJeHHs [OOCTYIIOM MOIYT YIPAaBISTh
Ha MapupyTtusatope Cisco OONBIIHHCTBOM IPOTOKOJIOB.
JInst 5TOro HoMep TMPOTOKOJA YKA3bIBAETCS B KAUECTBE MIEPBOTO
apryMeHTa T00ajbHONM IUPEKTHBBI CIMCKA. MapipyTHsaTop
ompernensier TpeOyeMblii TN nporpaMMmHoro obecreueHus
Ha OCHOBE HYMEPOBAHHOW CChUIKH. [l OOHOrO MpOTOKOJA
MOTYT UCTIOJIb30BATHCS HECKOJIBKO CITUCKOB.

Jns  Kakmoro CHHCKa BBIOMPAETCS HOBBIH HOMEP
MPOTOKOJIa M3  COOTBETCTBYIOLIEro auamnasoHa. OnHako
JUIsL KXKIOro HHTepdelica U MPOTOKOJIAa MOXKET HCIOJIb30BaTh-
Csl TONBKO ONMH CHUCOK. JIisl HEKOTOPbIX IPOTOKOJIOB
Ha OOHOM HHTepdeice MOXKHO CTPYNIUPOBATh IO ABYX CIHC-
KOB — OJIMH JUIs BXOAHOrO uHTepdeiica U OAuH At BBIXOIHO-
ro. JIns apyrux IpOTOKOJNIOB BOSMOXHO HCIOJIB30BAHUE TOJIb-
KO OIHOTO CHHCKA, KOTOPBII 00pabaThIBaET KaK MPUXOISILIKE,
TaK U UCXOMAIINE MaKkeThl. ECIH CIHCOK SIBISIETCS BXOIHBIM,
TO NP MONYyYEHHH MapLIPyTU3aTOPOM MAKETa MPOrpaMMHOE
obecnieyeHne Cisco MpoBepsieT €ro Ha COOTBETCTBHE YCIOBHSIM
mupextuB. Ecny makery mpenocraBisieTcs OCTYII, TO OH IMpPO-
JIoJoKaeT o0pabaThIBaThCsl MPOTPAMMHBIM — OOECIIEUEHHEM.
Ecim B mocTyme eMy OTKa3aHO, TO MAaKeT OTOPacHIBAETCS.
Ecnu cnmucok sBisIeTCSl BBIXOAHBIM, TO IIOCHE TOJyYEHHs
U HAIpaBJICHHs] €r0 MapLIPyTH3aTOPOM Ha BBIXONHOW HHTEp-
deiic, OH mpoBepsieTCss HA COOTBETCTBUE YCJIOBHSM JUPEKTHB.
Ecnn paspemienne Ha AOCTYN MONY4YEHO, TO IPOrPAMMHOE
obecneuenne nepenaer naker nanee. Eciu noctyn 610kuposaH,
TO MakKeT oTOPachIBAETCs U MOMEILAETCsI B OUTOBYHO KOP3HHY.

IIpoTokony MoxeT ObITb NPUCBOEHO HMsi, KOTOPHIM
MOJKeT OBITb OJJHO U3 KJIIOUEBBIX CJIOB: €igrp, gre, icmp, igmp,
igrp, ip, ipinip, nos, ospf, top, udp WM YUCIO, KOTOPOE TPEN-
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crasisier co00i HOMep MPOTOKOJIAa U MOXET ObITh LIENBIM YHC-
JIOM B auanazone /-255. Jlna Internet-nmpoToxonoB (BKIKOUast
ICMP, TCP u UDP) cnenyeTt HCIIONb30BaTh KIIOYEBOE CIIOBO ip.

ITpoTOKOJMBI M COOTBETCTBYIOLIHE UM HOMEpa MpUBEe-
HBI B cragpapre RFC 1700.

A.4.3.16. Pa3memeHne CIHCKOB YNIPABJICHHUS A0CTYIIOM

Kaxk 6b110 OmmcaHoO paHee, CIIMCKU yNPaBJIeHUs HOCTY-
MOM HCTIONB3YIOTCS IJIsI KOHTPOJS IHOTOKOB JAHHBIX IyTeM
(bUIbTpPaLMY MAKETOB U YHUYTOXEHUS HEXENATeNbHBbIX MOTO-
koB. OT TOrO, TIe pa3MeIleH CIHUCOK, 3aBUCUT 3P PEKTUBHOCTD
ero npuMeHeHHs. IIOTOKM HaHHBIX, KOTOPbIM OTKa3bIBAETCS
B IOCTyIe, U HMCTOYHHK KOTOPBIX HAXOMHUTCS Ha OONBLIOM
yOaleHHH OT MapIlUpyTH3aTopa, HE AOJDKHBI HCIIOIb30BATHh
CeTeBbIE PECYPCHI HA ITYyTH K HEMY.

IIpenmnosnoKuM, 4TO Liesib OPraHH3al[Mi COCTOUT B TOM,
4T00BI OTKA3aTh B goctyne /elnet- u I'TP-norokam k nopry E/
Mapupytuzatopa ) KOMMYyTHPYEMOH JIOKaJbHOH CeTH
ELthernet Ha mopre [ wmapmpyTtmzatopa A, Kak MOKa3aHO
Ha puc. A.13. B To xe camoe BpeMmsi, BCE OCTallbHbIe MOTOKH
JAHHBIX JOJDKHBI IIPOXOMUTH OecnpensTcTBeHHO. JlobuThes
MIOCTABJICHHOM LIeJT MOXKHO HECKOJIbKIMH CIIOCOOaMH.

PexoMeHnyeTcs moaxon, CBA3aHHBIH C HCIIOIb30BAHHEM
PaCIIMPEHHOro CIIHCKA YIPaBJ€HUs] AOCTYNOM, KOTOpBIi
BBIMIOJIHSIET TMPOBEPKY Kak agpeca MCTOYHHKA, TaK M ajpeca
nonyyarenst. PacliupeHHBI CIHUCOK CJEAYeT PaCHOJIOKUTh
Ha Mapuipytuzatope A. Torma mnakeTbl He MPOXOAAT
no Ethernet-cetn mapuipytusaropa A 4epe3 IOCIENOBATENb-
Hble UHTepdeiichl MapiipyTuzaropoB B u C U He MOCTyNaloT
Ha Mapuipytusatop D). IloTokaM mHaHHBIX C DPa3IUYHBIMU
azpecaMy UCTOYHHKA U MOJydaTelisl O-MPEXXHEMY NpPeOCTaB-
JISIeTCst JOCTYH K MOPTaM MapLIPyTH3aTOPOB.

Pexomenayercsi pasMelniaTb CIHCOK  YIPaBJICHHs
JOCTYIIOM KaK MOXHO OJIMK€ K UCTOYHHKY NaHHBIX, KOTOPBIM
oTkasbiBaeTcs B focrymne. CTaHAapTHBIE CITHCKH HE IPOBEPSIIOT
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afpec noayyatens, NO3TOMY CTaH4APTHbIA CMMCOK Heobxoau-
MO pasMellaTb KaK MOXHO 6/MXe MYHKTY HasHa4YeHus.
Hanpumep, Kak nokasaHo Ha puc. A. 13, and npefoTspaLleHus
nepefayun [aHHbIX C MapLupyTusaTopa A CTaHAapTHbLIA wm
pacLUMpEeHHbIN CNUCOK CneayeT pasmMecTUTb Ha MHTepgelice EO
MapLupyTunsatopa D.

Puc. A.13. CtaHfapTHble CNUCKW YynpaBneHus [o-
CTynom cnegyeT pasmellaTb KakK MOXHO 6/vbke K MYHKTY
Ha3Ha4YeHMWs, a paclUMpPEHHbIE — MO BO3MOXHOCTU 6AMXKe K
NCTOYHUKY
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A.4.3.17. Hcnonb30BaHHE CNIMCKOB YNPABJEHHSI A0-
CTYnom ¢ OpaHaMayIpamMu

PexomeHnyeTcst HCTIONB30BATh CIIUCKH YIIPABICHHUS [O-
CTyIIOM C MapIIPyTU3aTOPaMH, KOTOpPbIE HCHOJHSIOT pOJb
OpanamayspoB (firewall) u 4acTo pacnonararTCs Mexay
BHYTpEHHell U BHELIHeH CeTbio, Takoil kak [mfernet. bpann-
Maydp CO3IaeT H30JUPOBAHHYIO TOYKY, B DPe3YJIbTaTe Hero
BHEIIHHE TIOTOKH HE OKa3bIBAIOT BO3JAEHCTBUS HA CTPYKTYPY
BHyTpeHHeil cern. CIIMCKH yIpaBJeHHs AOCTYIIOM MOTYT Tak-
K€ HCIIONB30BAThCSl HA MapIUPYTHU3aTOPax, PacONOKEHHBIX
MEX/y ABYMS YaCTSIMH CETH IUIS YIPABJIEHHUS BXOIOM H BBIXO-
JIOM aHHBIX U3 HEKOTOPOr0 y4acTKa CETH.

Ilpumeuanue.

s 6onvuuncmea Npomokonoé npu  onpeoeneHuu
6X00HO20 CHUCKA YNPAGIEHUsL OOCMYNOM, UCHONb3YeMO20 Osl
Qunsmpayuu, 8 Oupexmugbl HeOOXOOUMO MAKIICE BKNIOYUMD
nmouHvle Yea08us, Oeaarnuyue 603MONCHbIMU nepeoayy coobuye-
Huti 06 uzmenenusax 6 mapwipymusayuu. Eciu smoeo ne coe-
Jame, MO 603MOJICHA NOMeEPs cesa3u ¢ unmepgheiica 6 ciyyae
ONOKUPOBKU 6CeX nOCMynalowux cooduenu, 6 mom yucie u
coobwenuti 06 uU3MeHeHUsAX 6 Mapuipymu3ayu. Imo2o MONCHO
u3bexcams, 0006a6ls Oupexmusy permit any 8 KoHey cozoaea-
eM020 CUCKA YNPABeHst OOCHYNOM.

Jns obecrieuenust Oompiiell 0e30MacHOCTH CETH Cleny-
eT yCTaHaBJIMBAaTh MHMHHMAIbHYIO KOH(QUIypaluo Ha HOZpA-
nuunsix mapuwipymusamopax (border routers), T.e. pacnoio-
JKEHHBIX Ha TPAHULIAX CeTH. DTO B OOJblIel CTEeHN H30JIUPY-
€T YaCTHYIO CEeTh OT BHELIHEH CeTH WIIH OT MEeHee KOHTPOIHPY-
€MOI1 4acTH ceTu, odecnednsasi GOJIBLIYIO CTENEHb 3ALIUTEL

Ha morpaHnuHBIX MapIIpyTH3aTOpax CIUCKH YIpaBie-
HMSl IOCTYIIOM MOTYT OBITb CO3ZaHBI JUIsl Ka)XXAOTO CETEBOrO
MPOTOKOJIa, KOHPUIYpaLMsl KOTOPOrO YCTAHOBIEHA HA HHTEP-
deiicax mapupytuzaTopa. IIpu 3TOM MOXHO chenate TaK, 4TO
BXOZIHbIE [IOTOKH, BBIXOJHBIE, WIH U T€ U Apyrue OyayT Guib-
TpOBaThCS Ha UHTEpdelice.
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A.4.3.18. HacTpoiika apXMTeKTypbl 6paHamayapoB

BpaHamayap npefctaBnseT coboil CTPYKTypy, KoTopas
CO3[aeTCH MeX[y YaCTHOM CeTbiO U BHELLHUM MWUPOM C LIefbio
3alUTbl OT HECAHKLMOHMPOBAHHOIO BTOPXEHWS. B 60/bLUMH-
CTBE C/ly4yaeB TakKOe BTOPXEHME MOXET MPOWCXOAUTb
U3 BHeLWHMX ceTeil. OBLIYHO ceTeBOW OGpaHAMaysp COCTOWT
U3 HECKOJIbKUX YCTPOWCTB, Kak NokasaHo Ha puc. A. 14.

Mpy Takoii apXxuTeKType MapLupyTu3aTop, MOACOoeAu-
HeHHbIW K Internet (T.e. BHeLHWIA), HanpaBnseT BeCcb BX0AA-
WM NOTOK Ha LW/03 YPOBHS NPUOXeHWs. MapLupyTm3artop,
MOACOEANHEHHbI K BHYTPEHHEN CeTw (T €. BHYTPEHHWIA), npu-
HMMaeT MaKeTbl TOMbKO CO LLUNK03a MPUIOXKEHUS.

Bpanamaysp

Puc. A.14. TunnyHblin 6paHgMayap orpaxaaeT ceTb
OT HECaHKLMOHNPOBAHHOTO BTOPXeHMA 13 Internet

B [eiicTBUTENBHOCTM LIMO3 KOHTPONMPYET NpefocTaB-
NeHne CeTeBbIX YCYT Kak BO BHYTPEHHIO CETb, TaK U 13 Hee.
Hanpumep, HeKOTOPbIM MO/b30BaTENsIM MOXET GbiTb Mpefo-
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CTaBJICHO TMpPaBO PabOTHl B [nfernet, Wi TOJBKO HEKOTOPBIM
MPUJIOKCHHUAM PAa3pCIICHO YCTaHABJIMBATb COCAUHECHHUE MEXIY
BHYTPEHHHUM U BHEITHUM XOCTaMMU.

Ecmm €AUHCTBCHHbIM AONMyCTUMBIM TMPUTIO)KEHUEM
SIBJIIETCS 3JIEKTPOHHAS I10YTA, TO HA MapILIPYTU3ATOPE IOJDKHO
OBITb YCTAHOBJICHO COOTBETCTBYIOLIEE OrPAHHYCHHE U YePe3 Hero
JOJIKHBI TPOXOAUTDH TOJIBKO TAKUE MAKEThL Ot0 3auIacT nuUIr03
NPWIOKEHHSI M TPEAOTBPAIlaeT €ro MNeperojiHeHHe, KOTOopoe
MOJKET PUBECTH K TOMY, YTO HaCThb IaHHBIX OyAeT OTOpOIIeHa.

Huxe OIMUCBIBACTCsI cuTyanus, IIOKa3aHHasA
Ha puc. A.14, roe TpeOyercsi ¢ MOMOIIBIO CIIMCKOB YIPABJICHUSI
JIOCTYIIOM OTPaHUYUTh MOTOKU JAHHBIX Ha OpaHAMaysp U C HEro.

Hcnonb30BaHHe CHNELUATbHO MPEIHA3HAYEHHOTO ISt
3TOr0 MaplIpyTH3aTOpa B KadecTBe OpaHmmayspa SBISIETCS
BECHbMa JKEJIaTENIbHBIM, IIOTOMY YTO ITPU 3TOM MapIIPyTH3aTOP
HUMEET Y€TKO BBIPAKECHHYIO LECJIb U NPUMEHSCTCA B Ka4€CTBE
BHELIHEro IIUTI03a, He 3arpykas 3Toil paboToi apyrue mapin-
pytusaropsl. Ilpy HEOOXOAMMOCTH H3OJSILHM BHYTPEHHEH
cetd OpaHAMAy3p CO3MAaeT M3OJMPOBAHHYIO TOYKY M IOTOKH
JITAHHBIX BO BHEIIHEN CETH He 3aTPOHYT BHYTPEHHIOIO CETh.

B npuBeneHHON Hmke KOHGHrypauuu OpaHmMmayspa
noaceTb 24 cetu kiacca B mpencrasiser coboil MOACeTh
OpanzMayspa, a moacerb 25 obecrnevnuBaer CBsi3b ¢ rodaNbHOI
ceThlo Internet uepes nposaiinepa yciayr:

interface ethernetO

ip address 172.10.24.1 255.255.255.0

interface serial 0

ip address 172.10.25.1 255.255.255.0

router igrp

network 172.10.0.0

Ota npoctas kKoHurypamnus He oO0ecrednBaeT HUKaKon
3a[IUTHI, U MOTOK AAHHBIX M3 BHELIHEH CEeTH NOCTYMAaeT BO
BCE CErMeHThl BHyTpeHHeil cetu. s obecreuenust Oesomac-
HOCTH Ha OpaHAMay’pe HEOOXOOMMO HCIOJb30BaTh CIUCKH
YIPaBJIEHUs] JOCTYIIOM M IPYIIIBI JOCTYTIA.
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Crucok ympaBiaeHHsT IOCTYIIOM OIpenensieT MOTOKH,
KOTOPBIM OyneT mpenocTaBiieH NOCTYI I OTKAa3aHO B HEM,
a rpymma J0CTyna MPUMEHSIET YCIOBHUs CITUCKA K HEKOTOPOMY
uHTepdeticy. Crircku MOryT ObITh UCTOJNB30BAHBI sl OJIOKH-
POBKH COEAMHEHHIA, KOTOpPbIe MPEACTABIIAIOTCS MOTSHLIUATIBHO
OTIaCHBIMH M UISl pa3pelIeH s 1OCTyIa BCEM APYTHM COEIMHE-
HUSIM WM TPEAOCTABIISITh JTOCTYIl HEKOTOPbIM COCIUHEHUSIM
u Gnokuposath ero s Beex Apyrux. Ilpu ycraHoBke KoH(uH-
rypauuu OpaHAMAay>poOB TOCJIEAHUN METOHA sBiseTCs Oolee
HAJAECKHBIM.

HawmnyymuM MecToM mjisi CO3MaHusl CIHCKA SIBJISIETCS
XOCT. s 5TOro MCHOJB3yeTcs KakoH-THOO TEKCTOBBIi
penaktop. MoxHO co3maTh (aiin, comepKamuii KOMaHIbI
access-list, a 3aTem 3arpy3uth ero B Mappytuzatop. [lepen 3a-
IPY3KOH CIMCKA AOCTyIa BCE MPEAbINYIINE OMpPENeIeHUs JOK-
HbI OBITH yIAJIEHBI C IOMOLIBIO KOMaHABI o access-list 101.

ITocne sToro xoManna access-list MOxert ObITh HCIIOJb-
30BaHa I paspelueHus JOCTyna BCeM IaKeTaM, BO3BpalLaro-
LIIMCS TIO YK€ YCTaHOBJIEHHBIM coefnHeHusM. Eciu ncnons-
30BaTh KIJIO4YeBOe CiOBO established, To ycnosue Oyner
BBINIOJIHEHO, Korna B 3aronioBke TCP-cermenrta Oyner ycra-
HosJieH out noarsepxxaenus (ACK) umm 6ur copoca (RST):

access-list 101 permit tcp 0.0.0.0 255.255.255.255

0.0.0.0 255.255.255.255 established

Ilocne 3arpy3ku CHOHCKAa yHpaBjieHHs OOCTYIIOM
Ha MapUIPyTU3aTOP U 3aIKCH €ro B SHEPrOHE3aBHCHUMYIO OIle-
patuBHylo mamAtb (nonvolatile random-access memory,
NVRAM), 3TOT CIUCOK MOXKHO CBSI3aTh C COOTBETCTBYHOLIUM
untepdeticom. B n1aHHOM mpuMepe MOTOK MAaHHBIX, MMOCTYyIa-
IOLIMIA M3 BHEIIHEro MHpa 4epe3 MOC/eNOBaTEeNbHbIA HHTEp-
deiic 0 unbTpyercss mepen pasMemieHHEM €ro B IOACETH
24 (ethernet 0). IloaToMy KOMaHza access-group, Ha3Ha4Yaro-
IIasi CIUCOK BXOAHBIM (QMIIBTPYIOIUM COEAMHEHUSIM, IOJIKHA
BBITJISIIETD CIEAYIOLIIM 00pa3oM:

interface ethernet 0

ip access-group 101
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Jlnst ynpasiieHUs! BBIXOIHBIM IIOTOKOM W3 YacTHOH CETH B
Internet  HeOOXOMMMO  ONpENENUTb  CIOMCOK  YIIPABJIEHUS
JIOCTYTIOM U NIPHMEHUTb €r0 K MaKeTaM, OTChUIAEMbIM C MOCIIEN0-
BaTeNBHOrO mopra ( Mapmpytmsaropa. s 5TOro BO3BpALIaro-
IIUMCsI TAKETaM C XOCTOB, UCTIONB3YIOIKX 7elnet v FTP, non-
KeH OBbITh paspelneH JoCTyH K noxcetu Opanamayapa /72.10.24.0.

Ecmu  uMeercs  HECKONBKO  BHYTPEHHHX  CeTel,
MOACOSNUHEHHBIX K OpaHaMayspy, ¥ OH HCIOJB3yer
BBIXOJHbIE (PUIBTPEBL, TO MOTOK NAHHBIX MEKAY BHYTPEHHHUMH
cersMu OymeT OrpaHMYeH B CBA3M C HCIOJNb30BAaHHEM
(bUIBTPOB CIHCKOB YIpaBieHUs AocTymoM. Eciu BXonHbIE
(GUIBTPBI HUCHONB3YIOTCSA TONBKO Ha HHTEp(eiice, CBs3bIBAIO-
[eM MapLIPyTH3aTOp C BHEIIHMM MHPOM, TO OIPaHHYCHHI
Ha CBSI3b MEXy BHYTPEHHIMH CETSIMHU He Oyfer.

A.4.3.19. IIpoBepka mnpaBHIABHOCTH YCTAHOBKH
CIHCKOB YNPABJIEHHSI J0CTYIIOM

Komanna show ip interface orobpaxaer uadopmariio
00 uHTepdeiicax M IOKa3bIBAET, YCTAHOBJEHbI JIH CIIUCKH
ynpasieHus: noctynom. Komanna show access-lists orobpasa-
€T COmep:KMMOe BCeX CHHCKOB. IIpy BBOmE HMMEHH CIHCKa
yIpaBieHus JOCTYNOM WJIM €ro HOMepa B KayecTBe MapameTpa
9TOM KOMaHIbl OTOOpaKaercsi COAEPXKUMOEe KOHKPETHOro
CITMCKA, KaK MTOKA3aHO B JIUCTHHTE 6.

JIuctunr 6. Oto6pasuts IP-unTepdeiic

Router> show

EthernetO is up, line protocol is up

Internet address is 192.54.222, subnet mask is
255.255.255.0

Broadcast address is 255.255.255.255

Address determined by nonvolatile memory

MTU is 1500 bytes

Helper address is 192.52.71.4
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Secondary address 131.192.115.2, subnet mask
255.255.255.0

Outgoing ACL 10 is set

Inbound ACL is not set

Proxy ARP is enabled

Security level is default

Split horizon is enabled

ICMP redirects are always sent

ICMP unreachables are never sent

ICMP mask replies are never sent

IP fast switching is enabled

Gateway Discovery is disabled

IP accounting is disabled

TCP/IP header compression is disabled

Probe proxy name replies are disabled

Router>

BeiBoael.

1. ITpu pabote MaplpyTHU3aTOpa CIUCKH YIIPABIEHUS
JOCTYIIOM BBINOJHSIOT HECKOJIBKO (YHKIUIA, B TOM YHCIIE pea-
JIM3YIOT IPOLETYPHI Pa3pelleHns/3anpeleHns JoCTyna 1 mpo-
uenypsl obecrieyeHust 6e30MacHOCTH.

2. Criucku ympapJieHHsl HOCTYIIOM HCIOJIB3YIOTCS IJIst
yIpaBieHus TpahUuKOM.

3. B HEKOTOpBIX MPOTOKOJAaX HAa OAHOM HHTepdeiice
MOTYT OBITh YCTQHOBJICHBI [{Ba CITHCKA YNPABJIEHUS HOCTYIIOM
— OIMH AJIs1 BXOAA, APYTOi JUIs BBIXOAA.

4. Ilpu ucnonb30BaHUH CIUCKOB YIIPABJICHUS JOCTYIIOM
1ocnie MPOBEPKU MaKeTa Ha COOTBETCTBUE NUPEKTHBE CITMCKA
STOMY NAaKeTy MOXET ObIThb Pa3pelieHO WM 3alpeLieHo HC-
MOJB30BAaHHUE HEKOTOPOro uHTepdeiica B rpymme focTymna.

5. burs IP-anpeca (yucio O wam uucio 1) ykasbiBaroT
cnocob 0OpabOTKH COOTBETCTBYIOIIETO OUTA.

6. Criucku ynpasiieHHst JOCTYIIOM MOTYT ObITh CKOH(U-
TypHPOBaHbl Ui PabOThl CO BCEMH MapIIPyTU3HPYEMBIMU
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CeTeBbIMM MPOTOKONaMU Ans uabTpauum uayM nponycka npo-
XOASLLMX MaKETOB.

7. CnucKW ynpaBneHus [JOoCTYNnoM 06bIYHO WCMOMb3
HOTCS Ha MapLUpyTM3aTopax, BbIMOMHALWMX pPofib 6paHAMays-
POB, KOTOpPble pasMeLLeHbl MeXAy BHYTPEHHEA W BHeLUHel
CeTbto, Takol Kak Internet.

MpunoxeHve B
Mpumep HacTpoiikn mapwpyTusatopa Mikrotik
B.1. MoakntoyeHne npu nomoum nporpammbl Winbox

HacTpoiika poyTepa 6yAem OCyLLecTBAATb Yepes
cneymanmsmpoBaHHoe MO ans cemeiictea OC Windows -
Winbox (puc. B.1). Mporpammy Winbox MOXHO 3arpysutb u3
ceTn VIHTEpHET Ha CMeHHbIi HOoCUTeNb M nepeHecTn Ha MK ¢
KOTOpOro 6yaeT OCyWecTBAATLCA HacTpoiika. Mnm ckavaTb
npW NepBOM NOAK/OYEHUN K poyTepy Yepe3 WEB-uHTepdelic.

- 4 1216881

RouterOS V5.25

h ted to arouter. only. Ifthis device is notin your possession, please contact your local network adrinistrator.

WebFig Logint
Logn: admin Login
Password:

® mikrotik
Puc. B.l. Mporpamma Winbox.
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Cxema nogkntoueHus poytepa MikroTik (puc. B.2):

. Kabenb nposaifepa VHTepHeTa MOAKNHOYAEM
B NepBblIii Ethernet nopt poyTepa;

. KOMNbIOTEP nogknoyaem K poytepy MikroTik
ceTeBbIM Kabenem B Ethernet nopt 2-5;

. 610K NMUTaHUs BK/KOYaeM B pasbeM «Power.

Komnblotep

Kab6enb nposaiisepa

Puc. B.2. Cxema NOAK/IHOYEHNS.

Mopgkntovaemcs K poytepy MikroTik, 3anyctus
nporpammy Winbox:

E Haxnmaem KHOMKY <..> A8 0To6paxeHums
yctpoiicTe MikroTik;

2. BbibupaeM B CMMCKe Hall poyTep;

3. Haxknmaem kHonky Connect.

Login no ymonuaHuto admin, naponb nycToi.
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Puc. B.3. MoakntoyeHne K poyTepy.

O6paTnTe BHUMAHNE — 4TO MPU NYCTOA KOH(Ury-
pauumn poyTepa — Ha ero uHTepdeiicax HeT IP agpeca — no-
3TOMy 06pallaThCs K HeMy M3 OKHa Bblbopa yTununtbl Winbox
Heobxoanmo yepe3 MAC-telnet, KNTMKHYB MbILLIKOA MMEHHO Ha
MAC agpece poyTepa, (MyHKT 2 Ha puc. B.3)

B.2. HayanbHble HacTPONKM

Copocmm Bce HacTpoiikm poytepa MikroTik uyepes
nporpammy Winbox:

1 Bbi6upaem cnesa MeH0 New Terminal (puc. B .4);
2. B TepmnHane BBOAMM KOMaHAy system;

3. [MoToM BBOAMM KOMaHAY reset;

4. Haxnmaem  KHOMKY Yy  Ha  KnaBuatype

AN NOATBEPXKAEHMS cOpoca HaCTPOEK.
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Puc. B.4. C6poc HacTpOeK.
Mocne nepesarpy3ky YCTPOMCTBA 3aX04UM eLLe
pa3 B HacTpoinkn MikroTik ¢ nomoLbto nporpammel Winbox.
B MosBMBLUEMCA OKHe HaXWMaem  KHOMKY
Remove Configuration v aem, noka poyTep nepesarpysuTcs
(puc. B.5).

164



Puc. B.5. MNepesarpyska poytepa.
B.3. KoHdmrypaumnsa nHtepgeiicos

[na cTaHOapTHOW CXeMbl MOLK/OYEHUA OXPaHHbIX
nNpnbopoB onpefenvMMm CceTb CreaylowuM o06pasom: nepsblii
nopt 6yaeT noaknoueH K nposaingepy (WAN nopTt), ocTanb-
Hble MOPThbl OyAyT paboTaTh B PEXMME CBUTYA A4/11 MOAKIOYe-
HWUS KOMMbIOTEPOB /I0KaNbHOM ceTW. B kauecTBe npumepa
bynem pasbupatb poytep 751 cepun. Takxe Jo6aBuMM eLlé
0AHOro npoBaigepa Ha nopT 5.

UTo6bl He nyTaTb CeTeBble WHTEPQENCh, OnuLlem
MX C MOMOLLbIO KOMMEHTapUEB.

3anuceiBaem Ans nepsoro nopta etherl kommeHTapuia
«WAN>» (unmn, Hanpumep - PocTenekom):

1 OTtkpbiBaem MeHto Interfaces (puc. B.6);
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2. Bblbupaem nepsbiit HTepdelic ether1;

3. Haxxnmaem xentyto kHonky Comment;

4. B nosiBMBLLEMCS OKHE BBOAUM KOMMeHTapuii « WAN>;
5. Haxxnmaem kHonky OK.

Puc. B.6. CeTeBble nHTepdelichl.

AHanornyHblM  06pa3oM 3anucbiBaem [Ans  BTOPOro
nopta ether2 kommeHTapmin «LAN».

B.4. HacTpoiika WAN uHTepdeiica

EcaunpoBaiigep  npegocTasnfeT  WHTepHeT
¢ npuBs3koil no MAC T0 npou3seaém LaHHyK HACTPONKY.
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YroGwl m3menuts MAC anpec nopra MikroTik, otkpeiBaem
B mporpamme Winbox merro New Terminal 1 BBOIUM KOMaHIy:
/interface  ethernet  set  etherl mac-
address=00:01:02:03:04:05
, rme etherl - wuvma WAN wuHrepdeiica,
00:01:02:03:04:05 — Heobxomumelii MAC aapec.

Yrobel BoccTaHOBUTH HavdanbHbi MAC anmpec mopra,
BBOJMM KOMaHIY:
/interface ethernet reset-mac etherl
Ecnu  nposaitoep  npeoocmaensiem  Hnmepnem
10 KOHKPEmHOMY aopecy 6 cemil.
Hactpoum craruueckuit IP axpec u Mmacky mopceTu
WAN nopra:
1. OtkpriBaem meHto IP (puc. B.7);
2. BoiOupaem Addresses;
3. B mnosBuBIIEMCS ~ OKHE  HaXHWMaeM  KHOIKY
Add (xpacHblit m0C),
4. B HoBOoM okHe B mone Address: mnpomUcbiBaEM
cratudeckuit IP agpec / macky noacern,
5.B CIIHCKeE Interface: BeIOMpaeM
WAN wunrepdeiic etherl,
6. Jlyis1 coxpaHeHus1 HacTpoek HaxxumaeM kHonky OK.
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Puc. B.7. Ctatuyeckuin IP agpec 1 macka nogcet WAN nopra.

HacTtoum agpec VIHTepHeT Lwto3a:

1 OTkpbiBaem MeHto IP (puc. B.8);

2. Bbibupaem Routes;

3. B nosBuBLUEMCSH OKHE HaKumaem KHonky Add
(KpacHbIin nntoc);

4, B HOBOM OKHe B none Gateway: MNpoOnNUCbLIBaeM
IP agpec wno3a;

5. Haxumaem kHonky OK gna  coxpaHeHus
HaCTPOeK.
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Puc. B.8. Agpec NHTepHeT wto3a.

[o6asnm agpeca DNS cepBepos:
1 OTKpbIBaeM MeHto * (puc. B.9);
2. Bbibupaem DNS;

3. B HOBOM OKHe B rone Servers: nponucsisaem IP
agpec DNS cepsepa;

4. Haxnmaem KHOMKY «BHU3» (4epHbIii
TPEeyrofibHYK), 4To6bl 406aBUTL eLle 0fHO Mose AN1s BBOAR;

5. B HoBom none nponuckbiBaem IP  agpec
anbTepHaTnBHoro DNS cepsepa;

6. Crasum ranoyky Allow Remote Requests;

7. Haxumaem kHonky OK fnd  coxpaHeHus
HaCTpOeK.
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Puc. B.9. Agpeca DNS cepBsepos.

B cnyyae ecnm nofknoyeHve nposangepa
OCYLLECTBNAeTCA ¢ nomoulbld PPPOE KkiveHTa (Hanpumep
nocne ADSL-mofeMa BpeotomMe MoCTa):

MoakntoyeHne yepes PPPOE:
1 Bbi6epem nyHKT PPP (puc. B. 10);

2. B nosiBuBLUEMCA OKHe HaxkumaeM Add (KpacHbIii
nntoc) Bbibupaem 3 cnucka PPPOE client;

3. Ha Bknagke General faém Mms coefiMHEHUIO;

4, YKasblBaeM WHTEPEAC KOTOPbIA MOAKNHOYEH

(Hanpumep kK Mmogemy ADSL);

5. Mepexogum Ha BKnagky Dial-Out;

6. 3aHOCMM  IOTMH W Naponb  BblAAHHBIN
NpoBaingepoM;
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7. CraBum rasiouky Hanpotue Use Peer DNS —
MCMO0/b30BaTh CYXXObl UMEH;

8. Bblbvpaem  Tunbl  WWPOBaHNA  (KOTOpble
MCNosb3yeT Nposanigep);
Q. Haxnmaem KHOMKY OK. (MOXXHO

MPOKOHTPONIMPOBATL COCTOAHME BHU3Y C/ieBa - Status)

alekTB192.168.66.1 (MikroTik) - WinSox v5.26 on RB751G-2HnD (ropsbe)

Irefae FRESA\as Soes Adies AdveGnadas

7 FRaw PRna SPSe ZPSva OASna FRESH

Dos ROgs HET
Ged 0@t Saus Trefic Newlnterface BN
Noe pead 3 Gred DHQU Saus Tific 2w
Snie E * CGrd
ANne T Ay
U et o Osie
Rsad Q@net
Refie diak Qy
O G Orad Roe
§ AdiDeEl Re Tath
Y UeRa D6
FRES=;
0 d
S nstg®
el

Puc. B.10. MNogkntoyeHune yepes PPPOE.

BbinosHum 06begnHeHne noptoB MikroTik ether2 -
ether5 B CBUTY:

1 BbibpaeM  [4BOVHbIM  LLIEMYKOM MbILLN
nHTepeiic ether3 (puc. B.11);

2. B cnucke Master Port Bblbupaem  ether2
(rnaBHbI NOPT CBUTYHA);

3

Haxxumaem kHonky OK.
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w admin@D4.CA6D:67:1E:3D (MikroTik) - WmBoxv5.25 on RB751G-2HNnD (mipshbe) - nH

RouterOS Win Box

Puc. B.11. O6bvegunHeHue noptos ether2 - ether3 B cBUTu.
3Ty onepauuto nosTopsieM An8 MHTepdeicoB etherd,
ether5 (puc. B. 12).
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Puc. B.12. O6beauHeHune nopTos ether4 - ether5 B cBUTUY.

B wurtore HanpotuB noptoB ether3-ether5 pomkHa
cToaTb 6ykea S (Slave - Begomblif).

B.5. HacTpolika noKanbHOI ceTu
HacTpoum IP agpec noKasibHOW CeTu:

1 OTKpbIBaem MeHto IP (puc. B.13);
2. Bbi6upaem Addresses;

3 B nosBMBLUEMCH OKHEe HaXUMaeM  KHOIMKY
Add (KpacHbIin Nnkoc);

4. B none Address BBOAMM afpec W Macky
NOKaJIbHON ceTu, Hanpumep 192.168.88.10/24;

5. B cnucke Interface BblGMpaemM  rnaBHbI
NHTepdenc cemTya ether2;

6. Haxxnmaem kHonky OK.
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uterOS Win Box

Puc. B.13. IP agpec nokanbHOW ceTu.

UToObl M3MEHUTb Maponb [J0CTyma K  poyTepy,
BbIMO/HUTE CMieaytoLLMe AeCTBUS:

1 OTKpbIBaeM MeHt0 System (puc. B. 14);

2. Bbibupaem Users;

3. [enaeMm [BOWHOM KAMK KHOMKOW MbIWK Ha
nonb3osarene admin;

4, Haxumaem kHonky Password...;

5. B none New Password BBOAMM HOBbIV Naposb;

6. B none Confirm Password noaTreepXaaem
HOBbIN Naposb;

7. B okHe Change Password HaxxumMaem KHonky OK;

8. B okHe User Haxxnumaem KHonky OK.

174



Puc. B.14. lNaponb goctyna.

[na obecneyeHns 6e30MacHOCTU  OTK/IHOYaem
HEHY)XHble CepBMCbl M paspewsaem goctyn Winbox TonbKo
W3 NIOK&/IbHOW CETW:
1 OTKpbIBaem MeHto IP (puc. B. 15);

2. Bbibupaem Services;

3. OTKMOYaeM BCE  HEHY)XKHble  CEPBUCbI  KpoMe
Winbox;

4. [enaem [BOMHOW KUK MbIWK Ha CTPOUKE

cepeuca Winbox u Ha Bknagke Available From ykasbiBaem
175



KOHKpeTHbIM agpec cetm wam TK ¢ koTtopon Gypert
3anyckatbca Winbox;
5. Haxxnmaem kHonky OK.

Puc. B.15. OTKNOUYEHNE HEHYXXHbIX CEepBUCOB.
B.6. Hactpoiika NAT

[ns paboTbl ¢ oxpaHHLIMX Npubopammn MpUToK
Heobxo4MMOo co34aTb NPobpoC NOPTOB:

1 OTkpbiBaeM MeHto IP (puc. B. 16);

2. OTkpbiBaem Firewall;

3. OTkpbiBaem BKnagky NAT,;

4 B nosBuMBLLEMCA OKHE HaXKMMaeM KHOMKY
(KpacHsbli1 nntoc);

5. Llenoyka — dstnat;

6. MpoTokon — udp - Ans paboTbl NPMOOPOB;
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7. MopT ana coefdmHeHuin OoT npubopos — 40000
(Mnn TOT KOTOPBIA NCMO/b3YETCS);

8. Bxopawmi uHtepgeinc — etherl - NHTepHeT
OT NpoBaiaepa;

Q. Mepexoanm Ha Knagky Action;

10.  [eicteme — netmap;

11. Agpec TIK Cc cepBepoM  MOAK/IHOYEHWI
B JIOKa/IbHOW CeTU;

12. [MopT Ha KOTOpLIN AenaeM Npo6poc;
13. Haxxumaem kHonky OK.

Puc. B.16. Npobpoc nopTos.
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Takke paspellaeM MPOXOXKAEHUE MaKeTOB MO MOPTY
B MpaBunax aripsona:
1 OTKpbIBaeM MeHto P (puc. B. 17);

2. OTkpbiBaeM Firewall;

3. B nosBuMBLLUEMCS OKHE HaXmmaeM KHonky Add
(KpacHsbIi1 noc);

4, Llenouka forward - npoxopsiuee yepes poyTep;

5. 6.1. MpoToKoN, NOPT U UHTEP(EINC BHELLHUA —
Kyaa npuxoauT npuoéop;

8. Ha Bkniaike Action npoBepsiemM YTO 3HaYeHne —
accept - paspeLLeHo;

0. Haxxnmaem OK.

Puc. B.17. NMpaBuna thaiipeona.
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Mpn 1Cnonb3oBaHUM HECKONbKMUX MPOBaiifiepoB OfHO-
BPEMEHHO MOXHO NPUMEHATbL ABa NPOCTLIX BapuaHTa pacrpe-
feneHuns Tpaguka: 1— OCHOBHOI npoBaiigep paboTaeT — npu
aBapuu nepeknoyaemcs Ha crefytoLlero, 2 — Bce nposaige-
pbl paboTaloT BMECTe C pacrpeesieHneM Harpysku.

PaccmoTpum 3Tu BapuaHTbl.

Ans npymepa ucnosbsyem 5 nopT poyTtepa Ana nofa-
K/HOYEHNS eLlé OAHOro nposaigepa. Ero HacTpoiiky npoum3Bo-
OUM TaK >Ke Kak 1 MepBoro — B 3aBUCMMOCTU OT TUMa.

1 OTkpbiBaeM meHto Interfaces (puc. B. 18);

2. Bbi6upaem nep.bIit nHTepgeiic ethers;

3. HaxknmaeM XenTyto kHonky Comment;

4, B nosBmBLIEMCH OKHE BBOAVM KOMMEHTapwuil
«WAN2»;

5. Haxunmaem kHonky OK.

Puc. B.18. MopakntoyeHe eLé ogHOro nposaijepa.

3aiaéM He0OXO0MMble HACTPOKK, TaK Xe Kak 1 genanv
¢ nepsbim WAN.
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[lnsi KOPPEKTHOW paboTbl C HECKONbKUMK MpoBaligepa-
MM Ham Heo6Xo4UMO MPOMapPKMPOBaTb-MOMETUTL NakeTbl AN
MCMO/b30BaHNA faHHbIX METOK B LienoYKax MapLupyTm3almn:

Co3paém npasuna NAT Ong NPOXOXKAEHWUA MAaKeTOB
npoBaniaepoB — B AaHHOM Clyyae Ans ABYyX — A8 60/bLUero
yncna AencTByem aHaorMyHo:

1 OTkpbiBaem Bknagky IP - Fierwall (puc. B. 19);

2. Bknagka NAT;

3. Co3gaém [ABA npaBuna — p[na  Kaxaoro
nHTepeinca — Add (KpacHbI nntoc);

4. Srcnat B KaXkgoM 13 npasun,

5. YKasblBaem NHTepeic nexomaLLero
COeiVHEHNA /19 KaXKAOro CBOW;

6. Ha BKNajke Action yCTaHaB/NBaeM
masquerade - 4719 KaOXL0ro CoOeUHEHNS;

1. Haxumaem kHonky OK ansd coxpaHeHusi 06oux
npaswn.

o s+ o et 1
. o

Quetes
Fiet
Log
In Interfece
Radus
Qut Interfece Out Interfoce erfietf
Tods

NewTetmnal
Packet Vart few KAT foie SO
MelaROUTER

Connection Ma*.
MreSt>oUtrf General Advanced Erfba Acton  Statotos l 7* 1
Rouing Mert

RojingTabe

Connection Type: Disable

ResetAl Counter:

Puc. B.19. lNpasuna NAT ana npoxoxaeHnsa nakeTos.
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Tenepp HHrepHer Moker paborath uepe3 [ABYX
MIPOBaEPOB.

Jlnst onpeneneHust MapIipyTa COSHHEHHS] MapKHpyeM
UX B poyTepe.

Jlst kaxxnoro uHTepdeiica OnuchIBaeM MPaBHIIO U TIPH-
CBAaUBAEM METKY:!
OtxkpoiBaem Bkianky IP — Fierwall (puc. B.20);
Bxnaakxa Mangle,
Jobasisiem Add (kpacHbIii IIIIOC) HOBOE MIPABHIIO;
Hanpasnenune\uenouka — Input;
VYxka3siBaeM HEOOXOHUMBIH HHTEpeIic,
Ilepexonum Ha BkJIaaKy Action;
VYkassIBaeM paeiicTeue - mark connection;
Vkas3blBaeM METKy-UMs JAHHOTO COCJUHEHUS —
HUKaJIbHOE A nHTepdeiica;
CoxpansieM, HaxxaB kHonky OK.
Cosgaém [IBA mpaBuna — Ot OBYX IOPTOB JUIS
BXOZSLIEro Tpaduka.

O PN L AW~
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Puc. B.20. OnpegeneHne mapipyTa CoeqUHEHUS.

M Tak xe co3zgaém ABE uenoyku, mapkumpys Tpadmk
COOTBETCTBEHHO HALLUMM MeTKaM:

1 Tam e, rge Ip-Firewall-Mangle, pgo6asnsiem
Add npaBuno — uenouka output (puc. B.21);

2. BbibrpaeM HalM MapKUpOBaHHblE COeAMHEHUSs
— WX [1Ba ANA pas3HbIX MOPTOB;

3. Ha Bknagke peictsua ycTaHaBimMBaeM mark
routing — mapLupyTu3aLmio AN CoeMHeHus;

4. MpucBavBaeM WMA TakKo MapLipyTuM3auum —

MapKMpyeM Kak fO/KHbI MATU MaKeTbl;
182



5. MopTeepxXaaem, Haxkas KHonky OK.

CHoBay Hac nonyuutca IBA npasuna /19 KaKLoro nopra.

B wtore y Hac nonyuwnocb 4 npasuna — 2 anA
MapK1POBKN COELUHEHUIA U 2 ANA MapKUMPOBKW MapLupyTW3a-

Puc. B.21. 1Be Leno4KM.

[ns nepBOro BapmaHTa MapLupyTusaLum — C pe3epsu-
poBaHMeM KaHafa, Ham Heo6xoAMMOo A06aBUTb K CYLLECTBYO-
LLeit cucTeme NpasmsIo NOAMEHbI MapLLUPYTOB:

1 OTkpbiBaem Tabnuuy IP-Routes (puc. B.22);

2. [Jo6aBnsem HOBbI MapLUpyT;

3. YKa3sblBaeM LLJIO3 BTOPOro nposaiifepa;

4. MeToa npoBepky BblbUpaem ping;
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5. YKa3blBaem npuoputeT — Distance paBHbIM 2;

6. YKa3blBaeM MapK/MpOBKY MNakeToB f/s BTOPOro
nposaiigepa.
7. Haxnmaem kHonky OK.

Puc. B.22. NMpaBuno nogmeHbl MapLipyTOB.

B cnyyae ogHOBpeMeHHOI paboTbl 060MX MpoBalifiepoB
— Heob6X04MMO Y[anuTb 3amucb O LU/K3E MO YMOMYaHWIo
«add-default-route=no» u co3gaTb MapLUpyTM3aLUI0 cpasy
C ABYM# LLUO3aMU:

1 OTKpbiBaeM Tabnmuy IP-Routes(puc. B.23);

2. [Jo6aBnsem HOBbI MapLIpyT;

3. YkasbiBaem [BA agpeca wniw3a — OT [BYX
npoBsalifiepos;

4, MeTog npoBepku BbIGMpPaeM ping;

5. Haxnmaem kHonky OK.
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AHaNIOTMYHO MOXHO MapKMpoBaTb HEMOCPeACTBEHHO
nakeTbl OT OXPaHHOT0 060PY/A0BaHUS C PasHbIX MOPTOB.

Puc. B.23. MapLwwpyTu3auma c 4BymMa LW03aMu.

Takum 06pa3oM, MOXHO MOAK/IHOYATb HECKO/bKO
MpoBaiiZepoB 1 pacnpefensiTb HArpy3Ky MeXay CeTsMU.

UT06bl cobpocuTb MikroTik K 3aBOACKMM HacTpolikam
BbIMONHWTE CriefytoLLee:
1 OTKNIOUNTE NUTAHUE poyTepa;

2. HaxxMmuTe 1 fepxnte KHonkKy Reset;
3. BktounTe nutaHune poyTepa;
4. JoxanTtecb noka 3amuraet uHamkatop ACT

N OTNyCcTUTe KHOMKY Reset.
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Iloce TOro poyTep Mepe3arpy3urcs, M Bbl CMOMKETE
3aliTH B €ro HACTPOMKM CO CTaHAAPTHBIM HWMEHEM
none3oBarens admin 6e3 maposs.

Ha sToM HayanmbHas HACTpOiiKa poyTepa 3aBepIUeHA.
st Gonee moapoOHOIT U TOYHOM HACTPONKY MOA OMpPENENEH-
Hble MapaMeTpbl WIH NOTPeOHOCTH HEOOXOOMMO H3Y4YHTh
nokyMeHntauuro. Hanpumep:

Buxu (6a3a 3HaHuit) mo MukpoTHk

(http://wiki.mikrotik. com/wiki/3arnasnasi_crpaHuna)
JIoKyMeHTauus OT TUCTpUOBIOTOpa

(http://mikrotik ru/files/instrukcii-po-nastrojke-mikrotik)
IlepeBon pyKOBOACTBA Ha POYTED
(http://www.mikrotik.ru/ftpgetfile.php?id=13&module=files)
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Hpnnoxenne C

Mapku o6opyaosanus aas 3amutel JIBC IIINO

Cpok neii-
CTBHSI cep-
THPUKATA

HaumenoBa-
HHe CpeacTBa

(uudp)

Ipeanasnayenune
cpencrsa (00sacTh
NpUMeHeHHs ),
KpaTKasi XapaKTe-
PHCTHKA napaMeT-
poB / (OLeHKa BO3-
MO’KHOCTH HCIOJIb-
30BaHHus B HH(DOP-
MAIHOHHBIX CH-
cTeMax mnepco-
HAJILHBIX JAHHBIX

HCIn))

Ile-

HAa,
y.e.

Husmnii nenosoli nuanason - 10400 y.e.

1.1 01.03.201
6

RB/MRTG
(miniROUTE
RG)

Mapuipytusatop
Mikrotik
RB/MRTG
(miniROUTERG) ¢
BepcHell IPorpaMm-
HOro obecrnedeHus
Mikrotik RouterOS
5.21 - no 4 xnaccy
PJI M3 c orpanude-
HHUAMH (MOXeET UC-
HOJIb30BATHCST IJIST
3amuThl HHGOpMa-
umu B UCITIH no 2
KJ1acca BKIIFOYH-
TEJIbHO)

125

2.| 16.01.201
6

Cisco ASA
5505

MapupyTtusarop
Cisco ASA 5505 ¢
YCTaHOBJIEHHbIM
MPOrPAMMHBIM

327
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obecneuenrem Cisco
Adaptive Security
Appliance Software
Bepcuii 7.2(3),
7.2(4),8.2(5)un
8.4(3) - mo 4 knaccy
B COOTBETCTBUH C
PAMD

11.01.201
6

Cisco 881

MapiupyTtusartop

Cisco 881 ¢ ycra-

HOBJICHHBIM PO-
rpaMMHBIM obecre-
gennem Cisco 10S
Bepcuu 15.0(1)M8 -
1o 4 Kjaccy B COOT-
BercTBuu ¢ PJI MD

266

19.01.201
7

Juniper SSG-5

Me:xceTeBoii 3KpaH
Juniper SSG-5 ¢
IpeayCTaHOBIICH-
HBIM IPOTPaMMHBIM
obecrnieyeHemM
ScreenOS Bepcuu
54.0r16.0 -no 3
kiaccy PJI M3 (mo-
JKET UCTOJIb30BATHCS
B 1I" u MoXxeT Huc-
HOJIB30BATHCS AJIs
3amuThl HHpOpMa-
i B UCIT/IH o 2
KJ1acca BKJIFOUH-
TEJIbHO)

365

Cpennuii ueHoBoi nuana3on - ot 400 y.e. no 700

10.06.201
6

Cisco 2960

KommyTatop Cisco

2960 ¢ ycTaHOBJIEH-
HBIM [POrPAMMHBIM
obecneuennem Cisco

530
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10S Software Bep-
cun 12.2(25)SEE2 -
Ha cooTBeTcTBUE PJ]
M3 no 4 knaccy

6. 16.01.201
6

Cisco ASA
55XX

MapiupyTtusarop
Cisco ASA 5510 ¢
YCTaHOBJIEHHBIM
MIPOrpaMMHBIM
obecneuennem Cisco
Adaptive Security
Appliance Software
Bepcuii 7.2(3),
7.2(4), 82(5) u
8.4(3) - mo 4 knaccy
B COOTBETCTBUH C
PJIMD

640

7. | 08.05.201
6

Cisco 1841

MapiupyTtusaTtop
Cisco 1841 c ycra-
HOBJICHHBIM IIPO-
rpaMMHBIM obecre-
yeHueM c1841-
adventerprisek9-
mz.124-24.T6 - Ha
coorBercTBue PJ|
MD 1o 4 knaccy

690

8.1 07.05.201
6

Cisco 1811

Mapupyruzarop
Cisco 1811 c ycra-
HOBJICHHBIM ITIPO-
rpaMMHBIM obecre-
yeHueM cl181x-
adventerprisek9-
mz.124-24.T6 - Ha
coorBercTBue P/
MD 1o 4 knaccy

695

Briciinii neHoBo# anana3on - ceeiiie 700 y.e.

9. 14.01.201 |

Cisco 1921 |

MapiupyTtusarop

| 730
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Cisco 1921 c ycra-
HOBJIEHHBIM TIPO-
rpaMMHBIM obecrie-
gyeHneM Cisco I0S
Bepcun 15.2(1)T1,
Bemyck (fcl) - Ha
cootsercTBue PJ|
MD3 no 4 knaccy

10

11.01.201
6

Cisco 1941

MapupyTtusarop
Cisco 1941 c ycra-
HOBJICHHBIM TPO-
rpaMMHBIM obecre-
yenneM Cisco I0S
Bepcuu 15.1(4)M4 -
1o 4 Kyiaccy B COOT-
BercTBuH ¢ PJI MO

910

11

26.09.201
6

Juniper EX
2200 24 port

KommyTarop Juniper
EX 2200 24 port ¢
yCTaHOBJIeHHI)IM
MPOrPaMMHbBIM
obecrieueHeM
JUNOS Bepcun
11.4R5.5 - Ha coot-
BercTBue PJI MO mo
4 xraccy

930

12

08.02.201
6

Cisco PIX-
506E

MexcereBoii 3kpaH
Cisco PIX Firewall
PIX-506E ver. 6.3

1o 4 xynaccy MO

1715

13

24.05.201
6

Cisco 2621

MapiupyTtusatop
Cisco 2621 —mno 3
Kyaccy st MO

2455

14

16.01.201
6

Cisco 28XX

MapiupyTtusarop
Cisco
2801/2811/2821 ¢

1300
1475
2050
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YCTaHOBJIEHHBIM
MPOrPaMMHBIM
obecrieueHeM Bep-
cuu 10S 12.4(25b).
12.4(251),
12.4(24)T6 u
15.0(1)M3 (fc2) - mo
4 xnaccy B COOTBET-
creun ¢ PIIMD

15

16.01.201
6

Cisco ASA
55XX

MapiupyTtusaTtop
Cisco ASA 5520/
5580 ¢ ycraHOBJIEH-
HBIM IPOTPaMMHBIM
obecneueHnem Cisco
Adaptive Security
Appliance Software
Bepcuit 7.2(3),
7.2(4),8.2(5)un
8.4(3) - mo 4 knaccy
B COOTBETCTBHH C

PJIMD

1875
2730

16

22.01.201
6

D-Link DFL-
2560

IIporpammuo-
anmnapaTHbIN KOM-
IJIEKC MEXKCETEBOH

skpaH D-Link DFL-
2560 ¢ nporpamm-
HBIM O0ecredeHneM

D-Link Firewall

2.27.05.30-16773 -

Ha cootBercTBHe PJ]

MD no 4 knaccy, P/]
HJB 1o 4 ypoBHto
koutposst (MCIT/IH

110 2 Kjacca)

5090

17

01.03.201
6

Cisco 2911R

MapupyTtusarop
Cisco 2911R c ycra-

2000
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HOBJIEHHBIM ITPO-
rpaMMHbIM obecrie-
yenueM Cisco 10S
Software Bepcuu
15.2(4)M1 - Ha co-
orercTBue P/l MO
1o 4 kyaccy

18

18.03.201
6

Cisco 6506

KommyTtatop Cisco
6506 c ycraHOBIIEH-
HBIM MPOrPaMMHBIM
obecneuennem Cisco
10S Software Bep-
cum 12.2(33)SXHS -
Ha cooTBeTcTBUE PJ]
MD3 no 4 knaccy
(MOKeT UCTIoNb30-
Barbcsl B AC mo 1T
BKJIFOUUTEJIBHO,
UCIIOH no 2 knacca
BKJIKOYHTEJIBHO)

3185

19

29.04.201
6

Cisco 4510

KommyTtatop Cisco
4510 ¢ ycTaHOBJIEH-
HBIM MMPOrPAMMHBIM
obecneuennem Cisco
10S Software Bep-
cun 12.2(54)SG1 -
Ha cooTBeTcTBUE PJ]
MD no 4 knaccy
(MOKeT UCTIoNb30-
Batbes B AC mo 1T
BKJIIFOUHUTEJIBHO,
HUCTIJH no 2 xnac-
ca)

3115

20

02.07.201
6

Juniper SRX

240H

MexceTeBoil 3kpaH
Juniper SRX 240H ¢
YCTaHOBJICHHbIM

2100
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POrPaMMHBIM
obecrnieueHreM
JUNOS Bepcun
12.1R4.7 - Ha coot-
BerctBue PJI MD mo
4 xnaccy

21

18.07.201
6

Cisco 7206

MapupyTtHusarop
Cisco 7206 c ycra-
HOBJICHHBIM IIPO-
rpaMMHBIM obecre-
gyexueM Cisco I0S
Software Bepcun
12.4(24) T3 - Ha co-
orBercTBue PJI MD
1o 4 kyaccy

3090

22

06.08.201
6

Cisco ASA
55xx

MesxceTeBoii 5kpaH
cepun Cisco ASA
5512/ASA
5515/ASA
5525/ASA 5545/

C YCTaHOBJIEHHBIM
MIPOrPaMMHBIM
obecnieuenunem Cisco
ASA Software Bep-
cuu 9.1 - Ha cooT-
sercrue P/l MO no
3 krnaccy

2710
3635
4730
9510

23

14.08.201
6

Cisco Catalyst
3750

KommyTatop Cisco
Catalyst 3750 ¢
yCTaHOBJIEHHBIM
MPOrPaMMHBIM
obecmevenrem Cisco
10S Software Bep-
cun 12.2(58)SE2 -
Ha cooTBeTcTBHE PJ{
MD 1o 4 knaccy

2000
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24

25.09.201
6

Juniper EX
2200 48 port

KommyTrarop Juniper
EX 2200 48 port ¢
YCTaHOBJICHHBIM
MpPOrpaMMHBIM
obecneueHneM
JUNOS Bepcun
11.4R5.5 - na coot-
BercTBre PJ] MO no
4 xnaccy

1655

25

26.09.201
6

Juniper EX
4200 24 port

KommyTrarop Juniper
EX 4200 24 port ¢
YCTaHOBJICHHBIM
MPOrpaMMHbBIM
obecrieueHreM
JUNOS Bepcuu
11.4R5.5 - na coot-
erctBue P/l MO no
4 xnaccy

3560

26

26.09.201
6

Juniper EX
4200 48 port

KommyTtarop Juniper
EX 4200 48 port ¢
YCTaHOBJIEHHBIM
MIPOTrPaMMHBIM
obecrieueHEM
JUNOS Bepcun
11.4RS5.5 - Ha coot-
BetrctBue PJI MD 1o
4 knaccy

4615

27

11.10.201
6

Cisco IE-
3000-8TC

Kommyratop Cisco
IE-3000-8TC ¢
YCTaHOBJIEHHBIM
MPOrPaMMHBIM
obecneuenuem IES
Software Version
15.0 - Ha cooTBeT-
cteue PJI M3 no 4
KJIacCy

1025
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28 14.10.201

6

29{ 25.11.201

Juniper
SRX550

Cisco ASR

Juniper SRX550
HPOrpaMMHBIM

obecreyeHueEM
JUNOS Bepcuu

4 xnaccy

C YCTaHOBJICHHBIM

12.1R5.5 - Ha cooT-
Berctue PJI M3 mo

Me:xcereBoii 3kpan | 3645

6

30 25.11.201

1001

MappyTtuszarop
Cisco ASR 1001
C YCTAaHOBJICHHBIM
MPOrpaMMHBIM
obecneuennem Cisco
I0S XE Bepcun
15.2(4)S - Ha coot-
BerctBue PJI M3 mo
3 kyaccy

9515

6

31 12.12.201

3750-X

Cisco Catalyst

KommyTrarop Cisco
Catalyst 3750 X
C YCTaHOBJIEHHBIM
MPOrPaMMHBIM
obecneyenuem Cisco
10S Bepcun
15.0(2)SE2 - Ha co-
orserctBue P[]l MO
1o 4 kyaccy

2515

6

Cisco 2900

MapiupyTusarop
cepu Cisco 2900
(monenu Cisco 2901,
Cisco 2911, Cisco
2921 c ycraHOBJIEH-
HBIM NPOrPaMMHBIM
obecnieuenunem Cisco
10S

15.0(1)M5/Cisco

1190
1260
1845
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10S 15.2(4)M4, mo-
nens Cisco 2951 ¢
YCTaHOBJIEHHBIM
MIPOrPaMMHbBIM
obecnieuennem Cisco
10S 15.0(1)M2) - Ha
cootsercTaue P/]
MD no 4 knaccy

32

18.12.201
6

Cisco
3945E/K9

MapupyTtuszarop
Cisco 3945E/K9 ¢
YCTaHOBJICHHBIM
MPOrPaMMHBIM
obecneuennem Cisco
10S Software
Version 15.1(4)M4 -
Ha cootBercTBHe PJ]
MD no 4 knaccy

6675

33

13.01.201
7

Cisco ASA
55xx

MesxceTeBoii 5kpaH
M3 Cisco ASA
55xx(5510, 5520) -
110 4 KJ1accy B COOT-
BeTcTBHM ¢ PJI MO

3165
1680

34

14.03.201
7

Cisco Catalyst
3560V2

Kommyrarop Cisco
Catalyst 3560 V2 ¢
yCTaHOBJIEHHBIM
POrPaMMHBIM
obecnieuenuem Cisco
10S Software Bep-
cuu 12.2(55)SE7 -
Ha cootBeTcTBHE PJ]
MD3 no 4 knaccy

1920

35

14.03.201
7

Cisco ASA
5525-X

Me:xcereBoii 3kpaH
Cisco ASA 5525-X ¢
ycTaHOBJ’IeHHbIM
MIPOrPaMMHBIM
obecneuenuem Cisco

5035
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Adaptive Security
Appliance Software
v.9.1.3.SMPED -
Ha cootBercTBUE PJ|
MD o 3 knaccy

36| 07.04.201
7

Cisco ASA
5512-X

Me:xcereBoii 3xpaH
Cisco ASA 5512-X ¢
yCTaHOBJIEHHBIM
MPOrPaMMHBIM
obecneyennem Cisco
Adaptive Security
Appliance Software
v.9.1.3.SMP.ED -
Ha cootBeTcTBUE PJ]
MD3 no 3 knaccy

3455

Ilpumeyanue. IleHpl MPUBENEHBI MO COCTOSIHUIO Ha Aekaldpb
2014 ropa. Llens! npuBenens! B ycnoBHbxX equannax (1y.e. — 1
$) B CBs3M C TeM, YTO MPOAYKIMS UMIOPTHAS U LIEHA OIpe/Ies-
€TCsl TEKYIMM KypPCOM PyOJIst IO OTHOLISHHIO K BAJIIOTE.
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Jlureparypa

L. basosass Mopmenb yrpos OesomacHocTH mepco-
HAJbHBIX IAaHHBIX HPH HX 00paboTke B HH(OPMALMOHHBIX
CHCTeMax MEePCOHAIbHBIX NaHHBIX. Y TBEPXKAEHA 3aMeCTUTENeM
mupektopa ®CTIK Poccuu 15 despans 2008 r.

2. Hekoroprle BOMPOCH! 3AIMUINEHHOCTH LU(PO-
Beix ceteii OBO. II. BopoObes. Crenmanu3upoBaHHBIA WH-
(hopMaLMOHHO-aHATUTUYECKUH JKypHaI O mpobiemax Oes-
omacHocTH, 2014 Ne4.

3. BBeneHue B ceTeByI0 TEMaTUKY, YIPaBJIEHUE U
skcmutyatauust EUTKC OBJI Poccuiickoit @eneparu. Yueb-
Hoe nocobue. Boponex: Boponexckuit uacrutyr MBJL Poc-
cuy, 2014. —263 c.

4. Va3 Ilpesunenta P@® Ne 351 or 17 mapra 2008 rona
«O mepax no obecrieueHn0 HHHOPMALMOHHONH 0€30MacHOCTH
Poccwuiickoit @enepanuy mpy HCHONB30BAHUH HHPOPMALOH-
HO-TeJIEKOMMYHHKAIIMOHHBIX CeTell MexXayHapogHoro uHpop-
MAI[IOHHOTO 0OMeHay.

5. BasoBas Hactpoiika Mikrotik mmd HaumHaromux.
Astop: Burannii
http://www.it-mehanika.ru/index.php/2009-12-06-20-02-41/50-
mikrotik/193-mikrotik

6. basoBas HacTpoiika Mikrotik st HauMHarOLIMX.
Yacts 2. ApTOp: Buranuit
http://www.it-mehanika.ru/index.php/2009-12-06-20-02-41/50-
mikrotik/196-mikrotik-2

7. 3AIIMTA MHOOPMALIMM B KOMIIBIOTEP-
HBIX CETAX. TIPAKTUYECKUWH KVYPC: yuebnoe nocobue /
A. H. Axpponuuk, B. B. Borganos, H. A. lomyxosckuid, A. C.

198


http://files.stroyinf.ru#                                              
http://files.stroyinf.ru#                                              
http://files.stroyinf.ru#                                                         
http://files.stroyinf.ru#                                                         

Komnepos, H. U. Cunanckuii, JI. A. Xopekos, M. FO. Ilep6a-
xoB; noxt pen. H. Y. Cunanckoro. Exarepun0ypr: YI'TY-VIIH,
2008. 248 c.

8. Buku  (6aza  3HaHmWii) 10  MuKpOTHK
(http://wiki.mikrotik.com/wiki/3arnaBnasi_crpaHuIa)

9. JlokyMeHTaLus oT AUCTPHOBIOTOpA
(http://mikrotik ru/files/instrukcii-po-nastrojke-mikrotik)

10. IlepeBon pyxoBoncrsa Ha poytep ( http: / / www.
mikrotik. ru / ftpgetfile. php? id= 13& module= files )

11. Ipukaz MBJI Poccuu ot 29.06.2012 Ne650 «Bo-
HPOCHI OPraHU3aLHUOHHO-IITATHON PabOThI B MOApAa3JAEIEeHUIX
BHEBEJOMCTBEHHOH OXPaHbI IOIULIUNY.

12. P78.36.021-2012 Meroauueckue peKOMEHIALMU
«[TpumepHBIE ~ HODKHOCTHBIE  HHCTPYKIIMH — HHXXEHEPHO-
TEXHUYECKOTO COCTaBa U JEKYPHOHW CMEHbI MyHKTOB LIEHTpPa-
JU30BaHHOW OXpaHBl IOAPA3/ENeHNiI BHEBEJOMCTBEHHOMN
OXpaHb».

13. TIpukas MBI Ne 734 ot 19 centsibpss 2006 .
«0O0 ytBepsknennu I[IpaBii1 npeRoCTaBICHHS U MCTIOIb30BAHHS
pecypcos cetu «MuTepuer» B cucreme MBJI Poccum».

14. Pacnopsbxenue Ilpasurenscrsa P® or 23 mapra
2006 roma Ne441-PC (B pemakiuu pacrnopspkeHust [IpaBurenb-
crea PO or 18.08.2010 r. Ne 1361-PC «O6 yrBepxneHun
Ilepeunsi KPUTUYECKU BaXKHBIX OOBEKTOB PDY).
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