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BBeneHue

NCO/M3K 27033-3 Gbin NOAroTOBNEH COBMECTHbIM TexHuuyeckum komutetom MCO/MIK CTK 1, «UH-
cdopmMaLmoHHas TexHonorusa», Moakomutetom MK 27, «Metoabl n cpeactea obecneveHns 6e30nacHOCTM
NT».

NCO/MOK 27033 coctouT M3 crneaylomx yacten, noa obwmm HaumeHoBaHnem «UHpopmaLmoHHas
TexHonorusa. Metoabl u cpeacrea obecneueHus 6esonacHoCcTH. BesonacHOCTb ceTeiny:

- Yactb 1: O630p 1 KOHUEenuuu;
- Yacrb 2: PekomeHaaLum no npoekTMpoBaHuio U peanusauyun 6e30nacHOCTU CeTw;
- YacTb 3: QTanoHHble ceTeBbIE CLEHAPUU. YTpo3bl, METOALI NPOEKTUPOBAHUA U BONPOCHI YNPAaBNEHUS.

CrneayioLue 4aCcTi HaxoaATCA B NPOLECCe NOArOTOBKU:

- Yactb 4: ObecneveHne 6e30MacHOCTU MEXCETEBbLIX COeANHEHUI C NPUMEHEHUEM LLNIO30B 6e30MacHOCTU.
Yrpo3bl, METOAbI NPOEKTUPOBAHUA U BOMPOCHI, KACAOLWWUECA MEP U CPEACTB KOHTPOIIA U YNpaBneHus;

- Yactb 5: ObecneyeHne 6e30MacHOCTU BUPTYanbHbIX YaCTHLIX CeTel. Yrpo3bl, METOAbI NPOEKTUPOBAHUSA U
BOMPOChI, KacaloLmMecs Mep U CPeACTB KOHTPOMSA W yrpasneHus.

MOFyT ObITb BbINyLEHbl o4epeHble YacTu CTaHaapTa AnAa oxsaTta Takux TeéM, Kak: nokanbHbl€ BblYUC-
nuTenbHble ceTu, rnobanbHble ceTn, 0ecnpoBOAHbIE U PAAMOCETH, LUMPOKONONMOCHLIE CETU, ceTu TenedoH-
HOI cBA3K, ceTu IP-KOHBepreHuun (gaHHble, rofnoc, BUAEO), apXUTEKTYpbl BED-XOCTa, apXUTEKTYpPbl JMek-
TPOHHOW NMoYTbl MIHTEpHETA (B TOM YUCIe UCXOASALLUMIA OHMANHOBBIN A0CTYN K UHTEPHETY 1 BXoAsALWMiA A0CTYN
u3 IHTepHeTa) 1 OTCOPTMPOBAHHbLIN AOCTYM K CTOPOHHUM OPraHu3aLusim.
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HAUWOHANBbHBIN CTAHOAPT POCCUNCKOWU GEQEPALUUMN

UudopmaumuoHHan TexHonorua
METOAbl N CPEACTBA OBECNEYEHUA BE3OMNMACHOCTU

Be3onacHOCTb ceTen
YacTtb 3
STanoHHbIe ceTeBble CUeHapun
Yrpos3bl, MeToAbl NPOEKTUPOBAHUA U BONPOCHI YNpaBAeHus

Information technology. Security techniques. Network security.
Part 3. Reference networking scenarios. Threats, design techniques and control issues

Dara BBeaena — 2015—11—01

1 Obnactb NpUMeHeHUA

B HacTosileM craHgapTte U3noXeHbl Yyrpo3bl, METObI MPOEKTUPOBAHUA U BOMPOCHI, Kacalowmecs Mep
U CpeaCTB KOHTPONSA U YNpaBneHus, CBA3aHHbIe C TUMOBLIMU CETEBbLIMU CLUEHapuamu. [na kaxaoro cueHa-
pusi B HEl NpeacTaBneHbl NOAPOOHbIE PYKOBOACTBA NO yrpo3aM 6€30nacHOCTU, MeTOAAM NPOEKTUPOBAHUS
6e30nacHOCTM U MepaM U CPeacTBaM KOHTPONA M ynpasneHusi, TpebyeMbiM ANA YMEHbLUEHUA CBS3aHHbIX
PUCKOB.

MHdopmMauus, cogepxallaacs B HACTOsALIEM CTaHjapTe, npeAHasHayeHa Ang UCNoNb30BaHUA MNpu
nepecmMoTpe TEXHUYECKON apXUTEKTYPbI/BapMaHTOB NpOEKTUpoBaHnsa 6e3onacHoCTK, a Takke npu Bbibope u
[OKYMEHTUPOBAHWUN NPEANOYTUTENBHON TEXHUYECKON apXUTEKTYpbl/NPOEKTUPOBaHUS 6E30MacHOCTU U CBS-
3aHHbIX C HUIMWU MepP U CPeACTB KOHTPONS U ynpaenenus, B cootsetcreun ¢ MICO/M3K 27033-2.

Bbi6op KOHKpeTHON wuHdopMauun (Hapsay ¢ uHdopmauuen, B3aton us UCO/M3IK 27033-4 —
MCO/M3K 27033-6) OyaeT 3aBUCETb OT aHanM3a XapakTepUCTUK CETEBOW CpeAbl, T. €. KOHKPETHOro CLeHa-
pusa ceTu(en) n «TeXHUYECKOro peLleHns» BONPOCOB, UMEIOLLIMX K 3STOMY OTHOLLEHUE.

B uenom, Hactosiwas Yactb MCO/M3K 27033 6yaeT cnocobCTBOBaTL BCECTOPOHHEMY OMPEAENEHNIO
u peanusaumu 6€30NacHOCTU AN CETEBOW cpeabl NBOI opraHusauum.

2 HopmaTtuBHbI€ CCbINKU

B HacTofilem craHgapTte WMCNosfib30BaHbl HOPMATUBHbLIE CChINKM HA Cneaylowme MexayHapoaHble
cTaHgaptbl. [ns 4aTMPOBaHHbIX AOKYMEHTOB MCMOMNbL3YIOT TOMLKO ykasaHHOe u3gaHue. [Ans HegaTupoBaH-
HbIX JOKYMEHTOB UCMOMb3YOT camMoe nocneaHee n3gaHme CCbiNOYHOro AOKYMEHTa (C y4€eTOM BCEX €ro us-
MEHEHUW).

MCO/M3K 27000 UHhopmaLuoHHas TexHonorus. Metoabl u cpeacrtea obecneyeHus 6e30nacHOCTu.
CucTteMbl MEHEIXXMEHTa MHGOPMAaLMOHHOI GesonacHocT. OB3op u TepmuHonorusa (ISO/IEC 27000, Infor-
mation technology — Security techniques — Information security management systems — Overview and vo-
cabulary)

MCO/M3K 27033-1 MHdopmaunoHHasa TexHonorus. Metoabl U cpefctea obecnevyeHuss 6€30MacHOCTM.
BesonacHocTb ceTeit. Yactb 1. O630p u koHuenuuu (ISO/IEC 27033-1, Information technology — Security
techniques — Network security — Part 1: Overview and concepts)

M3paHue ocuumanbHoe
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3 TepmuHbI 1 onpeaeneHus

B HactoswemM cTtaHaapTe npuMeHeHbl TepMuHbl no MCO/M3K 27000 u MICO/MIK 27033-1, a Takke
cneayoLme TEPMUHbI C COOTBETCTBYIOLLMMU ONpeaeneHUsMu:

3.1 BpegoHocHasa nporpamma (malware, malicious software): Kareropusa nporpammel, paspaboTaH-
HOWi CO 3MbIM YMbICITOM, cofepxaLuei PyHKUMM U BO3SMOXKHOCTM, KOTOPbIE MOTEHLUMAaNbHO MOFYT NPSMO UK
KOCBEHHO NPUYMHUTL BPEA MOSb30BaTENO U (UMW) KOMMBIOTEPHON CUCTEME NOMNb30OBATENS.

MpumevyaHune —Cm MCO/MIK 27032.

3.2 Henpo3payHoCcTb (opacity): 3awuTa OT BbligeneHnss HopMaLum, KOTopas MoXeT ObITb NONy4eHa
nocpeacTBOM HabniogeHus 3a CeTeBOW AEATENbHOCTLIO, TAKON KaK aapeca KOHEYHbIX TOYeK oOMeHa romno-
COBbIM TpadMKOM NO CeTu MIHTepHeT.

MpumedaHuWe —HenpospadyHocTb kacaeTcs HeOGXOAMMOCTU 3allUTLI onepaLunii ¢ uHdopmaLvei B gonon-
HEHMe K 3aLiuTe caMoi UHopmaLuu.

3.3 aytcopcuHr (outsourcing): MpuobpeTteHue nokynatenem ycnyr Ans BbIMOMHEHUA AEATENbHOCTH,
Tpebyemoii Ana noaaep kK MyHKUMn GuaHeca nokynarens.

3.4 counanbHaa UHXeHepus (social engineering): [enicTBre MO MaHUNYNUPOBAHUIO NIOABMU B CO-
BEPLUEHUU AEUCTBUN UMK pasrnalleHun KoHuaeHunansHon nHopmaumu.

4 O603Ha4YeHUA U COKpalleHUA

B HacTosALeM CTaHgapTe NPUMEHEHbI CeYIOLME COKPALLEHUS U YCITOBHbIE 0003HAYEHUS:

AAA — ayTeHTUdUKaLmMA, caHKLMoHUpoBaHue u ydeT (authentication, authorization and accounting);

DHCP — npoTokon AnHaMn4yeckoro KOHurypupoBaHus xocra® (dynamic host configuration protocol);

DNS — cnyx6a foMeHHbIX MMeH (domain name service);

DNSSEC — pacwmpeHnue 6esonacHoctu cnyx0bl 4oMeHHbIX MMeH (DNS Security extensions);

DoS — oTka3 B o6cnyxuBaHum (denial of service);

FTP — npotokon nepegayun annos (file transfer protocol);

IDS — cuctema o6HapyxeHusa BTopxeHuii (intrusion detection system);

IP — WHTepHeT-npoTokon (Internet protocol);

IPSec — npotokon 6e3onacHoctn UHTepHeT-npoTokona (IP security protocol);

OAM&P — akcnnyaTtauusi, aaMUHUCTPUPOBAHKE, TEXHUYECKoe obcnyxuBaHue u obecneveHue (opera-
tions, administration, maintenance & provisioning);

PDA — nepcoHanbHoe uHopMaLMoHHOE YCTPoCcTBO (personal data assistant);

QoS — kauecTBo obcnyxusaHus (quality of service);

SIP — npoTokon nHMuMaumm ceaHca (session initiation protocol);

SMTP — npocToi NPOTOKON Nepeaaymn noYToBbIX coobLeHunit (simple mail transfer protocol);

SNMP — npocToii NpOTOKON CeTeBoro ynpaeneHus (simple network management protocol);

SSL — npoTokon 6e30nacHbiX COeaMHEHMI (MPOTOKOMN LMcpOBaHMA M ayTeHTudukauuu) (secure
socket layer (encryption and authentication protocol));

VolP — nepegaya ronoca no MIHTepHeT-npoTokony (voice over Internet Protocol);

VPN — BupTyaneHas yacTtHas ceTb (virtual private network);

BOC — B3aumoaencTBume OTKpbITbIX cUcTeM (open systems interconnection — OSI);

ThOM — TenedoHHas KOMMYTUPYyeMas ceTb obLuero nonb3osaHus (public switched telephone net-
work — PSTN).

5 CTpykTtypa

CTpyKTypa HacTosILLEero craHaapTa COCTOUT U3;

- KpaTkoro o63opa nogxoaa Kk pelueHuio npobnembl 6€30NacHOCTU ANA KaXKA0ro TUMOBOrO cUEHapus,
NepPeYnCreHHoro B HacTosiLueM ctaHgapte (pasgen 6);

- pasgen ans kaxaoro 6a3oBoro cueHapus (pasgensl 7 - 15), B KOTOPOM OMUCBLIBAKOTCA:

- yrpo3bl Ans 6a3oBoro cueHapus;

" XocT - Ilo6oe YeTpoiicTBO, MOAKMIUEHHOE K CETU M UCToNbaytoLLee npoTokonsl TCP/IP.
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- NpeAcTaBfieHMe Mep M CPeAcTB KOHTPO/A U ynpaBfieHuss 6€30NacHOCTM M METOAbl, OCHOBaHHblE Ha
noaxofe, U3NIOXEHHOM B pa3aene 6.

CueHapuv B HaCTOSILLEM AOKYMeHTe ynopsifoyeHbl B NPeACTaB/IEHHYIO HUXE CTPYKTYpY, Lesb KOTopoii
3aK/1l04aeTcsl B OLEHUBAHUM AAHHOTO CLEeHapus B 3aBUCMMOCTU OT:

- Tuna pocTyna nonb30BaTesisi, ABMAAETCS /M Nofib30BaTeslb paGoTawluM BHYTPU NPesnpuaTus,
WNU Nonb3oBaTeseM SIBASIETCS COTPYLHUK, KOTOPbLIA MosiydaeT AOCTYN K KOPMOPaTUBHbLIM pecypcam MU3BHE,
WU Nonb3oBaTesb SABASETCS KNMEHTOM, NMOCTaBLUMKOM WX AeN0BbIM NapTHEPOM;

- TMNa AOCTYMNHOCTU MH(OPMAUNOHHbLIX PECYpPCOB, OTKPbITbIE, OrPaHUYEHHbIe WU BHElHWe pe-
cypcsl.

Takum 06pa3om, CTpyKTypa nomoraeT NpeAcTaBUTb COMTaCOBAHHY cUCTeMy W genaeT fob6aBneHue
HOBbIX CLEeHapueB ynpaB/semMbiM, a Takke 060CHOBbIBA€T HEOOGXOAWMOCTb Pa3/IMUHbLIX CLEHapues, npepa-
CTaBJfIEHHbIX B HACTOSILLEM CTaHaapTe.

Tab6nuya 1— CrpykTypa ynopsiao4eHunsi CETEBbIX CLieHapueB

Mons3oBaresmn
COTPYLHVKN,
BHyTPEHHVIE paboTaroLye BHELLH/E
BHe MpeanpusTs
JocTynHocTb WH- OTKPbITbIE - ycnyrn pgoctyna K WHTepHe- -ycnyrm  6usHec-
hopMaLMOHHBIX Ty 015 COTPYAHUNKOB KNNEHT
pecypcoB

- ycnyrn 6usHec-6usHec

orpaHuyeHHble - pacluMpeHHoe TNpYMEHEHWe - MOGW/IbHas - pacluMpeHHoe
ycnyr Ans COBMECTHOrO MC-  CBSI3b npuMeHeHue ycnyr
nosIb30BaHUst ONA COBMECTHOro

1Cnosib30BaHNsA
- yCnyrn 6usHec-6usHec - ceTeBas nog- -ycnyrm  6usHec-

Jepxka Mobunb-  6U3HeC
HbIX MOJib30BaTe-

nei

- CerMeHTauus cetu -ycnyrm  6usHec-
KIMEHT

- ceTeBasi noagepxka paboTbl

Ha AOMY WM B MabIX npej-

NpUSITUAX

BHELUHME - yCnyr ayTcopcuHra -ycnyru  aytcop-

CUHra

Takum o6pa3om, NopsfoK, B KOTOPOM CLEHapuu nepeuyncrieHbl B HacTOsLWEM cTaHgapTe, fBAseTcs
cnepywoLwum:

- ycnyru goctyna K IHTepHeTy Ana COTpyAHUKOB (pasgen 7);

- ycnyrn 6usHec-6usHec (pasgen 8);

- ycnyrn 6usHec-knueHT (pasgen 9);

- pacliMpeHHoe NpUMeHeHue ycnyr Ans COBMeCTHOro ucnosnb3oBaHusa (pasgen 10);

- cermeHTaunsa cetn (pasgen 11);

- ceTeBas noggepxka paboTbl Ha LOMY WU B Masbix NpeanpuaTtuax (pasgen 12);
MobunbHasa cBA3b (pasgen 13);
- ceTeBas nogdepxka mobunbHbIX Nonb3oBaTeneli (pasgen 14);
- ycnyrun aytcopcuHra (pasgen 15).
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6 O630p

PykoBofcTBa, NpeACTaBnEHHbIE B HACTOSLLEM CTaHAAapTe ANS KaXAoro U3 onpeaerneHHbIX TUNOBbIX
CeTeBbIX CLleHapueB, OCHOBAaHbI Ha HMWXXEeNepeyncneHHbIxX nogxoaax:

- NpoBepKa BBOAHOW MHAOPMALUK U PaMOK CLEeHapus;

- ONUcaHue yrpo3, COOTBETCTBYIOLLMX CLIEHAPUIO;

- NpOBEAEHWE aHanu3a pucka OTHOCUTENbHO OOHAPYXKEHHbIX YA3BUMOCTEN;

- aHanu3 BnuaHuA Ha BUsHec paccMaTpuBaemMbix yFISBVIMOCTeVI;

- onpegeneHue pekoMeHagaumin no peanusaumu obecneyeHns 6830MNaCHOCTU CETU.

B uensix pelueHusi Bonpocoe 6ezonacHocTu noboii ceTw, xenatenbHbIM ABNSETCA CUCTEMATUYECKOE U
BCeoObeMNIOLEee oueHuBaHue. CrnoXHOCTb NoAOOHOro aHanusa 3aBUMCUT OT XapakTepa u pasmepa CeTu B
obnactu aeiicteus. TeM HE MeHee, nocrneaoBaTensHas METOAMKA OYEHb BaXkKHa ANsA MeHegxmeHTa 6es-
OMacHOCTK, 0COBEHHO B CBA3M C pa3BUBAIOLLMMCS XapakTepom TEXHONOTUN.

MepBbIM paccMOTpeHUEM Npu OLeHKe 6e30MacHOCTH ABNSETCS OnpeaerieHne akTMBOB, HYXKAaloLMXCA
B 3awmte. OHUM MOryT ObiTb B 3HAYUTENbHOW CTENEHU KaTeropusMpoBaHbl Ha aKkTWBbl UHMPACTPYKTYPSI,
YCNyr unu npunoxxeHun. MNMpeanpusitue MOXeT BbiOpaTb U onpeaenuTb CBOM COOCTBEHHbIE KAaTEropuu, HO
Takoe pasnuyne BakHO, MOCKONbKY NOABEPXEHHOCTL Yrpo3aM U aTtakam sIBMAETCH YHUKaNbHOW ANs KaXXaou
KaTeropuM Unu Tuna akTMeOB. Hanpumep, ecnu mMaplipyTusatop OTHOCUTCA K KaTeropum akTuBoB MHApa-
CTPYKTYPLI, & nepegada ronoca no IP paccmaTtpusaeTcs kak ycnyra KOHEYHOro nonb30BaTENs, TO ataka «oT-
ka3 B obcnyxusanumy (DoS) B kaxkaom criy4ae notpedyeT pasnuMyHoro pacCMOTpeHus. B 4acTHOCTM, mapiu-
pyTHU3aTop HYX4aeTcs B 3aLluTe OT NaBMHHOrO pacnpoCcTpaHeHUs PUKTUBHbLIX NAKETOB Ha HU3NMYECKUIn NOpPT
MapLupyTu3aTopa, KOTopble MOTyT NMOMeLaTb UM BOCNPENATCTBOBATL NPOXOKAEHMUIO NEruTMMHOroO Tpadum-
Ka. AHanorn4Ho, ycnyra nepegayu ronoca no IP (VolP) HyxaaeTtca B 3awute mHOpMaLmmM y4eTHOI| 3anucu
aboHeHTa/ycnyrn oT yaaneHus Unv NOBPEXAEHNs, MCXOASA U3 YCNOBUA, YTO AOCTYN K ycnyre Ansi 3aKOHHOro
nons3oBaTens He Gbin NPeaoTBPaLLEH.

Be3onacHOCTb CeTu TaKkke npeanonaraeT 3aluTy pasnuuHbIX AesTeNbHOCTEN, NOAAEPXMBAEMbIX B
CeTH, TaKUX Kak, yrnpaBrieHYeckas AeATENbHOCTb, a TaKkKe CUrHarsbl ynpaBrieHUs/ONOBELLEHUS, U JaHHbIe
(pe3naeHTHble U nepeaBaemble) KOHEYHbIX nonb3oBartenei. Hanpumep, ynpaBneHue GUI" moxet 6biTb
npeaMEeTOM PacKpbITUS B PE3yNnbTare HECAHKLUMOHUPOBAHHOMO A0CTYNa (NPOCTON ANA OTraabiBaHUA Naporb
U MAEHTUUKATOP aAMUHUCTPATOPA). YNpaBneHne Tpadmkom Camo ABAAETCA NPeAMETOM UCKAXKEHUS B pe-
3ynbTaTe NOXXHbIX KOMaHA OA&M? ¢ noxHbIMM IP agpecamMun onepaunoHHbIX CUCTEM, AN PACKPLITUA NyTEM
NacCUBHOIO MPOCNYLUMBAHUA CETU UMK NpepbIBaHUA B pe3ynbTaTe ataku NaBUMHHOMO pacnpocTpaHeHus na-
KETOB.

Takoi noaxof K onpeAeneHuio akTUBOB U AESTENbHOCTEN AenaeT BO3MOXHbIM MOAYIILHOE U CUCTe-
MaTM4yeckoe paccMoTpeHune yrpo3s. Kaxablii TMNOBOW ceTeBOW CLEeHapUIn UCCneayeTcs B OTHOLLEHUM U3BECT-
Horo Habopa yrpo3 Ansi BbIICHEHUS TOTO, Kakue yrpo3bl ABASIOTCA NPpUMEHUMbIMKU. B npunoxxenun B npuse-
EeH nepeyeHb U3BECTHbIX OTPACHEBbLIX YIpo3. XOTS 3TOT NepeyYeHb He cneayeT paccMaTpuBaTth Kak ucuep-
NbIBAIOLLUIA, OH CIY>XUT OTNPaBHOM TOYKOM ANA fmoboro aHanusa. Kak ToONbKo BbIBOAUTCS NPOdUIib Yrpo3bl
CeTu, aHanNM3npyLoTCA yA3BUMOCTU, YTOOLI ONpeaenuTb, kakuM 06pas3om yrpo3sbl MOryT ObiTb pearnu3oBaHbl B
KOHTEKCTE KOHKPETHOr0 paccMaTpuMBaeMoro aktuea. Takon aHanu3 NOMOXET ONpeAenuTb, Kakue orpaHuye-
HWUS OTCYTCTBYIOT, U KAKME KOHTPMEpPLI TPEOyeTCsl NpUMEHUTL ANA AOCTUXEHUA uenen 3awmTtbl. KoHTpmepbl
CHU3AT BEPOSITHOCTb TOro, YTo yrposa OyaeT ycnewHoun u (unu) ocnabat ee sosgencreue. MNpu aHanuse
pucka uccnenyercsi puck, COOTBETCTBYIOLLMIA OOHAPY>KEHHBLIM YS3BMMOCTAM. AHanNU3 BNUsHUSA Ha OU3HeEC
3aKM4aeTcst B NPUHATUM PELLIEHUst O TOM, Kakue Mepbl NPUHUMATbL MO KaXKaoW YA3BMMOCTM: Mepbl MO UC-
NpaBneHuIo, MPUHSATUIO PUCKA UM NEPEHOCY pUCKa.

MpoeKTMpoBaHMEe KOHTPMEP WU peanusauns Mep U CPEeACTB KOHTPONA W YNPaBAEHUS, 3aLLMLLIAIOLINX
cnabble MecTa akTMBOB OT Yrpo3, SIBMSETCA 4YacTbio nioboi metoauku oueHku GesonacHoctu. B cooteeT-
cTBUM ¢ TpeboBaHusmMu craHaapTtos cepun MCO/MOBK 27000 oTbop 1 peanusaums COOTBETCTBYIOLLIMX MEP U
CpeacTB KOHTPONS UM YNpaBIieHUS UMEET peLualoLee 3HaYeHne ans 3awmTtbl akTueoB/uHopmMauumn. Ctau-
Aapt TpebyeT coxpaHeHusi KOHPUAESHUMANbLHOCTU, LIeNOCTHOCTU U AOCTYNHOCTM UHpOpMaLIMKU, U AONOSHU-
TENbHO OH 3aTparvBaeT U Apyrue CBOMCTBA, Takue Kak NOANMHHOCTb, HEOTKa3yeMOCTb U JOCTOBEPHOCTb.

Y GUI (Graphical User Interface) — pacpuueckuit tHTepdeiic none3opatens.
2 0AGM (operations, administration and management) — [NakeT npuknagHbLIX NporpamMM Mo aKcniyatauuun, agMu-
HUCTPUPOBAHUIO U YNIpaBMEHUIO CeTU.

4
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Hwxe nepeuncneHbl CBoWCTBa 6€30MaCHOCTU, KOTOPLIE UCMONbL3YIOTCA B HACTOALLEM CTaHAapTe Ans
COBEpPLUEHCTBOBAHUSA CAEPXUBAIOLLUMX MEP U KOHTPMEP 06BbEKTUBHbLIM CNOCOBOM. YTOYHEHUS, KacaoLmecs
Kaxxgoro ceoiicTea 6eszonacHoCcTU (B AONOMHEHUE K KOHMAEHUMANbHOCTU, LeNOCTHOCTU U AOCTYNHOCTH),
OMUCLIBAIOTCA HUXE:

- KOH(PMAEHUMarbHOCTbL CBSA3aHa C 3aLUMUTON JaHHbIX OT HECAHKLIMOHUPOBAHHOIO PacKpbITUS;

- LUeSIOCTHOCTb CBfi3aHa C COXPaHeHMEeM NPaBUIbHOCTU UMM TOMHOCTU AAHHbIX W 3aLUUTON OT HECaHK-
LMOHMPOBAHHOIO U3MEHEHUS, yAaneHusi, CO34aHusi U TUPaXMPOBAHUS;

- OOCTYMHOCTbL CBfA3aHa C obecneyeHneM yBEPEHHOCTHU B TOM, YTO HE CYLLUECTBYeT OTKasa B CaHKLuO-
HUPOBAHHOM LOCTYMNE K 3NIeMEHTaM CETU, XPaHUMON MHopMauun, UHAOPMAaLMOHHBIM NOTOKaM, ycrnyram u
NPUMNOXKEHUAM;

- ynpaBneHne JOCTYynoM 00ecneynBaeT, ¢ MOMOLLbIO ayTeHTUdMKaLUMM U asTopu3auuu, ynpasneHue
JOCTYNMOM K CETeBbIM YCTPOWCTBAM W yCnyram, a Takke o0ecneynBaeT yBEPEHHOCTb B TOM, YTO TOMBKO
YNONTHOMOYEHHOMY MepPCOoHany UM yCTpoNCTBaM pa3peLleH AO0CTYM K dreMeHTam CeTU, XpaHUMOi UHAOp-
Mauumn, UHPOPMALMOHHbLIM NOTOKaM, yCryraMm 1 NpUoXeHuaMm. Hanpumep, npu UCNonb30OBaHUK IPTV" oa-
Ha M3 M3BECTHbIX pekoMeHaauuin no 6e30nacHOCTU — OTKMOYeHWe uHTepdenca oTnagkm Ha aboHEeHTCKOM
KOMMNMNEKTe NPUCTaBKM — MONy4YeHa MCXOASl U3 PacCMOTPEHUsI CBOWCTB dMeMeHTa ynpaBleHUs AOCTYNOM.
AHanu3 KoOHuaeHUMansHOCTH, LUeNOCTHOCTU UMM AOCTYNHOCTU HE MPUBEAET K KakuM-nubo Apyrum peko-
MEHAaLMAM;

- ayTeHTUduMKauusa cBA3aHa C NOATBEMKAEHMEM UMW [AO0KA3aTenbCTBOM 3asBNIEHHOW WMAEHTUYHOCTU
nonb30BaTens MNKU B3aMMOAENCTBYIOLLMX CTOPOH MPW UCMONb30BAHMKU YNPAaBMEHUS AOCTYNOM ANs aBTOPU-
3auum, a Takke oHa o6ecneynBaeT YBEPEHHOCTb B TOM, YTO CYLLHOCTb HE MbITAETCA UMUTUPOBATL UMW He-
CaHKLMOHMPOBAHHO BOCMNPOU3BOAUTL Npeabiayliee coobuieHne. Hanpumep, YenoBek MOXET NoMy4uTb A0-
CTYN K CUCTEME YNpaBrfieHUA CETbIO, HO NOTPeOyeTCsa OCYLLECTBUTL ayTeHTUdUKaLuio Ana oOHOBNEHus 3a-
nucen aboHEHTCKMX ycnyr. Takum o6pa3om, BO3MOXHOCTb OCYLLECTBIIEHUA AEATENbHOCTM MO YNPaBlEeHUIO
CeTblo He MOXeT ObITb 06ecneyeHa NOCpeACTBOM NMPOCTOr0 PaCCMOTPEHMS KOH(MAEHUMANbHOCTH, LENoCT-
HOCTW, AOCTYMHOCTU UK YNPABMEHUS AOCTYMOM.

MpuMedaHue —B ynpaBneHun JOCTYNOM, OCHOBaHHOM Ha porisiX, aBTOpU3aLusl OCYLEeCTBNSAETCH B OTHO-
LLeHUM Nonb3oBaTenNs, HasHa4E€HHOro Ha posb. Takke B NpoLecce ynpaBreHUst OCTYNOM A0 NpeAoCTaBNeHNs JocTyna
npoBepsieTcs porb, HasHayeHHas nonb3oBartento. Kpome Toro, No cnuckaM ynpaeneHUs AOCTYNoM AOCTyN NpefocTaB-
nseTcs BceM, KTO YAOBNETBOPSIET NONUTUKE, TakuM o6pa3oM, ecnu Bbl YAOBReTBOpsSieTe TpeGoBaHWUSIM MONUTUKYA, Bbl
“MeeTe npaBo AocTyna. B aToM criydae gyHKLWMN ayTeHTUDUKALMN U aBTOPU3aLIMM SBSIOTCA HECYLLIECTBEHHbIMY,

- BesonacHocTb cBA3u U GesonacHOCTb nepeaayn uHdopmaumn kacaetcs obecneyeHns yBepeHHOCTU
B TOM, YTO MH(OPMAaLUSA TONMBLKO NEPEMELLAETCA MeXay aBTOPU3OBAHHLIMU KOHEYHbIMM Toukamu Ge3 nepe-
HanpaBneHus U NepexsaTos;

- HEOTKa3yeMOCTb CBAA3aHa C NoAAepXKaHWeM KOHTPOSbHbLIX 3anucen ¢ TeM, Utobbl HE MOrMo ObITb OT-
ka3aHo B uHcpopMaLmu 06 UCXOAHBIX AAHHbIX, NPUYMHAX cobbiTUA unu aencreus. OnpegeneHue aBTopu3so-
BAHHOrO NULIA, KOTOPOE OCYLIECTBUNO HECAHKLUMOHUPOBAHHOE AEWCTBME C 3ALUMLLUEHHbIMU AAHHbLIMU, HE
CBS13aHO C KOH(UAEHUMANbLHOCTBIO, LENOCTHOCTLIO, AOCTYMHOCTLIO JaHHbIX;

- HENPO3PAYHOCTb CBA3aHAa C 3aUTON MHAOPMALIUKM, KOTOPas MOXET ObITb MONyyYeHa u3 HabnaeHWi
3a CeTeBOM aKTUBHOCTbIO. Henpo3payHoCTb NpuU3HaeT He06X0AUMOCTb 3alUMTbl AEHCTBUIA B JONONHEHUE K
uHdopmauum. 3awmrta uicopmauum pewiaetca nytem obecneyeHmss KOHOUAEHUMaNLHOCTU. 3awuTa Tene-
OHHOro pasroBopa Mexay nuuomM A u nuuom b 3awmwaer ux koHpuaeHuMansHoCTb. 3awura Toro dakra,
41O NUUo A u nuuo b Benu TenedoHHbIN pasroBop, o6ecneynBaeT yBepEHHOCTb B HEMPO3PaYHOCTU.

[1nAa Bcex cueHapues, ONUCaHHbIX B HACTOSILEM CTaHAapTe, BbilLeyka3aHHble CBOMCTBA 6e30nacHOCTH
paccMaTpuBaloTCa Kak 4acTb METOAUKM NPOeKTUpoBaHUA Ge3onacHOCTU u hasbl kOHTpons. B Ttabnuue 2
npuBeAeHbl NpUMepbl MexaHM3MoB obecneveHns 6€30NacHOCTU CeTH, KOTOpble MOTyT ObiThb peanu3oBaHbl
ansa obecneveHusi CBOMCTB 6€30NaCHOCTU, BbIOPAHHBLIX ANSA YMEHbLUEHUS1 MOTEHLMANBLHOTO pUcka.

TipTV (Internet Protocol Television) — Nepeaaya LM poBOro TeNeBU3NOHHOIO cUrHana no npotokony IP.
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Tabnuya 2—TlNpuMepsl MeTogoB obecnedeHunss 6e30nacHOCTU ceTU

PaccmoTpeHua 6esonacHocTu MexaHuambl/MeToAbl o6ecrneyeHUs: 6e3onacHoCT

YnpasneHue 40CTynoM Cuctema npomnyckoB (MAEHTUUKALMOHHLIX KapTOYeK), CrIUCKU ynpasrneHus Ao-
ctynom (ACL — Access Control List), pasgeneHue obssaHHocTeR

AyTeHTudnKauus HecnoxHasa peructpayus Bxoja B cucTemy/naponb, LuUdpoBble cepTUdUKaTHI,
umcbposbie nognuc, TLS" Bepeun 1.2, SSO?, CHAP?.

HocTynHocTb N36LITOUHOCTL M pe3epBHOE KOMMPOBaHNe, MexceTesble akpaHkl, IDS/IPSY (ans
6noKMpoBaHUA aTaku Dosg, HenpepbIBHOCTL BGU3Heca, cCeTEBON MEHEAXMEHT U
MeHeKMeHT ycnyr ¢ SLAs )

BesonacHocTb ¢BA3M IPSec/L2TP?, yacTHele NUHUK cBA3N, 060COBNeHHbIE ceTu

KoHdmaeHLmansHocTb LLincpporarmne (3DES”, AES?), crivcku ynpaBneHus focTynoM, npaea AocTyna K
harinam.

LlenocTHocTb IPSec HMACs® (Hanpumep, SHA'?-256), umknudeckuit M3BLITOUHBIA KOHTPONb,

aHTUBUPYCHOE NporpaMMHoe CPeACTBO.

HeoTkasyemocTb Peructpauus cobbIThii, ynpasneHue OCTYNOM, OCHOBaHHOe Ha ponsx, U Luudpo-
Bble Mognucu

Henpospa4HocTb LLndpposaHue IP-3aronoskos (Hanpumep, VPN ¢ pexumom TyHHenupoBaHus IP-
Sec, NAT™ (ans IP Bepcun 4).

B HacTosiwen yactu craHgapta MCO/MOBK 27033, Bce pacCMOTPEHHOE BbiLe SIBMISIETCA HEOThLEMNE-
MO 4acTblo NPOEKTUPOBaHUA U peanusaunuu, 06CyKaaeMblX B KOHTEKCTE KaX4oro TUNOBOro CETEBOrO CLe-
Hapusi. Kak npaBuno, Ans yAOBIIeTBOPeHUs CBOMX Lienei 6usHeca opraHusaums sbibupaeTt mepbl u cpea-
CTBa KOHTpONS M ynpaerneHuda, cooteeTcTBytowme NCO/MBK 27002, a Takke pekomeHaaumn HacTosawen
yacTtu ctaHgapta MCO/M3K 27033, npeaHasHaveHHble AN obecneyeHust aHanusa ceTeBoro ypoBHs, Heoo-
XOAWMOTO AN peanu3aumn BbiIOPaHHbIX MEP U CPeACTB KOHTPONSA U YNpaBneHus.

7 Ycnyru goctyna Kk MHTepHeTy aAnsi COTpyAHUKOB

7.1 NicxoaHble AaHHbIe

OpraHusauum, KoTopble A0MMKHbI NPEeAOoCTaBnATh yCNnyru goctyna K IHTEpHETY Ans CBOUX COTPYAHU-
KOB, AOSHKHbI MPOAYMAaTb 3TOT CLEeHapui, YTobbl 06ecneunTs YBEPEHHOCTb B TOM, YTO OCYLLECTBNAETCA A0-
CTYN C YETKO onpeAeneHHbIMU U CAHKLIMOHUPOBAHHLIMU LiENsiMKU, a He 00LLMIA OTKPLITLIN AocTyn. OpraHu3sa-
U1K AOSMKHBI ObiTh 06ECNOKOEHbI BONMPOCAaMU YNPaBreHus AOCTYNOM, YToObl usbexarb NoTepu NPonycKHOW
CNOCOBHOCTU CEeTU U CMOCODHOCTU K pearmpoBaHUIO, a Takke NPUBMEYEHUSA K NPaBOBOM OTBETCTBEHHOCTU
COTPYAHUKOB, UMEIOLLIMX HEKOHTPONUPYEMbIWA AOCTYN K ycnyram UHTepHeTa.

YTLS (Transport Layer Security) — NpoTokon 6e30nacHOCTU TPAHCMNOPTHOIO YPOBHSI.

2550 (Single Sign On) — TexHonorus eauHoro Bxoaa [B cuctemy].

3 CHAP (Challenge Handshake Authentication Protocol) — lNpoTokon B3aumHol ayTeHTUdUKaLum.

Y ps (Intrusion Prevention System) — Cuctema npefoTBpalleHUs BTOPXKEHUS.

9 sLA (Service Level Agreement) — Cornawerune 06 ypoBHe ycnyr.

o 2TP (Layer 2 Tunneling Protocol) — MpoTokon TYHHENMpoBaHusi BTOPOro YPOBHSI.

) 3DES (Triple Data Encryption Standard) — MpoTokon TpoitHoro wndpoBaHus.

» AES (Advanced Encryption Standard) — YnyJleHHbI NPOTOKON LM pOBaHUS.

9 HMAC (Hash-based Message Authentication Code) — MexaHn3m, Ucnonb3ylowuii Kpuntorpaduyeckme xew-
PYHKLMM B COMETAHWUMN C CEKPETHBIM KITHOYOM.

9 SHA (Secure Hash Algorithm) — AnroputM ayTeHTUUKaLMKU U NPOBEPKUA LIENOCTHOCTU UHOpMaLuu.

" NAT (Network Address Translation) — MpoTokon npeobpa3oBaHus ceTeBLIX afpecos.
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YnpaBneHue [OCTYNOM COTPYAHNKOB K MIHTEPHETY BbI3bIBAET pacTyliee GecrnoKoWcTBO, YyUUTLIBAS KO-
NMYECTBO NOABNSIOLMXCA CyAeBHbIX NPELEAEHTOB CBA3aHHbLIX C MHTepHeTOoM. Takum o6pasom, opraHusa-
UMA HECET OTBETCTBEHHOCTb 3a YCTAHOBIEHUE, MOHUTOPUHI U MPETBOPEHUE B >KM3Hb TOYHO BbIPAXKEHHON
NONUTUKW UCNONb30BaHUSA MHTEpHETA NOCPEACTBOM OLIEHUBAHUSA Crneaylowmx cueHapues U obecnedveHns
COOTBETCTBYIOLUMX TPeGOBaHUI B NONMTUKE:

- AOCTYN K MIHTEepHETY NpeaocTaBsneH B HTepecax GusHeca;

- ecnu goctyn K MHTepHeTy Takke paspeLieH (OrpaHUYEHHO) B NUYHBIX LIENAX, TO KAKUMW YCryramu
paspeLLeHo Nonb30BaThCs;

- Pa3peLUeHo N1 PaCLUMPEHHOE NPUMEHEHUE YCNYT sl COBMECTHOMO MCMOSIb30BaHUS;

- pPa3peLeHo nu COTPYAHUKAM y4acTBOBAThL B Yate, hOpyMax u T. 4.

XoTA, 3a4acTylo, HaNMCaHHasA NOMUTMKA BbICTYNAET KaK CYLLECTBEHHbIN CAePXMBaIOLLMi PaKToOp He-
NpUEMSIEMOrO UCMONb30BaHUA MHTEpHETA, OpraHMsauus BCE elle NOABEPraeTcs 3HAYMTENbHbIM PUCKAM
UHOpMaLMOHHON ©e3onacHOCTU. Yrposbl Ge30macHOCTU, pekoMeHAauun No MeToAaam NPOEKTUPOBAHUA
6e30nacHOCTH, a TaKKe MEPbI U CPEACTBA KOHTPOSS U YNPABEHUA, HANPABMEHHbIE HA YMEHBLUEHUE PUCKOB
6e30NaCHOCTH, M3NaraloTCsl B HUKECNEAYIOLLMX NYHKTAX, KaK TOSNbKO ANA BHYTPEHHErO, TakK U ANA BHYTPEH-
HEro W BHELUHEro UCMOMNb30BaHUSA.

7.2 Yrpo3bl 6e3onacHOCTU

Yrpozamu 6€30nacHOCTH, CBSAA3AHHLIMU C ycnyramu AocTyna K IHTepHeTy Ana COTPYAHUKOB, ABNAIOT-
cs:

- BUPYCHbI€ aTaku U BHEApEeHUe BPEAOHOCHbIX NporpamMmM:

- COTPYAHUKM, nonb3yowpmecs NHTepHETOM, SIBASIIOTCA Talkke OCHOBHOW MULLEHbIO ANS BPEAOHOCHbLIX
nporpaMm, KOTOPbl€ MOTYT NPUBECTU K MOTEPE UNKN NOBPEXAEHUIO MHGOPMAUUK, NOTEpe KOHTPONA Haa UH-
dpacTpykTypor MHPOPMALIMOHHBIX TEXHONOIMIA U OTPOMHOMY PUCKY Anst 6€30NaCHOCTU CeTU OpraHusauuu,

- 3arpyxaemble nonb3oBatenem annbsl UNM NPOrpaMmbl MOFyT CoaepkaTb BPEAOHOCHbLIE NPOrpaMm-
Hble KOAbl. YUMTbIBAs NMOBCEMECTHOE MCMNOMbL30BAHME TaKUX MPUNOXEHUN, Kak 0OMEH MIHOBEHHbIMU CO06-
LEHWAMKN, OLHOPAHIOBOE COBMECTHOE Mcnonb3oBaHue aunnosB u IP-tened)oHusA, COTPYAHUKM MOTYT Cny-
YanHO 3arpysuTb M YCTAHOBWUTbL BPEAOHOCHbLIE NMPUIOXEHUS, KOTOpbIe 0OXOAAT 3aLUTy CETU, UCTIONb3ys Ta-
Kne MeToabl, Kak BbICTpoTa NPoXoXaeHus nopTa (CkaukooOpasHOCTb BOGNU3M OTKPLITLIX MOPTOB), U LLM(PO-
BaHue. Kpome TOro, 04HOPaHrOBbIE MPUMOXKEHUA MOTYT ObITb UCMONMbL30BAHbLI B KAYECTBE CKPLITLIX KAHANOB
AN CETEeBbIX areHToB-poboTOB,

- ys3BuMocTu Beb-6paysepoB unu gpyrux se6-npunoxkeHuin Moryt ObiTb UCMONbL30BaHbl BPEAOHOCHbI-
MU MporpaMmMamMu, YTo NPUBEAET K 3apa)KeHMIO BUPYCOM U YCTAHOBKE TPOSAHOB (« TPOSHCKMX KOHEN»). [ocne
3apaxeHus OOCTYMHOCTb MOXET Cepbe3HO MNocTpajaTh M3-3a pacnpoCTpPaHeHus AeATEeNbLHOCTU BUPYCA,
NpUBOASALLEN K Neperpyske cetu. TPosHbl MOTYT paspeluaTb HECAHKLUMOHUPOBAHHbIW BHELUHWIA AOCTYN, Npu-
BOASALUMIA K HAPYLUEHUIO KOH(PUAEHLMANbHOCTH;

- yTeuka uHgopmMaumu:

- NMPUNOXEHUS, NO3BONALLME NepeckinaTb MHpopmMaumio Ha BeB-cepBEpPbI, MOTYT ObITb NPUYUHON He-
KOHTPONMUPYEMON Nepefayn AaHHbIX U3 opraHusauum yepes UHTepHeT. Ecrnv ucnone3yorca 3awmdposaH-
Hble ceaHcobl (Hanpumep, TLS), To Aaxe perncTpauuns Takon 4esTeNbHOCTU MOXET 0Ka3aTbCsl HEBO3MOXXHOM.
MonoGHble pucku 6Ge30NacHOCTU NPUBHOCATCA B TEX Cry4vasx, Koraa HeAOCTOBEPHLIA NEPEHOCUMbIIA KOA Bbl-
MOMHAETCA HA CUCTeMax BHYTPU OpraHu3auuu;

- HECAHKLUMOHMPOBAHHOE MCNONb30BAHUE U AOCTYI:

- MOTeps Mep u CpeAcTB KOHTPONS U ynpaBneHuss UHPACTPYKTYPbl, CUCTEM U MPUIIOXKEHUA MOXET
NPUBECTU K MOLUEHHUYECTBY, OTKa3y B 0OCIYXXMBaHUK, a TAKKE 3N0ynoTpebneHnio BO3MOXHOCTAMMY;

- OTBETCTBEHHOCTb 3@ HECOBNIOAEHNE HOPMATHUBOB:

- OpUaMYeckas OTBETCTBEHHOCTb 3a HecoOmnmaeHWe 3akoHOAATenbCTBA W HOPMAaTUBHbLIX 00sA3a-
TenbCTB,

- HECcornacoBaHHOCTb C UCMONb3yEMOW MOMUTUKOW OPraHu3auum MOXET MPUBECTU K HOPMATUBHOMY
HEeCOOTBETCTBUID;

- CHWKEHUEe OOCTYNHOCTM CeTU CBA3W, BbI3BAHHOE HEeAOCTATOYHOM NPOMYCKHOW CMOCOOHOCTLIO WK
cTabunbHbIMK NpoBGnemMamMu:

- Ype3MEPHOE UCNOSb30BAHUE YCNYT, CBA3AHHbIX C NPOMNYCKHOW CMOCOBHOCTLIO, HanpuMep, NOTOKOBbIE
MyNbTUMEAWUNHbIE CpeACTBa UMM OAHOPAHrOBOE COBMECTHOE UCMONb3oBaHWe (painoB MOXET MPUBECTU K
neperpyske ceTu.
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7.3 MeToabl NPOEKTMPOBaHUA 6€30NaCHOCTU U MEP U CPEACTB KOHTPONA U yNpaBrieHUs

MeToabl npoekTupoBaHusi 6e3o0nacHOCTU U Mepbl U CPEACTBA KOHTPOMA M YNpPaBneHusl, CBA3aHHbIE C
COTPYAHMKaMW, paccmaTpusalotcs B Tabnuue 3.

Ona ycTaHOBNEHHOM Yrpo3bl GE30MacHOCTM, KaXaoe CBOWCTBO Ge30nacHOCTM paccMaTpuBaeTcs Ans
MPUMEHEHUA C LIEMNbIO CHIDKEHWSI pUCKa, BO BTOPOM cTonGLE NPMBEAEH COOTBETCTBYIOLLMIA NPUMEP TEXHM-
yeckol peanusauuu. Hanpumep, LENOCTHOCTb, KOHTPOMb AOCTYNa U ayTeHTUdUKaUns NPUMEHSIIOTCS ANs
3aLUTLI OT BPEAOHOCHOIO MPOrPaMMHOrO Koaa.

Tabnwu Ua 3 — Mepebl # cpencTBa KOHTpPOA U ynpaBlieHUA Ge3onacHocTM Ans cueHapuAa focTtyna COTPYAHUKOB

K IHTepHeTy

MpUMeHseMble cBOlCTBa
6e30MacHOCTY ANS UAEH-
TUHULMPOBaHHBIX Yrpo3

PeanmsyeMble NPOoeKTbl N MeTOoAbI

BupycHble aTaku v BBeJeHWe BpeAOHOCHLIX NMporpamm

- LlenocTtHocTb

- YnpasneHue gocTy-
nom

- AyTeHTUMKaLMA

- MpepocTaBnexHne coTpyAHNKaM VIHTEPHET-YCNYr, TOMbKO COOTBETCTBYIOLMX BU3HECY.
McnonesoBaHne 4YepHbIX CMUCKOB aBTOPW3OBaHHBIX YCryr, 4Tobbl caenaTb BO3MOXHOI
MonpaBKy B KaHanax 4aTta, ycrnyrax Be6-noyThbl UM 04HOPaHroBLIX CETEBbLIX NPOTOKONAX.

- Micnonb3oBaHWe aHTUBMPYCHBIX NporpaMm Ha nyTu AocTyna K MIHTepHeTy Ans ckaHu-
poBaHus Bcero Tpaduka oT coTpyAHMKa fo WHTepHeTa. MNpoLecc ckaHMpoBaHUA JOSMKEH
BKItovaTb B cebsa Bce ceTeBble MPOTOKOMbI, paspeLleHHble K NpuMeHeHuo. ObecneveHne
YBEPEHHOCTU B TOM, YTO @HTUBUPYCHblE OGHOBMEHWSA yCTaHaBNMUBAKOTCA aBTOMaTUYECKH,
Wnu nonb3oBaTenb NpejynpexgaeTcs o dakTe NpoBeAeHNS OGHOBMEHWIA.

- MicnonbaoBaHne aHTMBUPYCHOrO NPOrpaMMHOro CpefcTBa Ha BCeX KIMEHTCKUX CUCTe-
Max, 0CoBeHHO Ha TeX, KOTopble UCMOMbL3YIOTCH COTPYAHUKaMU AN AOCTyna K MIHTepHeTY.

- CKkaHMpoBaHue aiifioB 1 BCeX XpaHUMbIX AaHHbIX Ha Hanu4Me BUPYCOB U TPOSIHOB, a
TaKkKe APYrux BUOOB BPEJOHOCHLIX NMporpamm.

- Bepudukaumsa LenocTHOCTU AaHHbIX/(ainoB ¢ UCNONb30BaHUEM anropUTMOB, TaKMX
KaK XaLnpoBaHUe/KOHTPOSBHbIE CYyMMBI, CepPTUUKaTLI.

- BrnoknpoBaHue NoABNSAIOLLMXCS OKOH U B36-peKnambl.

- MapLupyTusauus Tpaduka, ncnonb3yemMoro Ansa ycnyr foctyna Kk MHTepHeTy, nocpea-
CTBOM HeBOMbLLIOro KONUYECTBa KOHTPONMMPYEMBIX LLUMIO30B 6e30nacHOCTH.

- AKTUBHOE YCTaHOBIIEHNE MOASTMHHOCTU COAEPKaHMUS.

YTeuka nHopmMaLmm

- BesonacHocTb cBA3N
- UenocTtHocTb

- YnpaBneHue JocTy-
noMm

- Peanusauus dpunsTpoB ans MoBUNbLHOMO KOAa Ha LNto3ax AocTyna K IHTepHeTy.

- MNprem MoBuNeHOro KoAa TOMBKO C HEKPUTUYHBLIX CAATOB, 3aHECEHHbIX B Benbli cnu-
COK.

- Mpnem MobuneHoro kofa, NOANUCaAHHOrO LUPOBON MOLMUCHI0 TONMBKO OT [OBEPEH-
HbIX OpraHoB cepTudMKaLMn UNi OT [OBEPEeHHbIX NOCTaBLUWMKOB, BKIIOYas COOTBETCTBYHO-
LMe napamMeTpbl HAacTPOKM Ha CTOPOHE KIWEeHTa, HanpuMep, MyTeM OCYLUEeCTBIIEHUS aK-
TUBHOIO ynpaBfieHUst U peanusayun 6enoro crucka paspelleHHbIX OpraHoB cepTuduka-
LivK, NOAMNUCHIBAIOLLMX KOA,.
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OkoH4aHue mabnuyp! 3

MNpuMeHsieMble cBoWcTBa
6e30nacHOCTM ANA UAeH- Peanusyemble NpoekThbl U METOALI
TUPUUMPOBaHHBIX Yrpo3

HeCﬁHKLlMOHMpOBaHHOG ucnosnb3oBaHue U AocTyn

- YnpaBrieuue JOCTy- - MNpepocTaBneHne crnyXawM TOMbKO COOTBETCTBYIOLUMX OGusHecy WMHTepHeT-ycnyr.
nom Wcnonb3oBaHue YePHbIX CMUCKOB HEaBTOPU3OBAHHbLIX yCnyr, HanpuMep, KaHanos obMeHa
- HeoTkasyemocTb nHdopMauuein (TEKCTOBOrO Auarnora) B pearibHOM BpeEMEHU, Unu ycnyr Be6-novtel. Peanu-

3auus punbTPOB ANA HEaBTOPU3OBaHHLIX MPOTOKOSIOB, HanpUMep, OAHOPaHroBbIX ceTe-
BbIX MPOTOKONOB.

- OrpaHW4eHnst Ha UCronb3oBaHUE YCMyr, KOTopble 6ecnpenaATCTBEHHO OCYLLECTBISAOT
nepegadvy 6onblumx 06LEMOB aHHbIX.

- OBecneveHne yBepeHHOCTU B NPOBEAEHUN Haanexalleh perucTpauun U MOHUTOPUH-
ra B OTHOLUEHWN BCEX YCIYr, KOTOpble AO0MyCKaloT BO3MOXHOCTb Nepefaydn AaHHbIX Yepes
MHTepHeT.

- YeTkoe onpegerneHve aBTOPU30BaHHOTO M HEaBTOPWU3OBAHHOIMO WCMOSb30OBAHUA AO-
CTyna K VIHTepHeTY B cneLuarnbHOi NOMUTUKE (CM. NPpUMEpPHYIo popMy B NPUNOXEHUU A).

- OBecneveHne yBepeHHOCTM B OCBEOMIMEHHOCTU MoMnb3oBaTenei NOCPEACTBOM COOT-
BETCTBYIOLLEro YpOBHS 06pa3oBaHus U NpodeccUoHanbHOi NOAroTOBKK.

OTBEeTCTBEHHOCTb 3a HeCO6J'Il0,quMe HOpMaTMBOB

- HeoTkasyemocTb - Menonb3osanue 3anucu cobbITUiA, OTMETOK BpeMEHN.
- OcBejoMNEHHOCTL M NpodeccroHanbHasn NnoAroToBka nofb3osaTenen.

CHWXeHWe JOCTYNHOCTU CETU CBA3M

- LlenocTHocTb - Hagnexawmin MeHeXMeHT yA3BUMOCTEN U UCIpaBneHnsa U3BECTHLIX CUCTEMHbIX yAas-
—ﬂOCTyI'IHOCTb BUMOCTER B pamMKax BblAEeNeHHOro WHTepBana BpeMEeHW, OCHOBaAHHOMO Ha KPUTUYHOCTU
YA3BUMOCTM.

- B yeHTpe BHUMaHWUA MEHeAXMeHTa YA3BMMOCTER JormKHEl BbITh BCe cUCTeMbl Npuema
WHTepHeT-Tpaduka, NMBo Ha TpaHCNopTHOM, NGO Ha MpUKNaZHOM YpOBHe, BKIoYas BCe
CUCTEMBI, UCMOSIb3YyeMbIe C YYETOM LUMIO30B MO HanpaBfieHWto K MHTepHeTy, a Takke cu-
CTeMbl KOHEYHOrO MoNnb3oBaTens, Ucrnonb3yemble gnsa gocryna K MHTepHeT-ycnyram, oco-
OEHHO, eCrn OHU UCMOMB3YHOT ornepaLnoHHyto cucTemy Windows.

- MpepbiBaHe NPONYCKHOW CMOCOBHOCTU ANA MOTOKOBbIX MYNbTUMELUAHBLIX CPeAcTB,
(ecnu TonbKo 3TO paspeLLeHo NonNUTUKon GusHeca).

- CeTu 1 cUCTEMHBIE pecypchl JOSMKHBI ObITk NpoBepeHbl (IDS, )ypHarbl pervcTpauuu,
ayauTel U T. A.) Ha NpeaMeT 0BHapyXeHUsi CUCTEMHBIX COBLITUIA, coBBITUIF GesonacHoCTH 1
onepaLnoHHbIX coBbITHIA

8 Ycnyru 6usHec-6umsHec

8.1 NcxoaHble AaHHbIe

3TOT cuUeHapuii JOMKHbLI paccMaTpUBaTh OpraHu3aumu, KOTOPbIE OCYLLIECTBNAIOT TPaH3aKkUuu ¢ Apyru-
MW OpraHu3aLusiM1, TakKUMK Kak M3rOTOBUTENb, ONTOBUK, PO3HWUYHLIA TOProBeLl.

O6bI4HO ycnyru 6uaHec-GU3HEC peanun3yloTCs ¢ NOMOLLbIO CNeuuanbHO BblAENEHHbIX NMUHWUIA UMK ceTe-
BbIX CEIMEHTOB. VHTEpHET U CBSI3aHHblIE C HUM TEXHOMOrMK NPeAoCTaBnAlT GonbLUE BO3MOXHOCTEN, HO
TakxXe BBOAAT HOBble yrpo3bl 6€30nacHOCTH, CBA3aHHbLIE C peanu3auuneid Takux ycnyr. PassmaroLwancs mo-
[lenb 9NEeKTPOHHOW TOProBnu GusHec-BusHec NO3BOMSIET opraHM3auusiM BecTu GusHec yepes MHTepHeT u
COCPEAO0TOYMTLCS HA NPUMOXKEHUAX, UCNOMb3YIOLWNX NHTEPHET, SKCTPaHEeT, UNu 1 TO U Apyroe, 4Tobbl Hana-
IWUTb NApTHEPCTBO B BU3HEece, NpU KOTOPOM OpraHu3auMu U3BECTHbI APYr APYry U BCE NOnb3oBaTenu, B OT-
nuuyme ot cueHapusa GU3HEC-KITUEHT, PErMCTPUPYIOTCS.

OO6bI4yHO ycnyrn GM3Hec-0M3HeC MMEIOT CBOU COOCTBEHHbIE TpeboBaHusA. HanpuMep, AOCTYNHOCTL U
[I0CTOBEPHOCTb SIBMSAIOTCS O4EHb BaXXHbIMU TpeBoBaHMSAMU, MOCKONbKY YaCcTO OpraHu3aunum HanpsMyto 3asu-
CAT OT AeiiCcTBylOLMX ycnyr busHeca-busHec.
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Mpu ucnonb3oBanun MHTepHeTa B kayecTBe 6a30BOI CETEBON CBA3W NS peanusauumn ycnyr OusHec-
OusHec, Takue TpeboBaHMSI Kak AOCTYMHOCTb U [JOCTOBEPHOCTb [AOMKHbI 0BpabaTbiBaTbCA MHA4YE, YeM
paHbLUe. MpoBEpEHHbIE NOAXOAbI, TAKME KaK NpeanonaraeMoe KayecTBo yCnyr, UCNonb3yeMoe, Hanpumep, B
COYETaHUU C BbIJENEHHLIM KaHanom cBAsW, Gonblue He paboTaiT. HoBble pucku Ge30MacHOCTU AOJDKHBI
ObITb YMEHbLUEHbI C MOMOLLLIO COOTBETCTBYIOLLMX METOLOB NPOEKTUPOBAHUSA U MEP U CPEACTB KOHTPONA W
ynpasneHus. OCHOBHOI yrnop [enaeTcsi Ha YKpenrieHne AOBEpUst Mexay opraHu3auusimu, nyTeM nNpeaoT-
BpaLleHNUs HECAHKLMOHUPOBAHHOIO AOCTYNA K AaHHbLIM M NOAAEPXXKU pa3feneHust cuctem busHeca.

B HuxkecneayoLmx NyHKTax ONUCLIBAOTCS Yrpo3bl 6€30nacHOCTM U pekoMeHgauum no metogam npo-
eKTupoBaHusi 6esonacHoCTH, a TakkKe Mepbl U CPEACTBA KOHTPOSSI U YNpaBreHusi, CHuXatowme pucku 6es-
ONaCHOCTH, Kak TONbKO ANt BHYTPEHHEro, TaK U ANA BHYTPEHHENO U BHELUHETO UCNONb30BaHUS.

8.2 Yrpo3bl 6e3onacHOCTH

¥Yrpo3bl 6e30nacHOCTK, CBA3AHHbIE C YcnyramMu 6usHec-OusHec, cneayoLyme:

- BUPYCHbIE aTaku U BHEAPEHUE BPEAOHOCHLIX MPOrpamm:

- UICNONbL30BaHWE BPEAOHOCHBLIX NPOrpaMM NPUBOAUT K NMPOHUKHOBEHUIO B CUCTEMbI, BeAyLUeMy K c6o-
AIM UM HECAHKLMOHUPOBAHHOMY AOCTYMY K KOHPUAEHLUManbHOW uHdopmaLmm;

- ys13BUMOCTU BeG-Opay3epoB unu apyrux BeG-NPUNOKEHUIA MOTYT ObITb MCNONb30BAHbLI BPEAOHOCHLI-
MU NporpaMmamu, YTO NPUBEAET K 3aPa>KEHUIO BUPYCOM U YCTAHOBKE TPOSIHOB;

- ataku Tuna «oTkas B obcnyxxueaHun» (DoS) n «pacnpeaeneHHblii oTkas B obcnyxusaHumy (DDoS —
distributed denial of service) Ha nopTansl UNK pacLUMPEHHbIE CETU YCnyr Bu3Hec-6usHec;

- UHCaliAepcKue aTaku C NOMOLLbIO aBTOPM30BAHHbIX NAPTHEPOB NO BU3HECY;

- chanbcudukaums MHGHOPMaLMOHHOTO HanoIHEHNUA TPaH3akumK (COOBLEHNA He nepeaaroTca nonyya-
TENIO UMK AaHHbIE U3MEHAIOTCA B NPOLIECCE Nepenayn).

10
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8.3 MeToabl NPOEKTUPOBaHUsA 6e30MacCHOCTU U Mepbl U CPeACcTBa KOHTPOSIS U ynpaBsieHus

MeToabl NPOEKTUPOBAHUS MHPOPMALIMOHHON 6e30NacHOCTU U MEepbl U CPeacTBa KOHTPOMSA U ynpasne-
HUSA, CBA3aHHbIE ¢ ycnyramu busHec-6usHec, npuseaeHsl B Tabnuue 4.

Ta6nuuya 4— Mepbl U cpeacTBa KOHTPONSA U yNpaBeHWUs 6e3onacHoCcT AN cueHapus yenyr 6usHec-6usHec

MpuMeHsieMble cBolcTBa Bes-
onacHoOCTn ANa nAeHTUGULK-
poOBaHHbIX Yrpos

Peannayemble NPOEKTbI U METOAbI

BI/IpyCHbIe aTaku U BBeJeHWNe BPeJOHOCHbIX nporpaMmm

- LUenocTtHocTb
- YnpasneHue f0CTyrnom
- AyTeHTUuKayus

- Mcnonb3oBaHWe aHTUBUPYCHLIX NporpaMM Ha Lint3sax K MHTepHeTy ans ckaHu-
poBaHus Bcero Tpadouka, oT coTpyAHuka Ao WHTepHeTa. lMpouecc ckaHuMpoBaHUsA
BOMKEeH oxBaTblBaTb BCE CETEBbIE MPOTOKOMbI, Pas3pelleHHble K npumeHeHuto. Obec-
neyYeHne yBEPEHHOCTU B TOM, YTO aHTMBUpPYCHblE OBHOBMEHUS yCTaHaBnMBaloTCS aB-
TOMaTW4ecku, UNK none3oBaTeNlb NpeaynpexgaeTca o dakre nposefeHns oGHoBMe-
HWA.

- CrkaHnpoBaHue aiinoB U BCeX XpaHUMbIX [JaHHbIX Ha Hanuydue BUPYCOB U TPOs-
HOB, a TalKKe ApYriX BUAOB BPELOHOCHLIX Nporpamm.

- Bepudmkauus LenocTHOCTU AaHHbIX/daiinoB ¢ UCNOMb3oBaHUEM anropuTMoB,
TaKuX Kak X3LWMpPOoBaHUE/KOHTPOMbHbIE CYMMbI, CEpTU(PMKaTLI.

- MapLupyTusaumsa Tpaduka, ucnonb3yemoro Ana ycnyr aoctyna Kk MHTepHeTy, no-
cpeficTBOM HeBoSbLLIOro KofiM4ecTBa KOHTPONMUPYEMBbIX LLM030B 6€30MacHOCTU.

- AKTUBHO€ yCTaHOBMNEHWE MOAMMHHOCTU colepXaHus.

ATaku «oTka3 B 0B6CnyKMBaHUN»

- JocTynHocTb
- Henpospa4iHocTb

- BriokmpoBaHue Heucnonb3yemblx MOPTOB U ycnyr, YTo6bl NpefoTBPaTUTL UX pea-
rMpoBaHue Ha HeaBTOPU3OBaHHOE CKaHUpOBaHWE/30HAUPOBaHWE, KOTOpoe MPUBOAUT K
BO3MOXHOCTM NMaBUHHOIO pacnpocTpaHeHuns Tpadguka DoS.

- WUckniouweHne onucatenbHoit uHdopmauun us npegynpexaarowmx 6GaHHepoB
npefoTBpaLYaeT nony4YeHne 3r0yMblLLNIEHHUKAMU cneynanbHoin MHdopMauun

WHcangepckue ataku

- YnpasneHune A0oCTynom
- HeoTkasyemocTb

- YeTko onpeaeneHHble NONUTUKKM 6e30NacHOCTU NO ynpasneHWto AoCTynoM (ans
ynpaBrieHusi B3aUMOOTHOLLUEHUSAMMN B BusHece).

- YeTKo onpefeneHHble ponu n 0683aHHOCTU.

- BHeceHuWe nameHeHwii B npeaynpexaatolyne 6aHHepb.

- OrpaHu4eHue npyusuUneryi.

- Peructpauus nonbsosatensiMn Bcex KpUTUHHBIX/HEKPUTUYHBIX TpaH3aKLWi

danbenpukauus MHHOPMAaLMOHHOTO HaMOMHEHWUs TpaH3aKLMKU

- HeoTkasyemocTb

- MNoapo6HbIe XypHanbl perucTpaumu TpaH3akumnia.
- Ucnonb3oBaHue UndpoBbLIX Nognuceit

9 Ycnyru 6usHec-KnueHT

9.1 UcxoaHble AAaHHbIe

3TOT CLUeHapuit JOMMKEH pacCcMaTpuBaTbCA OPraHU3auMsiMK, OCYLLIECTBNSIIOLMMU ONEpPauun C KIUEH-

Tamu.

Ycnyrn GU3HEC-KNUEHT, Takke U3BECTHBIE KaK YCIyru 9rMeKTPOHHOro OmM3Heca, BKMIoYaloT B ceba Takue
YCIyry, KaKk 3NeKTPOHHASA TOProBIisl, SNEKTPOHHbIE OAHKOBCKME YCNyru, a Takke 3NEKTPOHHOE NpaBUTElb-
CTBO. B ycnyrax 6usHec-knmeHT 6e30nacHOCTb A0DKHA YPaBHOBELLUMBATL BO3MOXHOCTb CAENOK C COXpaHe-
HUEM TOProBON MapKu U LEHHOCTU Ou3Heca.

11
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K Tpe6oBaHuAM UHGOPMALIMOHHON B6E30MaCHOCTM OTHOCATCA TPEOOBAHUSA, CBSI3aHHbIE C:

- KOH(PMAEHUMArNbHOCTbIO (0COBEHHO B OTHOLLEHUM OKa3aHUS 3NEKTPOHHbIX OaHKOBCKMX YCIyr);

- ayTeHTuduKauue;

- LIeNOCTHOCTLIO;

- 6e30NacHOCTLIO Nepeaayn AaHHbIX TaM, r4e KOHEYHbI NonbL30oBaTenb oxuaaet obecnevyeHus ycny-
ramu GuaHeca Ans 3alMTbl MapLUpyTa TpaH3aKkuMnm mMexay nonb3oBaTenem v nocrasLMkoMm. ConpoTuene-
HME U30LUPEHHbIM aTakam (TakuM Kak, ataku «4eroBek NocpeauHey Unm «4enoBek B Opaysepey);

- OCTYMHOCTbIO, KOTOPAas ABNAETCH BAXKHbIM aCMeKTOM ANsi NOCTaBLUMKa NEKTPOHHOro Gu3Heca.

XapakrepucTukn MHAOPMAaLMOHHOM 6e30NMaCHOCTU BKMOYAIOT:

- 6e30MacHOCTb, KOTOPAs «rapaHTUPOBaHa» TOMbKO HA OKOHEUHON nnatdopme ), 06bIYHO HAXOASLLE-
€A noj ynpasneHueM opraHusauum, 4to obecneunBaet OGNaronpusTHbIE YCNOBUA ANA peanu3auun mep u
CPEACTB KOHTPOMS W YIPaBNEHNs, a TAKKe NOAAEPXKKM XOPOLLEr0 YPOBHA BE30MacHOCTU NnaTdopmbl;

- 6e30MacHOCTL Ha KNUEHTCKON NnatdopMe, YacTo 9TO NEPCOHATBHbIM KOMNLIOTEP, KaK NpaBuio, Mo-
XeT BbITb HegocTaTodMHOW. Mepbl M cpeacTBa KOHTPONS U yNpaBneHus peanu3oBaTbh B TaKOW cpeae Tpya-
Hee, NO3TOMY KnueHTckas nnardopma byaeT npeacTaBnaTbh 3HaYUTENbHbIN puck (6e3 «ycnosun ana 6es-
0nacHoro coeMHeHus» — Habopa TpeboBaHuii B JOroBOpe, KOTOPble MOXET ObITb TPYAHO HaBA3aTb B TAKUX
YCNOBUSAX).

B Hwkecneayowmx nyHKTax OnMCbIBAKOTCA Yyrpo3bl 6€30NacHOCTU U pekoMeHAauun no MeToaam npo-
eKTMpoBaHMA 6e30MacHOCTU, a TaKkke Mepbl U CPEeACTBA KOHTPONS U YNpaBneHusa ANS YMEHbLUEHUS COnyT-
CTBYIOLLMX PUCKOB, KaK TOJNbKO AN BHYTPEHHETO, TaK U AN BHYTPEHHETO Y BHELUHETO UCNOMb30BAHUS.

9.2 Yrpo3bl 6e3onacHoOCTU

Yrposbl 6€30MacHOCTH, CBA3AHHbIE C YCIyramu GU3HEC-KIUEHT, CrieayloLLue:

- BUPYCHbIE aTakn U BHeAPEHUE BPeAOHOCHbIX NPOrpaMm:

- MUCNOMb30BaHUE BPEAOHOCHbLIX NPOrpamMm NPUBOAMT K MPOHUKHOBEHMIO B CUCTEMbI, BeaywieMy k c6o-
SIM UM HECAHKLMOHUPOBAHHOMY AOCTYNY K KOH(pUAEHLMansHOn uHdopmauuu,

- YAA3BUMOCTU BEO-Opay3epoB Unu Apyrux BeO-NpuoKeHUn MOryT ObiTb UCMONb30BAHbI BPEAOHOCHbI-
MU NpOorpaMmMamu, YTO NPUBEAET K 3aPaXKEHUIO BUPYCOM U YCTAHOBKE TPOSHOB;

- HEABTOPU3OBAHHbLIN AOCTYM:

- HEABTOPU3OBAHHBINA AOCTYN K CepBepHbIM 6a3aM AaHHbIX (HAaNpumep, aTtaku, pacnpoCcTpaHAeMble Ha
a3bike SQL?, n MexcaiiToBble ckpunToBbIE® aTaku),

- cOOp y4YeTHbIX 3anncen, YTo AaeT BO3MOXHOCTb, B 32BUCUMOCTHU OT TOrO, kKak BEO-NpuUnoxeHue pea-
TMPYyeT Ha NONbITKU ayTeHTUULMPOBATL NOMb30BAaTENS, NMONYYUTb AOCTOBEPHYIO MHGOPMaLUIO 06 akTuB-
HOCTU nonb3oBaTens. ABTOMaTU3UPOBAHHbIE CLEHApPUM 4acTO UCMNONb3yloTca Ans cbopa AenCTBUTENbHBIX
NAEHTUAMKATOPOB U UMEH YYETHBLIX 3anMcen NonbL3oBaTenen,

- KpaXka MaeHTUMUKALMOHHbBIX AAHHbIX B PEXMME OHManH, UCNONb3yS YCNELUHbIe aTaku couuarnbHON
UHXeHepuu (C UCNoNb3OBaHMEM MOLLEHHUYECKUX METOAO0B), Hanpumep, atakm ULLMHIA U aTaku Ha OCHOBE
DNS, coeauHsiiolme nonb3oBaTenienl ¢ MOLIEHHUYECKUM BeO-CepBEpPOM, KOTOPbIN BbIMMSAAUT JIETMTUMHbBIM,
HO He ABMSETCHA TAKOBLIM,

- HECaHKUMOHMPOBAHHbLIA AOCTYN K CUCTEMAaM UNK CETSM CO 3MbIM YMbICIIOM, YTOObI CKONMMPOBATb, U3-
MEHUTb MU YHUUTOXUTb AAHHbIE,

- He3aKoHHasa paclumMdpoBKa COAepXKaHUs NPUBOAMT K HAPYLUEHWIO aBTOPCKMX NpaB U Kpaxe coaep-
KaHus;

- aTaku «0TKa3 B 06CNYy>XUBAHUMNY;

- noagaenka nHPOPMAaLUOHHOTO HANOMHEHWS TPaH3aKUuK (COOBLLEHMA He AOXOAAT A0 NonyyaTens umnm
JaHHble U3MEHSAIOTCA Npu nepegaqe).

" MnaTcopma — obLyuii TepMUH, 0603HaYarOLWMiA NPOrpaMMHyto, annapaTtHyro U (Unu) ceTeBYIO Cpeay, B (Ha) Ko-
TOPOW BLINOMHAESTCS UMW CTPOUTCA, HaNpUMep, NpuKagHas cuctema (NpUoxXeHue).

2 sQL (Structured Query Language) — S3bIK CTPYKTYPUPOBaHHBIX 3aMpoCos.

® CKpunT — HeGonbLLAs MPOrpaMMa UMt Makpoc, UCTIONHAEMEIE MPUAOKEHUEM UITN OMePaLIMOHHO CCTEMOI MpH
KOHKPETHBIX 06CTOATENBCTBAX, HAaNpPUMep, NpKU perucTpaLmn nonb3oBartens B cucteme. CKpUNTEl HacTo XpaHATCS B BU-
[e TeKCTOBLIX (halinoB, KOTOPLIE UHTEPNPETUPYHOTCH BO BPEMS UCTIONHEHNS.
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9.3 MeToabl NPOEKTUPOBaHUsA 6€30MacHOCTU U Mepbl U CpeACcCTBa KOHTPOSIS U yNpaBrieHUsA

MeToabl MPOEKTUPOBaHUSI GE30MaCHOCTU U Mepbl U CPeACTBA KOHTPOMS U YNpPaBIEHUs!, OTHOCSILLMECA
K ycnyram GU3Hec-KIIMeHT, NnpuBeseHbl B Tabnuue 5.

Tabnwunya 5— Mepbl U cpeacTBa KOHTPONS U yNpaBrneHWs 6e3onacHoOCTW NS cleHapus yenyr GuaHec-KneHT

yrpos

MpuMeHsieMble cBoiicTBa Gesonac-
HOCTU ANA UAEHTUPNLMPOBAHHBIX PeanuayemMble NpoekTbl U METOAbI

BI/IpyCHbIe aTaku 1 BBeAeHWe BPeJOHOCHOM nporpaMmmbl

- LenocTtHocTb
- YnpaBneHue LOCTYNoM
- AyTeHTUbUuKaLus

- McnonbaoBaHue aHTUBUPYCHLIX MporpaMM Ha LWnto3ax K MHTepHeTy Anst ckaHupo-
BaHWsA BCero Tpaduka oT coTpyaHuKka Ao MHTepHeTa. lNpoLecc ckaHUpoBaHUA [OMmKeH
OXBaThIBaTb BCE CeTeBLIe MPOTOKOMbI, paspelieHHble K MPUMEHEHHUIO.

- CkaHupoBaHue cailnoB M BCeX XpaHUMBIX JaHHbIX Ha HanMune BUPYCOB U TPos-
HOB, a TaKxe Jpyrux BU40B BPeAOHOCHLIX Mporpamm.

- Bepudurkaumsa LenocTHOCTU faHHbIX/painoB ¢ MCMONbL3OBaHUEM anropuTMoB, Ta-
KUX KaK X3LUMPOBaHNE/KOHTPOMbHbIE CYMMbI, CEPTUGUKATHI.

- MapLpyTtnsauua Tpaduka, ncnonb3yeMoro Ans ycnyr goctyna kK MHTepHeTy, no-
CPeACcTBOM HeBOoMbLLIOro Konn4ecTsa KOHTPONUPYEMBIX L0308 6e30MnacHoCTu.

- AKTUBHO€ yCTaHoBIIeHWe NOANUHHOCTU coflepXaHus

HeaBTOpM30BaHHLIA JOCTYN

- YnpasneHue focTynom
- AyTeHTUUKayus

- KoHdbugeHumnansHocTb
- BesonacHocTb cBSA3K

- LUenocTtHocTb

- HenpospauHocTb

- OrpaHu4eHHOe KONUYeCcTBO paspelleHui ANns BeG-npunoxeHwid npu goctyne K
cepBepHol Gase faHHbIX.

- CerMeHTaunAa ceTu W ypoBHU 6€30MacHOCTb BHYTPU AeMUIUTapU30OBaHHOW 30HbI
(DMZ) ana npepoTBpaLleHUs KaHanoB CBA3W, HamnpaBfeHHbIX K KOPNOPaTUBHBIM aKTu-
BaM AaHHbIX.

- Be3onacHas peructpauus nonb3oBatens ANA o6ecneyYeHUs yBEPEHHOCTU B TOM,
YTO MOJSTHOMOYMS [OCTYNa BbiAaHbl MOAMMHHBIM NONb3OBaTENsM — Hanpumep, C Npu-
BMeYeHUeM K laHHOMY MpoLieccy He3aBUCUMOro opraHa perucrpasum.

- AyTeHTudukauma ¢ ucnonb3oBaHMEM LMPPOBLIX cepTUdUKaToB, naponei, buo-
METPUU N cMapT-KapT.

- MexceTeBble aKpaHbl U CMIUCKU YNpaBreHnsa [OCTYNOM AN NpefoTBpalleHns He-
CaHKLMOHUPOBaHHOro Ai0CTyNa norb3oBaTenen.

- YnpaBneHue AoCTYNOM, OCHOBaHHOE Ha ponsix, ANsl orpaHnyeHus pyHKUWA nonb-
30BaTens, pa3peLleHHbIX K BbIMOTHEHMIO.

- AHanu3 perucTpaumoHHbIX XypHarnoB Be6-NpunoxeHuin Ana uaeHTUdUKaLmm atak
N X cCAepXUBaHUA.

- Hagnexalue ypoBHU LLIMcpoBaHUA XpaHUMOA MHOpMaLn.

- ObecneyveHne yBepeHHOCTU B 6e30MacHOM coeiuHeHNN Mexay Be6-Opaysepamm 1
Beb-cepBepaMu ¢ UCMONb30BaHMEM TaKMX TEXHONOTUM, kak SSLv3/TLS.

- 3awmTa OCHOBHOI €BA3U C Beb-cepBUCAMU C MOMOLLLIO, HanpuMep coobLleHuit
SOAPY.

- Bepudpukauumsa uenoctHocTn faHHbIX/(paiyioB ¢ UCMONb30BaHMEM anropuTMoB, Ta-
KMX KaK X3LUMPOBaAHUE/KOHTPOSbHLIE CYMMBI, CEpTUDUKaTHI.

- Ha ypoBHe BebG-npunoxeHuWid LIENOCTHOCTb AaHHbIX URL?, KyKku-cpaitnos
3MeMeHTOB CKpLITLIX hopM obecnevnsaeTcs:

- WU poBaHUEM BCeEX AlaHHbIX (faxe ecnu ucnonbsyetcs SSLv3),

- UCNONb30BaHNEM U3MEHSEMbIX BPEMEHHEIX METOK,;

- UCMOMNb3oBaHUeEM LUchpOBOIA NMOAMMUCU UK KINIOYEBOro XaLla Ans YyBCTBUTENbLHBIX
AaHHbIX.

- Ucnonb3oBaHne «MHBEPTUPOBAHHOrO» MNpOKCU-cepBepa Mexay Beb-cepBepoM U
BHELLHEN ceTbio

3 uwnun

) SOAP (Simple Object Access Protocol) — MpocToi npoToKon gocTyna k obbekram.

A URL (Uniform Resource Locator) — YHucuympoBaHHbii ykasatens pecypca (UHTepHeT).

% Kyku — HebOonbLLIOI (parMeHT JaHHLIX O NpebICTOPUN 0BpaLLIEHMiA JaHHOTO Nonb3oBaTens k BeG-cepaepy, aB-
ToMaTUYeCKn co3fjaBaeMblii CepBEpPOM Ha MaluMHe Nofb3oBaTens.
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OkoHYaHue mabnuupi 5

MpumMeHseMble cBolicTea Gesonac-
HOCTU ANA NAeHTUDNLMPOBaHHBIX Peanusyemble NpoekTbl U METOABI

yrpos

ATaKn «oTkas B 06CnyXuBaHuu»

- DocTynHocTb - BriokpoBaHWe Heucnosib3yembiX NOPTOB NMPOTOKONOB U YCIyr, UToBLI NpeaoTBpa-
- HenpospauHocTb TWUTb WX pearMpoBaHne Ha HECaHKLMOHMPOBaAHHOE CKaHWPOBaHUE/30HANPOBaHNE, KOTO-
pble MPUBOAAT K BO3MOXHOCTU NaBUHHOTO pacnpocTpaHeHus Tpaduka DoS.

- WcknioveHune onucaTenbHoit WHdopMaLun K3 npegynpexaatomx GaHHepos
npepfoTBpaLlaeT nony4eHne 3noymblLLNEHHUKaMU creluansHoi MHopMaLmm

danbcudmkaumsa MHPOPMaLMOHHOMO HaMoMHEHUS TpaH3aKLUWia

- HeoTkasyemocTb - MoapobHble xypHankl perncTpaumn TpaH3akumii.
- McnonbaoBaHue LM poBbIX Nognuceit

10 PacuwimpeHHoe npMMeHeHune ycnyr aAfns COBMECTHOro MCNosSib30BaHUsA

10.1 UcxoaoHble AaHHbIe

OTOT cueHapuii A0SMKHbI paccMaTpuBaTh OpraHu3auuu, KOTOPble UCMONb3YIOT YCNyru, Kacalomecs
MHOTUX COTPYAHMWKOB. Mpumepamu Takux ycryr aBnaioTcs:

- NIPOrpaMMHOE CPeACTBO KOJINMEKTUBHOIO MOMNb30BaHUS;

- haiinoBkle cepBepsl;

- CMMCOK aapecoB AN PaCChINKM MO SNEKTPOHHON MOYTE;

- ycnyru, 6asupytolmecs Ha IHTepHET-TEXHONOUAX.

PacluMpeHHOe npuMEeHeHWe ycnyr Afsi COBMECTHOrO WCMNOSib30BaHWUA, 00beAMHSIOWMX pasnuyHblie
cpeacTBa CBA3W U BO3MOXHOCTU COBMECTHOMO MCMOMb30BaHUA AOKYMEHTOB, AABASIETCS BaXKHbIM aCMNEKTOM
cpeabl busHeca.

Takoe pacLUMPEeHHOE NPUMEHEHUE YCNyr ANA COBMECTHOIO UCMOMb30BaHMA 00bIMHO 06beauHsIET BU-
neo-TenedoHunio, rofocoByI0 CBSI3b C YaT-KaHANOB, CUCTEMBI NEKTPOHHOW MOYThI, & TAKXKE COBMECTHOE UC-
Nnonb30BaHWe JOKYMEHTOB U COBMECTHOE UCMONb30BaHME 000PYA0BaHUSI B PEXMME OHMNANH.

CyLLECTBYIOT BAa OCHOBHbIX CNOCO0A UCNONbL3OBAHUA TAKUX YCNYT AS1S OpraHu3auuii:

- UCMOMb30BaHWE UX TOMbKO B KaYeCTBE BHYTPEHHUX YCNYr, HO HEAOCTAaTKOM 3TOro crnocoba sensercs
TO, YTO YCNyrM He MOTYT ObiTb UCMONbL30BaHbI NPU PaBoTe C BHELUHUMMU NAPTHEPAMU U T. A4.;

- UCMONb30BaTb UX B KA4eCTBE BHYTPEHHUX YCAYF W YCNYr, BHELLUHWMX NO OTHOLUEHUIO K OpraHu3auuu.
Takoe ucnonb3oBaHue ycnyr 6onee BbIrOAHO, HO UMEET GosbLUe CBA3AHHbLIX C HUMW PUCKOB 6€30MNacHOCTH
MO CPABHEHUIO C UCMOJIL30BAHWEM YCIYT TONBbKO ANA BHYTPEHHETO NONb30BaHUS.

Urto kacaeTtcs peanusauum, ycrnyru MoryT ObiTb:

- peanu3oBaHbl BHYTPU; UMK

- TPETbEN CTOPOHOIA.

Ecnu ycnyru AOmkHbI ObiTh MCNOMb30BaHbl BHYTPU W BHE OpraHu3auum, To 6onee nogxoasawmm peLue-
HUEM MOXET ObITb MOKyNKa ycnyr Ansi COBMECTHOrO MCMNONb30BAHUS Y TPETbUX CTOPOH.

B cneayiowmx nyHKTax onucaHbl yrpo3bl 6€30nacHOCTM M pekoMeHAauumM No MetogamM NpoeKkTUpoBa-
HUsA 6Ee30NacHOCTU, a TaKKe Mepbl U CPEACTBA KOHTPONA U ynpaBrneHusi 6e30nacHOCTU AN YMEHbLUEHUS
CONYTCTBYIOLLIUX PUCKOB, KaK TOSbKO ANsi BHYTPEHHErO, TaK U ANsi BHYTPEHHETO U BHELLHETO UCNOMb30BAHUA.
Mepbl 1 cpeacTBa KOHTpoONa U ynpasneHus 6€30nNacHOCTU NPUMEHSIIOTCA K YNpaBReHUio, nepeaaye curHa-
noB U TpaduKy nNonbL3oBarTens.

10.2 Yrpo3bl 6e30nacHOCTH

K yrpo3dam 6e30nacHOCTU, CBAA3@HHbIM C PaCLUMPEHHLIM NMPUMEHEHUEM YCRYr Ans COBMECTHOr0 Mc-
NoNb30BaHUs1, OTHOCATCS:
- HEAaBTOPM30BAaHHBIN AOCTYM, BEAYLLMIA K PACKPbITUIO KOH(UaAEHUManbLHONn uHopmaumu:
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- 3noynoTpeGneHne COBMECTHbIM WUCMOMb30BAHUEM WHCTPYMEHTAmNbHbLIX CPEACTB, YTOObI HE3AKOHHO
BOCMONb30BaTbCA MaTtepuanamu, OXpaHsaembiMU aBTOPCKMM NPABOM, MOMy4yaTb KOH(pUAEHUMANbHbIE OaH-
HbI€ 1 HABA3bIBATH NOMb30BATENAM HEXenaTerbHyI0 U NPoNaraHANCTCKyo MHAopMaLWio,

- HapyLUEHWEe Henpo3payHOCTU MOCPEACTBOM MOHUTOPUMHIA UCMONb30BaHUsi WABMOHOB, CNaMuHra W
APYrUX UAEHTUYHBIX aTak;

- BUPYCHbIE aTakn 1 BHEAPEHNE BPEAOHOCHbIX NPOrpaMm:

- pacnpefeneHue U BbINOMHEHWE BPEAOHOCHBIX NPOrpaMm NyTeEM UCNONMb30BaHUSA OBLLMX PECYPCOB;

- CHW)KEeHMe AOCTYMHOCTU CETU CBA3N:

- neperpyska ceTu ¢ NErUTUMHbIM TPacPUKOM,

- YSI3BUMOCTYM SKCMIyaTUPyeMOro NpoToKora, UCMOMb3yEMbIE B YCNYrax Ans COBMECTHOrO UCMOMb30-
BaHUA.

10.3 MeToabl NpOeKTUPOBAHUA 6€30MNaCHOCTU U MepPbl U CPeACTBa KOHTPONSA U ynpaBrieHUA

MeToabl NPOEKTUPOBAHUS MHAOPMALIMOHHON BE30NaCHOCTM U MEPBI U CPEeACTBA KOHTPONS U yrnpasne-
HWSA, OTHOCALLMECH K PaCLUMPEHHOMY MPUMEHEHWIO YCIYT AN COBMECTHOIO UCMONb30BaHUSA, NPUBEAEHbI B
Tabnuue 6.

Tabnuuya 6 — Mepbl U cpeficTBa KOHTPOIS U ynpaBneHUs 6e30nacHoCTy ANsi paclUMPEHHOro NMpPUMEHeHUs ycryr
ANt COBMECTHOMO UCMOJIb30BaHMS

MpuMeHsieMble CBOWCTBa
6e30MacHOCTU ANS UAEHTM- PeanuayemMble NpoekTbl 1 MeToabl
PULMPOBaHHBIX Yrpos3

HeaBTOpWM30BaHHbLIN OCTYM, BEAYLLUMIA K paCKpbITUIO KOHPUAEHUUansHo nHdopMaLym

- YnpaBreHue JoCcTyrnom - [JocTyn, OCHOBaHHbIA Ha ponsax, ANA MNPUNOXEHWH, ceTel U 3anoMUHaroLMX
- AyTeHTUdmkaums YCTPOMICTB.

- KoHdbuageHymnansHocTb - HaznauyeHune nonb3oBaTefniell Ha pasHble Ponu C pasnuyHbBIMA NpaBamMu JOCTyna
- BesonacHocTb cBA3U ANA pasnuyHelx ceteid VLAN.

- HeoTtkasyemocTb - MonnTukKN, OCHOBaHHbBIE Ha PONsX, Kacatomecs UCMoNb30BaHNsA NpaB U JOCTyna K

pecypcam, TakuM Kak MpUoXeHUsi, KoTopble Nofib3oBaTerNb MOXET 3anycKaTb.
- Cnuckn ynpaBneHus 4oCTYMNoM.
- CTporas ayTeHTUdMKaLmsa 1 aBTopusaLms.
- Cet VLAN ans ceTeBoW BUpTyanuaawumu.
- IDSs, ocHOBaHHbIE Ha XOCTe.
- LLncppoBaHue gaHHbIX.

BupycHble aTaku U BBeAeHWe BpefOHOCHOW NporpamMbi

- LleJ'IOCTHOCTb - Ncnonb3oBaHue nporpamMm nepegadun |/|306pa>|<eHv|F| SKpPaHOB, TakKuUX KakK TepMu-
HanbHblE CepBephl, 4TOObI CBECTU K MWHUMYMY BBOA B KOpPNopaTUBHYIO cpefy AaHHbIX
M BO3MOXHBIX BPe4OHOCHKEIX NporpamMm.

CHWXeHWe JOCTYNHOCTU CETU CBA3M

- JocTynHocTb - Wcnonb3oBaHue BUPTyanbHOW apXUTEKTYpbl «CEPBEP-XPaHUMULLE AaHHLIX» ANs
MOBbLILUEHUS LOCTYNHOCTU 1 6€30MaCHOCTH XPaHALMXCA JaHHbIX.

- MpegoTBpalleHne U3BneYeHUs WHGOPMaLMM NyTeM WUCMONbL3OBaHWUS MPOrpaMm-
HBIX WHCTPYMeHTamnbHEIX CPeAcTB, uYToObl MPeAoTBpaTUTL KOMMPOBaHUE/BCTaBKY WH-
copmaLu, GIoKMpoBaHUE MOMBITKA 3aMUCU HA ChbEMHbIA HOCUTEMNb UMK NeYaTy.

- MOHWUTOPWHI MPOrpaMMHLIX CPEACTB ANs OGHapYXEHWs! HapyLUEHWA TMOMUTUKM —
Takux, Kak HapyLleH!s npae AocTyna K NPUIoXEeHUAM U LPYrMM CETEBLIM pecypcam.

15



rOCT P UICO/M3K 27033-3—2014

11 CermeHTauusa cetu

11.1 UcxoaHble AaHHbIe

STOT cueHapuil crneyeT paccMaTtpuBaTh OpraHu3auusaM, KOTOpbIE XOTAT pasfenuTe CBOK BHYTPEH-
HIOIO CETb Ha HECKOSbKO AOMEHOB, COrMacylLLMXCA C OPraHM3aLuoOHHONW CTPYKTYPOM.

CermeHTauus ceTel ABNSIETCA METOAOM, KOTOPbIA MOXeT OblTb UCMONbL30BaH ANSt YCUNEHUS MepP U
CpeacTB KOHTPONA U ynpaBlieHNA B OTHOLUEHWW CUCTEMbI U AOCTyNna K MPUINOXEHUAM. CeFMeHTaLI,I/IH cetn
MOXeT ObITb MCMONb30OBaHa Ana rpynnmpoBaHuAa onpegeneHHbiX BUAOB AEATENIbHOCTHU, ﬂpI/IJ'IO)KeHI/IVI nnn
CUCTEM TaKNUM o6pa30|v|, YTO Aoctyn 6y,qu BO3MOXXEH TOJIbKO AnA TeX, KTO UMeeT AO0CTyNn K CerMeHTy CeTu.
Takum 06pa3oM, Mepbl U CPEACTBA KOHTPOMNS U YNPaBMEHUA CETEBOr0 A0CTyNa AOMNOMHSIOT Apyrue mMepbl U
CpeacTBa KOHTPOMNA M ynpaBfneHus AOCTYyNa K KOHEYHbIM TOYKaM M o6ecneumBaioT JOMOSNHUTENbHBIW ypo-
BEHb 3aLuThl B rMyOuHy. Hanpumep, cerMeHTaums cetu MOXeT ObITb MCMONb30BaHa ANS:

- OTAENEeHUss agMUHUCTPATUBHBLIX BO3MOXHOCTEW U BO3MOXHOCTEN TEXHWYECKOro OOCMYXUBAHUS OT
onepauuin JOCTyna Nonb3oBaTternen K npunoxeHusm dusHeca;

- OTAENEHUA KPUTUYECKN BAXKHLIX MPUIOXKEHUI OT APYIUX NPUNOXEHU;

- pasaeneHusa 6a3 gaHHbIX O0NbLUMHCTBA NONb30OBaTENEN.

Onsi cTpaH ¢ MHOroOHaUMoOHanbHbIMKU OpraHu3auusaMm 6onbLUoe BNUsiHME Ha TpeboBaHua nHdopmauu-
OHHON 6e30MacHOCTU OKa3biBaeT cneunanbHOe 3aKkoHOAATENbCTBO. dakTnyeckoe BbIMONMHEHUE opraHmnsauu-
eli 00A3aHHOCTEN NO CerMeHTauuMn CEeTU B COOTBETCTBUM C HALMOHANbHbIMU FpaHuLamm MOXeT ObiTb ag-
PEKTUBHbIM MNOAXOAOM ANA oOxBata TpeGoBaHWM MHEPOPMALMOHHON Ge30nacHOCTU pPasfMYHbIX CTpaH.
Hanpumep, 3aKkOHOAATENbLCTBO TOW UM MHOW CTpaHbl MOXET noTpeboBaTb CrneuuanbHON 3alumUThbl KIUEH-
Ta/AaHHbIX KMMEHTA, U HE NO3BONUT Nepefavy Takux AaHHbIX Apyron ctpaHe. OObIMHO 3TO TpebyeT aonon-
HUTENbHLIX MEP U CPEACTB KOHTPONS U ynpaBneHus MHAOpMaLuMoHHONW 6e30MacHOCTM, YTOOblI rapaHTupo-
BaTb COOTBETCTBMNE TAKOMY 3aKOHOAATENbCTBY.

B nyHKTax HuMXe onucaHbl yrpo3bl 6€30NacHOCTU M pekoMeHZaumMm no metogamM npoekTupoeaHusa 6es-
OMnacHOCTH, a TakKxKe no mMepam U cpegcrBamMm KOHTPONA U ynpaBrieHUs 6e30naCHocm, KaK TONMbKO AN BHYT-
PEHHEro, Tak u And BHYTPEHHEro U BHELIHEero ncnonb3oBaHuA, 4nd YMEeHbLUEHNA PUCKOB ©e3onacHoCcTu.

11.2 Yrpo3bl 6e30nacHOCTU

K yrposam 6e30nacHOCTU, CBA3AHHLIM C CETMEHTaLUMER CETU, NPU BLINMOMHEHUM B OpraHu3aumsax coot-
BETCTBYIOLLMX HALMOHASBbHbLIX TPEBOBaHUI APYrUX CTPaH OTHOCATCA:

- OTBETCTBEHHOCTb 3@ HECODOMAEHNEe 3aKOHOAAaTEeNbCTBA;

- yTeyKa AaHHbIX:

- HapylleHue KOHMMAEHUMAnbHOCTU, HanpuMep, KOraa AaHHble 3aka3uuka/kKnueHta [AOCTYMHbI U3
CTpaH, U3 KOTOPbIX OHW HE AOJDKHbI ObITb JOCTYMHbI,

- HapyweHue TpeboBaHMin KOHPULEHUUANLHOCTU KOHKPETHON CTPaHbI,

- PpUCKM, CBSI3aHHblE C penyTauuen, BReKyT 3a CcOOON HeyaOBNETBOPEHWE OXUAAHMUI 3aKasuu-
Ka/KnueHTa B OTHOLUEHUU KOH(PUAEHLMANbHOCTM UMM HENPO3PAYHOCTU.
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11.3 MeToAbI NPOEKTUPOBAHUA 6€30NaCHOCTU U MePbI U CPEACTBA KOHTPONA U ynpaBneHus

MeTtoabl NPOEKTUPOBaHUS UHCPOPMALIMOHHOM GEe30MacHOCTM U Mepbl U CPEACTBA KOHTPONA W ynpasne-
HUSI, OTHOCSILLUECS] K CETMEHTaLMUM CeTU NPU BbINOSIHEHMM B OPraHM3aLMAaX COOTBETCTBYIOLUMX TpeGoBaHui
KOHKPETHOM CTpaHbl, NpuBeaeHbl B Tabnuue 7.

Tab6nuya 7— Mepbl U CpeiCTBa KOHTPONA U ynpaBneHust 6e30MacHOCTU ANs cerMeHTaLun ceTu

MpuMeHsieMble cBOCTBa Ge30MacHoOCT ANA

Peanuayemble NpoeKTbl U METOAbI
MAEHTU(MLIMPOBAHHBIX YTpo3

OTBETCTBEHHOCTb 3a HecobniogeHne HOpMaTuBOB

- HenpospauHocTb MonUTUKN U OCBEAOMNEHHOCTL NONb30BaTENEIA:

- KoHbuaeHUMansHocTb - HOPMbI NpaBa (HENPUKOCHOBEHHOCTb NIUMHOM KU3HN);

- AONYCTUMble METOA bl LUMPOBAHNS;

- XpaHeHWe AaHHbIX, 3aKOHBI 0 Nepeaade;

- 3aKOHbI, KacaloLuecs NpaBOMepHOro nepexeaTa WHdopMaLumn

YTeuka AaHHbIX

- YnpaBneHue 0CTyrnom - LLinto3bl 6e3onacHoCTy.
- AyTeHTudukaums - Mpokcu-nporpaMmbl NPUKNagHOro ypoBHS.
- LlenocTHocTb - LLindbpoBaHue faHHbIX

12 CeTeBas noaaepxka paboTbl Ha AOMY UMM B ManbiX NpeanpusaTusx

12.1 UcxoaHble gaHHbIe

3TOT cueHapuii AOIKHBI pacCMaTpUBaTb OPraHn3aumm, KOTOpbIM HE0OX0AMMO NpeAoCTaBUTbL AOCTYN K
BHYTPEHHUM pecypcam fisi CBOUX COTPYAHUKOB, paboTaloLmX Ha JOMY UMK B MarbiX NpeanpusiTUsiX.

Pa6oTta Ha oMy unm B MarsblxX NpeanpuATUsX yacto TpebyeT pacluMpeHusi BHyTPEHHER CeTu opraHu-
3aUMKM A0 MECTOHaXOXAEHUsI AOMa UM MAanoro npeanpusitusi. 3aTpartbl HA pacLLMPEHUE CETU 10 MECTOHA-
XOXAEHUS OMA UMK Marnoro NpeanpuaTUS ABMAIOTCS BaXKHbIM BONMPOCOM, NOCKONbKY peanu3auus, oTpaxa-
I0LLAs COOTHOLLEHUE 3aTPaThI/BLITOAbI, KaK NpaBuno, He AoImkHa TPeboBaTh BLICOKMX 3aTpaTt. 3TO O3HAYaeT
OrpaHM4YeHne CTOMMOCTM MEp M CPEACTB KOHTPONsA U ynpaeneHus 6e30nacHOCTU, KOTOPbIE UCMONb3YIOTCA
ans obecneyeHWs Takoro paclUMpeHust CETU M OObIMHO MPEenATCTBYIOT WUCNONb30BAHUKD CYLLUECTBYIOLUMX
MEXCETEBbIX MEP U CPEACTB KOHTPONSA U ynpaBneHus 6€30nacHOCTU, UCNONb3YEMbIX ANA NOACOEAUHEHUS
HanbonbLUEro KoNM4ecTBa CErMeHTOB |/|HTpaHeT.

[ns MHOrMx cueHapueB paboTbl HA AOMY MU B ManbIX NPeANPUATUAX UHAPACTPYKTYPa MOXET BObITh
UCMONb30BaHa kak Ana uenen 6usHeca, Tak U AN NMYHbIX Leneil — 4TO MOXKET NPUBECTU K AOMONHUTENb-
HbIM pUCKaM MHPOPMALIMOHHOW 6e30NacHOCTH.

B nyHkTax Huxe onucaHel yrpo3sl 6€30nacHOCTM U peKOMeHZauun no paspabaTtbiBaembiM MeTOAaM,
kacalowmmcsa 6e30nacHOCTU, a Takke Mepam M CpeacTBaMm KOHTPOMs W ynpaeneHust 6esonacHoctu ans
YMEHbLUEHUSI CONYTCTBYIOLLUMX PUCKOB, KaK TOMbKO ANSA BHYTPEHHEro, Tak U ANA BHYTPEHHENO0 W BHELUHEro
MCMOJIb30BaHUS.

12.2 Yrpo3bl 6e30nacHOCTH

K yrposzam 6e30nacHOCTU, CBSAA3AHHbIM C CETEBON NOAAEPXKKOW paboTbl HA AOMY MM B ManblX npea-
NPUATUSX OTHOCATCS:

- HEABTOPU3OBAHHbIN JOCTYI:

- cnabble HAaCTPONKN KOHPUIYPMPOBAHUA B OTHOLLEHMU CeTeBOro o6opyaoBaHUs 4OCTyNa, Hanpumep,
CceTeBbIX MapLUpyTU3aTopos SOHOY,

0 Mapupytusatop SOHO (Small Office/Home Office) — MapLupyTusaTtop, NnpuMeHseMbIii B ocuce Manoro npep-
NPUSATUA UK Ans paboThl Ha JoMY.
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- UCMONb30BaHUE pa3feneHHoro TYHHENMPOBaHUSA,

- OTCyTCTBUME Unu cnabble usnyeckne Mepbl U CpeacTBa KOHTPONS U ynpasreHust 6€30nacHocTH,

- NPOAOIDKATENBHOE OTODpaXKeHMe Ha 3KpaHe MOHUTOPa OKHAa B OTHOLUEHWW MOAKMIOYEHUS K CeTU C
BO3MOXHOCTSAMU, 0OYCNOBNEHHbIMU aTpubyTOM «BCErAa BKITOYEHOY,

- UCMOMNb30BAHUE YYETHBIX 3aMUCEN FOCTS U HACTPOEK MO YMOMYAHWUIO;

- BUPYCHbIE aTaku U BBeAEHUE BPELOHOCHBIX NPOrpamm:

- 060pyaoBaHue, BKMOYMas KOMMNbIOTEPLI, UCNOMb3yeMble B AOMALLUHENR CETU UNKU B CETU Marnbix Npea-
npusTUn 1 paboTarolume ¢ HeOCTaTOUYHLIMM MepaMu U CPeACTBaMu KOHTPOMSA M yrnpasreHust 6esonacHo-
CTW, HanNpumep, OTCYTCTBYET Unu cnabas 3awmTta oT BpeOHOCHbIX NporpamMm U T. 4.,

- npobnembl, CO3aHHbIE CMELUMBAHWEM YacTHbIX U Bu3Hec-cpea, Hanpumep, MHAMBUAYaNbHOIO UC-
Nonb30BaHKUSA NMPOTOKOSIOB C NPUCYLLUMMU UM BbICOKUMW PUCKAMU, TAKUX KaK OAHOPAHIOBbIE MPOTOKOSbI COB-
MECTHOrO UCMONb30BaHUsS hanmnos,

- UCNPAaBMEHUS HEA0CTAaTOYHOCTH,

- NOCne 3apa)keHusa JOCTYMHOCTb CETU MOXET CEpPbe3HO NocTpajaTh B pedynbraTe pacnpoCTpaHeHUs
BMPYCOB, BeAYLLErO K Neperpyske ceTu;

- HECAHKLMOHUPOBAHHOE pasrnalleHme KoHduaeHunanbHon nHpopmayuu:

- OTCYTCTBME LUMPOBAHUSA JaHHbIX, XPAHALUMXCA B CUCTEMax W NepefaroLMxcs Yepes ceTu Jomall-
Hero unu manoro 6usHeca,

- 3noynotpebneHne BO3MOXHOCTSIMU A0CTYNa, Takumu kak 6ecnpoBogHoii Aoctyn B VIHTEpHET Yepes
[OMaLLHWe CeTW UMK CETU ManbIX NPeANpPUsTUN,

- HEJOCTaTOYHOE ODYYEeHME KOHEYHBIX MONb30BaTenen NepeaoBbiM NPaKTUKaM OCBEAOMIIEHHOCTU U
BesonacHocTy,

- HeOCTOBEPHOCTb MPEANONOXeHUN KacaTenbHo 3awuTel MIHTpaHeTa, Tak Kak CeTeBble LUNo3bl, UC-
nons3yemMble npu pabote Ha AOMY MNKM B ManbIX NPeANpUATUAX, He 06ecneynBaoT Takomn e YPOBEHb 3alum-
Thl, Kak LUMO3bl, UCMONbL3YOLMECS ANA coeaUHeEHUs bunmanos opraHnusasum.
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12.3 MeTOoAbI NPOEKTUPOBAHUA 6€30MNaCHOCTU U MepPbl U CpeaCcTBa KOHTPONA U ynpaBneHus

MeToabl NPOEKTUPOBAHUA MHPOPMALMOHHON 6€30NacHOCTU U MEPbI U CPeACTBa KOHTPONA W ynpasne-
HUS, OTHOCALLMECA K CETEBOMN NOAAepxKe npu paboTe Ha AOMY UMK B MasbIX NPeANPUATUAX, NPUBEAEHbLI B
Tabnuue 8.

Ta6nuuya 8—Mepbl U CpescTBa KOHTPONS U yNpaBneHns 6e3onacHOCTY NpK UCMONb30BAHWKM CETU ANA cLeHapueB
paGoTbl Ha AOMY WM B MasnbiX NPeAnpusaTUSX

MpuMeHsAeMble cBOlCTBa
6e30MacHOCTN ANA UAEHTU- PeanuayeMble NpoeKkTsl U MeToabl
OMLMPOBaHHBIX Yrpo3

HecaHKLMOHUPOBaHHBIA 4OCTYN

- YnpaeneHue 4oCTynoMm - OTKMtoUeHUe CETEBLIX MHTEPDENCOB U YCYT, KOTOPLIE He MCNOMbL3YIOTCS.
- AyTeHTUrKaLms - YcTaHOBIEHNe MeXCETeBOro akpaHa XocTa — Mpomnyck Uu OTKAYEHNe Beex BXO-
- BesonacHoCTb CBS3M LSLMX U3BHE COBLUHEHNIA.

- MpoekTupoBaHie N MeToAbI 3alUuThl Pa3fenbHOro TYHHENUPOBaHMUS.

- B cuctemax He AOMKHBI UCNONB30BATLCS Naponu, COCToAWME U3 Npobenos, Hynei,
WNK Naponu no yMonyaHuo.

- CTporve naponu JommkHbl OblTb 06s3aTenbHEIMU ANA BCeX Nonb3oBaTenei. AHo-
HUMHBIA/TOCTEBOM JOCTYN HEe AOMXKEH ObITb paspeLueH.

- TexHW4eckne NpoBepKN COOTBETCTBUA AN oBecneveHUs yBEepeHHOCTU B Hapne-
Xallei KoHUrypauyum U HacTpoilkax BCero YyBCTBUTeNbHOro o6opyaosaHua Gesonac-
HOCTW, HanpuMep, MapLLpyTU3aTopa UK ToHek JocTyna k GecnpoBoaHoi ceTu.

- BesonacHble TexHonorun VPN B KOMNOHEHTax CETEBOro JOCTYNa, Takue Kak MapLu-
pyTM3aTopbl CETEBOrO JoCTyna.

BupycHble aTaku 1 BBELeHWe BpefOoHOCHO! NporpamMmmbl

- LlenocTHocTb - Mopaepxka TEKYLUX BEPCUIA NPOrPaMMHLIX CPEACTB U YPOBHEN OGHOBNEHMS.
- JocTynHocTb - OBecriedeHne yBEPEHHOCTU B TOM, YTO aHTMBUpYCHble OGHOBMEHUs1 ycTaHaBNNUBa-
IOTCS1 aBTOMATUYECKU, UMK NOSNb30BATENN NPEAYNPEXAeHbl O TOM, UTO OOHOBNEHNS 40-
CTYMHbI.
- MUcnonb3soBaHue XOCTOBO# CUCTEMBI oGHapyxeHust BTOPXeHUN

(HIDS — Host-based Intrusion Detection System), no kpaitHeit Mepe, ans oGHapyxeHUs
LenocTHocTh 6a3bl AaHHbLIX/NPOrpaMMHOro cpeAcTaa (eCnv NPUMeEHNUMO).

- CkaHupoBaHue aiinos U Bcex XpaHUMBbIX JaHHbIX Ha Harnnm4ne BUPYCoB U TPOSHOB,
a TaKke [pyrux BUA0B BPEAOHOCHBIX MporpamM.

- PesepBHoe konnpoBaHue faHHbIX KOHdUrypauuu u aiinos AnNsA pearupoBaHua Ha
MHUMAEHTHI M BOCCTaHOBITIEHUS.

HecaHKLMOHMpOBaHHOE pacKpbITMe KOHMUAEHUManbHO# UHdopMaLm

- KoHdpuaeHuuansHoCTb - OcBeflOMINEHHOCTL U 0ByyeHUe nonb3oBaTeriei NyylwMm npakTukam no 6esonacHo-
- Henpo3apayHocTb CcTh.
- LLudppoBaHue xpaHUMBIX U NepeaaBaembiX AaHHbIX.

13 MoounbHas cBA3b

13.1 UcxoaHble AaHHbIe

OTOT cueHapuii AOIDKHBI pacCMaTpPUBaTb OpraHu3auum, paspeLualolmue CoTpyaAHMKAM UCNONb30BaHUE
MOOUNbHBLIX YCTPOWCTB.

3T0T cueHapuit cocpeoTouYeH Ha 6e30nacHbIX 4eN0BbIX OTHOLIEHUAX NPEANPUATUIA, UCNOMNb3YIOLLMX 1
pa3sBepTbLIBAIOLMX MOOUIIbHBIE YCTPOWCTBA U NPUINOXKEHUA. XOTS OCHOBHbIM (DakTOpOM Ansi GbICTporo pas-
BUTUS HOBbIX BO3MOXHOCTEN MOOMIIbHBLIX YCTPOMCTB, TAKMX KAk CMAPT(OHbI UM NepCcoHanbHble MHGOopMa-
ynoHHble yctponctea (PDA — personal data assistants), sasnserca notpeGutenbCckuit peIHOK, OHW TaKKe UC-
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none3yloTcs B cpefe busHeca. Hacto Takue yCcTpoucTBa ABNAIOTCA NUYMHOW COOCTBEHHOCTbIO, U UCMONb3Y-
I0TCA, KaK Ans uenei Ou3Heca, Tak U B NUYHbLIX Uensax. MHoraa ycrtpoictea MoryT GbiTh NpeaoCcTaBneHb!
KOMMaHuei u NpUMEeHeHb! AN NIMYHOT0 UCMONb30BaHUA. Takum 06pa3om, OPUEHTUPOBAHHBIM Ha npodeccu-
OHarbHYIO0 JEATENbLHOCTL YCTPOWCTBAM HEOOX0AUMO UMETL (PYHKUMM, BBEAEHHbIE ANA NOTpebUTENnbCKOro
pbIHKa, NMOCKOSbKY NPOAABLLI XOTAT MONYYUTb HACTOMBKO BbIrOAHLIN GU3HEC, HACKOMbKO OH BO3MOXEH B
YCINOBUSAX KOHKYPEHLUM.

YcTpoitctBa MOOUNBLHOW CBA3W NO3BONAIOT YAANEHHbIM NONb30BaTENAM KOOPANHMPOBaTb NEePCOHarb-
Hble 0a3bl AaHHbIX, a TaKke o6ecneynBaTb AOCTYN K ycryraMm CeTH, Takum kak 6ecnpoBoaHas anekTpoHHas
noyra, nNPocMoTp BeO-CTpaHuu, a Takke AocTtyn K MHTepHeTy. Koraa 4enoBek MCNONb3yeT OAHW U Te Xe
YCTPOMCTBA ANS YaCTHbIX U ANA AeNOBbIX Lenen, BO3HMKAEeT TeHaeHUusa obxoaa nONUTUK MU UTHOPUPOBA-
HWE MX UCMONb30BAHUA, TAKUM 00pa3oM, HA NpeANPUSATUE NMPUBHOCATCA 3HAYUTENbHLIE PUCKKU UHDOPMALIU-
OHHOIi 6e30nacHOCTH.

B nyHKTax HMUXe onucbIBaloTCA yrpo3bl 6€30NacHOCTU U AAIOTCA PeKOMEHAALMN NO METOAAM NPOEKTU-
poBaHus 6e30MacHOCTHU, a TaKkKe NPUBOASATCA MEPbI U CPEACTBa KOHTPONSA W YNpaBneHus, Kak ToNbKo aAns
BHYTPEHHEro, Tak U AN BHYTPEHHEro U BHELUHEro UCNOSb30BaHUA, ANA YMEHbLUEHUS COOTBETCTBYIOLUMX
pUCKOB.

13.2 Yrpo3bl 6e30nacHOCTH

Yrposamu 6€30nacHOCTH, CBA3AHHLIMU C MOOUIMbHLIMW YCTPOWCTBAMM CBSA3U ABNAOTCA:

- HEeCaHKLMOHUPOBAHHbII AOCTYN K MHOPMAaLMKN, XPAHALLEHCA HA MOOUNbHLIX YCTPOUCTBAX, BCNE-
CTBME:

- cnaboro ynpasneHust AOCTYNOM WK HEAOCTAaTOYHOI 3aLUMTbl KOHpUAEHUMANbHON UHGOPMaLIMK,

- HeQOCTaTO4HOW UHCPOPMUPOBAHHOCTU U HEAAEKBATHBLIX NAapOnen,

- crnabon koHurypauum,

- XaKepCcKMx atak ¢ UCNonb30BaHWEM MOLLUEHHUYECKUX YCTPOWCTB,

- OTCYTCTBUS OCBEAOMIIEHHOCTU KOHEYHbIX Monb3oBarteneit 0 TpeboBaHusix obecneveHus uHdgopma-
LMOHHOV 6e30nacHOCTH, HaNPUMEpP, NPU CMELLMBAHUM YACTHON Hopmaumm u uHgopMaummn GusHeca;

- HeCaHKUMOHUPOBAHHOE pasrnaleHne MeCTONONOXEHUsI KOH(UAECHUMANbHLIX AAHHBLIX U UHGOPMa-
LuKn, BCNEACTBUE:

- YCNyr, CBA3aHHbIX C onpeAeneHueM MeCTONONOXEHUA, KOTOPbIe MOTYT PacKPbiBaTb HECAHKLIMOHMPO-
BaHHbIM TPETbUM NuuaM UHAOPMaLUIO O MOJOXKEHUU NONb30BAaTENS, YTO 3aTparnBaeT HENPUKOCHOBEHHOCTb
YaCTHOW >KU3HMU,

- NoACNyLUMBaHUSA,

- BOBMEYeHUs1 HeaAEeKBaTHO 3aLLMLLEHHbIX TPETBUX NUL B NPOLECC nepeaaqun nHcpopmauum,

- UCMONb30BaHUS OTKPbLITOrO TEKCTA UMW HEAOCTATOYHO 3aLUULLEHHBIX MPOTOKONIOB Nepeaayu,

- HEMpPaBUNbHbLIX NPoOLIeAYP YTUNU3aLuum;

- HecaHKUMOHUpOBaHHaa Moaudukauusa/yaaneHue xpaHumon uHdopmauum (BKnovwas nporpaMmMmHoe
CpeAacTBo), BCneacTBue:

- BBOAA BPEAOHOCHLIX NPOrpaMM MyTeM YCTAaHOBMNEHUA NMPOrPaMMHOro CpeacTBa, Nofly4eHHOro OT He-
aBTOPU30BAHHOTO UCTOYHMKA,

- UCMONb30BaHUA YA3BUMOCTEN B 6a30BOI ONepauuoHHON CUCTEME;

- cnam, NPUBOASALLMM K:

- NOBbILLEHHOW Nnare 3a obcnyxuBaHue,

- BO3MOXXHOCTU (DULLIMHr-aTak,

- atakam «0TKa3 B 06Cny>XMBaHUu;

- KpaXka unu criyyaiiHasi noteps, NpuBoAsALLas K:

- NoTepe YyBCTBUTENbHbIX JaHHbIX BCAKUI Pa3, KOraa AaHHbIEe, XPaHALMECS HA YCTPOUCTBE, He 0TOO-
PaxaloTCs, UNu Pe3epBHOE KONMPOBAHUE BLINONHAETCA B IPYTOM MecCTe,

- npobnemamM KOHMUAEHUMANBLHOCTU, KOrAa KOH(pUAEHUMAnNbHbIE JaHHbIe, XPaAHALWMECS HA YCTPOM-
CTBe, He 3aLLMLEHbl JOMDKHbIM 00pa3som,

- BECKOHTPOMbLHOMY pE3EPBHOMY KONMUPOBAHUIO AAHHbIX.

13.3 MeToabl NPOEKTUPOBAHUA 6€30MACHOCTU U MEpPbI U CPeACTBA KOHTPOJISA U yNpaBneHus

MeTtoabl NPoeKTUPOBaHUst UHhOPMALMOHHOM 6E30MacCHOCTM U Mepbl U CPeACTBA KOHTPONSA W ynpasne-
HUS1, OTHOCSILLMECS K YCTPOMCTBAM NEPCOHANbHOW MOOUNLHON CBSI3U, NpUBEAEHbI B Tabnuue 9.
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Ta6nuuya 9— Mepbl U cpeacTBa KOHTPONSA U yNpaBrieHWs 6e3onacHOCTU AN cLeHapus MOBUNbLHOR CBA3H

MpuMeHsieMble CBOWCTBa Ges3-
0oMacHoCTU AnA naeHTUULM-
POBaHHbIX Yrpo3

PeanmsyeMble NpPoeKTbl 1 MeToAbl

HecaHKLUMOHMpOBaHHBIA JOCTYN K MHpOpMaLMU, XpaHsiLieics Ha MOBGUMBHBIX YCTpORCTBax

- YnpasneHue oCTyrnom
- AyTeHTUnKaLus
- HeoTkasyemocTb

- OcBeOMNEHHOCTb NoMb3oBaTeNs 0 PU3NYECKOM KOHTpOIIE.

- N3BeraHune ctaHaapTHBIX KOHGUrypaLuii.

- CTporas ayTeHTUdUKaLmA.

- BknitoyeHue onuuii peructpauuu.

- BrioknpoBka TaliMepa HeaKTUBHOCTM.

- MexceTeBble 3KpaHbl.

- dopMUpoBaHMe NonuTUKKM Be30MacHOCTU B OTHOLLEHUM naposieil u ucnonb3osa-
HWS B GU3HECe (OrpaHuyeHue UCMoNb3oBaHWUA B NUYHBIX LeNsX YCTPONCTB, npuHag-
nexatyux npeanpusaTuo).

HecaHKUWOHUpOBaHHOE pa

arnalleHne KOHUAEHUNaNbHBIX 4aHHLIX U MHGOPMaLMK, KacatoLeica pasMeLLeHns!

- KoHdugeHumansHocTb
- AyTeHTuUbUKayus

- BesonacHocTb cBA3K

- HenpospayHocTb

- LLIncbpoBaHue xpaHUMbIX U NepefaBaemMblx (6ecnpoBofHbIM cnocobom) AaHHbIX.

- alyuTa napone.

- N3BeraTb ycnyr TpeTbeit CTOPOHbI, koTopble TpebyloT cBo6O[HOro AOCTYNa K TeK-
CTY NepegaBaeMblX faHHbIX UMK, @ €Crn 3TO HEBLINOMHUMO, To TpeboBaTb obecneye-
HUS YBEPEHHOCTU B TOM, 4TO KOHUAEHLWanbHOCTL obpabaTeiBaeMblX JaHHbLIX TakKas,
Kak TpebyeTcs.

- OBecneyeHne yBepeHHOCTHU B Be3onacHbIX npoLesypax CUHXPOHU3aLUN.

- AnsA yaaneHHoro 4ocTyna UCrnonb3oBaTh coejMHeHNs Yepes 6esonacHyto VPN.

- Hagnexallme npouefypbl yTunusauum Hocutenei Ans yaaneHus 4yscTBUTENb-
HbIX faHHbIX.

- Cornacue nonb3oBaTesNs Ha onpeferieHne ero MecToMnomnoXeHus.

HecaHkUMoHUpoBaHHasa MogudukaLmsa/yaaneHne XxpaHumMon nidopmauu (Bknovas NnporpaMmMHoe CpeficTBO)

- KoHdpugeHumansHocTb
- [ocTynHoCcTb
- LlenocTHocTb

- OTKnio4eHne Heucnonb3yemblx 6ecnpoBogHbIX MHTEPENCOB, YCAYr U NPUIOXe-
HUN.

- CBoeBpeMeHHOe npoBefjeHne UcnpaBneHunii onepayuoHHON CUCTEMBI.

- Hagnexauue npoueaypbl yTUNusauum Ans yaaneHnsa KoHdugeHunansHblX faH-
HbIX.

- ObBecneyeHne yBepeHHOCTU B TOM, YTO aHTMBUpYCHble OGHOBNEHUA ycTaHaBNu-
BaloTCA aBTOMaTU4ECKU, MW NONL30BATENM NPeAyNpeEXAEHbl O TOM, YTO 06HOBNEHUA
JOCTYIHbI.

- 3arpyska NnporpaMmMHOro cpefcrea, NONMy4YeHHOro TOMbKO OT NPEANPUATUIA, UMe-
IOLLMX NpaBO Ha pacnpocTpaHeHWe NPorpamMmMHOro cpeactaa (Bo UsbexaHue ycTaHoB-
KU HEMULEH3UOHHOrO NPOrpamMMHOro cpeacTaa).

- LudpoBbie nognucu AnS NpoOBEPKM WUCTOMHUKA 3arpyxaemoro nporpammHoro
cpencrBa.

Cnam

- YnpasrneHue JOCTynoM

- dunsTpayua uHdopMaLun.
- [NoBbILEHNE O0CBEAOMNEHHOCTU NOMNb30OBaTENEN.

Kpaxa unu cny4yaniHas not

epst

- KoHdpuaeHmnansHocTb
- AyTeHTudnKauus

- YaaneHHoe ynpaeneHue akTusamu (YCTpoWcTBa OTKNOHEHUA/OrOKUPOBKHM).

- MNepuoguyeckoe besonacHoe pe3epBHOE KONMPOBAHUE.

- LleHTpanu3oBaHHbIli MEHEAXMEHT B OTHOLUEHUW OTCNEXUBaHWUSA aKkTUBOB U CO-
6nioaeHns NonUTUKK.
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14 CeTeBasa noggepxka MOOUIbHbIX NOfb30BaTenen

14.1 UcxoOHble AaHHbIe

3TOT cueHapuil AOSMKHbI paccMaTpuBaTh OpraHusauuy, paspeLuarLue CoTpyaHMKaM nepemeLuarbes
ANs NonyyYeHusa 4oCcTyna K pecypcam opraHusauuiu.

PelueHus n npeanoxeHusa B 9Toi 06nactu 4acto cocpeaoTo4eHbl HA (PYHKUMOHANbHOCTU U OPUEHTU-
pOBaHbl B NEPBYIO 04Yepeab Ha NOTPedbuTensCknii polHOK. C TOYKU 3peHust MHpopMaLnoHHON Be3onacHoCTu
npeanaraemMble YPOBHU (PYHKLMOHANLHOCTU NPUBHOCAT HOBbIE PUCKU, HANPUMEP, BNUASA HA UHCDOPMALMOH-
Hyl0 6e30MacHOCTb UMM OMpoBepras NPeanonoXeHUs OTHOCUTENbLHO Hee. Hanpumep, npeanonoxeHue o
NoAAEpKKE XOPOLUO KOHTPONUPYEMOrO U (BHELLHE) 3awmaemMoro MIHTpaHeta MOXeT ObiTb NOABEpPrHyTo
COMHEHWIO MO CYyLUECTBY, €cnu JOCTyN K MHTpaHeTy aAna MobunbHOro nonb3oBatens He obecneumBaeTcs
COOTBETCTBYIOLLUMMU MEPAMU U CPEACTBAMMU KOHTPOSA W YyNpaBreHus.

B nyHKTax HM>xe onuCbIBaOTCA Yrpo3bl 6€30NacHOCTU U JalOTCA PEKOMEHAALIMM N0 METOAAM NPOEKTU-
poBaHua 6e30nacHOCTU, a TaKkke NPUBOAATCA MEpPLI U CPEACTBA KOHTPOMSA U yNpaBneHus Anst yMeHbLUEHUS
COOTBETCTBYIOLLMX PUCKOB, KaK TOMbKO ANS BHYTPEHHEro, Tak U ANS BHYTPEHHEro U BHELUHEro Mcnonb30Ba-
HUSA.

14.2 Yrpo3bl 6e30nacHoOCTU

Yrpozamu 6€30nacHOCTU, CBA3aHHbIMU C CETEBOW NOAAEPXKKOW MOOUIbHBLIX MONb30BAaTENEN, ABMAOT-
ca:
- HECAHKLMOHUPOBAHHbIN AOCTYM:
- HenpaBUIbHOE UCMONb30BAHME TEXHUYECKON NoaAepKKM MOBUMbHBLIX MONb3oBaTENeNn CeTn aAns no-
Ny4YEeHUA HECaHKLUMOHMPOBAHHOTO AocTyna K MHTpaHeTy opraHu3aumm;
- KOMnpoMeTauus Win3oB 6e30MacHOCTU, UCMOMb3yeMbIX Ha rpaHuue cetn MHTpaHer;
- HECAHKLUMOHUPOBAHHbIAN AOCTYN K AAHHbIM, XPaHALLUMMCS] HA YCTPOMCTBax MOBUNbLHOrO Monb3oBaTte-
ns;
- CHUXKEHWUE AOCTYMHOCTU CETU CBA3N:
- npobnembl AOCTYMHOCTM, BO3HUKAIOLUE, KOTAa MOSNb30BaTENIbCKUE OXUAAHUSI OTHOCUTENLHO ceTe-
BOI MoAAep>KU He MOTyT ObiTb BbINOJIHEHbI, HANPUMEP, KOrAa 3TO 3aBMCUT OT AOCTYMHOCTM NMpoBanaepoB
ycnyr VIHTepHer.
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14.3 MeToab! NpoeKkTUpoBaHUA 6€30MacCHOCTH U Mepbl U CpeaCcTBa KOHTPONA U ynpaBreHus

MeToabl NPOEKTMPOBaHNS MHOPMALIMOHHO 6e30NacHOCTU U MEpbl U CPEACTBA KOHTPOSS U ynpasne-
HUSA, OTHOCALLMECS K CETEBOW NOAAEPKKE MOBUNbHLIX NoNb3oBaTenen, npuseaeHsl B Tabnuue 10.

Ta6nuya 10— Mepbl U CpeAcTBa KOHTPOISA W YNpaBleHUs ceTeBo NogaepXKU MOBUNBHBIX Nonb3oBaTenei

MpuMeHseMble cBolicTBa 6e3-
onacHoCTW ANa naeHTUULN- Pearnmnayemble npoekTbl ¥ METOABI
poBaHHbIX Yrpo3

HecaHKUWOHMPOBaHHLIN JOCTyN

- YnpaBreHne JoCTyrnom - YcoBepLUEHCTBOBaHHEIE METOAbLI ayTeHTUdMKALMK (aYTEHTUDUKALUMUA Ha OCHOBE
- AyTeHTnukaLus CepTUGUKaTOB, [BYX(PaKTOPHOW ayTeHTUdUKaLUMU WU ayTeHTUdUKaLMU Bbl30B-
- BeaonacHocTb cBA3M OTBET).

- KoHdbumaeHunanbHocTb - CneunanuampoBaHHble yernyru ans MobunbHbIX Nofb3oBaTeriel, OCHOBaHHbIE Ha

npoTokonax TLS/SSLv3 sawyiyeHHbIX BeG-nHTepdeiicos.

- McnonbsoBaHue MeToaoB 6e3onacHbIX BUPTyasrbHbIX YaCTHbIX CeTell B COMeTaH1u
C COOTBETCTBYIOLUMMU LUMIO3aMU Be30MacHOCTU Ha KITUEHTCKMX cucTemax (Hanpumep,
nepcoHasbHble BpaHamayapbl):

- peanusauun ypoBHen 2/3, Hanpumep, IPSec;

- YPOBHA npunoxeHuini VPN, HanpumMep, ocHoBaHHoro Ha TLS.

- LUndppoBaHune xpaHUMBIX AaHHbIX NONb3oBaTens.

CHuxXeHne OOCTYNHOCTU CETU CBA3U

- PocTynHoCTb - MpuBneyeHue 06LLEN3BECTHLIX NPOBaKLepOB YCIYr U UCMONL3OBAHWE CorTlalle-
HUs 06 ypoBHe YCNyr AnA HaAeXHOCTU U NPOU3BOAUTENBHOCTM.

15 Ycnyrun aytcopcuHra

15.1 UcxoaHble gaHHbIe

STOT cueHapui 4OIMKHbI paccMaTpuBaTth OpraHu3auumn, UCNonb3yLme yCnyru ayTCopcuMHra.

OpraHusaumy UCnonb3yT YCNyrn ayTCOPCUHIa, NOCKOSIbKY OHM pacCMaTpUBAIOTCA B KAYECTBE XKM3He-
cnocobHol cTpaTterun GuaHeca, HO 3TO BHOCUT OPraHUM3aLMOHHBLIE U ONEPATUBHLIE CIOXHOCTU, 0COBEHHO
Ans obecneyeHus kavecTea U 6€30NacHOCTM YCyr ayTCOPCUHTa.

Takoe pacwmpeHue cdep AEWCTBUS NPeanpUATUS Hacneayer AONONHUTENbHbIE PUCKU B CBA3U C 3a-
BMCUMOCTBLIO OT NOCTaBLUMKA ycnyr. Hanpumep, nocTaBLmkam Ui npoaasLaM ycnyr MoxeT notpeboBarbcs
NPAMON AOCTYN K akTUBAM BHYTPU OpraHusaummn Ans noaaepmxkku u (Mnu) UCXoas U3 ynpaBneHus UHUMAEH-
Tamu, TEM CamMbIM NOABEPras KpUTM4eckue akTuBbl puckam GesonacHoCcTW. Hapsgy ¢ TeM, 4TO ANs MHOFMX
BCNOMOraTefbHbIX yenyr TpeGyloTCA NOCTOSIHHbLIE NpaBa AoCTyna k noaaepXXuBaemMoit UHpacTpykType, ans
APYrux, BO3MOXHO, HE0BX04MM MULLIL BPeMEHHbIH 4OCTYN. YacTo ycnyru noaaepXku Hy>XaatTcsl B BbICOKO-
NPUBMINETMPOBAHHLIX NpaBax f4OCTyNa AN BbINONHEHUS CBOMX 3a4au.

He3aBncuMO OT TMNa CLEHapWA ayTCOpCUHra paccMoTpeHne 6e30nacHOCTM U Haa3opa ABNAITCSA 00s-
3aTenbHbIMW ANA BCEX TaKWX JOTOBOPHbLIX OTHOLUEHWIA. ObLiee npeacTaBneHne 0 COOTBETCTBYIOLLMX Yrpo-
3ax u npobnemMax NpuMBEAEHO B HacTosieM AOKymeHTe. Bonee noapobHule cBegeHuss 06 oBecneyeHun
6e30nacHOCTH YCnyr ayTCOPCHUHra MoxHo Haintu B UICO/M3K 27036.

B nyHKTax HMxe onucbIBalOTCA Yrpo3bl 6€30MacHOCTU U Jal0TCA pekoOMeHAauun No MeToaam npoeKTU-
poBaHnsa 6€30NacHOCTU, a TaKKe NPUBOAATCA MEPLI U CPEACTBA KOHTPOMS U YyNpaBneHUs ANsi yMEHbLLUEHUS
COOTBETCTBYIOLLIMX PUCKOB, K&K TONbKO AN BHYTPEHHEro, Tak U ANs BHYTPEHHETO U BHELLHErO UCMNOMNb30Ba-
HUA.
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15.2 Yrpo3bl 6e30nacHOCTH

Yrposzamu 6€30nacHOCTH, CBA3AHHBIMU C YCIyraMu ayTCOPCUHIa, ABMSAIOTCS:

- HECaHKLUMOHMPOBAHHbLIN A0CTYN K APYFrUM BHYTPEHHUM cuCTEMaM (Koraa nocTasLUuMK MonydyaeTt ao-
CTYN K BHYTPEHHUM CMCTEMAM A5 YAASIEHHON NOAAEPKKN N TEXHUYECKOTO 0DCMy>XMBaHUSA):

- 3noynotpebnexnne yaaneHHbIM1M nopTaMm 06Cny>KuBaHus,

- 3noynotpebneHne npasamu agMUHUCTPATOpa;

- HECAHKLUWOHUPOBAHHOE PaCKpPbITUE NOCTABLUMKOM YCIyr KOH(PUAEHUMUANbHbIX aHHbIX:

- npeHebpexeHne npaBamMm UHTENNEKTYanbHON COOCTBEHHOCTH,

- OTCYTCTBUE pa3geneHns MHOTOKOMNOHEHTHbIX CPEeJ, KMMEHTOB,

- OTCYTCTBME NyYLLUMX NPAKTUK NO o6ecneyeHmnio MHOPMALMOHHON 6e30MacHOCTH (Hanpumep, LWUPOKO
pacnpoCTpaHeHO COBMECTHOE UCNONb30BAHNE Napornen),

- HenpasubHOe obpaLleHne ¢ HocuTenAaMu nHdopMaLmm,

- UCMOSIb30BaHWe Hebe3onacHbIX METOAOB Nepeaayvn nigopmauum;

- BHeIpeHUe BpeaOHOCHbIX NporpaMm (B cpeay pa3paboTku NporpamMMHOro Cpeacrea):

- HepocTaToyHas 6e3onacHOCTL Npu pa3paboTke NPOrpaMMHONO CpeacTBa U Npoueayp Bbinycka npo-
rpaMMHOrO CpeacTBa,

- Hebe3onacHas nepegada (pannos U AaHHbIX,

- Hebe3onacHble NPaKTUKU COBMECTHOTO UCMONb30BAHUS PEXUMA OHNAIH;

- OTBETCTBEHHOCTb 3@ HecobnioaeHne 3aKOHOAATENLCTBA:

- OTCYTCTBUE MOHMMAHMUSI HOPM W 3aKOHOB KOHKPETHOW CTPaHbl 00 OTBETCTBEHHOCTU, €CNU NOCTaBLUMK
YCNyr HaXOAUTCSA B APYroW CTpaHe,

- He4OCTaTO4HbIE NPaBOBble TPEOGOBaHMA K KOH(MAEHUMANBHOCTHU U 3alMTe AAHHBIX, IPUMEHSEMbIE B
CTpaHe, rae HaxoAUTCS MOCTaBLUMK; 9TO MOXET OKa3aTb CyLLEeCTBEHHOE HebnaronpusaTHoe BO34eNCTBUE Ha
KOH(MAEHLMANBHOCTL AaHHBIX M 3aLumMTy TpeboBaHui, NpeabABNAeMbIX K NOKynaTento.
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15.3 MeToAbl NPOEKTUPOBaHMA 6€30NacCHOCTM U MePbl U CPeACTBA KOHTPONSA U ynpaBseHus

MeToabl npoekTupoBaH

U MHOPMALIMOHHOI GEe30NacHOCTU U Mepbl U CPEACTBA KOHTPONSA W yrnpasre-

HUSA, OTHOCALLMECS K yCnyram ayTCopCuHra, npuseaeHsl B Tabnuue 11.

Ta6nuya 11— Mepbl U cpesCTBa KOHTPOMA W yNpaBneHus 6e30NacHoCTH ANs YCryr ayTCoOpCuHra

MpumMeHsAeMble CBOWCTBa 6e3-
0MacHOCTW ANA MAEHTUDULK-
poBaHHbIX yrpos

PeanuayemMble NpoekTbl 1 MeTOoAbI (peanu3aLymio MOXeT B3ATb Ha ce6Gs ayTCOpCHUHIoBas opraHu-
3aUMa UK BHeLLHee NpeAnpuUsTUE B 3aBUCUMOCTH
OT yTBEPXAEHHOTO 3a4aHUsA)

HecaHKLMOHUPOBaHHLIIA 4

OCTYN K BHYTP€HHUM CUCTEMaM

- YnpaBreHune JoCTynoM
- AyTeHTudunkauua
- HeoTkasyemocTb

- CTporoe HasHa4yeHWe NepcoHasnbHBIX ASHTUdUKaTOPOB Nnosib3oBaTens.

- Ctporasi ayTeHTUdMKaums (Hanpumep, AByxdakTtopHas ayTeHTudUkauus) Ans
perncTpauuu Bxofia cynepnosnbs3osarens/agMuHucTpartopa.

- MeCTHBIi KOHCOMNbHLIA NOPT UNY pabounil NOpT, 3aLUMLLEHHBIA MLEHTUDUKATOPOM
¥ nNaponem nonb3oBaTens (B criy4ae, €cnu NocTaBLMKOM YCNyr 3anpeLleH yaaneHHbli
Joctyn).

- Bceobbemniowaa peructpalus OeWCTBUA, CBS3AHHLIX C JOCTYNOM, U aHanus
XYpHanoB perncrpaumm.

HecaHKLMOHMPOBaHHOE pacKpbITUe KOHDULeHUMANbHLIX AaHHbIX

- KoHhuaeHymansHocTb

- Jlyyllime npaKTUKK, KacalolMecs 3aliyuThl faHHbIX KIMeHTa LUNGpOBaHUEM.

- OCBEAOMIIEHHOCTL U 06y4eHne 6e30MacHoCTy.

- CpeacTBa U npoLesypsl MOHUTOPUHIa U ayaunTa.

- JorosopHas nonuT1ka 6e30nacHoCTH W AUPEKTMBEI B OTHOLLEHWUM NpoLieayp.

BHeapeHWe BpedOHOCHbLIX

nporpamMm

- LenocTtHocTb

- BesonacHble NpuemMsl NMporpaMMupoBaHust.

- MpoLiecckl MeHeAXMEHTa U3MEHEHWIA.

- OfecneveHne yBepeHHOCTU B TOM, YTO aHTMBUPYCHbIE OGHOBMNEHUA yCTaHaBMn-
BalOTCA aBTOMaTU4YECKW, UMK nornb3oBaTenu npeaynpeXxaeHbl 0 TOM, 4YTO o6HoBneHuns

AOCTYMNHbI.

OTBETCTBEHHOCTb 3a HecobnioageHue sakoHogaTeNbCTBa

- KoHdmaeHymansHocTb
- Henpo3spa4HocTb

- OcBeJOMNEHHOCTb 0 MECTHOM 3aKoHOAaTerNbCTBE.
- Micnonb3oBaHWe COBMECTUMOrO NPOrpaMMHOro CpeAcTBa ANA WNUPPOBaHUS.
- MexaHu3Mbl Henpo3payHocTu (IPSec VPN).
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MpunoxeHune A
(cnpaBouHoeE)

Mpumep noNUTUKM NCNONbL3OBaHUA 06 bEOUHEHHON CETU

A.1 O6wumin ob3op

HamepeHnus InfoSec” B OTHOLLEHNM nyénukauun «MonuTUKN NpMemMnemMoro UCnonL3oBaHUsa» — He HanaraTb orpa-
HUYEHWUI, KOTOPLIE SBMAKTCS HECOOTBETCTBYILMMM ANs <HaumeHoBaHWe komnaHUM>2 ¢ yCTOMYMBOI KynbTYpOil OT-
KPbITOCTH, foBepus U LenocTHocTu. InfoSec BbinonHsaeT obs3aTenbcTBa NO 3aliMTe COTPYAHMUKOB, NapTHepoB <Haume-
HOBaHWe KOMMaHWn> 1 camMOi KOMMaHWN OT He3aKOHHbIX UNU BpeAHbIX 4eNCTBUA OTAENbHbBIX MWL, BbINOMHAEMbIX OCO-
3HaHHO UMW HEOCO3HaHHO.

CesizaHHble ¢ VHTepHeT/MHTpaHeT/OKCTpaHeT CUCTeMbl, BKIHOYaloLMe KOMMbOTepHoe obopyfoBaHue, npo-
rpaMmHoe obecneyeHune, onepaLyoHHbIe CUCTEMBI, XpPaHsLLyloca HdopMaLio, ceTeBble pecypchl, obecnednBatoLme
SMEKTPOHHYIO MOYTY, NPOCMOTpP cTpaHul MHTepHeT n FTP, Ho He orpaHW4uBaloLMecs STUM, SBNSAIOTCA [OCTOSHUEM
<HanmeHoBaHWe KOMNaHUn>. 3TN CUCTEMbI JOMKHBI ObITh UCNONBL30BaHLI 419 KOMMEPYECKUX Lienei, [JOMKHbI CNyXnUTb
MHTepecaM KOMMaHUW, KITMEHTOB M 3aKas4uKoB B npouecce obbl4HOW paboThl. Ans nonydeHua 6onee noapo6HOA WMH-
dopmaLuu, noxanyncra, paccMoTpuTe «KagpoBble NOUTUKNY.

OddpekTnBHas Ge3onacHOCTb ABMNSETCA Pe3yrnbTaToOM COBMECTHBIX YCUIMIA MPW y4acTUM U NOAAEPXKKE KaK[oro
coTpyfHuka <HanmmeHoBaHWe KoMMaHUW> 1 unuanos, UMetoLero geno ¢ UHgopmaymein u (unNu) UHPOPMaLMOHHLIMU
cuctemamn. B 0683aHHOCTb KaxA0Oro nonb3oBaTens KOMMbIOTEPa BXOAUT 3HaHWE 3TUX PeKOMEHAAaLMiA, U ocyllecTBre-
HWe CcBOEN AeATeNbHOCTU B COOTBETCTBIM C HUMM.

A.2 Llenb

Llenb NonuTUKN 3aKmoYaeTesl B onpeaerieHn NpuemnemMoro UCronb3oBaHUA KOMMBIOTEPHOR TeXHUKM B <Haume-
HOBaHWe KOMMaHWUW>. 3TOT nepedeHb NpaBuUn BbiNyckaeTcsl, YTOObl 3alMTUTL paboTHUKa U <HaMMeHoBaHWe Komna-
HUM>. HeleneBoe UCMONb30BaHNe KOMMLIOTEPHON TEXHUKM noaBepraeT <HaumeHoBaHMe KOMMaHWKU> pUCKaMm, BKITloYa-
FOLLIMM PUCKM BUPYCHBIX @TaK, PUCKUA KOMMPOMETaLMU CETEBLIX CUCTEM W YCIYT, U PUCKM KOpUANYECKUX Npobriem.

A.3 Obnactb NnpuMeHeHus

HacToslaa nonuMTuka pacnpocTpaHAeTca Ha COTPYAHUKOB, NOAPSAYNKOB, KOHCYNbTAHTOB, BPEMEHHBIX U APYruX
paboTHUKOB <HaumeHOBaHMe KOMMaHWMKU>, B TOM YUCNE Ha NepcoHan, CBA3aHHbIA C TPETLUMU CTOPOHaMKU. JTa MonuTH-
Ka pacnpocTpaHsieTcsl Ha Bce 060pyf0BaHue, KOTOpoe HaxoauTcs B COGCTBEHHOCTU UNW apeHayeTcst <HaumeHoBaHue
KOMMaHun>,

A.4 MNonutuka

A.4.1 O6ee ucnonb3oBaHue U COOGCTBEHHOCTb

1) XoTa agMUHUCTpauust ceTu <HammeHoBaHWe KOMNaHWU> xenaeT oGecneynTb NPUEMNEMBIA YPOBEHb HEMpPO-
3padHOCTH, NONb30oBaTENMU AOMKHLI ObITE OCBEJOMNEHbI O TOM, YTO AlaHHbIE, KOTOPbLIE OHU CO3AaloT Ha KOPropaTUBHLIX
cuctemax, sBnATCA cOOCTBEHHOCTHIO <HaumeHoBaHWe KoMnaHUW>. B cBA3U ¢ HeOGXOAUMOCTLIO 3alUThl CeTh
<HaumeHoBaHMe KOMMaAHUU> MEHEMXXMEHT HEe MOXET rapaHTUpoBaTh KOHUAEHUUANBLHOCTN UHOPpMaLK, XpaHsaLenca
Ha nobbIX ceTeBbIX YCTPOUCTBAX, NpMHagnexalymx <HauMeHosaHue koMnaHum>.

2) COTpYAHUKN HECYT OTBETCTBEHHOCTL 3@ OCYLLECTBREHWE NPABUNBHOTO PELLEHUS], KacaloLerocs 060CHOBaHHO-
CTU NepcoHarnbLHOro ucnonb3oBaHus. OTaenbHblE NogpasgeneHnsa HecyT OTBETCTBEHHOCTb 3a co3flaHne pekomeHaaLmia,
KacaroLUxcsl NeEpPCOHaNbLHOrO UCMONb3oBaHUA cucteM UHTepHeT/MHTpaHeT/3keTpaHeT. Mpu oTCyTCTBUM NONUTUK, CO-
TPYAHUKU JOIMKHBI PYKOBOZCTBOBaTLCS BEOMCTBEHHLIMUA MONMUTUKAMU B SIMYHBIX LIENSIX, U €CINK BO3HWKAIOT Kakune-nnbo
HeonpefeneHHOCTH, COTPYAHUKMN [LOSDKHBI MPOKOHCYNBTUPOBATLCA CO CBOUM PYKOBOAMUTENEM UMK MEHEKEePOM.

3) InfoSec pekomeHgyeT, uToOLl Ntobasi MHpOpPMaLMs, KOTOPYIO NOSb30BaTENM CYATAIOT YYBCTBUTENLHOW Mnn
ys3BMMOIiA, 6bina 3awmdpoBaHa. [nsi nonyvyeHusi pyKoBOASLLMX yKasaHUi, Kacalolmxcs Knaccudukaumm nHgopmaumu,
cM. «[MonuTUKy YyBCTBUTENBHON MHGOpMauuu», paspaboTaHHyto InfoSec. [ns nonyyeHns pykoBOAALMUX YKazaHWii no
LUIMOPOBAHUIO SMEKTPOHHOM MOYTHI U JOKYMEHTOB obpatuTech K «MHUUWaTMBE OCBEAOMIMEHHOCTU», paspaboTaHHOM
InfoSec.

4) B yensx 6e30nacHOCTU M TEXHUYECKOro 0BCMyXMBaHUA CeTel, YNoNHOMOYEHHbIE Nuua B npeaenax <Haume-
HOBaHWe KOMMaHUM> MOTryT KOHTpONUpoBaTb obopyfoBaHUe, CUCTeMbl U ceTeBo Tpaduk B noboe BpeMsa CornacHo
«MonuTtuke ayautar», paspabotaHHoit InfoSec.

5) <HanmeHoBaHWe KOMMaHUKU> coxpaHseT 3a coGoil NpaBo Ha NpoBefieHue ayauTa ceTeln N CUCTEM Ha perynsp-
Hoii ocHoBe B Liensax obecneyveHun cobniofjeHns STO NONUTUKN.

" Cnyx6a nHdopmMaLuoHHoi BezonacHocTy.
2 3peck NOMXHO yKa3biBaTLCA HaMMEHOBaHWE KOHKPETHOM KOMNaHUM, K KOTOPOiA MpUMeHUMa paccMmaTpuBaeMas
nonuTuka.
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A.4.2 BesonacHocTb U cnyxebHaa uHgpopmauus

1) WHTepdpeiic nonb3oBaTens pANA MHOpMauuW, cojepxalleics B cuUCTeMax, CBSA3aHHblX C MHTep-
HeT/MHTpaHeT/SKecTpaHeT, KoTopas AoMKHa ObiTh KnaccuduumpoBaHa B kadecTBe KOHPUAEHUMANEHON UK He KOHMK-
[eHUManbHOR, Kak onpeaeneHo B peKoMeHAaLUWsax no KopnopaTuBHOW KOHUAEHUanbHocTH, 6oree nofpobHble cBe-
[leHUs1 0 KOTOPOIA MOXHO HanTK B «KafpoBoii nonuTuke». MpuMepsl KOHMDUAEHLUANBHON HOpMaLMK BKIKYAIOT, HO He
OrpaHU4MBaIOTCA: CeKPeThl KOMMaHWU, KOpNopaTUBHbLIE CTpaTeruy, YyBCTBUTENbHYIO MHPOPMaLMIO O KOHKYpeHTax, Top-
roBble CeKpeThl, creuudurkaLumn, CrMckM KMMEHTOB U JaHHble uccnefoBaHuii. COTpyAHWKA OMKHbI NPUHATL BCe Heob-
XOAUMLIe Mepbl ANA NpeaoTBpalleHna HecaHKLMOHUPOBaHHOro A0CTyMNa K 3Tol MHgopMaLmu.

2) XpaHuTb naponu B CeKpeTe W He pasfensTb yYeTHble 3anMc. ABTOpU3OBaHHbIE MOMb3oBaTeENW HeCyT OTBET-
CTBEHHOCTb 38 COXPaHHOCTb CBOMX Maposied U y4eTHelx 3anucei. Maponu CUCTEMHOro YPOBHS AOSKHBI M3MEHATLCA
exXeKBapTankHO, Napornn ypoBHS Nonb3oBaTens crneayeT U3MEHATb Kaxable LIeCTb MecsLeB.

3) Bece nepcoHarbHble KOMMbOTEpPLI, HOYTOYKM M pabodne cTaHUMK AOMKHEI BbiTe 06ecneveHbl 3alWULWEHHON Na-
ponem 3acTaBKoW ¢ aBTOMaTU4eCKON aKkTuBaLuel, yCTaHOBMNEHHON Ha 10 MUHYT UMK MeHbLUE, UK OTKNIOYEHUEM peru-
cTpauun (komBuHauus knaeuw «control-alt-delete» ans nonssoBaTeneit Win2K1)), Korga xocT bypaer HeobcrnyxuBae-
MbIM.

4) Vcnonb3oBaHue WWgpPOBaHUA UHGMOPMaLMKN B COOTBETCTBUU C «[TOMMUTMKOA NpUeMNeMoro UCnosnb3oBaHUSA
LundppoBaHusa», paspaboTtaHHoii InfoSec.

5) Mockonbky MHMOPMaLKs, cojepXallanca Ha NopTaTUBHBIX KOMMNbOTepax 0Co6eHHO ysA3BUMA, el AOMKHO BbiTb
yaeneHo ocoboe BHMMaHWe. 3alwuTa HoyTOyka OCYLLECTBNSAETCA B COOTBETCTBUU C «MHdopmaLumeit no GesonacHocTm
AN HoyTByKay.

8) MouToBbIE COOBLLEHNA COTPYAHUKOB U3 afpeca aMEKTPOHHOR NouThl <HanMeHoBaHWe KOMNaHUW> ANA CETEBLIX
TenekoHMepeHLMiA JoKHbI cofepaTb OroBOPKY O TOM, YTO BbIPaXEHO CTPOro WHAMBUAYanbHOE MHEHWE, U OHO He
obsa3aTencHO coBnagaeT ¢ nosnumen <HanMeHoBaHWe KOMMaHUU>, KPOME MOYTOBLIX COOOLLEHWIA, y4acTBYIOWMX B NPO-
Lecce 6usHeca.

7) Bce XocThl, Ucnonb3yeMble crnyxXaluMm Ansa noakmodeHnsa Kk MHTepHeT/MHTpaHeT/OkcTpaHeT <HanuMeHoBaHue
KOMMaHUW> W NpuHagnexawine coTpyaHUKY MM <HaumeHoBaHWe KOMNaHWW>, AOMKHblI HEMPEPLIBHO CKaHUPOBaTLCA
aHTUBUPYCHON NporpaMMoil ¢ AeicTBYoLLe (aKkTyansHoii) 6a3ol JaHHBIX BUPYCOB, €CNU He nepeonpeaeneHsl Be4oM-
CTBEHHbIE UMW FPYNMOBbLIE NOMUTUKK.

8) CoTpyaHMKM AOMKHBI cobrniofaTb OCTOPOXHOCTL NPU OTKPLITUM BIOXEHWUIA SNEKTPOHHOR NOYTLI, NONYHYEHHBIX OT
HEW3BEeCTHbIX OTNpaBUTENei, KoTopble MOryT cofepxaTb BUPYChl, 60MObI 3NEKTPOHHOW NOYTHI, UNKN KoA TPOSHCKOro
KOHS.

A.4.3 HeponycTtumoe ucnonb3soBaHue

MepeyncneHHble HUXe BUABI AEATENbHOCTU CTPOro 3anpelyeHsl. Cnyxalime mMoryT 6biTb OCBOBOXAEHEI OT 3TUX
orpaHuyeHWii B XoAe BHIMOSIHEHNS CBOUX 3aKOHHBIX 06A3aHHOCTel (Hanpumep, cUCTeMaM yrnpaBreHWUsl NepcoHanoM
MOXeT noTpeboBaThbCH OTKIIOYEHMe CEeTEBOro JOCTYNa K XOCTY, ECNK STOT XOCT HapyLUaeT NPOW3BOACTBO YCIyr).

Hu npu kakux obcToATenecTBax COTPYAHUKY <HanMeHOBaHWE KOMMaHUU> He paspellaeTcs BhIMOMHEHWE KaKoit-
nnbo [eATenbHOCTU, ABNAILLEACA HEe3aKOHHOW B COOTBETCTBUMU C MECTHBIM, rOCYAapCTBEHHLIM, dhefepanbHbIM UMK
MeXAyHapOoAHBIM MPaBOM, MoKa UCTOSb3YHOTCA PECYpChl, NpUHagnexawme <HammeHoBaHMe KOMMaHUK>.

MepeyHn HMXe, He ABNAKTCA UcHepnbiBaloWWMK, a NbiTatoTes obecnednTb 6asy AnA AeATenbHOCTEW, KOTopble
nonajaroT B KaTeropuio HefonycTUMOro UCrosb3oBaHUs.

A.4.3.1 CuctemMHas u ceteBasl JefATeNbHOCTb

Cnepytowne MeponpuaTus, 6e3 UCKIOMEeHUA, SBMNAIOTCA CTPOro 3arnpeLleHHbIMU:

1) HapylleHns npas No6oro nNuUa Unu KOMNaHWW, 3alyyLleHHbIX aBTOPCKUMU NpaBamu, KOMMepYeCKoi TalHoW,
NaTeHTOM WNU MHOW WHTeNneKkTyanbHOW COBCTBEHHOCTLIO, @ TakKe HapyleHUs aHanorMyHbiX 3aKOHOB WNK MpaBun,
BKIIOYaASA, HO HE OrpaHN4MBasACH, YCTAHOBKW UMW PacnpoCTPaHEeHWUa «NUPaTCKUX» UMW ApYrux nNporpammHbIX NPogyKToB,
KOTOpble He SABMSAIOTCSA COOTBETCTBYIOLWMM 06pa3om NULEH3UPOBaHHBIMU 4R UCMONb30BaHUs <HaumeHoBaHWe KOMMa-
HUK>;

2) cTporo 3anpeLleHO HeCaHKLMOHWPOBAHHOe KOMMpOBaHWE MaTepuarioB, 3alUMLLEHHBIX aBTOPCKUM MpaBoM,
BKIOYasi, HO He orpaHnYMBasiCh, OLMAPPOBKY U pacnpocTpaHeHne doTorpacuil U3 XypHanoB, KHUM UNKU gpYyrux UCTOYHK-
KOB, 3alLVLLEeHHbIX aBTOPCKAM MpaBoM, 3alLyLLEHHOW aBTOPCKUM NpaBOM MYy3blKW, @ Takke ycTaHoBka fto6oro npo-
rpaMMHOro cpefcTBa 3allMLLeHHOro aBTOPCKUM NpaBoM, Ha KOTopoe <HauMmeHOBaHWe KOMNaHWU> U KOHeYHbIA nonb-
30BaTerNb He UMEET aKTUBHOW NIMLIEH3NM;

3) Hes3aKoHHbIM SIBMSIETCA SKCMOPT MporpaMMmHoro obecneveHus, TeXHUYecKkoW WHdopmaLyu, NPorpamMmMHoro
obecneyveHnss UM TEXHONOMMU LUMPOBAHUA B HapyLUeHne MeXAyHapoAHbIX UMK PerMoHanbHbIX 3aKOHOB O KOHTpose
Haj akcrnopToM. COOTBETCTBYIOLLMM MPEeACTaBUTENAM MEHeAXMeHTa crneayeT NMpOKOHCYNLTUPOBAaTLCS Nepes SKenop-
TOM Kakoro-nubo paccMaTpuBaeMoro mMatepuana;

4) BHepeHWe BPeAOHOCHLIX NPOrpamMM B CETb UKW Ha cepBep (Hamnpumep, BUPYCOB, «4epBei», « TPOAHCKUX KO-
Hell», «6oMbB» 3NeKTPOHHON NoYThl, U T. A.);

5) packpbelTue cBoero napons y4eTHoW 3anucu pyriMm nuuam unu paspeLleHne UCronb3oBaTh CBOK YYETHYH 3a-
nuck Apyrumun. 3TO KacaeTecs YIeHOB CEMbM U LPYrMX pOACTBEHHUKOB, Koraa paboTa BeAeTcsl Ha JoMY;,

Y Win2K — OnepaLuoHHas cuctema MS Windows 2000.
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6) ucnonb3oBaHne BLIYMCIUTENBHBLIX aKTMBOB <HanMeHOBaHUe KOMNaHUW> AN aKTMBHOIO yvacTusl B npuobperte-
HWM UNU Nepeflade mMaTepmara, KOTOpbIA HapyLUaeT 3aKoHbl O CeKcyarlbHbIX JoMoraTenbcrBax Unu o BpaxaebHom oT-
HOLLEHUN Ha paboyeM MecTe, HaxoAsLMecs B MECTHON OPUCAUKLIMK Nonb3oBaTeneil;

7) ocdopMneHne MOLUEHHUYECKMX MPEATIOKEHUA TOBapOB, NPeAMETOB UMW YCNYr, UCXOASALMUX W3 KaKoi-nmbo
yyeTHol 3anucu <HanmeHoBaHue KoMnaHumu>;

8) odopmnieHune 3asBNEHNUs 0 rapaHTUK, NPSAMOI UM KOCBEHHOW, €CINIK 3TO He ABMSAETCS YacTbio 06bIYHBIX pabo-
ymnx obasaHHOCTEH;

9) ocylljecTBneHne HapyLUueHuii 6e3onacHOCT UNKu c60eB B ceTEBOI KOMMYHUKaLun. Hapyliennsa 6esonacHocTh
BKJTHOYAIOT, HO HE OrpaHW4MBaloTCS, AOCTYN K AAHHLIM CMyXallero, KOTOphIiA He ABNSETCA npeAnonaraeMblM nonyJare-
neM, peructpauuio Ha cepepe UKW YYETHYIO 3anuch, IBHO HE pa3peLleHHyIo AN JOocTyna COTPYAHWKa, ecnn aTn obs-
3aHHOCTU He BXOAST B paMKkn 0bblMHbIX 06s3aHHOCTEl. [ANA Leneii HacTosero pasjena TePMUH «HapyLLEHUe» BKITO-
UaeT, HO He OrpaHMuMBaeTCs], CHUDUHT CeTH, NepenornHeHne NakeTaMn «3anpoc OTKMMKa», MaKeTHbIA crydduHr?,
oTKa3 B 06Cny)XuBaHuu, 1 NoXxHas MapLupyTHas UHOpMaLnsa B 3NoHaMepeHHbIX Liensx;

10) ckaHMpOBaHWe MOPTOB UMW CKaHUMpoBaHWe Be30MacHOCTM KaTeropuyeckn sanpelyaeTcs 6e3 npepBapuTenb-
Horo yBegoMrneHus InfoSec ;

11) BbINOMHeHMe NOBbbLIX POpM CETEeBOro MOHUTOPUHIA, KOTOPLIA ByAeT nepexsaThiBaTh faHHble, He NpegHasHa-
YeHHble AN1A XocTa cryXallero, ecrm ata JesTenbHOCTb He ABNSAeTCA YacTbio 0OblMHOW paboTbl coTpyAHMKa/ero gon-
rom;

12) obxop ayTeHTMdMUKaLMM Nonb3oBaTenei Unm 3awuTel Noboro xocTa, CETU UMK YYETHOW 3anucy,

13) BMellaTenbLCTBO B UMK OTKa3 B ycnyre nNoboMy nonb3osaTernto, 3a UCKIoYeHneM BMeLLaTenbcTea B paboTy
XOCTa crnyxaltlero (HanpuMep, ataka «oTkas B 06crnyxuBaHumn»);

14) wcnone3oBaHue no6oi NporpaMMbl/cKpunTa/koMaHfbl UK oTnpaska coobLleHus nboro poga, ¢ HamMepeHu-
eM nomeluaTb UK OTKINIOYMTL TEPMUHASIBHBIA CeaHC Nosib3oBaTens, ¢ NOMOLLBIO N0BLIX CPEACTB, NIOKaNbHO UNK Yepes
WHTepHeT/MHTpaHeT/OKcTpaHeT;

15) npepocTaBneHne uHgopMaLMu 0 COTPYAHNKAX UMK CNIUCKOB COTPYAHMKOB <HauMeHoBaHWe KoMnaHuW> CTo-
poHaMm 3a npegenamun <HanMeHoBaHWe KOMNaHUU>.

A.4.3.2 deaTenbHOCTb, cBA3aHHasA C KOMMYHUKaLMUEN U SNEKTPOHHOW NOYTOM

1) OtnpaBka He3aTpeboBaHHLIX COOOLUEHWIA SNEKTPOHHOW MOYTHI, BKIOYAsh OTNPaBKY «HEHYXHbIX COOOLEHU»
Wnn Apyrux MatepuarnoB pekilaMHOro xapakrepa fvuaM, KoTopble creuuanbHO He 3anpaluMBaloT Takue maTepuansl
(cnam aneKTPOHHON MOYTHI).

2) IMobas cdopma npecriefoBaHUs Mo 3MEeKTPOHHON MoyTe, TernedoHy Unn NerlAXUHroBol cBsasn, 6yab To A3bIK,
YacToTa Unn pasmep CooBLLEHWIA.

3) HecaHkuynoHUpoBaHHOE Ucnonb3oBaHne UnNu danbcudurKkauma AaHHbIX, COAEpXaLLUXca B 3aronoBke cooble-
HWUN BNEeKTPOHHOW NoYTHI.

4) HaBsAsbiBaHWe ycnyr no 3neKTPOHHOW NouTe Ansa Nobbix agpecoB SNEKTPOHHOW NOYTHI, OTNIUYAIOLMXCS OT TEX,
YTO 3aperncTpupoBaHbl B YHETHOW 3annucy OTNpaBUTENA, C HaMepeHWeM HagoeaaTb UNKU AnsA cbopa OoTBETHBIX coobLe-
HWA.

5) CozpaHve nnu nepeckinka «NUCeM cHacTbay, «cxeM MoHUU» UNK UHBIX CXeM «Nupamug» nioboro Tuna.

6) Vcnonb3oBaHue HaBA3bIBaeMbIX MOYTOW, UCXOAAWER U3 ceTell <HauMmeHOBaHME KOMMaHUW> OT ApPYrux no-
CTaBLUMKOB yenyr MHTepHET/MHTpaHET/SKCTpaHET OT €€ UMEHU UK B PeKNaMHbIX Lensax, niobbiX yCnyr, BbIMOMHAEMbIX
XOCTOM <HauMmeHoBaHue KOMMNaHUU> UM NOAKNIOYEHHBLIM Yepes ceTb <HanmeHoBaHNe KomMnaHum>.

7) Pacceblfka Mo noyte 0AUHaKOBbLIX MW aHANOrUYHBIX COOBLLEHWIA, He CBA3AHHBLIX C BU3HECOM, MHOTOYUCIIEHHLIM
TeMaTUYEeCKUM TernekoHdepeHUUAM, NPOBOAUMBIM B NOMNb30BATENLCKUX CETAX (CNaM TenekoHdepeHLMiA).

A.4.4 BeneHue 6noros

1) BefieHne GnoroB coTpyaHWKaMK, Kak NP MCNONb3OBaHUN UMYLLECTBA U cUcTeM <HammeHoBaHME KOMNaHWUU>,
TaK U NepcoHanbHbIX KOMMNBIOTEPOB, HAXOAUTCA TakkKe B COOTBETCTBUM C YCNOBUAMMN U OrPaHUYEHUSMU, U3NIOXKEHHBIMUY B
3TON nonuTuke. OrpaHUYEHHOe U HeperynapHoe ucnonb3oBaHWe cucteM <HauMeHoBaHMe KOMMaHUM> ANS yyacTus B
6rorax SBNAETCA NPUMEMNEMbIM, NPU YCNOBUK, YTO 3TO Aenaetcs NpodeccUoHanbHO U OTBETCTBEHHO, HE HapyllaeT
NonuTUKY <HammeHoBaHWe KOMMNaHUW>, He HaHOCUT yulepba BCeM BO3IMOXHbIM WHTepecaM <HauWmeHoBaHWe koMna-
HUKU>, U He MellaeT o6bIUHBIM TPYAoBLIM 0653aHHOCTAM paboTHUKa. BeaeHne 6noros 3 cucteM <HaumeHoBaHUe KOM-
naHun> ABNAETCA Takke NPeAMeTOM MOHUTOPUHra.

2) Monutuka koHpMAEHUMANLHON UHOpMaLnn <HanmeHoBaHNe KOMNAHUW> TalkKe pacnpocTpaHsaeTcs Ha 6noru.
Takum o6pasoM, COTPYAHMKU He UMEIOT NpaBa pacKkpblBaTb KaKyro-nnbo koHdUaeHUManbHyo unu cnyxebHyio nHdop-
Mauuio <HauMmeHoBaHWE KOMNaHWKU>, KOMMep4Yeckue TailHbl UnNu NGO Apyroii MaTepuar, oxBadeHHbIA MOMUTUKON
KoHdpnaeHUnanbHoW nHdopmaumu <HamumeHoBaHWe KOMNAHUKU>, KOTOPLIN 3aTparueancs npu BegeHun 6rora.

3) MNpu BeaeHUn Griora COTPYAHUKN He AOMKHLI 3aTparuBaTb Ty UHGOpPMaLMIO, KOTopas MOXET NOBPeAUTb MNn
3anAaTHaTb UMUAX, penyTauuio u (W) «Heocasaemblil kanuTan» <HaumeHoBaHWe KommaHuu> u (Unu) noboro U3 ee
coTpyaHukoB. COTpyAHUKaM Takxe 3anpewjaetcs genatb kakue-nnbo AUCKPUMUHALMOHHBIE, NPeHeBpeXnTENbHLbIE, ANC-
KpeauTUpYIOLLME UNK CBSI3aHHbIe C NPecneAoBaHNeM KOMMEHTapun npu BefeHUn 6nora unm MHOM y4acTuu B BEAEHUU

b CHudpuHr (SNIFFING) — MNpocnywusaHue ceTesoro Tpaduka.
2 CnyddpuHr (SPOOFING) - MNoagmMeHa nakeTos.
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Kakux-nubo fen, sanpeLleHHbIX NONUTUKOW HeJonyLLeHUs JUCKPUMUHaLMK 1 BopbBbl ¢ NpecnejoBaHnemM <HanmeHoBa-
HWe KOMMNaHum>.

4) COTPYAHUKNA He MOTYT NPUMNUCLIBaTb NMYHbIE 3aABMIEHUA, MHEHUS UNK yBexeHus B oTHoleHun <HaumeHoBa-
HWe KOMNaHWU>, Korga OHW y4acTBYIOT B 6riorax. Ecnu coTpyaHWK BbipaxkaeT coBCTBEHHbIE yOexaeHNs 1 (M) MHEHWst
B 6rnorax, TO OH He MOXeT MPSMO WIN KOCBEHHO MpefcTaBnsATb cebs B KayecTBe COTPYAHMKA WK MpefcTaBuUTens
<HaumeHoBaHWe koMnaHuu>. COTPYAHUKN HECYT OTBETCTBEHHOCTL 3a BCE PUCKW, CBA3aAHHLIE C BefleHueM brioros.

5) Hapsgy c cobrniogeHneM Bcex 3akoHOB, kacaroLiuxcsa o6paboTKu U packpbITUA UHdopMaLK, 3almLyeHHON aB-
TOPCKUM NpaBOM, UMM 3KCTIOPTa KOHTPONWPYeMbIX MaTepuanos, TOProBble Mapku, norotunsl <HauMeHoBaHue komna-
HUK> 1 Ntobas gpyrasi UHTenneKTyaneHas cobcTBEHHOCTL <HaumeHoBaHWe KOMNaHMN> HE MOXET U He [0fDKHA UCnonb-
30BaTbCA B CBS3W C NioOLIMU AEUCTBUAMM MO BeAeHWI0 6noros.

A.5 lNpuHyxaeHue K BbINOMHEHUIO

JTio6ol COTPYAHUK, NPU3HAHHBIW BUHOBHBLIM B HapPYyLEHUU 3TON MOSIUTUKW, MOXET ObiTb NOABEpPrHyT AUCUMNAN-
HapHOMY B3bICKaHUIO, BMOTb A0 YBOSIbHEHUS.

A.6 OnpepeneHus

TepMuH Onpeaenexue

BepeHwe 6nora (blogging) Banucu B 6nore. Bnor (cokpalyeHHo oT weblog) siBnseTca nepcoHarnbHbIM UHTEPHET-
XKYpHaroM, KoTopblil YacTo 06HOBNAETCA U NpefHasHayveH AN UHOPMUPOBAHNSA LWK-
pokoit obLyecTBEHHOCTH.

Cnam (spam) HecaHKUMOHUPOBaHHLIE W (UNKU) HeXenaTeNbHbIe MacCoBLIE PACCHINTKN NO 3MIEKTPOH-
HOI nouTe.

A.7 CTaTUCTUKA U3MEHEHUH
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MpunoxeHue B
(cnpaBoyHoe)

Karanor yrpo3s

B.1 NloxHoe npeAcTaBneHue NOAHOMOYMI U NpaB

- MNpepcTaBneHne NOXHbLIX NOSIHOMOYUIA, 6yATO Gbl OHU BEpHbIE, C HAMEPEHNEM BBECTM B 3abnyxaeHue.

- MpeacTaBneHne Apyroro Napons, kno4a unu ceptudukaTa (Hanpumep, CUCTEMHOFO afMUHUCTpaTopa).

- HecaHkumoHnupoBaHHoe npuobpeTeHue U ucnonb3oBaHne aGOHEHTOM ycnyr, CBA3AHHbLIX C UAEHTUMMUKALIMOHHO
nHdpopMaumen (Hanpumep, naeHTudUKaTop/naponb NONbL3oBaTENA, ceaHcoBble (KpunTorpadudeckue) krtoun). OrpaHu-
YeHo ANs UHAMBMAYanbHbIX abOHEHTOB.

- HecaHKunMoHMpoBaHHOe nNpuobpeTeHne U Ucnonb3oBaHWe afgMUHUCTPaTUBHON UHoOpMaLUK NO ayTeHTUdUKa-
umu (Hanpumep, naeHTUdUKaTop nonb3oBaTens/naposns.).

- ATakn BOCNpOU3BeeHUs, BKITIoYaa curHanuaaguio.

B.2 Kpaxa ycnyr

- HesaKoHHEbI 3axBaT NpubLINK NocTaBLUyKa YCryr ¢ Lienbio NUWKTL NOCTaBLUMKa YCAYT 3aKOHHOrO lo0XoAa.
- OBmaH nocTaBLUuKa YCnyr.

- HecaHKunoHMpoBaHHOe yaaneHe unm nsmeHeHue nnatexHon nHdopmayuu.

- KnoHupoBaHue ycTpoiicTBa.

- OBxog cuctem yernosHoro gocTtyna (CAS — conditional access systems).

- M3bbiTouHOE fybnvpoBaHve/pacnpocTpaHerHne MHpopMaLuu, genaroLlee BO3MOXHBIMUA KpaXu YChyr.

B.3 BTop}eHUe B YaCTHYIO XU3Hb U NpochnyluMBaHue

- OTcnexusaHne mofenu obpalleHns Ana obHapyXeHWs UEeHTUMUKALMOHHBIX AaHHBIX, NPUHAANEXHOCTU, Hamu-
YUA U UCNONBb3OBAHMS.

- 3axBaT TpaduKa — HecaHKLUMOHMPOBaHHasA 3anuck Tpaduka, BKNOYaoLWaa NakeTHYIO 3anuch, NaKeTHYIO peru-
CTpaLuio U oTcrexnBaHne nakeToB. BrrtoyaeT B cebs ynpaBnstoLWmWii M curHanbHbli Tpaguk.

- HecaHKUMOHUpPOBaHHbLIN AOCTYN K aBOHEHTCKOMY MOTOKY BULE0- UMK ayANOfaHHbIX.

- HecaHkunoHnpoBaHHbIN focTyn K Tpaduky OAMEP.

- HecaHKLMOHNpOBaHHbLIN JOCTYN K CUrHanbHOMY Tpaduky.

- WHdopmMaLuoHHaa «ybopka ypoxas» — HeCaHKUMOHWPOBaHHOE CPefCTBO MONYYEHUS WAEHTUDUKALMOHHBIX
[laHHbIX, KOTOPOE MOXET ABMATLCA Pe3yNbTaTOM HEeCaHKLIMOHUPOBaAHHOIO OOLLeHMS 1 kpaxu nHdopMauun. CocTouT na
KOMMEKLMMN MASHTUUKATOPOB, KOTOpble MOryT ObiTh NpeAcTaBneHbl Yucnamm, LienoykamMn cumeonos, agpecamu URL v
T. A.

- PeKoHCTpyKUMKM HocuTenei AaHHbIX — HECaHKLUMOHUPOBaHHLIA MOHUTOPUHI, 3anucb, XpaHeHUe, PEKOHCTPYKLUNS,
OCO3HaHWe, TpakToBKa, nepesofi, W (Mnu) BbiAeNeHWe NpusHakoB Moo YacTU BUAEOCBA3N, BKITIOYAsA WAEHTUYHOCTD,
Hanuyme UK cocTosiHue.

- HecaHKyMoHMpoBaHHOe packpbiTUE BO3MOXHOCTeH aboHeHTckoro obcnyxuBaHus.

- HecaHkunoHupoBaHHOe packpblTue nNpeabiayLnX WKW Tekyllero obpalleHWid MnuM akTUBHOCTM aGoHeHTa
(HanpuMep, cofiepxaHue MpeabICTOPUM NPOCMOTPa aGOHEHTOM Terenepefadun Unu koTenta' VoD?, urposas pes-
TENbHOCTL B pEXUME OHNaWH U T. 4.).

- Ataku Bocnpoussefens B CMU (noeTtopHoe BocnpoussefeHne B CMU 3axBayeHHbIX opM MHOpMauuu,
npefHasHa4eHHoN AN JIMYHOro Nosib30BaHus, C LIENbIo U3BNEYEHNS HE3aKOHHOW MpUOLINU UM BTOPXEHUS B HaCTHYHO
XU3Hb).

B.4 MNepexBar u Mmoaudcukauma

- UmuTauua neperoBopoB 1 nepexsar — BBOJ, yaaneHue, fobasneHue, nepemelleHue, 3ameHa unu nojcraHoBka,
a TaloKke MHOe M3MeHeHMne Nioboii YacTn nepefaBaeMoil MHOPMALIMK, KOTOPLIE MEHSIIOT NIoBYI0 YacTb ee CofepPKaHUA U
(WnNK) naeHTMYHOCTb, Hanuune unu craTtyc nwboii U3 ee vacTeir. BrrowaeT B cebs1 ynpaBnsiowmid U cuMrHanbHbIiA Tpa-
uk.

- HecaHkunoHUpoBaHHbLIN AOCTYN, U3BMEHEHUE UNU yaaneHne uudpoBoit nHdopMaLmm.

- [MoToK AaHHbIX ANA NOXULLEHWUA; BCTABKU, U3SMEHEHWUA W yAaneHUs faHHbLIX B NOTOKe, NMPOBOAUMbLIE HECaHKLUMO-
HUPOBAHHLIM CNOCOBOM.

- Jllo6ble BUALI cnama.

- HecaHKUMOHUpoBaHHas nepegava MaTepuanos (MO NOAUTUYECKUM UNU APYIUM NPUYUHaM).

" KowTeHT — CofepxarenbHas YacTb AaHHbIX foKyMeHTa. MoxeT BkrovaTb TEKCT, n3obpaxeHus, BUAEO, 3BYK,
cquangl (nporpamMmMbl) unu nroboi Apyroit MaTepuarn.
) VoD (video on demand) — Bugeo no 3anpocy.
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B.5 aBuHHaa mMaplupyTusauuns Tpacuka/naketos

- ATaka «O0Tkas B OGCNyXWBaHUW» Ha Monb3oBaTeneil KOHeYHOW TOUKM, NyTEM OTMPaBKW BOMbLIOrO Konu4ecTsa
[OCTOBEPHBIX MaKeTOB, Bbi3blBas NpepbiBaHUA B OKa3aHWM YCnyr, HEKOTOpbIe U3 KOTOPbIX 3a0A4HO MOrYT NOBAUATL Ha
aneMeHTbl ceTu. MpunoxeHne nepecTaeT oTBEYaTb Ha 3aMpockl B pe3yrnbTaTe Neperpyaku.

- CueHapuu NaBUHHO MapLUpyTU3aLMU NakeToB NPUBOASAT dNIeMeHTHl KOHEYHON TOYKW CeTW Wnu cepeep K aBa-
pUtHOMY OTKasy, nepesarpyske, Unu UCHEPMbIBAKOT BCE PeCypPChl.

- DoS - nponyckHasa cnocobHocTk Unu noTpebneHue pecypca; bonbluoi 06beM Tpaduka (Hanpumep, AN rpynnbl
MHOroaApecHoOm pacchbinku).

- MNoTeHUmnanbHoe BNMAHWE ThiCSH abOHEHTOB (Hampumep, DSLAM™Y, cepBepoB, NojaepXuBaowmx Tolcaun abo-
HEHTOB).

B.6 NckaxeHHble nakeTbl U coobLUeHUsA

- BriokupytoLe KOHEYHbIe TOYKM C HE[OCTOBEPHBLIMM COOBLLEHNAMM — aTaka «OTka3 B 06CNYXUBAHUN» HA KOHEY-
HYO TOYKY (HanpumMep, cepBep) NOCPeACTBOM OTMPABNEHUS HEKOEro KonyecTBa HeeNCTBUTENbHLIX COOBLLEHNIA, KOTO-
pble MOryT NPUBECTU K aBapuiiHOMY OTKa3y, nepesarpyske, Unu ncHepnaTb Bce pecypchl.

- WckaxeHHble coobLLeHnss NpoToKona — oTNpaBKa UCKaXeHHbIX coobLLeHniA NpoTokona (Hanpumep, coobLeHnit ¢
nepenosiHEHNEeM UMW NOTEpel 3HAaYMMOCTU) Ha YCTPOMCTBO, CHUKAMOWMUX MPOU3BOAUTENBLHOCTL YCTPOWCTBa A0 Takon
CTEMNeHW, YTO OHO He MoXeT o6paboTaTb 0BbI4HbIE COOBLLEHUS.

- MckakeHHbIe coobLLieHns), Bbi3biBatoLLe nepenonHeHmne Bydepa.

- MoTeHUManbHoe BNusAHNe ThicAY aboHEHTOB (HanpuMep, cepeepbl, MOAAEPXUBaOLME ThICAYN aBOHEHTOB).

B.7 NopaenbHble coobLweHus

- ATaka «oTKa3 B 0B6CnyXuBaHWUU», KOTOpas HapylwaeT YCnyry nocpefcTBOM AOCPOYHOrO 3aBeplLUeHUs ceaHca
CBA3N.

- CnyduHr ynpaenaoLmx coobLeHnid. 3noyMbIWnNeHHbli Tpaduk ynpaBneHnss — Tpaduk, BBOAUMEIA B cUCTe-
MY CBSi3U, Bbl3blBas HEUCNPABHOCTW NPUMOXEHWIA U cepBepoB UNKU TpaduK, HanpaBnNseMblil Ha NOXHbIE ajipeca HasHa-
YeHus. JloxHble ynpaBnsiolne coobLLeHNss CNONb3YIOTCA ANSA U3MEHEHUS CTPYKTYPbl APeBOBUHBIX MHOroafpecHbIX
CXeM pacrnpefeneHus 1 HapylaroT Heobxoanumoe pacnpeaeneHue faHHbIX Mexay ysnamu cetu. DoS — wmpokosella-
TenbHas paccbifika OUKTUBHOrO COOBLLEHUS, yTBEPXKAAIOWEro, YTO CYLECTBYET BLICOKWI YpOBEHb MNOTEPb B KaHane v
BbICOKasA NeperpyXeHHoCTb, NpUYMHa 3TOro NPUBEAET K CHUXKEHUIO CKOPOCTU nepejadyu, 3aTparusatoLlei apyrux abo-
HEHTOB.

- NoxHble cooBLUEHNA KOHEYHOTO UCMONb30BaHUA U OTBETHbIE AeWCTBUSA NPUNOXEHUIA UNK cepBepa.

- MaMeHeHune IP- 1 MAC-agpecos, umutupytowme MAC- u IP-agpeca apyrux nornb3oBarenei Ansa saxsara noroka
L aHHbIX.

B.8 OcHoBHasa nnarcgopma DoS

- YA3BUMocTU 6a30BOi ONEPaLMOHHOW CUCTEMBI UMM BCTPOEHHOrO NMPOrPaMMHOIO CPEACTBa, KOTopble 3aTparu-
BalOT NPUNOXEHUE UMK YCrIyry.

- «BblOpaTh U aKTUBM3UPOBATb» — UCMOMbL3yeT CBOGOAHO AOCTYMHY0 B MHTepHeTe UHOpMaLMIO ANA cKaunBa-
HUA.

- ATaku «0TKas B 06CNYy>XMBaHUW», CHUXaIOLLMe NPOU3BOAUTENBHOCTE YCTPOoiiCTBa. [py aKennyaTauuu aTn yassu-
MOCTU MMEIOT BO3MOXHOCTb pacrpoCTpaHATbCA Ha ThICSYM YCTPOWCTB (HanpuMep, KIMEHTCKUX YCTpoiicTs). MoTeHuu-
anbHLIM pe3ynLTaToM SBNAETCA Nepepacnpefenelne Unu rnoaaepxaHue ToiCaY yCTPORCTB.

B.9 KomMnpoMeTauLusi yCTaHOBNEHHOTo NPOrpaMMHOrO CPeAcTBa, CNYXeGHbLIX AaHHbIX UNU KOHUrypauum
CHUCTEMDI

- BBO,C[ BPE€AOHOCHbIX NporpamMmm, LUMNMOHCKUX NporpamMm, pyTKMTOBz).

- HecaHKUMOHUpOBaHHOE KOMUPOBaHWEe, YCTaHOBKA, W3MEHeHWe yaaneHus ¢ainos 3IKCnnyaTUpyemoro npo-
rpaMMHoOro cpefictaa u KoHdurypavmm.

- HecaHkuMoHUpoBaHHOE KONUpoBaHWe, packpbiTue MHopMaLnK, cosfaHne, UMEHeHWe Unu yaaneHune cnyxeo-
HbIX AaHHbIX (HanpuMmep, CUCTEMHBIX XXYPHArIoB, MITaTeXHbIX PeKBU3UTOB, KNoYen WdpoBaHNUA, KOHTERHEPOB AN Xpa-
HEHUA Kntovei paclundpoBKUA U T. N.).

- ATaku «pacnpeferneHHblii oTkas B 06cnyxuBaHuny, MCNONb3yoLUe CKOMNPOMETUPOBaHHbIE YCTPOWCTBA, Mpu-
BOAALME K aBapUAHOMY OTKa3y YCIyriu.

- HecaHkumoHupoBaHHOe co3flaHue Unu n3MeHeHwe uHdopmaunn aboHeHTCKon cnyx6el (Hanpumep, nNposepka
NOANUHHOCTN UHpOPMaLK, CeaHCOBBIX KITloYeid).

- HecaHKUuoHUpoBaHHasA UNu HeHyXHas akTuBauus/geakTusauna Normyeckux (MpoToKonoB) NOPTOB.

" DSLAM (Digital Subscriber Line Access Multiplexer) — MynsTunnekcop goctyna K uudpoBoit aboHeHTCkoW nu-
HUK.
2 PyTkuT (rootkit) — NMporpamma unu Ha6op nporpaMm Ans COKPLITUS CIIeA0B MPUCYTCTBUS 31TOYMbILLNEHHUKA.
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B.10 UcuepnaHue pecypca

- Hepoctatkn B nporpaMMHOM WNK annapaTHOM CPeACTBE, KOTOpble MPUBOASAT K WCTOLLEHUIO PecypcoB naMsTu
(Hanpumep, BydepoB) B cucteme.

- HegocTaTku B nporpaMMHOM UK annapaTHOM CpefcTBe, KOTopoe noTpebnaeT Hanbornbllee KoM4ecTBO pecyp-
COB LieHTpanbHOro npoleccopa B CUCTEME.

- Owmbky B 06opyAOBaHUM UK NPOrpamMmMax, orpaHU4MBaroLLMe NPonycKHyo cnocobHOCTb KaHana CBA3N.

- HegocTtatku B nporpaMMHOM Unu annapaTHOM CPEACTBE, CO3AaroLLme HeHYXKHble COOBLLEeHUS, CHUXatoLmMe npo-
MYCKHYH CNOCcOoBHOCTb.

- Hanpumep, MHOXeCTBO LiMKNOB NporpamMm, LIMKNOB MapLLpyTOB.

B.11 HecaHKUMOHUpPOBaHHOE ceTeBOe CKaHMpPOBaHUE U TECTOBbLIE coobLeHuns

- CKaHMpoBaHMe MOpPTOB/3X0-TeCTUpOBaHue. ATaKyoWuUii MOXET BbINOSHUTL O6LWEAOCTYNHbBIE NPOrpamMMbl CKaHM-
poBaHusa XocTa, KOTOpbIA NofcoefWHeH K ceTU. YCnyr XxocTa ANs YCTPOWCTB, KOHTPONMMUPYHOLWWX NopT, ByayT pearupo-
BaTb, BO3MOXHO, NPeA0CTaBNAS UHpOpMaLMIO aTaKyoLemy.

- CkaHupoBaHue ONs noucka ys3aBUMOCTel (Hanpumep, nessus )), ceTeBoe oToOpaxeHune (HanpuMep, NMAPz’).
ATakyoLmnii MOXET BbINOMHUTL 0OLLEAOCTYNHLIE NPOrpamMMbl Ha XOCTe, MOAKIMIOMEHHOM K CeTW, KoTopas 3anpaluBaeT
KOHpUrypaLuto yCTpoiicTBa 1 TOMOMOr1Io CETU.

- HecaHKUMOHWPOBaHHLIA yAaneHHbIi AOCTYN K Pe3uAeHTHbIM nporpaMmaM Ui YHKUUAM Ha YCTpoWCTBe
(HanpumMep, Ucnonb3oBaHWe pyTkUTa AN obecneveHuns TaiHbI).

B.12 KomnpomeTtauusa gaHHbIX NpUNoXeHUs aboHeHTa

- HecaHkumoHUpoBaHHOE packpbiTUe, co3faHue, W3MeHeHWe, KOMWpoBaHWe, YAaneHWe [aHHbIX, CO3AaHHbIX M
(MnK) nenonbayemblx NPUNOKEHWIA, AOCTYMHLIX aBOHEHTY.

- BrrtoyaeT nHdopmaLumio, XpaHsiLLyocs B ceTW MocTaBLUMKa YCnyr oT UMeHU aboHeHToB (Hanpumep, WHdopma-
LiMOHHbIE pecypchl BUAEO Ha LMdpoBON BUeo3anuc).

B.13 Kpaxa KoHTeHTa

- 3axsaT uudposoro cepTudukaTa ANSA  YNpaBfeHWA  KOHTEHTOM W Jaxe  LuMpoKoBellaTerkb-
HblM/nepepacnpefeneHHbIM MOTOKOM JpYruX abOHEHTOB.

- 3axBaT NakeToB Mo goMaluHel ceTn u noaceTu IP.

- Beixof 13 aHarnoroBbIX NOPTOB BLIBOAA Ha BHELLHEE 3anuckiBatoLLee YCTPONCTBO.

- Bbixof 13 LiMdhpoBOro nopTa Ha BHELLHEE 3anucbiBatoLLee YCTPORCTBO.

- KonuyectBo ocyLiecTBNEHHbIX BOCNPON3BEeHNA NPeBbILLaeT CYLLECTBYIOLLEE OrPaHUYEHNEe Ha HUX.

- JocTyn K He3aKOHHOMY KOHTEHTY (Hanpumep, NMpaTckoi uHdopmalum).

- OBxop cucteM ycrnosHoro goctyna (CAS).

- KonuposaHne nHdopMaLmMn ¢ AUCKOBOrO 3aNOMUHAIOWEro YCTPOWCTBa Ha cepBep WKW YCTPOWCTBO KOHEYHOrO
none3oBaTens.

B.14 flocTyn K HexenarenbHOMY KOHTEHTY

- CnyyaiiHblil gocTyn.
- YMbIWANEHHbIA gocTyn.

B.15 Komnpometaumus nHcdopmauum o6 aboHeHTe

- Ucnonb3oBaHue counarnbHOM UHXeHepun ANs nonydYeHusa nHgopmaymu o6 aboHeHTe.

- HecaHKunoHUpoBaHHOe pacKpbITUe, co3flaHne, U3MEeHeHUe, KonupoBaHue unu yaaneHue uHdopmauum ob abo-
HeHTe (HaanMep, aapec, HoMep TenedoOHa, YACIO YYeTHbIX 3anuceid, MHDOPMALUA O KPEAWTHLIX KapTax, 3anucu
DNS/ENUM? u 1. 5.).

- OrpaHn4eHHasn 0TBETCTBEHHOCTb OTAENbHBIX abOHEHTOB.

B.16 lNepexBaT ceaHca CBA3W U YCNYIrM MAaCKMUPOBKU UMEH

- UmuTupoBaHne neruTMMHOro noctasLyuka ycnyr. 3axeBaTt UugpoBoro ceptudukara ot nocraBLymKa, YTOObI U3-
MEHWUTb MOTOKU M BKINOYUTL NtoBYro MHGOpMaLMIO MO XenaHuHo.

- UMuTaLua nernTMMHOro ceTeBoro ycTpoiicTBa, BUie0-cepBepa, UrpoBOro cepBepa, cepBepa DRM?.

- Ataka «YeroBek nocpeaunHey.

- MNepeHanpasneHne BuAEONOTOKa K HECAHKLMOHUPOBAHHOMY YCTPOUCTBY.

" Nessus — lMporpamma Ana aBTOMaTUYECKOro noucka n obHapyxeHUs U3BECTHLIX ysi3aBUMOCTel U Bpelueil B 3a-
wuTe MHCbOpMaLWIOHHbIX cucTem.
2 NMAP - YTunuta, npeHasHadeHHas Ans ckaHupoBaHus |IP-ceTelt ¢ NGbIM KONMYeCTBOM 0OBLEKTOB U onpeje-
neHus cocm;mm 061beKToB cKaHUPYeMOit ceTh (NOPTOB U COOTBETCTBYIOLLUX UM CRYXO).
¥ ENUM (Electronic Number Mapping System) — OnekrpoHHasa cuctema oTobpaxeHUss HOMEPOB.
Y DRM (Digital Rights Management) — YnpasneHnusi npasamu Ha LUudpoBble MaTepuarnsi.
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B.17 HecaHKUMoHUpOBaHHOe ynpaBneHue

- HecaHKynoHpoBaHHOE MCMONb3oBaHUe BCTPOEHHOro MPUMOXEHUS NO YNpaBneHWo Unu BhINOMHEHWE KOMaHA
ynpasneHusa. Hanpumep, MaHMnynupoBaHue ¢ HacTpoiikamn Mogema A51s OrIoKMPOBKU OnpefeneHHbIX YCryr.

- NoxHbIe/M3MeHeHHble COOBLLEeHUs NMpoToKoNa ynpasneHus. Hanpumep, MaHUNynMpoBaHUe ¢ HacTPORKaMn Mo-
fema Anst 6rIoKMpoBKU UK pa3peLleHns ornpefeneHHbIX NPOTOKOoB (Hanpmmep, SNMP).

- MlamMeHeHwve yaaneHHbIX coobLeHnid no ynpaenexuto (HanpuMep, MITM )).

- HesakoHHble aeiicTBMS aboHeHTOB No camoobecneyeHuno. Hanpumep, pekoHduUrypauus ctpobupyroLlero curHa-
Na ANa yAaneHusa orpaHW4eHunst Nonockl NponyckaHWsa ¢ Lenbio nonyyeHns MeaneHHoro coejuHeHus gns gpyrux abo-
HEHTOB WNW yBENWYEHNUS NPONYCKHON CnocoBbHOCTW Ans cebs.

- CaHKUMOHNPOBaHHbIWA areHT ynpasneHus, BeIMONHAOWUIA HECaHKLMOHUPOBaHHbIE AeACTBUS.

- HecaHKLUMoHMpoBaHHOE ynpaBneHne cofepXXuMbIM, HanpuMmep, sarpyska, yaaneHue cojepXumoro unu n3ameHe-
HWe JaTbl Havana paboThl (faTbl, Korga cogepKMMoe CTaHOBUTCSA AOCTYNHBIM ANA Ny6nuyHoro npocMoTpa).

- HecaHkunoHUpoBaHHOe ynpaBrneHwe aboHeHTamu, HanpuMep, HeCaHKUWOHUpoBaHHOe npegocTasneHne abo-
HeHTY [eATeNbHOCTH, BKNoYas NoBbILLEHWE/NMOHWKEHWE abOHEeHTCKUX NpUBMIErniA NPocMoTpa BU3yanbHoro oTobpaxke-
HWS.

D MITM (man-in-the-middle) — ATaka MeTofOM nepexBaTa coobLLeHU N NOgMEHbI KroYei.
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MpunoxeHue AA
(cnpaBouHoe)

CBeneHns 0 COOTBETCTBUU CCbINTOYHbIX MEXAYHAaPOAHbIX CTaHAAPTOB
HauuoHarnbHbIM cTaHgapTam Poccuimnckom depepaummn

Tabnuya OA1

Obo3HayeHne ccbinoYHoro CreneHb O6o3HaveHne N HauMeHoBaHue
MeXAyHapoaHoro ctaHgapTa COOTBETCTBUA COOTBETCTBYHOLLEro HauyMoHanbHOro ctaHgapTa
MCO/MOBK 27000:2009 IDT FOCT P UCO/MBK 27000 — 2012 NHDopmMaLUMOHHaAA TexHo-
norus. MeTogbl u cpegctea obecnedvenuss GesonacHocTu. Cu-
CTeMbl MeHeXMeHTa HdopMaLMoHHoK 6ezonacHocT. OBLuiA
0630p 1 TepMUHONOTUA
MCO/MBK 27033-1:2009 IDT FOCT P MCO/MBK 27033-1 — 2011 UHdopMaLMoHHasa Tex-

Honorusi. MeToAbl M cpefcTBa obecnedeHns 6e3onacHoOCTM.
BesonacHocTb ceTei. YacTb 1. O630p M KoHLUeNUmm

COOTBETCTBUA CTaH4apTa.

— IDT — naeHTU4YHbIA cTaHaapT.

M pnuMedYyaHUWne — B HaCTOHLLleVI Ta6n|/|ue ncnonb3oBaHoO creayruiee ycnoBHoe obo3HaueHne cTeneHun

34




rOCT P UCO/M3K 27033-3—2014

Y[OK 006.034: 004.056: 004.057.2 OKC 35.040

KntoueBble crnoBa: MHMOPMAaLUOHHAA TeXHONorusi, 6e3onacHOCTb CETU, Mepa U CPEeACTBO KOHTpONs U
ynpaBneHusl, CETEBOI CLiEHapUii, pUCK ceTeBoii BesonacHocTu, yrpo3a 6e3o0nacHoCTU, METOA NPOEKTUPOBa-
Husi 6e30MacHOCTU
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