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BBeneHue

Hacroawumin ctangapTt npeaocTaBnsieT PyKOBOACTBA MO KOHKPETHbIM npoueccaMm npu obpaiieHun ¢
noTeHuuanbHLIMU CBUAETENLCTBAMM, NPeACTaBeHHbIMU B LUudpoBoi hopme; 3TUMKU nNpoLeccaMu SIBRSIOT-
ca: naeHtTudukauma, coop, NnonyyeHme U CoxXpaHeHue NOTEHUUanbHbIX CBUAETENLCTB, NPEACTABNEHHbIX B
umdposon popme. 3TU npoueccbl HEOOX0AMMbI NMPU NPOBEAEHUM pacCnefoBaHUA U NpeaHasHa4YeHbl AnA
noaaep>XXku LUEenoCTHOCTU CBUAETENLCTB, NPeACTaBfieHHbIX B LudpoBon dopme, T. €. ABNFIOTCA npuemne-
MO METOAUKOIN NONyYeHUst CBUAETENLCTB, NPEACTaBNEHHbIX B LudpoBon opme, koTopas byaeT cnocob-
CTBOBAaTb UX AONYCTUMOCTU ANsi NPABOBbLIX U AUCLIMNIMHAPHLIX AEACTBUIA, a TaloKke AN Apyrmx Heobxoau-
MbIX Ccrnyvaes. HacTosilumin ctaHaapTt Takke npeaocraBnsieT obulee pykoBOACTBO No cOopy CBUAETENbLCTB,
He NpeaCTaBNeHHbIX B LMGpPOBOI hopme, KOTOpble MOryT ObiTb NONME3Hbl Ha JTane aHanu3a noTeHuuarnb-
HbIX CBUAETENLCTB, NPEACTAaBIIEHHbIX B LMpoBOW hopme.

Hacroswumn craHpgapt npegHasHaveH Ans npejoCTaBlieHUs PYKOBOACTBA fnuLiAM, OTBEYAIOLIMM 3a
naeHTudukaumio, cbop, nonyvyeHue M COXpaHeHUe NOTEHUMANbHbIX CBUAETENbLCTB, NPEACTABIEHHbIX B
undposon dopme. K Takum nuuaMm OTHOCATCA CneuManucTbl «OMNepaTMBHOIO pearMpoBaHUSA» NO CBUAe-
TenbCTBam, NpeACTaBneHHbIM B LMdpoBoi hopme, cneumanucTbl Mo CBUAETENLCTBAM, NPEeACTaBNEHHbIM B
yucpoBon opmMe, cneymanucTbl N0 pearupoBaHUI0 HA MHUMAEHTHLI U pykoBoAMTENU naboparopuii cyaeo-
HOW 3kcnepTu3bl. Hactoswmin craHaaprt obecneunBaeT yBEepPEHHOCTb B TOM, UTO OTBETCTBEHHbIE NULIA OCY-
LECTBNSIIOT MEHEKMEHT NOTEeHUMarnbHbLIX CBUAETENLCTB, NPEACTaBNEHHbIX B LudpoBor dopme, pauuo-
HanbHbIMK OOLLENPU3HAHHLIMKU crnocobamu, uTOObI cucTemaTudecku u GecnpucTpacTtHO COAeCTBOBATb
paccrieoBaHuio, UCMOoNb3ylolweMy LuMpoBbIe YCTPOWCTBA U CBUAETENLCTBA, NPEeACTaBeHHble B Ludpo-
BON popme, COXPaHSAA NPU 3TOM UX LIeNIOCTHOCTb U NOASNIMHHOCTb.

[aHHbI CTaHAapT Takoke npegHasHayeH aAnsA MHpOpMUpPOBaHUA NUL, NMPUHUMAIOLLMX PELLEHUS, KOTO-
pbiM He0OX0AMMO onpeAensaTb 4OCTOBEPHOCTb NepeaaBaeMbiX UM CBMAETENLCTB, NPEACTaBIEHHbIX B Lg-
posoin dhopme. OH NPUMEHUM ANA OpraHu3auuin, HY>aaloLWwmxcs B 3alure, aHanuse u npeacrasreHuy no-
TEHUManbHbIX CBUAETENLCTB, NPeACTaBNEHHbIX B UMdpoBon hopMe. OH BaXKEH AN AUPEKTUBHbLIX OPraHoB,
KOTOpble CO34al0T U OLIEHUBAIOT NPOLEAYPbl, CBA3aHHbIE CO CBUAETENLCTBAMM, NPEACTABIEHHbIMU B LUg-
poBoWi hopMe, HaCTO ABMALMMUCA YaCTbIO 6onee KPyNnHOW COBOKYNHOCTU CBUAETENLCTB.

YnoMuHaemele B HACTOSILLEM CTaHAAPTE NOTEHUManbHble CBMAETENbLCTBA, NPEACTaBNEHHbIE B LUd-
poBoit hopme, MOryT BbITb MONy4YEHbl U3 Pa3NUYHbIX LIMCPOBLIX YCTPOICTB, ceTel, 6a3 gaHHbIX U T. 4. OHK
OTHOCATCA K AaHHbIM, Y)Xe UMelwmM umdpoBoin gopmat. HacTtoAwmin cTaHaapT He NbiTaeTCcA OXBATUTL
BONPOC Npeobpa3oBaHus aHANOroBbIX AaHHbLIX B LMpoBOi hopmar.

Bcneacreue HeAONroBe4YHOCTU CBMAETENLCTB, NPEACTaBNEHHbIX B Uucposoi ¢opme, Heobxoaumo
UCMNOmnb30BaTk NpUeMnemMylo MeToauky, 00ecnevMBalollyl0 YBEPEHHOCTb B COXPAHEHMN LENOCTHOCTU U
NOANUHHOCTM NOTEHUMAaNbHbIX CBMAETENLCTB, NPEACTaBIEHHbIX B LMAPOBON hopme. HacToawmin ctaHgapr
He MpeanuCbIBAeT MCMONb30BAHME KOHKPETHLIX UHCTPYMEHTAanbHbIX CPEeacTB unuv metoaos. Kniouesbimu
JOBEPEHHBIMU KOMMNOHEHTaMU NPU paccnefoBaHUN SIBASIOTCS NPUMEHsieMas BO BPEMSA npolecca Metoauka
U Mua, KOMMNETEHTHbIE B BLINOMHEHUW 3a4ad, YKa3aHHbIX B MeToAuke. HacToAWwuin cTaHaapT He paccmar-
puBaeT METOAMKY NnpoLeccyanbHbIX AeWCTBUM, AUCLUMMNIMHAPHBIX Npoueayp U APYrux, CBA3aHHbIX C HUMU
JencTeuii npu obpalleHun Co CBUAETENLCTBAMU, NPEACTABINEHHLIMU B LUGPOBON POPME, KOTOPbLIE BbIXO-
AT 3a paMku nageHtTudmkaumm, céopa, Nony4eHUs U COXpaHeHUs.

MpumMmeHeHne HacToaLwero ctaHgaprta TpedbyeT cobnigeHna HauuoHanbHbIX 3aKOHOB, NPaBui U Npea-
nucannin. OH He JOMKEH 3aMEHATb KOHKPETHbIE NpaBOBble TpeboBaHMA Mobon tpucamkuumn. Bmecrto atoro
HaCTOALLMIA CTaHAAPT MOXET MOCNYXUTb NPaKTUYECKUM PYKOBOACTBOM AN NioBbIX cneuuanucToB «onepa-
TUBHOTO pearupoBaHusi» No CBUAETENbCTBAM, NPeACTaBNeHHbIM B LMdpoBon hopMe, unu cneuuwanucros
no cBUAETenbLCTBaM, NPeACTaBneHHbIM B LiMdpoBon hopme, B paccnesoBaHusax ¢ MCNONb3oOBaHUEM MOTEH-
LunanbHbIX CBUAETENLCTB, NPeACTaBnNeHHbIX B LMdpoBoi hopme. OH He pacnpoCTpaHAETCA Ha aHanus CBu-
[eTeNnbCTB, NPEACTABMNEHHbIX B UUGPOBOI hopMe, U He 3aMeHSIET cneuuduyHbIX ANs pucankuum Tpebo-
BaHUI, KOTOPbIE OTHOCSTCA K TakKuM BONPOCaM, kak AONyCTUMOCTb, JAokadaTerlbHas BECOMOCTb, 060CHOBaH-
HOCTb U APYruM, pPerynupyemMbiM B cyfeGHOM nopsfke OrpaHW4eHUAM Ha UCMONb30BaHWe NOTEHUMarbHbIX
CBMAETENLCTB, NPeACTaBfeHHbIX B Ludposon dopme, B cyaax obwen opucamkumn. Hactoawmin ctaHgapr
MOXeT CrnocobCTBOBATb YNpPOLUEHUO OOMeHa MoTeHUManbHbIMU CBUAETENbCTBAMU, MPEACTaBMEHHbIMU B
unchpoBoi opme, Mexay opucaukumaMmu. Ytobbl nogaepuMBaTh LIENOCTHOCTL CBUAETENbCTB, NpeacTaB-
TNEHHbIX B LMpoBoi hopmMe, Nonb30BaTeNsiM HACTOALLEro ctaHaapTa HeobxoanMo afanTupoBaTk U BHECTU
nonpaeku B MpeacTaBreHHble B HACTOSILEM CTaHapTe Npoueaypbl HA OCHOBE MpPaBOBbIX TPeGOBaHUI K
CBUAETENbCTBAM B KOHKPETHON HOPUCAUKLNN.

v
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HecMoTpsi Ha TO, YTO HACTOSILUMIA CTaHAAPT HE KacaeTcs BOMPOCOB NOArOTOBAEHHOCTU K CyAeOHbIM
pa3bupaTtenbcTBaM, aflekBaTHasi NOAroTOBMNEHHOCTb K cyAebHbIM pasbupaTenscTBam MOXET CyLLECTBEHHO
cnoco6cTBOBaThL MPOLECCY maeHTudMKaumm, cbopa, Nony4eHns u COXPaHeHUs CBUAETENbCTB, NpeACTaB-
NEHHBIX B LUUGPOBOIi bopme. MoAroTOBNEHHOCTb K cyAebHbIM pasbuparensCcTBamM — 3T0 JOCTUXKEHWE opra-
HM3aUWEN COOTBETCTBYIOLLEIO YPOBHS BO3MOXHOCTEH, KOTOPbI NO3BOMAET €M uaeHTuduuuposaTb, cobu-
paTb, Nony4YaTtb, XpaHuTb, 3aliMaTh U aHanu3npoBaTb CBWAETENbLCTBA, NPEACTaBIEHHbIE B LUGPOBON
chopme. MockonbKy OnNMCaHHblE B HACTOSILLEM CTaHAapTe NpoLecchl U AENCTBMA MO CYLECTBY SABMAIOTCA
pearupyloLmMm Mmepamu, UCNOMb3YEeMbIMW ANSi paccnefoBaHUA UHLUMAEHTA NOCME ero HacTYNIeHus:, roToB-
HOCTb K cyaebHbIM pasbupaTenbCTBam — 3TO yrnpeaatoLlwmin NpoLecc NONbITKU NNaHWpPOBaHUA Kakux-nubo
[EWCTBUIN CO CTOPOHLI OpraHn3auun 40 HaCTYNIEHUs Takux COObITUN.

Mpegocraensas AOMONHUTENbBHOE PYKOBOACTBO MO peanusauuu, HaCTOALMIA CTaHAapT AOMNOMHAET
NCO/M3K 27001 n ICO/M3K 27002, B yacTHOCTU, TpeBOBaHUAMU MEP U CPEACTB KOHTPONSA U yNpaBneHus,
KacaloLMMUCA NONyYEeHNS NMOTEHUMATbHLIX CBUAETENLCTB, NPEACTaBMEHHbLIX B LUndposon dopme. Kpome
TOrO, HaCTOALWMI cTaHgapT OyaeT UMeTb NMPUMEHeHWe B KOHTEKCTe, HedaBucumom ot MCO/MIK 27001 u
MCO/MO3K 27002. Hacroswmii ctaHaapT cnegyet paccMmaTtpuBaTb COBMECTHO C APYrMMM CTaHAapTamu,
CBAA3aHHbIMU CO CBMAETENLCTBAMU, NPEACTaBNEHHbIMU B LMPPOBON popmMe, 1 paccnesoBaHUsAMN UHLMOEH-
TOB MH(POPMALIMOHHON BEe30MacHOCTU.
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HALULVWOHANBbHBLIA CTAHOQAPT POCCUUCKOWNW ®EAEPALUMUMN

UndopmaunoHHaa TexHonorus
METOAbl U CPEACTBA OBECNEYEHUA BE3OMNACHOCTU

PykoBoacTBa no uaeHTudukaumm, coopy, NONy4eHUIo U XpaHeHUI0 CBUAETENLCTB,
npeacTaBneHHbIX B uudposon dhopme

Information technology. Security techniques.
Guidelines for identification, collection, acquisition and preservation of digital evidence

Dara BBeaenusa — 2015—11—01

1 O6nactb NnpuMeHeHun

Hacroswmi ctangapT npeaocTaBnsieT PyKOBOACTBA MO KOHKPETHbIM BuAAM AEATENbHOCTU, Kacalo-
wmmca obpalyeHns co ceuaeTenbcTBaMmu, NpeacTaBneHHbIMK B UMdpoBOoN (hopme, K KOTOPbIM OTHOCUTCS
uaeHTuukaums, coop, Nnony4yeHme u coxpaHeHUe NOTEHUMAarbHbIX CBUAETENLCTB, NPEACTABNEHHbIX B Lnd-
poBOI hopmMe, KOTOpblE MOTYT UMETb A0oKa3aTesbHYI0 LeHHOCTb. HacToAawmi ctaHaapT npeaocTaBnseT py-
KOBO/ZICTBO MO PaCMpOCTPaHEHHbIM CUTyaLMsM, BO3HUKAIOLMM B NpoLecce obpalleHuns co ceuaeTennCcTea-
MU, NpeACTaBfeEHHbIMU B LMGPOBOI hopMe, a Takke COASWCTBYET OPraHuM3auusam B UX AUCLMNAMHAPHBIX
npoueaypax n B obneryeHnn obmeHa noTeHUManbHbIMM CBUAETENLCTBAMMU, NPEACTABNEHHBIMU B LUCOPOBON
dopme, Mexay pUCaUKLNAMMN.

Hacroswui ctTaHgapT nNpeaocTaBnseT pekoMeHgauun OTHOCUTENbBHO CReaylowmx YCTPONCTB U (Mnu)
bYHKLMIA, MCNOMb3yeMbIX MPU Pa3NnUYHbIX 0OCTOSATENLCTBAX:

- UNPOBLIE HOCUTENN AAHHbIX, MCNOSb3yEMble B TUNOBbLIX KOMMbIOTEPAX, HANPUMEP, XKECTKUE AUCKN,
AUCKETHI, oNnTU4eckne u MarHUTooNTUuYeCcKkue ANCKH, yCTpOVICTBa C aHanorn4yHbiMun (byHKLI'VIFIMI/I;

- MOBUnbHbIE TENEMOHbI, KKapMaHHbIE» MEPCOHaNbHbIE KOMMbIOTEPDLI, NEPCOHANbHbIE 3NMEKTPOHHbIE
YCTPOMCTBA, KapTbl NaMATH;

- MOOUIbHbIE HABUTALUOHHbBIE CUCTEMBI;

- unchposele poToannapaTbl U Buaeokamepbl (BKOUas CUCTEMbI BUAEOHaONoaeHuUs);

- TUNOBbIE KOMMbIOTEPLI C CETEBLIMU COEAUHEHUSIMMU;

- ceTu Ha ocHoBe npoTokonos TCP/IP u apyrux undpoBbIX NPOTOKONOB;

- YCTPOWCTBA C PYHKUMAMU, aHANOTUYHLIMU NEPEYNCIIEHHBIM.

MpumMmedaHune 1-TIpuBeaeHHbI Bbllie NepeYeHb YCTPOUCTB SABMAETCA NPUMEPHBIM U HENCHEPTBIBAOLLMM
nepeyHem.

MpumedyaHue 2-TpUMeHEHNEe NEePEYUCNEHHBIX BhILIE YCTPOWCTB, KOTOpble CYLLECTBYIOT B pasiuyHbIX
¢opmax, ob6ycrnoeneHo obcTosTenscTBamMu. Hamnpumep, aBToMoOUIbHas cMcTeMa MOXET BKMtoYaTb MOBUNBHOE HaBU-
raLmMoHHoe YCTPOICTBO, YCTPONCTBO XPaHEHMUS AaHHbLIX U CUCTEMY CEHCOPOB.

2 HopmatuBHbIE CCbINKU

B HacTosiLem cTaHgapTe ucnonb3oBaHbl HOPMATUBHLIE CCbIIKM HA cneaylowme craHaaptbl. Ana aa-
TUPOBaAHHBIX OKYMEHTOB UCNOMb3YIOT TOSIbKO YKa3aHHOE u3gaHue. [ns HeaaTUPOBaHHLIX JOKYMEHTOB UC-
nonb3yloT caMoe nocreagHee n3gaHue CCbINIOYHOro oKyMeHTa (C y4eTOM BCEX €r0 UBMEHEHUN).

U3paHune opmumanbHoe
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NCO/TO 15801 YnpaBneHue AOKyMeHTauuen. XpaHeHne nHopmauum B SMNEKTPOHHOM Buae. Peko-
MeHAaLuu no JoCTOBEPHOCTU U HagexHocTn (ISO/TR 15801, Document management — Information stored
electronically — Recommendations for trustworthiness and reliability)

MCO/M3IK 17020 OueHka cooTBeTcTBUS. TpeboBaHWA K paboTe pasnuyHbIX TUMOB KOHTPONUPYHOLLMUX
opraHoB (ISO/IEC 17020, Conformity assessment — Requirements for the operation of various types of bod-
ies performing inspection)

MCO/M3K 17025:2005 O6wme TpeboBaHUA K KOMMNETEHTHOCTU UCMbITATENbHbLIX M KanUMOPOBOYHLIX
na6opatopuii (ISO/IEC 17025:2005, General requirements for the competence of testing and calibration la-
boratories)

MCO/M3K 27000 NudopmaumoHHas TexHonorus. MeTtoabl u cpeacrea obecneveHus 6e30nacHOCTU.
CuncTteMbl MEHeXKMeHTa MHpopmMaLmMoHHoi 6ezonacHocTu. O6wwmit 063op u TepmuHonorusa (ISO/IEC 27000,
Information technology — Security techniques — Information security management systems — Overview and
vocabulary).

3 TepmuHbI 1 onpegeneHus

B Hacrosiwem craHgapte npuMeHeHbl TepmuHbl no  MCO/M3K 27000, WUCO/M3K 17020,
NCO/M3K 17025 u NICO/TO 15801, a Takke cneayioLme TEpMUHBLI C COOTBETCTBYIOLIMMU ONpeaeneHnaMM.

3.1 nonyvyeHue cBupetTenbcTBa (acquisition): Npouecc co3aaHna KONMKU AaHHLIX B paMkax onpepge-
NEHHON COBOKYMHOCTM.

nl pumMmeyaHUne — PEBYHbTaTOM nonyyeHua cBuAeTenbCTBa ABNAETCA 3K3eMnndAp noteHunanbHOro csuae-
TenbcTBa, NpeAcTaBneHHoro B Uudposomn dopme.

3.2 BbigeneHHoe npocTpaHcTBO (allocated space): O6nacte Ha UMAPOBOM HOCUTENE, BKNOYasA OC-
HOBHYIO NaMATb, KOTOPas UCNONL3YETCA ANA XPAHEHUS AAHHBIX, B TOM YUCIE METalaHHbIX.

3.3 c6op (collection): Mpouecc cbopa pusnHECKMX INEMEHTOB, KOTOPbIE COAEPXKAT NOTEHLMAsIbHbIE
CBUAETENLCTBA, NPeAcTaBneHHbIe B unuchpoBon hopme.

3.4 undppoBoe ycrponcteo (digital device): SnekTpoHHoe obopyaoBaHue, ucnonbyemoe Ansa obpa-
GOTKM UMM XpaHEHU! AaHHbIX, NPeACTaBNEHHbIX B LUPOBON hopme.

3.5 cBngeTennCcTBa, NpeacTaBneHHbie B uudposon gopme (digital evidence): Nndopmauus unm
JaHHble, XpaHsaLMecs: UNn nepefaBaeMble B BUJE JBOMYHOIO KOAA, KOTOPbIE MOXHO UCNOMb30BaTh B kave-
CTBE foKasaTenbCcTBa.

3.6 konua cBuaeTenbCTBa, NpeacTaBneHHoro B uudgposoin gopme (digital evidence copy): Konus
CBMAETenbCTBA, NpeAcTaBneHHoro B LudpoBoi dopme, kotopas Gbina cozaaHa Ans NoaaepXku 40CTOBEp-
HOCTW AoKasaTenbCTBa NOCPEACTBOM BKITIOYEHUS CBUMAETENLCTBA, NPEACTABIIEHHOTO B LMpoBon dopme, un
cpeactea Bepudukauum, npuydeM cnocob BepuduKkaumm MOXET ObiTb BCTPOEHHBIM B WHCTPYMEHTAMNbHbIE
CpeacTBa, UCMOoNb3yeMble 4TS OCYLLECTBNEHUS BepuuKaLmm, unm He3aBUCMMbIM OT HUX.

3.7 cneunanucTt «onepaTUBHOrO pearmpoBaHUsl» NO CBUAETENbLCTBAM, NpPeACTaBIEHHbIM B
uudposon cdopme; DEFR (digital evidence first responder): ®usuyeckoe nuuo, KOTOPOE YNONHOMOYEHO,
06y4yeHO 1 NoAroTOBrEHO AeNCTBOBaThb MEPBbIM HA MECTe MHUWAEHTa, OCYLIECTBNss cOop u nonydyeHue
CBUAETENbCTB, NPeACTaBNeHHbIX B LMGPOBOI hopme, U KOTOPOE HeceT OTBETCTBEHHOCTb 3a obpalyeHue ¢
3TUMKW CBUAETENLCTBAMMU.

M pumMed4yaHue — [MonHomouus, O6y‘-{6HVIe W NOAroToBKa ABNAKTCA OXUAaeMbIMU TpeGOBaHMHMM, Heobxo-
AWMBIMU ANA NonyyYeHUA JOCTOBEPHBIX CBUAETENbCTB, NpeicTaBlieHHbIX B LLVI(*)pOBOVI q)opme, HO OTAenbHble 06cTOoS-
TenbCcTBa MOryT NPUBOAUTE K TOMY, YTO Cbl/ISI/IHECKoe o He 6y,qu COOTBETCTBOBaTE BCEM TPeM TPEGOBaHVIHM. |_|pI/I
3TOM AOMKHbI ObITh paccMOTpEeHbl MECTHOE 3aKoHOAaTeNbCTBO, NONTUTUKa opraHu3aun U KOHKPpeTHbIe obcTosTensCTBA.

3.8 cneumnanucT No cBUAETeNbCTBaM, NpeacTaBneHHbIM B uudposon dopme; DES (digital evi-
dence specialist): dusnueckoe nuLo, KOTOPOE MOXET BbIMOMHATL 3a4a4K CneyuanmcTa «onepaTuBHoOro pea-
rMpoBaHusiy NO CBUAETENbCTBAM, MPEACTaBMIEHHbIM B LMGPOBOI hopme, u KoTopoe obnagaeT cneumans-
HbIMW 3HAHWAMM, HaBbIKAMU U CMOCOBHOCTAMMU, YTOOLI pa3bupaTbCa B LUMPOKOM CMEKTPe TEXHWYECKUX BO-
npocoB.

MpumedyaHune —CneynannucT No cBUAeTENbCTBaM, NPEACTaBNEHHBIM B LUGPOBOHA dopme, MOXeT obna-
faTb [JOMOSHUTENbHbIMA HaBblkamu, HanpuMep, 3HaHWEM MONyYeHWs CBUAETEeNnbCTB M3 ceTell, O3Y, nporpaMmHbIX
CpeACTB OnepaLMoHHOR cucTemel Unu U3 M3RHgpPeima.
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3.9 undpoBoi Hocutenb AaHHbIX (digital storage medium): YCTpoMCTBO, HA KOTOPOM MOTYT GbiTh
3anucaHbl UudpoBbIe AAHHbIE.

[AnanTupoBaHo us UCO/M3K 10027:1990]

3.10 cpeacTBO CoxpaHeHus cBugeTenbCcTB (evidence preservation facility): BesonacHas cpeaa unu
MECTO, rAe XpaHATCA cOOpaHHbIE MU NONYYEHHbIE CBUAETENLCTBA.

MpumMedaHune —CpeactBo Ans coxpaHeHUs CBUAETENLCTB HE [OMKHO MojiBepraTbCs BO3JEUCTBUIO Mar-
HWTHBIX Nonen, Neinu, BUGpauuu, Bnarn unm nobeix Apyrux hakTopoB BHELLHER cpefbl (Takux Kak aKcTpeManbHas TeM-
nepaTtypa Wnu BRaxHOCTb), KOTOPbIE MOMYT NOBPeAUTL NOTEHUUanbHbIe CBUAETENLCTBA, NpeAcTaBneHHble B LUdpoBoi

dopme.

3.11 3HayeHnune xaw-pyHkumun (hash value): ButoBas cTpoka, ABNAIOLLAACA BbIXOAHLIM PE3YNbTaTOM
X3LL-PYHKUUN.

[MCO/M3K 10118-1:2000]

3.12 npentndmnkauma (identification): Mpouecc, BkNOYaOWMIA NMOUCK, pacrno3HaBaHMe U JOKYMEHTU-
poBaHWe NOTEHUMarnbHbIX CBMAETENLCTB, NPEACTaBNEHHbIX B UucpoBol chopme.

3.13 cospanue obpasa (imaging): MNpouecc co3gaHna NOOGUTOBON KONuM LIM)POBOrO HOCUTENA AAaH-
HbIX.

MpuMeyaHUe —obUTOBas KOMUA Takke HA3bIBAETCA PU3NYECKOI KonMeid.

lpumep - lpu cosdaHuu obpa3sa xecmko20 OuUCKa cneyuanucm «ornepamueHo20 pea2upoeaHus» no
ceudemerni.cmeam, npedcmassieHHbIM & yugposoll ¢popme, 6ydem markke Konupoeams AdaHHble, Komopbie
611y yoarneHsbl.

3.14 nepuchepuintHoe yctponctBo (peripheral). YCTpoOncTBO, NOAKMIOYEHHOE K LMPPOBOMY YCTPOIi-
CTBY AN pacLUMpeHnst ero pyHKUMOHaNbHbIX BO3MOXXHOCTEN.

3.15 coxpaHeHume (preservation): Mpouecc noaaep>Kkn U 3aWUThbl LIENOCTHOCTU M (UNIN) UCXOAHOTO CO-
CTOSIHUSI NOTEHUMANbHbIX CBUAETENLCTB, NPeACTaBNEHHbIX B LudpoBoi opme.

3.16 pocToBepHoOCTb (reliability): CBOMCTBO COOTBETCTBMA NPEAYCMOTPEHHOMY NOBEAEHUIO U pPe3yrb-
Tatam.

[MCO/M3K 27000:2009]

3.17 noBTopsAiemMocCTb (repeatability): CBOMCTBO npouecca nony4yaTb Takue e pe3ynbTarbl TECTUPO-
BaHWs B TOW e TECTOBOI cpeae (TOT e KOMMbIOTEP, XKXECTKUIA AUCK, PEXXMM paboThl U T. 4.).

3.18 BocnpousBoaumocThb (reproducibility): CBOWCTBO npouecca nonyyarb Takue e pesynbTarthbl Te-
CTMPOBaHMA B APYron TeCTOBOW cpeae (Apyron KOMMNbIOTEP, XXECTKUM ANCK, ONepaTop u T. 4.).

3.19 noBpexpgeHue (spoliation): OcyLiecTBneHue unu nNpusHaHue OCYLLECTBIIEHMS u3MeHeHus(il) no-
TeHUMarnbHbIX CBUAETENLCTB, NPeACTaBfeHHbIX B UudpoBon opme, yMeHbLualolee UX AoKasaTernbHylo
LIEHHOCTb.

3.20 cucremHoe Bpemsa (system time): Bpems, reHepupyemoe CUCTEMHbIMU YacaMu U UCNOfb3yeMoe
onepaunoHHON CUCTEMOIA, a He BPeMSl, BbIUMCRSIEMOE ONnepaLMOHHON CUCTEMOIA.

3.21 dpanbcudmkauma (tampering): HamepeHHoe ocyuwlecTBNEHNE UNU NpPU3HAHWE OCYLLECTBIEHUSA
n3MeHeHusA() CBMAETENbLCTB, NpeACTaBneHHbIX B uudpoBoi opmMe (T. €. yMbILUIEHHOE UMM HAMEPEHHOE
NOBpPEXAEHUE).

3.22 meTka BpemeHm (timestamp): MeHsiowmica BpemMeHHON napameTp, 0003Ha4aloWMin MOMEHT
BpE€MEHU OTHOCUTENBHO 00bI4HOro Ha4Yana oTcyeTa BPEMEHMN.

[MCO/M3K 11770-1:1996]

3.23 cBobogHoe npocTpaHcTBO (unallocated space): Obnactb Ha UMPOBOM HOCUTENE, BKMIOYasi
OCHOBHYIO MaMsiTb, KOTOpPas HUKOMY He Obina BbiAeneHa B ONepauuoOHHON CUCTEME, M KOTOpas AOCTyMHA
AN XpaHeHUa AaHHbIX, BKMIOYasa MeTaflaHHble.

3.24 Banngauma (validation): MoaTBepxaeHne NocpeacTBOM NpPeACTaBieHUsA OOBLEKTUBHBLIX CBUAE-
TENbLCTB TOrO, YTO TpeBOoBaHUA, NPeAHa3HAYEHHbIE ANSi KOHKPETHOIO UCNONL30BAHUA UNW NPUMEHEHUS, Obl-
W BbINOMHEHbI.

[MCO/M3K 27004: 2009]

3.25 pyHkuua Bepudukaumm (verification function): ®yHkuua, ncnonbyemasa Ana NOATBEPXKAEHUSA
MAEHTUYHOCTU ABYX COBOKYMHOCTEMN AAHHbIX.

MpumeyvaHue 1-Hukakme aBe HEMAEHTUYHBLIE COBOKYMHOCTN AA@HHLIX HE AOMKHbI ObiTb NpeAcTaBfieHb!
NAESHTUYHLIMW NPU UCNONBL30BaHNKN YHKLK BepudUKaLum.
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MpumMmeyvyaHue 2—DyHKyMM BepuduKaLmu 06bIMHO peanusyoTcsa ¢ UCTONb30BaHUEM XILL-(PYHKLWA, Takux
kak MD5, SHA1 U T. ., HO MOryT BbITb MCMONB30BaHbI U AApYrie MeToAbl.

3.26 usmeHuuBblie AaHHble (volatile data): [laHHble, KOTOpbIE 0COBEHHO YA3BUMbI K UBMEHEHUIO U MO-
ryT ObITb NErk0 MOAUMPULIMPOBAHBI.

MpumMevaHue — M3aMeHeHNe MOXET ObITb BbI3BAHO OTKIMIOYEHUEM SIEKTPOMNUTAHUSA WU NPOXOXAEHUEM
yepe3 MarHutHoe nore. K usMeH4uBbIM AlaHHLIM TakKke OTHOCATCA AaHHble, MEHSIOWMUECS NpU U3SMEHEHUU COCTOAHUA
cuctemsl. Hanpumep, aaHHble, xpaHswmecs B O3Y, n auHamudeckune IP-agpeca.

4 O603HauYeHUs1 U COKpaLLeHun

B HacTosiLem cTaHgapTe NPUMEHEHBI CIIEAYIOLLIME COKPALLEHUS U YCNOBHbIE 0603HAYEHUS:

AVI

CCTV
cD
DEFR

DES

DVD
ESN
GPsS
GSM
IMEI

IP
ISIRT

MD5
MP3
MPEG

NAS
PDA
PED
PUK
RAID

RFID
SAN
SHA
SIM
usB
Wi-Fi

AHK
MBr
nBC
ogy
MAH
Yo

Audio Video Interleave (dopmar dainos ana xpaHeHus1 U BOCNPOU3BEAEHUS BUAEODPUNBMOB,
CUHXPOHU3NPOBAHHBIX CO 3BYKOM);

Closed Circuit Television (3aMkHyTasi TeNeBU3MOHHAsSI CUCTEMA; CUCTEMA BMAEOHADNIOAEHUS);
Compact Disk (komnakr-guck);

Digital Evidence First Responder (cneyuanuct «onepaTtuBHOrO pearupoBaHusi» no ceuae-
TenbCcTBaMm, NpeacTaBfieHHbIM B LiMdppoBomn hopMe);

Digital Evidence Specialist (cneynanucr no cBUAETENLCTBAM, NPEeACTaBNEHHbIM B LMJ)POBOWA
thopme);

Digital Video/Versatile Disk (uncdpoBov Buaeo/MHOroyHKLMOHAMNbHbIA 4UCK);

Electronic Serial Number (35eKTPOHHBII CEpUitHbIA HOMEP);

Global Positioning System (rmobanbHasi cucrema onpeaeneHust MeCTOMONOXEHUS);

Global System for Mobile Communication (rno6anbHas cuctema MoOUNbLHON CBA3W);

International Mobile Equipment Identity (me>xxayHapoaHbii uaeHTUUKkaTop MOBGUNBLHOrO 060-
pyaoBaHus);

Internet Protocol (npoTtokon UHTepHeT);

Information Security Incident Response Team (rpynna pearupoBaHMA HA WHUUAEHTbI MHAOP-
MauuoHHoM 6esonacHoCTH);

Message-Digest Algorithm 5 (anropuTm cBepTKM (XELLMPOBAHUST) COOOLIEHUS 5);
MPEG Audio Layer 3 (dpopmaT 3BYKOBbIX (halinoe ¢ komnpeccuei 3 no texHonornu MPEG);

Moving Picture Experts Group (akcnepTtHas rpynna no paspaboTtke cneuudukaymin uudposo-
ro KOAUPOBAHMS BMAEO U ayAUOCUTHANOB);

Network Attached Storage (ceTeBasi cucrema xpaHeHuUs AaHHbIX);
Personal Digital Assistant ( «<kapmaHHbIAY» NEPCOHaSIbHbIA KOMMNbIOTEP);
Personal Electronic Device (nepcoHanbHOE 3/1EKTPOHHOE YCTPOCTBO);
PIN Unlock Key (knto4 pasénokuposku PIN-koga);

Redundant Array Independent Disk (MaTpuua He3aBUCUMbIX AUCKOBbIX HaKonuTene ¢ nabbl-
TOYHOCTbIO);

Radio Frequency Identification (pagnoyactoTHan naeHTudmkauums);

Storage Area Network (ceTb € BblAENEHHON 30HOW XPaHEHUSI AAHHbIX);

Secure Hash Algorithm (anroputm ayTeHTUhukaunm n npoBepkn LENOCTHOCTU MHAOPMALUKY);
Subscriber Identity Module (moaynb naentudukayum abonerTa; SIM-kapra);

Universal Serial Bus (yHuBepcanbwHas nocriegoBatenbHas LWMHa);

Wireless Fidelity («6ecnpoBogHasi TOMHOCTbY; TExHONoOrma 6ecnpoBogHOro obmeHa AaHHbl-
Mu);

aesokcnpubonyknenHoas kucnota (Deoxyribonucleic Acid — DNA);

ncrovHuk 6ecnepebonHoro nutanua (Uninterruptible Power Supply — UPS);

nokaneHas BbluucnuTensHas cetb (Local Area Network — LAN);

onepaTtuBHoOe 3anoMuHaLlee yctponctso (Random Access Memory — RAM);
nepcoHarnbHbIi naeHTUdUkauuoHHbIi Homep (Personal Identification Number — PIN);
yneTpaduonetoBoe usnyyerue (Ultraviolet — UV).
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5 O6wum o0630p

5.1 KoHTekcT cO6opa cBuaeTenbCTB, NpeacTaBrieHHbIX B uudposon hopme

Mcnonb3oBaHne CBMAOETENLCTB, MPEACTABMNEHHbIX B LIMGPOBON POPME, MOXET TPEOOBATLCA B LIENOM
psiAe pasnuyHbIX CUEeHapueB, Kaxabli U3 KOTOPbIX XapakTepu3yeTcs COOTHOLLUEHMEM MeXay AOCTUXEHUEM
KayecTBa A0Ka3aTenbCTB, CBOEBPEMEHHOCTbIO aHanu3a, BOCCTAHOBIEHMEM YCNyr u pacxogamu Ha cOop
CBUAETENLCTB, NPeACcTaBneHHbIX B LMdpoBon dopme. Moatomy opraHmM3aumam Heobxoamm npouece ycra-
HOBMEHUA MNPUOPUTETOB, MAEHTUUUMPYIOWMIA NOTPEOHOCTU M COOTHOLUEHUE KayecTBa A0Ka3aTenbCTs,
CBOEBPEMEHHOCTbL aHanu3a u BOCCTAHOBNEHUS ycnyr, npexae yem nepeg DEFR OygeT noctaBneHa cooT-
BETCTBYlOLLAas 3agaya. [pouecc yCTaHOBNEHUA NPUOPUTETOB BKIIOYAET OLIEHUBaHUE AOCTYMHOrO MaTtepua-
na ans onpegeneHnsa BO3MOXHOW A0Ka3aTeNbHOW LIEHHOCTU U Nopsaka, B COOTBETCTBUU C KOTOPbIM AOIHKEH
OCYLLECTBNATLCA cOOp/NonyvyeHne/CoXpaHeHne NoTeHUManbHbiX CBUAETENLCTB, NPEACTABNEHHbIX B Lndpo-
BOW hopme. YCTaHOBNEHUE NPUOPUTETOB OCYLLECTBMAETCA ANSA CBEAEHUS K MUHUMYMY PUCKa NOBPEXAEHUS
noTeHUMarnbHbIX CBUAETENLCTB, NPEACTABNEHHbIX B LM(POBOK (popMe U MAKCUMAanNbHOTO YBEMUYEHUS A0-
Kas3aTenbHOW LIeHHOCTU COBPaHHbIX NOTEHUManNbHbIX CBUAETENLCTB, NPEACTABNEHHbIX B LMAPOBON hopme.

5.2 MpuHuMNbI, KacarwWwmecs CBUAETENLCTB, NpeAcTaBNeHHbIX B uucgpoBon hopme

B 60nbLUMHCTBE IOPUCAMKLMIA U OpraHU3auuii CBUAETENbCTBA, NPeACTaBNeHHbIE B LucpoBoii dhopme,
obycnoBneHbl TPEMSI OCHOBOMOMAratoLWUMU NpUHLMNAaMK: 3HAaYUMOCTb, AOCTOBEPHOCTb M AOCTaTOYHOCTb.
OTU TPW NpUHUMNA BaXKHbI ANS BCEX PACCNeAOBaHWIA, a HE TOMbKO ANsS Cryyaes, KOraa CBUAETENbCTBRA,
npeacraeneHHble B LUpoBoli hopme, MoryT ObiTb npuemnemsl B cyae. CBMAETENLCTBA, NPEACTABNEHHbIE
B LMppoBoI hopme, ABNAIOTCA 3HAYUMbIMU, ECIIN OHU MOATBEPXAAIOT UMM ONPOBEPTaloT SNEMEHT KOHKPET-
Horo paccnegyeMmoro gena. XoTs AeTanbHOE onpeaeneHue «A40CTOBEPHOCTMY pPasfnMYaeTcsl B pasHbiX
IOPUCAMKLMAX, LUMPOKO MoadepXuBaeTcs obulee 3HayeHue npuHumna «obecnevyeHue yBepeHHOCTU B TOM,
YTO CBMAETENbLCTBA, NPEACTaBNeHHblE B LUMAPOBON hopMe, ABNAIOTCA Takumu, Kak saasneHo». DEFR He
Bceraa HeobxoamMMo cobupaTtb BCE AAHHbIE MNU AenaTh NOSHYI0 KOMUI0 MCXOAHOIO CBMAETENbLCTBA, npea-
CTaBfeHHOro B Ludposon dopme. Bo MHOrMX IOpUCOMKLMAX KOHLUENUUS AOCTaTOMHOCTM O3HauYaeT, uTo
DEFR HyxHO cobpaTb noTeHumanbHble CBMAETENLCTBA, NPEACTABNEHHbIE B UMdPOBOK hopMe, AN nony-
YeHWsA BO3MOXXHOCTW afeKBaTHOro U3y4yeHus Un paccnenoBaHns aneMeHTos Aena. MoHumaHue 3TON KOH-
uenuuun BaxxHo ana DEFR, 4to6bl OH Mor Hagnexaumm obpasom yCcTaHaBNMBAaTL NPUOPUTETHLI B CBOEH pa-
60Te, Koraa BO3HWUKAET BONPOC BPEMEHU UNU PAaCXOA0B.

Mpumedarnue —DEFR gonxeH obecneunBaTb yBepeHHOCTb B TOM, YTO cOOp MOTEHUUAnbHbIX CBUAETENb-
CTB, NpefCcTaBneHHbIX B LMdpoBOiA hopMe, OCyLLEeCTBAAETCS B COOTBETCTBUU C 3aKOHaMM U NpeanucaHusMU MeCTHOWM
FOPUCOMKLMK, KaK TOro TpebyIoT KOHKpeTHbIE 06CTOATENLCTRA.

Bce npoueccel, koTopble 6yayT ucnonb3oBatecst DEFR 1 DES, 4omkHbl ObiTb BanuaHbl (YTBE PXAEHbI)
40 ucnonb3oBaHusa. Ecnu sanuaauua nposoautca B o6wem, To DEFR u DES aomkHbl noATBEPAUTD, YTO
Banuaauusa ABNSETCS COOTBETCTBYIOLLEN ANSA KOHKPETHOrO WMCNOMb30BaHUSI MPOLECCOB, cpeabl U 006CTONA-
TENbCTB, NMPU KOTOPLIX NpoLEecchl cobuparotcs ucnonb3osatb. DEFR n DES TaKkke A0MmKHbI:

a) JOKYMEHTUPOBAaTb BCE AENCTBUS;

b) onpenensATb U NPUMEHATL METOA YCTAHOBINEHUSA TOYHOCTU U JOCTOBEPHOCTU KOMWUMU CBUAETENLCTB,
npeacTaeneHHbIX B LucpoBoi hopme, No CPaBHEHMIO C UCXOAHBIM UCTOUYHUKOM;

C) CO3HaBaTb, YTO COXPAHEHNE NOTEHUMarbHbLIX CBUAETENbLCTB, NPEeACTaBNEHHbIX B LIM(POBON hopme,
He Bceraa Moxet OblTb NpoBeASHO 6€3 M3MEHEHUN.

5.3 Tpe6oBaHuA K OOpawWeHUIo CO CBUAETENLCTBAMMU, NPeACTaBIIeHHbIMU B uudpoBoi popme

5.3.1 O6waa uucgpopmauma

MpuHUMNbI, N3MI0XKEHHbIE B 5.2, MOTYT ObITb BbINOSIHEHBLI CEAYIOLMM 00pa3oMm:

- 3HAa4YMMOCTb: AODKHA ObITb BO3MOXHA AEMOHCTpauusi TOFO, YTO MOJyYEHHbI MaTepuan siBnseTca
3HauYMMbIM ANsi paccrneoBaHus, T. €. OH COAEPXXUT LEHHYIO MHOPMALMIO AN COAEWCTBUS paccnejoBaHuIo
KOHKPETHOTO MHLUMAEHTa W CyW|ecTBYeT [OCTAaTOMHOE OCHOBAHME Ansl ero rnoryvyeHus. [ns npoBepku M
obocHoBaHHOCTM DEFR pomkeH ObiTh cnocobeH onucate cobnioaaembie npoueaypbl U 00bACHUTb, Kak Obl-
1O MPUHATO PELUEHNE O MOJYYEHUU KAKAOIO dMEMEHTA;

- NOCTOBEPHOCTL: BCE MPOLECCHI, UCMONb3yeMble Npu 00palleHMn C NOTEeHUManbHBIMU CBUAETENb-
cTBamu, NpeAcTaBrneHHbIMU B LM poBoi hopme, AO0IKHbI ObITb KOHTPONMPYEMBLIMU U NOBTOPsieMbIMU. Pe-
3ynbTaThl NPUMEHEHWUSI TAKUX NPOLIECCOB AOMKHbI ObITb BOCMPOU3BOAUMbIMMU;

5
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- nocrato4yHoctb: DEFR A0MKeH NPUHSITL BO BHUMaHUE, YTO ObIN0 COOPAHO AOCTATOUYHO AAHHbIX, YTO-
6bl caenaTth BO3MOXHbIM NPOBEAEHUE HAATNEXALUEro paccrnefioBaHus. [ns npoBepku U 060CHOBAHHOCTU
DEFR pomkeH 6biTb cnOCOOGEH yka3aTb, CKOJIbKO AAHHbLIX B COBOKYMHOCTU paccMaTpuBanoch, U Kakue npo-
Leaypbl UCNOML30BANMUCH AN NPUHATUS PELLEHUS O TOM, CKOSIbKO M Kakue AaHHbIE HYXXHO NOMNyYnTb.

MpuMeyaHue —/[laHHble MOryT BbITb cobpaHbl MyTeM NoOnyyeHUss CBUAETENLCTB U (MNKU) OCYLLECTBNEHNUA
MeponpuATuiA no cbopy.

CyLLeCTBYET YeThIpe KIIOYEBBLIX acnekrta B oOpalleHuM Co CBMAETENbLCTBAMU, NPEACTABAEHHLIMU B
uucpoBol hopMe: KOHTPONMUPYEMOCTb, 0BOCHOBAHHOCTL M MO0 MOBTOPSEMOCTb, NMBO BOCNPOU3BOAU-
MOCTb, B 3aBUCUMOCTH OT KOHKPETHbIX 06CTOATENbLCTB.

5.3.2 KoHTpOonupyemMocTb

HesaBucumbii cneumanuct no OLEHKE WNU ApYyrue YnoMHOMOYEHHbIe 3aUHTEPECOBAHHbLIE CTOPOHbI
[OIDKHbI UMETb BO3MOXHOCTb OLIEHUBaHUSI AEeNCTBUI, BbinonHsieMbix DEFR n DES. 310 AOCTUXMMO nyTem
Hagnexaiero AOKyMEHTUPOBaHUsi BCeX npeanpuHsaTbix aencteuin. DEFR n DES pomkHbl 6biTb CNOCOOHDI
060CHOBaTHL NPOLIECC NPUHATUS PELLIEHUS, KacaloLerocs Boidopa onpeAeneHHoro nopsaka AencTeumii. MNpo-
ueccel, BbinonHeHHble DEFR n DES A0mkHbl ObiTh JOCTYMHBI NS HE3ABUCUMOW OLIEHKU C LIENbIO onpeje-
neHus Toro, cobnoaancs nu COOTBETCTBYIOLLMIA HAYYHBI METOA, TEXHUYECKUI NPpUEM Unu npoueaypa.

5.3.3 NMoBTOpPsiIEMOCTL

dakT NOBTOPSAEMOCTU NPU3HAETCA, €CNU TE Xe pe3ynbTaTbl TECTa NoNy4aloT NPU CneayloLmx yCrnoBu-
ax:

- UCMONb30BaHUEe Takom e npoueaypbl U METOAA U3MEPEHWUN;

- UCMONb30BaHUE TAKUX XKE UHCTPYMEHTArNbHbIX CPEACTB U NMPU TAKUX XKE YCIIOBUSIX;

- BO3MOXXHO MOBTOpPEHMUE B No6Goe BpeMs NOCne NEPBOHAYANbHOIO TECTUPOBAHUA.

O6Gnapaiowumin COOTBETCTBYIOLMMU HaBblikamu U onbiTom DEFR pfomkeH ObiTb CNOCOOEH BLINOMHATH
BCE NPOLECCHI, ONMUCAHHbLIE B JOKYMEHTALMKU, U NPUATKU K TEM Xe pesynbTaram 0e3 ykasaHuii unu odbscHe-
Huii. DEFR pgomkeH co3HaBaTb, YTO MOryT GbiTb 0GCTOATENLCTBA, KOTAA MOBTOPUTL TECTUPOBAHUE HEBO3-
MOXHO, HanpUMep, Koraa UCXOAHbIV XXeCTKUW AUCK CKONMUPOBAaH M BO3BPALLEH B UCNONb30OBaHME, UNK Koraa
NPOAYKT BKIIOYAET 9HEPro3aBUCUMYIO namaTb. B aTom cnyvyae DEFR gomken yb6eautbes, UTo npouecc no-
ny4YeHUs CBUAETENLCTB AOCTOBEPEH. [AnA AOCTUXEHUS NOBTOPAEMOCTM HEOOXOAMM KOHTPOMb Ka4vecTsa M
[JOKYMEHTUpOBaHMWe npoLecca.

5.3.4 BocnpousBogumocTb

dakT BOCNPOM3BOAUMOCTM MPU3HAETCH, €CNU T Xe pesynbTaThbl TeCTa NOMy4yalT Npu Cneaylwmux
YCnoBUsX:

- UCMONb30BAaHWE TaKoro e MeToaa U3MepeHus;

- UCMONb30BAHWNE PA3NUYHbIX UHCTPYMEHTAanNbHLIX CPEACTB U NPU Pa3NUYHBIX YCOBUAX;

- BO3MOXXHO NOBTOpPEeHue B noboe Bpems nocne nepBoHa4ansHOro TeCTUPOBAHUS.

HeobxoAMMOCTb BOCMPOM3BECTU pe3ynbTaTbl MEHAETCA B 3aBUCMMOCTU OT OPUCAMKLUMM U 06CTOS-
TenectB, nodtomy DEFR unu nuuo, ocyuiectensiollee BocnpousseaeHne, AOMKHbI ObiTb OCBEAOMMEHBI O
COOTBETCTBYIOLLMX YCIIOBUSIX.

5.3.5 O60CHOBaHHOCTb

DEFR gomkeH 6bITb cnocobeH o6ocHoBaTh BCe AENCTBUSI U METOALI, UCMONbL30BAaHHbLIE ANs obpallle-
HWSA CO CBMAETENbCTBAMU, NPEACTaBNEHHbIMU B LMpPoBOI chopme. OBOCHOBaHNE MOXET BbITb AOCTUrHYTO
nyTeM AEMOHCTpaLMKU TOro, YTO NPUHATOE peLueHne ObiNo HaWmy4wMM BbIOOPOM ANS NONYYEHUsA BCEX Mo-
TeHUManbHbIX CBUAETENLCTB, NPeACTaBneHHbIX B Uudposoi copme. C apyroi ctopoHel, DEFR nnu DES
MOXET TakKxe NpoAeMOHCTPUPOBaTb 3TO, MOCPEACTBOM YCMNELUHOrO BOCMPOU3BEAESHUA UMW Banuaauum uc-
NonNb30BaHHbIX AEWCTBUIA 1 METOAOB.

OpraHusauus sanHtepecoBaHa B Harime DEFR unu DES, koTopbiit 06nagaet OCHOBHbIMU HaBblkamMm K
KOMMNETEeHTHOCTbIO, OMUCaHHbLIMKU B MPUMOXKEHMM A HACTOALLEro ctaHaapTa. 310 06ecneynT yBepeHHOCTb B
TOM, 4YTO npu obpalleHun co cBuaeTenbCTBaMu, NpeacTaBlieHHbIMU B UmdbpoBoi opme, cobnoaanmch
Hagnexatime npouecckl 1 npoueaypsbl, 06ecnevnBaoLMe KOHeYHOEe COXpaHEHUe CBMAETENbCTB, NpeacTaB-
NEeHHbIX B LIMPPOBOIA POpME, KOTOPLIE MOTYT UMETh A0KA3ATENMBHYIO LIEHHOCTL. 3TO Takke 0becneunT yBe-
PEHHOCTb B TOM, YTO OpraHusaLuyu MOryT UCMOMb30BaTh NOTEHUMANbHbLIE CBMAETENLCTBA, NPEACTaBMNEHHbIE
B LUuUdpoBon hopme, Hanpumep, B CBOUX AUCLUMMIIMHAPHLIX NPOLeaypax unm B COAENCTBUM OOMEHY NOTEH-
unanbHbIMU CBUAETENbCTBaMM, NPEACTaBEHHbIMU B LUADPOBON POPME, MEXAY IOPUCAUKLIMAMMU.

MpunMeyaHune —KomneteHuuss DEFR, onucarnHas B npunoxeHun A, orpaHudeHa yHKUMeNR, KoTopas coB-
MeLleHa ¢ porbio DES, kak onpepeneHo B 3.8.
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5.4 MNpoueccbl 06paboTkn cBUAETENLCTB, NpeACTaBNeHHbIX B uudpoBou opme

5.4.1 O6wuii 0630p

XO0TA NonHbIA npouecc 06paboTku CBMAETENLCTB, NPEACTaBNEHHbIX B LU(POBON hopMme, BKNIOYAET K
apyrue aencreua (Hanpumep, nepegava, YHMUTOXEHUE U T. 4.), cdepa pacCMOTPEHUA HACTOALWEero craH-
JapTa CBs3aHa TONbKO C Ha4anbHbIM NpoLieccoM 06paboTku, CoCToALLMM U3 ugeHTudukaummn, cbopa, nony-
YEHUA U COXpPaHeHUs1 NOTEHUManNbHbIX CBMAETENbLCTB, NPEACTABNEHHbIX B LudpoBoi hopme.

Mo ceoeMy xapakTepy CBMAETEeNbLCTBA, NpeAcTaBrneHHble B LMpoBoi hopmMe, MOTyT ObiTb YA3BUMbI-
Mu. OHM MOTYT ObiTb M3MEHEHbI, hanbcudMuMpoBaHbl UMM paspyLLEHbl B pe3ynbTaTe HeHagnexawero 06-
paweHua unu udydeHusi. OBpaboTuMKM CBUAETENLCTB, NMPEACTaBIIEHHbIX B LUMPOBON opme, AOSMHKHbLI
ObITb KOMNETEHTHLIMU B BOMPOCE UAEHTUUKALMN U MEHEA)KMEHTA PUCKOB, A TaKkKe NOCNeACTBUI BO3MOX-
HbIX BapUaHTOB AENCTBUI NPKU 00paLLeHnn CO CBUAETENLCTBAMM, NPEACTABNEHHBIMU B LM PoBon dopme.
HecnocoGHocTb 06pawaTbea ¢ UuPOBLIMM YCTPOWCTBAMM HaANEXawmmMm o6pasoM MOXET NpUBECTU no-
TeHUunarnbHble CBUAETENLCTBA, NPeACTaBreHHbe B LM(MPOBOIA (hOpMe U coaepalumeca B 3TUX LM poBbIX
YCTPOWCTBAX, K HENPUITOAHOCTU AN UCNOSb30BAHUA.

DEFR v DES gomxHbl cneoBaTtb JOKYMEHTUPOBAHHLIM npoueaypam Ans obecnevyeHns yBepeHHOCTH
B noaaep ke LenoCTHOCTM U AOCTOBEPHOCTU MOTEHLMUANbHbLIX CBUAETENLCTB, NPEeACTaBMEHHbIX B LU(po-
BON chopme. YkasaHHble npoueaypbl AOIMKHbI YYUTLIBATH PEKOMEHAaUMu Mo 0OpaLLeHUI0 ¢ UCTOYHUKaMU
NnoTeHUManbHbIX CBUAETENLCTB, NPeACTaBleHHbIX B LiUMdpoBor hopme, U oxBaTbiBaTb CRneaylowme OCHOB-
Hbl€ NMPUHLMMbI:

- CBeAEHWe K MUHMMYMY OOpaLLeHUsi ¢ UCXOAHLIM LU(POBLIM YCTPOIWCTBOM MU NOTEHLUUANbHBIMK
cBuaeTenbcTeamu, NpeacTaBneHHbIMKU B LMdpoBom dopme;

- y4eT nobbiX M3MEHEHUN U JJOKYMEHTMPOBAHWE NMPEANPUHATLIX AENCTBUI (B TAKOW CTENEHU, YTOObLI
3KCMepT Mor chopMUpPOBaTb MHEHUE O OCTOBEPHOCTH);

- coﬁmo,ueHme ,EleVICTByIOLI.[VIX Ha MecTax npaBui B OTHOLLEHUU CBUAETENLCTB,

- DEFR n DES He gomkHbl npeanpuHMMaTh AeUCTBUS, BbIXOAALME 32 PAMKN X KOMNETEHTHOCTH.

Mytem cobniogeHns 6a30BbIX NPUHLUMMOB U TpeboBaHUi NO 0OpaLLEeHUIO ¢ NOTEeHUManbHbLIMK CBUAE-
TenbCTBaMu1, NPeACTaBMNeHHbIMK B LMdPOBON (hOpME, CBUAETENLCTBA AOMMKHBLI ObITb COXPaHeHbI. Bee aen-
CTBUS U NOTUYECKMe 0BOCHOBaHUS AOMKHbI AOKYMEHTUPOBATLCH, OCODEHHO B Criyyae BHECEHUS Heudbex-
HbIX M3MeHeHui. Kaxkablii npouecc 06paboTkm CBMAETENLCTB, NPEACTABNEHHbIX B LMGPOBOM hopme, T. €.
naeHtTudukaums, c6op, nonyvyeHne n coxpaHenune Gonee noapobHO 06CYKAAETCA B HKECNEAYIOLLUX MYHK-
Tax.

5.4.2 UpeHTUdUKaumua

CBuWAeTenbLCTBA, NPeACTaBNeHHbIe B LMppoBoi hopme, MOTyT ObiTb B OU3NYECKOM UNKU SIOTUYECKOM
Buae. PUIMYECKMIn BUA O3HaAYaET NpeAcTaBrieHWe AaHHbIX B MatepuanbHOM ycTponcTee. Jlormyeckuin Bua
noTeHUManbHbIX CBUAETENLCTB, NPEACTaBNEHHbIX B LUAPOBONH (hOpPME, OTHOCUTCA K BUPTyanbHOMY npea-
CTaBIIEHUIO JaHHbIX B YCTPOICTBE.

Mpouecc uaeHTUMUKALMKU BKIMIOYAET MNOUCK, pacno3HaBaHWe U JOKYMEHTMPOBAHME NOTEHLUMasibHbIX
CBUAETENLCTB, NPEeACTaBNeHHbIX B LudpoBoi opme. B npouecce naeHTUdUKaLum A0MKHbI onpeaensTbes
LMpoBbIE HOCMTENM UHOPMALIMKM U YCTPOWCTBa 06paboTKM, KOTOPLIE MOTYT CO4EpXaTb NOTEHUMAsbHbIE
CBUAETENbCTBA, NPeACcTaBneHHbIe B LMdPOBON hopme, UMEKOLLME OTHOLLIEHUE K MHUMUAEHTY. [daHHbIn npo-
LiecC BKIOYaET Takke AeiCTBUEe MO yCTAHOBMEHUIO NPUOPUTETOB ANa cbopa CBMAETENLCTB, HA OCHOBE UX
n3MeH4MBOCTU. Onsi obecneyeHns yBepeHHOCTU B Haanexallem rnopsiake npoLeccoB cbopa u nonyyvyeHus
CBUAETENbCTB CrieayeT MAeHTUMULMPOBaTb MU3MEHYUBOCTb AAHHBIX, YTOObI CBECTU K MUHMMYMY YLLEpO Ans
noTeHUManbHbIX CBUAETENLCTB, NPeACcTaBrieHHbIX B LudpoBon hopMe, U NONY4UTb Haunydlne CBUaeTENb-
cTBa. Kpome TOro, BO BpemMs 9TOro npouecca crefyer MAEHTUMULMPOBATL CKPbITbIE NOTEHUMUANbHbIE CBU-
JeTenbCcTBa, npeactasneHHble B Lmudposoi hopme. DEFR 1 DES aomkHbl co3HaBaTh, YTO HE BCE BUAbl
LUMpOBLIX HOCUTENEN MHAOPMAaLMKU MOTYT BbiTb NErko MAEHTUPULMPOBAHBI U NOKanM3oBaHbl, HANPUMEP,
obnayHasn obpaboTka aaHHbIX, NAS 1 SAN no6aBnsaoT BUPTYanbHbI KOMIOHEHT K NPOLIECCY MAEHTU(MKA-
uum.

DEFR n DES pomkHbl cucTeMaTU4eCckn NPOBOAWUTL TLUATENbHbIA MOUCK SNEMEHTOB, KOTOPbIE MOTyT
cogepxaTb MOTEHUManbHble CBUAETENbLCTBA, NMPeAcTaBfiEHHble B LUPPOBON hopme. PasnuuyHble BUabl
UMdPOBLIX YCTPOMCTB, KOTOPbIE MOIYT coAepaTb MOTEHUManbHble CBUAETENbCTBA, NPEACTABIIEHHbIE B
uncpoBol popme, nerko MoryT GbiTb He3ameueHbl (HanpuMmep, 13-3a Manoro pasmepa), CKpbITbl NN Nepe-
MeLUaHbl C APYrMM, HE OTHOCALLMMCS K Aerly Matepuarnom.
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B 6.1 u 6.6 npuBoAMTCS AONONHMTENBHAA UHPOPMALMA, KACaKOLLAsaCa UCTOPUN XPaHEHNUS U aCMeKTOB
yMakoBKM U MapKMPOBKM NPW nAeHTuduKaLum CBUAETENbCTB, NPeAcTaBneHHbIX B Ludposon dopme. B pas-
aene 7 onpeaeneHbl pykoBoAALME yKa3aHWsi, OTHOCALLMECH K KOHKPETHbIM mpumepam uaeHTudukaumu,
c6opa, nony4YeHus n COXpaHeHUsi CBUAETENLCTB, NPEACTABNEHHBIX B LLMPOBON hopme.

5.4.3 C6op

Mocne waeHTudukauum UMPPOBbLIX YCTPOMUCTB, KOTOPbIE MOrYT coAepxarb NOoTeHUManbHble CBUAE-
TenbCTBa, NpeacTaBneHHble B yudposon dopme, DEFR 1 DES gomkHbl pewwumts, 6yAeT nu ocyLIecTBNATb-
cs ¢Bop unu nonyyeHue CBUAETENLCTB B TEYEHUE CrieayoLero npouecca. CywlecTByeT psa BAUAIOLMX HA
Takoe pelueHue hakTopoB, koTopble Bornee aetanbHO 06CYXaalOTcA B pasaene 7. PewleHne J0OmKHO ObiTb
OCHOBAHO Ha 0OCTOATENLCTBAX.

C6op s1IBNsieTCsl 0AHMM M3 npoLeccoB 00paboTkn CBUAETENLCTB, NPEACTABMNEHHbIX B LMdpoBoi ¢op-
Me, eCnu YCTPOICTBa, KOTOpble MOFYT COAEpKaTb NOTeHUWanbHble CBUAETENbCTBA, NPEACTaBMNEHHbIE B
uncpoBoii hopme, nepemeLLaloTca U3 ux paboyei cpeabl B nabopaTtopuio UNU UHYK0 KOHTPONUPYEMYIO
cpeay AnA MOCrneayloLwero nonyvyeHus M aHanu3a CBMAETENbCTB. YCTPONCTBA, coAepalume noTeHuuanb-
Hble CBMAETENbCTBA, NPeAcTaBneHHbIe B Ludposon opme, MoryT ObiTb B OAHOM M3 ABYX COCTOSIHUI: KOraa
nUTaHWe CUCTEeMbl BKMIOYEHO MMM KOTAA MUTAHUE CUCTEMBI BLIKNIOYEHO. B 3aBMCUMMOCTM OT COCTOSIHMSA
YCTPONCTBa TpebyioTCs pasHbie MEeTOAbl U MHCTPYMEHTanbHble cpeacTsa. K MeTtogam u MHCTpyMEHTanbHbIM
cpeacTBam, UCMoNb3yeMbiM Anst cOopa AaHHbIX, MOTYT NPUMEHATLCA CNeuuanbHbIe Npoueayphbl.

3TOT NpouEeCcC BKIOYaET AOKYMEHTUPOBaHUE BCEX AENCTBUIA, a TaKkKe YNakoBKYy YCTPOWCTB nepes ux
TpaHcnopTuposkoii. in DEFR n DES BaxHOo cobpartb nio6oi matepuan, KOTOpblii MOXET UMETb OTHOLLe-
HWE K NOTEHLUManbLHON umdpoBoi uHopmauumn (Hanpumep, NMCTbl Gymaru ¢ 3anMCaHHbIMKU NAPONSIMU, NOA-
CTaBKM U CUIIOBbIE pa3beEMbl AN BCTPOEHHbIX YCTPOMCTB). Mpu OTCYTCTBUM PasyMHON OCTOPOXKHOCTM MO-
TeHUMarnbHble CBUAETENbLCTBA, NpeAcTaBneHHbie B LUudposon dopMme, MOryT ObiTb NMOTEPSIHBI UMK NOBpe-
»aeHbl. DEFR u DES gomkHbl BbIOpaTb Haumy4LLmii BO3MOXHbIN METOA cOopa Ha OCHOBE CUTyaLu, pacxo-
[10B 1 BPEMEHU, U IOKYMEHTaNbHO 0(DOPMUTL peLeHne 06 NCNonNb30BaHUM KOHKPETHOrO MeToAa.

MpumMmeyvyaHue 1-W3BneyeHne uMpoBbIX HocUTenen UHOPMaLUK He Bceraa pekomeHaosaHo, U DEFR
JOMmKeH GbITb YBEPEH B CBOEi KOMMNETEHTHOCTH, AOMKEH OCO3HaBaTh HEOBXOANMOCTL U BOSMOXHOCTb BbINOMHEHUS 3TO-
ro.

MpumMmeyvyaHue 2-B coorBeTcTBUM C TPeBOBAHUAMU KOHKPETHOW HOPUCAUKLIMU [OMKHBI BbITb JOKYMEHTU-
poBaHbl cBefieHUs1 0 HecoBpaHHbIX LUpoBLIX YCTPONCTBaX ¢ 060CHOBAHNEM UX UCKITIOYEHUS.

5.4.4 NMonyyeHne cBUOETENLCTB

Mpouecc nonyyeHUs CBMAETENLCTB BKNIOYAET CO3faHue LUMdpPOBOM KOMUU CBUAETENLCTB, NPEeACTaB-
NEeHHbIX B UndpoBoi hopme (Hanpumep, NOFIHOTO XXeCTKOro AUCKa, pasaena aucka, BolbpaHHbIX haiinos), 1
[JOKYMEHTUPOBAHME UCMONb30BaHHbLIX METOA0B U BbINONHAEMbIX aercTBuil. DEFR gomkeH BbibpaTtb Hagne-
KalMin MeTon MONyYEHUs CBUAETENbLCTB, UCXOAA M3 CUTyauuu, 3aTtpar U BPEMEHWU, U AOKYMEHTanbHO
0popMuTb peLeHne 06 MCMONbL30BaHUM KOHKPETHOTO METOAA UMM MHCTPYMEHTANbHOIO CpeacTsa, COOTBET-
CTBEHHO.

MeToabl, UCNonb3yeMble Ansl Nony4eHuss MOTEHLUManbHbIX CBUAETENLCTB, NPEACTAaBNEHHbIX B LUdpo-
BOW hopme, AO0MKHbI BbITb YETKO U NOAPOBHO AOKYMEHTUPOBAHLI, M, HACKOMNBKO 9TO MPAKTUYECKN BO3MOXHO,
BOCMNPOM3BOAUTLCA UNKU NOAgaBaTbCs npoBepke komneTeHTHbiIM DEFR. DEFR unn DES gomxHbl nonyyarb
noTeHUnanbHble CBUAETENbLCTBA, MPEACTaBIIEHHbIE B LuUdpoBoN opme, GeszoTnaraTenbHbiM CNOCOGOM,
4yTOObI U3bexatb, rae 3T0 BO3MOXHO, BHECEHUs1 M3MeHeHun. Mpu ocywecTtenenun atoro npouecca DEFR
JOIDKHbI PacCcMOTpeTb UCNOMb3oBaHMe Haubonee noaxoaswero metroaa. Ecnu B pesynbtate npouecca
Heun3bexxHbl U3MEHEHNUS B LMPOBLIX JaHHbLIX, BLIMONHAEMAs A4EATENbHOCTb AOMMKHA ObiTh 3840KYMEHTUPO-
BaHa ana yyerta W3MEHEHUN B AaHHbIX.

B npouecce nonyyeHusi CBUAETENLCTB CrieayeT CO34aBaTb KOMUIO MOTEHLUAnbHOIrO CBUAETENbLCTBA,
npeacTaBneHHoro B uudposon dopme, unu LUUPOBbLIX YCTPONCTB, KOTOPbIE MOFYT COAEPXaTb MOTEHUM-
anbHble CBMAETENbLCTBA, NPEACTaBnEeHHbIE B LUMppPOBOA ¢opMe. U opurmHan, u Konus CBUAETEmNbLCTBA,
npeacTaBneHHOro B LMpoBoi opme, AOMKHbI ObiTb BEPUPULNPOBAHLI C MOMOLLLIO NPOBEPEHHOW (PYHK-
uun Bepuchmkaummn (NOATBEPKAEHHOW KaK TOMHAsA Ha AAHHbIA MOMEHT BPEMEHU), ABNSAIOWENCa NPUeMnemon
Ans nuua, kotopoe GyaeT MCNOMbL30BaTb CBMAETENLCTBA. W OpurvHan, u kakgas Konus CBUAETENLCTRA,
npeacTaBneHHoro B unposon chopme, AOMDKHbI AaBaTb OAWUH U TOT Xe pesynbTaT npu BepudukaLum.

Bo3moxxHbI 06CTOATENLCTBA, KOrAa NpoLecc Bepudukaumnm He MOXET ObITb BbIMONHEH, HANPUMEP, Npu
nony4yeHMn CBUAETENLCTB B paboTatoLleli cucTeme, OpuUrMHan cogepxut ombku CEKTOPOB UMK Nepuog, no-
ny4yeHus CBUAETENbCTB OrpaHnyeH no Bpemenn. B Taknx cnyvasax DEFR gomkeH ncnonb3oBatbk Hanny4Lwuni
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JOCTYNHBLIA MeToA, U ObITb B COCTOSIHUM 0BOCHOBATH U 3alUTUTL BbiIBOp MeToaa. Ecnu cospgaHme obpasa He
MOXET ObITb MPOBEPEHO, TO 9TO AOIHKHO ObiTb 3aJ40KYMEHTUPOBAHO M 060CHOBaHO. Mpu HeobBxoaumocTu
UCNOMb3yeMBbI METOA MONYYEHUS CBUAETENbCTB AOMKEH UMETb BO3MOXHOCTb MOMYYEHMS BbIAENEHHOIO 1
HEe3aHATOro NPOCTPaHCTBA.

Mpumevanune 1 — Ecnu npoyecc BepudumkaLmm He MoXeT OblTe OCYLLECTBINEH AN UCTOYHUKA B LIENOM,
BCMefCTBME OLUIMBOK WCTOYHUMKA, TO OCYLUECTBMNSAETCA BepudUKaLWUA TeX YacTeil UCTOYHWKa, KoTopble MOryT ObiTb
HaleXHO NPOYMTaHbI.

MoryT 6bITb Criy4au, KOrga HEBO3MOXHO UMM HEAOMYCTUMO CO3JaHWe KOMUM CBUAETEnbCTBA, nped-
CTaBMEHHOro B LMApPOBON opme, Hanpumep, Koraa UCTOYHUK CRULLKOM Benuk. B Takux cnydyasx DEFR
JOJIDKEH OCYLLECTBUTb NOrMyeckoe nosydeHne CBuaeTenbCTBa, HaueneHHOe TOMbKO Ha onpeaenieHHbIe Tu-
Nbl AAHHLIX, AUPEKTOPUM UNU aapeca. STO 0OLIYHO MPOUCXOAUT Ha ypoBHE haiinoB KU pas3genos aucka. Bo
BPEMS JIOTMYECKOrO MONyYeHuss CBWAETEeNbCTBA, B 3aBUCUMMOCTU OT UCMONbL3YyeMOro Metoda, Moryt ObiTb
CKONMPOBAaHbI TOMbKO aKTUBHbIE (haisbl U pacnpeaeneHHoe NPOCTPaHCTBO LUdPOBOro HocuTens nHdopma-
uuK, a yaaneHHsle ainsl unu HepacnpeaeneHHoe npoCcTPaHCTBO MOMYT HE KOMMpPOBaTbCA. Apyrum npumMe-
pOM, rae Takol MeToa MOXeET ObITb NMONEe3eH, ABMAITCA KPUTUYHbIE ANA LENeBol 3agadu CUCTEMbI, He A0-
nycKaroLme OTKITIIYEHUS.

MpumedvyaHue 2 — HekoTopble topucaMKUMU MOryT TpeboBaTb ocoboro oGpalleHus ¢ AaHHLIMW, Hanpu-
Mep, onevaTbiBaHUA B NPUCYTCTBUU Bnafesbla JaHHbIX. OnevyaTbiBaHWe LOSTKHO OCYLLECTBIATLCS B COOTBETCTBUMU C
nokanbHeIMU TpeGoBaHUAMMN (3aKOHOAATENbHLIMU U NpoLieccyanbHbIMK).

5.4.5 CoxpaHeHue

[oTeHymanbHble CBUAETENLCTBA, NPeACTaBeHHble B LMdpoBon hopme, AOMKHbI COXPAHATLCA ANA
ob6ecneveHns yBepeHHOCTU B X MONE3HOCTM NpU paccneaoBaHmm BaxHo obecneunTs 3auTy LIENOCTHOCTU
cBuaeTenseTB. MpoLecc coxpaHeHus BKMIOYaeT 3aLluTy NoTeHUMarnbHbIX CBUAETENLCTB, NPeACTaBIEHHbIX B
undpoBoii opme, U UUEPPOBLIX YCTPONCTB, KOTOPbIE MOTYT COAepXaTb MOTEHLUUanbHble CBUAETENbLCTBA,
npeacraeneHHble B UMdposon dopme, oT hanbcudukaumn nnu nospexaeHus. Npouecc coxpaHeHus Aon-
XKEH MHULMUPOBATLCA U NOAAEPXKMBATLCA HA NPOTSHXKEHUUM BCEX 3TanoB oOpalleHusi Co CBUAETENLCTBAMM,
npeacTaBneHHbIMU B LndppoBoi opme, HauMHas ¢ uaeHTudukaumm LmgpoBbIX YCTPOUCTB, KOTOPbIE MOryT
cogepaTb NOTeHUManbHbIe CBUAETENLCTBA, NPEACTABSIEHHbIE B LUAPOBON hOopMeE.

Mpu HaunyylweMm cueHapum pasBuTUA HEe JOSDKHO ObiTb HUKAKOTO MOBPEXAEHUS CAMUX JAHHbIX UMK
no6biX CBSA3aHHBLIX C HUMU METaZlaHHbIX (Hanpumep, meTku aatel U Bpemenu). DEFR aomkeH ObiTb cnoco-
6eH NpoAEMOHCTPUPOBATb, YTO CBUAETENLCTBA HE MOAUGUUMPOBANUCE Nocne ux cbopa unu NonyveHus,
Unu, ecnu ObinNuM BHECEHbI HEU3OEXHbIE U3MEeHEeHUs, NPeaoCTaBUTb Nornyeckoe 060cHOBaHWE U AOKYMEH-
TanbHO NOATBEPAUTHL 3TU AEUCTBUS.

MpumeyaHue —B HeKOTOpbIX CrydYasx KOHPUAEHUNANBbHOCTb CBUAETENLCTB, NpefcTaBNeHHbIX B Ludpo-
Boi dopMe, sBnsAetca TpeboBaHueM, T. €. Nubo TpeboBaHneM GusHeca, nubo npasoBbIM TpebGoBaHuem (Hanpumep,
npuBaTHoCTb). MoTeHUKUanbHbIE CBUAETENLCTBA, NPEACTaBNeHHbIe B LUdpoBoit dhopme, AOMKHBI ObITb COXpaHeHbl cno-
cobom, obecneunBaloLLMM YBEPEHHOCTb B KOH(PUAEHLUANBHOCTN AaHHbIX.

6 KnioueBble KOMNOHeHTbI naeHTudukauum, céopa, NOsNyYeHUss U CoOXpaHeHus
CBUOETENbLCTB, NpeacTaBneHHbIX B uugposon hopme

6.1 UcTopmsa xpaHeHus

MNpu mobom paccnegosanun DEFR gomkeH HECTH OTBETCTBEHHOCTb 3a BCE MNOSIYYEHHbIE AAHHbLIE U
YCTPOMCTBA HA BPEMSsI HAXOX/IEHUS1 UX B €ro pacnopspkeHnn. 3annmcb UCTOPUM XPAHEHUS] — 3TO [OKYMEHT,
yAOCTOBEPSIIOLLUIA XPOHOSOTMIO nepeMeLLeHnst u 0bpaboTkn NoTeHUMUanbHbIX CBUAETENLCTB, NPEACTABMNEH-
HbIX B LmdpoBoi copme. OHa AomkHA ObiTh HayaTa OT npouecca cbopa unu NonyvyeHusi CBMAETENbLCTB.
OO6bI4YHO 3TO AOCTUraeTCst NyTEM PErMCTpaLMmu UCTOPUU dNEMEHTa OT MOMEHTA ero uaeHTudukauum, cbopa
UK NONyyYeHus rpynnoi paccneqoBaHua A0 €ro TeKYLWEero COCTOAHNA U MECTOHaXOXAEHUS.

3anucb UCTOPUM XPaHEHUSI — 3TO AOKYMEHT UMM HECKONbKO B3aMMOCBSA3aHHbIX JOKYMEHTOB, AeTarnbHO
OMUCLIBAIOLLIUX UCTOPUIO XPaHEHUSI U (PUKCUPYIOLLMX NKLL, OTBEYaloLUMX 3a obpalleHne ¢ NoTeHUMarnbHbIMKU
cBUAETENbCTBaMM, NPEeACTaBNEeHHbIMU B LucpoBoit hopme, nubo B BUAE LMAPOBLIX AaHHbIX, MO0 B Apy-
rux coopmarax (Hanpumep, 3ameTku Ha Gymare). Llenb noaaep>xaHust 3anMcu UCTOPUKU XPaHEHUs1 COCTOUT B
CO3JaHUMN BO3MOXHOCTU uAeHTUMKauMM nepeMeLleHns NoTeHUManbHbIX CBUAETENbLCTB, NpeACcTaBrneHHbIX
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B UncpoBon chopme, U AOCTyNa K HAM B Mi0GOV AaHHbIA MOMEHT BpeMeHn. CaMa 3anncb UCTOPUU XPaAHEHUA
MOXET coaepxaTb Oonee OAHOrO AOKYMEHTA, HanpuMmep, Ana NoTeHuuanbHbiIX CBMAETENbCTB, NpeacTas-
NeHHbIX B LuudpoBoi chopmMe, AOMMKeH ObITb akTyasnbHbIA AOKYMEHT, (PUKCUPYIOLWMIA nonyvyeHne undpoBbixX
JaHHbIX C KOHKPETHOrO YCTPOICTBA U NepeMeLLeHne 3Toro YCTPOWCTBA, U AOKYMeHTauus, dukcupyowas
nocneayiowee U3BneYeHUe UM KONUMPOBaHME NOTEHLMASIbHBIX CBUAETENbLCTB, NPEACTaBNEeHHbIX B g po-
BON ¢hopMe, ANs aHanm3a Unu UHbIX Lenein. 3anucb MCTOPUM XPaHeHUn A0IHKHA, KaK MUHUMYM, coaepXaTb
cneayioLlyo nHdopmamio:

- YHUKasnbHbIA naeHTudukaTop CBUAETENLCTBA,

- NUL, UMEBLLUX AOCTYN K CBUAETENLCTBY, BPEMSA U MECTO NPOUCXOAALLETO;

- NUU, OCYLLECTBISIBLUMX NMPOBEPKY CBUAETENLCTBA B NMOMELLEHMU [N COXPAHEHUNA CBUAETENLCTB U
BHE Hero, U Koraa aTo NPOUCXOAMUIO;

- NPWUYKUHA BLINONHEHUSI NPOBEPKU CBMAETENbCTBA (MPU Kaknx 06CTOATENbCTBAX, U C KAKOW LEMbIO) M
COOTBETCTBYIOLLIEE OCHOBAHWE, €CNU 3TO NPUMEHUMO;

- nobble Hen3beXxHble U3MEHEHUS NOTEHLMANBLHOTO CBUAETENbCTBA, NPEACTaBIEHHOro B LUPOBOW
dopme, a Tarke chamMmunuio nuLa, OTBETCTBEHHOTO 3a 3T0, U 0O0CHOBAHUE BHECEHNS U3MEHEHWA.

MCTOpMFl XpaHeHus AoJbkHa noaaepXXmBartbCA HA NPOTAXKEHUU BPEMEHU UCNONb30OBAHUA CBUAETEIb-
CTB U COXpaHATLCS B TEYEHME ONnpeaerieHHOro nepuoaa BpEMEHU Nocne 3aBepLUeHUs] UCNONb30BAHUA CBU-
NEeTenbCTB — 3TOT MEpPUOJ] BPEMEHU MOXET ObiTb YCTAHOBMEH B COOTBETCTBMU C MECTHOW IOPUCAMKLIMEN
cbopa u nmony4veHusi cBuaeTenbCcTB. OHA AOIDKHA YCTAHaBNMBATLCA C MOMEHTa MOony4yeHus uudposoro
yCTpOMCTBa (YCTPOMCTB) M (Mnu) NOTEHUMANbHBIX CBUAETENLCTB, NPEACTaBNEHHbIX B Uudposoin dopme, n
He AO0IMKHA KOMMPOMETUPOBATLCS.

MpuMeyaHUe —B HEKOTOPLIX OPUCAUKLMSIX MOTYT BbITb 0cOOble TpeboBaHNA B OTHOLIEHUN UCTOPUMN Xpa-
HeHuA. DEFR gormkeH cobniogath 9T TpeboBaHus.

6.2 Mepbl NpeaOCTOPOXHOCTU HA MECTe MHLUMAEHTA

6.2.1 O6wan uHdopmauma

Kak Tonbko DEFR nosiBnseTcs Ha MecTe UHUMAEHTA, OH AOJDKEH BbINONHUTL AEUCTBUA No obecneve-
HUIO 6€30MacHOCTM M 3aLUUTbl MECTOHAX0XAEHUA NOTEHUUaNbHbLIX CBUAETENLCTB, NPEACTABNEHHbIX B Lnd-
poBoii hopme. C y4eTOM MeCTHOro 3aKOHOAAaTENbLCTBA 3TU MEPbl AOIDKHBI NOAAEPKMBATL CriefyioLlee:

- 06e30nacutb 1 B3ATb NOA KOHTPOIb NMOLAAKY, COAEPKALLYIO YCTPONCTBA;

- ONPeaennTb, KTO HECET OTBETCTBEHHOCTL 3a NMOLUAAKY;

- 06ecneynTb YBEPEHHOCTb B TOM, YTO FIOAN yaaneHbl OT YCTPONCTB U UCTOMHUKOB NMUTAHUS;

- AOKYMEHTAanbHO OTMETUTb BCEX, KTO UMEET AOCTYM Ha NNOLaaKy, Unu BCeX, y KOro MoxeT ObiTb Npu-
YMHa oKasaTbCA CBA3AHHLIM C MECTOM WMHLMAEHTA;

- €GN YCTPOMCTBO BKITIOYEHO, HE BbIKIOYATb €r0, a €Cnu YCTPONCTBO BbIKMIOYEHO, HE BKNOYaTL €ro;

- eCnu 3TO BO3MOXHO, AOKYMEHTanbHO 3auKkcMpoBaTb MeCTo cobbiTuA (HanpuMmep, acku3, otorpa-
dust uUnn Buaeon3obpaxkeHne) co BCEMM KOMMOHEHTaMu U kabensmu B UCXOAHOM nonoxeHuu. Ecnn ¢oto-
annapata u (Mnv) BMAEOKaMepbl HET, HAPUCOBATb 3CKU3HbIA NNaH CUCTEMbI U NPOMaPKMPOBaTb NOPTbI U
kabenu, 4tobbl cucTema morna 6biTb NPOBEPEHA U BOCCTAHOBIEHA NO3AHEE;

- €CINu1 9TO paspeLleHo, NMPOBECTU Ha NNOLWAAKE NMOUCK TaKUX NPEeaMETOB, KAk CaMOKIeoLmMecst 3anuc-
KW, eXeOHEeBHUKW, JOKYMEHTbI, HOYTOYKM UNM PYKOBOACTBA MO annapaTHbIM U MPOrpaMMHbIX CPeacTBam €
BaXKHEMLWMMK NOZPOBHOCTAMM 06 YyCTPONCTBAX, TakuMK Kak naponu u PIN-kogbl.

MpumeyvyaHue 1—B HekOTOpbIX FOPUCAMKLMAX MOFYT BbITb 0cobble TpeboBaHus K nNpuemy OoTO U BUAEO-
maTtepuarnoB B ka4ecTBe fokasaTenbcTB. DEFR gormkeH TovHO cobniogats aTu TpeGoBaHus.

MpumMmeyvyaHune 2—-DEFR aomkHel co3HaBaTb, YTO MOTEHUMaNbHblE CBWAETENbLCTBA, NpeAcTaBfeHHble B
LncbpoBoit hopme, He BCerga MOryT ObiTb B O4EBUAHBLIX MECTax, Hanpumep, MoXeT BblTb pacnpeaeneHHoe Unu BupTy-
anbHoe XpaHeHue.

B nepsyto ouepeab DEFR gomxeH npeactaBuTb cebe BCe PUCKU, CBA3AHHbIE G OCYLLECTBIIEHWEM BCEX
npoLueccoB No paccnenoBaHuto. Ha Mecte nHUuaeHTa Heobxoa4MMO PacCMOTPETL BOMPOC 3aLLUUTbI NEPCOHA-
na v noteHumarnbHbIX CBUAETENLCTB, NPeACTaBNEHHbIX B LMAPOBON hopMeE.

6.2.2 MepcoHan

[lo Hayana nmpouecca BaXKHO NPOBECTM OLEHKY pucka B OTHOLUEHMM Ge30macHOCTM nmepcoHana, no-
cKonbky 6e30nacHOCTb MepcoHana, y4acTBYIOLUEro B Mpouecce, SBMSETCA XUSHEHHO BakHOW. Bonpocsl,
KOTOpbIE AOMKHbI ObITb PACCMOTPEHBI B MPOLIECCE OLEHKU PUCKOB ANsi NepcoHarna, BKMYalT (HO He orpa-
HUYKUBAIOTCA) creayloLuee:
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- cyLlecTByeT nu nogospesaemoe nuuo(a)? Ecnu ga, ectb nu y HEro(Mx) CKINOHHOCTb K NPOTMBONpPAaB-
HbIM AEUCTBUSIM?

- B TEYEHUE KaKOro BpemeHu OyaeT npoBoanTbcs paborta?

- MOXET N MECTO UHLUMAEHTA ObiTb U30NIMPOBAHO OT NMOCTOPOHHUX?

- €CTb N1 Ha nnowlagke opyxue?

- CyLLECTBYIOT Nnn (pu3nyeckne onacHOCTH ANA NPUCYTCTBYIOLLMX?

- MOXET MW 4YTO-TO B OGnmxanLem OKPY>XEHUU, BKIoYasi YCTPOMCTBA, ObiTb CKOH(UIypupOBaHO Tak,
4yTOObI BbI3bIBaTh hU3NYECKUI yLepO B cy4ae HECOOTBETCTBYIOLLEro 00palleHus, HaNnpUMep, CKpbITas no-
ByLUKA?

- CyLLECTBYET N Kakas-nubo BEpPOATHOCTb TOTO, YTO noanexaiyme cbopy Marepuanbl MOTyT Bbi3BaTb
NCUXONOMMYECKYI0 TPABMY UNK NpaBoOHapyLueHue?

- MOXET N MECTO MHUMAEHTA CUUTATLCA HEHAAEXKHBIM?

- OKa3blBaET MW OKpYy>xaloLas cpega BMAHWE Ha BO3MOXHOCTb pucka?

6.2.3 NMoTeHuManbHbIe CBUOETENBLCTBA, NPeAcTaBeHHble B uudpoBoi popme

DEFR pomxeH ObiTb OCMOTPUTENEH MPU UCMONb30BAHUN KOHKPETHOrO UHCTPYMEHTaNbHOrO cpeacTsa
ans céopa unu nNonyvyeHus noTeHuuanbHblX CBMAETENLCTB, NPeACTaBNEHHbIX B Undposon dhopme. Henpu-
HATME B pacyeT PUCKOB nepen COOPOM MOXET NPUBOAUTL K NOTEpPe HEKOTOPLIX UM BCEeX MOTEHLUMAanbHbIX
CBUAETENLCTB, NPEACTABNEHHbIX B LMppoBOi hopme, 3a CHET TeXHONOrMKU, NpumeHaemon ana céopa unm
nony4YeHnss cBuAETenbCTB. [ormkHa ObiTb NPOBEAEHA OLIEHKA PUCKOB ANSI CHWKEHUSA BO3MOXHOCTU MOSIBIE-
HWS UCKOB O BO3MELLEHUM yLiepba.

OueHka pucka BKIIOYAET CMCTEMATUYECKOE OLIEHUBAHWE PUCKOB U NOTEHLMANbLHOrO BIAIMSIHUA, KOTOPOe
OHM MOTYT OKasblBaTb Ha U3ydeHue CBUAETENLCTB, NPEACTABMEHHbIX B LUMdpoBoi dopme. ACneKTsl, noane-
)Kalume paccMOTPEHUIO NPU OLEHKE pUcKa ANs CBUAETENLCTB, NPeACTaBNeHHbIX B LimdpoBon opme, BKIIO-
YaloT, HO He OrpPaHNYMBAIOTCSA, CreayYIoLLEe:

- KaKkomn Bua MeToaoB c6opa/nonyyYeHns CBMAETENLCTB AOIMKEH NPUMEHATLCA?

- kakoe obopyaoBaHne MOXET NoTpeboBaTbCA HA MecTe?

- KaKOB YPOB€Hb U3MEHYMBOCTU AaHHbLIX U MH(POPMAaLUKU, CBA3AHHLIX C NOTEHUMANbHLIMU CBUAETENb-
CTBamu, NpeAcTaBneHHbIMU B Ludposon hopme?

- BOSMOXEH I yaneHHbI JOCTYN K NMio0oMy LupOBOMY YCTPOWUCTBY M NPEACTaBANAET Nu 3TO Yrposy
ANs UenoCTHOCTU A0KA3aTENbCTB?

- 4TO NPOM30OMAET B Crly4ae NOBPEXAEHUS 4aHHbIX/000pyaOBaHUA?

- MOrna nu NPon3olTH KOMNPOMETaUUA AaHHbIX?

- MOMMO nu uucpoBoe YCTPOWCTBO ObiTb CKOHUIYpUPOBAHO TakK, 4TOObI Bbi3BaTb paspyLueHue
(Hanpumep, ucnonb3ys noruveckyto 6omby), UCNOPTUTL UMM 3anyTaTb AAHHbLIE B CMy4ae BbIKIIOYEHUS UMK
HEKOHTPONMpyemoro gocryna?

6.3 Ponu n 06a3aHHOCTHU

Ponb DEFR BkniouaeT maeHtudukauyuio, c6op, nornyyeHue M CoxpaHeHue MnoTeHUUanbHbIX CBUAE-
TEeNnbCTB, NPEACTaBNEHHbIX B UU(ppoBol opme, HA MecTe uHumMaeHTa. OHa OXBaTbIBAET CO3JaHue oTyeTa
no cbopy M NONy4YeHUto CBUAETENLCTB, HO He 00s3aTenbHO Co3gaHue oTtyeta no aHanusy. B ponb DEFR
Takke BXOAWUT obecneyeHne yBEPEHHOCTU B LIENOCTHOCTM M NOASIMHHOCTU NOTEHLMANbHLIX CBUAETENbLCTB,
npeacTaBrneHHbIX B Uudposol ¢opme. Ona BbinonHeHua csoein ponu DEFR gomken obnapate apeksar-
HbIM OMbITOM, 3HAHMAMM M HaBblkamu 0OpabOTKM CBMAETENLCTB, NPEACTABMEHHbIX B LMUdpoBon opme.
3TOT BONPOC SIBMSAETCA KPUTUYHBLIM, NMOCKOIbKY NOTEHUMasbHbIE CBMAETENbCTBA, NPeACTaBfeHHble B LUUd-
poBo# hopMe, Nerko MoryT 6biTb NOBPEXAEHbI.

DEFR moxeT Take notpeboBaThCs NOMOLLb NEPCOHaNa, OCYLLECTBSIIOLIEro TEXHUYECKYI0 Noaaepx-
Ky B cooTBeTCTBYylOLMX chepax. Ponb DES 3aknioyaetcs B obecneyeHumn TexHudeckon nogaepxkm DEFR
npu uaeHtTudukayumu, cope, NONy4EHUU N COXPAHEHUN NOTEHUMASBHBLIX CBUAETENLCTB, NPEACTaBNEHHbIX B
uudbpoBoii opme, Ha mecTe uHUuaeHTa. DES obecneuuBaeT akcnepTHuin aHanus ana DEFR. Tabnuua
KomneTeHTHOCTM anga DEFR (cM. npunoxeHue A), CRyXMT CNPaBOYHUMKOM ANA onpeaeneHns COOTBeTCTBY-
I0LLIEr0 €My YPOBHS KOMMNETEHTHOCTH.

MpumeyaHue —B KoHTekcTe 06paboTku MHUMAEHTOB TaM, rae cyuwectsyeT ISIRT, ponu DEFR u (unu)
DES B ka4vectBe uneHos rpynnsl ISIRT paccmatpuBatotesi B UICO/MOK 27035:2011.
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6.4 KOMNeTeHTHOCTb

DEFR u (unu) DES pomkHbl o6nagate COOTBETCTBYIOLLENW TEXHUYECKON U IOPUAUYECKOW KOMNETEHT-
HOCTbLIO (MPUMEPEI, CM. NPUIOXeHue A), N AOMKHbI ObITb CNOCOOHBLI NPOAEMOHCTPUPOBATL HaNUYUe Haane-
Kalluew noAroToBKM M OCTATOYHOIO TEXHUYECKOTO 1 IOpMANYECKOro NOHUMaHus npu obpaboTke cBnaeTens-
CTB, NPEACTaBMNEHHbIX B LIMPOBOI (HOPME, C UCTONb3OBAHUEM UHCTPYMEHTANbHbIX CPEACTB ANA BbINOMHE-
HWA 3aga4. ATO BKNIOYAET NOHMMAaHWe NPOLEeCCOB U METOAOB, NOAXOAALLMX Ars 06paboTku NOTEeHUManbHbIX
WUCTOYHUKOB CBUAETENLCTB, NPEACTaBMEHHbLIX B UMdpoBon hopme. AfeKkBaTHaA NOAroToBKka AacT BO3MOX-
HocTb DEFR o6paiatbca ¢ uMdpoBbIMK YCTPONCTBaMM, KOTOPbIE MOTYT COAepKaTb NOTEHUWanbHbIE CBU-
JeTenbCcTBa, NpeacTtaeneHHble B UudpoBon dopme. ObnagaHue mnyylliMMm HabopoM MHCTPYMEHTanbHbIX
cpeacts He GyaeT rapaHTUpoBaTh Ka4yecTBO CBUAETENbLCTB, ecnu DEFR He obnagaeT oCTaTOMHOM KOMNe-
TEHTHOCTbLIO AMA BbINONHEHUSA CBOMX 3aJau.

HekoTopsle opucavkuum npeanuckiBatoT, kak DEFR gomkHbl ycraHaBnuBaTth CBOIO kBanudukauuio. B
o6s3aHHocTN DEFR Bx0oaut 06ecneyeHne yBepEHHOCTM B Haanexawlen 0CBeAOMITIEHHOCTU O TOM, YTO U Kak
JenaTtb COrfmacHo COOTBETCTBYHOLWMM topucankumam. Korga tpebyerca DEFR u (unm) DES aoskHbl ObiTb
cnocobHbl NPOAEMOHCTPUPOBATL CBOK KOMMETEHTHOCTb B 00paboTke NOTEHUManbHbIX CBUAETENLCTB,
npeacTaBneHHbIX B LMdpoBoi hopMe, C NOMOLLIO MHCTPYMEHTAarNbHLIX CPEACTB U METOAOB, BbIOPaHHbIX
AnA BbINONHEHUs 3agad. Takke Tpebyertcs, uto6el DEFR mornu npeacrasutb CBMAETENLCTBO NOCTOAHHOMO
noaaepKaHus CBOEN KOMNETEHTHOCTH.

DEFR AomkHbl y40BNETBOPSTL CNEAYOLMM YCIOBUSIM:

- OHU AOMMKHBI UMETH HAANEXALLYIO U aAEKBaTHYIO NOArOTOBKY AnA 06paboTku LmdpoBbIX YCTPONCTE B
pamkax 4eiCTBUI N0 paccneaoBaHuio;

- OHW AOJDKHBI NOAAEPXMBATL U AEMOHCTPUPOBATL COOTBETCTBYIOLUMM OPraHam CBOW HAaBbIKU U KOM-
NMEeTEeHTHOCTb B COOTBETCTBYIOLLEN obnactu no obpaboTke CBMAETENLCTB, NPEACTaBMNEHHbIX B LMPOBON
topme;

- 06s13aHHOCTBIO NMua (NMuu) 1 paboToaatens sensieTcs obecneueHne yBepeHHOCTM B ToM, YTo DEFR
aleKBaTHO NOArOTOBMEHbI U NOAAEPXKUBAIKOT HaBbIKM U KOMNETEHTHOCTb.

MpuMeyaHUne —KomneteHTHocTb DEFR MOXeT 6bITb pa3nu4HOi B pasHbIX FOPUCAUKLUSX.

6.5 NMpumeHeHne pasyMHOW OCTOPOXHOCTH

CnepyeT usberatb nobbix AEWCTBUIA, KOTOPble MOTYT MPUBOAWUTL K MOBPEXAEHWIO NOTEHLUMASbHbBIX
CBUAETENLCTB, NPEACTaBNEHHbIX B LMMPOBON hopMe, XpaHAWUXCA B LUDPOBLIX YCTPONCTBAX B pe3ynbTa-
Te NpefHaMepEHHbIX UNKU HenpeaHaMepeHHbIX AeNCTBUA. Hanpumep, BO3AENCTBUE MArHUTHbLIX NONewn Mo-
XKET MPUBOAUTL K MOBPEXNAEHMIO NOTEHUMANbHbIX CBMAETENbLCTB, NPEACTaBMEHHbIX B Lndposoi dopme,
KOTOpPbIE COAEPXKaTCA Ha MarHWTHbIX HocUTenaX. DEFR He fosrkHbl MMETb AOCTYN K undppoBbIM YCTPOR-
CTBaMm, HaNnpuUMep, AN BbINOMHEHUA Aamna NamsATh U3 AeRCTBYIOLWEro LMdpoBOro yCTPOMCTBA, €CNU OHU HE
o6napatoT HeoGX0AMMOIN KOMMETEHTHOCTBIO U HE UCTIONb3YIOT AOCTOBEPHbIE U BanuHbie NPOLECCHI.

Hwxe npuBOaATCA HEKOTOPbIE YCNOBUSA, KOraa HeuenecoobpaseH cbop unu nonyvyeHue noTeHuuanb-
HbIX LUMUPPOBLIX CBUAETENLCTB, NPEACTaBMNEHHbIX B uudposoi dopme. DEFR gomkeH yuuTbiBaTb nNpuse-
JEHHbIE HIKE YCMNOBKSA, HO HE OrPaHNMYUBATLCA UMU:

- €CNuW HeT 1opuANYECKOro AOKYMEHTa Wnu MOMHOMOYMIA, Aallmx MNpaBo Ha cbop UMdpPOoBbIX
YCTPONCTB;

- ecnu nmeeTcs 06a3aTensCTBO UCNONL30BaTL APYrMe METOAbI (HanpumMep, YToObl n3bexartb npepsbl-
BaHusi busHeca);

- ecnn DEFR xouet 3achukcmpoBatb ¢nocob paboTbl nogo3peBaemMoro Bo BpeMsi 3noynotpebneHus
CUCTEMOWN;

- ecnv c6op unu Nony4yeHne CBUAETENbCTB AOIMKHbI NPOUCXOANTL CKPLITHO B Criydae, eCnu 3To cunuTa-
€TCA 3aKOHHbIM AN AAaHHOW IOPUCAUKLNMK;

- €CNu 3TO KPUTMYHOE ANS Lenesoi 3aaayu uudpoBoe YCTPOWCTBO, HE AONYCKAKOLLEE HUKAKOro npo-
cTos;

- ecnu uanyecknin 06beM LUGPOBOro YCTPOMNCTBA CRULLKOM BENUK, HAaNpuMmep, cepeep B MHopmMa-
LMOHHOM UeHTpe nnu RAID cucrtemsi;

- €cnu 9TO KPUTWMYHOE ans 6e3onacHOCTM LMdpoBOE YCTPOCTBO, OCTAaHOBKA KOTOporo ByaeTt yrpo-
XKaTb >XNU3HU NIOJEN;

- €CInn 3TO UMppoBOE YCTPOMNCTBO, KOTOPOE Takke 06CnyxMBaeT HeNpUYacTHblE CTOPOHBI.

12
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6.6 [lokymeHTMpoBaHue

JlokyMeHTMpOBaHME UMEEeT peLuaioLlee 3HavyeHme npu obpaboTke uMdpPOBLIX YCTPOUCTB, KOTOPbLIE MO-
ryT cogepxarb CBWAETENbCTBA, NPeAcTaBneHHble B LMdpoBOi opme, Bo BpemMa OOKYMEHTUMPOBaHUS
DEFR pomkeH npuaep>XmBatbCs CNeayoLwLmux MOMEHTOB:

- Kakgoe NpeanpuHATOE AeWCTBME JOJDKHO AOKYMEHTUpOBaTbCA. OTO Aenaetcs ans obecnedveHus
YBEPEHHOCTU B TOM, YTO BO BpPeMS MAaeHTuduMKaummn, coopa, nony4yeHus u COXpaHeHUsi CBMAETENbCTB HUKA-
Kue getanu He Obinu ynyLeHbl. JJOKyMEHTUPOBAHWE MOXET ObITb TAKXE NOME3HO NPU TPaHCrPaHWYHOM pac-
CrnefoBaHWmM, NpyU KOTOPOM MOXHO TakuMm 00pasoMm mpocneawTb 38 NOTEHUManbHbIMW CBUAETENbCTBAMM,
npeacTaBneHHbIMU B LMAPOBON hopMe, KOTOpble coBpaHbl B APYro 4acTu 3eMHOr0 Lapa;

- ecnu undpoBblie ycTponcTBa BkMoyeHbl, DEFR gomkeH GbiTb BHMMATENbHbIM K YCTAHOBIEHHbIM
BpeMEeHU U aaTte. HykHO CpaBHWUTbL HACTOWKY BPEMEHU C HAAEXHbIM UCTOYHUKOM BPEMEHU, TAKUM Kak Bpe-
M$, CUHXPOHU3NPYEMOE HaAEXHbIM U KOHTPOMUPYEMbIM WCTOYHUKOM BPEMEHU. OTU HACTPOMKW BPEMEHM
cneayeT AOKYMEHTUPOBATh W yKasbiBaTb Hanuuyue nobbix pacxoxaeHuin. Hekotopele cucteMbl TpebytoT cy-
LLIECTBEHHOIO B3aUMOAENCTBUA C Nonb3oBaTenem Ans NonyyeHWs HacTpoek BpemeHu u gatel. DEFR gon-
YKEH NPOSABNATbL OCTOPOXHOCTb, YTOOLI HE MOAUMULMPOBATL CUCTEMY. TONLKO Hagnexalmm obpasom oby-
YEHHbIVi NepPCoHan AOMKEH U3BNeKaTb 3TU NapaMeTpbl HACTPONKMY;

- DEFR gom«xeH OOKYMEHTMpOBaTb BCE BUAMMOE Ha 3KpaHe LupoBOro yCTpoMCTBa: akTUBHbIE NPO-
rpammbl U MPOLIECChI, @ TAKKe UMEHA OTKPbITbIX JOKYMEHTOB. OTa AOKYMEHTAaLMsi AOIHKHA BKOYaTh onuca-
HWE TOro, YTO ABMSAETCS BUAUMBIM, MOCKOJIbKY HEKOTOPbIE BPEAOHOCHLIE NPOrpaMmMbl MOTYT UMUTUPOBATL
U3BECTHbIE NporpaMMHbIe CPEACTBa;

- noboe nepemeLyeHme LUAPOBbLIX YCTPOWCTB AOMKHO OblTb JOKYMEHTUPOBAHO B COOTBETCTBUM C
BHYTPEHHUMU TpeBoBaHWUAMMU;

- cregyeT AOKYMEHTUPOBATb BCE YHUKANbHbIE UAEHTUMDUKATOPbI LMMPOBLIX YCTPOWCTB U B3aUMOCBS-
3aHHbIX YacTel, TakMe Kak CEpUHbIE HOMEPA U YHUKaNbHYIO MapKMpPOBKY.

B npunoxenun B npuBegeHbl npuMepbl MUHMMAanbHOrO KOMMAEKTa AOKYMEHTOB ANs 0OMeHa MOTeH-
uuanbHbIMK CBMAETENbCTBAMMU, NPEACTABNEHHbIMU B LUPPOBOIH hopme, MeXAY I0PUCANKLUAMMN.

MpumeyaHune —bonee nogpobHas MHGpOpMaLUa 0 AOKYMEHTUPOBaHWU NpuBefeHa B pasgene o6 ynpas-
TIeHUN JOKYMEeHTOOoGOpOTOM U B pasaene o MeHeaXMeHTe 3anuceit UICO/MOK 17025:20005.

6.7 NHcTpyKTax

6.7.1 O6bwasn nHdopmauma

OueHb BaXkHO, uT06bl DEFR 1 DES 6binM agekBaTHO NPOMHCTPYKTMPOBAHbI COOTBETCTBYIOLLMM Opra-
HOM 10 BbIMOSHEHUSI UMM 3aa4 ¢ cobnioaeHnem mMiodbIX 3aKOHOB U OTPAHUYEHUI B OTHOLLUEHUU KOHUAEH-
uuanbHOCTH (T. €. NPUHUMN HeoOX0AUMOro 3HaHus). BaxxHO npoBeCTU OMLMANbBHBIA MHCTPYKTAX, YTOObI
ofecneunTb NOHUMaAHUE MHUMAEHTA, a TAOKe Yero crneayeT U Yero He criefyeTt OXuaaTb B X04e paccneno-
BaHUS M HANOMHUTL O hbanbcudpmkaumum UNU NOBPEXAEHUU CBUAETENLCTB. MHCTPYKTaX AOMKEH ObiTb A0-
CTaTO4HbIM, 4TOObI YNEHbI rpynnbl 6binu XOpoLlo noAroToBri€Hbl And BbINONMHEHUA CBOUX poneﬁ n 06sa3aH-
HocTen; obecneymBasi, Takum 06pasoM, YBEPEHHOCTb B U3BMNEYEHUU BCEX HEOOXOAMMBIX MOTEHLUMANbHbIX
CBUAETENLCTB, NPEeACTaBNEHHbIX B LMGPOBON hopme.

6.7.2 CneuunanbHbIi MHCTPYKTaX NO CBUAETENbCTBAM, NpeACcTaBeHHbIM B LucgpoBon hopme

Y10661 NpouHdopmupoBat DEFR 0 cBA3aHHbLIX C paccnegoBaHUeEM AeTansix, HYXeH NoAPOOHbIA UH-
CTPYKTaX, YETKO COCPEAOTOYEHHbIM HA KOHKPETHbIX pPeKOMEeHAaLUsAX OTHOCUTENbHO CBUAETENbLCTB, NMpea-
CTaBfieHHbIX B Uugposon popme. Bo Bpema uHctpyktaxka DEFR n DES npegocraBnseTca COOTBETCTBYIO-
wasa uadopmMaums, u JalTca NoApoOHbIE UHCTPYKUUM NO Haanexawemy coopy unu nonyvyeHuto noTeHuu-
anbHbIX CBUAETENLCTB, NPeACcTaBeHHbIX B LudpoBon hopme. 3TO MOXKET BKIMIOYAThL CriedyloLee:

- BUA UHUMAEHTA (eCnun U3BECTHO);

- AaTy v Bpems uHUuaeHTa (ecnu U3BecTHoO);

- MnaH paccneaoBaHusi (COop u (Mnu) nonmyyYeHuWe CBUAETENbLCTB, U3BECTHAs CETEeBas aKTUBHOCTD,
Tp860BaHM$I K U3BECTHbIM U3MEHYUBbLIM JAHHbIM U T. A.);

- paccMOTpPEHUe TOro, rae U kakum obpaszom OyaeT OCYLLECTBNATLCA XPAHEHUE/TPAHCMOPTUPOBKA NO-
TEeHUManbHbIX CBUAETENLCTB, NPEACTABNEHHbIX B LMdpoBoK hopme, nocne ux coopa unu nonyyeHus;

- KOHKPETHbIE MHCTPYMEHTAaNbHbIE CPEACTBA, HEOOX0AUMbIE ANA MONyYeHUs NOTEHUMAanbHbIX CBUAE-
TEeNbCTB, NPeACTaBMNEHHbIX B UnudpoBoi hopme;

13



rOCT P UICO/M3K 27037—2014

- NOTEHUMarnbHble CBUAETENLCTBA, NPEACTaBMNEHHbIE B UMAPOBOH hopMe, KOTOPbIE UMEIOT OTHOLLE-
HMUE K KOHKPETHbIM BUAAM paccneoBaHus;

- 06opyaoBaHue n pykOBOACTBA, UMEKOLLME OTHOLLIEHUE K LM(POBbLIM YCTPOKCTBAM;

- HaNOMWHAHWE YneHaM rpynnbl 0 HEOBXOAMMOCTM OTKIIOYEHUA Ha KUX TenedoHax/koMnbloTepax no-
GbIx BO3MOXHOCTEN ucnonb3osanua Bluetooth unm Wi-Fi, 4utoBObl OHM Chy4vaiiHO HE B3aMMOAEeiCTBOBaNM C
LMPOBLIMK YCTPOWCTBAMM, 38 UCKITIOYEHUEM TENE(OHOB/KOMMNLIOTEPOB, UCMOMNb3YEMbIX AN 0BHAPYXEHUS
COEANHEHWIN;

- B&XKHOCTb JOKYMEHTUPOBAHWA Ha BCEM NPOTSXKEHMU paccneaoBaHus;

- NPUMEHNMbIE NMPABOBbIE WU WHBIE (PAKTOPbI, KOTOPbIE MOTYT 3anpeLuatb cOOp Kakux-TO YCTPOWCTB W
COoAePKALUMXCHA B HUX NOTEHLMANbHbIX CBUAETENLCTB, MPEACTABMNEHHbIX B LUppoBoi dopme.

3TOT cneumanbHbIi MHCTPYKTAX MOXET COCTaBNATL YacTb 06LLEro MHCTPyKTaXa, kak onucaHo B 6.7.1.

6.7.3 CneumanbHbIi MHCTPYKTaX B OTHOLWIEHUU NepcoHana

YUro6bl npouHdopmuposate DEFR 06 acnektax, CBsA3aHHbIX C BOBJIEYEHHbIMU B paccnefoBaHue cro-
POHAMU, HYXXEH MHCTPYKTaX, YETKO COCPEAOTOMEHHbIN Ha CreunanbHbiX PEKOMEHAALUAX B OTHOLLEHUU nep-
coHana. Bo BpeMsa MHCTpyKTa)ka NPoBOASALLEN paccrnefoBaHue rpynne 6yayT AaHbl MHCTPYKUWMKN, OTHOCALLU-
ecsl K nepcoHany. OHu MOTyT BKNOYaTh:

- 3aaHuA, ponu 1 06493aHHOCTM YNEHOB NPOBOAALLEN PaCCNEeA0BAHUE TPYNMbl HA MECTE UHLIMAEHTA;

- OXXMAAETCA NW yvyacTue B paccrnefoBaHUM APYrux OpraHoB (MeauLMHCKOro nepcoHana, cyaebHbix
MEeAULMHCKNX SKCMEePTOB U T. A4.);

- HaMOMWHaHWEe YneHaM rpynnbl O TOM, YTO HE cneayeT NPUHUMATb TEXHMYECKYIO NOMOLLb OT NOObLIX
HEYNOMHOMOYEHHbIX ML

- HanoMWHaHWe YneHam rpynnsl 0 He0bXoAUMOCTU CTPOTO cneaoBaTh Npoueaype MUHUMM3ALMN BO3-
MOXHOIO MOBPEXAEHUA CBUAETENLCTB, NPEACTaBNEHHbLIX B Undposoi opme, Hanpumep, usberatb uc-
nonb30BaHUA MOBbIX UHCTPYMEHTAMbHLIX CPEACTB UK MaTepPUanoB, KOTOpPbIE MOTYT reHepupoBaTb CTaTu-
YecKoe BNEeKTPUYECTBO UMM MarHMTHOE None, Tak Kak OHM MOTYT NOBpeXaaTb UNW paspylaTtb NOTeHUManb-
Hbl€ CBWAETENbCTBA.

3TOT cneymnanbHbIi MHCTPYKTAX MOXET COCTABNATL YaCTb 06OLLEr0 MHCTPYKTAXa, kKak onucaHo B 6.7.1.

6.7.4 MHUMOeHTLI B peanbHOM BpeMeHU

OueHb xenarenbHo, YToObl paccnefjoBaHUe MHLUMAEHTA MITAHUMPOBANOCh 3apaHee, HO CyLeCTBYIOT
obcTosATenbCTBa, (HAaNpPUMeEp, KOrAa WHUMAEHT pasBUBAETCA U KOTAA BLINOMHAIOTCA OTBETHbIE AEWCTBUA B
pexxume peansHOro BpeMEHU), NMPU KOTOPLIX NMOMHOE MIIaHMPOBAHUE HE MOXET ObiTb BbIMOMHEHO. B Takux
CUTyauusax rpynna AorpkHa ObiTb MPOMHCTPYKTUPOBAHA O HA4anbHON CTpaTerMm U TakTUKe paccneaoBaHus,
U LOIKHA CYLLUEeCTBOBaTb BO3MOXHOCTb pa3pabOoTku HOBbLIX CTPATErMii M TaKTUK B OTBET HA CMOXWUBLUWECA
ycnosus. MHdhopmaums 0 pasBuTMM MHUMAEHTA, AOJDKHA ObiThb pacnpoCTpaHeHa Mexay udrneHamu rpynnbl
Kak MOXHO ObicTpee, UTobbl 06ecnevnTb YBEPEHHOCTb B NMPUHATUU 3(D(PEKTUBHBIX PELLEHUA B OTHOLLEHUMU
npeanpuHUMaemMblX AEWCTBUIA, NPU COOTBETCTBYIOLLIEM NOAX0Ae K He06X0AMMOCTM X 06OCHOBaHUA.

6.7.5 [ipyras nnopmauma Ansa MHCTPYyKTaxa

MoMMMO MHpOpMALMK, OTHOCALLIENCA K CBMAETENLCTBAM, NPEACTaBNEHHbIM B LIUPOBON hopme, U K
nepcoHarny, NpoBOoAsiLLIEe paccnefoBaHMe rpynne JOIPKkHA COoO0LIaTbCA AOMONHUTENBHAA BaXHasa MHAOp-
MaLms, BKMOYaLLan:

- yKkasaHue paccnesyemon obnactu, Bknioyasi Ha3gaHMe opraHusauum, agpec u nnaH obvekra (ecnu
TakoBOW AOCTYMEH);

- MaHgaTt Ha npoBeAeHue paccreaoBaHus;

- getanu opaepoB Ha OObICK U APYrMX MOMTHOMOYUI, MPUMEHUMbIX K paccneoBaHuio, BK4Yan orpa-
HU4YeHUA Ha npaBo NPOU3BOAUTb 00bICKM 1 U3IbATUSA;

- MPaBOBbIE ACMNEKTbI U MOCNEACTBUS;

- BPEMEHHbIE paMKK paccrnefoBaHus;

- o6opyaoBaHue, KOTOpoe HeOBX0AMMO AOCTABUTL HA MECTO MHUMAEHTA AN paccnefoBaHus;

- nHpopmMaLms, kacalLwasnca MaTepuansHO-TEXHUYECKOro obecneyeHus;

- NOTeHUManbHbIA KOHMPAUKT NHTEPECOB.

DEFR gomkeH usberatb nonagaHusa B CMTyauum, B KOTOPLIX OH MOXET ObiTb 0OBUHEH B NpUCyLLen He-
00bekTMBHOCTU. MpuMepoM Takoi npucylleit HeOOBLEKTUBHOCTU siBNsieTca cutyauus, korqa DEFR pgenaet
KOMMWIO C OAHOTO KOMIMbIOTEPA, @ He C Apyroro (KOTOPbINA, KaK OKa3biBaeTCs No3gHee, COAEPKUT ONpaBabiBa-
OLLME CBMAETENLCTBA) HA OCHOBE BOCNPUSITUSA, CPOPMUPOBAHHOTO B pe3ynbTaTe MHCTPYKTaXa.
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6.8 YcTaHOBNEeHWe NpuopuTETOB ANA cO0opa v NosnyYeHUs CBUAETENbLCTB

Mpu ycTraHOBNEHUM NPUOPUTETOB Ans cOOpa MnM NONyyYeHUs NOTEHUUAnbHbIX CBUAETENLCTB, Npea-
CTaBJIeHHbIX B LucppoBoii popme, Heobxoaumo, ytobbl DEFR noHuman npuuuHy cbopa unu nony4yeHus no-
TeHUManbHbIX CBUAETENLCTB, NPEACTaBEeHHbIX B Luudposon ¢opme. Kak npasuno, DEFR gorkeH nbiTaTb-
€Sl MAKCMMarbHO YBENUYUTb KONMUYECTBO AAHHBLIX, COXpaAHSEMbIX NMyTeM cbopa u Nony4YeHust CBUAETENLCTB.
MoxeT BO3HUKHYTb HEOOXOAUMOCTb B YCTAHOBIIEHUU MPUOPUTETOB AN 3MEMEHTOB N0 U3MEHYMBOCTH U
(Mnu) 3HAUMMOCTU/NOTEHUMANbHOW AOKa3aTenbHOW uUeHHocTU. K aneMeHTam C OOMbLUOA 3HAYUMO-
CTbIO/NOTEHUMAnNbLHOM 10Ka3aTenbHON LEHHOCTLIO OTHOCATCS T€, KOTOPbIe, CKopee BCero, byayT coaepxartb
AaHHble, HeNOCpeACTBEHHO OTHOCSALLMECS K paccrneayeMoMy UHLMAEHTY.

YcTaHOBNEeHne NpMopuTeTOB MO U3MEHYMBOCTU NMPUMEHMMO TONLKO B TOM Criydae, ecnu aTtoro Tpedy-
I0T KOHKPETHbIE 006CTOATENLCTBA paccneayeMoro aena. lNMoreHymanbHbie CBMAETENLCTBA, NPEACTABINEHHbIE
B uucpoBo hopme, MOXHO pa3dbuTb HA ABE KaTeropun: 3Hepro3aBUCUMbIE U SHEProHe3aBUCUMbIe. N3MeH-
UYMBbLIE AHHbIE NErko MOryT ObiTh paspylueHbl UNU HABCEraa NOTepsiHbl, €CNU HE NMPUMEHSIIOTCA Mepbl MO
obecnevyeHuio 3aWuTbl AaHHbIX. Hanpumep, OTKNIOYEHME 3NeKTPONUTaHUA LM@POBOro yCTPOWCTBA MOXET
NpUMBECTM K NOTEPEe U3MEHUYMBLIX AaHHbIX. HEM3MEeHuUMBbIE AaHHbIE OCTAIOTCA Ha HOCUTENE AaXe Nnpu OT-
KMIOYEHUU IneKTponuTaHus. MOoCKONbKY HEKOTOpbie BUALI CBUAETENLCTB, NPEACTABMNEHHbIX B LMGpPOBOH
dopmMe, MOTyT MMETb KOPOTKUW CPOK XXM3HU, NOTEHLManbHble CBUAETENbLCTBA, NPEACTaBNeHHbIe B uudpo-
BOW dhopme, nerko Moryt ObiTb MCMOPYEHbI UNKM NOBpexaeHbl. Ecnu HesicHO, coaepxat nu UudpoBbie
YCTPOWCTBA NOTEHUManbHble CBUAETENLCTBA, NPEACTaBleHHbIE B LMGPOBOK (DOPME, UIU Kakue 3NEeMEHTbI
fonee 3Ha4YMMbl MO OTHOLLEHMIO K APYIMM, TO HEOOXO0AMMO M3yunTb UX A0 Hadana cbopa, ucnonb3ys npo-
LiecC ycTaHoBMeHus npuoputeToB. LincpoBbie yCcTponcTBa, noanexaime pacCMOTPEHMIO Ha npeameT cbo-
pa, BKMOYaloT (HO He orpaHuuuBalorcs) MT-obopyaoBaHne u uudpoBble HocuTenu aaHHbix, CCTV, PED,
aBTOMOOUMbHbIE CUCTEMbl, CUCTEMbI YNPABMEHUS U HECTaHAAPTHbIE ANIEKTPOHHbIE YCTpoicTBa. CHavana
Hago nonyuuTb Haubonee u3MeH4MBbIE MOTEHUMaNbHble CBUAETENbLCTBA, NPEACTaBMNEHHbe B LMGpPOBOH
¢dopme, Hanpumep n3 O3Y, NpocTpaHCTBaA NOAKAYKU CBOMUHIa, akTUBHbIX npoueccoB u T. 4. DEFR gomkeH
obnagaTtb NPOYHBLIMU 3HAHUSIMU ANS YCTAHOBINEHUS NPUOPUTETOB B COOTBETCTBUU C U3MEHUUBOCTBIO.

Mpu nagentudpukaumm DEFR gormkeH:

- YCTaHOBWUTbL NPUOPUTETLI AN NOTEHUMANbHBLIX CBMAETENLCTB, NPEACTaBMNEHHbIX B LMdPOoBOii hopme,
koTopble ByayT HaBcerga NOTEPsiHbI NPU OTKMIOYEHMN SNEKTPONUTAHUS; U

- NPUHATE HEe3aMeanuTerbHbIE MEPbI ANst cBopa 1 NONYYEHUA TakMX AAHHBIX YTBEPXKAEHHbIMU METO-
aamu.

MpumeyvyaHune 1-HekoTopble U3MEHYMBEIE JaHHbBIE MOTYT MEHATLCA B 3aBUCUMOCTU OT ¢hakTOpPOB, BKIMIO-
YaloLLMX (HO He orpaHnY1BaIOLLMXCH) MECTOHAXOXAEHNE, BPEMSA U MBMEHEHUS B OKpYXaloLmX LMPOBLIX YCTPoACTBaX —
cnepayet obecrneYnTb YBEPEHHOCTb B TOM, YTO Takue AaHHbIE COXPaHATCA 40 NepeMeLleHns ycTponcTaa.

MpumeyvaHune 2-Ludposbie ycTpoiicTBa, cofepxalime noTeHLMarnbHble CBUAETENLCTBA, NpeAcTaBneH-
Hble B UMpoBOi hopMe, MOTyT BbiTb UCTOUHUKOM (hU3MHECKUX CBUAETENLCTB (Hanpumep, oTnedatku nanbyes, AHK 1
T. A.). DEFR gomxHbl NposiBNATbL OCTOPOXHOCTb, YTOOLI HE UCMOPTUTL Takne CBUAETENLCTBA, U KOOPAUHUPOBATL CBOU
[eACTBUSA C COOTBETCTBYIOLLMMU cneLpuanucTammu no coopy CBUAETENbLCTB, NPEXAe YeM NepexoaunTs K crnefyowmm aei-
CTBUSM.

MpumedaHune 3—Ecnu ecTb Nogo3peHne 0 HalM4un LIMPOBaHMSA UK BPeLOHOCHOW NporpamMbl, He0b-
XO4WUMO WUCCrefoBaTb U3MEHYMBLIE faHHbIe.

MpK HEKOTOPLIX YCMOBUSAX OrpaHUYMBaloLM (hakTOPOM B PaccrneaoBaHuu MOXeET GbiTh Bpems. B Ta-
KUX CMyyasx criegyeT oT4aBaTb NPeArnovTeHue NOTEeHUManbHbIM CBMAETENLCTBAM, MPEACTABSIEHHbIM B
LM POBOIi hOPME, KOTOPLIE MAEHTUDULMPOBAHBI KAK 3HAYMMBIE ANS KOHKPETHOTO MHLMAEHTA.

6.9 CoxpaHeHue noTeHUnarbHbIX CBMAETENbCTB, NpeAcTaBneHHbIX B undpoBoi popme

6.9.1 O6wme cBegeHun

[Ona coxpaHeHWs nonyYeHHbIX NOTeHUManbHbIX CBUAETENLCTB, NPEeACTaBNEHHbIX B LMAPOBOH hOpME,
1 coBpaHHbIX LMPOBLIX YCTPOWCTB BaXKHO BO BPEMS YNaKkoBKM 06€30nacuTb UX Takum o6pasom, 4tobbl uc-
KNIOYMTb NoBpexaeHne unu danscudukauuto. MospexaeHne MoxeT ObiTb pe3ynbTaToM yXyALIeHus Kade-
CTBa M3-32 BO3JENCTBUA MarHUTHOrO WNKM SNEKTPUYECKOro MONs, BMWUAHUA TEnna, BbICOKOW UMM HWU3KOW
BNaXHOCTK, @ TaKkKe COTPACEHUS W BuOpaumn. danbcudmkaums MoOXeT BbiTb Pe3ynbTaTOM HaMEPEHHOrO
OCYLLECTBIIEHUA WUNKU AOMYLUEHWA OCYLLECTBIIEHUS U3MEHEHUN MOTEHUManbHbIX CBUAETENLCTB, NPEACcTaB-
NEHHbIX B UMdpoBoi dhopme. MoSTOMY BaKHO KaK MOXHO Nydlle 3awuuarte noTeHuManbHble CBUAETENb-
CTBAa, NMPEeACTaBMeHHbIe B LMAPOBOIN PopMe, U KaK MOXKHO MEHbLLIE UCNONb30BaTh UCXOAHbIE AaHHble. Bax-
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HO, yTo6bl DEFR Ob1n 3Hakom ¢ TpeboBaHUAMM K YNAKOBKE, XapakTEPHbLIMU AN COOTBETCTBYIOLLEN IOPUC-
AuKuUn.

6.9.2 CoxpaHeHue noTeHUuMarbHbIX CBUAETENLCTB, NPeACcTaBNeHHbIX B uudpoBou popme

Bce coBpaHHble LudpoBble YyCTPOUCTBA U MONYYEHHbIE MOTEHUMamNbHbIE CBUAETENLCTBA, NPEeACTaB-
nNeHHble B UMPPOBOI popmMe, AOMKHbI ObITb 3aLUMLLEHbI, HACKOMbBKO 9TO BO3MOXHO, OT noTepu, hanscudu-
Kauum unu nospexaeHus. Hanbonee BaxkHbiM AENCTBMEM B NPOLIECCE COXPAHEHUS ABMAETCH noaaepikka
LEenoCTHOCTM U MOANMHHOCTM NOTEHUManbHbIX CBUAETENLCTB, NPeACTaBNeHHbIX B uudpoBo dopme, U ux
UCTOPUK XPaAHEHUS.

CobpaHHble uupoBbIE YCTPONCTBA U MOMYYEHHbIE NOTEHLUManbHble CBUAETENbLCTBA, NpeACcTaBneH-
Hble B LMPOBOI hopme, AOIDKHbI XPAHUMTLCA B MOMELLEHMN ANS XPaHEHUS CBMAETENbLCTB C UCTONb30BaHU-
eM Mep U CPEeACTB KOHTPONSA U ynpaBneHus guandeckoit 6€30nacHOCTU, TAKMX KaK CUCTEMbI YNPaBneHus
[IOCTYMOM, CUCTEMbl HAOMIOAEHUS UNU CUCTEMbI ODHAPYXXEHUS] BTOPXKEHWUIA, UM B UHON KOHTPONUPYEMOW
cpene AnA XpaHeHUs CBUAETENbCTB, NPeACTaBMeHHbIX B LUdPoBoi popme. OCHOBHbIMM LiensMu husnye-
ckoit 6e30macHOCTM ABNAOTCA obecneveHne 3awmThbl U NpeaynpexaeHne notepu, noBpexaeHus u danb-
cudukaLmMm CBMAETENbCTB, NPEACTaBMNEHHbIX B LMPoBOM opme, a Takke obecneyeHme KOHTPOnMpyemo-
cTu.

CobpaHHble UMdPOBLIE YCTPOWCTBA, AOIKHbLI ObITb NMOMELLEHbI B HAANEXALLYIO YNAKOBKY, COOTBET-
CTBYIOLLYYIO XapaKkTepy yCTPOUCTBA, ANA NpeaoTBpaLleHus 3arpsa3HeHus LmdpoBoro yctpomucrea (yCTpOWCTB)
10 TPAHCMOPTUPOBKM B Apyroe mMecto(a). YUtobbl nsbexartb PuU3M4eckoro noBpexaeHns moodbiX KOMMOHEH-
TOB YCTPONCTBA (YCTPOWCTB), MOXET ObITh MCMONL30BAHA YAAPONPOYHASA YNaKOBKa.

- DEFR pomxeH paccMOTpeTb BOMPOC YyBCTBUTEMbLHOCTU LM(POBOro YCTPOWCTBA K CTaTUYECKOMY
anekTpuyectsy. Mpu HanM4uM 4yBCTBUTENBHOCTU CreayeT NOMECTUTb YCTPOWCTBO B AHTUCTAaTMYECKUM na-
KeT.

- OCHOBHbIE CUCTEMHblE Brnoku n HOYTOYKM crnegyeT NOMeLLaTh B COOTBETCTBYIOLLMIA KOHTEWHED, YTO-
Obl n3bexarb anbcuukau U NOBPEXAEHUA NOTEHUUarbHbLIX CBUAETENbCTB, NPEACTaBIEHHbIX B
LUMdpPOBO hopme, KOTOPbIE MOTYT B HUX HAXOAUTbLCA.

MpuMedaHue —WcnonbsoBaHue kneTkm dapages UM MHOM YNakoBKU C SKpaHUPOBaHWEM pafMouacToThl
MOXET YCUMWTL UCTOLLEHWe akKyMynsiTopa MoGUNbHOI TenedoHHO! CBA3U. 3TO MOXET noTpeboBaTk obecneyeHus pe-
3epBHOrO NUTaHWS AN HaXOASALIErOCA B YNAKoBKe YCTPOHCTBA, €CAW NO3BONSIOT PECYpChl.

6.9.3 YnakoBka LM(pPOBLIX YCTPOUCTB U NOTEHUUANbHbIX CBUAETENbCTB, NPEACTABSIEHHbIX B
umcpoBon hopme

6.9.3.1 basoBble AenCTBMA: yNakoBKA NOTEHLUUANbHbLIX CBUAETENLCTB, NPEACTaBNEeHHbIX B LIM(POBON
¢dhopme

K 6a30BbIM AEeWCTBUSAAM OTHOCATCA AEWCTBUS, KOTOPbIE CneayeT BbINOMHATb, €CAN HET A0CTaTOYHbIX
OCHOBaHWM HEe Aenatb 3Toro. Mx MOXHO Takke Ha3BaTb MUHUMANbHLIMU AENCTBUAMU, KOTOPLIE AOMKHbI
6bITb BbINONHEHLI. Bo Bpemsa ynakoskm DEFR pomxeH yuuTbiBaTh M oBpaliatb BHUMaHWE Ha cneaylowme
6a3soBble geicTBus:

- He KacaTbCsl CamOi MarHUTHOW NEHTbl, a 6paTb MarHUTHLIE NEHTHI 3a 3aLWMTHLIA yTNAP UnNn mecta,
rae, Kak U3BeCTHO, He coaemkaTcsl AaHHble (Hanpumep, Kpas ONTUYEeCKUX AUCKOB). JTO cneayeT Aenatb
TONbKO B TOM cnyyae, ecnu DEFR Hocut He ocTasnsiowmne BOPCUHOK NepyaTku.

MpuMeyaHuUe —KoHKpeTHElE MECTa HocuTenei uHdopmaLuuu, rae, Kak U3BECTHO, He COAEPXAaTCA AaHHbIe,
3aBUCAT oT BUAOB HocuTeneil. DEFR 06s3aH 3HaTb COBPEMEHHYIO TEXHOMOMNIO U UMETb HaBbIK 0BpaLLeHNA ¢ HocUTe-
NAMU UHdOpMaLuK,

- Ana ofecneyeHus yBEPEHHOCTU B Haanexawen naentucdpukauum DEFR gomkeH npomapkuposathb
BCE NOTEHUManbHble CBUAETENLCTBA, NpeAcTaBneHHble B uudpoBol dopme. B HEKOTOPLIX IOPUCANKLUAX
cyuwlecTByIOT ocobble TpeboBaHus, kacalowmecsa popmata MapkMpoBku AokasaTenbHoro martepuana. DEFR
JOMmkeH 3HaTb TpeboBaHusi, NpUMEeHUMbIE B IAHHOM cny4ae, u cobnioaate ux. DEFR aomxeHn npomapkupo-
BaTb BCE NOTEHUManbHbIE CBUAETENbLCTBA, NPEeACTaBNeHHble B UudpoBon opme, cobpaHHble LudpoBbie
ycTponcTBa U niobble CBA3AHHbIE C YCTPOMCTBAMMW annapartHble YacTU MAapKUPOBKOW C WHAMKALMEW WX
BCKpbITUA. MapKkupoBka HE AOIMKHA MOMELLATLCA HENOCPEACTBEHHO HAa MexaHW4eckue 4actu uudpoBoro
YCTPOICTBA W 3aKpbIBaTb UMKN CKPbIBaTh BAXHYIO MAEHTUMUKALMOHHYIO UHdopMauuio. Bce noteHumuansHble
CBUAETENLCTBA, NpeAcTaBreHHbIE B LUpPOoBOI hopMe, B COOPaHHbIX YCTPOWCTBAX AOMKHbI ObITb NOMyYeHb
M COXpaHeHbl Takum 06pa3oM, 4Tobbl 06ecneunBanacsk yBepeHHOCTb B LENOCTHOCTU CBUAETENLCTB;
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- MO BO3MOXHOCTU LMPOBbIE YCTPOWCTBA C OTKPbLIBAOLLUMUCA U NOABWXKHBLIMU 3NIEMEHTaMMU JOSDKHbI
ObITb MAPKUPOBAHbLI MyTEM HAKIEUBAHUS STUKETKW, COOTBETCTBYIOLLEN YCTPONCTBY, C NeYaThio AN MHAUKA-
uun BekpbITus, U DEFR gomkeH nocTaButb NOAMUCH HA NeYvaTb;

- YCTPOWCTBA C QHEPro3aBUCUMbIMU [JAHHbLIMU, NPUCOEAUHEHHBbIE K aKKyMyNATOPHbLIM GarapesiM, cne-
AYeT perynsipHo npoBepsiTb, YT0ObI 06ecneunTb yBEPEHHOCTb B TOM, YTO YCTPONCTBaM Bcerga obecneumnBa-
eTCs 4OCTAaTOYHOE 3MEeKTPONUTaHUE;

- crneayeTt uaeHTuuumMpoBaTb M NOMECTUTL LUM(POBOE YCTPOWCTBO(A) B KOHTENHEP, COOTBETCTBYIO-
LM XxapakTepy yCTPOWCTBA, ANS 3aLUTbl OT MOTEHLMUANbHbIX YIpo3;

- KOMMNbIOTEPbI U UMpPOBLIE YCTPOWCTBA AOIDKHbI ObITb YNakoBaHbl TakuMm 06pasom, 4yTobbl NpeaoT-
BpaTUTL NOBpPEXAEHUe BCneacTBUE yaapa, Bubpauum, 60nbLION BbICOTHI, TENA U BAUSIHUSA 3MEKTPOMAarHuT-
HOro U3ry4YeHUsi BO BpeMsl TPaHCNOPTUPOBKMY;

- MarHUTHbIE HOCUTENW AAHHbLIX CMeAyeT XPaHUTb B MArHUTHO-UMHEPTHOMW, AHTUCTATUYECKON U 3aLm-
LLIEHHON OT MbINK YNaKOBKE;

- UMpOBLIE YCTPOWCTBA MOTYT TAaKXKe COAEPXaTb CKPbITbiEe CBUAETENLCTBA, OTNeYaTku unu uonoru-
yeckue ceuaeTenbcTBa. MoaToMy A0MKHbI ObITb NPEeANPUHATHI COOTBETCTBYIOLME MEPbl ANs COXpaHeHUs
noTeHUManbHbIX CBUAETENLCTB, NPeAcTaBneHHbIX B uudposoi cdopme. Co3gaHue obpa3oB CBMAETENLCTB,
npeacTaBneHHbIX B UMpPoBON hopMe, cneayet OCyLeCTBNATL NOCNE NPOBEAEHUsI COOTBETCTBYIOLLUX NPO-
ueccoB cb6opa CKPbITbIX CBUAETENbLCTB, OTNEYATKOB WM OMOMOrMYECKMX CBUAETENbCTB HA YCTPOWCTBAX.
OpnHako peLueHne No YCTaHOBSIEHUIO NPMOPUTETOB COOpa CBUMAETENbLCTB AOJDKHO TLLATENbHO OLEHMBATLCS,
4yTo6bl 06ECNeYNTh COXPAHHOCTL CBMAETENLCTB.

6.9.3.2 lononHuTenNbHble AEWCTBMA: YNakOBKA MNOTEHLMAaNbHbIX CBUAETENbLCTB, NPEACTaBIIEHHbLIX B
uncppoBoii popme

JononHuTenbHble AeNCTBUS OTHOCATCA K AEWCTBUSAM, BbINOSIHEHWE KOTOPbIX HACTOATENbHO PEKOMEH-
ayetcsa. Bo Bpema ynakosku DEFR gomkeH o6paluarb BHUMaHWE Ha crneayiolme AONOSNHUTENbHbIe Aent-
CTBUS U BbIMOJSIHATbL UX, FA€ 3TO NPUMEHUMO:

- HOCWTb HEe OCTaBMAOLLME BOPCA NepyaTku u obecneumBaTb CyxOCTb U YUCTOTY PYK;

- obecneunBaTtb 3aLMTY LM@PPOBbLIX YCTPOWCTB OT BIIUSIHUS UCTOYHUKOB INEKTPOMArHUTHOrO nons
(Hanpumep, NonuuUenckue paumm, AUHAMUKKM, PEHTFEHOBCKUE YCTAHOBKM). YNakoBOYHOEe 060pyAOBaHME He
JOMKHO reHepupoBaTh CTaTUYECKOe 3MEeKTPUYECTBO;

- cpeja ynakoBKW He AO0IMKHa COAEepKaTb MbIfIK, XXUPa UMM XUMUYECKUX 3arpasHAIOLWMX BELecTB, Cno-
COBCTBYIOLLIMX OKUCIUTENBbHBLIM NPOLECCaM UMM KOHAEHCALMU Briaru Ha MarHUTHOM Croe;

- CBOAUTb K MUHMMYMY BO3MOXHOCTb Konup-adpcbekTa (nepeaada curHana ¢ ogHONW NETnu MarHUTHOM
NIEHTbl HA COCEAHIOI0 NETII0), KOTOPbIA MOXET NPOUCXOAMUTb NPU XPAHEHUN MArHUTHBLIX NEHT B Te4eHue Anu-
TENbHOro BpeMeHu 6e3 akTMBHOrO UCMONb30BaHUSA, MPUBOASA K CHUKEHMIO KAYeCTBa Nepegayn curHana;

- Npu HeoBX0AMMOCTM B 30HAX YNAKOBKW HE AOIDKHO ObiTb ynbTpacuoneToBoro usnyyeHusn. Ynbrpa-
duonetoBoe uanyyeHme MoxeT nospeaute OHK wnu HekoTopblie BuAbl HOCUTENEn AaHHbIX. MNepea BbIGO-
poM 30Hbl ynakoskm DEFR pgomkeH paccMoTpeTb, NPeacTaBnsieT nu ynbTpaduonetToBoe U3ny4yeHue puck
ANsi NOTeHUManbHbIX CBUAETENbCTB,;

- LomkHa obecneynBaThCA HaaexHas 3awmTa UudpOoBbIX YCTPOWCTB OT TENMOBOrO BO3AEICTBUA.

6.9.4 TpaHCcnOpTMPOBKA NOTEHUMAlNbHbLIX CBUOETENLCTB, MNpeAcTaBfeHHbIX B uudpoBomn
dopme

DEFR pomkeH obecneumBaTb COXPaHHOCTb BO BpEMsi TPAHCMOPTUPOBKM COGPaHHBLIX LMPPOBbLIX
YCTPOICTB U NOMyYEHHbIX NOTEHUMANbHbLIX CBUAETENLCTB, NPeACTaBnNeHHbIX B UudpoBon dopme. MoTeHuu-
anbHble CBUAETENbCTBA, NpeAcTaBneHHble B UudpoBoii hopme, He A0IDKHbI ocTaBaThcA 6€3 NpucMoTpa Bo
BpeMs npouecca TpaHcnopTuposku. DEFR gomkeH nogaep»xuBaTb UCTOPUIO XPAHEHMA BO BpeMA npouecca
TPaHCNOPTUPOBKM ANSA NPEeaoTBpaLlEHMA BO3MOXHON dhanbCuduKaLmMm UM noBpeXxaeHus, a Takke noj-
AepXaHWsA LenoCTHOCTU U MOASNIMHHOCTU LMPOBLIX YCTPOUCTB U MOTEHUMANbHbLIX CBUAETENbLCTB, Npea-
CTaBMeHHbIX B LMPOBOIN hopme.

MpumeuvaHune —DEFR pgomkeH obecneunTe yBEpEeHHOCTb B TOM, YTO cOOp YyBCTBUTENLHOW UNU Nepco-
HanbHON WHOPMAaLIMK OCYLLIECTBMAETCA B COOTBETCTBMU C 3aKOHAMU M HOPMaMu MECTHOW IOPUCAUKLMK O 3alyuTe faH-
HbIX.

Bo Bpems npouecca ynakoBku u TpaHcnoptupoeku DEFR pomkeH ObiTb OCBEAOMNEH O BO3MOXHOCTU
06pa3oBaHWA 3NEKTPOCTATUYECKUX PA3PsiA0B, KOTOPbIE MOTYT HAHECTM yuiepO AokasaTenbHOW LIEeHHOCTH
noTeHuManbHbIX CBUAETENLCTB, NpeAcTaBnieHHbIX B uudposoi opme. DEFR gormkeH y6eauTtbCs, YTo Ha
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BPEMS TPAHCNOPTUPOBKM KOMMNbIOTEPBI U LMPPOBLIE YCTPOCTBA ynakoBaHbl 6e3onacHbiM 06pa3om, npeay-
npeXaaoLwumM noBpexaeHns ot yaapos U Bubpavuu.

Mpouecc TPaHCMOPTUPOBKM AOIDKEH NpeAycMaTpuBaThk ONaronpusTHbLIE U KOHTPONUPYEMbIE YCNOBUS.
YpOBEHb BRAXHOCTU U TeMnepaTypbl AOMKHbI ObITb NoaxoasAwmMK Ans uudposbiX yCTpoicTB. Cneayet
n3beratb NPOAOSMKUTENBHOTO HAXOXAEHUS NOTEHUUAanbHLIX CBUAETENLCTB, NPEACTABMEHHbLIX B LU(pOBOIi
dopme, U UMPOBLIX YCTPOINCTB B TPAHCNOPTHOM CPEACTBE, a Takke obeperatb ux oT Bo3aencTeusa Yo,

B COOTBETCTBUM C HEKOTOPbLIMU IOPUCAMKUMSIMU UNK, KOrAa He no3BonsioT obctoarenscrea, DEFR He
MOXET COMPOBOXAAaTb CBMAETENbLCTBA. B Takux cryvasix AOIDKHbI MCMOMb30BaTLCA COOTBETCTBYIOLUME U
HafieXHble MEXaHU3Mbl NEPEBO3kM, UTOObLI obecneunTb HaANexallylo 6€30nacHOCTb CBUAETENLCTB BO Bpe-
MS1 TPAHCNOPTUPOBKU. [JOKYyMEHTaLmsA No TPAHCMOPTMPOBKE U BepudUKaLMs LLIENOCTHOCTU YNAKOBKU [AOIDKHbI
CTaTh YacTblO UCTOPUU XPAHEHMUS.

7 Npumepbl ngeHTudPukaumn, coopa, NoNy4eHUs! U COXpaHEeHUA CBUAETENbLCTB

7.1 Komnblotepbl, nepudepuntbie yCTPOMCTBA U LMPOBLIE HOCUTENU AAaHHbIX

7.1.1 UpeHtudukauua

7.1.1.1 NMowuck n gokymeHTUpoBaHue (Pu3n4ecKkoro Mecra UHUMAEeHTa

B KOHTEKCTe AaHHOro pasgernia KOMMbIOTepPbl CYUTAIOTCS aBTOHOMHbLIMU LMPPOBLIMU YCTPOWCTBAMM,
KOTOpbIe nony4atot, 06pabdaTbiBalOT U XPAHAT AaHHbIE U CO3AAI0T PE3YNbTaTbl. 3TU KOMMNLIOTEPHLIE YCTPOU-
CTBa He MOAKMIOYEHBI K CETU, HO MOTyT ObiTb COEAUHEHbI C TaKUMK NEpUdEPUHBIMU YCTPOWCTBAMM, Kak
NPUHTEpPLI, CkaHepbl, Beb-kamepel, MP3-nneepbl, GPS, RFID u T. a. LiudpoBoe ycTponcTeo, uMeioLlee ce-
TEBOW MHTEPdENC, HO He NOAKMIOYEHHOE K HeMy BO Bpemsl cbopa unu nonyyeHusa CBuAeTenbCTs, cneayet
cuuTaTh (ana uenemn HacCToALLEro craHgapTa) aBTOHOMHbIM KOMNbIOTEPOM. Ecnn kOMNbIOTEP UMEET CeTeBoM
UHTepMeiC, HO SIBHOTO COEAMHEHUS MO HEeMY He OOHAapYXXeHO, AOIKHbI ObITb NPeanpUHATLI AEWCTBUSA NO
onpeaeneHuto yCTpOl7ICTB, KOTOpPbI€ MOIIN ObITb noAKmMo4YeHbl B HEAAaBHEM MPOLLUTIOM.

OGbIYHO MECTO MHUMAEHTA BMELLAET pa3nuyHblie BUAbI LMdpoBbIX HOcuTenen uudopmauumn. Liucpo-
Bble HOCUTENMW MHOPMALIMKU UCMONB3YITCA ANA COXPAHEHUS AaHHbIX LMQPOBLIX YCTPONCTB U OTNMYAIOTCA
o6beMom namsATu. MNpuMmepamu UUPPoBLIX HOCUTENEN ABMAIOTCA (HO HE OrPaHUYMBAIOTCS) BHELLHUE nepe-
HOCHbIe XeCTkue AUcku, naw-namatb, CD-guckn, DVD-aucku, Blu-Ray-aucku, AuckeTbl, MarHUTHbIE NEHTDI
U KapTbl NAMATH.

Mpexae Yem MOXeT ObiTe NpoBedeH c6op UM Nony4YeHWe CBUAETENBLCTB, HY>XXHO PACCMOTPETbL acnek-
Tbl COXPaHHOCTMU MOTEHUMASBHbLIX CBUAETENLCTB, NPEACTABMEHHbIX B LMpOoBON hopme. 3TU acnekTbl Onu-
caHbl B 6.2.1 n 6.2.2. OgHako DEFR HeobxoauMo camomy y6eauTbCsl B TOM, UTO aBTOHOMHOE YCTPOWCTBO
He OblNo HEeAAaBHO MOAKMIOYEHO K ceTu. MNpu Hanu4YMm NOJO3PEHU O HelaBHEM OTKIIOYEHUWN aBTOHOMHOIO
YyCTPOMCTBA OT CETU, ero CrieayeT paccmMaTpuBaTh Kak CETEBOE YCTPOWCTBO Ans 06ecneyeHns yBepeHHOCTH
B Haanexatem obpaiieHun ¢ apyrumm yactamm cetu. DEFR fOMmMKeH 0TMETUTL U pacCMOTPETb, MO KpaiiHe
Mepe, crnegyloLiee:

- DEFR pomkeH JOKYMEHTUPOBATL TUM U MapKy NOGLIX MCNOMb3yEMBbIX LIMGPOBLIX YCTPONCTB U MAEH-
TMULMPOBATE BCE KOMMbIOTEPbI M nepuddepuiiHble yCTPOWCTBA, KOTOpble MOFyT noTpeboBaTbCA Ha
HavaneHoM artane cbopa unu nony4yeHus CBUAEeTensCTB. MNpU BOSMOXHOCTU, AOMKHbI ObiTb AOKYMEHTUPO-
BaHbl CEPUINHbIE HOMEpPA, HOMEpPA NUUEH3NIA N Apyrue naeHTUAUKALMOHHbIE NPU3HaKN (B TOM Yucne usu-
YecKue NOBPEXAEHUSA);

- Ha aTane uaeHTuduKaLum COCTOAHUE KOMMNbIOTEPOB U NepUdEPUNHBIX YCTPOUCTB AOIMKHO OCTaBaTh-
€A Hem3MeHHbIM. Ecnu koMnbloTepbl Unu nepudepuiiHblie YCTPOUCTBA BbIKIIOYEHbI, UX HE CrneayeT BKIIo-
yatb. Ecnu KoMMbiOTEepbl UM nepudepuiHsle ycTponctea BkniodeHbl, DEFR He AOSmMKeH BbIKNOYaTb WX,
MHa4ye NoTeHUManbHble CBUAETENLCTBA, MPeACTaBNeHHbIE B LMGPOBOI chopme, MOFYT ObiTb NOBPEXAEHbI;

- ecnu KoMmnblotepbl BKMoYeHbl, DEFR gomkeH cdoTorpacmpoBatb unu 3adukeupoBaTtb B NUCbMEH-
HOM JOKYMEHTE TO, YTO BbIBEAEHO HA UX 3KpaHaX. JTlo6ON NMCbMEHHBI OKYMEHT AOMKEH BKMNOYATb Onuca-
HWE TOro, YTOo BUAHO hakTuyeckn (Hanpumep, NpUGNU3NTENBLHOE NOSOXKEHNE OKOH, 3arofioBKOB U CoAaepXa-
HUR);

- YCTPOWCTBO, UMEIOLLIEE aKKyMyJIATOPHble BaTapen, KOTopble MOIYT paspsaguTbes, cneayeTt noakmio-
YNUTb K 3apsAHOMY YCTPOUCTBY, AN 06ecneYyeHns yBEpEeHHOCTU B TOM, YTO MHopmauua He GyaeT noteps-
Ha. Ha atom arane DEFR Heo6Gxoaumo onpeaenutb M cobpartb NOTEHLUanbHbIE 3apsaHble YCTPOWCTBa U
kabenu;
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- DEFR pomkeH Takke paccMoTpeTb BONPOC UCMONb30OBAHNA AETEKTOPA cMrHanos 6ecnpoBOAHON Ce-
TW Ons oBHapyXeHuss U uAeHTUUKALMU CUTHANOB OT GEeCnpoBOAHBLIX YCTPOMCTB, KOTOpPbIEe MOryT ObiThb
cnpsATaHbl. BoaMOXHbI cnyyau, Koraa aeTekTop curHanoe 6ecnpoBOHON CETU HE UCMONb3yeTcsa u3-3a u-
HaHCOBbIX U BPEMEHHBIX orpaHuyeHui, Toraa DEFR gomkeH goKkyMeHTUpOBaTh 3T0. [pu oBHapyXeHuu nio-
Obix ceTeBblx ycTpoiictB DEFR pomkeH npogomkatb npouecc o6paboTku CBMAETENLCTB, KaK OMUCAHO B
7.2.2.2 HacTosiero ctaHaapTa. B Tom cnyyae, ecnu AOmMKHO ObITb UCMONb30BAHO aKTUBHOE CKaHWpPOBaHWE
(1. e. nepegaya, npuem U (MnNu) aHanus pagnoCUrHanoB) CETEBbIX YCTPOWCTB, CKAHUPYIOLLME YCTPOWCTBa
JOJDKHbI ObITb BbIKMIOYEHbI A0 TEX NOP, Noka He OyaeT OLeHeHa BO3MOXHOCTb B3auMOAEWCTBUA UX C ApYru-
MM YCTPOWCTBAMWU Ha MecCTe MHUMAEHTa. YUneHbl NPOBOASALLEN paccrneaoBaHne rpynnbl AOMKHbI MOMHUTD,
YTO HEKOTOPbIE YCTPOICTBA HA MECTe MHUMAEHTA MOTyT OGHapyXuBaTb NPUCYTCTBUE YCTPOWUCTB aKTUBHOIO
CKaHMPOBAHUS, U BbI3BaTb [EACTBUSA, KOTOPLIE MOTYT UCMOPTUTbL NOTEHUMAarnbHblE CBMAETENbCTBA MNU, B
KpamHuX criydasx, NPUBECTU K aKTUBALIMKU CKPbITbIX MOBYLLEK.

MpumMmeyvyaHune 1—-ECIM UMEETCA MHOrO LUUPOBLIX YCTPOWCTB, B HEKOTOPLIX HOPUCAMKLUUAX AOMYCTUMO
BKItOYEHME LIMPPOBLIX YCTPOWCTB Ha MecTe UHLMAEHTa, YTOObl ONpeaenuTb UX 3HaYMMOCTb ANSt paccrneaoBaHus. 3To
[enaeTcs ¢ y4eToM BpeMeHu o6paboTkn U NHAHCOBLIX 3aTpaT, KOTOpble MOMYT BO3HUKHYTb, ecnu 6yayT cobpaHbl He
oTHOcALMecCs K feny LudpoBbie YCTpoiicTBa. Ecrnn yeTpoiicTBO BKMOYaeTCA ANSA OLEHKU Ha MecTe uHuuaeHTa, DEFR
JoMmkeH obecnevnTb YBEPEeHHOCTb B TOM, YTO Ha MPOTAXEHWU MpoLecca MoAAEepXMBaeTCA UCHepnuiBaoWan 3anuch
LENCTBUN.

MpumeyvyaHune 2-YTo KacaeTcsl COXPaHEHWA COCTOSAHWA SHEPronUTaHWa LMdpoBOro ycTpoWcTea, TO
JOIKHBI YYUTEIBATLCS pe3ynbTaThl onpefeneHns N3MEHYMBOCTU U COOTBETCTBYIOLLEro NpoLecca yCTaHOBNEHUS NpUo-
puTeToB. ECnn NpuHUMaeTCs peLUeHUe O TOM, YTO OCHOBHOW KPUTUYHOW WH(DOpMaLMen ABNAETCA U3MeHYnBasa UHGOp-
Mauus Ha AWUCKE, TO MOXHO cgoTorpadupoBaTb aKkpaH 3Toi paboTalowein CMCTEMbl W BbIHYTbL pasbeM nuTaHus. Ecnu
3HAYMMON ABNAETCH U3MEHYMBasA MHPOPMaLMS, XPaHALAACA B NAMATH, TO HYXXHO OCTaBUTb CUCTEMY BKITHOYEHHOM, YTO-
6Bl caenaTb BO3MOXHBLIM NONyYeHWe CBUAETENLCTB.

7.1.1.2 CGop cBuaeTenbCTB, HE NPeACTaBNEHHbIX B UudpoBol hopme

DEFR gomkeH paccmoTpeTb BONPOC cbopa CBUAETENLCTB, HE NPEACTaBMEHHbIX B UMdpoBoi dhopme.
Onsa 9TOro pykoBoAuUTENb rPynnbl AOIDKEH ONpeaenuTb Nuuo, oTeevalowee 3a 060pyaoBaHUE HA MECTe UH-
UuAeHTa, KOTOPOe CMOXET NPEAOCTABUTL AONONHUTENBHYIO UHOPMALIMIO U AOKYMEHTALMUIO, TaKylo Kak na-
ponu UMppoBbIX YCTPOINCTB 1 Apyrne 3Hadumble aetanu. DEFR Heo6xoauMo AOKyMEeHTMpOBaTb haMunuio u
AOJDKHOCTb 9TOro nuua.

DEFR Takke moxeT notpeboBaTbCsi npoBeaeHne cbopa HEKOTOPbLIX CBUAETENLCTB NyTeM Becep € nu-
Luamu, y KOTOpbIX MOXET ObITb NONe3Has unu 3HauuMasi MHOPMaLMa 0 NOTEHUMaNbHbIX CBUAETENLCTBAX,
npeacTaBneHHbIX B UMPoBON dhopme, unu uucpoBbIX YCTPOWCTBAX, noanexawmx coopy. Jlobbie OTBETbI
JOJDKHBI TOYHO U aKKypaTHO AOKYMEHTMPOBATbCA. OTUMMU NULIAMU MOTYT ObITb CUCTEMHBIN aAMUHUCTPATOP,
Bnajeney ycTPOMCTBA, a Takke Nonb3oBaTenu KoMnblotepa u nepudepuiiHbix yCTpoucTs. Bo Bpemsa atoro
yCcTHOro cbopa ceugetensctB DEFR moxeT 3anpawumBaTtb MHOpMaLmio, Hanpumep, uHdopmaumio, kacato-
LIYIOCA KOHMIypaumMm CUCTEMbl, U Naponb agmMuHMCTpartopa/cynepnonb3oBarens. 3T1a AONOSHUTENbHAS
uHopMauua MOXeT ObiTh MONE3HA Ha JTane aHanu3a MOTEHUMAarnbHbIX CBUAETENbLCTB, NPEACTABMNEHHbIX B
uucbposoii chopme. 3Tn Beceabl crneayeT AOKYMEHTanbHO odopMnaTb Ansi 06ecneyeHns yBepeHHOCTU B
TOYHOCTU JeTanei, a Takke B TOM, YTO JOKYMEHTANbHO O(POPMIEHHbIE YTBEPXKAEHUSA HE MOTYT ObITb M3Me-
HeHbl. DEFR, gomkeH 6blTb 3HAaKOM C TpeGOBaHMAMU COOTBETCTBYIOLLEN HOPUCAUKLIUU, OTHOCALUMUCS K
cbopy CBMAETENLCTB, HE NPeACTaBMNEHHbIX B LMAPOBON hopme.

7.1.1.3 MNpouecc NpUHATUA peLleHna 4na npoeegeHna cbopa n nonyvyeHns CBMaeTeNbLCTB

Mpu npuHaTUM peieHus o cBope uupPOBLIX YCTPOUCTB NN NOMNYYEHUU NOTEHUMATbHLIX CBUAETENb-
CTB, MPeACTaBNEeHHbIX B LUPPOBON (hOpPME, HY>KHO YUMTbIBATb HECKOMBLKO (haKTOPOB, BKMIOYAOLLMX Creay-
fOLLiee, HO HE OrpaHNYMBAIOLLIMXCS ATUM:

- U3MEHYMBOCTbL MOTEHUMaNbHLIX CBUAETENLCTB, NPEACTaBNEHHbIX B LMdpoBoi dopme, koTopas 06-
cyxpaetcsiB 5.4.2 1 6.8;

- Hanu4yne nosfHoro WwugposaHusa gucka Unu 3awmdpoBaHHbIX TOMOB, NAPONU UMK KIIOYU KOTOPbIX
MOTYT HaxoAWTbCA B BUAE W3MEHYMBLIX AaHHbIX B O3Y, Ha BHELWHMX TOKEHaX, cCMapT-kaptax, ApYyrux
YCTPOWCTBAX UITM HOCUTENSAX;

- KPUTUYHOCTb CUCTEMBI, KOTOpasa obcyxaaetca B 5.4.4,7.21.21 7.1.3.4;

- NpaBoBbIe TPeOOBAHUSA IOPUCANKLIUY;

- pecypcehbl, Takue kak pasmep TpebyemMon naMmsaTi, Hanmuue NepcoHana, u BPEMEHHLIE OrPaHUYEHUS.

Ha pucyHke 1 npeacrasneH o630p npouecca NPUHATUSA PeLLeHus Ans npoBeaeHus coopa unu nomny-
YeHUs CBUAETENbCTB.
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Ecnu npuHumaemcs
petueHue o cbope

MutaHne
umncbposoro
ycTpolicTBa
BKIIOUEHO?

LincbpoBoe ycTpoiicTso

dakTopbl,
yuuTbiBaemble Ans
cbopa unu nony4yeHus
CBUAETENbCTB? —
noapasgen 5.4

Ecnu npuruMaemcs
pelieHue o rornyvYeruu

MutaHue

uncbposoro
ycTpoiicTBa
BKITOUEHO?

Hem

C6op unbpoBbIX YCTPONCTB
C BKITIOYEHHbIM NUTaHNeM —
NOANYHKT 7.1.2.1 (pUcyHok 2)

C6op LunpoBbIX YCTPOWCTB C
BbIKIIOYEHHbIM NUTaHUEM —
NOANYHKT 7.1.2.2 (pucyHok 3)

MonyyeHune 1z undpoBbIX
YCTPOWACTB € BKIMIOYEHHbIM
nuTaHMeM — NoANYHKT

MonyuyeHne ns ungposbIxX
YCTPOWACTB C BbIKIOUYEHHbIM
nuTaHmem — NOANYHKT

7.1.3.1 (pucyHok 4) 7.1.3.2 (pucyHok 5)

PucyHok 1—TlpuHsatue peweHund o cbope unu nonyvyeHmm CBUAETENLCTB,
npeacTaBfeHHbIX B LMposon hopme

7.1.2 Coop

7.1.2.1 Undposbie yCTPONCTBA C BKNIOYEHHBIM MUTAHUEM

7.1.2.1.1 O6wmit 0630p

Ecnu nutaHue yudposoro ycrponcrea sknovyeHo, DEFR MoxeT cnegosaTth pagy pekomeHgauui no
cbopy. He BCe aTu pekoMeHAauumn ABNSOTCA WAeanbHbIMU U COOTBETCTBYIOLLMMM ANs MoBbIX Criydaes, He-
KOTOPbIE MPUMEHUMbI TONBKO B ONpeferneHHbIX criydasaX. COOTBETCTBEHHO, PEKOMEHAALMU MOXHO Knaccu-
duumpoBaTth kak 6a30Bbie UMW AOMNONMHUTENBHbIE. Ba3oBble AENCTBUS AOMKHbI BbINOMNHATLCA NPU BCEX 00-
CTOATENbCTBAX, TOrAa Kak AOMOMHUTENbHbIE AENCTBUS AOIMKHbI BbINOMHATLCA B YMECTHbIX U MPUMEHUMbIX
cnyyasix B 3aBUCMMOCTU OT KOHKPETHOro YCTPOWCTBA UMM 0OCTOATENbLCTB. PUCYHOK 2 unnocTpupyeT 6aso-
Bbl€ U AOMNOIHUTENbHbIE AECTBUSA, NPUMEHUMBIE K COOPY LIMPOBbIX YCTPONCTB C BKITIOYEHHBIM MUTAHUEM.
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PncyHok 2— PekomeHpauuu no c6opy LU poBbIX YCTPOUCTB C BKAKOYEHHbIM NUTAHUEM

MpumeuyaHune - Bce ykazaHHble AENCTBMS AO/MKHbI OCYLLECTBAATLCA B COOTBETCTBMM C 3aKOHAMWU U Npej-
MUCAHNSIMU MECTHOMN OPUCANKLAN.

DEFR 06f3aH 3HaTb COBPEMEHHYI0 TEXHO/IOMMI0 M PYKOBOACTBA MO O6pal,eHut0 C HOCUTENAMMU WH-
opmaymn.

7.1.2.1.2 ba3oBble gelicTBusA: c60p LU POBLIX YCTPONCTB C BKAKOUYEHHbIM NUTAHUEM

DEFR pgonxeH cnepoBaTb NMPUBEAEHHbIM HUXe 6a30BbiM AENCTBUAM BO BCEX Clyyasix, Kacawluxcs
NoTeHUManbHbIX CBUAETENLCTB, NPEeACTaBMNEHHbIX B UM poBOl hopMme. 3TN PyKOBOACTBA NPUMEHUMbI, KO-
roa DEFR npuHuMmaeT pelweHne o c6ope LM POBbIX YCTPONCTB C BKAKYEHHBIM NMUTAHUEM:

- 4O BbIKNKOYEHUA CUCTEMbI CrieflyeT paccMOTpeTb BONPOC MONYYEHUS M3MEHUYUBBLIX AaHHbIX U3 LUG-
pOBOro yCTpOCTBA M €ro Tekylero coctossHusA. Kpuntorpaduyeckne kawum n gpyrue Kputmyeckue faHHble
MOTyT Haxo4WTbCA B aKTUBHOM NaMsATW WM B HEAKTUBHON MamATW, KOTopas ewe He 6bina ouunuieHa. Mpu
nofo3peHUn Ha wudpoBaHue cnefyeT paccMOTpeTb BOMPOC /IOTMYECKOro NoslyvyeHus AaHHbiX. Ecnu wundg-
poBaHve AeNCTBUTENIbHO MMeeT MeCcTO, HY)XXHO MOMHUTb, 4YTO AeiCcTBylOLWan cepBepHas onepaynoHHas cu-
cTeMa MOXET He 3acnyxuBaTb JOBepuUs, NO3TOMY HEO6XOAMMO pPaccMOTPeTb BOMPOC MCNOMb30OBAHUA COOT-
BETCTBYIOLWNX HAAEXHBIX N YTBEPXAEHHbIX UHCTPYMEHTa/IbHbIX CPE/CTB;

- KOHhurypayunei umcpoBOro ycTpoiictea MOXeET ObiTb onpefenieHo, HyXxHo nu DEFR 3aBepwarth pa-
60Ty ycTpoicTBa NOCPeACTBOM O06bIYHbIX aAMUHUCTPATUBHbLIX Npoueayp WM cnegyet BbiHYTb BUKY Kabens
3M1eKTPONUTaHua yCcTpoincTBa M3 PO3eTKM 3feKTponuTaHua. YTobbl onpefenuTb Nyywunii NOAXO4 B AaHHbIX
ob6ctoaTtensctBax, DEFR MoxeT noTpe6oBaTbCsi KOHCynbTauma ¢ DES. Ecnum nNpuHATO pelleHue BblIHYTb
wTencenbHyw Bunky, DEFR pomxeH OTKNWOYUTb Kabenb 3neKkTponuTaHus, OTCOeAWMHWB npeaBapuTesibHO
KOHel, MOAKMYEHHbIN K LM poOBOMY YCTPONCTBY, @ He K po3eTke anekTponuTaHnsa. HyxHO oco3HaBaTb, 4YTO
B yCTpoicTBe, nofkntoyeHHom K VBIM gaHHble MOryT 6biTb U3MEHEeHbl, ecin Kabenb 3NeKTponuTaHusa oTco-
eflNHUTb OT PO3eTKN 31eKTPONUTaAHNA Ha CTeHe, a He oT UBI ycTpoiicTea.

MpumeuvyaHne 1- Mpyu OTKAYEHUN NUTAHUS BKOYEHHOTO UMAPOBOro YCTPONCTBA Nt0Oble MOTEHUMasnb-
Hble CBMAETENbCTBA, NpPeAcTaB/eHHble B LudpoBoli hopMe, KOTOpble XPaHATCS B 3aMpOBaHHbIX TOMax, 6yayT Hedo-
CTYMHbI, €C/IN HEe COXpaHeH K4 AewndpoBaHmns. Takke MOryT 6biTb NOTEPSHbI NOTEHUMasIbHO LieHHblEe onepaTuBHbIE
(paboune) gaHHble, TakMe Kak KOpnopaTuBHblE AAHHbIE WM AaHHble LUGPOBbIX YCTPOWCTB, YNpaBisoWmMX MeAULNH-
CKuM 06opyAoBaHMeM, MPUBOAA K MCKaM O BO3MELLEHMWN YObITKOB WM NoTepe 4enoBeyveckux xusHeii. Moatomy DEFR
[OMKeH 06ecneynTb yBePEHHOCTb B TOM, YTO M3MEHUMBbLIE AaHHble cObpaHbl, A0 OTKUYEHUS NUTAHNS.
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MpumeyaHune 2—CylecTBylOT annapaTHblE YCTPOIACTBA, MO3BONSIOWME He NpepLiBas NUTaHNA OTKIOYUTE
BKJTIHOYEHHOE YCTPOINCTBO OT CETU 3MEKTPONUTaHUA, NepeksiodmB ero Ha nopratusHblil MBI, CyuiecTByloT Takke cneuu-
anbHble YCTPONCTBa, NepemMeLljatollime Kypcop MbllKM Ha 3KpaHe, KOTopble MOMyT MCNONb3oBaTheA ANA NpeaoTBpaLleHns
nosiBNeHns skpaHHoi 3actaBkun. Oba 3TN ycTpolcTBa NPEAOCTaBMSAOT MONE3Hble UHCTPYMEHTanNbHLIe cpeacTsa npu
obpalleHnm ¢ BKIIIOYEHHBIM YCTPOACTBOM, Ha KOTOPOM LuMdppoBaHMe MOXeT ObiTb akTMBHBIM. B cnydae cbopa
YCTPOMCTB C BKIOYEHHBIM NUTaHWEM ANS NOAAEPXAHWA NUTaHUA NPU TPaHCMOPTMPOBKE U ynakoske paboTatoweit cu-
CTeMbl criefyeT paccMaTtpuBaTh BOMPOCH!, CBA3aHHblE ¢ obecneyeHneM OxXINaxaeHus, 3awuToi oT MexaHU4eckux yaa-
poBUT. 4.;

- NPOMapKnUpoBaThb, OTCOEAUHUTb U COXPaAHUTL BCe kabenu umdpoBOro yCTponcTea 1 NpoOMapkupoBaThb
nopThl, 4TOOLI CUCTEMA MOrna BbITb BOCCTAHOBNEHA Ha 6onee no3gHeM aTtane;

- 3aKNeuTb NEHTOI BbIKMOYaTENb NUTAHUA, €CNK 3TO HEOOX0AUMO, YTOOLI NPEAOTBPATUTL U3MEHEHNE
COCTOSIHMSA BbIKMoYaTens. PaccMoTpeTb BONPOC O HAAMNeXaluem JOKYMEHTUPOBAHUN COCTOSIHUA BbIKNOYa-
Tens A0 3aKneuBaHusi NEHTON UM USMEHEHUS €ro MOMOXEHUS.

7.1.2.1.3 JononHUTenNbHbIE AENCTBUS: COOP LIMPOBBIX YCTPONCTB C BKMOYEHHLIM NMUTAHMEM

Huxxe npueeaeHbl JONONHUTENbHbIE AEUCTBUSA, KOTOPbIE ABNSIOTCA NPUMEHMMbIMU B 3aBUCUMOCTH OT
KOHpUrypauum KOHKPETHOro uudpoBOro yCTponcTBa:

- eCnu 310 HOYTOYK, TO o6ecneunTb YBepPeHHOCTb B MONYyYEHUM WU3MEHYUMBLIX JAHHBIX, NpEXae YeM
ybupatb akkymynatopHyto 6atapeto. DEFR gormkeH cHayana usBneYb OCHOBHOM aKKyMYNATOP UCTOYHMKA
NATAHWA BMECTO TOro, YToObl HAXXMMATL HA KHOMKY NMUTaHUSl ANS BbikniodeHnsa HoytOyka. DEFR gomkeH
TakKKe OTMETUTb, UMEETCA N aganTep UCTOUYHMKA NMUTAHUSA, U, €CNU OH UMeeTcsa, ybpaTb ero nocne yaane-
HUSA akKymynsaTopa.

MpumevaHune 1 — Lindposoe yCTPOUCTBO MOXKET ObiTb CKOHPUIYPUPOBAHO Tak, YTO NPU HaXKaTUN KHOMKK
MUTaHUS Ha HeM 3arnycTUTCS CLeHapuiA, KOTOPbIA MOXET U3MEHSATb UIN YAANSATb UHPOPMaLUIO B cUCTEME Nepes OTKIIo-
YeHWEeM Unu npeaynpexaaTs NOLKNHYEHHBIE CUCTEMBI O BOZHUKHOBEHUN HEOXUAAHHOIO COBLITUSA, TaK YTO 3TU CUCTEMBI
MOFYT CTUpaTb AaHHble, UMetoLLMe AOoKasaTernbHY0 LEeHHOCTb, NMpexae YeM oHu 6yayT naeHtuduymnposaHsl. OHO MOXeET
6bITb TaKKe CKOHUrypupoBaHo Takum ob6pasoM, YToGbl NpUBOAWUTL B AEWCTBUE YCTPOWCTBO, NpefHasHauYeHHoe AnA
npuyMHeHna dusndeckoro Bpefa DEFR v gpyrum npucyTcTBYOWMM NULUAM,

- 3aKNenTb NEHTOW CNoT ANS AUCKET, ECNN OH €CThb;

- yAOCTOBEPUTLCA, YTO NOTKKU Ana CD unu DVD anckoB 3aABUHYTbLI HA MECTO; OTMETUTb, ABNAIOTCA NKU
OHU MYCTbIMU, COAEPXKAT AUCKM UNN HE MPOBEPEHbI; 3aKMNEUTb NEHTON CNOT ANsl NpeAOoTBPALLEHUA €ro oT-
KpbIBaHUS.

MpumeyvyaHune 2—Ecnu B ycTpoiCTBE OCTaBIE€H HOCUTENMb MHAOPMaLK, KOTOPBIA MOXHO UCMONbL30BaTh
[INS 3arpysKku1, TO NPU criefyroLemM BKITOYEeHNN YCTPONCTBO MOXET 3arpy3auTbCsa C 3TOr0 HOCUTENSA, @ He C XKeCTKOro Auc-
Ka (Mnu pnew-naMaT MHCTPYMEHTarNbHbLIX CPEACTB ANA KPUMUHANIMCTUYECKOTO WCCNEAOBaHNA) B 3aBUCUMOCTH OT
ycTaHoBOK 6a30B0I cucTemMbl BBoAa/BbIBoga (BIOS) komnbloTepa.

DEFR pgomkeH npoBoauTb cOOp CBUAETENLCTB, HE NPEACTABNEHHLIX B LM()POBON hopme, B COOTBET-
CTBUU C NpoLEeccyanbHbIM NPaBoOM Ans obecneyeHns yBepeHHOCTU B NPUeMIeMOCTH MobbixX CBUAETENLCTB.

7.1.2.2 LindppoBble yCTPOWCTBA C BbIKIKOUYEHHbIM NMUTAHUEM

7.1.2.2.1 OBuwwmn 0630p

Koraa nuranme umdpoBoro ycrponcTsa BblkniodeHo, DEFR mMoxeT crnegosatb psagy pekoMeHaaumi no
cbopy. He Bce copepxalmecs B 9TUX PEKOMEHAAUUSIX OAEWCTBUS MOTYT OblTb YMECTHbl BO BCeX 06CTON-
TenbcTBax. Takum o0pasoM, 4OMKHO ObiTb CAENAHO pasnuyue mexay AerCTBUSAMM, NPUMEHUMbIMU BO BCEX
cnyvasx (basoBble AeUCTBUS), U OEACTBUSIMMU, KOTOPbIE MOTYT MPUMEHATLCS NMb B HEKOTOPbLIX Cry4asx
(pononHuTEnbHBIE AencTBUSA). Ha pucyHke 3 nokasaHbl 6a30Bble U AOMNONHUTENbHLIE AEUCTBUSA, MPUMEHHU-
Mbl€ K cBopy LMpPOBLIX YCTPOWCTB C BbIKMIOYEHHBIM MUTAHUEM.
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Bas3oBble geiictBus

PrncyHok 3— PekomeHaauuu no c60py LUMPOBbIX YCTPOWCTB C BbIK/OUYEHHbIM NUTaHEM

DEFR 0653aH 3HaTb COBPEMEHHYK TEXHO/IOTMK0 W PYKOBOACTBA MO OOpalleHuM0 C HOCUTENAMU WH-
dhopmaumn.

7.1.2.2.2 ba3oBble feicTBUS: cO0p LMGIPOBLIX YCTPOWUCTB C BbIK/TKOYEHHBIM MUTAHUEM

Hwke npuBefeHbl pekomeHayemble 6a30Bble AeNCTBMA M0 CO0pY UMPOBbLIX YCTPOUCTB C BbIK/THOYEH-
HbIM NUTaHWEM:

- OTKIIOYNTL Kabeslb 3NeKTPONUTaHus, npeaBapuTelbHO OTCOeAMHNB KOHEL,, MOAK/YEHHbIN K LMdpo-
BOMY YCTPOWCTBY, a He KOHeL,, MOAK/OYEHHbIN K PO3ETKe 3/1IeKTPONUTaHus;

- OTCOEVHUTb M COXPaHUTb BCe Kabenu LMgpoBOro yCTponucTea 1 NnpomMapkupoBaTtb nopThbl, YTO6bI CU-
cTema Morna 6bITb BOCCTaHOB/IEHA Ha 60/iee no3gHeM aTarne;

- 3aKNenTb IEHTOW BbIKKOYaTElb INIEKTPONUTAHUA, €CNN 3TO HeOOXOAMMO /1A NpefoTBpaLLeHns ns-
MEHEHWs1 COCTOAHUA BbIKNoYaTensa. PaccmoTpeTb BOMPOC O Hajg/iexalem AOKYMEHTMPOBaHUM COCTOSAHMUSA
BbIK/IlOYATE A [0 3aK/IeMBaHUs JIEHTON UM U3MEHEHUS ero NoJIoKEHUS.

MpumeyvyaHne - B OGOMbWNHCTBE CMyyaeB HOCUTE b MHpOPMaLUM He AO0/KEH M3BMeKkaTbCcs M3 LMdpoBoro
YCTPOIACTBA, MOKa He OyAeT MPUHATO peLleHne O MOyYeHUN CBUAETENLCTB, Tak Kak ero U3B/eYeHne yBennymBaeT puUck
noBpeauTb UK NepenyTaTb ero ¢ ApYruMn Hocutensmn. [omkHbl GbiTb pa3paboTaHbl U BbINO/IHEHbI TOKa/lbHbIE MpoLe-
[ypbl, Kacarwlmecss He06X0AMMOCTN U3BIEYEHUSI HOCcUTeNeln UHdopmauun 13 LMAPOBbLIX YCTPOIACTB.

7.1.2.2.3 [ononHUTe NbHble AeACTBUA: CO0p LMAPOBbLIX YCTPONCTB C BbIK/IIOYEHHBLIM NMUTAHUEM

Hwxe npvBefeHbl AOMNOSHUTE bHbIE AEACTBUA, KOTOpble ABNAIOTCA NPUMEHUMbIMU 418 c6opa undpo-
BbIX YCTPOWCTB C BbIK/IIOYEHHLIM MUTAHWEM B 3aBUCUMOCTM OT KOH(Urypauum KOHKPETHOro LMPOBOro
yCTpoOlicTBa:

- Npexae Bcero, cnefyet yAOCTOBEPUTLCH, UTO NMUTaHME HOYTOYKa AeNCTBUTE/IbHO OTK/IHOYEHO, TakK Kak
HEKOTOpblE HOYTOYKM MOTYT HAXOAUTLCA B pexrmMe oxuaaHus. HeobxoA4MMOo 3HaTb, YTO HEKOTOPble HOYTOy-
KA MOTyT ObITb BK/IHOYEHbI NMyTEM OTKPbITUA KPbILWKA. 3aTeM CHATb OCHOBHOW akKyMy/IATOP UCTOYHMKA NUTa-
HUSA HOYTOYKa,

- ec/im TpebyeTCcsa CHATb XeCTKUM AUCK B peasibHbIX pabouunx ycnosusx, DEFR gomkeH no3abotutbes
0 3a3em/ieHnM LMJPOBOro yCTponCTBa, YTOObl NpefoTBpaTUTb NOBPEeXAEeHMe XeCTKOro Aucka oT cratudye-
CKOro anekTpuyectsa. VlHaye He crnefyeT CHUMATb XECTKUMA OUCK Ha MecTe akcnnyaTtauuu. Heobxoanmo
NMPOMapKMpoBaTh XECTKUA AUCK KaK Nof03pUTESbHbIN U OKYMEHTa/IbHO 3adhukecupoBaTb BCe AeTanu, Takue
Kak Mapka, Ha3BaHue MoAeNv, CepuiiHblii HOMEP N 06BEM XECTKOro ANCKa;

- 3aKNenTb NIEHTOW CNOT A/19 OUCKET, eC/IN OH eCTb;

- YAOCTOBEpUTLCH, YTO NOoTKN Ansa CD win DVD AUCKOB 3a4BWHYTLI HA MECTO; OTMETUTb, ABNAKTCA /1
OHW MNYCTbIMW, COAepXaT OUCKUA WM He MPOBEpPEHbI; 3aKk/1enTb JIEHTOW CNOoT ANA NpefoTBpalleHns ero ot-
KpbIBaHWA.
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MpumeyaHwune —EcnuB ycTpolCTBE OCTaBMNEH HOCUTENb UHPOPMALNK, KOTOPLIA MOXHO UCMONb3oBaTh ANSA
3arpysku, To npu cnepgyrowem BKNOYEHUM YCTPONCTBO MOXET 3arpy3uTbCA C STOr0 HOCUTENSA, a He C XXeCTKOro Aucka
(vnu dnew-naMaT UHCTPYMEHTaNbHLIX CPeACTB AN KPUMUHANMCTUYECKOTO UCCIIEAOBaHUS) B 3aBUCUMOCTHU OT ycTa-
HoBOK BIOS .

7.1.3 NonyyeHune cBMOETENbLCTB

7.1.3.1 LUnucppoBble yCTPONCTBA C BKIHOYEHHBIM MUTAHUEM

7.1.3.1.1 O6wui o063op

CyLLeCTBYIOT TPU CLUEHapUs, N0 KOTOPbIM MOXXHO MPOBOAMTL NOMyYeHUe CBMAETENLCTB: KOraa NUTaHue
LMAPOBbLIX YCTPOWCTB BKMIOYEHO, KOraa NnUTaHne LUMdpPOBbLIX YCTPONCTB BLIKNIOYEHO W KOraa nutaHue umd-
POBbIX YCTPOWCTB BKIIOYEHO, HO HE MOXET ObITb BbIKMIOYEHO (HANpUMep, KPUTUYHbIE ANA LeneBon 3agadvu
umposkle yctporctea). Mpu Bcex Tpex cueHapuax DEFR o065a3aH caenatbh TOMHYHO KONUIO CBUAETENLCTB,
npeacTaBneHHbIX B UMPPOBON chopme, ¢ HocuTenen uHdopmaumm Mg poBLIX YCTPOUCTB, KOTOPLIE Npeano-
NOXWUTENbHO MOTYT COoAepXaTb NOTEeHUKManbHble CBUAETENbLCTBA, NPEACTaBeHHbIE B LudpoBon opme.

Ecnu oBpa3 HocuTenel Henb3si NONy4YnTb, MOTFYT ObiTb MONYYEHbl TOYHbIE KOMUKU ONpeaeneHHbIX cait-
NOB, KOTOPbIE MPEANONOXMTENbHO MOTYT COAEpPXaTb NOTEHUManbHble CBMAETENLCTBA, NPEACTaBNEHHbIE B
umdposoi popme. B ngeane aomkHa 6biTb Co3aaHa BepuduUnpoBaHHas rnaBHas konusa u paboyas konus.
naBHYIO KOMWUIO HE CrieayeT MCMNoNb3oBaTh BHOBb, €CNM TONLKO He TpebyeTca BepuduumpoBaTtb coagepxa-
Hue paboyen KONUK UNKM co3aaTb 3aMeHy paboyeli KoMK Nocne NOBPEXAEHUA NePBO paboyei Konuu.

Korga nutaHuwe uMdpoBoro ycrporictea BknioveHo, DEFR MoxXeT cnegoBaTth psay pekoMeHAauui, Ka-
camLwmxca nonyvyeHusa CcBUOETEnNbCTB. He Bce pekoMmeHgaunn AsnATCcA naearnbHbIMU U YMECTHbIMU ANA
noBbIX CNy4yaeB; HEKOTOPLIE NMPUMEHUMbI TONBKO AN onpeAeneHHbIX crydyaeB. COOTBETCTBEHHO, PEKOMEH-
Jaunn MOXHO KnaccupuuupoBaTh kak obsizaTenbHble UM AoNonHUTENbHbIE. CregyeT 06paTUTb BHUMaHUE
Ha BO3MOXHOCTb TOr0, YTO CUCTEMA C BKIIOYEHHbLIM NMUTAHWEM MOXET BOWTU B PEXUM IKPAHHOMW 3aCTaBKU
UNU aBTOMaTU4ECKON BMOKMPOBKM U YTO BO3MOXHbI NOCNEACTBUSI NOOLIX AENCTBUIA, NPeANPUHUMAEMbIX ANA
npefoTepaLleHusa aToro. Hanpumep, npuMeHeHMe nporpaMmbl MMutTauun paboTsl Nnonb3oBarens, noTpedy-
eT ucnonb3osaHua USB-kntoya, 4to OyaeT 3apernctpupoBaHo CUCTEMON, U 3TU AEWCTBUS, NO TEM WU UHBIM
NpU4YMHaM, BbI3OBYT HEXENaTenbHblE UBMEHEHUS AaHHbIX. BrnusiHne nocneacTBuii Takux AeiCTBUN AOSMKHO
ObITb CBEAEHO K MUHUMYMY MYTEM MCMONL30BaHMSA HaAEXHbIX METOA0B. Ha pucyHke 4 nokasaHbl 6a3oBbie u
[AOMOSHUTENbHbLIE AENCTBUS, NPUMEHUMbIE K MOSIYYEHUIO CBUAETENBLCTB U3 LUPOBBLIX YCTPOUCTB C BKIIO-
YEHHbIM NUTaHMEM.
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BazoBble aeiicTus

PUCYHOK 4— PekoMeHAaunMu no nosiydyeHuto CBUAETENbCTB U3 LU POBbLIX YCTPONCTB
C BK/IOYEHHbIM MUTAHUEM

7.1.3.1.2 BasoBble gelicTBMA: NonyyeHue CBUAETENbCTB U3 LUAPOBbIX YCTPONWCTB C BKAOYEHHBIM MU-
TaHnem

Hwxe npuBeneHbl 6a3oBble feicTBusA, kotopbiM DEFR gomkeH cnepoBaTb BO BCEX Cyyasx, kacato-
LWKUXCA MNONYyYeHUs NOTeHUManbHbIX CBUAETENbCTB, NPeAcTaB/eHHbIX B UudpoBol dopme, M3 LUEPPOBbLIX
YCTPOMNCTB C BK/OYEHHbIM NUTAHNEM:

- npexpje BCero, He06xoANMMO pPaccMOTPEeTb BOMPOC NOJIyYEHMA MOTEHLMANIbHbIX CBMAETENbCTB, Npes-
CTaB/IEHHbIX B LMdpPOBOI (hopme, KOTOpble MOryT 6biTb MOTEPsSHbI MPU BbIKKYEHUU LUGPOBOro yCTpPOWi-
ctBa. OHM TakXe M3BECTHbl KakK M3MEeH4YuBble faHHble, Hanpumep, AaHHble, XxpaHawwueca B O3Y, AaHHble
pa6oTalLwmx (aKTMBHbIX) MPOLECCOB, CETEBbIX COEANHEHUA N YCTAHOBKU AaTbl/BpeMeHu. B cnyyasx Heob6-
XOAMMOCTU MOMYYEHUS HEU3MEHUMBBLIX AaHHbIX C YCTPOWCTB, KOTOpble BCe eule paboTaloT, fO/HKEH ObiTb
paccMoOTpeH BOMPOC BbIMOSIHEHNA NONYyYEHUS CBUAETENbCTB U3 YCTPONCTBA C BK/IKOYEHHBIM NUTAHNEM;

- 4yTOO6blI MONY4YNTL onepaTMBHble (paboune) gaHHble M3 paboTakwLWnx YCTPOKCTB, HEO6XOAUMO MNOY-
yaTb UX B peanbHOM MmacwTabe BpeMeHu. MonyyeHne B peasbHOM MaclwTabe BpeMeHU U3MEHUYUBLIX faH-
HbiX U3 O3Y MOXeT N03BO/INTb BOCCTAHOBUTb LEHHYIO MHGIOpMaLUio, Takyld Kak coCTosiHMe ceTu, gewund-
pOBaHHbIE NPUIOXEHUA N Naponn. NosyyeHne faHHbIX B peaslbHOM Macwtabe BpeMEHU MOXeT NPOBOAUTb-
CA C KOHCOMM UNW yAanleHHO Yyepe3 ceTb. ITU MpoLecchbl pasnyanTca U TPebylT UCMNOob30BaHUA pPa3HbIX
Hab0pOB MHCTPYMEHTA/bHbIX CPeACTB;

- DEFR Hukorga He go/keH AoBepsATb nporpammam B cuctemax. Mo atoin npuumHe DEFR pekomeHay-
eTca MCNonb30BaTh, rAe 3TO BO3MOXHO, COOCTBEHHbIE [JOBEPEHHbIE WHCTPYMEHTaslbHble cpefcTBa (cTatu-
yeckme ucnonHaemble gainbl). DEFR gomkeH 6biTb KOMNETEHTHbIM B WCMNO/b30BAHUW BalUAHbIX UHCTPY-
MeHTasNbHbIX CPEACTB U OblTb KOMNETEHTHbIM, YTOObI Yy4YecTb BAUSAHWE, KOTOPOE MOryT OKa3blBaTb Takne WH-
CTPYMeHTa/lbHble cpefcTBa Ha CUCTeMY (Hanpumep, 3aMelleHWe MNoTeHUuuasNbHbIX CBUAETENLCTB, Npej-
CTaB/IEHHbIX B LM(pPOBO/ hopme, NnocpesCcTBOM BbITECHEHUS CYLLECTBYIOLWEr0 COAEPXMMOro CTpaHuy na-
MATW NpW 3arpy3ke NMPOrpaMMHOro cpeactsa W T. 4.). Bce BbIMONHEHHble AeNCTBMA U pe3ynbTupylowme us-
MEHEeHUss B NMOTeHLUMaNbHbIX CBUAETEeNbCTBAaX, NPefCTaBNeHHbIX B LUGpPoBOli hopMe, AO/MKHbI ObiTh OKY-
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MEHTanbLHO 0POPMIIEHbl U NMOHATbLI. ECNM HEeBO3MOXHO ONPeaenuTb BEPOATHOE BIIMSAHUE BBEAEHUA UHCTPY-
MEHTanbHbIX CPEACTB B CUCTEMY, UMW HENb3S C YBEPEHHOCTLIO ONpeAenuTb Pe3ynbTUpYIoLLmMe U3SMEHEHUS,
3TOT PaKT TaKKe AOMKEH JOKYMEHTUPOBATLCS,

- NpW nony4eHnn mameHumsbix AaHHbiXx DEFR gomkeH ucnonb3osatb NOrndyeckuin dain-KoHTenHep,
rae 3T0 BO3MOXHO, M 3adhMKCUPOBATL 3HAYEHUE ero XaL-(YHKUMK, KOraa OH coaepxuT dain(sl) M3MeHUm-
BbIX JaHHbIX. Korga 310 HEBO3MOXHO, criegyeT UCNOMb30BaTb TakOM KOHTEWHep, kak ZIP-daiin, KoTopbli
3aTeM AOIMKEH X3ALMPOBATHCA U AOMKHO ObiTb 3a(PUKCMPOBAHO 3HAYeHUe XxaLWw-pyHKumK. MonyymsLuMecs B
pesynbTate painbl-KOHTENHEPLI A40M¥HbI OblTb COXPaHEeHbl HAa LMdPOBOM HOCUTENE AAHHbIX, KOTOPLIA NoJ-
roTOBMEH ANA 3TUX Lenen, T. €. 0ThopMaTUpOBaH;

- BbINOSHMTb MpoLecC co3faHua obpasa TeKyLuei 3HeproHe3aBMCUMMON NaMmATU C UCMOJSIb30BAHMEM
YTBEPXOEHHOr0 UHCTPYMEHTAaNbLHOro CpeacTea co3aaHusa obpasa. MNonyyeHHoe CBMAETENLCTBO, NPeACTaB-
neHHoe B LMdpoBoii hopmMe, AOMKHO XPaHUTLCA Ha UMAPOBOM HOCUTENE UHAOPMaLIMK, KOTOPbLIN Obin noa-
roTOBMEH ANA 3TOM uenu. XoTa NpeanoyTUTENbHO UCNOMNb30BaTh HOBbLIN LUMMPOBON HOCUTENDL UHCpOPMAaLMK,
UCMOMb30BaHWE MNOMYYEHHbLIX AOCTOBEPHLIMU NPOLECCaMn KON CBUMAETENLCTB, NPeACTaBNeHHbIX B Uud-
poBoii dpopmMe, oGecneunBaeT YBEPEHHOCTb B LIENIOCTHOCTM AaHHbIX MNP BOCCTAHOBMEHUW. Takum 06pasom,
LMAPOBOro HOCMTENA MHpOPMALIMK, KOTOPbLIN Obin 3aHOBO oTdhopmaTupoBaH, Oyaet AocTaTouHo. Ecnu 06-
pas 4OMKEH XPaHUTLCA B normdeckom dharine-koHterHepe, DEFR gosmkeH o6ecneyntb yBEPEHHOCTb B TOM,
YTO 06pa3 He MOXET ObITb NOBPEXAEH UIU UCMIOPYEH.

MpumMeyaHue —B cuTyauusix, korga ycTpoiictso 3abnokupoBaHo, dpusmnyeckmnii Joctyn MoxeT GbiTb nony-
YeH ¢ MOMOLLBI APYTUX CPEACTB, AatoLMX BOSMOXHOCTb NPAMOro A0CTyna K NaMsiTu, Hanpumep, uHtepdeic Firewire.

7.1.3.1.3 JononHuTenbHblE AEWCTBUA: NONyYEeHNE CBUAETENLCTB U3 LMAPOBbLIX YCTPOWUCTB C BKMIOYEH-
HbIM NMUTaHUEM

Hwxe npuBeaeHbl 4ONONHUTESNbHbIE AEHCTBUSA, KOTOPbIE OTHOCATCA K NOJSIYYEHMIO CBUAETENLCTB U3
LU POBbLIX YCTPOWCTB C BKIMIOYEHHBIM NMUTAHUEM, B 3aBUCUMOCTMW OT KOH(UIypaLUN KOHKPETHOTO LudpoOBOro
YCTpOWCTBa:

- €Cnu ecTb MOAO03PEHNE HA UCNOMb3OBaHUE LUMPPOBAHUA gucka, TO HEOBXOAUMO pacCMOTPETb BO-
Npoc nory4yeHusa n3MeHuYnBbIX AaHHbIX B O3Y. CHavana Hy>KHO NPOBepUTb, AEWCTBUTENBHO MK 3TO TaK, NoA-
BEpPrHyB AUCK MPOBEpKe C UCMOMb30OBAHMEM KaKON-NMOO yTUNUTbI, oBHapyxuBatowwen wudposanue. Ecnu
3TO AENCTBUTENLHO TaK, HY>XHO MOMHUTbL O TOM, YTO AENCTBYIOLLAA CEPBEPHAn onepaumoHHas cuctema Mo-
XKET He 3acnyXmBaTb AOBEPUS, TaK YTO HYXHO pacCMOTpPeTb BOMPOC MCMOMb30BAHWUA COOTBETCTBYIOLLMX
HafeXXHbIX U YTBEPXKAEHHbIX UHCTPYMEHTAamNbHbIX CPEACTB;

- He0GXOAMMO UCNONb30BaTh HAAEXKHbIN UCTOYHUK BPEMEHU U AOKYMEHTUPOBATb BPEMS KaXAOro Bbl-
NONHEHHOrO AENCTBUS;

- uenecoo6pasHo ycTaHOBUTb CBA3b Mexay DEFR 1 nony4YeHHbIMW CBUAETENLCTBAMU, NPeaCcTaBIieH-
HblMU B UUPPOBON hopme, UCMOoMb3ys, Hanpumep, LMdpPOoBbLIE NoanMcu, BuoMeTpuio unu otorpaduposa-
Hue.

MpumMmeyaHue —LindpoBoe ycTpOUCTBO MOXET BbITb CKOH(UIYPUPOBAHO TaK, UTO MPWU HaXaTWU KHOMKMW Mu-
TaHUA Ha HeM 3anycTUTCA CLEeHapui, KOTOPBIA MOXET UBMEHSTb UIK YAanATb UHopMaLUIo B CUCTEME Nepes OTKIHoYe-
HUeM Unu npeaynpexgaTb NOAKNIOYEHHbIE CUCTEMBl O BOSHUKHOBEHUWN HEOXMAAHHOMO COBLITUSA, TaK YTO STU CUCTEMBI
MOryT CTUpaTb faHHble, UMetoLLe [oKasaTenbHYo LIEHHOCTb, Npexae Yem oHu ByayT uaeHTUdMLMpoBaHbl. Takke OHO
MoXeT BbITb CKOH(PUIrypUpoBaHo TakuM oGpasoM, YToGbl NPUBOAUTE B AECTBUE YCTPOMCTBO, NpefHasHa4YeHHoe Ans
npu4nHeHuns dpuandeckoro sBpega DEFR 1 gpyrum npucyTeTByOWMM NMuam.

7.1.3.2 LindpoBsblie yCTPONCTBA C BbIKMIOYEHHBIM NMUTAHMEM

7.1.3.2.1 O6wwmii 0630p

ObpalleHne ¢ LUUAPPOBLIM YCTPOUCTBOM C BbIKMIOYEHHLIM MUTAHMEM MpoLle, YeM C LUPOBbLIM
YCTPOMCTBOM C BKMKOYEHHbIM MUTAHUEM, MOCKONbKY HET HEOOX0AWMOCTU B MOMYHYEHUN U3MEHUUBLIX JaHHbIX.
Ha pucyHke 5 nokasaHbl 4eNCTBUA, NPUMEHUMbIE K MOMYYEHMIO CBUAETENLCTB U3 LUU(PPOBbLIX YCTPONCTB C
BbIKIIOYEHHbIM MUTaHUEM.

26



FOCT P UCO/M3K 27037—2014

PUCyHOK 5— PekoMeHAauuMn no nosiydyeHnto CBUAETENbCTB U3 LMD POBLIX YCTPONCTB
C BbIK/IOYEHHbIM MUTAHWEM

7.1.3.2.2 Tony4yeHne CBUAETENLCTB U3 LUK POBbLIX YCTPONCTB C BbIK/OUYEHHbIM NUTAHNEM

Hwxe npuBefeHbl OeliCTBUSA, OTHOCALWMECS K MOSYYEHU CBUAETEeNbCTB, KOorga nutaHue umcposoro
YCTPOICTBA BbIK/IOYEHO:

- He06x04MMO 06ecneYnTb YBEPEHHOCTb B TOM, YTO YCTPOMCTBO AENCTBUTENbHO BbIK/IOYEHO;

- ecnn 3To NpMMeHumMo, To cnepyeT yganutb O3Y u3 uMEpPOBOro yCTPOWCTBa C BbIK/HOUYEHHbIM NUTa-
HMEeM, €C/IM OHO elle He yaaneHo. HyXHO mpomapkupoBaTb 3anomuHallee yCTpOWCTBO kak Mogo3puTesib-
HOe M AOKyMeHTa/llbHO 3adukcmpoBaTb BCe AeTanu, Takne Kak Mapka, HasBaHue MoAenu, CepuiiHbiii Homep
1 06beM 3anoMuHalKLWero ycTpoicTea;

- BbINOJ/IHUTbL MpoLecc co3faHna obpasa NOCPeACTBOM UCMONb30BAHUA BaSIMGHOIO UHCTPYMEHTasIbHO-
ro cpeactea ANa co3gaHna obpasa, 4To6bl NONYYUTb KOMUIO CBUAETENbCTBA, NpefcTaBfeHHoro B uudposoii
dopme, N0A03pPEBAEMOro AMUCKa.

MpumeyaHne - B OGOMNbLWMHCTBE C/lyYaeB HOCUTENb MHGOPMAaLMK HE AO/MKEH M3B/eKaTbca M3 LnUdpoBoro
yCTpOIicTBa, Noka He GYAET MPUHATO PelleHMe O NMONYYEHWU CBULAETENLCTB, TaK Kak ero U3BneyYeHne yBenmumBaeT puck
noBpeAnTb UM nepenyTaTb ero ¢ ApYyrMMn Hocutensamu. [o/xHbl 6bITb pa3paboTaHbl U BbINOMHEHbI SIOKa/bHbIE MpoLe-
[ypbl, Kacalolmecss He06X0ANMOCTH YAANEHUSA XECTKNX ANCKOB.

7.1.3.3 UndppoBsblie ycTpoincTea, KpUTUYHbIE ANSA LefeBoi 3ajayumn

B HekoTOpbIX cnyyasx nutaHne LU pPOoBbIX YCTPONCTB HEMb3A OTKNIOUYNTb M3-3a KPUTUYHOIO Xapakrepa
cucteM. K Takmm cuctemam OTHOCATCA CepBepbl B MHADOPMAaLMOHHbLIX LEeHTpax, KOTopble Takxe MOryT 06-
CNnyxuBaTb J06POCOBECTHbLIX KIIMEHTOB, CUCTEMbl HabGNOAEHUSA, MeAUUUHCKNE CUCTEMbI U MHOrue Apyrue,
KOTOpble MOIYyT OKa3blBaTb KPUTUYECKOE B/IMSIHWE B Clyvyae UX NpepbiBaHUS UKW BbiKNoYeHus. Mpu obpa-
LLEeHUN C TaKUMKU cucTeMamu cregyeT NPosBAATb 0COOY OCTOPOXHOCTb.

Ecnn undpoBoe yCTPOWCTBO HE MOXET ObiTb BbIK/IIOYEHO, HY)XHO NPOBECTM Tekyuiee u (Uaun) YyacTuu-
HOe MoflyyeHue CBUAETENbLCTB, Kak o6¢cyxaaetca 8 7.1.3.1.3 n 7.1.3.4.

7.1.3.4 YacTuyHoe nosny4vyeHne CBUAETENbLCTB

YacTuyHoe nonyvyeHme CBMAETENbCTB MOXET OCYLLECTBAATLCA NO HECKO/IbKUM NPUYUHAM, Hanpumep:

- 06beM 3anomuHalLLero yctpoiicTBa CMCTEMbl C/MLWIKOM BEVK AN NOMy4YeHUs ero konuu (Hanpu-
Mep, cepBep 6asbl faHHbIX);

- cucTema SIBAAeTCH CAULWKOM KPUTUYHOM, 4TOObl AONYCTUTh BbIK/TIOYEHNE;

- TONIbKO KOrfa BblAeNeHHble 418 NOJyYEeHNsA AaHHble, COAEepPXAaT ApYyrMe HECOOTBETCTBYHLME AaHHbIE
B TOl Xe cucteme; uim

- B C/ly4yae orpaHuyYeHuin, noctynarwLwmnx oT NpaBoBOro opraHa, HanpuMmep, opAep Ha 06bIiCK, orpaHnyu-
BalLWMNA paMKn NONyYeHUs CBUAETENbCTB.

Korga npuHumaeTtcsa pelleHue O NpoBeAeHUUM YacTUYHOro MNONYYEeHUS CBUAETENbCTB, BbINOSIHAEMbIE
[eicTBMA JOMKHbI BKIYATb cnefyoliee, HO He OrpaHNyYMBaTbCs 3TUM:

- HY)XXHO MAeHTMduumnpoBaTtb anpektoputo(n), dalinei(bl) n Nobble HEOGXO4NMbIE YaCTHbIE ONUUK CU-
CTeMbl, AOCTYMHbIE A1 NONYYEHUSA XeNaeMblX faHHbIX;

- MPOBECTU NI0TMYECKOE NOJSTyYEHUE TaKUX YCTAHOBNEHHbIX AaHHbIX.

7.1.3.5 Uudposble Hocutenn nudopmasmu

Ha mecTe uHUMAEHTA MOXHO O6GHApPYyXUTb pasnuyHble BUAbl LU POBLIX HOcUTenelr uHdopmaluu.
OG6bIYHO OHU ABNAKTCA HAMMEHee U3MEHYMBbLIM BUAOM AaHHbIX U MOTYT UMETb CaMblii HU3KWI NPUOPUTET BO
Bpemsa cbopa v NoMyyeHUa CBUAETENbCTB. DTO He O3HA4yaeT, YTO OHWM He BaXHbl, NOCKONbKY BO MHOTUX CNy-
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yasx BHeELWHMe UMdpoBble HOCUTENU UHAOPMaLUK ByayT coaepxartb CBUAETENbCTBA, KOTOPbLIE ULLYT aHa-
nutukn. DEFR gomkeH o6ecneunTs cneayioLlee:

- MPOBEPUTb U AOKYMEHTanbHO OPOPMUTL pacnonoXxeHue (Hanpumep, oTceka Ans yCTaHOBKU AWCKO-
BOro Hakonutens, kabens u passbema, nopta USB u T. 4.), MapKy, MOZ€ENb U CEPUIiHLIA HOMED (ECNU OHK
€CTb) N0GOro 0GHaPY>KEHHOTO LIMPOBOro0 HOCUTENSA MHAOPMALH;

- MPUHATb PeLLeHne, OCYLLECTBAATL N cOOp MAEHTUULUPOBAHHOIO LUMPOBOro HOCUTENSA MHMOpP-
Mauuu UMM NOMydYeHne CBMAETENLCTB HA MECTe, peLleHne AOMKHO OblTb OCHOBAHO HA XapaKkTepe MHUUAEH-
Ta W AOCTYMHbIX pecypcax. YTobbl NPOBOAMTL NOMYyYEHUE HA MECTe Ansa UupoBOro Hocutens uHdopmMauum
(B OCHOBHOM >ECTKOro ANCKA), crnefyeTt 00paTUTLCs K PUCYHKY 4;

- ecriv DEFR npuHMMaeT pelueHne, u emy AaeTesa paspeLueHne OCyLLeCTBATL COop UMdPOBbIX HOCK-
Tenen uHdopmauum, T0 COOPaHHbIE HOCUTENU MHMOPMALUK SOMKHbI ObiTb 3aBEPHYTbI UM NOMELLEHbI B
COOTBETCTBYIOLLYIO YAKOBKY;

- NPOMapKMpoBaTb BCE LMPPOBLIE HOCUTENN MHAOPMALMK U NOObIE CBA3AHHLIE C HUMK AeTanu. 3Ta
MapKMpOBKa He AOMKHA HAHOCUTLCS HENOCPEeACTBEHHO Ha MeXaHM4YecKue 4YacTu LMdPOBbIX YCTPOWCTB U
3aKpbIBaTb UMW CKPbIBATb BaXHYIO MAEHTU(UKALMOHHYIO MHOPMALUIO, TaKYIO Kak CEPUIHBIN HOMEp, HOMEP
mMoaenu u Homep aetanu. Co Bcex cobpaHHbIX YCTPONCTB AOMKHO ObiTb OpraHM3oBaHO MONy4YeHWe cBuae-
TENbCTB, U OHU JOIMKHbI XPAHUTLCA Takum 06pa3om, 4ToObl Gbina ob6ecnevyeHa yBEPEHHOCTb B LIENOCTHOCTH
cobpaHHbIX HOcuTenen uidopmaumm. Tam rge 910 BOSMOXHO CBUAETENbCTBA AOMKHbI ObITb 3aKNeeHbl 3Tu-
KETKOW C neyaTblo ANs uHAuKaumMm BCKpbITUA, U DEFR MnuM OTBETCTBEHHOE NMLO AOSKHbI MOCTaBUTb NOA-
NUCb Ha NevyaTb;

- coOpaHHble UMpoBble HOCUTENU UHAOPMAaLMK LOMKHBI XPAHUTLCA B CPeae, NPUroaHoi Anst obec-
NeYEeHUs1 COXPaHHOCTU AAHHbIX;

- pasHble UUPpPoBbIE HOCUTENU MHMOPMALMN UMEIOT PasHble BOSMOXHOCTU XpaHeHus AaHHbiX. DEFR
JOJIDKEH 3HaTb AONYCTUMbINM MaKCMMAanbHbLIA NEPUOA BPEMEHN BO3MOXHOIO XpaHEeHUs AaHHbIX HA HOcUTEne,
KOTOPbLIA onpeaeneH COOTBETCTBYIOLLEN OPUCANKLUEN.

7.1.4 CoxpaHeHue

[Nocne 3aBepLueHuUs npouecca nonyvyeHusa cengetrenscts DEFR AomkeH NnpuHATL OKOHYaTenbLHoe pe-
LUeHWe B OTHOLUEHUU MOSYyYEHHbIX AaHHbIX, UCMONb3YA PYHKUUWM BepudUKaumm unu uudpoBble NOANUCH,
yToObl ONpeaennuTb, Kakue KOnuu CBMAETENLCTB, NMONyYeHHbIX B LMdpPOBOIi hopMe, IKBUBASNEHTHLI OPUTK-
Hanam. Kpome TOro, acnektel 6e3onacHoCTW TpebyloT Mep M CPeACTB KOHTPOMS U YNpaBneHus, KOTopble
NPUMEHSIOT MPUHLUUMNEI COXPAHEHUSI KOH(PUAEHUUANBHOCTU, LENMOCTHOCTU M AOCTYMHOCTU NOTEHUMANbHBIX
CBUAETENLCTB, NPEACTaBMEHHBLIX B LM POBOIN chopme. B uensax 3awmTsl OT XULLEHUS AOMKHbI ObITh pac-
CMOTPEHbI (haKkTOPbI OKpYXKaloLLe cpeabl C NpUHATMEM cooTBeTCTBYIOWMX Mep. DEFR aormkeH obecneuntb
cnepyioulee:

- UCMONb30BaTh COOTBETCTBYIOLLYIO (DYHKLMIO BEpudMKaLmMmu Ans npeaocTaBneHns CBUAETENbLCTB TO-
ro, YTO CKONUPOBAaHHbIE hal bl S3KBUBAMNEHTLI OpUrMHanam;

- yenecoo6pasHo yCTaHOBUTbL CBA3b Mexay DEFR u nonyyeHHbIMU CBUAETENLCTBAMM, NPEACTABNEH-
HbIMK B LMpoBOI hopMe, UCMONb3YA, Hanpumep, uudpossie noanucu, Guometpuio unu dotorpacmposa-
Hue.

Bce cobpaHHble uUMdpoBble ycTpolicTBa TpebyloT ofecnevyeHus COOTBETCTBYIOLLEH COXPaHHOCTU.
PasnuyHble BUAbI LUMPOBLIX YCTPOWCTB MOTYT TpeboBaTb pa3nuyHbIX METOA0B coXpaHeHusi. MoTeHumans-
Hble CBUAETENbCTBA, NpeacTaBfieHHble B UudpoBon dhopme, TpebyeTCa COXpaHATb HA BCEM NPOTSHKEHUU
BPEMEHU UX CYLLECTBOBAHUSA, KOTOPOE MOXET BapbUPOBATLCA B Pa3HbIX IOPUCAMKLMAX U OPraHN3aLMOHHON
NONUTUKE.

MpumMmedaHue —DEFR MoxeT ucnonb3oatb GUOMETPULO B Ka4eCTBE anbTepHaTMBLI NMPOLECCy 3aBepeHNs
MOSyYeHHbIX AaHHbIX € MOMOLLBIO OYHKUMIA BepuUduKauun unu undgposoil nognucn. BuomeTtpusa ncnonbayet dpusmnye-
CKUe 1 MoBeAEeHYECKNe XapaKTepucTUK1 ANa onpeaeneHns NMHHOCTU Yenoseka. CBs3biBasi GUOMETPUYECKYIO XapaKTe-
PUCTUKY C NONYYEHHBIM CBUAETENBCTBOM, MOXHO 06ecneunTb yBEPEHHOCTL B TOM, YTO CBUAETENBCTBO He MOXET ObiTb
ucnopyeHo 6e3 komnpomeTaLy GUOMETPUYECKOH XapaKTEPUCTUKN.

7.2 CeTeBble YyCTPOMCTBA

7.2.1 UpeHtudukauus

7.2.1.1 Obwmit 0630p

B KOHTEkCTe AaHHOro mogpasfena B KayeCTBe CETEBbIX YCTPOMCTB PacCMaTpUBAIOTCS KOMNbIOTEPbI
UnNu uHble UUAPOBLIE YCTPOICTBA, COEAUHEHHbIE C CETbIO NPOBOAHBLIM UNK BecnpoBoaHbIM criocobom. Ta-
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KMe ceTeBble YCTPOMCTBA MOMYT BKIOYaTh M3WHAPENMbI, CepBEPbl, HACTONMbHbIE KOMMbIOTEPDI, TOYKU 0-
cTyna, KOMMYTaTOpbl, KOHLEHTPaTOpbl, MapLUpyTM3aTopbl, MOOUNbHbIE ycTpoicTBa, PDA, PED, Bluetooth-
ycTpoicTBa, cuctemel CCTV u MHOTME Apyrue. O6GpaTuTe BHUMAHUE, YTO ecnu uudpoBbie YCTPOUCTBA Noa-
KMOYEHbI K CETU, TPYAHO YCTAHOBUTb, A€ XPaHATCA UCKOMbIE NOTEHUMarnbHble CBMAETENbLCTBA, NpeACcTaBs-
NeHHble B undpoBoi hopme. [JaHHbIE MOTYT HAXOAUTLCA B NIOGOM MECTE B CETHU.

Mpu maeHTudukauum LMAPPOBbLIX YCTPOMUCTB YYUTLIBAIOTCA UX KOMMOHEHTbI, Takme Kak (PMpMEeHHble
3HaKM MPOU3BOAUTENEN, CepuiiHbie HOMepa, cneuuarbHble NOACTaBKM U aganTepbl UCTOYHUKOB MUTAHUSA.
DEFR MOXeT paccMmarpuBaTh CrieyloLye acnekrbl B KA4eCTBe CPEACTB uaeHTUudukaumum:

- XapakTepuctuku yctpoictea. Mapka u npoussoautens UudpoBOro yCTpoucTBa MHOrAa MoryT ObiTh
naeHTuULMPOBaHbl MO ero HabnaaemMbiM XapakTepucTukaMm, 0COGEHHO B Cryvyae CyLeCTBOBAaHUS YHU-
KanbHbIX 3N1EMEHTOB AU3aiHa;

- WHTepdeic yctpoincrtea. Pasbem nutaHua 4acto GbiBaeT xapakTepHbiM ANsS NpousBoaAMUTENS U
HageXHo cnocobCTBYET uaeHTUdUKaLuK;

- MapKMpoOBKa YCTPOMCTBA. NSl BbIKMIOYEHHBIX MOGUMBHBLIX YCTPOMCTB NOSIE3HOW MOXET 0Ka3aThbCs
UHGOPMaUus, cunTaHHasa u3 yrnybneHua Ana akkymynaropa, 0COGeHHO, Koraa oHa CBA3aHa C COOTBETCTBY-
owen 6ason gaHHbix. Hanpumep, IMEI — 310 yHUMKanbHbI 15-paspsiaHbii HOMEP B A€CATUMHOM NpeacTas-
NEHWK, yKasbliBaoLmMii Npon3BoauTENA, HOMeEp Mogenu u ctpany ana GSM-yctponicts; ESN — 3T0 yHUKanb-
HbIli 32-6UTHBIN MaeHTUUKaTop, 3aPUKCUPOBAHHLIN HA 4une MOOUNbLHOrO TenedoHa npou3BoAUTENEM;
nepsblie 8-14 6UT MAEHTUDULMPYIOT NPOM3BOAUTENS, A OCTaNbHbLIE — MPUCBOEHHDLIN CEPUIHBIA HOMED;

- obpatHbI nouck. B cnyyae mobuneHbix TeneoHOB, ecnu HoMep TenedoHa M3BeCTeH, 00paTHbIN
MOMCK MOXET MCNOMb30BaTLCA ANA MAEHTUdUKaLMn ceTeBoro oneparopa.

BcneacTeue T0Oro, 4To MOBOUNBHBIE YCTPOICTBA 00bIMHO GbiBaOT HEGONLLIOrO pasmepa, DEFR gomkeH
yaenuTb 0cob0e BHUMAHMWE BLISIBNIEHUIO BCEX BUAOB MOOUMbHLIX YCTPOMCTB, KOTOPbIE MOTYT UMETH OTHO-
weHue kK geny. DEFR gomikeH oxpaHaTb MECTO npeanofaraeMoro uHUMaeHTa un obecneunBarb YBEPEHHOCTb
B TOM, YTO HUKTO HE yaanuT MOOUMbHblEe Unu niodble apyrme uMdpoBble YCTPOWCTBA C MECTA MHUUAEHTA.
LindhpoBbie yCTPOWCTBA, KOTOPbIE MOTYT COAepXaTb NOTEHUMarnbHble CBUAETENbLCTBA, NPEACTABMNEHHbIE B
UucbpoBoI hopMe, AO0IMKHbI ObiTh 3aLUULLIEHbI OT HECAHKLMOHMPOBAHHOTO AOCTYNA.

MpumMeyaHune —B HeKOTOpbIX Clydasx €BA3b He AomxHa GbiTb NpepsBaHa. HyxHo npouHdgopMupoBaTb
YMOMTHOMOYEHHBIX NUL, 0 BO3MOXHbLIX Npo6nemax (HanpuMep, HEBO3MOXHOCTb YBEAOMIEHUSA HEU3BECTHOMO NULa O Bbi-
KITHOYEHUM YCTPOACTBA).

7.2.1.2 Nouck n 4OKyMEHTMPOBaHUE Ha PU3NYECKOM MECTE MHLUMAEHTA

Mpexae 4em MoxeT ObiTb NpoBeeH cOop UMM NosnyyeHne CBUAETENLCTB, MECTO UHLMAEHTA JOIDKHO
ObITb 3a(PMKCUPOBAHO B BU3yanbHOW opMe C UCNonb3oBaHueM doToannapara, BuaeoKaMmepbl UNKU ICKU3-
HOro MnfaHa MecTta MHUMAEHTa Tak, Kak OHO BbIMSAAWT CO CTOPOHbI BxoAa. Beibop meToga dmkcmpoBaHus
HY>XHO COMOCTaBNATbL C OBCTOATENLCTBAMM, PACXOAAMU, BPEMEHEM, AOCTYMHLIMU pecypcaMu U npuopute-
Tamun. DEFR gomkeH AOKyMeHTanbHO 0hOpMUTL BCE MHbIE NPeAMETbl HA MeCTe MHLUMAEHTA, KOTOPblie MOryT
cogepxaTb NOTeHUManbHO HeoBXoaUMble MaTepuarnbl, Takue Kak PyKOMUCHbIE 3aMETKM, 3anUCKU-HAKMEKu,
€XeaHEBHNKU N T. A.;

- DEFR gosnxeH AoKyMeHTansHO 0(hopMuTb BUA, MapKy, Moaesb U CEpUHbIE HOMEpPA BCEX UCNONb3Y-
€eMbIX UM poBbIX YCTPOUCTB U naeHTUUUMPOBaTh BCe LU pOBbLIE YCTPOMCTBA, KOTOPbIE MOTYT notpebo-
BaTbCA ANs cb6opa unu NofyyeHus CBUAETENbLCTB HA 9TOM HadyanbHOM atane. Ecnu notpebyercs, 4OMKHDI
ObITb AOKYMEHTANbHO 0hOPMNEHLI U cOBpaHbl Bce MOBUNbHBLIE YCTPOWCTBA U CBSI3aHHBLIE C HUMU 3NEMEH-
Tbl, Takue kak kapTel namaTu, SIM-kapTbl, 3apsaHbIe YCTPOWCTBA, MOACTABKU, 0OHAPY>XEHHbIE HA MECTE UH-
uuaeHTa, ux COOTBETCTBYIOLUME CEepuitHble HOMepa U niobble uaeHTuduumpyowme ocobeHHocTu. HyxHo
TaKke NONbITaTbCA HAUTU UCXOAHYIO YNAKOBKY MOOUIbHLIX TenecdoHOB, oHa MoxeT cogepxaTtb PIN- u PUK-
KoAbl;

- ecnu ycTponcTBo noaknioveHo Kk cetun, DEFR gomkeH onpeaenuts NpefocTaBnseMble YCTPOWCTBOM
ycnyru, 4To6bl NOHATL 3aBUCUMOCTU U BbIICHUTb KPUTUYHOCTL YCTPOICTBA B CETU, NPEXae YeM NPUHUMATH
peweHne 06 OTKMIOYEHUN €ro OT ceTu. JTO ABNSETCH BAXKHbLIM, €CNIM YCTPOWCTBA OBCMY)KMBAIOT KPUTUYHbIE
ANA ueneson 3aaadvn OyHKUMM, He AONYCKAIOLLMEe HUMKAKOro NpocTos, unu ecnu tpebyertcs uszbexarb pas-
pyLweHUa NoTeHUnanbHbIX CBMAETENLCTB, NPEeACTaBneHHbIX B LudpoBon dopme. OAHAKO €CNU OKaXKETCH,
4YTO CYLLECTBYIOT CeTeBbie yrpo3bl ycrpoiicteam, DEFR MoxeT notpe6oBaTbCA NPUHATL peLueHue 06 oTco-
eAWHEHUN YCTPOWCTBA OT CETU, YTOObI 3ALMTUTL MOTEHUMANbHbIE CBUAETENLCTBA, NPEACTABIEHHbIE B

uucpposoni hopme;
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- ecnu cetesbiM ycTponcTeoM aenaetca CCTV, DEFR AomkeH 0TMETUTb YUCIO KaMmep, NOAKMIOYEH-
HbIX K CUCTEME, a TaKkKe TO, Kakue U3 3TUX KaMmep BeAyT akTUBHYIO 3anucb. DEFR gomkeH oTMETUTbL Mapky,
MOAENb N OCHOBHbLIE NApamMeTPbl CUCTEMbI, TAKME Kak NnapameTpbl HACTPOWKKU dKpaHa, TEKyLUME napameTpbl
3anucu U MECTO XpaHeHus, YToObl B Criyyae HeOoOXOAUMOCTU BHECEHUSI U3MEHEHWIA Ans COAEWCTBUSA Npo-
ueccy c6opa 1 NonNy4YeHU CBUAETENBCTB, MOXKHO ObIfI0 BEPHYTb CUCTEMY B UCXOAHOE COCTOSIHME;

- HaCKONbKO 3TO BO3MOXHO, COCTOSIHME ULM(PPOBbLIX YCTPOMCTB AOSHKHO OCTaBaTbCH HEU3MEHHBIM.
O6bl4HO, ecnu uMdpoBbIE YCTPOUCTBA BbikniodveHbl, DEFR He gomkeH ux BknouaTtb, a ecnu uudposbie
ycTpounctea BkntoveHbl, DEFR He JomkeH ux BbiknNoYaTb. ATO MOXET NPEAOTBPATUTL HEHYXKHOE NOBpeXae-
HUE NOTEeHUMasnbHbLIX CBMAETENLCTB, NPeaCcTaBNeHHbIX B LudpoBon hopme. YCTPOUCTBO, UMEIOLLEE aKKy-
MYNATOpHbIe 6aTapeun, KOTOpble MOTYT pa3psaauTbCA, cneayeT NOAKIIYUTL K 3apsiaHOMY YCTPOMCTBY Ansi
obecneyeHuUs yBepeHHOCTU B TOM, YTO MHopmauusa He Oyaet notepsaHa. DEFR Heobxoaumo onpeaenutb
Ha 3TOM dTane NoTeHuuanbHble 3apsaHble YCTPONCTBa U kabenu. Ecnu gata TpaHCNOPTUMPOBKU U U3YyYEHUS
yCTPONCTBA HEN3BECTHA, MOXET ObiTb Llenecoo6pasHbIM BLIKMIOYUTL €70, YTOGbl CBECTU K MMHUMMYMY BO3-
MO>HOCTb NOBPEXAEHNA COAEPXKALLMXCA B YCTPOWCTBE laHHbIX;

- DEFR He00x0aMMO Takeke paccMOTPETL BONPOC UCMONb30BaHUA AeTeKTopa curHanos 6ecnpoBoAHON
cetTn ana oOHapyXeHua u uaeHTuduKaumMm curHanoB OT HECnpPOBOAHbLIX YCTPOWCTB, KOTOPbIE MOIYT ObiTh
cnpsTaHbl. BO3aMOXHbI cnyyau, korga AeTeKkrop curHanoB 6ecnpoBOAHOM CETU HE UCMONb3yeTcs u3-3a u-
HaHCOBLIX U BPEMEHHLIX orpaHudeHui, Toraa DEFR gomkeH AoOKyMeHTanbHO 0hopMUTL 3TO.

7.2.2 Co0p, nonyvyeHue u coxpaHeHue CBUAETeNbLCTB

7.2.2.1 O6wmin 0630p

DEFR Hy)XHO pelumTb, OCYLUECTBNSATL MM COOp unu nonyvyeHue noTeHuuanbHbIX CBUAETENLCTB, Npea-
CTaBneEHHbIX B LucppoBoi opme, us UudpoBbLIX YCTPOWCTB. Buibop AomkeH GbiTb conocTaBneH ¢ 06¢cros-
TeNbCTBaMU, pacxogamu, BpEMEHEM, JOCTYMNHLIMU PECYPCAMU U NPUOPUTETAMU.

Ecnu DEFR npuHumaeT pelueHue 06 OTKIIOYEHUM YCTPOMCTB OT CETU, NpoLecc coopa unu nonyyeHus
NOTeHUManbHbIX CBUAETENLCTB, NPeACTaBNEHHbIX B LiudpoBor copme, ByaeT NpoaosmkaTbCA Kak ONMCaHo B
5.4. B TOM criydae, ecnu yCTpOMCTBA HE MOTYT ObITh OTKIMIOYEHbI OT CETU U3-32 KPUTUYHOCTU UX (PYHKLIMIA
UMM BEPOATHOCTU paspyLUEHMS NOTEHUMarbHbIX CBMAETENbLCTB, NPEACTaBneHHbIX B LudpoBon dopme,
DEFR pom«eH onepaTMBHO NPOBECTU MONYyYEHUE CBUAETENBLCTB, MOKA YCTPOWCTBA OCTAIOTCA NOAKIIOYEH-
HbIMM K CETH.

MpumedyaHue —KpallHe BaXHO HanWuue HafeXHbIX CTAaHAAPTHLIX MPOLEAYP, UCMONb3YWUX BanuaHbe
WHCTPYMEHTanbHble CPEeACTBa, B COMETaHUM C Hagnexalleih AoKyMeHTaUuein U NoAroToBreHHbIM onbiTHbiM DEFR.

COop 1 nony4yeHne noTeHUManbHbIX CBUAETENLCTB, NPEACTaBNEHHbIX B LM(poBoi hopme, ¢ CeTeBbiX
MOBUNMbHBLIX YCTPOWCTB OCIIOXHAETCA TEM, YTO OHWU MOTYT UMETb HECKONbLKO peXxuMoB paboTbl u cnoco6os
B3auMoAencTBua, Takux kak Bluetooth, pagno4acToTHbIN, CEHCOPHLIN 3KpaH, UHpakpacHbin. Kpome Toro,
pa3nuyHble NPou3BOAUTENN MOBUNbLHBLIX YCTPOWUCTB UCNOMbL3YIOT pasHble BUAbI ONEPaLMOHHBIX CUCTEM, YTO
TpebyeT pa3HbiXx METOAOB MOMyYEHUA CBMAETENbLCTB. TakkKe CyLIEeCTBYET LUMPOKMIA AUana3oH KapT namsaTu,
KOTOpblE MOTYT UCMOSIb30BATLCA B MOOUMBbHBIX YCTPOWCTBAX, U yAaneHue STUX KapT NaMsaTy U3 BKIKOYEHHbIX
MOBUIbHbIX YCTPONCTB MOXET NOMeLLaTh AEMCTBYIOLIMM NpoLeccam.

OB6bIMHO MOBUNbHbIE YCTPOICTBA, Takue kak PDA n MoBuUnbHble TeNedOHbI, AOIDKHbI ObITb BKNIOYEHDI
AN MONyYeHUst MOTEHUManbHbIX CBUAETENbCTB, NPEeACTaBNEHHbIX B UudppoBoii copme. OTu ycTpolicTea
MOTYT NOCTOSIHHO M3MEHATb CBOIO OMEPaLMOHHYIO Cpefly, KOrAa OHU BKMIOYEHBI, HANPUMEpP, MOXET KOppek-
TUPOBATLCH AaTUMK BPeMeHU. CBsA3aHHAs ¢ 9TUM npobriema COCTOMT B TOM, YTO /1BE KOMUM CBMAETENbCTBA,
nNpeacCTaBNeHHOro B LUpoBOi opme, OJHOr0 M TOrO XE YCTPOMCTBA MOTYT HE MPOMTWU CTaHAAPTHbIE
byHKUMM BepudmKkaumm, TakMe kak xawmpoBaHue. B Takoi cutyauun Gonee npuemnembiMu MOTyT ObiTb
anbTepHaTUBHbIE DYHKUUM Bepudukauuu, BbiSBRsaowme 061actu COBMECTUMOCTH U (UNK) pasM4ui.

BaxkHo, uTobbl DEFR He BHOCMN Ha MeCTO uHumaeHTa ycrporcrea Wi-Fi unu Bluetooth, koTtopbie mo-
ryT M3MeHWUTb UHbopMauulo 06 yCTaHOBMEHUM CBSA3U Ha MOTEHUMASbHbIX YCTPOWCTBAX-CBUAETENbCTBAX.
3710 0cOBEeHHO BakHO, eCnu Npu paccnefoBaHun TpebyeTca 3HaTb, MeX4y Kakumu ycrpoucteamu Obina
yCTaHOBJ1€HA CBA3b.

Ecrm DEFR npuHUMaeT pelueHue O NpPOBEAEHUM npoLecca MONyvyeHus CBUAETENbCTB, CeTeBble
yCTpoOlicTBa crieayet OCTaBUTbL paboTalolMMU Ans daribHEMWeEro aHanu3a, 4tobbl OOHapYXWTb Apyrue
YCTPOMICTBA, COEAMHEHHbIE C ceTeBbiMU ycTpoiicTBamMu. DEFR gomkeH y4ecTb BO3MOXHOCTb caGoTaxa,
OCYLLECTBNAEMOro noJ03peBaemMbiM Yepe3 akTUBHOE CETEBOE COEAWHEHWE, U NPUHATL pelueHne nubo o
npoBeAEHUN MOHUTOPUHIA CETKU, MMBO 06 OTCOEAUHEHUN OT HEE.
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7.2.2.2 PexomeHaauuu no cbopy CeTeBbIX YyCTPOMCTB

B HekoTOpbIX Cny4Yasx MOXeT ObiTb YMECTHO OCTaBUTb CETEBbIE YCTPOWCTBA NOAKIIOMEHHBIMU K CETH,
4yT06bl DEFR 1 (M) DES ¢ COOTBETCTBYIOLMMU NOSTHOMOYUSIMU MOFTIN NPOBOAUTL MOHUTOPUHT U AOKYMEH-
TMpoBaHuWe. Tam rae 3910 HeobxoauMo cOOp YCTPOMCTB AOMKEH OCYLLECTBMSATLCS ONMUCAHHLIM HWxe o6pa-
30M:

- DEFR pgom«eH nsonuposaTtb YCTPOWCTBO OT CETH, KOraa OyaeT iCHO, YTO HUKAKUE 3HAYUMMbIE AaHHbIE
He OyayT mepesanucaHbl B pe3ynbTate 3TOro AEWCTBUS, @ B BaXHbIX cUCTemax (Hanpumep, B cucTemax
ynpaeneHus annapaTtypon B 60MnbHMLaX) HE NPOU30ONAET HMKaKoro cbosi. 3TO MOXHO caenarb, BbiHYB pasb-
eM W3 rHesga NPOBOAHOrO CETEBOr0 COEAUHEHUSI C TeNe(OHHON CUCTEMON UMK CETEBLIM MOPTOM, UNKU OT-
KMIOYKNB COeaMHEHNE ¢ BECNPOBOAHON TOYKON AOCTYNA;

- nepep oTkMo4YeHuem oT nposogHow cetu DEFR pomkeH oTcneautb CoeAuHEHUs C LUUPOBBLIMU
yCTPOMNCTBAMMU U NPOMAPKMPOBAaTL NOPTHI A NOCAEAYIOWEro BOCCTAHOBMEHUS CETU. YCTPONCTBO MOXET
umeTb 6onee ogHOro BMaa CBA3U. Hanpumep, B cnyvyae KOMnbOTEPa 3TO MOryT BbITh NpoBOAHLIE JIBC, Gec-
NPOBOAHOW MOAEM U KapTbl MOOUNbHOTO TenedoHa. PED MoryT 6biTh Takke NOAKMIOYEHBI K CETU Yepes co-
eauHenna Wi-Fi, Bluetooth unu coeguHenna mobunbHoW TenedoHHon cetn. DEFR gomkeH nonbiTatbcs
naeHTuuunpoBaTb BCE BUAbI CBA3U U NPEANPUHATL COOTBETCTBYIOLUME AENCTBUSA ANSA 3alUTbl NOTEHLU-
arnbHbIX CBUAETENbLCTB, NPEACTABNEHHbLIX B UM(POBON (hopmMe, OT paspyLLEHHUS;

- HY)XHO CO3HaBaTb, YTO BbIKIIIOYEHWUE NUTAHUA CETEBLIX YCTPOWUCTB B 3TOT MOMEHT MOXET YHUUTOXMTb
M3MEHYMBbIE JaHHbIE, TAKME KaK AaHHbIE aKTUBHbLIX NPOLECCOB, CETEBLIX COEAUHEHUI U AAHHbIE, XPaHALLM-
ecs B namMatu. CepBepHas onepauuoHHas cuctema mMoxeT ObiTb HE 3acny)uBaloLLeli JoBepUs U coobuiaTtbh
HeBepHylo nHdopmauuio. DEFR gomken 3adukcupoBatb U3MEHUMBYIO MH(POPMALMIO, UCNONb3Ysl HAAEXKHbIE
BEPUMPULMPOBAHHbIE METOADbI, Nepes BbIKNIOYEHNEM NUTAHUA YCTPOWCTB. COEIMHEHUS CETEBbLIX YCTPOWCTB
MOTyT ObITk OTKMIOYEHDI, Koraa DEFR Gyaert yBepeH, UTo B pe3ynbTare He ByayT noTepsiHbl HUKAKUe NoTEeH-
ynanbHble CBUAETENLCTRA, NPeACcTaBneHHble B uucposon opme;

- ecnu cOop npeaLlecTByeT NONyYEHUIO CBUAETENLCTB U U3BECTHO, YTO YCTPOMCTBO UMEET dHEprosa-
BMCUMYIO NaMsiTb, YCTPOWCTBO AOMKHO ObiTb NOCTOAHHO NOAKIIOYEHO K UCTOUHUKY NMUTAHUS;

- ecnm MoOubHOE YCTPOICTBO BLIKMIOYEHO, €70 crneayeT TLAaTeslbHO YNakoBaTb, onedaratb U npo-
MapkupoBaTb. JTO Aenaerca Ans Toro, 4tobbl usbexartb nbdoro cry4aiHoro unM HamepeHHoro cpabarbl-
BaHMA KnasuLw Unu KHONOK. B kauectse mepbl npegoctopoxxHoctu DEFR fomkeH Takke paccMOTpeTb BO-
npoc UCMNonbL30BaHMA KnetTkn dapages unu 9KPaAHUPOBAHHBIX KOHTEMHEPOB;

- NPU HEKOTOPbLIX 0OCTOATENLCTBAX MOOUIbHLIE YCTPOWCTBA AOMKHLI ObiThb OTKNIOYEHLI NpU cBope ¢
Lenbio NpefoTBPALLEHUSI UBMEHEHUSA AAHHbIX. I3MEHEHUs MOryT NPOUCX0AUTL Yepe3 ucxoasiume u Bxoas-
Lme COoeAMHEHUA UMW KOMAaHAbl, KOTOPbIE MOTYT Bbi3blBaTb pa3pylUeHUE NOTEHUMANbHbLIX CBUAETENLCTB,
npeacTaBneHHbIX B uupoBoi hopme;

- BMOCNEACTBUK C KaXXAbIM LMPOBLIM YCTPOMCTBOM A0 €ro u3ydeHusa cneagyet obpawartbes Tak, Kak
ecnu Gbl OHO SIBNSANOCH ABTOHOMHbIM YCTPOWCTBOM (CM. 7.1). Bo BpeMsl U3ydeHus ero cneayet cuutaTh ce-
TEBbIM YCTPONCTBOM.

MpumMeyaHUe —3TO MOXKHO OCYLLLECTBUTL CCHOPMUPOBAB CETb, UCNONB3YS CbEMHbIE YCTPONCTBA XpaHEeHUS
WHopMaLMK B Ka4ecTBe nepeaatolleit cpeabl. DEFR gomnkeH paccMoTpeTb, MO N cobpaHHble ycTpoicTBa UCNoNb-
30BaTbCA TakuM 06pas3oMm, 1 uckaTb MHGOPMaLIMIO O APYrMX YCTPOACTBAX C HEABTOMATUHECKUM NepeHOCOM dhaiinos Ans
TaKon ceTu.

7.2.2.3 PekomeHaauumn no nony4eHu0 CBMAETENLCTB U3 CETEBLIX YCTPONCTB

B cuTyaumm, koraa ycTponcTBa NOAKIIOYEHBbI K CETU, CYLLECTBYET BO3MOXHOCTb COEAUHEHUSI YCTPOM-
cTBa Gonee YyeMm C o0gHOW M3MYecKon M (Mnu) BUPTYanbHOW CeTbi. Hanpumep, yCTPOMCTBO, KOTOpOE Ka-
XKETCA MMEIOLLMM OJHO BMAUMOE (hpusmueckoe CeTeBoe COeMHEHUE, B A€WCTBUTENBHOCTU MOXET BXOAUTL B
BUPTYarbHYI0 YacTHYIO ceTb M ObITb BUPTYanbHOW MalMHON ¢ Gonee yem oaHum IP-agpecom. MNoastomy ne-
pen oTknoYeHneM ycrtponcrtsa ot cetu DEFR gormkeH npoBecTu norudeckoe nonyyeHne AaHHbIX, CBA3AaH-
HbIX C JTOTMYECKUM CETEBbIM COEAMHEHUEM (HanpumMep, noaknoyeHue K MHTepHeT). CBA3aHHbIe C 3TUM AaH-
Hble BKNIOYaloT IP-koHburypaumio n Tabnuubl MapLupyTu3aumm, HO He OrpaHUYUBAalOTCS STUM.

[nA ceTeBbIX YCTPONCTB, KOTOPbIE AOMMKHbI ObITb MOCTOSAHHO BKJIOYEHbI, HEO6X0AMMO NpeaoTBpaLlaTh
B3aUMOJENCTBUE YCTpoWCTBa ¢ BECnpoBOAHON PaAMOCETLIO, BKNOYas ycTpoinctea Ha 6ase GPS. DEFR
[AOIDKEH MPUMEHSATb PaspeLUeHHble HaUMOHamnbHbIM 3aKOHOAATENbCTBOM MeTOoAbl GNOKUPOBaHWS pagnocur-
HanoB. OgHako cneayeT no3aboTutbca 00 obecnevyeHnm yBEPEHHOCTU B TOM, YTO YCTPOMCTBO MMEET afek-
BaTHbIA UCTOYHUK MUTaHWUSA, MOCKONbLKY MEeTOAbl BNOKMPOBAHUSE MOFYT MPUBECTU K UCMNONb30BaHUIO €r0 A0-
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NONHUTENLHOW MOLLHOCTM NMPU MOMbITKE CBA3aTbCA C CeTbio. MeToabl 6NOKMPOBAHMUA MOTYT BKIOYATL Cre-
aywouiee, HO He orpaHMYuBaTbCA ATUM:

- UICNONb30BaHWE YCTPOMCTBA PAANOINEKTPOHHOIO NOAABNEHUS, KOTOPOE CNOoCOGHO GroKMpoBaTh ne-
pefadvy nyTem co3flaHus CUIbHbIX MOMEX, MOChINas CUrHanbl B TOM e Auana3oHe 4acToT, KOTOPbI UCNOSb-
3yeTcsi MOOUMbHBLIM YCTPOICTBOM.

MpnmMmeyvyaHue 1-—WcnonbaoBaHue pajnoanNekTPOHHOro NoAaBNeHUs MOXET NPMBECTU K HapyLUEHWIO Npa-
BOBbIX Tpe60BaHUit HEKOTOPLIX FOPUCANKLMA.

[fpuMeyvyaHune 2—Wcnonb3oBaHnue pagmnoareKTPOHHOIO NOAABNEHUA MOXET HEraTUBHO BNUATH Ha (DYHK-
LIMOHWpOBaHWE psifia SMNEeKTPOHHBIX YCTPOMCTB, TakUX Kak MeguLMHCKoe oGopyaoBaHue,

- UCNOMb30BaHUE IKpaHMpPOBaHUA pabouen obnactu ansa 6e30nacHOro0 NPoBeAEHUA U3ydeHusi B puk-
CMPOBaHHOM MecTe. [ina npeaoTBpAaLLEeHUss COEAMHEHWNIA C CETbI0 S3KPAHMPOBAHWUE MOXET OCYLLECTBNSATHCS
ans Bcei paboyen obnactm unu ¢ ucnonb3oBaHuem knetku dapagesn, obecneunBatowleli NOPTaTUBHOCTb.
OpHako noasefeHne kabenei nutaHus B kneTky dapaaes aBnseTca TpyaHopaspewwmmon npobnemoi, no-
CKonbKy 6e3 Haanexaiuen M3onsumMmM OHM MOTyT AeWCTBOBATbL KAk aHTEHHA, CBOASI HA HET CaMO Ha3HaYeHue
knetku. PaGoyee NpoCTpaHCTBO TOXE MOXET ObITb OYEHb OFPAHUYEHHBIM;

- UCNOMb30BaHWe aKpaHUupoBaHus pabouei obnactu ans 6€30nacHOro0 NPoBeAEHUA U3ydeHUust B PUK-
CMPOBaHHOM MecTe. [ns npeaoTBpaLUeHUsl COEAUHEHUSI C CETbIO MOXET UCMONb30BaTLCA PaaMo4acToTHOE
3KpaHupoBaHue paboyero NpocTpaHCTBa UMK KOHTeNHepa (kneTtka dapaaes).

MpumeyaHue 3-TpebyeTca BanmaaLmMs Bcex MeToaoB GnokupoBaHus GecnpoBogHOro AocTyna K CeTsiM
Ha COOTBETCTBYIOLUMX YacToTax. OTa BanmaaLms AoJKHa pacnpocTpaHATLCA Ha kabenu, npoxoaslue Yepes sKpaHu-
pytoLLyto 060MouKy;

- ucnonb3osaHne 3amenutensa (U)SIM-kaptbl, KOTOPbIN WUMUTUPYET WAEHTU(PUKATOP MCXOAHOro
YCTPOMCTBA M NpefoTBpaLLaeT AOCTYN K CETU YCTPOWCTBA. 3TU KapTbl MOTYT «0OMaHyTb» YCTPOWCTBO, NpU-
HUMaloLee nx 3a opurnHansHyto (U)SIM-kapTy, u no3sonsotT npoBoauTb 6e3onacHoe udydeHune B nobom
mecte. Tpebyetca Banuaaums (U)SIM-kapTbl Ansi yCTPOINCTBA M CETU 10 UCMONb30BaHUSA;

- BnokMpoBaHue ceTeBbIX YCMyr NyTeM JOrOBOPEHHOCTU € KOMNaHWe, NpeaoCcTaBnAIoWei yenyru mo-
OGUNbHOI CBA3M, N onpefeneHus aetanein 6nokupyembix ycnyr (Hanpumep, naeHtudukatop o6opyaoBaHus,
naentudukatop aboHeHTa unum Homep TenedoHa). OAHAKO Takasa MHopmaumsa He Bceraa nerkogocTynHa
— MpoLecc cornacoBaHusa U NOATBEPXKAESHUA MOXET Bbl3biBaTb 3a4E€PXKKY.

DEFR MOXeT BbINOMHUTL ONepaTUBHOE NOMYYEHUE CBUAETENLCTB M3 MOBUNBLHOIO YCTPOMCTBA, NpeX-
Je yem ybpaTb akKkyMynATOPHYIO 6artapeto (Hanpumep, ans goctyna Kk SIM-kapte). 310 Agenaertcs ¢ LenNbIo
npeaoTBpaLLEeHNss NOTePU NOTEHUMAaNbHO BaXXHON uHdopmauuu B O3Y TenedoHa unu ansi yCKOPEHUs Npo-
Lecca nsyyeHus (Hanpumep, Koraa CHMTaAETCA, YTO YCTPOMCTBO MOXET ObiTh 3awumuieHo NMUH- n (unn) PUK-
KOZAOM, Ha Nony4yeHne KOTopbIX YWAET MHOMO BPEMEHHU).

MpumeyvyaHue 4—-DEFR gomkeH obecnevnBaTh YBEpPeHHOCTb B TOM, YTO cOop U nonyyeHue noteHUMarnb-
HbIX CBUAETENLCTB, NPEACTaBMNEHHbIX B UMGPOBOI (hopMe, OCYLLECTBNSETCA B COOTBETCTBUM C 3aKOHaMM U npejnuca-
HWAMUW MECTHOW IOPUCAUKLUK, KaK Toro TpebyloT KOHKpeTHbIE 0bcTosTEeNnbCTBRA.

7.2.2.4 PexomeHAaLUuUM No COXPAHEHUIO CETEBbIX YCTPOWCTB

Bcneacreue xapaktepa umMdpoBbiX YCTPOUCTB U NOTEHUUANbHBIX CBUAETENLCTB, NPEACTABNEHHbIX B
uudpoBoi hopme, NPUHLMNBI COXPAHEHUA CETEBbIX YCTPOMCTB aHanoruyHbl NPUHUMNAM COXpPaHeHus Ans
KOMMNbIOTEPOB, NepUPEpUnHbIX YCTPOICTB M LUMPOBLIX HOCcUuTeNnen uicgopmaumn. Cm. 7.1.4, rae npuseae-
Hbl A€TanbHble peKOMeHAAUUN N0 COXPaHEHNIO YCTPONCTB.

7.3 MpuHuunbl c60pa, NosnyyeHusa n coxpanenusa gna CCTV

DEFR gomkeH noHMMaTb, Y4TO NOAX0A K U3BMeYeHuio oparMeHTa BUAEO3anucu U3 KomnbloTepa unu
BCTPOEHHOro Uudposoro snaeomarHutooHa cucreMbl CCTV otnuyaeTca oT TPaaULMOHHOTO U3BnEYeHUs
CBMAETENLCTB, NPEACTaBNEHHbIX B LM@POBON ¢dopMe, u3 KoMmnbioTepa. Huxe npuseaeHbl cneynanbHble
pekomeHaauum No NONYYEHUIO NOTEHUMAaNbHbIX CBMAETENLCTB Ans cucteMm CCTV:

- [0 Ha4ana npouecca nony4veHusa ceugetenscre DEFR, npexae Bcero, AOSMKEH onpeaenutb, 3anu-
cana nu cuctema suaeodparmeHT, npeacrasnsowmini uHtepec. 3atem DEFR aomkeH onpeaenutb Bpe-
MEHHOIN uHTepBan Tpebyemoro OTCHATOro BUAeomaTepuana, CPaBHUTb BPEMS CUCTEMbI C UCTUHHBLIM Bpe-
MeHeM U 0TMeTUTbL Nboe pacxoxaeHue. DEFR aormkeH Takke onpeaenutb, ¢ Kakux kamep Heo6xoaumo u
BO3MOXHO nony4eHue cenaetenscrs. OH AOMKEH OTMETUTL MapKy U MoAesnb cuctembl. 3ta uHdopmaums
MOXET noTpeboBaThCa Ana obecneyeHns HaanNeXaLMx NPOrpaMMHbIX CPeACTB BOCNPOU3BEAEHUS;
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- DEFR gomkeH nony4uTb BCe NpeAcTaBnsloLLmMe UHTEPEC BUAE03anMcu KaMmep BuaeoHabniogeHusa Ha
UHTEPECYIOLLEE BPEMS, YTODObI COXPAHUTL AOMONHUTENBHYIO CrEACTBEHHYIO MH(OPMALMIO, KOTOpas MOXET
ObITb paspaboTaHa nosgHee. DEFR gomkeH OTMETUTL BCe Kamepbl, coeguHeHHble ¢ CCTV u onpegenuTsb,
BEIM OHM 3anuCb UINK HET;

- DEFR pomkeH onpeaenutb 06bEM 3anomuHaloLLETO yCTpoiicTBa cuctembl CCTV, a Takke TO, Koraa
B HEei 3annaHupoBaHa nepesanucb BuaeouHdopmauuu (NoBepx paHee sanucaHHown). dta uHdopmaums
nossonut DEFR noHATb, Kak Aonro 6yaeT XpaHuTbCH BUAEO3anuCh B CUCTEME, npexae yeM Oyaert noreps-
Ha. JOomkHbI ObITb NPUHATLI MEPLI ANs 06ecneyeHns yBEPEHHOCTU B TOM, YTO CBMAETENLCTBA HE OyayT us-
MeHeHbl. [Ina BuAeoCBUAETENLCTB, NPeACTaBNEHHbIX B LMMPOBOI hopme, He0OXxoaAMMO obecnevnTb 3ay-
Ty 3anucu;

- CyLLEeCTBYET HEeCKONbKO BapuaHToB, koTopble DEFR MOXeT BbiGupaTh ANsi NONYYEHUA NOTEHUUanb-
HbIX CBMAETENLCTB, NPEACTaBMNEHHbIX B LMdpoBon opme, ns cuctem CCTV:

1) nonyyeHnne Buaeodannos, nytem ux 3anucu Ha CD/DVD/Blu-Ray-guck, HoO 310 MOXeT ObiTb

HEOCYLLECTBUMO, €CNU BUAEOMANN CIIMLLKOM BESUK;

2) nony4eHue Buaeodannos, NyTeM ux 3annucu Ha BHELUHWMI HOCUTENb MHAOpMaUMK;

3) nonyyeHune Buaeodannos yepes ceTeBoe CoeauHeHne. 3T0 MOXeT ObITb AOCTYNHO, €CNU CU-
crema CCTV umeet ceTeBou NopT;

4) ucnonb3oBanue dyHkuMn npeobpasosanusa suageodainos CCTV B apyrue dopmatel caiina

(06b1MHO MPEG unu AVI), asnsomecs CxaTon BepCUEn OTCHATOro BuaeoMatepuana. 310 AO0MKHO

MCMONb30BaTbCA Kak KpaliHee CPeACTBO, MOCKONbKY BOCCTAHOBMEHUE CXAaTbIX AAHHbIX U3MEHSET UC-

XOAHbIE AaHHbIe, U Bcerga youpaer getanu uszobpaxeHus. He pekoMeHayeTcs nonaratbCs Ha BOC-

CTAHOBJIIEHHbIE CXaTble AAHHbIE ANA U3YYEHUA TOro, CYLLECTBYIOT /I UCXOAHbIE AAHHbLIE W AOCTYNHbI

11 OHW ANiA aHanusa.

MpumMmevaHune 1 — KayecTBo npeobpasoBaHHOro BUAEOMaTEpUana MOXeT BbITb He TakUM XOPOLLNM,
KaK Yy UCXO[JHOro OTCHATOro MaTtepuana,;

5) ecnyu HEBO3MOXHO Cpa3y NOMy4YuTb KOMUU CBUAETENLCTBA, NPeACTaABNEHHOro dhannom B umud-
poBoii hopme, C MMeloLerocs 3anuceiBaiowero ycrponcrsa, DEFR unu DES aomxHbl nbitatses no-
NYYUTb aHanNoroBbie KOMMKU C aHaNOroBOro BbIXOAA UCXOAHOrO 3anUChIBAIOLLEr0 YCTPOWCTBA, UCNOSb-
3yl COOTBETCTBYIOLLEE aHANOroBOE YCTPOMNCTBO 3anucy;

- nocne 3aBepLUeHNUs NONY4EeHNs CBUAETENLCTB, NOMyYeHHbIn dainn fomkeH ObiTb NPoBEpPEH, YTOObLI
y6eantbCsa B NONy4YeHMN Haanexawero danna unu Haanexawen yactu danna;

- HeoBxoAUMO Taioke NPOBEPUTH BOCMPOW3BOAUMOCTL haiina B APYrMx cMCTEMax C NOMOLLbIO Npo-
rPaMMHbIX CPeacTB BocnponsseaeHus (ans umdposbix gopmartos dannos) — 6onblumHcTBo CCTV aBns-
IOTCA YacTHbIMU M uX Painbl MOTYT He BOCMPOM3BOAMTBLCA NPU UCMONb30BAHWUM APYrUX NPOrPaMMHbIX
cpeacrs BocnpounsseaeHnsa. COOTBETCTBYIOLLME NPOrPaMMHbLIE CPEACTBA BOCNPOM3BEAEHUA MOTyT ObiTb A0-
CTYnHbI ANA ckavyusaHua u3 CCTV 0gHOBPEMEHHO C BUAEOAaHHbIMM;

- uncposon HOoCUTENb MHOPMAaLMK, COAEPXKALLMIA MONyYeHHbIN dhaiin, cnegyeT paccmaTpuBaTb Kak
OCHOBHYIO KONUIO CBUAETENLCTB, NPeACTaBneHHbIX B Ludposon dopme. Ecnun daiin 6bin 3arpy>keH B HOYT-
Oyk unu kapty namatu / USB-yCTpoiCTBO, TO C HUX He3aMeanuTeNnbHO JOSbkHA ObiTb caenaHa HagexHas
OCHOBHAas Konus;

- nocne aroro DEFR pomxeH nepesanyctute CCTV, ecnu oHa Gbina oTknioveHa. 310 A0MKHO GbiTb
cAenaHo B NPUCYTCTBUW YNOSTHOMOYEHHOIO Nuua.

B cny4ae, korga nonyvyeHue CBUAETENLCTB HA MECTE NPOUCLLECTBUA HEBO3MOXHO, DEFR moxeT npu-
HATb peweHue o coope uudpoBbIX HOcUTeNnen uHpopmaLuu. BbICTPbIM METOAOM ABNSETCA 3aMEHa >KECTKO-
ro aucka CCTV unctbim unu abConioTHON KOnuel XecTkoro agucka. OaHako nepea Mcnonb3oBaHUEM 3TOro
metoga DEFR aomkeH oUEeHUTb psif, pPUCKOB, TaKUX KAK COBMECTMMOCTb HOBOFO YKECTKOTO AMCKa C CUCTEMOIA
M COBMECTUMOCTb CHATOrO XXECTKOro Ancka ¢ ApyrumMmu CUCTEMamMM Ans NpOBEAEHUSA U3YYEHUS.

MpuMmedyaHune 2—B HEKOTOPLIX CUCTEMAX UMEETCA CMEHHBIWA XKECTKUIA AUCK B CneunanbHOM KOHTEHepe,
HO 3TOT XECTKUN AUCK MOXET noTpeboBaTk annapaTHbIX CPeACTB CUCTEMbI ANIS1 BOCNPOU3BEAEHUSA.

Ecnu HY 0AWH 13 BbILLEYNOMSIHYTBIX METOA0B HEBO3MOXEH, TO B CCTV aomkHa 6biTb CHATA € MecTa
MHUMAEHTA U NPOLECC NOMYYEeHUst CBMAETENLCTB AOIDKEH OCYLLECTBNATLCA B nadopatopumn cyaebHon akc-
nepTusbl. 310 ABNAETCA nocneaHuM cpeacrtsom and DEFR npu ycnosum, 4to 370 (hU3MYECKM BO3MOXKHO,
NOCKOMbKY HekoTopble CCTV sBnsaioTca o4eHb 6onblumMmu U cnoxHoiMu. Mepen nposeageHnem atoro DEFR
DOSMKEH eLle pa3 OLEeHUTb PUCKU NPABOBLIX MOCNEACTBUI U CTPAXOBAHUSA.
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B 3aBucMmMOCTM OT xapakrepa uugpoBbIX YCTPONCTB U NOTEHUMAaNbHbLIX CBUAETENLCTB, NPEACTaBMNeH-
HbIX B UMcppoBon chopme, pekomeHgaumm no coxpaHeHuto CCTV aHanornyHbl pekoMeHaaumusim no coxpaHe-

HUIO KOMMbIOTEPOB, NEepUPEPURHbIX YCTPOUCTB U LIMAPOBLIX HOcuTenen uHdopMauuu. Pekomengauumn no
coxpaHeHuto CCTV cMm. B 7.1.4.
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Mpunoxenue A
(cnpaBouHoe)

OnucaHue OoCHOBHbLIX HaBbIKOB U KomneTeHTHocTu DEFR

Ta6nuya A.1— lNpumepbl onucaHnii KOMNETEHTHOCTU

OnucaHue KOMNETEHTHOCTU

feTenscTs, npea-
CTaBMEHHbIX B LMd-
posBoi  dopme, U
HapyLUeHuid, cBA3aH-
HbIX C UCMOSb30BaHU-
eM KomnbloTepa.

OnpegeneHue
TpeboBaHU® K  WUH-
CTpyMeHTanbHbIM
cpeactBam agns cbopa
U MONMyYeHNAa AaHHbIX
W YCTpOWCTB, a Takxke
OLleHKa pucka

CTOSHWA YCTPOWCTBA; | 9NEeKTPOHHOW  no-
3HayeHWe  fokasa- | YTbl, ceTeBble KOH-
TenbHOW UHpopMa- | TporbHble  XypHa-
Lwu; nbl, XypHansl perv-
CneACTBEHHbI cTpauuu  pgoctyna,
aHanu3 cetu K cef- | daitnbl naponei,
3aHHBIX C  HeW | dhainbl KoHdUrypa-
YCTPOWCTB U WH- | UM, uHDOpmMauma
hopmaumu IP-xocTa;
YHKLUOHaNb-
Hble  BO3MOXHOCTK
] 3aBUCUMOCTH
YCTPOUCTB,
3HaHue akTo-
poB, BRMSIIOWMX Ha
M3MEH4YMBbLIe "
HEeN3MeHYMBbIE
cBuUaeTenbCTBa

N° OCHoOBHbIe OnucaHne 0CHOBHbIX
HaBBIu HaBblkoB OcBefomMneHHoCTb (1) 3HaHuA (2) YmeHue (3)

1 | Uaentudukauua XapaKkTepucTuku O6bIyHOe ne- KypHansl peru- CneunaneHbiin
CBUAETENLCTB, UudpoBbIX none3oBaHne WUT u | cTpauum n KoHdU- | aHanus,
npeAcTaBreHHbIX | YCTpOWCTB, KOMMO- | aAMUHUCTpUPOBaHUe | rypauua  cuctem/ WHTepnpeTauua
B LmdppoBon HEHTOB U MWHGOpMa- | MHOrMX Buaos WT- | NpUNoxeHwis, KOHTPONbHBIX XYyp-
dopme LMK, KoTOpble MOryT | YCTpOWCTB W ceTe- naeHTUdUKaUmMa | HanoB ¢ Lenbio

noMoYb paccrnefosa- | BbIX YCTPOWCTB; CUCTEMHbIX >XypHa- | o6HapyxeHus

HUIO, a TaKKe CcooT- crnefcTBeHHble fI0B M XYpHanoB | BTOPXEHUA W Bbl-
BETCTBYIOLUUX  3aKO- | AEACTBUA Ha MecCTe | NPUNOXEHWUH, ABNeHUA  Apyrux
HOB [ANns o06paboTkn | HapyleHus, BKIOYAA KOHTPONb- | 3aTPOHYTBIX cu-
noTeHUuaneHbIX CBU- onpejerneHue co- | Hble XKypHans! | cTeM  (HekoTopble

IOpUCANKLUMN  Tpe-
6yloT npeacTaBuTL
noaTBepxaatoLme
JloKasaTenbcTBa Ao
Hauana cbopa);
onpepeneHue
naponen, Heobxo-
AUMBIX ANA  COOT-
BETCTBYIOLLUX
YCTPOWCTB, ao
Havana cbopa;
onpeaeneHue
CXeMbl CeTU N Me-
XaHU3MOB  ynpas-
neHuss  [OCTYNoM
ans NMOHUMaHUA
3aBUCUMOCTEN;
cBA3biBaHue IP-
agpecoB u MAC-
agpecos * ana
naeHTudukaymum
yCTpOICTBa B ceTU
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lpodomxeHue mabnuubi A. 1

OnucaHve KOMMETEHTHOCTH

emMble cdepbl BKIHO-
YatoT MoflydyeHne cBu-
LeTenbCTB U3 CUCTEM
C BKIHOYEHHBLIM MNUTa-
HUEM, CUCTEM C Bbl-
KIHOYEHHBIM  MUTaHKU-
€M W CNneacTBEHHbIN
aHanusa ceTu

npunoxeHuin Unix u
Windows;

MOHUMaHue BMu-
AHUS Ha WU3MEeH4Yu-
Bble JaHHble

nory4yeHne CcBu-
[ eTenbCTB, ocy-
Lectensgemoe  u3
CUCTEM C BKHOYEH-
HbIM MUTAHUEM N
CUCTEM C BbIKIO-
YEHHbIM MUTaHWEM;

reHepauus 3Ha-
YyeHui X3l

yHKLMM

Ne OcHoBHble OnucaHne 0CHOBHbIX
HaBbiku HaBeIkoB OcBeAoMneHHOCTb (1) 3HaHuA (2) Ymenue (3)

2 | C6op ceuge- TpeboBaHus K WH- Obuwan 6Gesonac- BuinonHeHne OnTuMusayus
TenbcTB, Npea- CTPYMEHTanbHbIM HocTb c6opa paH- | onucaHue npouecca | npouecca cbopa;
CTaBneHHbIX B cpeAcTBaM U ocy- | HblX; cbopa; DOKyMeHTarnb-
undpoBoit pop- | WeCTBNEHME YNaKoB- NpuUHUMNLl  Aeit- cbop cBuae- | Hoe noaTBepXAe-
Me KM CBUAETENLCTB, | CTBUA U KOHCTPYKUUSA | TenbCTB; HWe TOro, 4YTo He

NPeACTaBMEHHbIX B | OCHOBHBLIX  WHCTPY- cosflaHne poky- | MmoxeT 6bITb mony-
uudpoBoit  dopme, | MEHTaNbHBIX MeHTauuu no CBU- | YeHO BCneacTBUE
3awnTa OT  yrpo3s | CpeAacTs; JeTenscTeam,; pasnuyHbIX  orpa-

BHeLWHel cpefbl. onpeaeneHune uctopus XpaHe- | HUYEHU;
3HaHue obnacTeil, | nydwero MeToAa | HUA CBUAETENLCTB; cbop naponed,
obecneunBaroLyx cbopa gna coxpaHe- KOHTpONnb Kade- | KNIOYeEN, 3aWUTHBIX
poBepue K UHPOpMa- | HUA MakcuMyma WH- | cTBa npouecca | kniovel-3arnywex
uun dopmauumn, umeto- | cbopa cBuaeTens- | U apyro UHdOpP-
Wew oTHoWweHWe K | CTB; Mauun, Heobxopu-
WHUWAEHTY onpoc nogospe- | Mol Ans nposeae-
BaeMbIX HWA  aHanu3a B

na6opaTtopuu

3 | lMony4eHue cau- MNpumeHeHne Tpe- MoHWuMaHue  uH- 3HaHue Toro, Kak CnocobHocTb
A eTenbCeTs, 6oBaHMil nonyuyeHus | cdopmauumn, AocTyn- | onpeaenutb no- | ocywecTsnATbL
npeacTaBneHHbIX | NOTEHUMarbHBIX CBU- | HOW B UUGPOBLIX | TpebBHOCTM B NaMsa- | nonydeHue csupe-
B UucpoBoit JeTenbCTB, npea- | ycrponcreax, 6asax | Tu; TenecT8 U3 uUUd-
dopme CTaBMeHHbIX B UG- | AaHHbIX, TreHepupy- BbIMOMHEHNe poBbIX HOocuTeneii

poBoi copme, B NO- | eMbIX CUCTEMOW 3a- | npoueAypbl cosfa- | uHdopmayuu,
rmyeckoM Buge, obec- | nucsx, reHepupye- | HUs obpasa | Bknovas RAID,
neyeHne yBepeHHO- | MbIX Monb3oBaTeneM | (Hanpumep, uUud- | 6a3sbl ADaHHbIX,
CTW B NOBTOPSAEMOCTH, | AaHHbIX W W3MEH4YM- [ poBOrO  HocuTens | npubopbl U MUHK-
BOCMPOU3BOLUMOCTH BbIX AaHHbIX; UHdopmaLun B | yCTpOMCTBS;

U BO3MOXHOCTU oBoc- CTPYKTYypa cu- | Lenom unu ero va- NoHUMaHuWe 3a-
HoBaHWA. OxBaTbiBa- | CTeMHbIX ainoB W | CTu); BUCUMOCTEN n

BIMUAHNA Ha pas-
NNYHbIE MeToAbl
nony4vyeHua cBuge-
TEeNbCTB
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OkoH4yaHue Tabnmubl A. 1

OCHOBHble
HaBbIKM

Ne

4  CoxpaHeHue
CBUAETeNbCTB,
npefcTaBieHHbIX
B LMdpoBoOi
opme

OnncaHre OCHOBHbIX
HaBblKOB

MpumeHeHne 7]
oueHka TpeboBaHwuii
coxpaHeHus noTeH-
LuanbHbIX ceuge-
TenbCTB,  npeacTas-
NeHHbIX B uucposoii
cdopme,  noHumaHue
hakTopoB M napa-
MeTposB, BANAOLWNX
Ha MX  TOYHOCTb.
OxBaTblBaemMble cge-
pbl BKIOYAT METO-
AVKY, NOAAEPXKY WC-
TOopuUW XpaHeHus, o6-
paljeHve € KOMMblo-
TEPHbIMU yCTpOWi-
cTBaMu U obpalleHune
C UundpoBbLIMM HOCU-
Tenamm

OcBefoMNEHHOCTL (1)

MoHnmaHue Tpe-
60BaHNii 1 Npoueayp
ANA NOAAEPXKN uc-
Topun XpaHeHuns
corfiacHo npaBOBbIM
TpeboBaHuAM;

BNUAHUA  DaKTOo-
poB BHelWHen cpe-
Obl, TakMX Kak Bnax-
HOCTb, Temnepatypa

" BUGpauus Ha
undpoBble  YCTPOii-
CTBa,

noHMMaHue  Ba-
pMaHTOB  ynakoBKW,
TpeboBaHWin TpaHc-
nopTMpoBaHnsa n
XpaHeHus

FOCT P NCO/M3K 27037—2014

OnucaHne KOMNEeTEeHTHOCTHU
3HaHuA (2)

3HaHue Toro, Kak
co3gatb  [AOKyMEH-
Tauuo no npoBepke
CBUAETE/NbCTB;

onpepenexHue
napameTpoB ans
LOKYMEHTMPOBaHMS;

obecneyeHune
YBEPEHHOCTU B WH-
dopMaLoHHO’
6e30nacHoCTH,
yrposbl,  ys3BUMO-
CTU 1 Mepbl U cpea-

CTBa KOHTpONs MU
ynpasneHus ans
CBUAETENbCTB,

npeacTaBneHHbIX B
uudposoli opme

Ymenue (3)

MpumeHeHne
mMep pAna obecne-
yeHus 6e3onacHo-
CTV CBWUAETEeNbCTB,
npefcTaBneHHbIX B
uudpoBoii copme,
B BMAe 60MblWINX 1
MUHUATIOPHbLIX ne-

PEHOCHbIX
YCTPOWCTB;
npoueaypsl Ao-
KYMeHTMpOBaHus
netanei npowuc-
weawero B ceuge-
TenbCcTBax

* MAC-agpec — (Media Access Control address) annapaTtHblii agpec ycTpoiicTBa, NPUCOEAUHEHHOTO K ceTe-

BOIN cpege.

Tab6bnuya A.2— OnpegeneHne KOMNETEHTHOCTH

1 OcBefOMNEHHOCTb - PacnosHaHue, onpeaeneHune - npu HeOGXO,D,VIMOCTVI 06pameHMe 3a nomMouibto

3HaHue -

AeicTBue C NOMOLLbIO

HVe, leMOHCTpaunsa - felicTBre 6e3 nomoLym

MpumeyvaHue

MprvobpeTeHHoe nyTem copMmanbHOro o6yyeHuss unu pab6oTbl B rpynne. CogeiicTBue, ydactue-

YmeHune - [lokasaHHblli OMNbIT B pe3y/nbTaTe npumeHeHus B pabouein cpege. Pa6oTta 6e3 Hapsopa. MpumeHe-

- KomneTteHTHOCTL DEFR MOXeT pasnnyarbca B 3aBUCMMOCTU OT IOPUCAUKLNN.
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Mpunoxexnue B
(cnpaBoyHoe)

MuHumanbHble TpGGOBaHMﬂ K AOKYMEeHTauuu ana nepeaayiv cBMaeTesibCTte

DEFR Ao0mKHbl HECTM OTBETCTBEHHOCTB 3a NONYYEHHbIE faHHbIe U LudpoBble YCTPoiAcTBa B Nioboe BpeMs, noka
AaHHble U UudpoBble YCTpoiicTBa HaXOAATCH Noj WX KoHTponem. [Ona noaaepxaHusa Takoro koHTpons DEFR aonxen
6bITb KBanNUMULMPOBaHHLIM, Haanexalm obpa3om 06y4eHHbIM U YNOoNHOMOYEeHHbIM. OfHaKo BcneacTBue TOro, YTo
MeCTHOE 3aKOHOAATENLCTBO SIBMSETCS ONpeAensiowuM (hakTopom B oTHOLWeEHUN cnocobHocTn DEFR cooTBeTcTBOBaATL
BCEeM TpeM oxupaaeMbiM TpeboBaHusAM, komneTeHTHOCTb DEFR MoXeT pasnuyaTtbes B pasHbiX OpUCcAnKUMAX. B pesynb-
TaTe MOXET MOoNy4nThCs, YTO TpeboBaHUA K JoOKyMeHTauuKn Ans obMeHa cBujeTenscTeaMun, NpeacTaBneHHbIMU B Lnd-
poBoi hopMe, MeXAY IOPUCAUKLMSAMUA OKaXyTCS pasnuYHbIMUA B PasHbiX FOPUCANKLUAX.

Co0TBETCTBEHHO, AN COAENCcTBUSA 0OMEHY MOTEHUWanbHLIMU CBUAETENLCTBAMN, NPeACTaBNEHHBIMU B LM POBOI
dopMe, MeXAY IOPUCAUKLUAMU HYXHO ONpeAEenuUTb MUHUMarbHLIR Habop TpeboBaHUit kK AoKyMeHTauuKu. 3Tn Tpeboa-
HUS K [OKYMEHTaLMW HY)XHO paccMarpuBaTb BMecCTe ¢ 0COBEHHOCTAMU AOKYMEHTUPOBaHUA, ynoMsaHyTeiMu B 6.6. lMo-
CKOMMbKY HacTOSALWMIA CTaH4apT He 3aMeHsIET KOHKPETHbIX NpaBoBbIX TpeboBaHwii Nobol IPUCAUKLIMK, OH CITYXUT B Ka-
YecTBe MPaKTUYECKOro PyKOBOACTBA Mo nepefade NoTeHUuanbHbIX CBUAETENLCTB, NPeACTaBneHHbIX B LdpoBoii dop-
Me, Yepes rpaHuLbl FopUcaUKLMA.

MuWHUManNeEHOR JOKYMEHTUPOBaHHON UHGOPMaLMen, noanexallei nepeaaye, ABNseTcA:

- HaMMeHoBaHMWe 1 afpec KOMNETEHTHOro opraHa;

- N3MOXeHMWe NOSTHOMOYMIA, ypOBHS 0byyeHus U kBanudukaumn DEFR,

- Lienb U3y4eHus;

- KaKkne fencTBUS BbinNK BbINMOMHEHDI,

- KTO W KOrAa ocyLecTBnsAn ux;

- UCTOPMS XpaHeHUs, OTHOCALLASACSA K KOHKPETHOMY paccriejoBaHuIo;

- onucaTenbHbl NepedYeHb COBPaHHbIX U MOMYYEHHbIX NOTEHLUanNbHLIX CBUAETENLCTB, NPEACTABNEHHbIX B LUg-
poBoi chopMe, U LUMpoBLIX HocUTenen nHgpopmaLmu,

- MHbopMaLmsa, KacarLascs nobdoro pacCMOTPEHUs, TECTUPOBAHUA WA UCCNEA0BaHUSA, UCNONb30BaHHas B OT-
HOLUEHUN co3JaHHOW KOMUW CBUAETENbLCTBA.

XapaKTepHble 411 IpUCAUKLMY TpeBoBaHUS MOTYT BKIOYaTb cnegytoLlee:

- €CNnn CBUAETENbCTBOM CYUTAETCH SKCNEPTHOE 3aknioveHne, TO NpusHaHWe COOTBETCTBYIOLWErO KogeKca npose-
[leHNA 3KCMepTHbLIX foKa3aTensCTs;

- NOCTaHOBIEHNE Cyfa, onpeAensioliee, Kakas AoKyMeHTaLUmsa AoimKHa ObiTk NepefaHa U NpuYnUHLl ee Nnepegayu.
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Npunoxenune A
(cnpaBouHoe)

CBeaeHUs 0 COOTBETCTBUU CCbINTOUYHbLIX MEXKAYHAPOAHbIX CTaHAAPTOB
HauuoHanbHbIM cTaHaaptam Poccuinckon depepauum

Tabnwuuya OAA

OB03HaYeHne cChiNoYHoro CTeneHb 0O603Ha4YeHVe K HanveHoBaHWe
MeXAyHapogHoro cTaHaapTa COOTBETCTBUSA COOTBETCTBYIOLEro HaLMoHanbHoro ctaHaapTa
NCO/TO 15801 — *
MCO/M3K 17020:2012 IDT FOCT P NICO/MBK 17020 — 2012 «OueHKa COOTBETCTBUA.

TpeboBaHus kK paboTe pasnUYHbIX TUMOB OPraHoB WHCMEKLUU»

MCO/M3K 17025:2005 IDT FOCT P ICO/M3BK 17025 — 2009 «O6wue TpeboBaHns K KOM-
MEeTEHTHOCTU UCTbITATENBHBLIX M KanuBpoBOYHBLIX nadopaTopuiny

MCO/M3K 27000:2009 IDT FOCT P MCO/MBK 27000 — 2012 «UHDopMayMoHHasa TexHo-
norusa. Metofbl u cpepctBa obecneveHns b6esonacHocTn. Cucte-
Mbl MeHe[XMeHTa MHdopMaLMoHHoi GesonacHocTn. ObLmiA 06-
30p U TEpMUHONOTUA»

* COOTBETCTBYHOLLMIA HaLMOHamNbHbIA cTaHfapT oTcyTcTByeT. [lo ero yTBepXAeHUss peKoMeHAYyeTCs UCTOoNb30-
BaTb NEpPEeBO] Ha PYCCKU A3bIK JaHHOro MeXayHapofHoro craHfapTa. [NepeBof faHHOrO MeXAyHapoAHOro CTaH-
hapTa Haxofutcs B QeflepanbHOM MHADOPMaLMOHHOM (hOHAE TEXHUYECKUX PETTIaMEHTOB W CTaHAapToB.

MpumMmeudaHne —B HacToswei Tabnuue Ucnonb3oBaHo criegytowlee ycrioBHoe 0603HayeHne cTeneHn
COOTBETCTBUA CTaHgapTa;
— IDT — WA EHTUYHbLIN cTaHaapT.
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YJIK 006.034: 004.056: 004.057.2 OKC 35.040

Kritouesble cnosa: MHAOPMALMOHHAS TEXHOMOMMS, MEPA U CPEACTBO KOHTPONSA M YNpaBneHusl, CBUAETENb-
CTBO B LMpOBOIi hopme, uaeHTUdMKaLusa CBUAETENLCTB, COOP CBUAETENLCTB, NOMyYeHUe CBMAETENLCTB,
COXpaHeHne CBUAETESNbCTE, CNeLmanucT no CBMAETENLCTBAM
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