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BBeneHue

0.1 O6wan nHcpopmauus

OpraHusauum AomkHel o6ecnevmBarth 3aLUMTy CBOEW MHAOPMALMM U TEXHONOTMYECKUX MHADPACTPYKTYP,
yT06bI COXpaHATL CBOW OM3HeC. TpaAULIMOHHO 3TO MPOUCXOAMNO Ha ypoBHe UT nyTem 3aluuThl NepuMeTpa u
TaKMX KOMMOHEHTOB TEXHONOIMYECKUX CTPYKTYP, KaK KOMNbIOTEPL! U ce€TU. HO 3TOro okasbiBanocb HeaocTa-
TOYHO.

Kpome TOro, opraHusauuu Bce Gonblue CTpemMaTcs obecnevmBaTtb CBOK 3alUUTy Ha YPOBHE Kopnopa-
TUBHOIO yMpaBfeHus, Ucnonb3ysa opManu3oBaHHbIE, NPOTECTUPOBAHHLIE U MPOBEPEHHLIE CUCTEMbI Me-
HeKMEHTa UHdopmaumoHHon BesonacHocTn (CMUB). CucteMHbin Noaxoa cnocobCTBYET 3PdEeKTUBHOCTU
CMWB, kak onucaHo B NCO/M3K 27001.

OnHako B HacTosiLiee Bpems OpraHu3aumMm CTankuBatTCs ¢ NOCTOAHHO pacTyiuen noTpebHOCTLIO 3a-
LUMTbI CBOEI MHAOPMALMK HA YPOBHE NMPUINOXKEHUA.

OpraHusaumsam Heobxoaumo oGecnevnBaTh 3aLLUTy NPUMOXKEHNI OT YA3BUMOCTEN, KOTOpbIe MOTYT ObiTh
CBOWCTBEHHbI CAMOMY NPUMOXKEHUIO (Hanpumep, AedEKTbl NPOrpaMMHbIX CPEACTB), MOTYT NOABNATLCH B Te-
YEHMWE XUIHEHHOIO LMKNa NPUNOXKEHUI (HanpumMep, B pe3ynbrate U3MEHEeHUN NPUNOXKEeHUS) UNN BO3HUKATL B
pe3ynkrare UCMOoNb30BaHUS MPUMOXKEHWUIA B HE NPEAHA3HAYEHHbIX AN HUX YCIOBUSIX.

CUCTEMHBIN NOAX0A K YCUNEHHOMY obecnedyeHuio 6e30nacHOCTM NpUnoxeHuin obecneunsaer ceuae-
TEenbCTBA aAeKBaTHOW 3aLMTbl MHAOPMALMMK, UCTIONL3YEMOMN UMW XPAHUMOW NPUMNOXKEHUAMU OPraHU3auun.

MpunoxxeHnsa MoryT ObITb NOMYYEHbI MYTEM BHYTPEHHEN pa3paboTku, ayTCOPCUHIA UM NOKYNKW rOTOBOTO
CTaHAapTHOro Npoaykra. MpunoxeHnsa MoryT ObiTb TAKKE NOMyYeHbl NyTEeM KOMOMHALMU STUX NOAXOAOB, YTO
MOXET MPUBECTU K MHBIM NOCNEACTBUAM B NraHe 6e3onacHoOCTH, TpebyiowmuM pacCMOTPEHUA U yNpaBneHus.

Mpumepamn NPUNOXKEHUI SABMSAIOTCA KaapoBLIE CUCTEMBI, PUHAHCOBBIE CUCTEMBI, CUCTEMbI 0OpPabOoTKM
TEKCTOB, CUCTEMblI MEHEAXXMEHTa B3aUMOAEWCTBUA C KIMTMEHTaMKU, MEXCETEBbLIE 3KPaHbl, aHTUBUPYCHLIE CU-
CTEMbI U CUCTEMbI OBHAPYXXEHUSI BTOPXKEHUA.

Ha npoTspkeHun cBOEero XM3HEeHHOro uukna 6esonacHoe npunoXeHue nponsnseT Heo6xoanuMble xapak-
TEPUCTUKW KA4eCTBa NPOrPaMMHOIO CPEACTBa, TAKUE KakK NpeackasyemMoe UCMONHEHNE U COOTBETCTBME, a Tak-
)Ke BbINONMHEHWEe TpeboBaHui 6€30NacHOCTU C TOYKM 3pEeHUs pa3paboTku, MEHEMKMEHTA, TEXHONOrMYECKON
MHMPACTPYKTYPbl U ayauTa. [Ans co3gaHusi HaaeXHbIX NPUIIOKEHUN, KOTOPblE HE YBENWUYMBAIOT NOABEPXKEH-
HOCTb PUCKY BbILLE JONYCTUMOTO Ui NPMEMIIEMOTO YPOBHSA OCTATOMHOIO pUCKa M noaaepXxuBatot achdeKkTms-
Hylo CMWB, TpebyloTcs NPOLECChl M NMpakTUYEeCKue NpMeMbl YCUNEHHOW 6e30NacHOCTU, a TaKKe KBanmduum-
pOBaHHbIE NULA AN UX BbINOSHEHUS.

Kpome Toro, 6esonacHoe npunoxeHue yuutbiBaet TpeboBaHuss 6€30MacHOCTH, BbITEKAIOLLIME U3 TUNA
[JaHHbIX, Lienesoii cpeabl (BU3HEC-KOHTEKCT, HOPMAaTMBHbIN U TEXHONOTMYECKUIA KOHTEKCTbI), AEUCTBYIOLLUX
cy6bekToB 1 cneuudukaumit!) npunoxeHnii. JomkHa CyLIECTBOBATb BOIMOXHOCTb NONYYEHUS! CBUAETENbLCTB,
[0Ka3bIBaKOLLMX, YTO AONYCTUMbINA UMK NPUEMIEMBbIA YPOBEHL OCTATOMHOTO pUCKa AOCTUTHYT U NOAAEPXKUBA-
eTcs.

0.2 Ha3HauyeHue

Llensto MCO/M3K 27034 ansercs CoAeiCTBUE OpraHn3auusamM B MaHOMEpPHON uHTerpauum 6esonac-
HOCTU Ha NPOTSXKEHUM XKMSHEHHOTO LMKNa MPUIOXKEHUA NOCPEACTBOM:

a) npegocTaBneHust 06LMX NOHSATUIA, NPUHLMNOB, CTPYKTYP, KOMIMOHEHTOB U NPOLECCOB;

b) oBecneyeHus NpoLEeCCHO-OPMEHTUPOBAHHBIX MEXAaHU3MOB ANA yCTaHOBNeHus TpeboBaHuit 6esonac-
HOCTM, OLEHKM pUCKOB 6e30nacHOCTU, MPUCBOEHUS LLIENeBOro YPOBHSA AOBEPUS U BbiIOOpa COOTBETCTBYIOLLMX
MEP U CPEACTB KOHTPONA 1 ynpasneHnsa 6e30nacHOCTbIO, a Takke BEPUPUKALNOHHBIX MEP;

C) NpeaocTaBreHnus pekomeHaauui Ana yCTaHOBMEHUS KPUTEPUEB NPUEMKU ANA OpraHu3auui, ocy-
LECTBNAOLLMX ayTCOPCUHT pa3paboTkn UNu onepupoBaHUS NPUIOXEHUAMMU, U ANS1 OpraHu3auuin, npuobpe-
TaoLWUX NPUNOXEHNSA Y TPETLEW CTOPOHHI,

d) obecnevyeHns NpOLECCHO-OPUEHTUPOBAHHbLIX MEXaHW3MOB Ans onpeaeneHuns, hopMUpPOBaHUS U
cbopa CBMAETENLCTB, HEOOXOAUMBIX AN AEMOHCTpaLUK TOTO, YTO MX NPUNOXEHUA 6e30nacHbl 4Ns UCNOSb-
30BaHWA B ONPEAENEHHON cpeae;

€) noaaepkku obLmx koHuenuuin, onpegeneHHbix B UCO/M3K 27001, u coaencTBua COOTBETCTBYIO-
Len peanusauum MHGMOPMaLMOHHON Be30MacHOCTM, OCHOBaHHOW HA MEHEAXMEHTE pUCKa;

D CneyudukaLms — [OKYMeHT, ycTaHasnueatoLmii Tpebosanus [FOCT ISO 9000—2011, nyHkT 3.7.3].
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f) npepocTaBneHnsa CTPYKTYpbl, COAENCTBYIOLLEN peanu3auun Mep U CpeacTB KOHTPONA U ynpasneHus
6e30nacHoOCTbI0, onpeaeneHHbix B UCO/MO3K 27002 n apyrux ctaHaapTax.

NCO/M3K 27034:

a) NPUMEHSETCA K MPOrpaMmMHbIM CPeACTBaM, NEXaLUMM B OCHOBE NMPUNOXEHUI, U K dakTopam, cnocoo-
HbIM BNMUATH HA MX 6e30NacHOCTb, TAKUM KaK AaHHbIE, TEXHOMOIUS, MPOLIECChl XXKU3HEHHOTO LIMKIa Npunoxe-
HUIA, NPOLECCHI NOAAEPXKKU U AEUCTBYIOLLME CYObEeKTbI;

b) npumeHsaeTcs kK opraHu3aumsam moboro TMna u BENUYMHbI (HaNpUMep, K KOMMepPYECKUM NPeanpusTy-
SIM, FOCYAaPCTBEHHBIM YYPEXAEHUSAM, HEKOMMEPYECKUM OpraHu3aLuusM), NoABEPralLMMCa pUCKam, CBA3aH-
HbIM C MPUNOXEHUSAMMN.

NCO/M3K 27034 He npenoCTaBnseT:

a) pekomeHzauun no usmyeckoi 6esonacHocTn n 6e30nacHOCTU CETH;

b) TUNbl U3MEPEHUA UNKU MepPbI U CPEACTBA KOHTPONS U YNPaBNEHUS;

c) cneumdukaymm 6e3onacHoOro KOAMPOBaHUSA Ans NoOOro A3bika NPOrpaMMUPOBAHUSA.

NCO/M3K 27034 He aBngaerca:

a) craHgapToM no paspaboTke NpuKNagHbIX NPOrpaMM;

b) ctaHgapTom No MEHEeMKMEHTY NPOEKTOB NPUNOXKEHWIA;

C) CTaHAapTOM, KacawLMMCS XM3HEHHOTO LUMKna pa3suTua nporpaMmmHbIX CPEACTB.

YkasaHHble B ICO/M3K 27034 TpeGoBaHMsA U MpouecChl NpeAHasHavyeHbl He Anga peanusauuu no
OTAENbHOCTU, a CKOopee AN WHTerpauuu B CyLUECTBYHOLUME NpouecChbl opraHu3auuu. MosToMy opraHu-
3auuy AOMKHbI CONOCTaBMNATbL CBOM CYLLECTBYIOLLME MPOLIECChl U CTPYKTYPbl C TEMU, KOTOPble npeanaraet
NCO/M3K 27034, obneryasq, Takum o6pa3om, ocywecteneHue npumeHeHna MCO/M3IK 27034.

B npunoxeHun A npeacrasneH npumep TOro, Kak CyLLECTBYOLLMUIA NPOLECC pa3paboTku NporpaMMHbIX
CpeacCTB MOXHO COMOCTaBUTb C HEKOTOPbIMU KOMMOHEHTamMu u npoueccamu MCO/M3K 27034. B obuiem, op-
raHusauusi B pamkax fodoro >XM3HEHHOro LMKna pasBUTMs AOJDKHA BbIMOMHUTL COMOCTABIEHME, ONMUCAHHOE
B NpunoxeHum A, n 1o6aButb Mobble HEJOCTAIOWME KOMMOHEHTbI U MPOLECChI, KOTOPbIe HEOBX0ANMbI ANS
cooteetrcTBuss MCO/MOK 27034.

0.3 LleneBas ayautopus

0.3.1 Obwume cBegeHus

NCO/M3K 27034 noneseH 4na crneayowmx rpynn nuy Npu oCyLLeCTBAEHMN UMW CBOUX 0D03HaYEHHbIX
OpraHn3aunoHHbIX PoNien:

a) pykoBoguTenen;

b) uneHoB rpynn NoaroToBKU k paboTte u akcnnyarauum;

C) Nnuu, OTBEYAIOLLMX 3@ NPpUOBpETEHME;

d) nocraBLUMKOB;

€) ayauTopos;

f) nonb3oBarenen.

0.3.2 PykoBoautenu

PykoBogutenu — 910 nuua, 3aA4eiiCTBOBAHHbIE B MEHEMKMEHTE MPUMNOXEHUN B TEYEHWE UX MOSIHOro
JKU3HEHHOTO uukna. NpuMeHsiemMble aTanbl XXU3HEHHOTO LMKIA MPUNOXEHUA BKITIOYAIOT dTanbl NOATOTOBKM K
pabote u atanbl PyHKUMOHUPOBaHUSA. K pykoBOAUTENAM OTHOCATCS:

a) OTBETCTBEHHbIE 3a MHADOPMALMOHHYIO 6E30MacHOCTb;

b) pykoBoaAUTENN NPOEKTOB;

C) aAMWHUCTPAaTOPbI;

d) oTBETCTBEHHbIE 3a NPMOBpPETEHNE NMPOrPAMMHBIX CPEACTB;

€) pykoBoauTenu pa3paboTku NporpamMmMHbIX CPEACTB;

f) Bnagenbubl NPUNOXKEHWN;

g) PYKOBOAWUTENM CPEAHEr0 3BEHA, KOTOPbLIE PYKOBOAAT COTPYAHUKAMM.

B 0643aHHOCTU pyKOBOAMTENEN BXOAUT:

a) obecneunTb BanaHc Mexay CTOMMOCTbIO peanu3auum n nogaepxaHmemM 6€30nacHOCTU NPUNOXKEHUN
MO OTHOLLEHWIO K pUCKaM U NPEeACTaBNAEMON LEHHOCTBIO MPUIOXEHWUI AN OpraHu3auum;

b) nposepATb pekoMeHaauuu ayauTopCKUX OTYETOB OTHOCUTENbHO MPUHATUS UMW OTKIMOHEHUS OCTK-
raemMoro 1 Noaaep>KUBaemMoro NPUNOXXeHNEM LIENEBOro YPOBHSI AOBEPUS;

c) obecneunBaTb yBEPEHHOCTb B COOMIOAEHUM CTAHAAPTOB, 3aKOHOB U NPeAnMCaHuin Ha OCHOBE peryns-
TUBHOTO KOHTEKCTa NpunoxeHus (cm. 8.1.2.2);

d) ocywecTBnATL HAA30p 3a peanusauuein 6e30NacHOro NPUNOXKEHUS;
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€) CaHKUWMOHMPOBATL LIENEBOI YPOBEHb LOBEPUS B COOTBETCTBUU CO CreLUdU4ECKUM KOHTEKCTOM Op-
raHusauuu;

f) onpegensTb, kakue Mepbl M CPEACTBA KOHTPOMS U ynpaBneHus 6e30nacHOCTbIO NPUNOXEHWUN, a Takke
COOTBETCTBYIOLLME BEPUPUKALMOHHbIE U3MEPEHMUS AOIDKHbI PEAnU30BbLIBATLCA M TECTUPOBATLCS;

g) CBOAUTb K MUHUMYMY pacxoabl Ha Bepudukauuio 6e30nacHOCTM NPUIOXKEHUN;

h) AokymeHTansHO 0POPMNATE NPOLEAYPbI U MONUTUKU BE30NAaCHOCTU AN NPUNOXEHUN;

i) obecneunBatb MHOPMUPOBaHUE, obyyeHue u Haa3op 3a obecrneyeHnem 6e30NaCHOCTU B OTHOLLIE-
HWUM BCEX AENCTBYIOLLMX CyObEKTOB;

j) BBOAMTL Haanexawme hopmbl Aonycka no MHcopMaLMOHHOI 6e30nacHOCTH, KoTopbie TpebyioT Npu-
MeHSAEeMbIE NPOLEAYPbI U NONMTUKU MHCOPMALIMOHHON Be3onacHoCTH;

k) kypupoBaTb BCe nnaHbl, CBA3aHHbIE C cUCTEeMamM 6e30MacHOCTM BO BCEW CTPYKTYpe opraHnsaLmu.

0.3.3 YneHbl rpynn noAroToBKM K padcoTe u akcnnyartauum

UneHbl rpynn noaroToBkM k pabote u akcnnyarauum (00L1en3BeCTHbIE Kak rpynnbl NPOeKkTa) — 3To nmua,
BOBIEYEHHbIE B NPOEKTUPOBaHUE, pa3paboTKy U NoAAEPXKKY NPUITOXKEHUIA HA NPOTSHXEHUN BCETrO UX XXUSHEH-
Horo uukna. K HUM OTHOCATCS:

a) pa3paboTyuKu apXUTEKTYPbI;

b) aHanuTuku;

C) NporpaMMuCTbl;

d) cneunanucTbl NO TECTUPOBAHUIO;

€) CUCTEeMHble a4MUHUCTPATOPHI;

f) agmuHucTpaTopel 6a3 AaHHLIX;

g) ceTeBble aAMUHUCTPATOPDI;

h) TexHu4yeckuin nepcoHan.

UneHbl rpynn NOArOTOBKM K paboTe u KCnnyarauun JOIDKHbI:

a) 3HaTb, Kakne Mepbl U CPeacTBa KOHTPOMS U YNPaBNEHUSA AOIMKHbI NPUMEHATLCA HA KaX(aoM arane
>KU3HEHHOIO LKA NPUNOXEHUI U NO KaKoW Npu4uHe;

b) 3HaTb, kakne Mepbl U CPeacTBa KOHTPONSA M yNpaBsieHUs AOMKHbI ObiTb peanu3oBaHbl B CAMOM Npu-
NOXEHUMU;

C) CBOAMTb K MMHUMYMY BINUSHUE BBOAMMbIX MEP U CPEACTB KOHTPOS M ynpasneHust 6€30NacHOCTbIO
Ha MeponpusTusa No paspaboTke, TECTUPOBAHMIO U AOKYMEHTANbHOMY OPOPMIMEHMUIO B TEYEHNE HUSHEHHOTO
LMKNa NpUnoXeHuin;

d) npoBepsTb COOTBETCTBUE BBEAEHHBIX MEP U CPEACTB KOHTPONSA U ynpaBneHus 6e30nacHOCTLIO Npu-
NoXxeHui TpeboBaHNSAM COOTBETCTBYIOLLUX U3MEPEHUN;

€) UMETb AOCTYN K MHCTPYMEHTANbHbIM CPEeCTBAM U NyYLUMM MPaKTUYECKMM NpueMam Ana pauuoHans-
HOW pa3paboTKu, TECTUPOBAHNA U JOKYMEHTUPOBAHUS;

f) cnocobCcTBOBATL 3KCNEPTHON OLIEHKE;

g) npvMHMMAaTL y4acTue B NnaHUupoBaHUM U paspaboTke cTpaTernn npuodpeTeHms;

h) ycraHaBnueatb AenoBble OTHOLLEHUS ANS NonyYeHust He0BX0AMMbIX TOBApOB M YCIyr (HanpuMep, B
OTHOLLEHMM TeHAepa, OLEHKU U 3aKIIOYEHMSA JOTOBOPOBY);

i) opraHM30BbIBaThH yAarneHue areMeHTOB, OCTaBLUMXCSI MOCIE 3aBepLueHus paboTel (Hanpumep, ynpas-
NeHve UMYLLECTBOM / yaaneHue).

0.3.4 Jluuya, oTBevarowme 3a npuodpeTeHne

K nuuam, oTBeyatoLum 3a NnpuobpeTeHne, OTHOCATCS BCE NULA, BOBMEYEHHbIE B NPOLECC NpuobpeTe-
HWUA NPOAYKTOB UIK YCIYT.

Jluua, oTBevatowme 3a NpuobpeTeHNne, LOIMKHbI:

a) NoaroTaenMBaThb 3arnpoc NPeANIoKEHUI, BKIOHaOLWMIA TpeBoBaHWA kK Mepam U CpeacTBaM KOHTPONs
u ynpasneHuss 6e30nacHOCTbIO;

b) BbIBUpaTb NOCTaBLUMKOB, COOTBETCTBYIOLLUMX 3aaaHHbIM TpeBoBaHUSAM;

C) NpOBEpPATb CBUAETENLCTBA NPUMEHEHUSI Mep W CPEACTB KOHTPONS W ynpaBneHus 6e30nacHOCTbIO
YCIyr Ha OCHOBE ayTCOPCUHIa;

d) oueHuBaTb NMPOAYKTbI, NPOBEPSAA CBUAETENLCTBA HAANEXALLEN peanu3auum Mep u CPefCTB KOHTPO-
nsa v ynpaeneHns 6e30nacHOCTbIO NPUMOXKEHWIA.

0.3.5 MNMocTaBWMUKN

K nocraBLiMkam OTHOCSATCS NKULA, BOBNEYEHHbIE B MPOLIECC NOCTABKM NPOAYKTOB UK YCIYT.

MocTaBLUMKN JOSMKHbI:

a) BbINOMHATL TpeboBaHUsA 6e30NacHOCTU NPUINOXEHUIA, MPEACTABNEHHbIE B 3anpocax NPearnokeHui,

\
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b) noabuparb COOTBETCTBYIOLUME 3asBIEHHbIM TPeBOBAHMAM MepPhLI U CpeaCcTBa KOHTPONSA M ynpasne-
HMsi 6e30NaCHOCTbLIO NPUIIOKEHWIA ANS NPEANOXEHUIA C yKa3aHMeM NX CTOMMOCTMH;

C) NPeAcTaBnsATb CBUAETENLCTBA Haanexalwen peanusauumn TpebyeMbiXx MEP U CPEACTB KOHTPONS W
ynpaBneHust 6e30nacHOCTLI0 NPUIOXKEHWIA B NpeanaraemMblX NPOAYKTax Unn ycnyrax.

0.3.6 Ayautopsl

AyauTopbl — nuua, KOTOPbIE AOMKHBI:

a) noHuMaTtb 06beM M Npoueaypbl, BOBNEYEHHbIE B BEPUDUKALMOHHBIE U3MEPEHNUS B OTHOLLEHUU COOT-
BETCTBYIOLLMX MEP U CPEACTB KOHTPONS U YNPaBREHUS;

b) oBecneunBatb yBEPEHHOCTL B MOBTOPSEMOCTU PE3YNLTATOB ayauTa;

C) yCTaHaBnuBaTb CNMCOK BEPUPUKALMOHHBIX NSMEPEHUN, CO3AAI0LLMX CBUAETENLCTBA TOrO, YTO NpU-
NOXeHUe AOCTUINO LIENEeBOro ypoBHA 0BEPUsi, TPEGYEMOT0 pyKOBOACTBOM;

d) NpUMEHATb CTaHAAPTU3MPOBAHHbLIE MNPOLECCHl ayauTa, OCHOBAHHbIE HA WCMONbL30BaHWU CBUAE-
TenbCTB, NOAAAIOLLUMXCA NPOBEPKE.

0.3.7 Nonb3oBatenu

Monb3oBaTenu — nuua, KOTopble JOJKHBI:

a) ObITb YBEPEHHBIMU B TOM, YTO UCMOMb30BAHUE UMK Pa3BEPTbIBAHUE NPUMOXKEHUSA ABNSETCS 6esonac-
HbIM;

b) GbITb YBEPEHHLIMU B TOM, YTO NPUIOXEHUSI MOCNEA0BATENBLHO U CBOEBPEMEHHO CO3Aa0T HAAEXHbIE
pesynbTarthl;

¢) ObITb YBEPEHHLIMW B TOM, YTO MEpPLI U CPEACTBA KOHTPOMNSA M ynpaBneHns 6e30nacHOCTbIO NPUNo-
>KEHWI M COOTBETCTBYIOLLME BEPUDUKALUOHHBIE U3MEPEHUST YCTAHOBIEHL! U (PYHKLMOHMPYIOT HaaneXalmum
obpasom.

0.4 MpuHUMNBI

0.4.1 Be3onacHoOCTb AABNseTCA TpeGoBaHUEM

TpeGoBaHusi 6e30MaCHOCTM A0MKHLI ObiTh ONpeaeneHbl M NPOAHaNU3UPOBaHbI AN KAXKAO0r0 JTana Xus-
HEHHOrO LIMKNa NPUMOXEHWIA, NoapPOo6HO pacCMOTPEHbI U YNPaBNsieMbl HA NOCTOSHHOMW OCHOBE.

Tpe6oBaHusi 6e30NaCHOCTU NPUIOXEHUI (CM. 6.4) A0IMKHBI TPAKTOBATLCSA TAaKUM e 00pasom, Kak u Tpe-
6oBaHKUA PYHKLMOHANbLHLIX BO3MOXHOCTEW, Ka4ecTBa u yno6cTea B akcnnyartauum (cm. MICO/M3K 9126, rae
npeacTaeneH Nnpumep Moaenu kadyectsa). Kpome Toro, A0mkHbl ObITb BBEAEHLI CBA3aHHbIE C 6€30NacHOCTbIO
TpeboBaHUsi B OTHOLLEHWM COOTBETCTBUS YCTAHOBIIEHHLIM NpeAenam 0CTaToMHOro pucka.

CornacHo ICO/M3K/MNIP 29148 TpeboBaHust A0MmkHbI ObiTb HEOOX0AUMBIMU, 0GOBLLEHHBIMU, TOM-
HO BbIPaXKEHHbIMM, MOCNEA0BAaTENbHLIMY, MOMHBLIMU, NMAKOHUYHBIMU, OCYLLECTBUMbBIMU, NPOCNEXNBAEMBIMU U
noaAaroLLyMUCA NPOBEPKE. ITH XKe XapaKTepPUCTUKU OTHOCATCA K TpebosaHuam G6e3onacHOCTU. B aokymeH-
Tauun NPOEKTOB NPUSOXEHWI CIULLKOM YacTO BCTPEYAIOTCA HedeTkue TpeboBaHusA, Takue kak «PaspaboTunk
JoShkeH oOHapyXuBaTh BCE 3HaYMMble pUCKU 6E30NacHOCTN ANS NPUNOXEHUNY.

0.4.2 Be3onacHOCTb NPUIIOXEHUIA 3aBUCUT OT KOHTEKCTa

Ha 6e3onacHOCTb NPUNOXKEHUI BNUSIET onpeaeneHHan uenesas cpeaa. Buag u macwrab tpeGoBaHui
6e30nacHOCTU NPUNOXEHUN ONPEAENSIOTCA PUCKAMU, KOTOPLIM NOABEPraeTca NpunoxeHne. Puckv xe 3aeu-
CAT OT BMAA KOHTEKCTa. CyLUecTBYeT Tpu BUaa KOHTEKCTa:

a) BM3HEC-KOHTEKCT: KOHKPETHBLIE PUCKU, NpoUCTEKatoWwmMe U3 ciepbl GusHeca opraHusauum (tenedox-
Has KOMNaHUsi, TPAHCNOPTHAsA KOMNAHUS, TOCYAAaPCTBEHHOE yYpexKaeHue U T. a.);

b) perynsiTMBHbIN KOHTEKCT: KOHKPETHbIE PUCKK, NPOUCTEKAIOLLIME U3 MECTONONOXEHUSA BU3Heca opraHu-
3aumu (NpaBa Ha UHTENNEKTyanbHYI0O COOCTBEHHOCTb M NULIEH3UPOBAHNE, OTPAHNMYEHUA HA KpunTorpaduye-
CKYIO 3aLUUTY, aBTOPCKOE NPABO, 3aKOHbI U NOCTAHOBNEHUS, 3aKOHbI 06 o6ecneveHnn NPMBaTHOCTU U T. A.);

C) TEXHONOTMYECKUN KOHTEKCT: KOHKDETHbIE PUCKMU, NMPOUCTEKAIOLUME U3 TEXHOMOrMM, UCNONb3yeMblIX
B Ou3Hece opraHusaumu [penHXeHPUHT, 6e30NacHOCTb BCTPOEHHBLIX UHCTPYMEHTAasNbHbLIX CPEeACTB, 3awmTa
MCXOHOrO KoAa NporpamMmbl, UCMONb30BaHUE NPOrpaMMbl, 3apaHee CKOMNUNUPOBAHHON TPETLEN CTOPOHOM,
TecTupoBaHue 6e30MacHOCTU, TECTUPOBAHUE HA NPOHMKHOBEHWE, TPaHUYHAS NPOBEpPKA, NPoBEpka Koaa npo-
rpaMmbl, cpea MHGOPMALMOHHO-KOMMYHUKALIMOHHON TexHonoruu (UKT), B koTopon paboTaer npunoxexue,
KOHMUTIypauuoHHble hansbl U HEKOMMUITMPOBAHHLIE AAHHbLIE, NPUBUAETMW ONEPALUOHHON CUCTEMDI ANSA UH-
cTannaummu n/mnu GyHKUMOHNMPOBaHUSA, TeEXHUYeckoe obcnyxusaHue, 6esonacHoe pacnpocTpaHeHue n T. a.].

TEeXHONMOrMYeCcKkMin KOHTEKCT OXBATLIBAET TEXHUYECKNE cneundukaummn npunoxeHun (PyHKUMOHaNbHbIE
BO3MOXHOCTU Be30mnacHOCTH, Be3onacHble KOMMOHEHTbI, OHNANHOBLIE MNATEXW, HAAEXHbLIE KOHTPOSbHbIE
KypHansl, kpuntorpadus, ynpaBneHme nofIHOMOYUAMU U T. 4.).

Vi
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OpraHu3auus MOXET yTBEPXKAATb, YTO NpUnoxeHne 6e30nacHo, HO 3TO YTBEPXKAEHUE AEACTBUTENLHO
TOMbKO ANsl AaHHOW KOHKPETHON opraHusauum B ee ocobom GM3HEC-KOHTEKCTe, perynsiTMBHOM U TEXHONOr-
YecKoM KOHTekcTax. Ecnu, Hanpumep, MEHSIETCA TEeXHONOrMYeckasi MH(PPaACTPyKTypa NpUNoXKEHUs unu npu-
NOXEHUe UCNonb3yeTcs ANS TaKMX Xe Lienei B Apyroi CTpaHe, TO 3TOT HOBbIW KOHTEKCT MOXET BMUATL Ha
TpeGoBaHus1 6e3onacHOCTU W LieneBoii ypoBeHb Aosepusi. TekyLume Mepbl U CpeficTBa KOHTPOSS U ynpasrne-
HVs1 6E30NaCHOCTLIO MPUMOXEHUIA MOTYT YXX€ HEaAEKBATHO YUMTbIBAThL HOBbIE TpeOoBaHns 6e3onacHoCTu, 1
npunoxeHue moxeT 6onblue He ObiTb 6e30nacHbIM.

0.4.3 CoorBercTBYylOLIME MHBECTULIMM B oGecnevyeHme 6e30nNacHOCTH NPUIOXEHUNA

3aTtpaTbl Ha NPUMEHEHWUE MEP U CPEACTB KOHTPOMNSA M ynpasneHns 6€30nacHOCTLIO NPUIOKEHMIA N NPo-
BEEHVE ayAUTOPCKMX USMEPEHMIA AOIMKHbI ObITb COPa3MepHbI LIENEBOMY YPOBHIO AoBepus (cM. 8.1.2.6.4),
Tpebyemoro BrnafenbLeM NpUIoKeHWs! Ny pyKOBOACTBOM.

37K 3aTpatbl MOTYT CUYMTaTLCA MHBECTULIMEN, NOCKONbKY OHU YMEHBLLIAIOT pacxoAbl, 06s13aHHOCTH BRa-
AernbLa NnpunoXeHuiA U NPaBoBbIE NOCNEACTBMUSA 3a HapyLueHne 6esonacHoCTH.

0.4.4 Be3onacHOCTbL NPUITOXEHWIA AOMKHA AEeMOHCTPUPOBaTLCA

Mpouecc ayauta npunoxexuii B UICO/MOK 27034-1 (cm. 8.5) ncnonbsyeT noaaaomecs npoBepke CBU-
AeTenbcTBa, obecneymBaeMbie MEPAMU U CPEACTBaMU KOHTPONS U ynpaeneHust 6e30nacHOCTbIO NPUIOXKEHWIA
(cm. 8.1.2.6.5).

MpunoxeHne He MoXeT GbiTb 0ObABNEHO 6Ge30NacHbIM, €CNN ayAUTOP HE COMMaceH C TEM, YTO NOATBEPXK-
Jalolme CBUAETENBLCTBA, rEHepypyemMble BEPUMUKALIMOHHBIMU U3MEPEHUAMWU NPUMEHSIEMbIX MED U CPEACTB
KOHTPOMA U yrnpaBneHus 6e30macHOCTbIO MPUIIOKEHUA, AEMOHCTPUPYIOT AOCTWXEHWE LIeNieBoro ypoBHs A0-
Bepusi, TpebyeMoro pykoBOACTBOM.

0.5 CBs3b ¢ APYrMMHM MeXAYHapOAHbLIMH CTaHAAPTaAMKU

0.5.1 O6wume cBeaeHun
Ha pucyHke 1 nokasana B3ammocssiab UCO/M3K 27034 ¢ apyruMn mexayHapoAHbIMY CTaHAAPTaMK.

WUCO/MIK 15408| | MCO/MDK 21827| | MICOMIK 27002| |MCOMIK 29193 MUCO/MIK 27001| |MCOMIK 27005] | UCOMIK 15026] | UCOMIK TO
Kpurepun Mogenb CBoA HOpM TMpyHUMNG CMUB - Menemkment | | FapaHTuposarme 15443
OLieHKY spenoctm nnpasun " MeTagbl TpeGoBaHms pucka cncTem OcHoebl
6GesonacHocTh npouecca MEHEIMEHTA WHDKVMHUDMHTA nHopmaLwon- | | v nporpamMmHoro A0BEPUS
uT (SSE-CMM) nnqaopmguuou- 6eaonacHbix HOM obecnevetmna x Ge3onacHocTn
HOW CUCTEM MCOMOK 27034 GesonacHocTn ut
Geonacrocrs Be30nacHoCTb
TIPATIOKEHMiA t 1 1 '
OGecneunBaeT Mepb U CPEACTBA KOHTPONA ¥ YNPaBNEHUs CnocoGCTBYeT peanusaumuu
KaK MCTOMHUKM AN MEp W CPEACTB KOHTPONA W yNpaBneHus
6Ee30MacCHOCTBLIO NPUNOXEHWI

MpenoCTaBnsEeT NPOLIECCH M MEPONPUATUA
no obecneuenmio 6e30NacHOCTM AN UHTEIPaLMK B

UCOMIK 12207 MCOMIK 15288
Mpouecebl Mpoveccu
HHUIHEHHOMD KN3HEHHORO
umkna umkna
NPOrPaMMHbIX cncTem

Cpeacrs

PucyHok 1 — B3aaumocssass UCO/M3IK 27034 ¢ ApyrviMu MEXAYHapOAHbLIMU CTaHAapTaMu

0.5.2 MCO/M3K 27001, CucteMbl MeHeKMeHTa MH(opMaLMoHHOM Ge3zonacHocTu. TpeGoBaHua

NCO/M3K 27034 cnocobereyeT peanusaumm pekomeHaauuii ICO/MIK 27001 B ciepe, orpaHuyeHHON
6e30nacHOCTbIO NPUNOXEHUN. B yacTHOCTH, UCNONBL3YIOTCA CreayoLmMe NOAXOAbI:

a) cucTemartuyeckui NoAxXoA K MeHemkMeHTy GesonacHocTy;

b) nopxoa npouecca «lMnaHuposaHue—OcywecTeneHne—l1posepka—/leicTBue;

c) peanusauusa uHgopMaLMOHHO 6e30nacHOCTU Ha OCHOBE MEHEAXKMEHTa pUcka.

Vil
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0.5.3 NCO/M3K 27002, CBO4 HOPM U NpaBUI1 MEHEMKMEHTA UH(OPMALMOHHON 6e30NacHOCTH

NCO/M3K 27002 npenocTaBnseT npakTUYECKue MnpueMbl, KOTOpble OpraHu3auus MOXET peanunso-
BaTb B KAa4eCTBE MepP U CPeACTB KOHTPONS W ynpasneHus 6e3onacHOCTbIO NPUMOXEHWN, kak npeanaraer
NCO/M3K 27034. HanbonbLumnii nHTEpeC NpeACTaBMSAOT MEPLI M CPEACTBA KOHTPOIA U ynpasneHusa 6esonac-
HOCTbIO 13 cneayrowmx pasgenos MCO/M3K 27002:2005:

a) pasgen 10: MeHeaXMeHT KOMMyHuKauuii u pabor;

b) pasgen 11: YnpasneHue J0CTynom;

¢) pasagen 12: NpuobpeteHue, paspaboTka u 3kcnnyaTaums MHPOPMaLIMOHHBIX CUCTEM.

0.5.4 NCO/M3K 27005, MeHemKMeHT pucka uHopMaLMOHHON Ge3onacHOCTU

MCO/M3K 27034 cnocoberByet peanusaumu npeanaraemoro MCO/M3K 27005 npouecca MeHeaKMeH-
Ta pucka B ccpepe, orpaHM4eHHON 6e30MacHOCTLIO NMPUNOXKeHU. B npunoxeHun C HacTosiLLero craHaapra
NPUBOAUTCS KPaTKOE ONMCaHWe NPOoLEecca MEHEIPKMEHTA pucka.

0.5.5 UICO/M3K 21827, MpoekTupoBanne GesonacHocTu cuctem. Mogens 3penoctu npouecca®
(SSE-CMM®)

MCO/M3K 21827 npeaocraenseT 6a3oBble NpakTU4Yeckue npuembl NPOEKTUPOBaHUA 6e30nacHOCTH, KO-
TOPblE OpraHM3aLyst MOXET peann3oBaTh B KAYECTBE MEP U CPEACTB KOHTPONS U ynpasneHus 6e30nacHOCTbIO
npunoxeHui, kak npeanonaraetr MCO/M3K 27034. Kpome Toro, npoueccsl MCO/M3K 27034 cnocobcTeytoT
JOCTUXEHMIO HEKOTOPLIX BO3MOXHOCTEN MPOLECCOB, ONPEAENSIOWLMX YPOBHM BO3MOXHOCTEN NPOLECCOB NO
NCO/M3K 21827.

0.5.6 NICO/M3K 15408-3, Kputepum oOuLeHKM 6e30MacHOCTU MHGPOPMALMOHHBLIX TEXHOMOIUM.
YacTb 3: TpebGoBaHusa goBepus kK 6€30nacHoOCTH

MNCO/M3K 15408-3 npepgocTtaBnsieT TpebOBaHNUA 1 ANEeMEHTbI AENCTBUIA, KOTOPbIE OPraHu3aLms MOXeT
peanu3oBaTh B KAYECTBE MEP M CPEACTB KOHTPONA U ynpasneHus 6e30nacHOCTbIO NPUIIOXKEHUI, Kak Nnpeano-
naraet NCO/M3K 27034.

0.5.7 NICO/M3K TO 15443-1, OcHOBbI oBepuUsi K 6€30MaCHOCTU UH(POPMALIUMOHHBLIX TEXHOFOIMMIA.
YacTtb 1: 0630pnocHoBbI, MMCO/MIKTO 15443-3, OcHoBbl AOBEPUA KG€30NaCHOCTU MH(POPMALIMOHHBIX
TexHonorui. YacTtb 3: AHanu3 MeToaoB obecneyeHus aoBepua

MCO/M3K 27034 nomoraer npuMEHATb W OTpaXKaTb NPUHLMMbLI A0Bepuss K ©Ge30macHoCTu u3
NCO/M3K TO 15443-1 n coaeincrBoBatb cueHapusam obecneuenus gosepus us MCO/MIK TO 15443-3.

0.5.8 NICO/M3K 15026-2, PaspaboTka nporpaMmMHOro obecneyeHus u cuctem. FapaHtuposanue
cucTeM U nporpamMHoro obecnevyenus. Yactb 2: CueHapum obecneyeHusi JoBepust

Mcnonb3oBaHue nNpoLeccoB M MEP U CPEACTB KOHTPONSA U ynpaerneHus 6e30nacHOCTbIO NPUNOXKEHUN U3
NCO/M3K 27034 B npoeKkTax NpunoXeHUi HenocpeaCTBEHHO CNOCOOCTBYET peanu3sauum cueHapueB obecne-
YeHus gosepusi kK 6e30NaCHOCTU NPUIOXKEHMIA. B yacTHoCTH:

a) yTBepXAeHus1 U ux 000CHOBaAHMA 00eCcneunBaloTCsa NPOLECCOM aHanm3a pucka 6e3onacHoOCTH npu-
NOXXEHUM;

b) cBuaeTenLCcTBa NPeaOCTaBNAIOTCA BCTPOEHHbIMU BePUMPUKALNOHHBIMU U3MEPEHUSAMU MEDP U CPEACTB
KOHTPONS M ynpaBneHus 6e30nacHOCTLIO NPUIOXKEHWUI;

¢) coorBercTBue MCO/MOIK 27034 MOXKET UCNONbL30BaTLCS B KAYECTBE apryMeHTa BO MHOIMX NOAOGHBIX
cueHapusix obecneyeHus 0BepuUs.

CwM. Taioke 8.1.2.6.5.1.

0.5.9 MICO/MIOK 15288, Paspaborka nporpamMHoro o6tecneyeHna u cucrtem. [poueccobl
XKM3HEHHOro uukna cucrem, u MCO/M3K 12207, PaspaboTka NnporpaMMHOro o6ecneyeHma u cucTem.
Mpouecchbl XU3HEHHOro LMKIa NPOrpaMMHbIX CPeacTB

NCO/M3K 27034 npeaocraenser AOMNOMHUTENbHbIE NPOLECCHI ANSA OpraHusauumn, a Takke Mepbl U
CcpeAcTBa KOHTPONA U yrnpasneHus 6e30nacHOCTbIO NPUNOXEHUN, KOTOPbIE OPraHU3aLUMA MOXET BKNIOYATb Kak
AONOSHUTENbHLIE MEPONPUATUSA B CYLLIECTBYIOLLIME MPOLIECCHI XXKM3HEHHOTO LIMKNA NPOEKTUPOBAHUA CUCTEM U
nporpaMMHbIX CpeacTs, npegocrasnsembolie MCO/MIK 15288 n UCO/M3K 12207.

0.5.10 MICO/MIK TO 29193 (B npouecce paspaborku), MpuHUMNBLI U MeTOAbLI MHXWHUPUHTA
6e30nacHbIX CUCTEM

MNCO/M3K TO 29193 npeaocrasnsieT pykoBOACTBA ANA UHXMHUPUHTA 6€30MacHOCTU CUCTEM UNK Npo-
AyktoB UKT, koTOpble opraHm3auus MOXeT peanu3oBarb B Ka4ECTBE Mep U CPeACTB KOHTPONSA U ynpaBneHus
6e30nacHOCTLIO NPUNoXeHnn, kak npegnaraet MCO/MIK 27034.
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HAUMOHANBbHBLIAN CTAHOAPT POCCUNCKOWU OEAEPALUUM

UndopmaumoHHan TexHonorus
METOAbI U CPEACTBA OBECIMNEYEHUA BESONACHOCTU
Be30nacHOCTb NPUIOXEeHUN
YacTtb 1

0630p 1 06WMe NOHATUA

Information technology. Security techniques. Application security. Part 1. Overview and concepts

Dara BBegeHua — 2015—06—01

1 O6nactb npuMmeHeHus

MCO/M3K 27034 npenocTaBnsieT opraHusauusaM pykoBoaCTBO, COAENCTBYIOLLIEE UHTerpayun 6esonac-
HOCTU B NPOLECChI, UCTNONb3YEMbIE ANSt MEHEAXKMEHTA NPUNOXKEHUN.

JaHHas yactb MCO/M3K 27034 coaepxuTt o6Lwmint 0630p 68630naCHOCTU NPUNOXKEHUN, a TaKKe onpeae-
NEHUs, NOHATUA, NPUHLMMBI U NPOLIeCChl, kacatlowmecs obecrnedeHna 6e30NacHOCTU NPUNOKEHUN.

MCO/M3K 27034 npumMeHUM AN NPUNOXKEHUIA, pa3paboTaHHbIX B pamMKax opraHm3auum unu npuobpe-
TEHHbIX Y TPETLEN CTOPOHLI, a TAKKe B Criyyasax ayTCopcUHra paspaboTku umm akensyarauum NpUnoxXeHui.

2 HopmatuBHbIe CCbINIKU

B HacTosiLiem cTaHgapTe UCNonb30BaHbl HOPMAaTUBHBIE CChISIKU Ha CrieyloLue MeXayHapoaHble CTaH-
Aaptbl. Ana gaTMpoBaHHbIX CCbINIOK MCMONb3YIOT TONMbKO YKa3aHHOe usgaHue. [ns HegaTUPOBAHHBIX CCbINOK
UCNONb3YIOT CaMoe NocneaHee U3gaHne CCbINOYHOIO 40KYyMEHTA (C YYETOM BCEX Er0 M3MEHEHNN).

NCO/M3K 27000:2009") UHbopmaumoHHass TexHonmorusi. Metogbl M cpeactsa  oBecnedeHus
6e3onacHocTM. CuCTeMbl MeHem)XMeHTa WHAOPMauuoHHOW 6GesonacHocTu. OBG30p M TEPMUHONOIUS
(ISO/IEC 27000:2009, Information technology — Security techniques — Information security management
systems — Overview and vocabulary)

NCO/M3K 27001:20052) UHdopmaLmoHHas TexHonorus. MeToasl u cpeactsa ofecneyeHunsi 6eso-
nacHoctu. CUCTEMbl MeHegXMeHTa MHGopMauMoHHon GesonacHocTu. Tpebosanua (ISO/IEC 27001:2005,
Information technology — Security techniques — Information security management systems — Require-
ments)

NCO/M3K 27002:2005% WMHdopmMaLmuoHHas TexHonorus. MeToasl u cpeactea obecneyerns 6esonac-
HocTu. CBOA HOPM M NPaBUN MEHEMKMEHTA MHApOPMaLMOHHOI Be3onacHocTu (ISO/IEC 27002:2005, Informa-
tion technology — Security techniques — Code of practice for information security management

1) OTmeneH. JeiicteyeTr MCO/MIK 27000:2014. OpHako AnNs OfHO3HaYHOro cobrioaeHust TpeGoBaHUi HacToA-
Lero cTaHfapTa, BblpaXeHHbIX B AaTWPOBaHHbLIX CChIfKaX, PEKOMEHAYETCH WCMONb3oBaTh TOMBKO AaHHbLIA CCbINOYHbINA
CTaHfapT.

2 OTmeHeH. [eitcTayeT MCO/M3K 27001:2013. OpHako ANS OAHO3HaYHOro cobniofeHus TpeGoBaHMii HacTos-
Lero cTaHfapTa, BblpaXeHHbIX B AaTUPOBaHHbLIX CChIfkaX, PEKOMEHAYETCH WCMOMb3oBaTh TONBKO AaHHbLIA CCbIOYHbLINA
cTaHAapT.

3 OTmeHeH. OeiictByeT MCO/M3K 27002:2013. OpHako Ansi ofHo3Ha4Horo cobniofeHus TpeboBaHUil HacTos-

Lero cTaHfapTa, BblpaXeHHbIX B AaTUPOBaHHLIX CChINKax, peKOMEHAYETCSH UCMONb30BaTh TOMbKO A@HHBIA CCbINOYHbINA
cTaHgapT.

U3paHue ocpuymnanbHoe
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MCO/M3K 27005:2011 NHdopmaumoHHasa TexHonorusa. Metoasl u cpeacrea obecnedeHus 6esonacHo-
ctu. MeHegxMeHT pucka uHdopmavumoHHon 6esonacHoctu (ISO/IEC 27005:2011, Information technology —
Security techniques — Information security risk management)

3 TepMuHbI U onpeaeneHns

B HacTosiwem craHgapte npuMeHeHbl TepMuHbl no MNCO/M3K 27000, MCO/M3K 27001,
MCO/M3K 27002, NCO/M3IK 27005, a Tarke cneayroLme TepMuHbl C COOTBETCTBYIOLLMMU ONpPedeEneHnAMU.

3.1 peucTBylowuin cy6wekT (actor): Jluuo unu npouece, oCyLEeCTBNAIOWMIA AEATENbHOCTL BO Bpe-
MS XU3HEHHOTO LMKNA MPUNOXKEHUS WU VHULMMPYIOLIWMIA B3auMOZENCTBUE C NOGbIM NMPOLECCOM, KOTOPbIN
obecneunBaeT unm 3aTparuBaeT npunoXXeHue.

3.2 drakTnyeckmit ypoenb goeepua (actual level of trust): Pesynbtar npouecca ayauta, obecneyu-
BaIOLLMI CBUAETENbLCTBA, NOATBEMKAAIOLLME, YTO MEPbI U CPEeACTBa KOHTPONSA U ynpasneHus 6e30nacHOCTbIO
NPUNoXeHuin, Tpebyemble LienesbiM YPOBHEM AOBEPUA NPUIIOKEHUSA, HaaNeXalwmum o6pasomM peann3oBaHsl,
NPOBEPEHbI U JAIOT OXXUAAEMbIE PE3ynbTaThl.

3.3 npunoxeHue (application): Pewenune B obnactu UT, BkniodaloLlee nNpuknagHoe nporpaMMHoe
CpeacTBo, NPUKNaAHbIE AAHHBIE W NPOLEAypbl, NPEAHA3HAYEHHbIE 4NA COAEWCTBMA NOMb30BATENAM OpraHu-
3auun B OCYLLECTBNEHUN OMNpeaeneHHbix 3agaq unu obpaboTke KOHKpeTHbIX BUAOB 3agaad T nocpencreom
aBTOMaTM3auum npouecca unm pyHkumumn busHeca.

MpumedvaHue — [pouecch BusHeca BKIKOHALOT Kak NO[ei, Tak U TEXHOMOrMM.

3.4 3TanoHHaA MOoAerb XU3HEHHOro uukna 6esonacHoOCTU npunoxeHun (application security life
cycle reference model): Moaenb >XM3HEHHOT0 LMKIa, UCMOMb3yEMas B KAYECTBE TanoHa ANA BBEAEHUA MEPO-
NpUATUIA No obecneyveHunto 6e30nacHOCTU B NPOLECChI, CBA3AHHbLIE C MEHEAKMEHTOM NPUMNOXEHWI, NOAFOTOB-
Kol K paboTe K aKkcnnyaTauuein NpUnoxKeHin, MeEHeLXXMEHTOM UHGPACTPYKTYPbI U ayauTOM NPUNOXKEHUN.

3.5 HopmaTuBHasA cTpykTtypa npunoxeHuit; ANF (application normative framework — ANF): Cogo-
KYMHOCTb HOPMAaTMBHbIX 3NEMEHTOB, BbIOPAHHbLIX U3 HOPMATUBHON CTPYKTYPbI OPraHU3aLuu U 3Ha4YUMbIX 4NN
KOHKPETHOIO NPOEKTa NPUMNOXKEHUS.

3.6 Bnageney npunoxeHua (application owner): OpraHM3auMoHHasi ponb, OTBeYaloLas 3a MeHen-
XMEHT, ucnonb3oBaHne u obecneyeHue 3alUTbl NPUITOXXEHUA U €ro AaHHbIX.

MpuMedvyaHus

1 Bnagenew, npunoxeHus NpuHUMaET BCe pelleHus], kacarolmecs 6e30nacHOCTH NPUNOXEHUS.

2 WUcnonb3yeMblid B HacTosiLeM cTaHAapTe TEPMUH «BRagenewly» siBNsieTcd CUHOHMMOM TEpMUHa «Brnagenel
NPUNOXKEHUS».

3.7 npoekTt npunoxenun (application project): NonbiTka AencTBUI C onpeaeneHHbIMU KpUTEPUSIMU Ha-
yana u 3aBepLLEHUs], HaNPaBreHHbIX HA CO3A4aHNe NPUINOXEHUSI B COOTBETCTBUU C 3a[jaHHBLIMU pPECcypcamMm U
TpeboBaHuAMM.

[MCO/M3BK 12207:2008, onpeaeneHue 4.29, moaupmumpoBaHHOe crneuyuanbHo Ansd cdepbl AenCTBUSA
NPUINOXEHUHN]

Mpumevanune — [nauyenein NCO/MIK 27034 kputepuu Hayana v 3aBepLUeHUsI TAKOBLI, YTO BECb XU3HEH-
HBIA LMK NPUNOXEHUS BKIIOYEH B NPOEKT NMPUINOKEHUS.

3.8 Mepa u cpeacTBO KOHTPOSISi U ynpaBrieHUA 6e30nacHOCTbI0 npunoxeHusi; ASC (application
security control — ASC): CTpyKkTypa AaHHbIX, coAepXKallas YeTKoe NepeyncrieHne u onucaHue BUAOB Aes-
TENbLHOCTU NO obecneyeHuto 6e30MacHOCT U UX COOTBETCTBYIOLLETO BEPUUKALIMOHHOTO M3MEPEeHUs1, noa-
NEeXALLEero BbIMOMHEHUIO B KOHKPETHbIA MOMEHT JXU3HEHHOTO LMKIA NPUNOXKEHUS.

3.9 npouecc MeHeaxMeHTa 6e3onacHocTu npunoxeHun; ASMP (application security management
process — ASMP): Ncnonb3yemblii opraHusaumeii o6Lmii npoLecc MeHea)XMeHTa B OTHOLLIEHMU BUAOB Aesi-
TenbHOCTU NO obecneyeHuto 6e3onacHOCTH, AEUCTBYIOLLMX CYyOBLEKTOB, apTedakToOB M ayauTa KaXzaoro npu-
NOoXeHus1.

3.10 npuknagHoe nporpammHoe cpenctBo (application software): NMporpammHoe cpeacTeo, npeaHa-
3HAUEHHOE AN COAEeNCTBUA NONMb30BaTensiM B OCYLLECTBNEHUU ONpeaeneHHbIX 3a4a4 unu obpaboTke KOH-
KPETHbIX BUAOB 3a4ad, B OTNIUYME OT NPOrPaMMHOrO CPEACTBA, YNPAaBAOWEro KOMMNbIOTEPOM.

[MCO/MIBK/NNIP 24765:2010, onpeaenenue 3.130-1]
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3.11 ayaumt (audit): CucremarTnyecknin, He3aBUCUMBIN U JOKYMEHTUPOBAHHbIN NPOLECC NONYYEHUs CBU-
[AeTenbCTB ayanTa M 06BbEKTUBHOIO UX OLEHUBAHUS C LIENbIO YCTAHOBNEHUSI CTENEHU BbINOMHEHUW COrMNaco-
BaHHbIX KPUTEPUEB ayauTa.

[MCO 9000:2005, onpeaeneHne 3.9.1, 0606LEHHO MOANDULMPOBAHHOE]

3.12 cpepa (environment): BU3HEC-KOHTEKCT, PErynATUBHbIA U TEXHONOTMYECKUI KOHTEKCTbI, B KOTOPbIX
UCNONMb3YyeTCA NPUNOXEeHWe, BKIOYasi BCE MPOLECChl, NPOAYKTbI, MHOPMAaLUMIO U AeACTBYOLMX CYGbEKTOB,
33JE€MCTBOBAHHbIX B NPUITOXXEHUH.

3.13 xu3HeHHbIN uukn (life cycle): PasButue cucrembl, NpoayKTa, ycrnyru, NpoekTa unu Apyrux uaro-
TOBMEHHBIX YENOBEKOM OOBLEKTOB, HA4YMHAA CO CTaAMM pa3paboTKM KOHLENUMM U 3aKaHYMBas NPeKpaLLEHNEM
NPUMEHEHNUSA.

[MCO/M3K 12207:2008, onpeaeneHue 4.16]

3.14 mopenb xu3HeHHOro uukna (life cycle model): CTpykTypa npoueccoB u AeWCTBUI, CBA3AHHbIX
C XKM3HEHHBbIM LIMKIIOM, OPraHM3yeMbIX Ha CTaausiX, KOTOpble TaKkke CnyxaT B KayecTBe OOLUel CCbInku Ass
YCTaHOBIIEHUS CBSI3EN W B3aUMOMOHUMAaHWS! CTOPOH.

[MCO/M3K 12207:2008, onpeaeneHue 4.17]

3.15 conpoBoxaeHue (maintenance): Jllo6oe M3MeHeHne NpuIoXeHus, OCYLLECTBNEHHOE Nocne ero
BbINycKa.

Mpumep — UcnpaeneHue owubok, dobaesieHue YHKUYUOHaNILHLIX 803MOXHOCMel, Yily4dweHUe PYHKYUO-
HupoeaHusi, o6ecrieyuearoujue yeepeHHOCMb 6 (hYHKYUOHaILHOCMU NPUJTIOKeHUS.

3.16 HopmaTuBHas cTpykTypa opranusaumnmn; ONF (organization normative framework — ONF): Bry-
TPEHHSIA CTPYKTYpa BCEW OpraHu3auum, BKIOYaOLWaa COBOKYMHOCTb HOPMATUBHbIX MPOLIECCOB U 3NEMEHTOB
6e30MacHOCTN NPUIOXKEHU.

3.17 rpynna HOpMaTUBHOW CTPYKTYpbl opraHusauum; rpynna ONF (ONF Committee): Opranusauu-
OHHasa porb B HOPMATUBHOI CTPYKTYPE OpraHusaumu, OTBEYaloLLas 3a CONpoBOXAEHNE U CAHKLMOHUPOBaHUE
KOMMOHEHTOB, CBA3aHHbIX C 6830MaCHOCTLI0 MPUMOXKEHUIA,

3.18 onepauuoHHas cpepa (operating environment): BHelLHee OKpy)XeHUe NporpamMmbl, KOTOpoe Cy-
LLECTBYET UMK NPEANonaraeTcs BO BPEMS €€ BbINONHEHUS.

[MCO/M3K 2382-7:2000, onpeaenexue 07.11.07]

3.19 npoaykuus (product): Pesynsrar npouecca.

[MUCO 9000:2005, onpeaeneHue 3.4.2]

3.20 6es3onacHoe npunoxeHue (secure application): MNMpunoxeHue, akTMiyeckuii ypoBeHb AoBepust
KOTOPOro paBeH LieneBOMYy YPOBHIO AOBEpUsl, KOTOPLIM ONpeaensaeTcs opraHu3auuen, Ucnonb3ylowen npu-
NOXeEHNeE.

3.21 ueneBolii ypoBeHb aoBepus (targeted level of trust): O603Ha4eHne unm metTka COBOKYNHOCTU Mep
U CPefCTB KOHTPONA U ynpasneHus 6e30nacHOCTbIO NPUITOXKEHUIA, COMTEHHBIX HEOBX0AUMbIMU BnaaernbLEM
NPUNOXEHNUSA ANA CHUXKEHUSI CBA3AHHOIO C KOHKPETHLIM MPUNOXEHNEM PUCKA A0 AOMYCTUMOTO (MM Npuemne-
MOT0) YPOBHSA NOCAE aHanu3a pucka 6e30nacHOCTU NPUIOXKEHUS.

3.22 nonb3oBatenb (user): JIuuyo, MCNonb3yloLee Uim aKCNNyaTupylowee YTo-To.

[KpaTkuit okccopackui cnosapb aHrUMCKOrO sA3blka)

n pumMmeyaHue — ,Ell'lFl qeneﬁ HacToAllero ctaHgapta TepMUH «Nonb3oBaTenb» 0603Ha4aeT He TONMbKO KO-
HEYHOro nonbaoBaTernsd, HO TakKe onepaunoHHbIe POSTA U POJM COMPOBOXAEHUA, Takue Kak CUCTEMHLIN agMUHUCTPAaTOp U
aAMUHUCTpaTop 6a3 AaHHbIX.

3.23 Banupauuna (validation): MoareepxaeHme nocpeacTBOM NpeAcTaBneHusa OOLEKTUBHBLIX CBUAE-
TENbCTB TOr0, YTO TpeboBaHus, NPeaHA3HAYEHHbIE AN KOHKPETHOrO UCNONb30BAHUA UMN NPUMEHEHUS, Bbl-
NOJHEHDI.

MpumeyaHus
1 TepMHMH «BanuaupoBaH» UcToNb3yeTca ANs 0603HaYeHUs COOTBETCTBYOLLEro cTaTyca.
2 YcnoBus NpUMeEHeHMst MOryT 6biTb pearnbHbIMUA UNU CMOAENUPOBaHHBLIMU.

[MCO 9000:2005, onpeaenenne 3.8.5]
3 Ha A3blke HecneLuanucTa «Banuaauua» o3HadaeT «[1paBUnbHO NN NOCTPOEHO NPUNOXEHNE?»

3.24 Bepudmkaums (verification): MoaTsepxaeHne NOCPeACTBOM NpeacTaBNeHUs 0OLEKTUBHLIX CBU-
AEeTenbCTB TOro, YTO YCTAHOBINEHHbIE TpGGOBaHMﬂ ObINKY BbINOMHEHBI.
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MpumedvaHus

1 TepMuH «BepuULMpoBaH» UCMONbL3YIOT AJ1s1 0603HAaYEHNA COOTBETCTBYIOLLEro cTaTyca.

2 [eATenbHOCTb NO NofATBEPXAEHUIO TpeboBaHMiA MOXeT BKNioYaTb B cebs: ocylljecTBeHne ansTepHaTUBHBIX pac-
4eTOB, CpaBHEHWe cneundUKaLMK Ha HOBbLI NPOEKT C aHaNOrMYHOW AOKYMeHTaLMeid Ha anpobupoBaHHLIA NPOeKT, Npo-
BeleHNe UCNbITaHNA N AeMOHCTPaLMin N aHanm3s J0KYMEHTOB 10 X Bbinycka.

[MCO 9000:2005, onpeaeneHue 3.8.4]

3 Ha asbike HecneUnanucTa «Bepudukalmsa» o3HavaeT « KoppeKTHO U MOCTPOEHO MPUIOXEHUE?»

4 CokpauweHuma

B HacTOALEM CTaHAApTe NPUMEHEHDI CIEAYIOLME COKPALLEHUS:

ANF  — application normative (HopMaTuBHaa CTPYKTypa NPUITOXKEHUI);

ASC  — application security control (mepa u cpeacTBO KOHTPONS U ynpaeneHuss 6e30NacHOCTLIO NPU-
NOXEHUN);

ASMP — application security management process (npouecc MeHemkMmeHTa 6e30nacHOCTU NPUNoXKe-
HURA);

COTS — commercial-off-the-shelf (roToBbIl K ICNONBL30BAHUIO KOMMEPYECKNIA MPOAYKT);

ONF  — organization normative framework (HopmaTuBHas CTpyKTypa opraHu3aumm);

XML — extended markup language (paclumpsaembii A3bIK pa3METKK);

WKT  — uHdopmaynoHHO-kKOMMYHUKaLMOHHaA TexHonorua (Information and Communication Tech-
nology — ICT);

CMWB — cuctema meHemxmMmeHTa uHdopmaumoHHon 6esonacHoctu (Information Security Manage-
ment System — ISMS).

5 Crpykrypa MICO/M3IK 27034

MCO/M3K 27034 cocTouT 13 wecTun Yactei. B yactu 1 npeacraeneHbl 063op v o6wme noHATMA. JaHHou
4acTu BMOSIHE JOCTAaTOMHO ANA OueHMBaHMA HeobxogmmocTu peanusaumm NCO/M3IK 27034 B opraHusauuu,
a TaKke Anga npeseHtauumn u obydenuna. Ons camon xe peanusauun NCO/M3K 27034 gaHHOM 4acTu Hepao-
CTaTO4HO.

OpraHusauusam, xenatowmm npumeHaTs MCO/M3K 27034, Heobxoaumel Yactu 2, 3 n 4. OHM copgepxar
noapoOHbIE ONMCAHMA BCEX NPEACTaBMEHHbIX B AaHHON YacTn MCO/M3K 27034 noHATHiA.

MCO/M3K 27034-5 6ynet 0cobeHHO None3eH opraHu3auusaM, 3aMHTEPeCcoBaHHbIM B NPUOGPETEHUN Unu
pacnpocTpaHeHun Mep U CPeACTB KOHTPOMS U ynpasneHusi 6€30nacHOCTLI0 NPUITOXKEHWI, TaK KaK OH Npeao-
CTaBnsieT CTaHAapPTHYIO CTPYKTYPY AaHHbIX U CTaH4apTHbIA NPOTOKON ANs pacnpoCTpaHeHUss Mep U CpeacTB
KOHTpOMA U ynpaeneHus. Hanpumep, kpynHasi opraHu3auus MoXeT ObITb 3auHTEpecoBaHa B aBTOMaTUYECKOM
pacnpocTpaHeHun u OGHOBNEHUM MEP U CPEACTB KOHTPONS U YNPaBneEHUs ANsi BCEX CBOUX NOApPasAeneHuii.

NCO/M3K 27034-6 copepxuT NpUMEpPbI MEP U CPeACTB KOHTPOMA U ynpasneHUs AN KOHKPETHbIX Tpe-
GoBaHMit 6e30MacHOCTU MPUNOXEHUH, 3Ta YacTb OyaeT nonesHa opraHusauusiM, XenawwuMm peannsosarb
NCO/M3K 27034, unu opraHm3auumsim, KOTopble XOTAT pa3paboTtarb onpeaeneHHble Mepbl U CpecTBa KOHTPO-
nsi ¥ ynpaeneHnsi 6e30MacHOCTbIO MPUITOXKEHWIA.

CopepxaHue wectun yacten MCO/M3IK 27034:

Yactb 1 — O630p 1 oOume NoHATUA

B yactu 1 npeacraBneH 063op 6e30nacHOCTU NpunoxeHnin. OHa 3HAKOMUT C onpeaeneHnsaMu, ooLLMMHK
NOHATUAMM, MPUHLUMNAMU U NpoLECCamMm, kacatommMmcsa obecneveHuns 6e3onacHOCTU NPUIOXKEHUNA.

YacTtb 2 — HopmaTuBHas CTpyKTypa opraHusauum

B yactu 2 npeacrasneHo noapoGHOE ONMCaHMe HOPMATUBHOW CTPYKTYpbl OpraHu3auuu, ee KoMmno-
HEHTOB U NPOLIECCOB MEHEMKMEHTA Ha YPOBHE OpraHm3auuu. B aaHHO YacTu 06BbACHAIOTCS B3aMMOCBAS3K
3TUX MPOLECCOB, CBA3AHHbIE C HUMM MEPOMPUATUA M cnocobbl NOAAepXaHMs UMU MPOLeCcCa MEHEen KMEH-
Ta 6e30nacHOCTU NPUMNOXEHWIA. B aaHHO 4acTu ONUCLIBAETCA, KaK OpraHu3auus AOMDKHA peanv3oBbiBaThk
NCO/M3K 27034 n nnuterpupoBaTtb €ro CoO CBOMMM CYLLIECTBYIOLLMMW Npoueccamu.

4
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Yactb 3 — MNpouecc MeHemxMeHTa 6e30NacHOCTU NPUSIOKEHUN

B vactu 3 npeacrasneHo nogpobHoe onucaHme NpoLEeCcCoB, BOBNEYEHHbIX B MPOEKT NPUNOXEHUS: onpe-
aenexune TpeGoOBaHW U Cpeabl NPUIOXEHUS, OLieHKa pucka 6e30NacHOCTU NPUIOXKEHUS!, Co3aaHne U noa-
AepXKka HOPMAaTUBHON CTPYKTYPbI NPUNOXEHUSA, peanu3aums U BBEAEHUE B AENCTBUE NPUIOXKEHUA U Banuaa-
uus ero 6e30nNacHOCTU Ha NPOTSHKEHUN BCETO XKM3HEHHOTO LMKNA. B AaHHOI YacTh 06bACHAIOTCA B3aMMOCBA3N
3TUX NPOLECCOB, UX (PYHKLUMOHMPOBAHME U B3aUMO3aBMCUMOCTHU, a Takxe BBeJeHue umu 6e3onacHocTu B
NPOEKT NPUNOXEHUSA.

Yactb 4 — Banupauua 6e30nacHOCTU NPUIIOXEHUN

B yactu 4 npeacraeneHo yrnybneHHoe onucaHue npoiecca Banuaauum 6e30nacHOCTU NPUNOXEHUI K
npouecca ceptudukaummn, usmepaiowero PakTUIECKUin ypoBeHb AOBEPUSA MPUMOXKEHUA U CPABHUBAIOLLETO
€ro ¢ LenesBbiM YpOBHEM AOBEPUS, KOTOPLIN 3apaHee BbIOUpaeTcs opraHm3auueii.

YacTtb 5§ — CTpyKTypa AaHHbIX ynpaBrneHusa 6e30nacHOCTLIO MPOTOKOMOB U MPUIIOXEeHUN

B yactu 5 npeacrasneHbl npotokonbl u XML-cxema anst mep M CpefcCTB KOHTPONA U ynpasrieHus
6esonacHocTbio npunoxenun (ASC) Ha ocHoBe MCO/MIK TY 15000 «PaclumpsieMblii A3blK pasmMeTku ans
3NEeKTPOHHOro 6usHeca (ebXML)». laHHan yacTb MOXET ObITb UCNONb30BaHA A NSt COAEHCTBUA OpraHn3aLmsam
B BanuAaauumn CTPyKTypbl AaHHbIX ASC u apyrmx komnoHeHToB MCO/MO3K 27034, a Takoke AnsA noaaepxku pac-
npocTpaHeHuns, 0GHOBNEHUA U UCnonb3oBaHust ASC.

Yactb 6 — PykoBoACTBO NO 6€30NacCHOCTU Ansi KOHKPETHbIX NPUIIOXKeHUN

B vactu 6 npeacraeneHbl npumepbl ASC, NpMcnocobneHHbIX K KOHKPETHLIM TpeboBaHuam 6e3onacHo-
CTN NPUNOXEHUN.

6 BBepeHue B 6e30MaCHOCTb NPUIIOXEHUN

6.1 O6wana undopmauus

O6GecneyeHne 6e30MacHOCTU MPUITOXEHUI — 3TO NPOLECC NMPUMEHEHUS MEP U CPEACTB KOHTPONS U
yNpaBneHusi U U3BMEPEHWUI K NPUMOXEHUAM OpPraHu3aLunm ¢ LeNbIO OCYLLECTBIIEHNUA MEHEeKMEHTA pucka, BO3-
HUKAaILLEro B pesynbrare ux ncnosfib3oBaHusA.

Mepbl 1 cpeacTsa KOHTPOMNA W YNPaBNeHUs U U3MEPEHUst MOTYT NPUMEHSATLCA K CAMOMY MPUNOXEHUIO
(ero npoueccam, KOMNOHEHTaM, NMPOrPaMMHbLIM CPeACTBaM U pesynsratam), ero AaHHbIM (KOHUrypaLuoH-
HbIM AaHHbIM, AaHHbIM NOMb30OBaTeNen, AaHHbIM OpraHn3auumn) M KO BCeW TeXHOMOrMu, npoueccam U aeu-
CTBYIOLLMM CyOBbEKTaM, BOBMEYEHHBIM B XXU3HEHHbIV LIMKN NPUIOXKEHUS.

6.2 Be3onacHOCTb NPUIIOKEHUI B CPaBHEHMU C 6€30MaCHOCTLI NPOrpaMMHbIX CPeacTB

MpunoxeHune — 3to peweHune B obnactu UT, BkntovatoLlee nporpaMmHoe cpeactso (oM. 3.3). Takum
obpasom, 6e30MacHOCTb NPUNOKEHUI ABNSAETCA Bonee LUMPOKMM NOHATUEM, OXBaTbIBAOLMM 6€30MacHOCTb
nporpamMMHbIX CpeacTB.

6.3 Cdpepa pencTBuA 6€30MaCHOCTU NPUNOXKEHUN

6.3.1 O6wue cBeaeHus

Be3onacHOCTb npunoxeHuin o6ecnevymBaeT 3alUMTy KPUTUYECKUX AAaHHBIX, BbIMUCNSIEMbIX, NCMNONb3ye-
MbIX, XpPaHUMbIX U NepeaaBaembix NPUMOXEHUEM, Kak Tpebyetcs opraHusauun. 3ta 3awmTa obecnednBaert
YBEPEHHOCTb HE TObKO B AOCTYNHOCTH, LLENOCTHOCTU U KOH(puAEHLMANbHOCTU AAHHbIX, HO TaKXke B HEOTKa3y-
eMOCTU W ayTeHTMdUKaLMUM Nonb3oBaTenemn, UMeoLWmX K HUM AocTyn. KpUTUYHOCTb AaHHbLIX U WHbIX aKTUBOB
JOMKHa onpeaenaTbCA opraHusaunen NnocpeacTsoOM NpoLecca OUeHKN pucka 6e30nacHoCTu.

Hyxpalowmecs B 3almTe KpUTUYECKUE AaHHbIE TaKKe MOTYT NpeacTasnsATb cO60M UCXOaHbIN Koa npu-
NOXEHWA, ABONYHbIA KOA U UCMONTHAEMbIN KOA.

Ha pucyHke 2 nokasaHo rpadmuyeckoe npeacrasneHue cdepbl 4eiCTBMA 6€30NaCHOCTU NPUNOXKEHWI B
BMae obnactu, orpaHMYeHHON MYHKTUPHBIMU MUHUSIMMU.

3TO NpeAcTaBfeHNE HE 03HAYAET, YTO BCE 3MEMEHTbI B NOKa3aHHOW Bbille chepe AenCTBMA ABNAIOTCA
YacTbi0 NPUMNOXKEHMSA, a8 TOBOPUT O TOM, YTO BCE 9T aneMeHTbl TPebyoT 3awmThl AnsA 06ecneveHnsn 6esonac-
HOCTU NpunoxeHus. Takum obpasom, cdepa aencTeus 6e30nacHOCTM NPUNOXEHUS IBNSieTcs Bonee LwmMpo-
Ko, Yem chepa feiicTBuA camoro npunoxeHus. MNpuseneHHas Huxe Tabnuua UNncTpupyeT 3T0 OTNUYKe.
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BuaHec-kOHTEKCT |L|'| PerynsiTMBHbIA KOHTEKCT
e e ;\l l/- —————————————————————— |
I |
| | Mpouecchl XUSHEHHOTO LMKNa NPUIOXEHUA Mpouecchl, CBA3AHHbIE C NPUMNOXEHNUAMU I
| |
I TexHONOrM4eckuii KOHTEKCT Cneumndukaummn npunoxeHui I
I |
I MpuknagHsie AaHHbIe [aHHble opraHusauuy u nonb3oBaTtenem :
| |
| Ponu n nonHomouus |
| |
| |
| |
I |

Cihepa AeWCTBMUA Ge30MacHOCTH NPUTOKEHHH |
PucyHok 2 — Ccbepa peiictBusi 6630nacHOCTU NPUNOXKEHWIA

Tab6nuua 1 — Coepa aencTeus NpUnoXeHnin B cpaBHEHUU co chepor AercTBUSi 5e30MacHOCTA NPUNOKEHNIA

[aHHble opraHusauum u nons3osarenei (6.3.9) °
MpuknagHbie gaHHble (6.3.8) ° °
Ponu 1 nonHomouums (6.3.10) . °
Cneuudukaummn npunoxeHuii (6.3.7) ° °
TexHonorn4yeckuit KOHTEKCT (6.3.6) °
Mpouecchl, cBsi3aHHbIe C NpUnoXeHusmu (6.3.5) .
MpoLecchbl XU3HEHHOrO LKna npunoxexuia (6.3.4) .
BusHec-koHTeKCT (6.3.2) °
PerynsatvmBHbIfA KOHTEKCT (6.3.3) °

MpvBeaeHHbIE HMXE AaHHbIe U NPOLIECChl HAXOAATCA B cepe AEHCTBUS 6e30MacHOCTN NPUNOXEHNIA U
AOMKHbI 6bITh 3aLULLEHbI.

6.3.2 BU3HEC-KOHTEeKCT

K BU3HEC-KOHTEKCTY OTHOCATCS BCE CBSA3AHHLIE C BU3HECOM nyYLuve npakTMyeckue npuemel, npeanuca-
HUS1 M OrpaHWYEHms, BbiTeKatome us ccpepbl HrusHeca opraHusaLmu.

6.3.3 PerynaiTuBHbIA KOHTEKCT

K perynaTUBHOMY KOHTEKCTY OTHOCSITCSl BCe 3aKOHbI, MpeanucaHnsa 1 oblume npaeuna, BeiTekatoLue us
MecTa BeeHus 6usHeca Unu PPUCIUKLUMNA, KOTOPbIE BIMUAIOT Ha PyHKUUOHANbHbIE BO3MOXHOCTMW NpUIIOXe-
HWUS USM UCNONb30BaHWe ero AaHHbIX (HanpuMep, pUcCku B pesynbTaTte pasnuyvs HauMoHamnbHbIX 3aKOHOB B
cTpaHax, rae 6yaeT Nenonb3oBaTbCsl OAHO W TO 3Ke NPUIOXKEHUE).

6.3.4 lNpouecchbl XU3HEHHOTO LMKIa NPUIOXEeHUA

JdormxHa obecneumBaTbCs 3aluTa BCeX HEOOXOAMMBIX UMK CyLLECTBYHOLLUX NPOLECCOB OpraHu3auuu,
BOBIEYEHHBIX B XN3HEHHbIW LUK NPUIOXEHUIA, TAKMX KaK:

a) npouecchl 06yyeHus, ayauTa u arrectauuuy;

b) npoueccbl peanusaunmn (paspaboTka, MeHeLXMEHT NPOEKTOB, CONPOBOXAEHME, KOHTPONb BEPCUA,
TecTMpoBaHve N T. 4.);

C) onepaLuoHHbIe NPOLECCHI.
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6.3.5 lMpouecchkl, cBA3aHHbIE C NPUSTOXKEHUAMU

JormkHa obecneumBaTtbCs 3awimTa BCeX HEOOXOAUMbIX MMM CYLLIECTBYIOLLMX NPOLIECCOB OpraHu3aLuu,
3aTparnBaemMbIX BaXHbIMU cneundukaumusamm u KPUTUHECKUMUN AaHHBIMU MPUNIOXKEHUI, TaKUX KakK:

a) MpoLECChl UCMOMNb30BAHUS U MEHEAXKMEHTA;

b) npovLeccbl CONPOBOXAEHUSA M PE3EPBHOIO KONUPOBAHUS;

C) NpOoLECChl pacnpOCTPaHEHUSI U Pa3BepPTbIBAHUS;

d) npouecchl, Ha KOTOPbIE BAUSAIOT NPUITOXEHUSA UNKU KOTOPLIE TPEBOYIOTCA NPUNOXKEHUSM.

6.3.6 TexHONOrM4YECKUN KOHTEKCT

JormkHa obecneumBaTbCs 3alumTa BCEX NPOAYKTOB U TEXHONMOrMYECKUX KOMMOHEHTOB, NOAAEPXKUBALO-
LLMX BaXHble crieuudukaLmm unm KpuTudeckne AaHHble, Takmx Kak:

a) TepMUHanbl, CETU U UHbIE paspeLleHHble nepudepuiiHbie yCTPOWCTBA;

b) onepauuoHHasa cuctema, KOHUrypauusa u CEPBUCHI;

C) paspeLLeHHble KaHarnbl CBA3WU U NOPTbI;

d) COTS 1 uHble NPOAYKTbI, TAKME Kak cUCTeMbl ynpasneHus 6asamm gaHHbix (CYB), ucnonbsyemoie
MPUNOXKEHUSAMU, U UX TEXHOMOIMMYECKan MHAPPaCTPYKTYpa;

€) mMoauduKaumsa U UHbIE NPOLIECChI, CBA3AHHbIE C TEXHOMOMMYECKUM KOHTEKCTOM;

f) npoayKTbl, HA KOTOPbIE 0KA3bIBAIOT BIIMSHUE NPUNIOXKEHNUS MU KOTOPbIE UCMOMNb3YKTCA NPUMOXKEHUSAMMU.

6.3.7 Cneuudpukaumm npunoxeHumn

HomkHa oBecneymBaTbCs 3alyTa OT HECAHKLUMOHUPOBAHHON Moandukaumum Bcex cneumdukaumin npu-
TNOXXEHUN, TaKNX Kak:

a) cneuudumkayumn annapaTtHblxX CPEACTB;

b) cneuudukauyum 6e3onacHoOCTyH;

C) (PyHKUMOHANbHbIE BO3MOXHOCTU NPUNOXKEHUN;

d) cneuudmkauumn TepMuHana KnmeHTa;

€) cneuudukauumn onepaumoHHOro otTaena.

6.3.8 lMpuknagHble AaHHbIE

HomkHa obecneunBaTbCs 3auTa BCel KpUTUYECKON MHAOPMaLUW NPUITOXKEHWIA, TAKOW Kak:

a) KOH(UrypaumoHHbIE AaHHbIE NPUIOXEHUN;

b) ABOMYHbBIN KOA NPUNOXKEHWN,

C) UCXOAHbIN KOO NPUIIOXEHUN;

d) KOMNOHEHTbI NPUNOXEHUI U BMBNIMoTeK;

€) AOKYMEHTaLMs BaXKHENLLUMX KOMMNOHEHTOB U (PYHKLMOHAMBHBLIX BO3MOXHOCTEWN MPUITOXKEHUNA.

6.3.9 [laHHble opraHusauum U nosib3oBaTtesnemn

HomkHa obecneunBaTbCs 3aLMTa BCel KpUTUYECKON MHAhOpMaLIMK, KacaloLwercs opraHn3aumm U nosb-
30BaTENen, TaKoN Kak:

a) ceptudukarsl;

b) ceKpeTHble Knouu;

C) HeoOXoanMble AN LieneBon 3a4a4mn AaHHbIE;

d) nepcoHarbHble AaHHbIE;

€) Nonb30BaTenbCKMe AaHHbIe KOHUrypaumm.

6.3.10 Ponu u nonHomouua

HomkHa ObITb 06ecneyeHa 3awwmTa BCel KpUTUYECKON MHChOpMAaLIMK MO yNpaBneHuto naeHTudukaumen
1 MOSIHOMOYMSAMU, TAKOMN Kak:

a) AaHHble NO ynpaBneHuto naeHTuduKkaumen;

b) naeHTMOUKaUNOHHbIE U ayTEHTUUKALNOHHbIE AAHHbIE;

C) OaHHble aBTOpM3aLun.

6.4 TpeboBaHusa 6€30NaCHOCTU NPUITOKEHUN

6.4.1 NcTouHnKku TpeboBaHU 6€30MaCHOCTU NPUITOXKEHUN

CornacHo CO/M3K 27005, TpeboBaHusi 6€30MacHOCTU NPUNOXEHUIA UAEHTUDULMPYIOTCA NOCpea-
CTBOM OLIEHKU pUCKa u 06paboTku pucka u AUKTYIOTCA TakuMu hakTopamu, Kak cneLudukaumm npunoXxeHun,
uenesas cpeaa npunoxxeHnin (GU3HeC-KOHTEKCT, PEryNATUBHbIN U TEXHONOTMYECKUIA KOHTEKCTbI), KPUTUYECKME
JaHHble 1 BbIOOP, KOTOPLIN AenaeT Bnaaenew npunoxeHun.

DYHKLMOHanNbHbIE TpeboBaHnA 6e30NacHOCTU AMKTYIOT, Kakne (PyHKUMOHAasbHbIE BO3MOXHOCTM 6e30-
nacHocTK ByayT peanu3oBaHbl B NPUNOXeHMU. HedyHKUMOHanbHbIe TpeboBaHna 6€30nacHOCTM HanpaBneHbl

7
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Ha KayecTBO 6€30MaCHOCTU, KOTOPOE JOJHKHO NPOSIBNSATL NPUNoXeHue. Bce 3T Mepbl U CPEACTBa KOHTPOMS
1 YNPaBneHus JOkHbI ObITb MOMHOCTLIO ONpeaeneHsl U YTBEPKAEHLI OpraHu3aunei.

6.4.2 Pa3spa6oTka TpeGoBaHUN 6e30NacHOCTU NPUITOXKEHUN

Pa3pa6boTka TpeboBaHmMil NPUNOXEHUIT — 3TO NPOLIECC, OXBAaTbIBAOLMIA COOp, aHanu3 u onpeaeneHue
TpeboBaHnuii Ana npunoxeHuin. OH OMKeH ObITb AONOMHEH OLEHKON pUCKA C Lenbio BKNOYeHUn TpeboBaHuii
6e3onacHoCTH.

Kak n B crniyqae mobbix TpeGoBaHWi, OLEHKA pucka AOMKHA BKMOYaTh MOCTOAHHOE U CUCTEMAaTUYECKOe
“cnonb3oBaHwe npoueayp, obecnevymsaroLLux yBepPeHHOCTb B TOM, YTO MONYyYEHHAsi COBOKYNHOCTL TpeboBa-
HUW ABNAETCA NOMHON, NOCeA0BaTENbHON, IErk0 NOHMMAEMON U aHanM3npyemoi BnaaenbLUem NPUNOXEHWNA.
TpeboBaHWUA U UX BbIMOMHEHNE TaKKe AOSKHbI ObITb M3MEPUMBIMM.

6.4.3 Cuctema MeHeaXXMeHTa UH(hOpMaUMOHHOM 6e30NacHOCTH

6.4.3.1 CMWB opraHusauuu

Bcsi nHbopmaums, KOTOpyIo NoaaepKUBaeT n obpabarbiBaeT opraHu3auus, NOABEpPraeTca PUCKy OLLIK-
60K, XMLLUEHUSA, noxkapa, 3aTOMMEHUs U T. 4., 8 TaKke ONACHOCTAM, CBA3AHHbIM C UCNOMNb3YEMOV TEXHONOTMEN.
TepMuH «MHGOPMaLMOHHAst 6e30MacHOCTbY OCHOBLIBAETCA HA MHAOPMALMK KaK HA aKTUBE, UMEIOLLIEM Npu-
CBOEHHOEe 3HayeHue u Tpebyioem cOooTBeTCTBYloWEeN 3awmTel. CornacHo MCO/M3K 27000, CMUB npea-
CTaBnseT MOAENb ANS CO3JaHuA, BHEAPEHWUN, PYHKUMOHUPOBAHUA, MOHUTOPUHIA, aHanusa, NoAAEPXKU U
YNYYLIEHWUA 3aLUMTbl MHPOPMALMOHHBIX aKTUBOB OpraHM3auuM Ha OCHOBE noaxoaa K puckam GusHeca. 3a-
LMTa MHPOPMAaLIMOHHBIX aKTMBOB OpraHM3auuu 4OMmkHA ObiTb OPMEHTUPOBAHA HA CBSA3AHHbLIE C HUMU PUCKKN U
NPUHATLIE BU3HECOM YPOBHM pucka.

3TOT MEHEeAXKMEHT PUCKOB OCHOBLIBAETCA HA MHDOPMALMOHHOMN 6e30MacHOCTM U OXBaTbIBAET BCE BUALI
PUCKOB, CBA3aHHbLIX CO BCEMU BUaAaMN UHOpMaUum, MCNONbL3yeMOon opraHusaymen.

6.4.3.2 BesonacHoOCTb NpunoXeHuin B KoHTekcte CMUB

BesonacHocTb npunoxeHuin noaaepxusaet uenu CMUB B macwtabax opraHusauum, o6ecneunsas Mo-
Jenb CO3AaHUSA, peanusaumn, aKCcnnyatauun, MOHUTOPUHra, NPOBEPKW, NOAAEPXKKA U COBEPLUEHCTBOBAHUA
3aLUMTLI UHEPOPMALIMOHHBIX aKTUBOB OPraHM3aLnm, CBA3AHHLIX C NPUNOXKEHUAMU. B5e30NacHOCTL NPUNOXEHUN
AorkHa obecneynBaTb agekBaTHble Mepbl U CPeACTBA KOHTPONSA W yNpaBNeHus, a Takke CBUAETENbCTBa,
noaTBepXaatoLLmMe pykoBoAUTENSAM OpraHM3aumm OCyLLEeCTBIIEHWE afeKBaTHOTO MEHEAKMEHTA PUCKOB, CBA-
3aHHbIX C UCnosib3oBaHNeEM npuno»(eHwﬁ.

CMUB obycnasnuBaet 6e30nacHOCTb NPUINOXEHUI, 0becneumuBas yBepEeHHOCTb B OCYLLECTBIEHUU Me-
HEDKMEHTa BCEX PUCKOB, CBA3aHHbIX C MH(popmauuen opraHusaumm, Bkmovasa MHAOpMaumio, KoTtopasa ao-
CTynHa npunoxeHusm. Mepsbl U cpecTBa KOHTPONS U ynpasrneHus, HasHayaemble CMUB, pacnpocTtpaHsaioTca
Ha ypOBEHb NPUMOXEHUN.

6.5 Puck

6.5.1 Puck 6e30nacHOCTH NPUIOXEHUNA

Puck 6e30nacHOCTM NPUMOXKEHWUIn — 3TO PUCK, KOTOPOMY NOABEPraloTCA OpPraHn3auum npu MCNosb30Ba-
HUW KOHKPETHOTO MPUIOXEHUS.

Puck 6e3onacHOCTM NPUNOXEHNI BO3HUKAET NPU HaNU4nu:

a) yrpos, HanpasneHHbIX HA MHAOPMALMIO, KOTOPasa AOCTYNHA NPUMNOXKEHUSM;

b) yassumocTen;

C) BIUSIHMSA YCMELLHOIO UCNONb30BaHUA YA3BUMOCTEN YrpO3amMu.

[eATensHOCTb N0 MAEHTUMUKALMU, OTCNEXUBAHMIO, XPAHEHUIO UHDOPMaLUK, USMEPEHUIO U coobLLe-
HUIO O pUCKax MPUINOXEHWUI KpanHe BaxkHa. TpebGoBaHus Ge30MacHOCTU NPUNOXKEHUIA U NpeAHa3Ha4YeHHble
AN HUX Mepbl U CPEACTBA KOHTPOMSA U YNpaBreHUa ABNSAITCS peakunen Ha aToT puck. MNpouecc oLeHKU pu-
cka 6e30MacHOCTM NPUNOXEHUN ABNAETCH HEOOXOAMMBIM, MOTOMY YTO PUCK MEHSIETCS C TEYEHUEM BPEMEHHU,
npuBoAs K He0OXOAUMOCTU MOCTOSHHOW M MOCNeA0BaTENbHOW UAeHTUMUKALMKN U XPaHEHUA MHAOpMaLun O
pucke.

6.5.2 YA3BMMOCTU NPUITOKEHUN

YA3BMMOCTU ABNAIOTCA PE3yNbTaTtoM Hanu4uuMa HeageKBaTHbIX Mep U CPeACTB KOHTPOMA U ynpaBreHus
UIn UX OTCYTCTBUSA. HeaekBaTHO KOHTPONUpPyeMble YA3BUMOCTU B pesyrnbrare NpuBOAAT K HENPUEMIIEMOMY
PUCKY MPUNOXEHWUNA.

YA3BUMOCTM NPOUCTEKAIOT OT:

a) AencTBylOLWMX CyOBEKTOB, TAKUX Kak NPOrpamMMUCTbl, CO3AAlOLLME NINOXME NPOrpammebl, NOMb30Ba-
Tenu, agenatowime owmnbKku Npu UCNONbL30BaHUM NPOrpaMMHOro obecneveHusi, TEXHUYECKMe CneuuanucTbl u
pa3paboTunku, AenaroLime ownbKN B NPOLIECCE NOAAEPKKU NPUIOXKEHUS;
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b) npoueccos, Takux Kak HeajekBaTHbIE NPOLEAypbl TECTUPOBAHUA, NNOXOW MEHEIXXMEHT NPOEKTOB,
HegoCTaTOvYHOE BHMMAaHME K 6e30nacHOCTM B TeYeHUEe MPOUECCOB XXM3HEHHOro uukna, HenpeaBuAEHHOe
B3aMMOAEWNCTBME MEeXIY NPUNOXEHMSMU, NOMb30BaTENAMM U OnepaTopamu, HeaaekBaTHbIE NPOLIECCHl Me-
HEMXKMEHTA UBMEHEHUN;

C) TEXHONOTMYECKOro KOHTEKCTA, TAKOro Kak Mroxo BbIOpaHHasa TexHoNorm4yeckas uHppacTpykrypa nnm
NPOAYKTHI,

d) ocoBeHHOCTEl, TakUX KaKk HeaJeKBaTHOE NPOEKTUPOBaHNE, YA3BUMOCTU, OGYCNOBNEHHbLIE B3aUMO-
JEeNCTBUAMN B CUCTEME UMK OLLMGKamMu B MHTEPdENCax KOMMOHEHTOB.

6.5.3 Yrpo3bl NpUnoXeHUsam

Yrpo3sa HeceT B cebe BO3MOXHOCTb Npu4uHeHuUs yuepba kputudeckomn uHcpopmauum B cchepe aencremns
NPUNOXEHUA N COOTBETCTBEHHO CamMOW OpraHu3auun. Yrpo3sbl NPOUCTEKAIOT U3:

a) cpefbl NPUMOXEHWUIA: PETYNATUBHOIO KOHTEKCTA, BU3HEC-KOHTEKCTA U TEXHONOTUYECKOro KOHTEKCTa;

b) pencreyOLMX CyOLEKTOB.

6.5.4 BnusHue NnpuUnoxeHumn

BnusHue onpeaensieTca pacxoamu, NOHECEHHbIMU OpraHM3auuen B pe3ynsrate HapyweHusa AocTyn-
HOCTW, LLENOCTHOCTU UINW KOHPUAEHLMANBbHOCTU KPUTUYECKMX AaHHbIX NPUNOXEHUNA.

6.5.5 MeHemXMeHT pucka

MeHemKMEHT pucKa NPUNOXEeHWN — 3TO NPOLECC NOAAEPXKaHUA PUCKOB 6E30NaCHOCTU NPUNOXEHUI Ha
JOMYyCTUMBIX YPOBHAIX. OTO AOCTUraerca nytem o6paboTkm puckoB 6€30nMacHOCTU NPUNOXKEHUN, COMTEHHbIX
HenpueMneMbIM1, MOCPeACTBOM NPUMEHEHUSA K HUM MEP U CPEACTB KOHTPONA 1 YNpaBneHus.

MeHemKMEHT pucka npeacrtaBnaer coboi KNYEBy KOHLENUMo B MHGOPMaUUOHHON 6e30nacHOCTU.
CornacHo NCO/M3K 27005, «npouyecc meHedxmeHma pucka UHhOpMayUuoHHOU 6esonacHocmu Moxem
NPpUMEHaMbCS K OpeaHu3auuu 8 uernom, moboli omdenbHOU 4Yacmu opeaHusayuu (Hanpumep, omdaeny,
¢usuyeckoli nnowadke, ycnyee), mobol UHGOPMAYUOHHOU cucmeme, CcyuiecmeyrouiumM, nnaHupyeMbiMm
Unu KOHKPEMHbIM acriekmam mep u cpedcme KOHMPOna U ynpaeneHus (Hanpumep, i1aHupoeaHuio
HernpepbisHOCMU 6U3HECa)».

MpeacraeneHHbii B MICO/M3K 27005 npouecc MeHeaXMeHTa pucka MHgopmaumoHHol 6e3onacHoOCTU
COCTOMT M3 YCTAHOBMEHUS KOHTEKCTA, OLIEHKU pucka, 06paboTku pucka, NPUHATMA pucka, KOMMYHUKaUUn pu-
CKka, MOHUTOPMHra U NepecmoTpa pucka.

Mpouecc MeHemkMeHTa pucka 6€30MacHOCTU NPUNOXKEHUI AOIMKEH NCNONBb30BATb TAKUE XKEe ANEMEHTbI
¢ 6onee ToYHON geTanusaumei u cdepoi 4eiCTBUS, YCTAHOBINEHHOW 11 YPOBHSI MPUIOXEHUMN.

6.6 Pacxoabl Ha 6e30nacHOCTbL

Pacxoabl OpraHM3aumMm Ha peanusaumio, NOAAEPKKY U MPOBEPKY MEP W CPEACTB KOHTPONA W ynpasne-
HUA 6€30NaCHOCTLIO AOMKHLI MUHUMM3UPOBATLCS 0 AONYCTUMOIO (AWM NPUEMIEMOTO) YPOBHSA NoCche Haa-
nexallero paccMOTPEHUs! PUCKOB U COOTBETCTBYIOLLETO BIIUSIHUS UCNONb30BaHUS NPUOXKEHNIA. Pacxoasl Ha
6€30NacHOCTb A0SHKHbI YYNTbIBATL NOTEHLMANILHOE BIIMSIHUE YIPO3 U YA3SBUMOCTEN.

6.7 LleneBas cpena

Lienesas cpeaa coctout u3 OBU3HEC-KOHTEKCTA, PErYNATUBHOIO U TEXHOMOMMYECKOr0 KOHTEKCTOB, B KO-
TOPLIX OpraHusauua Gyaer ucnonb3oBarTb NpunoxeHue. Bce yrposbl, KOTOpbIE MOTYT NPUYUHUTL ywep6 npu-
NOXEeHWIo, NPOUCTEKAIOT U3 3TON cpeAbl. [0 3TOW NpUUUHE B HaYane NpoekTa MPUOXEeHUA CNeayeT YeTKo
onpeaenuTb Lenesylo cpeay NPUnoXeHus.

[na ycnewHoro u 6e30nacHOro UCMoNMb30BaHUs MPUITOXXEHUA He0OX0AUMO COOTBETCTBUE TEXHONOMYE-
CKOr0 KOHTEKCTa opraHusauum TpeboBaHMAM LieneBon cpeabl Npunoxenus. Koraa npunoxeHue peanusyercs,
TEXHOMOMMYECKUIN KOHTEKCT OpraHu3auum MoxeT noTpeboBaTb HOBLIX NPOAYKTOB U annapaTHbIX CPEACTB, KO-
TOpble MOTYT BAMATb HA 6€30NaCHOCTb APYIMX NPUIOXEHUI U PUCKK 6€30NaCHOCTU OpraHU3auuu.

MockonbKy pUCKKU OpraHM3auum, UCMONb3YIOLLEN NMPUNOXEHUSA, NPOUCTEKAIOT U3 UeNneBoK cpeabl NPUNo-
YXEHUA, TO AOMKHbI ObITh ONpeaeneHbl HoBblE TpeboBaHUA 6e30MaCHOCTM NPUNOXEHWI ANS YYETA 3TUX HOBbIX
pPUCKOB M BbIOOPa MEP U CPEACTB KOHTPONSA W YNPaBREeHUs!, YMEHbLUAIOLWMUX STU PUCKM A0 AONYCTUMOTO (UMK
NPUEMNEMOrO) YPOBHSA. 3TU MEPbI U CPEACTBA KOHTPONA U ynpasneHus 6e30nacHOCTbIO MOTyT ObiTb BBEAEHDI
B NPOLECCHI XXM3HEHHOTO LIMKIIA NPUNOXKEHUI (Hanpumep, B NPOLECC NPpUOBPETEHNUA UNK B NPOLIECC CHSATUS C
akcnnyartauum), 406aBneHbl K UCXOAHOMY KOAY MPUIIOKEHUA UMW MHTETPUPOBaHbI Kyaa-nubo eLe B KU3HEH-
HOM umnkne npunoxxenus (cm. 8.3.4), koraa aro byaeT HeoOXoaAMMO OpraHu3aLun.
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6.8 Mepbl 1 cpeacTBa KOHTPONA U YNPAaBIIEHUA U UX LIeNn

B cooteercTBun ¢ MCO/M3K 27001 ans BuinonHeHus TpeboBaHMI, OnpeaeneHHbIX NPoLeccammn OLEHKN
n 06paboTku pucka, AO0MmKHBI ObITb BbIOpaHbI U peanu3oBaHbl MEPbl U CPEACTBA KOHTPONS M yNpaBneHus u
ux uenu. B chepe 6e30nacHOCTM NPUNOXEHUI NPOLIECC OLIEHKM PUCKA YCTaHABNMBAET LIENW Mep U CpeacTs
KOHTPONA M yNPaBneHns cornacHo TpeGosannsam 6e30nNacHOCTU NPUNOXKEHUM.

7 O6wwme npoueccul UCO/MIK 27034

7.1 KOMNOHEHTbI, NPOLECChl U CTPYKTYPbI

MCO/M3K 27034 npeaocraBnsieT KOMNOHEHTbI, MPOLIECChI U CTPYKTYPbl, HEOOX0AUMbBIE OPraHn3auusam B
npuoGpeTeHnn, peanmaauum n UCNONb30BAHUM HAAEXKHBIX MPUIOXKEHUI C AOMYCTUMbIMU (MU NPUEMNEMbIMM)
pacxogamu Ha 6e3onacHOCTb. Bonee TOro, 3T KOMMOHEHTLI, NPOLIECCHl U CTPYKTYpbl obecneymsaloT noa-
Jalomecs npoBepke CBUAETENLCTBA TOr0, YTO NPUMOXEHUS AOCTUINM U NOAAEPXKMBAIOT LIENEBON YPOBEHb
Josepus.

Bce KOMMOHEHTHI, NPOLIECCHI U CTPYKTYPbI ABNSIOTCA YacTbio ABYX 0OLMX NPOLECCOB, B3aUMOCBSA3b KO-
TOpPbIX NOKa3aHa Ha pUCyHke 3:

a) npouecca meHemxkmeHTa ONF;

b) npouecca meHemxmeHTa 6e30nacHOCTU npunoxenui (ASMP).

3Tu ABa NpoLEecca UCMONb3YIOTCA B OPraHU3aLMmM Ha PasHbIX YPOBHSIX U B Pa3NUYHbIX BPEMEHHBIX pam-
Kax u UMetoT pasHble cdepbl aencTeus. MNpouecc meHemkmenTa ONF npeacraBnsaer co6oi NOCTOSAHHLIN NPO-
Liecc Ha ypoBHe opraHu3auuu, a ASMP ncnonb3yercs Anst OCyLLUEeCTBIIEHNA MeHeAXMEHTA 6€30NacHOCTU KOH-
KPETHBIX NPOEKTOB NPUITOXEHUN.

7.2 NMpouecc MmeHepxMeHTa ONF

MpoueccmeHempimenTa ONF gomikeH ucnonbL30BarbCAANAMEHEIKMEHTA CBA3AHHbIX C 6€30NacHOCTbIO
npunoxeHui acnektoB ONF (cM. 8.1). ONF Bknioyaer BCe NpOLIECCHI, BOBMEYEHHbIE B 6€30nacHOCTb Npu-
NOXEHWUN, a Takke NPeaAnMcaHns, 3aKOoHbl, NyvwmMe NPaKTUYECKUEe NPUEMbl, ponu u 006A3aHHOCTH, NPUHATBIE
opraHu3auuen. OHa onpeaensier BCe BMAbl KOHTEKCTa OpraHn3aumMm u sIBNSIETCA YHUKANbHOW CCbINKOW Ans
6e30naCHOCTU NPUNOXEHWI B OPraHn3aLum.

MpumevaHne 1 — OpraHusayms obbIMHO UCNONBL3YET CBOKO HOPMAaTUBHYIO CTPYKTYpY ANS APYruxX Lene,
BLIXOASALLMX 3a Npefentl oonactv npuMernenns MCO/MOK 27034, y Hee 06LIMHO eCTb onpeaeneHHble NpoLecchl A4S ocy-
LeCTBNEHNA MeHeaXMeHTa. Takum obpasom, ONF u npouecc ee MeHefXMeHTa, co3laHHble Ans Lenein MCO/MIK 27034,
ABMAKTCA NOAMHOXeCTBOM cyliecTytolleit ONF u cBisaHHbIX € HEN NpoLLECCOoB.

Mpouecchbl, cBsizaHHbIe C 6€30MaCHOCTLIO MPUNOXEHUN, A0MKHBbI ObITb YacTblo ONF.

Haasop 1 0TBETCTBEHHOCTL 3a NMOAAEPXKKY U YTBEMKAEHUE CBA3AHHLIX C 6€30MacHOCTLIO NPUIOXKEHUI
KOMNoHeHTOB ONF A0MmkHbI OCYLLECTBNATLCA OPraHW3auMoHHON porbio, HasbiBaemoit B MCO/M3K 27034
«rpynnonn ONF».

Mpumedvanune 2 — Tllpouecc meHeaxmeHTa ONF 1 ero koMnoHeHTHI U nognpouecchl 6onee getansHo npeg-
cTaeneHbl B 8.1.3.2, a Takke B UICO/MBK 27034-2.

7.3 Mpouecc MeHemKMeHTa 6€30NacHOCTU NPUNOXKEHUIH

7.3.1 Ob6wue ceeaeHuns

Mpouecc MeHemkMeHTa BE30MacHOCTU MPUINIOKEHNIT — CYMMAapPHbIA NPOLECC OCYLLIECTBNIEHUS MeHes-
XMeHTa 6e30nacHOCTU ANSA KaXaoro MCnornb3yemMoro opraHusauuen npunoxeHusi. B npunoxenun C nokasa-
HO, YTo ASMP npeactasnsier coboi KOHKPETU3auuto npeacrasneHHoro B MCO/M3K 27005 npouecca MeHea-
XKMEHTa pucka.

Mpouecc MeHemkMeHTa 6€30NacHOCTU NPUINOXEHMIA BKNIOYAET MSATh LUIATOB:

a) onpeaeneHne TpeboBaHUI U Cpelbl MPUNOXKEHWUI;

b) oueHka puckoB 6€30MaCHOCTU NPUNOXKEHMNIA;

C) cosgaHue un nogaepxka HoOpMaTUBHOM CTPYKTYPbI NPUIOXEHUN;

d) moaroTtoBka k paboTe u akcnnyatauusi NPUNOXKEHWIA;

€) ayaut 6e30MacHOCTU NPUITOXKEHUIA.

MpumeyvyaHne — ASMP Gonee feTanbHO NpeacTaBneH B pasgene 8, a Takke 8 UICO/M3K 27034-3.
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Mpoueccbl MeHeOAXMEHTa 6e30NacHOCTN NPUIOXEHWUIA

PucyHok 3 — lMpoueccbl MeHemKMeHTa
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7.3.2 OnpepgeneHue TpeGoBaHUI U cpeabl NPUNOXEeHUN

MepBbiM Wwarom ASMP siBnaeTcsa onpegeneHue Bcex TpeboBaHuii NPUNOXEHUN, BKIOYANA:
a) AEeWCTBYIOLLUX CyOBLEKTOB;

b) cneundukauuu;

C) uHGOpMaLuIo;

d) cpeay.

Cpeaa npunoXxeHWn coCTouUT U3:

a) TEXHONOrNYECKOr0 KOHTEKCTA;

b) Bu3Hec-KOHTEKCTa;

C) PEerynAaTUBHOIO KOHTEKCTA.

MpumevyaHne — KoHTekcT Gonee peTanbHO NpeacTaeneH B 8.1.2.1—8.1.2.2.

3TOT Lar COOTBETCTBYET LUAry «onpeaerneHne KoHTekcTay B ycraHasnueaemom MCO/M3K 27005 npo-
uecce MeHemxkmeHTa pucka. OH npefocTaBnsAeT HeobOXoauMmylo MHopmauumio Ans nocrnegyiowlero wara
OLIEHKU pUcCKa.

7.3.3 OueHka pUCKOB 6e30NacHOCTU NPUITOKEHUI

Bropoi war ASMP npeacraenseT co60ii npoLecc, COOTBETCTBYIOLLMIA LLAry «OLEHKA PUCKay U YaCTUYHO
wary «o6pabortka puckay B ycraHaBnmaemMoM NCO/M3K 27005 npouecce meHemiMeHTa pucka, ¢ Gonee
TOYHbIM YPOBHEM AETANbHOCTU U Cheport AeiCTBUS, OFPAHUYEHHON OAHUM NPOEKTOM MPUNOXEHUS.

OLueHKa pyucka CoCTOUT M3 naeHTuduUKaUuMm pucka, aHanusa pucka U OLIEHUBAHUS pUCKa.

Ha stom ware ASMP Take cospaiotca Tpe6oeaHns 6€30MacHOCTU, KOTOPbIE UCMONb3YIOTCA ANSA NO-
nyYeHUs XenaeMmoro ypoBHA 40BEpPUA AN NpunoxeHusa. OH Ha3biBaeTCa LiENeBbiM YPOBHEM AOBEPUA Npu-
noxeHus (cM. 8.2.4) n JomkeH ObITb YTBEPXKAEH BNaAeNbUEM NPUOKEHUS.

[aHHbIN LWar Takke COOTBETCTBYET «BbIGOPY BapMaHTOB 06paboTKM puckay, OTHOCALLEMYCA K Lwary «06-
paboTtka pucka» B ycraHasnusaemom MCO/M3K 27005 npouecce meHemKMeHTa pucka.

7.3.4 Co3pgaHue u noaaepXKka HOPMaTUBHON CTPYKTYPbI NPWUITOXKEHUN

Ha tpeTtbem ware ASMP u3 ONF BbIGupaiotcs Bce He0OX0aUMBIE 3MEMEHTbI, NPUMEHUMBIE K KOHKPET-
HOMY NPOEKTY NPUNOXEHNSA. Pe3ynsratom aBnaeTCA HOpMaTMBHAA CTPYKTypa npunoxenumn (ANF). TouHoe co-
aepxxaHue ANF onpeaenseT Lenesomn ypoBeHb 40BEPUS NPUNOXKEHUN, KOHTEKCT NPUNOXEHUI (PErynAaTUBHBIN,
TexHonornyeckunit 1 GU3HEC-KOHTEKCT), 0053aHHOCTM U NPOECCUMOHANBHYIO KBanMUKaLuio AelCTBYIOLLMX
CcyObeKTOB, a TaKkke cneyudukaumm NPUNoXKEHUN.

VIMEHHO Ha 3TOM Luare Ansi NPOEKTa NPUIOXXEHUS OpraHu3aumsi yCTaHABMUBAET XMWU3HEHHbIN LMK, KOTO-
Pblii BKMIOYAET TOMbKO HEOOXOAMMBIE ANA 3TOr0 NPOEKTa BUAbI AEATENLHOCTU. Hanpumep, NpoekT, NOMHOCTbLIO
paspaboTaHHbI BHYTPU OpraHusaumm, He TpebyeT ayTCOpCUHra.

Kpome Toro, opraHusauusi Bblompaer ans NnpoekTa NpUNoXKeHusi Mepbl U CPEACTBA KOHTPONSA U ynpasne-
HKs1 6€30NACHOCTBLIO NPUIOXKEHWUIA.

[aHHbIN Wwar COOTBETCTBYET «MOAFOTOBKE U peanu3auuu nrnaHoB obpaboTku pucka», OTHOCSALUMXCSH K
wary «obpaboTka puckay B ycraHasnuesaemom MCO/M3K 27005 npouecce MEHEMKMEHTA pUCKa.

MpumeyvyaHue — Otor war ASMP u ero KOMNoOHeHTHI U NpoLecckl boree AeTansHo NpeacTaBneHbl B 8.3.

7.3.5 MoagroToBkKa K paboTe U aKcnsyatauus npusioKeHumn

YeTtBepTbiM warom ASMP sBnsetcs hakTu4eckoe MCNonb30BaHUE MEP U CPEACTB KOHTPOMSA M ynpas-
neHusi 6e30NacHOCTbLIO NPUNOXEHUN, Kak npeaycMoTpeHo ANF B >KM3HEHHOM LMKne npunoxenuin. Mpynna
npoekTa peanu3yeT Mepbl U CPeACTBa KOHTPONSA W ynpasneHus 6e30nacHOCTbO Npunoxexuit cornacHo ANF,
UCMONb3yS:

a) yacTtb aencteuil No 6e3onacHOCTU Kaao ASC, OoCyLIeCTBSeMbIX COOTBETCTBYIOLUUM [1€/CTBYIO-
MM cyObekToM, onpeaeneHHbim B ASC;

b) yactb nsmepenuin 6esonacHocTu Kaaoi ASC, OCyLLECTBNSAEMbIX COOTBETCTBYHOLUMM AEiCTBYIOLLUM
cyObekToM, onpeaeneHHbiM B ASC.

OTOT YETBEPTLIN Lar COOTBETCTBYET «MOATOTOBKE W peanu3auun nnaHoB 06paboTku pucka», oTHOCS-
Lumxca K wary «obpaboTka puckay B ycraHasnusaemom MCO/MIK 27005 npouecce MEHEMKMEHTA pUcKa.

MpumeyvyaHne — OtoT war ASMP u ero KOMNOHEHTLI U NpoLeccel Gonee AeTanbHO NPeAcTaBneHsl B 8.4.

7.3.6 MpoBeaeHue aygnTta 6€30NacHOCTU NPUITOXKEHUIA

Marbim 1 3aBepuatowyumM waroMm ASMP siBnseTca ayaut 6e30nacHOCTM NPUINOXKEHUIA.

Ha atoM ware ocywecTensowan sepudurkaumio rpynna npoBepsaeT NpoBeaeHne Bcex BepudukaLu-
OHHbIX n3mepeHun scemn ASC, BKNOYEHHBIMWU B HOPMATUBHYIO CTPYKTYPY NPUMOXEHWIA, a Takke OLueHnBaeT
OOCTUrHYTbIE pesynbTaThl.
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[aHHbIii Wwar cooTBETCTBYET Lary «MOHUTOPUHI M NpoBepka» B ycTaHaBnnBaemom MICO/M3K 27005
npouecce MeHeKMeHTa pucka.

MpumeyvyaHne — 3IT0T WarASMP un ero KOMNOHEHTbI U Npouecchl 6onee geTasbHO NpeAcTaB/ieHbl B 8.5.

8 O6uure noHATUsA

8.1 HopmaTtuBHasi CTpPyKTypa opraHusayuu

8.1.1 O6uwas nHdopmayus

HopmatusHas cTpyktypa opraHusauun (ONF) — 3710 CTpyKTypa, No3Bosaiowas CoXxpaHaTe NPU3HaHHbIe
opraHusaumel nyywve npakTmyeckme npmembl 6€30nacHOCTU NPUNOXEHUA, YTOUHATL WK M3BnekaTb ux. OHa
BK/IlOYAET BaXHelLe KOMNOHEHTbI, NPOLECChl, UCMO/Mb3YHOLMe 3TU KOMNOHEHTHI, U NPOLLECChl MEHELXMEHTA
camoit ONF.

ONF npegacTaBnseT co60li 0CHOBY 6€30MacHOCTV MPU/IOXKEHWI B OpraHn3auuv, Ha Heli 6asmpyloTcs Bce
pelleHnss opraHmusauuy, cBsi3aHHble C 6e30NacHOCTbI0 NPUAOKEeHUA. Hanpymep, NpoBepka koda MOXEeT ocy-
LecTBNATLCA kak obasaTenbHas mepa W CPefCcTBO KOHTPOMSA W ynpasfieHns 6e30MacHOCTbI0 NPUIOXEHWIA
TOMbKO B TOM c/fiyyae, ecnv B ONF cylecTByeT pykOBOACTBO MO KOAMPOBAHUIO.

Kak nokasaHo Ha pucyHke 3, ONF npepgocTaBisieT OCHOBHYH BXOAHYH MHgopmauutio gnsa ASMP, ocy-
LLLEeCTB/IAEMOrO A/19 KaXA0ro npoekTa NpuioXKeHns B opraHm3auuu.

Ha pucyHke 4 nokaszaHO BbICOKOYpPOBHeBOe npefcrasrieHne koHTeHTa ONF.

HopmaTuBHas cTpykTypa opraHusauum

° o PenosuTopuii Ponu,
PerynatvBHbli ~ TeXHOMOrM4yeckmin -~
Bur3Hec-KoHTeKCT K)(/)HTEKCT KOHTEKCT cneumdmkaunii 06a3aHHOCTK,
NpUNoXeHui KBanmdpmkaums

BubnuoTteka Mep v CPesCTB KOHTPOss
1 ynpasneHnsi 6e30MacHOCTbI0 NPUNOXEHNI
opraHuzauum

lMpoueccsl, CBSA3aHHbIE
¢ 6e30MacHOCTLI0 NMPUNOXEHNI

STa/IOHHAs MOAE/b XXM3HEHHOTO LiMkNa 6e30MacHOCTY NPUIOXEHWIA

PucyHok 4 — HopmaTuBHas CTPyKTypa opraHu3auum (ynpoweHHas)

[na Hagnexalero peleHns BONpocoB 6e30NacHOCTU NPUIOXKEHUI Y OpraHn3alun AoshkHa 6biTb hop-
ManibHana ONF, cogepxalias cnefytowme KOMMOHEHThbI:

a) BM3HEeC-KOHTEeKCT;

b) PEerynsTuBHbIA KOHTEKCT;

C) TEXHONOTNYECKU KOHTEKCT;

d) penosutopwuii cneunguKaLmnini NPUNOXeHNIA;

€) ponu, 06A3aHHOCTK, KBaNNgMKauns;

f) 6ubnuoteka ASC opraHmsauuu,

) npoLecchbl, cBA3aHHbIe C 6€30MNacCHOCTbI0 NPUIOXEHUIA;

h) aTanoHHas MOAENb XMU3HEHHOTO LKA 6€30MacHOCTU NPUIOXEHWA.

dopmanbHaa ONF go/mkHa Takke cogepxaTb:

a) npouecc MmeHempxkmeHTa ONF;

b) noanpoueccbl MeHegpkmeHTa ONF.

8.1.2 KOMMOHEHTHI

8.1.2.1 Bu3Hec-KOHTEKCT

Br3HEeC-KOHTEKCT nepeuncnsieT U 4OKYMEHTUPYEeT BCe MPUHATbIE OpraHusauueli ctaHgapTbl v aydwine
npaxkTuyeckue npueMbl, KOTOPble MOTYT OKa3blBaTb BANSAHWE HA NPOEKTbl MPUIOXEHWIA.
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BW3HeCc-KOHTEKCT BKIIOYaeT:

a) npoLecchl MEHEMKMEHTA NPoeKTa, pa3paboTku, aHanu3a pucka, onepaunoHHbIe NPoLeCChl, NpoLec-
Cbl @yauTta u KOHTpOns;

b) nonutuky 6e30nMacHOCTM opraHusaumu;

C) npakTu4yeckue npuemsl B chepe busHeca;

d) ucnonb3yemyio opraHu3aumein MeToanky paspaboTtku;

€) nyywue npakTuyeckue npuemel Ans BCEX A3bIKOB NPOrpamMMupoBaHUS, UCMONb3YEMbIX OpraHu3aLm-
el 1 NepeyncneHHblX B TEXHONOMMYECKOM KOHTEKCTE;

f) dopmanbHbIi NPOLECC MEHEeMKMEHTA NPOeKTa opraHn3aLuuu;

g) NPUMEHEHME OpraHu3auuen apyrmx HeobXOoAMMBIX MeXAyHapOAHbIX CTaHAApTOB, TaKUX Kak
MCO/M3K 27001, NICO/M3K 27002 n NICO/M3K 15288.

8.1.2.2 PerynATUBHbLINA KOHTEKCT

PerynaTuBHbIA KOHTEKCT NEPEYUCIIAET U AOKYMEHTUPYET NOObIE 3aKOHbI UMM NPEANUCaHNUSA B KaXaoMm
mecTe BeaeHust buaHeca opraHusaumen, KOTopble MOTYT BIUATb HA NPOEKTbI NPUMOXeHWA. OH BKIIOYaeT 3a-
KOHbI, NpaBuna u NpeanucaHns CTpaH Unu IpPUCANKLMIA, rae paspabarbiBaeTca u/unu pasBepTbIBaeTCs, /munm
UCNONb3YETCHA NPUMOXEHMNE.

OpraHusauumn, passepTbiBaOLWER U/MNKU UCNOMb3YIOLLEN OAHO U TO XXE MPUNOXEHWEe B pasHbIX CTpaHax,
BO3MOXHO, MPUAETCA COOTBETCTBOBATL TPEGOBaHMAM OE30MACHOCTU KaXK40W CTPaHbl.

8.1.2.3 PenosuTtopuin cneuudurkaLmii npunoxeHun

Penosutopuit cneundukauuini NpUnoXXeHnin nepeuncnaer u JokymeHTupyet obme dyHKLMOHANbHbIE
Tpeboeanusa UT opraHusauum u COOTBETCTBYIOLLME 3apaHee yTBEPKAEHHbIe pelueHus. Cneyndukaumm npu-
NOXEeHWN AOMKHbI BKMIOYaTb:

a) cneuudmkaumm 0 TOM, KakuMm 06pa3om NpunNoxeHusa ByayT BbIMUCHATb, XPAHUTb U NepeaaBaTb UH-
dopmaumio;

b) 06bl4HbIe napamMeTpbl NPUNOXKEHUA, PYHKLIMOHANbHbIE BO3MOXHOCTHU, yCnyrm u TpeboBaHus;

C) MCXOAHBIW KOZ, ABOMYHbIN KOA, BUONMOTEKM U NPOAYKTHI MW YCMYrU, KOTOPbIE UCMONbL3YIOTCA NpU-
NOXEHUAMU UMK Ha KOTOPbIX OCHOBAaHbI MPUNOXEHUSA.

JononHutenbHble cneuudunkayum MOryT BKIOYaTh NogpoOHOe onMcaHne B3aMMOAESWCTBUS Npunoxe-
HUI C:

a) ApYyruMu CUCTEMAaMMU;

b) paboueit HppaCTPyKTypPOW, OT KOTOPON OHU 3ABUCHT;

C) nepeyHeM Mep U CPEACTB KOHTPONS U ynpaBneHusi 6e30nacHOCTLIO NPUNOXeHul B pabouen cpeae.

8.1.2.4 TexHOnorm4yecknin KOHTEKCT

TEXHONOrMYECKUI KOHTEKCT COAEPXUT UHBEHTAPHYIO ONUChL BCEX NpoaykToB UT, ycnyr U TeXHONOruN,
JOCTYNHbIX A5s1 NPOEKTOB MPUITOXEHWIA OpraHu3auuu. 3TU NpoayKTbl, YCAYrM U TexHonorum obycnasnusatot
Yrpo3bl, KOTOPbIM NOABEPraloTCA NPUIOXKEHUS.

TexHONOrMYECKUn KOHTEKCT BKITIOYAET KOMIMbIOTEPbI, UHCTPYMEHTAsbHbIE CPeACTBa, NPOAYKTLI U YCAYru
WNT, KOMMYHUKALIMOHHYIO MH(DPACTPYKTYPY U APYIMe TEXHUYECKUE YCTPONCTBA.

lpumep 1 — TexHonozuyecKuii KOHMeKcM, KOMOPLIU MOXem OKa3bieamb efusHue Ha 6e3onacHocmb nNpu-
noxeHull, exio4aem uHgpacmpyKkmypy KiueHm-cepeep, ee6-uHgbpacmpyKkmypy, cemesyio UHgppacmpyxkmypy,
cpedy pazpabomku u uHcmpymMeHmansHble cpedcmea paspabomiu.

TexHONMOrMYECKNiA KOHTEKCT Takke 0OyCnaBrMBaeT BBEAEHWUE B MPUSIOKEHUE ONpPEeAEneHHbIX Mep U
CPEeACTB KOHTPONS M ynpasneHust 6e30nacHOCTbIO NPUIMOXXEHWIA.

lMpumep 2 — Eciu mexHOJI02uYecKuli KOHMEKCM He 8KJTIoYaem MexaHu3M aymeHmucgukayuu TLS 1.07) ons
noddepixku yHKUUOHaNbLHOCIMU «08yCIMOPOHHSSA aymeHmugukayusi», mo ASC Ha ocHoee TLS 1.0 He moaym
6bImb eKIoYeHb! e npunoxernue. Fpynne npoekma npudemcs ebibupame anbmepHamueHsie ASC 01 nosnyye-
HUs1 PyHKYUOHaNLHOU 603MOXHOCMU A8ycmopoHHell aymeHmuguKayuu, ecnu ama yHKYUOHaNbHas 603MOX-
Hocmb mpebyemcst Ha yeneeoM ypoeHe 308epust MPUJIOKEeHUS.

TexHOoNnornyeckuit KOHTEKCT AOSDKEH BKIIOYATb:

a) TeXHOMNOruM, 4OCTYMHbIE AANsi NPOEKTOB MPUIOXEHUA OpraHM3auun.
MHBeHTapHasA OnMUCb TaKWX TEXHONOIMI AOMKHA MOCTOSAHHO O6HOBNATLCA rpynnon ONF yepes oOpartHyio
CBAi3b OT NPeAbIAYLNX NPOEKTOB NPUMNOXEHUN;

D TLS (Transport Layer Security) — NpoTokon 6e3onacHocTy TpaHCNOPTHOMO YPOBHS.
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b) TexHonoruu, TpedyemMble NPUNOXKEHNEM.

MepeyeHb HOBbIX TEXHOMOMMI NMPOUCTEKAET U3 HOBbIX (PYHKLIMOHATBHbLIX TPEBGOBaHUIA, ONpeaeneHHbIX B X04e
Ha4anbHOro NIaHUpPOBaHWA NPOeKTa NpunoxeHus. Takue TpeboBaHuAa AomkHbl AobasnaTbca B ONF, u op-
raHU3auuoHHbIN NPoUecc AoMmkeH obecneynBaTb YBEPEHHOCTb B TOM, UYTO XapakTepucTuku 6e3onacHoCTu
TEXHOMOMMW, HaUENEeHHbIX Ha BbIMONIHEHWE HOBbIX TPEOOBaHWI, NOHATLI U AOKYMEHTanbHO O0POPMIEHbI A0
YTBEPKAEHUS UX BKIKOYEHUS B UHBEHTAPHYIO ONUCHL TEXHOMOMMI OpraHm3auuuy;

C) AOCTYIMHbIE TEXHOMOTUN.

[aHHble TEXHOMOIUU BLIABMAIOTCA B pe3ynsrarte MCCrneaoBaHui, aHanusa TEHASHUMIN 1 MOHUTOPUHIA TEXHO-
norumn.

8.1.2.5 Ponu, 0693aHHOCTU M KBanudumkaums

ONF gomkHa cogepxarb:

a) nepeyvHu n onucaHua Bcex ponen, 06a3aHHoCTeR U HeobxoaMMon NpodheccnoHanbLHON Keanuduka-
LMK BCeX AENCTBYIOLUMX CYOBEKTOB, y4acTBYIOLWMX B co3gaHumn u nogaepxke ONF, n/unu ponen no co3gaHuio
n nogaepxke ASC;

b) nepeyHun n onucaHusi BCex pornen, 063aHHOCTEN U HE0OX0aAUMMON NPodeccMoHanLHON KBanuduka-
UM BCEX AENCTBYIOLMX CyObLEKTOB, BOBIEUYEHHBIX B XXM3HEHHbLIN LIMKI MPUIOXKEHWIA, TAKUX KaK OTBETCTBEH-
Hbl€ 32 MHAOPMALUMOHHYIO 6€30MacHOCTb, PYKOBOAUTENMU MPOEKTOB, aAMUHUCTPATOPLI, NMULA, 3aHUMalLme-
€A NpMobpeTeHnemM NporpaMMHbIX CPEACTB, PYKOBOAMTENW paspaboTku NPOrpamMMHbIX CPEeACTB, BNaaenbLibl
NPUNOXEHWUIA, PYKOBOAUTENM NONb30BaTenen, pa3paboTunku apxXMTEKTYpPhI, aHANUTUKA, NPOrPAMMUCTbI, Crie-
LManucTbl N0 TECTUPOBAHUIO, CUCTEMHbIE aAMUHUCTPATOPbI, aAMUHUCTPATOPbI 6a3 AaHHbIX, CETEBbIE aaMu-
HUCTPATOPbI U TEXHUYECKUI NepcoHarn.

Monutuka B Mmacwrabax opraHusauum Byaetr cnocobcTBoBaTh 06€CNEYEHUI0 YBEPEHHOCTU B TOM, YTO
BCE KPUTUYECKUE PONK AN BCEX NPOLIECCOB pacnpeaeneHbl, Bce 006513aHHOCTY OnpeaeneHbl, KOHDMUKTbI UH-
TepecoB NpeaoTBPAaLLEHbl, 8 HA3HAYEHHbIE HA PONKM nuua obnagarT A0CTaTO4HONW NPOdECCUOoHANBLHON KBa-
nudukaumnen.

8.1.2.6 bubnuoreka ASC opraHusauuu

8.1.2.6.1 OOwwe cBeaeHus

OpraHu3auus JOrmkHa onpefenuTb, Mo KpanHew Mepe, oaHy OubnuoTeky Mep u CpeacTB KOHTPOMS W
ynpaeneHust 6e30MacHOCTbIO NPUNOXeHu. 3ta Gubnuoteka HasbiBaeTcst BUOGNMOTEKON Mep U CpeAcTB KOH-
Tponsa u ynpasneHus 6€30nacHOCTbIO NpunoxexHuin (bubnuoreka ASC). B Hel nepeuncnsaioTcs U JOKYMEHTU-
pyloTCA BCE Mpu3HaHHble opraHudaumen ASC. 3tn ASC BbIBOAATCA U3 CTAHAAPTOB, NyYLUMX NPAKTUYECKUX
npuemMoB, ponen, 06s13aHHOCTEN U NPOdIECCMOHANbLHOM KBanuukauum, GU3HeC-KOHTEKCTA, TEXHONOTUYECKO-
ro U perynsaTMBHOIO KOHTEKCTOB, a Takke cneundukaumin NpunoXxeHun.

Mepebl 1 cpeacTBa KOHTPONS U yripaBneHusa 6e30MacHOCTbIO NPUIOXEHUI B paMmKkax 3Toi GubnuoTteku cu-
CTEMaTM3MPOBaHbI U 0OPa3ylOT HEKOTOPbIE COBOKYMHOCTM B COOTBETCTBUU C 06ECNeYnBaemMbiM UMW YPOBHEM
3awmThl OT yrpo3 BesonacHocTu. Kaxaasi COBOKYNHOCTbL NOMyYaeT METKY, HAa3bIBAEMYIO KYPOBHEM JOBEPUSAY,
KoTOpas UHPOPMUPYET pykoBoauTenen 06 ypoHe 6E30NacHOCTU, 00ECNEeYMBAEMOM KOHKPETHOW ONpeaeneH-
HOI COBOKYMHOCTbIO Mep W CPEeACTB KOHTPONS W ynpasneHus 6e30nacHOCTLIO NPUNokeHuin. Ecnu coBokyn-
HOCTb MEep U CPEeACTB KOHTPONS U ynpaBneHus 6e30MacHOCTbIO MPUINOXEHWUW OMUCLIBAETCA Kak MMeoLlas
HU3KMI YPOBEHb 4OBEPUS, TO OHA 0BecneYnBaeT HU3KMI YPOBEHb 3aLUTbl MHPOPMAaLMOHHON Be30NaCHOCTH.
Ecnu coBOKYNHOCTb MEP U CPEACTB KOHTPONSA U ynpasneHns 6e30nacHOCTbI0 NPUIOXKEHUIA ONUCLIBAETCA Kak
UMEIOLLAs BbICOKMI YPOBEHb AOBEPUS, TO OHA 00eCnevmMBaeT BhICOKUIA YPOBEHb 3aLLuUTbl. YPOBHU AOBEPUS
onucaxbl ganee B 8.1.2.6 4.

N3 6ubnuotekn ASC opraHusauum BbIOMpaTCst TOUHbIE U NOAPOOHbIE ASC Ansa Ka)aoro KOHKPETHOTO
NPOEeKTa NPUMOXKEHUS.

8.1.2.6.2 Mpumep 6ubnuotekn ASC opraHusaumm

Ha pucyHke 5 nokasaH npoctoi npumep 6ubnuorekn ASC opraHusaumu. OpraHusaums B 9TOM MNpu-
Mepe paspabarbiBaeT NpUNoXeHUs AN aBuauuoHHon cdepbl. Bubnuoteka cogepxut Bce Mepbl U CpeacTea
KOHTPONA U ynpaeneHusi 6€30nacHOCTbIO NPUMOXEHUIA, KOTOPbIE HYXHbI OpraHu3auuun Ana peanu3aumm QyHk-
LMOHaNbHbIX BO3MOXHOCTEMN, MyYLUMX NPAKTUYECKUX NPUEMOB, CTAHAAPTOB, MPUMEHSAEMbIX 3aKOHOB W Npea-
nUcaHui.

B arom npumepe opraHusauus onpegenuna Ase cneuudukauumM NpunoxeHuii: 6esonacHoe npoToko-
NMPOBaHWE U OHMAaNHOBbIE NNaTeXu. BU3HEC-KOHTEKCTOM ANA AAaHHOW OpraHusauuv ABNSETCA aBuaLuoHHas
chepa, n opraHusauusa peanusyet craHgapt 6€30nNacHOCTM AaHHLIX MHAYCTPUKM nnatexHoblx kapt (PCI-DSS).
PerynatuBHbIN KOHTEKCT Hanaraet HeobxoAuMMOCTb COOTBETCTBUA ONpederneHHbIM 3akoHam obecneyeHus
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PucyHok 5 — padhmyeckoe npeactasneHne 6ubnnotekn ASC opraHusauymm

NpuBaTHOCTW. TEXHOMOTMYECKU KOHTEKCT MokasbiBaeT, YTO JaHHas opraHv3auus onpegenuna Mepbl 1 cpeg-
CTBa KOHTPONA v ynpasneHus ans SSL-coeguHeHnin n 6ecnpoBOAHON ceTu.

OTOT NPOCTON NpUMep nokasbiBaeT, YTo crneundmrkalmm NPUNoXKEHUA opraHnsauun, a Takke ee busHec-
KOHTEKCT, PerynsTuBHbIA M TEXHOOTMYECKN KOHTEKCTbI ONpeaenstoT cogepxaHune 6nbnmotekm ASC opraHu-
3aunn. Takum obpasom, 6ubnnoteka ASC kaxaol opraHusaumm 6ygeT cneymduyHa AN Kaxaon KOHKPEeTHOM
opraHmsayun.

8.1.2.6.3 Mpouecc co3gaHna 6mdnnotekn ASC opraHmsaum

Mpouecc co3ganuna 6mbnnotekn ASC NpoCT U NErKO MOXeT ObITb BbINO/IHEH AaXe OYeHb HebOoNbLINMU
opraHusaumsamu.

Brnbnuoteka cHavana nycra. ASC fo6aBnsoTCA NOCPeACTBOM FPynnMpoBaHna uxX B rpadbl, COOTBET-
CTByHOLLME HEOOXOAUMBIM YPOBHAM A0Bepus (CM. rpadbl Ha pucyHke 5). OpraHusauym MoxeT notpebosarbes
60/1ee 0HOro YPOBHS A0BEPUA A8 MPUIOXEHUIA.

CospgaHue 6nbnnotekm ASC, yaoBneTBOpAoLWEen KOHKPETHbIM NOTPEBHOCTAM 1 TpeboBaHUSAM opraHunsa-
umn, sensieTcs 06a3aHHOCTLIO rpynnbl ONF.

Brubnuoteka ASC opraHusauum MoXeT GbiTb co3gaHa nyTem aHanmsa HOBbIX WU CYLLECTBYHOLLUX Npu-
NIOXEHWIA opraHm3auun. 3TOT aHa/IM3 BKOYaeT onpejeneHne prckoB 1 TpeboBaHuii 6e3onacHoOCTV 45 npu-
JNIOXEHWIA, a 3aTem BbIGOp nam co3gaHne ASC, oTBevarLLyx 3TUM TpeboBaHusaM. Pe3dynbtaTtom 6yaeT COBOKynN-
HOCTb ASC N5 KaX[0oro aHain3npyemoro npunoXeHus.

OTa coBOKyNnHOCTb ASC MOXET 6bITb cOrfiacoBaHa C cyulecTBytolleli 6ubnnotekoli ASC TpemMs BO3MOX-
HbIMW cnocobamu:

a) nosHas coBokynHocTb ASC B 6nbnnoTeke yxe obecneumBaeT TpebyeMblii YypOBEHb AOBEPUS, B TAKOM
cnyyae B 6ubnmoTeky HUYero He gobasnsercs;
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b) NoOnHO COBOKYNHOCTU MEp U CPEACTB KOHTPONA W ynpasneHus 6e30nacHOCTbLIO NPUNOXEHUN B Gu-
6nuoteke HeaOCTATOMHO AN TPeGyemMoro ypoBHS 4OBEpUA, B TaKOM cnydae Gnbnuorteka moxet ObiTb Nonos-
HEeHa 13 HOBOW COBOKYNHOCTU ASC;

C) M3 HOBOI COBOKYNHOCTM ASC B 6ubnmoteke co3naeTcsa HOBbIV YPOBEHb AOBEPUA.

Takum 06pa3om, pyKOBOACTBYSICb UMEIOLLMMCS OMbITOM, OPraHn3aunsa MOXET NOBTOPHO UCNONbL30BAaTb
Mepbl U CPEACTBA KOHTPONS U ynpaeneHust 6e30nacHOCTBIO OT UMEIOLLMXCA NPUNOXEHUN UK Co3AaTb/Npros-
pPecTu HOBbIE MEPLI U CPEACTBA KOHTPONS U YNPaBIEHUs!, UNU TO U Apyroe BMecTe.

Bubnuoreka ASC opraHusaumm paclLMPSIETCA B OTBET HA 3aMeYaHua U NPEANOXEHUA OT KaXaoro HOBO-
ro NpoeKTa NPUNOoXeHusa, Kak onucaHo B 8.1.3.2.

8.1.2.6.4 YpoBeHb f0BEPUS NPUNOXKEHUA

YpoBeHb AOBEpUS NPEACTaBSAET COOO0M METKY, YNPOLAIOLWYyO0 B3auMOAENCTBUE AENCTBYIOLMX CYyObek-
TOB U3 pa3sHbix cdep ¢ pasnuuHbiMu opmamm obecneveHns 6€30NacHOCTU NPUNOXEHUN B opraHusaumn. OH
onpeaensercs opraHM3auueit ¢ Lenbio OAHO3HAYHON uAeHTUdUKaUMM onpeaeneHHoNn COBOKYNHOCTU Mep U
CpeACTB KOHTPONS U ynpasneHus 6e30nacHOCTbIO NPUIOXKEHUN.

lMpumep 1 — Ha pucyHke 5 opaaHuzayusi onpedesnuna wecmb yposHel doeepusi, npedcmaeneHHbIX Kpali-
HUMU npaebiMu 2paghamu, NPoHymepoeaHHbiMu om 0 do 5.

lMpumep 2 — Ha pucynke 5 ypoeeHb doeepusi 1 onpedensem coeoKynHocmeb U3 mpex ASC, omHocawux-
c51 K OHJIaliHOBLIM N/TameaM, 3aKoHaMm 06 obecrneyeHuu npueamHocmu u SSL-coeduHeHusM. Kpome moeo, Ha
ypoeHe 1 maicke npumeHsitomcsi ASC, omHocsiwuecss K 6e3o0nacHoMy NpomoKosiuposaHuio u 6ecnpoeodHol
cemu (Noka3aHbl cmpeJsIKkaMu C IMOYKoLli).

YpoBeHb ,0BEPUS NPUIOXKEHUI HE ABNSIETCA pe3ynbTaToOM BbIMUCNEHWIA B OTNUYMUE OT KOHLENLUKM PUCKA,
npeacTaensiowlei cobol BbIMMCTIEHHBIN pe3ynbTaT aHanu3a pucka. COOTBETCTBEHHO YPOBEHb AOBEPUA HE
CMY>XUT AOMONHEHUEM AN pUCKa.

YpoBeHb JOBEPUS, CKOpee, CXOAEH C KOHLeNUmel nnaHa obecneveHuns 6e3onacHoOCTU, NpeacTasnsioLLe-
ro COBOKYNHOCTb MEp 1 CPEACTB KOHTPONS U YNPaBNEHUs, CAHKLIMOHNMPOBAHHbLIX OpraHnsaumen Ans CHUXEHUA
pucka, onpefeneHHoro NoCpeaCcTBOM aHanu3a pucka. Takum o6pa3om, ANs Kakaow opraHu3auun ypoBeHb
[OBEPUSA CXOZEH C 3apaHee onpeaeneHHbIM U MHOTOKPaTHO MCNONb3yeMbiM nnaHom obecnevenus 6esonac-
HOCTMU.

OpraHusauus AormkHa onpeaenuTb COOCTBEHHbIN AnanasoH (Mnu obnacTb, UMK LUKany) YpoBHEW J0-
Bepus, KoTopblii rpynna ONF gomkHa CaHKUMOHUPOBAaTb B KAYECTBE BO3MOXHbIX 3HAYEHUI LIENEeBOro YypoBHA
[OBEpUs NPUNOXKeHWH. 3TOT AnanaszoH MOXET ObiTb onpeaeneH niobbiM NOAXOAALLMM ANS OpraHu3auumn 0o-
pasom.

lMpumep 3 — OpeaHu3ayusi Moxem Ucrnosib3oeame Yugpoeskie ypoeHu om 0 do 5, Kak e npumepe Ha pu-
cyHke 5, a Moxkem ucnonb3oeambs 061acmb onpedesieHHbIX 3Ha4YeHul, Hanpumep [HU3Kull, cpedHul, ebICOKuUli]
unu [3eneHbill, xxenmsbil, KpacHbIl]. TakKe opeaHU3ayus Moxem UCMONL308amMb Kpumepuu, OCHO8aHHbIe Ha
Kpumepusix NPUHAMUs pucka.

OpraHu3auus fomkHa onpeaenuTe MUHUManNsHO 4ONYCTUMBIA YPOBEHbL AOBEPUA AN KAKAO0TO U3 CBOUX
npunoxenuii. B UCO/M3BK 27034 ana ugeHTudukauum MUHUMansHo 40nNycTUMOro ypoBHA AoBepus (B Npo-
TUBOMOMOXHOCTb MaKCUMarnbHO AOMYCTUMOMY PUCKY) UCMONb3YETCH HA3BaHWE «HYNEBOW YPOBEHb JOBEPUS».
OpraHusaumsa MOXeT MCMOSb30BaTh No60e Ha3BaHue Ans STOro YPOBHA JOBEPUS.

OpraHu3auus [0KHa OCYLLEeCTBISITb MOHUTOPUHT YPOBHS AOBEPUSA, AOCTUTHYTOrO NMPUIOXEHUSMU, W
NPUMEHSITL KOPPEKTUPYIOLLME MEpPbl, €Crn YPOBEHb AOBEPUSA NOBOr0 U3 NPUNOXEHWI B KAKOW-TO MOMEHT
nagaeT HWKe HYNeBOoro ypoBHs JoBepusl, 0COGEHHO NOCne pasBepThIBAHUA NPUNOXEHUSA.

lMpumep 4 — Ha pucyrke § epynna ONF onpedenuna ASC c HyneebiM ypoeHem doeepusi Onst nobozo npu-
JIo}KeHUs1, ucronb3yiowezo 6e3onacHoe NMPoOMmMoKoupoeaHue unu 6ecripoeodHyro nepedayy. faxe ecnu yene-
8bIM ypoeHeM doeepusi NPUIIOKEHUS, onpedesieHHbIM MymeM aHanu3a pucka Onsi 3Imoeao NpuUIoxKeHus, sensem-
cA Hyneeoll ypoeeHb doeepusi, amu ASC A0JKHbI oCcylecmenssmbCs.

8.1.2.6.5 Mepbl 1 cpeacTBa KOHTPONA U ynpaeneHnss 6e30nacHOCTbIO NPUITOXKEHUN

8.1.2.6.5.1 OGwwue ceeaeHna

Mepbl 1 CpeAcTBa KOHTPOSIA U yrnipaBneHus 6e30NacHOCTbLIO NPUMOXEHUI ABMAIOTCA MaBHBIM NMOHATUEM
B MCO/M3K 27034. OHU UCMNONb3ylOTCA ANSA BBEAEHUSI MEPONPUATUIA Mo o6ecnedeHnto 6e30MacHOCTM B Xn3-
HEHHbI LMK NPUNOXEHUI M NPeaoCTaBnsloOT CBULETENbCTBA, HEOOX0AMMbIE ANA NPOBEPKM UX YCMELUHOro
NPUMEHEHNSI.
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MoHATNE Mep ¥ CPeACcTB KOHTPOSA U ynpaBieHus 6e30MacHOCTbIO LMPOKO UCMOoNb3yeTcs B cdepe UH-
popmaumoHHoi 6e3onacHocTn. B MCO/M3OK 15408-3 1 NIST SP 800-53 ony6/1MKoBaHO MHOXECTBO COOTBET-
CTBYIOLUNX MEP 1 CPEACTB KOHTPONSA U ynpaB/ieHns 6e30NacHOCTbI0, ABASIOWMXCA LWMPOKOAOCTYMHbLIMU.

ASC — 3TO ucnosnb3yemble B MpoekTax MPUOXKeHW A Mepbl W CpefcTBa KOHTPONS W ynpasieHusi
6e30MacHOCTbO, OMpefie/ieHHble C UCMOMb30BaHNEM CTPYKTYypbl, KOTOopas npefcTaBneHa B NocneayoLimx
nognyHkTax. B npunoxeHun B npegctaBneH npumep, WANOCTPUPYIOLWWIA, Kak, UCMOAb3ys CTPYKTypy ASC,
MOXHO OnucaTb Mepbl U CpefcTBa KOHTPONS U ynpasneHus 6esonacHocTbio n3 NIST SP 800-53.

[na opraHu3auuin, peanusylolmx KOHLENUMIO cueHapueB obecrnedveHns [OBepus B COOTBETCTBUM C
MCO/M3K TO 15026-2, ASC nonesHbl 4N yNpoLeHns MeHeMKMEHTa U CBOEBPEMEHHOIO NpefocTaBneHns
CBUAETENLCTB, HEOOXOANMbIX AN NOAAEPXKKU 3asB/EHWIA 1 AOBOAOB O 6€30MacHOCTV NPUIOXEeHWA. fanb-
Hellwasa noafepxka AOBOAOB obecneuynBaeTcs nocnefoBaTeslbHbIM UCMNOb30BAHWEM OpraHusauuveli npeg-
naraemMblX HacCTOALMM CTaHAAPTOM MPOLLECCOB MO CO34aHWI0, YTBEPXKAEHMNIO 1 UCMOb30BaHMI0 kKaxaon ASC.
MockonbKy NosHas coBOKYMHOCTb ASC, BblGpaHHbIX A5 NpoeKTa NPWIOKEHUs, NPOMCTeKaeT U3 aHanunsa pu-
cka 6e30nacHOCTV NPUIOXKEHWI, TO OHa HaNPAMYI0 NOAAEPXKMBAET BbICOKOYPOBHEBbIE 3asB/EHUs, 060CHOBA-
HVSA 1 AOBOAbI O 6e30MacHOCTN NPUNOXEHWIA.

ASC MoryT ncnonb3oBaTtbcsa Ans:

a) obecneyeHnss 6e30MacHOCTM KOMMOHEHTOB MPU/IOXEHWUIA, BKIYasi NporpamMMHble CpeacTBa, AaH-
Hble, COTS n nHpacTpyKTypy;

b) Jo6GaBneHUss MeponpusaTUA No obecneyeHnto 6Ge30nNacHOCTM K mpoueccam, UCMO/b3yeMbIM Ha pas-
HbIX 3Tanax XW3HEHHOro LuKia NPUIOKEHWA;

C) NpoBepkn poneii, 06s3aHHOCTEN 1 KBanudukaumm Bcex AeNCTBYIOWNX Cy6BHEKTOB, BOB/IEYEHHbIX B
NPOEeKT;

d) onpefeneHus KpuTepueB AN OLEHUBAHUA/MPUEMKA KOMMOHEHTOB;

e) copaelicTBusi B onpefeneHnn akTuieckoro ypoBHs AOBEPUS NPUIOXKEHUIA.

Ha pucyHke 6 nokasaHo, 4to ASC npefocTaBnsioT rpynne, paboTawoLeii Hag NPOeKTOM MPUIOXKeEHUs,
MeponpuaTUa no obecneveHnto 6€30NacHOCTU (T. €. CHUXKEHWe WK orpaHuMyeHne KOHKPEeTHOro pucka 6eso-
nacHocTh), a rpynne, 3aHumarwLeinca sepudmnkaynein, — sBepnukalMoHHOEe n3MepeHne (T. e. NOATBEPX-
JeHne nyTem M3y4dyeHus NoAKpennsaolmnx CBUAeTeNbCTB, YTO COOTBETCTBYOLWEE MeponpuaTne obecneyeHus
6e30MacHOCTN YCMeLHO OCYLLEeCTBEHO).

LleneBoii ypoBeHb foBepuUA Tpe6oBaHus 6e30nacHOCTH

PucyHok 6 — KomnoHeHTbl ASC

OTHOCAWAasACca K MeponpuaTusaMm obecnedeHns 6e3onacHocTn Yyactb ASC onpefenseT, Kak peLlatTcs
BOMNPOCHI 6€30NacHOCTN A/1A NPOeKTa NPUNOXKEHUS.

OTHOocAWaAca K n3mepeHusam yactb ASC onpegensieT, Kak AO/HKHbI NPefoCTaBIATLCA CBUAETENbCTBA
TOro, YTO MeponpUATME OCYLLECTBIEHO HaAlexawmm o6pasom, KBaMgLMpoBaHHbIM AeACTBYOWMUM MLOM
N YTO MONyYeHbl OXupgaemble pesynbTarbl.

M MmeponpusaTua, n nsmMepeHusa npefocTasBnsoT CBefieHNs 0 3aTpaTax, KoTopble MOMOryT opraHusauum B
OLEHMBaHUN 1 YyTBEPXKAEHUN OBLLNX PAaCXOA0B Ha Mepbl U CpeAcTBa KOHTPOA M ynpasieHuss 6e30nacHOCTbI0
Mo OTHOLUEHWIO K paccMaTpvBaeMoMy Lie/ieBOMY YPOBHIO [lOBEPUS.

ASC MOryT 6bITb CBSi3aHbl BMECTE N0 CXEMe Tak, YTO MOC/1e BbIMOMIHEHUS MePONpUATUiA HekoTopoi ASC
3a HUMK MOTYT c/iefoBaTb MeponpusaTusa govyepHux ASC. 310 cBolictBo ASC nonesHo 4ns:

a) npefocTaBNeHNs TONIbKO HeobxoAVMMOol MHOPMALUKN Pa3/IMYHbIM AEACTBYIOLNM CyObEeKTaM, CKpbl-
Bas HEHY)XHYIO C/IOXHOCTb;
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b) obneryeHns B3auMOAENCTBUSA MyTEM rpynnupoBaHusi cOOTBETCTBYOLWMX ASC nof onpegeneHHbIMU
3arosloBkaMu, MCrnosb3ys COOTBETCTBYIOWMIA CnoBapb, HanpuMep, NCnonb3ys A3blK 63Heca npu B3aumogei-
CTBUM C PYKOBOACTBOM;

C) copeicTtBuAa pacnpegeneHnto ASC nytem rpynnmpoBaHus NX BO B3aMMOCBS3aHHbIe COBOKYMHOCTMY;

d) obecneuyeHns yBepeHHOCTU B TOM, YTO BCE MEPONPUATUSA NO obecneyveHuto 4OBepust B CBA3AHHbIX
ASC BbINOMHEHbI W HWA O4HO U3 HUX HE 060liaEHO.

Ha pucyHKke 7 nokasaH nprvMep 3TO CXeMaTUYECKOW CBA3M — COBOKYMHOCTb CBSA3aHHLIXABC npeacras-
neHa nog py6pukoli «OHnaliHoBble MnaTexu». B aToM nprmMepe Bce CBSI3aHHbIE C OHMANHOBbLIMY NiaTexamu
ASC MOryT 1CMNO/b30BaTbCA KakK efjMHas COBOKYMHOCTb, W CYLLECTBYIOLLAA C/IOXHOCTb MOXeT ObITb Npu He-
06X04MMOCTK CKpbITA.

ASC — 370 CcnioxHas CTpyKTypa AaHHbIX, KoTopas 6yaeT geTasibHO paccmoTpeHa B MICO/M3K 27034-5:
«CTpyKTYypa AaHHbIX ynpasneHns 6e30nacHOCTbI0 NMPOTOKOSIOB U MPUIOXKEHW». Huwke cnegyeT KpaTkuii 06-
wmin 0630p ASC.

MpumeuvaHne — Xota cTpyktypa ASC Tonbko 6yaet chopmanmsosaHa B MICO/M3K 27034-5, opraHusaumu
MOTYT no-npexHemy obpawarbca kK MCO/M3K 15289 3a pykoBOACTBOM M0 OMpefesieHnio eanHuy, uHpopmauum, cosga-
BaeMbIX BO BPEMS XMU3HEHHbIX LKNOB NPUMOXEHWIA.

8.1.2.6.5.2 VpeHTndumkauua ASC

2neMeHT naeHTudmkaunun ASC cogepxuT cnegyoulee:

a) uHcopmauno 06 ASC: HasBaHue, naeHTMdukaTop, asTop, Aarta, onucaHme ASC nT. 4.;

b) ykasatenu Ha maTtepuHckyto n godepHue ASC (ASC mMoryT 6bITb NpefcTaBieHbl Kak cxemarmyeckas
CTPYKTYpa);

C) yKasaTenu Ha COOTBETCTBYHOLUUIA GU3HEC-KOHTEKCT, PErysiTUBHbIA U TEXHOMOTMYECKU KOHTEKCTbI, a
Takxe Ha crneundmkaumm nNpuaoxeHuii, obecneyvsatowye TpeboBaHmsa 6e3onacHoOCTH 414 faHHoi ASC (cwm.
pUCYHOK 5).

8.1.2.6.5.3 Llens ASC

Llens ASC onpegensieT, «3ad4em» cyllecTsyeT aHHas ASC, a uMeHHo TpeboBaHua 6e3onacHocTu, Ans
peanu3aummn KoTopbixX 6blna paspaboTaHa gaHHaa ASC.

Lens ASC onpegenser:

a) Kakue aneMeHTbl MeponpuaThs No obecnevyeHno 6e30nNacHOCTY AO/MKHbI COo3aBaTb NoATBEpXAato-
LiMe CBMAEeTENbCTBA A1 COOTBETCTBYIOLMX BEPUKDUKALNOHHbBIX U3MEPEHUIA;

b) 0N Kaknx ypoBHel goBepust ata ASC aBnsieTcs 06583aTesbHOM;

C) cneundmkaumm nny TpeboBaHUS NPUNOXEHWI, C KOTOPbIMK cBA3aHa ASC 1 KOTOpble MOTYT CCblnaTb-
€A Ha NpYMeHsieMble MpeanucaHuns, cTaH4apTbl 1 IyUlne npakTu4eckne npuembl;

d) yrposbl 6e30nacHOCTM 1 NPeAnoIoXKeHNs 06 onepaLnoHHON cpeae NPUIoXeHUs.
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ASC MOXeT ObITb CBA3aHa C HECKOSIbKUMW YPOBHAMM JOBEPUS.

lMpumep — Ha pucyHke 5 ASC onpedesnieHa Ha ypoeHe doeepusi 1 Ans mobbix NpunoxeHul, exnovarowWux
oHnaliHoeble nnamexu. O9ma ASC obsizamesnbHa 0515 MoObIX NPoeKmoe pas3pabomKu NpusloxeHul, eKIro4ar-
wux oHnaliHoewle nnamexu, 20e enadenbueM NMPUIIoKeHUs puceoeH yeneesoli ypoeeHb doeepuss om 1 do 2.
Ecnu enadeney npunoxeHus xo4em npuceoums mpemull yeneeoll ypoeeHb doeepusi, mo HyxHa ASC c 6onee
cmpoaum Meponpusimuem o obecreyeHuro 6e30nacHoOCMU U/usu UsMepeHueMm.

8.1.2.6.5.4 Meponpusatue no obecneyeHuio 6esonacHoctu ASC

OTOT aNeMEHT ONUCLIBAET Laru Unu NpPoLeaypbl, HE0OXoaMMbIE ANA peanusauuu meponpuatusa. OH no
MEHbLUEW Mepe JOIDKEH ONpeaensThb:

a) JTo:

1) nonHoe onucaHue MeponpuATMA No obecneyeHunio 6e30NacHOCTH;

2) CrOXHOCTb MEPONPUATUS;

3) apredakThl, co3gaBaemMble B pesynsrare MeponpusaTus. 3Tu apTedakTsl NPesocTaBnAloT CBU-
[eTenbCTBa, NoATBEpXAAloWMe HanM4yme NpoLeccoB UM npoueayp BBEAEHHON Mepbl U cpea-
CTBa KOHTPOMSA U ynpasneHus 6e30nacHOCTbIO NPUIIOXKEHMWIA (T. €. MEPONPUATUA NO obecneveHunio
GesonacHocTn ASC);

4) oxugaemMble pe3ynbTartbl MEPONPUATMIA N0 o6ecneyeHunto gosepua ASC (2 UMEHHO onucaHue
OXMAAeMOoN CUTyaLmn, COCTOSHWUA UMM TOYHOTO 3Ha4YeHus aptedakra, co3aaBaemMoro B pesynbra-
TE€ MEPOoNpUATUSA);

b) kak: MeToa BbINONHEHUA JaHHOTO MEPOMPUATUA W NOMyYeHUA apredpakTa, Takoro kak uaeHTuduka-
LM MCXOZHOTO KOAA, UCNOMb30BaHHOIO ANs peanusauum 6e30nacHbIX COEAMHEHUI ¢ CEPBUCOM YNPOLLEHHOTO
NpoTOKOMna AocTyna k ceteBbiM katanoram (LDAP), naeHtudmkauma 6ubnmortekun, Mcnonb30BaHHOW ANA Wud-
POBaHMWSA, UNN AOKYMEHT, NPEA0CTABNAIOLLMIA PYKOBOACTBO MO BLINOMHEHUIO MEPONPUATUS;

C) rae: uenb MeponpuaTus no o6ecneveHuto 6€3onacHOCTH, Takas kak UCXOAHbIN KOA, NapameTpbl Npu-
NOXEHUS, KOMNOHEHT MHPACTPYKTYPbI, NPOLECC;

d) kTO: Heobxoaumas keanudukauma AeUCTBYIOLLUX CYObLEKTOB, KOTOPbIE AOMKHbI OCYLLECTBNATL AaH-
Hoe meponpusaTue. fencreyowme cydbekTbl 3aBucumMbl OT ASC (BO3MOXHO, B chopme ochuumanbHOro npea-
nMcaHusl), MOTOMY YTO OpraHu3auusa AormkHa obecneunBaTb YyBEPEHHOCTb B JOCTMXKEHUN HEODXOAUMON Npo-
deccroHanbHON KBanuukaumm Ans Kaxaon ponu u codbmoaeHun npuHuuna pasgeneHusi 06a3aHHOCTEN.
ASC aomiHbl ObITb 3aNUCaHbl C TOYHO BbipaXEHHbIM Ha3Ha4YeHWeM NpoBepku NpodeccuoHanbHom ksanugu-
Kauuu,

€) KOraa: ykasaHue Ha onpeAerneHHyl0 AesTENbHOCTb Ha aTane 3TanoHHOW MOAENU XU3HEHHOTO uMKna
6e3onacHOCTU NpunoXxeHui (cMm. 8.1.2.7), koraa AOMKHO OCYLLECTBIATLCS AAHHOE MEePONPUATUE;

f) CKONbKO: pacHeTHass CTOMMOCTb peanu3auuu ASC.

8.1.2.6.5.5 BepudwmkaunoHHoe namepenHune ASC

3pecb NpeacTaBneHo BepupukaLuuoHHOEe u3MepeHue, NPpoBOAMMOE AN MPOBEPKU peanusaumu cooT-
BercTByloLen ASC. BepudukaluoHHOE n3MepeHue no MeHbLIEN MepPe AOIDKHO ONpeaensiTh:

a) JTo:

1) nonHoe onucaHne usmepenusi 6e3onacHoCcTn. ITO ONUCaHWUE ONpPEAEnseT, Kak Bepuduuupyer-
CA CyLWeCTBOBaHUE M NPaBUIILHOCTbL apTedakra, co3aaBaeMoro B pesynsrarte peanusaumm ASC;
2) CNOXHOCTb U3MEPEHUST;

3) apredakT, cosgaBaeMblii npyu usMepeHun. IToT apredakT NpegocTaBnseT CBMAETENbLCTBRA,
Heobxoaumble Anst AeMOHCTpauun Bepudmkaumum ASC;

4) oxmaaemble pesynsrarbl (ONMcaHue CUTyaumm, COCTOSIHUS UIM TOYHOTO 3Ha4YeHus aptedakTa);

b) kak: MeToA BbINOMHEHMS AAHHOIO U3MEPEHUS U MOoNyYeHus aptedakra, Takol Kak UHCTPyMEHTanb-
Hble CPeAcTBa U YCTAHOBKM MPOBEPKU KOAA UIU JOKYMEHT, NPEAOCTaBNSIOLLMIA PYKOBOACTBO NO BbINOMHEHMUIO
M3MEPEHUS;

C) rae: uenb sepudukaumum, a UMEHHO TOYHbIE XapaKTepUCTUKM apTedpakTa, co3aaBaeMoro COOTBET-
cTyiowen sepucuumpyemoin ASC;

d) kT0: HeoOxoaumas npocheccmoHanbHas Keanugukauma AelCTBYIOWLUX CYyObLEKTOB, y4aCTBYIOLLMX B
Bepudmkauuu. fencreyiowme cybbekTbl 3aBucMMbl 0T ASC (BO3MOXHO, B popMme ohuumanbHOro npeanu-
CaHus), NoTOMYy YTO OpraHuM3auus JorkHa obecnevnBaTb YBEPEHHOCTb B JOCTWKEHUU HEOOXOAMMON npo-
deccmoHanbHON kBanudukaLmmM Ang Kaxaow ponu u B cobniogeHun npuHuuna pasaeneHus o6s3aHHOCTeN.
ASC pgomitbl 6bITb 3aNUCaHbI C TOYHO BbIPAXXEHHLIM HA3HA4YeHWEM NPOBEPKU NpoheCCUoHanbHoM kBanugu-
Kauuu;
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€) Korja: ykasaHue Ha onpefeneHHyIo AeATeNnbHOCTb Ha STane 3TanoHHOW MOAENM XU3HEHHOTO LMKNa
6e3onacHOCTH NpUNoXeHWn (cM. 8.1.2.7), Koraa AOIMKHO OCYLLECTBATLCA AaHHOE u3MepeHue. Mpu Heobxo-
AUMOCTU 3TO U3MEPEHME MOXET OCYLLECTBAATLCHA NEPUOANYECKH;

f) CKOMbKO: pac4yeTHasA CTOMMOCTb BbINOMHEHUSA OAHOTO BEPUDPUKALMOHHOIO N3MEPEHUS.

8.1.2.7 3T1anoHHasi MoAenb XXU3HEHHOTO LuKria 6€30MacHOCTU NPUNOXEHWUN

8.1.2.7.1 O6wasn nHdopmauus

OpraHusauus, GU3HEC KOTOPOW BKMIOYAET pa3paboTKy, ayTCOPCUHT UMM NPUOBPETEHUE MPUTIOKEHUI,
OBBIYHO UCNOMb3YET CTPYKTYPY OMNpeAeneHHbIX MPOLECCOB UMK AEeATENbHOCTM, CUCTEMATU3UPOBAHHYIO MO
aTanam. 3Ta CTPYKTypa 00bIYHO HA3bIBAETCA «MOAENbIO XXU3HEHHOTO LUKnay». Ho B 3aBMCUMOCTU OT KOHTEK-
CTa ee eLle HasbIBaloT «MOAENbI0 XMU3HEHHOTO LMKNA MPUIIOKEHUAY, NMMOO «MOAESbIO XKM3HEHHOTO LIMKNa
cuctemy, NMbo «MOAENbIO XKM3HEHHOTO LiMKNa NPOorpamMmmHbIX CPeACTB». ITO HE HOBOE NOHSATUE, BBEAEHHOE
NCO/MOK 27034, ero onpeaeneHne MoxHo Hautn B UCO/M3K 12207 n UICO/M3K 15288.

Takaa Mmozienb 00bIMHO YHUKANbHA AN KOHKPETHOM OpraHn3auuu U npucnocobneHa k ee TpeGoBaHusM.
OHa ncnonb3yeTcsi 1 COBEPLUEHCTBYETCA B TEYEHME MHOTUX NET.

>Ku3HEHHBIW LMKN ONpeeneHHOro NPUIIMKEHUs, T. €. Pa3BUTHE MPUNOXKEHNUS OT 3aMbiCna A0 CHATUA C
aKennyarauuu, npeacTaBnsaer co00M KOHKPETU3ALMIO MOAENN XXU3HEHHOTO LIMKNA OpraHnu3auuu.

B opraHu3sauusax co CrOXHON CTPYKTYPOI pasnuyHbie rpynnbl, BO3MOXHO, ByAyT UCNOMNb30BaTb Pa3Hbie
MOAENN XN3HEHHOTO LKA NPUNOKEHUI AN pasHbiX NPOEKTOB. Tak YaCTo NPOMCXOAUT B KPYNHBIX AeLEHTpa-
NIN30BaHHbLIX OPraHM3aLuax unu opraHnsaumax, cpopMmMpoBaHHbIX NyTeM CnusiHus. B apyrux opraHusaumsx
OyayT paspabarbiBaTbCA pa3fMuHbIe CMELManu3MpoBaHHble MOAENM XU3HEHHOTO LMKNa NPUNOXEHUI, OTHO-
cALMECs K OnpeaeneHHOMY KOHTEKCTY MPUIOXEHUN, HanpuMep, BeO-NpuUnoxeHusl, Nnpunoxexus, paéoraio-
Lue B pexxmme peanbHOro BPEMeHU, BCTPOEHHbIE NPUNOXEHUS, MEAULIMHCKUE NMPUIOXKEHUA U T. 4.

MeponpusTusi, 0CyLLIECTBNSIEMbIE HA PA3NU4YHbLIX 3TaNax >XM3HEHHOTO LMKIA NPOrpamMmHbIX CPeAcTB
UNKU CUCTEM, SABMSIOTCH 4acTbi0 MPOLECCOB B Macwrabax opraHusauuu, KOTOpble AOMKHbI COOTBETCTBO-
BaTb HOPMAaTUBHLIM TpeboBaHusiM, npeacrasneHHeim B MICO/MOBK 12207 u ICO/M3K 15288. Kpome Toro, B
NCO/M3K TO 24748 npeactaBneHoO AONOMHUTESNbHOE PYKOBOACTBO U ONMUCAHbI MOAENM KU3HEHHOIO LMKNa
paspaboTku CMCTEM M NPOrPaMMHBIX CPEACTB, 3Tanbl XXM3HEHHOTO LKA U UX CBSI3b C NPOLIECCaMU XKU3HEH-
HOTO LuMKna.

NCO/M3K 27034 He peKOMEHAYET U3MEHATb MOAENMN XUIHEHHOMO LMKNA NPUIMOXEHUI OpraHu3aLuu.
Bmecto atoro ICO/M3K 27034 pekoMeHAYeT A0OaBNATb K AEATENbHOCTU, OObIYHO BbINOMHAEMON HA aTanax
onpeaenseMon opraHusauuein MoAenu XM3HEHHOTO LMKNa NPUNoXeHun, MEPONpUsTUs], HasbiBaeMble «Mepa-
MU M CpefCTBaMU KOHTPOSIA M ynpaeneHus 6e30nacHOCTbIO NpunoXxeHuii» (ASC).

Kak paHee oTmevanocs B 8.1.2.6.5, ASC BkniovatoT ykasatenu Ha onpeaeneHHble MOMEHThI 3Tana »u3-
HEHHOrO LiMKna, COOTBETCTBEHHO ONPEAENss, «KOraay AOMKHbI BbIMOMHATLCA MEPONpUsTUA No obecneyeHuto
6e30nacHOCTU U BEPUPUKALMOHHBIE U3MEPEHUS.

B HacTosLee BpeMsA CyLLECTBYET MHOTO MOAENEN XXU3HEHHOTO LIMKMA NPOrPaMMHbIX CPEACTB U CUCTEM,
13 KOTOPbIX OpraHU3auUMsa MOXET genatb BbIOOp C y4ETOM CBOMX BHYTPEHHMX MOTPeGHOCTEN. YNOMUHAHUE
UX BCEX unu BblgeneHne Gonee npeanoytutenbHbix B MCO/M3K 27034 HEBO3MOXHO U HexxenaTenbHo. Co-
OTBETCTBEHHO HEBO3MOXHO BKMIOYUTL B craHaapt ASC, HanpsiMylo yKasbiBaloLlylo Ha aTarn, npouecc unu
MeponpuATNe B KOHKPETHON MOAENN XU3HEHHOTO Unkna. O1o caenano 6bl koHuenuuio ASC MCO/M3K 27034
MEHee AOCTYMNHOW ANS LUMPOKOTO KPyra opraHu3aumii.

B HacTodLeM cTaHgapTe npeacTaBneHa STanoHHas MOAENb XU3HEHHOro uukna 6e3onacHocTy npuno-
YKEHWI B KAYECTBE CTaHAapTUM3MPOBAHHON CCbINKK ANna Ao6aBneHns ASC Kk MEPONPUSATUSIM, OCYLLECTBSIEMbIM
ANA MEHEeMKMEHTa NPUMOXEHWIA, NOATOTOBKM K paboTe u dKkCnnyataumum NPUnoXKeHuin, MeHeaKMeHTa uHdgpa-
CTPYKTYpPbI U ayauTa npunoxeHuin. flaHHaa moaens ABNSETCH NpefacTaBneHnem obLmx aTanos U Meponpus-
TUIA, 0ObIMHO MPUCYTCTBYIOLLMX B MOAENSX XM3HEHHOTO LMKNa NPUMOXKEHUN.

3T1anoHHasA MoAerb XXU3HEHHOro LMkna 6e30nacHOCTU NPUNOXEHUA He orpaHMYmMBaeTcs paspaboTkoin
nporpaMMHbix cpeacTs. OHa Takke 3aTparuBaeT MeponpuUsTUSt U3 APYrux cdep, Takux kak KoprnopaTtuBHoe
yrnpasneHue, noaaepxka nporpaMMHbIX CPeaCcTB U UH(PPACTPYKTYPbl, MEHEAXKMEHT NPOEKTOB, ayAUT N KOH-
TPO~b.

Llenb aTanoHHO| MOAENU XXU3HEHHOTO Lukna 6e30nacHOCTU NPUIOXEHWI COCTOUT B:

a) COAENCTBUM OpraHu3aumu B NOATBEPXKAESHUUN MPABUMLHOCTU KAXKOO0M MOAENU KM3HEHHOTO LIMKNA ee
NPUNOXEHUIA MyTEM ONpeaeneHns BCex NpoLECCOB 1 AENCTBYIOLMX CYyOBEKTOB, NOTEHLIMANbHO BOBNEYEHHbIX
B 0obecneyeHne 6e30NaCHOCTU NPUIOXKEHUIA;

b) copeiictBun opraHusauum B 06ecne4eHum yBEPEHHOCTU B TOM, YTO BOMNPOChHl 6e3onacHOCTH Haane-
)almm 00pa3om paccmMaTpuBalOTCS Ha BCEX STanax XXM3HEHHOTO LUKNa NPUNOXEHUIA;
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C) cogelicTBUM OpraHu3auuy B CBEAEHUM K MUHUMYMY pacxofoB W NOCNeACTBUA OT BBEAEHUA NpPaKTu-
yecknx npuemoB NCO/M3IK 27034 B ee NpoeKTbl NPUNOXEHNIA B KAYECTBE MOAAEPXKN CYLLECTBYOLWMNX moge-
Nen XN3HEHHOTo LuKna NpuaoXeHui;

d) mpepocTaBneHuMn opraHusauuy cTaHAapTHOW Mogenu A5 KONNEKTMBHOMO ncnonb3osaHus ASC rpyn-
namy, 3aHUMaKLWNMNCSA NPOeKTaMu NPUNOXEHUA, HE3aBUCUMO OT Pa3/IMUHbIX MoAesneli XU3HEHHOro uukia
NPUNOXEHWIA;

€) npepocTaB/ieHMM OpraHusauum cTaHgapTHOW Mogenun ANs KONEeKTUBHOro ncnonb3oBaHns ASC Bme-
CTe C ApYrMMU opraHu3aunsimum, He3aBUCMMO OT Pas/INUHbIX MOLENEN XUZHEHHOTO LuKNa NPUIOKEHUN.

pachnueckoe npepcrtaBneHne 3TANIOHHON MOLENU XM3HEHHOIO LuMKna 6e30MacHOCTU MNPUNOXEHUA,
npepnaraemoin MCO/M3K 27034, noka3aHO Ha PUCYHKe 8.

YDOBHVI JTasioHHad MOoAelb XXU3HEHHOTO UuKnia 6e30nacHocCTH npvlno>|<eH|/||7|
MeHepKMeHT ( MeHeaKMeHT NoAroToBKN Npunoxennii k p a6~ XK . MeHeAXXMEHT aKcnayaTauun npuaoxXeHui
npunoxennit
A
AyTCOpPCUHT
MopgroToska
K pagote ' Mogrotoska HW Paspa6oTka Bsoa A ADXMBUMPOBAHNE™) b AHUUTONXEH UE)———r
u skcnnyaTauus A P B,qeﬁCTBMQK *"Mcnonb3osaHne” Ap: p ) > AHUUTOXEH Me)
NPUNOXEHWA
(MpnobpeTexune
IMeHepxMeHTY
MeHef)XMeHT obecneyeHuns WHPPaCTPyKTYpblb
MeHegKMeHT o
MHPACTPYKTYpbI MHPPaCTPYKTYpPbl NPUNOXEHNI L akcnnyataum P CHATE C akennyaTauuu
YrpunoxeHuit/
Ayaut
npuoXeHni z AyanT NOArOTOBKW MPUOXEHWUiA kK paboTe X AyanT aKcnayaTaLuu NpunoxeHui \Y
MoaroToska i Peanusayna o Bsog MCnonL3oBanne | anyyepposanme «  YHUUTOXEHME
| B fleiicTBue 1 nogaepxka
I — )
n OTanbl NoArotoBku k pabote X A OTanbl akcnayatauum -t
J J \J J
[elicTeytowne M M M M
Cy6beKTbl Pone 1 Ponb 2 Ponb 3 Ponb 4 Ponb n

PucyHok 8 — BbICOKOYpOBHEBas 3Ta/lOHHAaA MOAE/b XXU3HEHHOro Lukaa 6e30nacHOCTU NPUIOXEeHUN

OpraHusauma gomkHa onpeaennTb YCTOWYMBOE COOTBETCTBME MeXAy OnpefeneHHbIMU B 3TOW 3TanoH-
HO Mogenu atanamu M MeponpuUATUAMMK, a Takke aTanamMy U MeponpuATUAMU, YXe WCNONb3YHLWUMUCS B
KaXXA0W 13 cOB6CTBEHHbIX MOAeNen opraHnsauun. 3To gaeT BO3MOXHOCTb yKa3aTb, B KAKO MOMEHT CO6CTBEH-
HbIX 3TanoB M MeponpuUATUIA opraHmnsaunm npumeHsatoTca ASC.

Mpynna ONF 6ygeT ocyuwecTBAsaTb pacnpegenedme ASC B aTa/lOHHON MOAEsnN XU3HEHHOro Lukna 6es-
onacHoOCTW NpUIoXeHUin. 1o pacnpegenerHve bygeT cnocobcTBoBaTh 06€CNevYeHnto yBepeHHOCTU B € ANHOO-
6pa3HoM co60AEHNN MUHUMANBHO NpuemneMblXABC 415 LeneBoro yposHsa AOBEPUS BO BPEMSA Hayas/lbHOIo
NNaHMpPoOBaHNA ANA KaXAOro NpoekTa NpuioXeHna opraHusayuu.

OTa aTanoHHas Mogfesnb No ropu3oHTann pasfenseTca Ha ABa OCHOBHbIX 3Tana: NoAroToBka k paborte —
OCYLLEeCTBNATCA MEPONPUATUSA NO NONYYEHNIO NPUIOXEHNSA U BBOAY €ro B AelicTBMe, 1 aKkcnayarauma — ocy-
LLecTBMATCA MeponpuATUSA, BbiINOJIHAEMbIE NOC/e BBOAA B AelicTBue.

dT1anbl NOArOTOBKM K paboTe u akcnayatauuun ganee AenaTcsa Ha cnegylowme ctagum:

a) aTan NoAroToBkM K paboTe COCTOMT M3 Tpex cTafuii: MOArOTOBKA, peanv3auusa 1 BBOA B AeliCTBUE;

b) aTan akcnayatauum COCTOWUT M3 TpeX CTaAuil: MCNonb30oBaHWe U NOALEPXKKA, apXnBMpoBaHue, YHU-
YTOXeHMe.

[JaHHaa aTanoHHas mMoAenb NO BepTuKanu pasfeniieTcs Ha YeTbipe OCHOBHbIX YPOBHSA:

a) MEHEeXXMEHT NPUIOXKEHWI: 3TOT YyPOBEHb COCTaBAAT MeponpuaTus u3 cdepbl KOPNnopaTtuBHOrO
ynpaB/ieHns, Takue Kak MeHe[XMEHT MPOEeKTOB U MeHeKMEHT 3KcnayaTauum npuioxeHunin. Takme mepo-
NpUATUA 06bIYHO OCYLLECTBAKTCA B pamkax npoueccos, onpegeneHHbix B CMUB opraHusauunm;
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b) noarotoeka k paGote u aKCnnyaTauusi NPUIIOXKEHWIA: 3TOT YPOBEHb COCTaBAAIOT MEPONPUATUSA, CBSI-
3aHHbIE C NOAFOTOBKOW K paboTe U UCNoNb3oBaHUEM CaMOro NPUNOXEHUs. Takne mMeponpuaTus 00bIYHO OCY-
LLIECTBMAIOTCA B paMKax npoueccos, pekomenayembix MCO/M3K 15026, NCO/M3K 15288, MICO/M3K 12207
n NCO/M3K 21827;

C) MEHEeMKMEHT UHPACTPYKTYPbI: 3TOT YPOBEHb COCTABMSIIOT MEPONPUATUA, CBA3AHHbIE C MEHEDKMEH-
TOM NOAAEPXMBAIOLLEN NPUNoXeHue nHPPacTpykTypbl yenyr UT opraHn3auun. Takue meponpusitust 00bIMHO
OCYLLECTBNAIOTCA B paMKax NpoLECCOB, peKOMEHAYEMbIX TakuMu crtaHaapramu, kak MICO/M3K TO 20000-4,
1 PyKOBOACTBaMM, Takumu kak ITIL!);

d) ayauT NpuNoXeHnit: 3TOT YPOBEHbL COCTaBIIAIOT MEPONPUATUS, CBA3AHHbLIE C KOHTPONeM u Bepudu-
Kauuen. Takue MeponpuAaTUs 0ObIMHO OCYLLIECTBNISIIOTCA B paMKaXx NpPOLECCOB, PEKOMEHAYEMbIX TAKMMU CTaH-
aaptamm, kak MCO/M3IK 15288, NCO/M3BK 12207, u AOKYMEHTaMM NO OTPacfieBOW NpakTUKe, TakKMMKU Kak
craHgapt CobiT.

OenicTeyolmMy cybbektamn ABRAIOTCA BCEe MULA, YYacCTBYIOLUME HA BCEX JTanax BCEX YPOBHEW MO-
Jenu, TakMe Kak pykoBOAUTENU NPOEKTOB, pa3paboTumMku, CUCTEMHbIE aAMMHUCTPATOPbI, aAMUHUCTPATOPDI
6a3 gaHHbIX, PyKOBOAUTENW NONb30BAaTENEN, BNaaenbLbl NPUNOKEHUIA, ayAUTOPbI, KOHEYHbIE MONbL30BATENM,
TEXHUYECKUI NepcoHan, o6ecneunBaloLLui NOAAEPXKKY, CETEBLIE aAMUHUCTPATOPLI U T. 4.

Meponpuatusi, 06bIMHO OCYLLIECTBAAEMbIE HA dTanax STarlOHHOW MOAENU XXU3HEHHOTO Uukna 6esonac-
HOCTU NMPUNOXEHUN, NPeACcTaBNeHHON Ha PUCYHKE 8, ONMNCBIBAIOTCH HUXKE.

8.1.2.7.2 MeHemKMEHT NOAroTOBKW NPUITOXKEHUI Kk paboTe

MeponpuaTus o MEHEeI>KMEHTY NOArOTOBKM MPUIOXKEHWIA K paboTe 0CyLLIEeCTBNSAIOTCS PYKOBOAUTENSAMM
NPOEKTOB U PYKOBOAUTENAMM OPraHu3auMm Ha 3Tane noaroToBKM K paboTe >KM3HEHHOTO LIMKNA NPUNOXEHUN.

Takue meponpuaTus 0BbIMHO OCYLLECTBIIAIOTCA KaK 4acTb NpOLIECCOB B Macilutabax opraHusaummn. Oxu
BKITIOYAIOT NPOLIECChl NPOEKTMPOBAHMA NPOrpaMMHbIX CpeacTs us onpeaensemMoin MCO/MIK 12207 rpynnbl
NpoLEeCcCoB, CBA3aHHbIX C NPOEKTaMu, Takue Kak NpoLecc ynpasneHus TPYAO0BbIMU pecypcamu, npouece nna-
HUPOBAHUA NPOEKTa, NPOLECC OLEHKM U KOHTPOSIAA NPOEKTa U NPOLECC yNpaBreHusl NPUHATUEM PELUEHUN.

8.1.2.7.3 MeHemKMEHT aKcnnyataLuu NPUNoXeHn

MeponpuATna No MEHEPKMEHTY SKCNyaTaLmu NPUMOXKEHUI CBSA3aHbl C MEHEAXXKMEHTOM U UCNONb30Ba-
HUeM NPUINOXEHUI Ha 3Tane aKennyarauuu.

Takne meponpusaTUsi 06bIMHO OCYLLECTBIISIOTCA KaK 4acTb NPOUEcCcoB B Maclutabax opraHusaummu. OHu
BKITHOYAIOT MPOLIECCHI NPOEKTUPOBaHKA NporpaMMHbIx cpeacts 3 MCO/M3K 12207, Takme kak npoLecc ynpas-
neHust UHopMaLmen 1 NPoLIeCC NPUHATUA PELLEHWIA.

OGbIYHO 32 MPUMOXKEHWE OTBEYAET ero Brnagenel, KOTOpbIi MOXET MPUHSATb peLleHue O pasaerneHun
4YacTu 9TOW OTBETCTBEHHOCTU C APYrUMU AEUCTBYIOLLMMU CyObeKTamMu, TaKUMU KaK PyKOBOAUTENM MONb30Ba-
Teneu.

M3MeHeHMs NpunoXeHun Ha stane sKcnnyarauuu, HanpuMep, U3MEeHEHUs, NpoucTeKaroLme M3 HOBbIX
perynaTuBHbIX TPEGOBAHUI MK YIPO3, AOHKHBI MHULMMPOBATLCS BNaaenbLeM NPUNOXKEHWUI, OTBEYAIOLLMM 33
obecneyeHne yBepeHHOCTU B TOM, YTO NPUINOXEHUS Haanexallmm o6pa3om U MOCTOSTHHO YUNTLIBAKOT MEHSIIO-
wmecs notpebHoCcTH 6e30MacHOCTU OpraHM3aumu.

Bnarogapsa aTum npoueccamMm Bragenew npunoxeHun npeaocrasut ana CMUB opranHusaumm Heobxo-
AWMble CBMAETENbCTBAa, 06ecneynBaioLye yBePEHHOCTb B PELLEHUM BOMPOCOB KOPMOPaTUBHOIO yNpaBneHus
NPOEKTaMu NPUNOXKEHUN.

8.1.2.7.4 MMoaroToBKa

Ha atane noaroToBku rpynna, 3aHUMaloLLAACA NOArOTOBKON K paboTe, OCyLIeCTBNSAET NOArOTOBUTENb-
Hble MeponpuaTus. Takme MeponpuATMs 0ObIMHO OCYLLIECTBNSIOTCA Kak YacTb NPOLECCOB B MacluTtabax op-
raHuzauuy. OHW BKNIOYAIOT Takue NpoLecChl MPOEKTUPOBAHMS NPOrPaMMHbIX CPEACTB, KaK NpoLecc MeHea-
XXMEHTa peLLeHUd U NpoLecc MeHemkMeHTa uHopmauum (cm. NCO/M3IK 12207, 6.3.3 u 6.3.6).

8.1.2.7.5 MoaroToBuTENbHLIE NPOLIECCHI

MoaroToBUTENBHBLIE NPOLECCHI BKMIOYAOT MEPOMNPUATUS, OCYLLECTBIsIEMbIE Ha STane NoAroTOBKU Npo-
eKTa MpUnoXxeHus.

M pumMmevyaHune — HO,D,FOTOBI/ITeanbIe npouecchl BKMKOYaKT npouecChl NPOEKTUPOBaHUA NpPOorpaMMHbIX

cpencts n3 MCO/MOIK 12207, Takue Kak npouecc onpefeneHunsa TpebosaHnii NnpuiacTHLIX CTOPOH, aHanus TpeGosaHuii
CcUCTEeMBI N MeHeLXMeHT pucka (cM. MICO/M3IK 12207, 6.4.1).

D ITIL (Information Technology Infrastructure Library) — 6u6nuoteka nepefoBoro onsITa B 06NacTu HdopMaLy-
OHHBIX TEXHOMOTUA.
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8.1.2.7.6 AyTCOpCUHr

Ha srane peanusauum rpynna, 3aHMMalOLLIAsACA NOATOTOBKON K paboTe, OCyLIEeCTBNAET MEPONpUSATUS,
CBSI3aHHbIE C peanu3aumen nporpammHbIX cpeacts. Ecnu HekoTopble MeponpuaTusa peanusauuM opraHusa-
LU OCYLLECTBRSIET YepE3 ayTCOPCUHT, TO ANA AOCTUXKEHUA LENEBOI0 YPOBHS J0OBEPUS NPUIOXEHUS, BO3MOX-
HO, noTpebyeTca 100aBUTbL K MEPONPUATUAM peanusauuu cneuumanbHble ASC. [o3TOMy 9TanoHHas Moaersnb
JKU3HEHHOTO LiMkna 6e30nacHOCTW NPUMNOXEHUI BKAIOYAET OnpeaerneHHyIo cdepy AeATensHOCTH Ang ayTcop-
CUHra.

Takue meponpusiTusi 06bIMHO OCYLLIECTBAAIOTCA KaK YacTb NpoLeccoB B maclutabax opraHusauumn. OHu
BKIMIOYAIOT NPOLIECCHI NPOEKTMPOBaHUA NporpaMmHbIX cpeacts nsa MCO/M3K 12207, Takue kak npouecc npu-
obpeTeHusi, NpoLUecc MEeHeIKMEHTa AOKYMEHTaUUU NPOrpamMmMHbIX CPEACTB, NPOLIECC MEHEIKMEHTa KOH(U-
rypauuu nporpamMmmHbIX CPEACTB U NPOLECC MeHeAKMEHTa pucka.

8.1.2.7.7 Pa3pabortka

Ha arane peanusauuu rpynna, 3aHUMAaloOLLAACa NOATOTOBKOM K paboTe, OCYLLECTBMSET MEPONPUATHS,
CBsi3aHHble C BHeApPeHMEM NPOrpamMmMHbIX cpeacTs. Ecnu opraHusaums oCyLLECTBRSET HEKOTOPbIE U3 TakUx
MepOoNpUsTHii cBOUMM cunamu, To ASC, ao6aBneHHble K MEPONPUATUSIM NO BHEAPEHUIO, MOTYT OTNMYATLCA
OT TeX, KoTopble 06aBNAIOTCA B CIly4ae NPUoBpeTeHna nnu ayTCopCuHra BHEAPEHNS: KOMIMOHEHTOB NPUIIOXKe-
HUiA. Mo3TOMY 3TanoHHas MOAEeNb XM3HEHHOro uukna 6e30NacHOCTU NPUIIOXKEHUI BKITIOYAET ONpeaeneHHyIo
obnactb MeponpuaTuii paspaboTku ¢ nocneaywLlen peanusaumeii NporpaMMHbIX CPEACTB CUMaMKU OpraHu-
3auun.

Takue mMeponpusiTus 0ObIYHO OCYLLECTBIIAIOTCA KaK YacTb NPOLECCoB B MacluTabax opraHusauumn. OHu
BKITIO4AIOT NPOLECChl MPOEKTUPOBaHUA NporpaMmMHbIX cpeacts 3 MCO/MOIK 12207, Takme kak npouecc Mme-
HEePKMEHTa pucka, NPOEeKTUPOBAHUE HA YPOBHE apXUTEKTYPbl CUCTEMbI, NPOLIECC apXUTEKTYPHOTO NPOEKTU-
poBaHuA NpPorpaMMHbIX CPEACTB, NPOLECC AeTanbHOro MpPoeKTUPOBAHUA MPOrpaMMHbIX CPEACTB, NPOLECC
€034aHusi NPOrpaMMHbIX CPEACTB, NPOLECC MEHEMKMEHTa AOKYMEHTALMKN NPOrpamMMHbIX CPeacTB, NpoUecc
MEeHe>KMEeHTa KOHdurypaumm nporpaMmMHbIX CPEACTB, NPOLEcc BepuduKaumMm nporpamMMHbIX CpeacTs, nNpo-
LecC yTBepXaeHust NporpaMmMHbIX CPEACTB, NMPOLIECC NPOBEPKKU MPOrpamMMHbIX CPEeACTB, NPOLECC AOMEHHOIO
NPOEKTUPOBAHUSI U MPOLIECC MEHEIPKMEHTA NOBTOPHOIO MCMONMb30BaHNUSA aKTUBOB.

8.1.2.7.8 Mpuobpetenne

Mpynna, 3aHMMalOLLAACa NOATOTOBKON K paboTe, MOXET OCYLLEeCTBAATb MeponpuaTua no npuobpete-
HUIO C LIEMNbIO BHELLUHErO NONyYeHUs unu npuobpeTeHns NpoayKTa n/unu yenyru, oTeeqaoLmx norpedHoCcTaM
opraHusauuu. K aTum Meponpustusm moryT Aobaenatbes cneunansHele ASC. MoaTomy aTanoHHas Moaenb
JKU3HEHHOTO UMKna 6e30nacHOCTM NPUITOXKEHUIA BKIIOYAET OnpeaeneHHyo cdepy Ansa MepPONpUsTUiA Mo npu-
0BpeTeHuto ¢ nocneayoLen peanusaumeii NpuoBPETEHHBIX KOMMOHEHTOB NPUMOXKEHUN.

Takne meponpusiTus 0ObIMHO OCYLLECTBASIOTCA KaK 4acTb NpoLeccoB B Macwrabax opraHusaummu. OHu
BKITIOHAIOT MPOLIECCHI NPOEKTUPOBAHNUSA NPOrpaMMHbIX cpeacts u3 MCO/M3BK 12207, Takne kak npouecc npu-
obpeTeHns, NpoLecc MEHEXKMEHTA JOKYMEHTaUUM NporpamMmMHbIX CPEeACTB, NPOLUECC MEHEIKMEHTa KOH(U-
rypauuu nporpamMmMHbIX CpeacTB, NPOLECC MEHEIKMEHTa pUcka U NpoLecc peanuiauuu.

8.1.2.7.9 Bsog B AeiicTeune

Ha atane BBOAa B AeliCTBMUE rPyNnow, 3aHUMAIOLLENCA NOATOTOBKON K paboTe, oCyLeCTBNSIIOTCA Mepo-
MPUATUA NO NOATrOTOBKE, KOHAPUIYPUPOBAHUIO, TECTUPOBAHUIO U Pa3BEPTLIBAHMIO MPUIOXKEHUS B ONEpaLMOH-
HOI cpeae, onpeaensemMon opraHm3aumeil.

Takue MeponpuaTUs 0ObIMHO OCYLLIECTBRSAKOTCA KaK YaCTb NpoLEeccoB B Macwuitabax opraHusaumu. OHu
BKIIOYAIOT NPOLECChl MPOEKTUPOBaHUA NporpaMmMHbIx cpeacts 3 MCO/MOIK 12207, Takme kak npouecc Me-
HeIKMEHTa KOHMIrypaummu nporpaMMHbIX CPEACTB, NPOLIECC UHTErPaLmm CUCTEMbI M NPOLIECC NPOBEPKM CO-
OTBETCTBMSA CUCTEMbI TEXHUYECKUM YCIOBUSAM.

8.1.2.7.10 Vcnonb3oBaHue

Ha atane ncnonb3oBaHusi u NOAAEPXKU OCYLLECTBISIIOTCS MEpPONpUsITUSl, CBA3aHHbIE G (haKTUYECKUM
UCNONb30BaHMEM MPUIOXEHUS B ONEPALMOHHON Cpeae BCEMM MOSb30BaTENsAMU, BKIIOYAsi KOHEUYHbIX MOMb30-
BaTenen. Takme MeponpuUsiTUsi BKNIOYAIOT ynpasneHne A0CTynoM nonb30Batenei, NpOTOKONMPOBaHUE, MOHU-
TOPWHT, 00y4eHue 6e30nacHOCTU U T. A.
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C Uenbio CONPOBOXAEHMSA NPOrPaMMHbIX CPEACTB U MEHEAXMEHTA U3MEHEHUI OCYLLECTBAAIOTCA APYyrue
MEepONpPUATUSA, BKNIOYass 0OHOBIEHUE NPUKIAZHOTO NPOrpaMMHOr0 CPeACTBa ANS BbIMOMHEHNS MEHSAIOLMXCA
MHOPMALMOHHLIX TpeboBaHui, Hanpumep, A00aBNeHNE HOBLIX (PYHKUWIA N U3MEHEHNE opmaTa AaHHbIX.
3TN MepoNpUATUA TakKe BKIIOYAIOT UCNpaBreHne owmMboK U agantaumio NPOrpaMmmHbIX CPeacTB K HOBbIM
annapatHbIM YCTPONCTBaM.

Takue meponpusaTus 0ObIMHO OCYLLIECTBIIAIOTCA KaK 4acTb Npoueccos B macwitabax opraHusaummn. Oxu
BKIIO4AIOT NPOLECChI NPOEKTMPOBaHUA nporpammHbix cpeacts u3 UCO/M3K 12207, Takue kak npoLece Ke-
nayaTtaymMm NPorpamMmmHbIX CPEACTB U NPOLECC COMPOBOXAEHUA NPOrpaMMHbIX CPEACTB.

8.1.2.7.11 ApxusupoBaHue

MeponpusaTus N0 apxXuBMPOBAHUIO OCYLLECTBNSIOTCA rPYNMNON, 3aHUMAIOLLEICA SKCnnyaTauuen, koraa
npunoxexune Gonblue yxe He HY)XHO B €ro akTMBHOM COCTOSiHUM. OHM BKMIOYAIOT apXuBUpOBaHUE BCEW WH-
chopmaLmu NPUNOXEHUS, a TaKKke apXUBUPOBAHUE BCEX UHCTPYMEHTASbHBIX CPEACTB U NPOLECCOB AN 06e-
cneyeHus 3awmTbl 1 6e30nacHoro 4ocTyna K STol MHopmaumu, gaxe ecnu npunoxerue Gonblue yxe He
paboTtaeT B CBOEI OnepaLuoHHON cpeae.

Takue meponpuaTusi 06bLIMHO OCYLLIECTBRISIIOTCS KaK 4acTb NPoLEeCccoB B Maclutabax opraHusauuu. OHu
BKMIOYAIOT NPOLECCbl NPOEKTUPOBaHUS NporpaMmmHbix cpeacts us MCO/MIK 12207, nanpumep, npoLece CHs-
TWSA NPOrPaMMHbIX CPEACTB C IKCMIyaTaLuun.

8.1.2.7.12 YHuuytoxeHune

MeponpusaTusa NO YHMUTOXEHUIO CBA3aHbl ¢ 6e30nacHbIM paspyLleHueM Bcern MHOPMALIMK NPUIOXe-
HUI, BKNIOYAn AaHHbIe NOSib3oBaTenein, MHpopmaLmio opraHusaumnu, XXypHansl peructTpauum nonb3oBarenei,
napameTpbl NPUMOXKEHUA U T. A.

Takue meponpuaTus 0ObIMHO OCYLLIECTBIIAIOTCA KaK 4acTb NPOLUECCOB B Maclutabax opraHusaummn. OHu
BKITOYAIOT NPOLIECChbI NPOEKTUPOBAHUS NPOrpamMmmHbIxX cpeacts s UCO/M3IK 12207, Hanpumep, NpoLecC CHs-
TUSA NPOrpaMMHbIX CPEACTB C AKCnayaTauun.

8.1.2.7.13 MeHemxmeHT o6ecneveHus UHPACTPYKTYPbI NPUNTOKEHUI

Ota cdepa aeaTensHOCTU Ha JTane NoAroToBkW K paboTe BKNIOYAET MEPONPUATUA, CBA3AHHLIE C 0be-
crneYyeHnem u nogaepxaHnem 6e30nacHoON TEXHONOIUYECKON UH(PPACTPYKTYPbI ANA NOAAEPXKKN MEPONPUATUN,
OCYLLEeCTBMSAEMbIX FPYNNOW, 3aHUMAaIOLLEeCA NOAroTOBKOW K pabote. 3T MeponpusTUA OXBaTbIBAIOT YCAyIU,
cpeacTBa, MHCTPYMEHTbI U aKTUBbI MHDOPMALMOHHO-KOMMYHUKALIMOHHOMN TEXHONOIUW B cpeae paspaboTku u
pa3nuuHbIX BUAAaX cpeabl TECTUPOBAHUSA.

Takue meponpuaTust 0ObIMHO OCYLLECTBIAOTCA KaK 4acTb npoueccos B Macwitabax opraHusaumm. Oxu
BKIMIOYAIOT NPOLIECChI NPOEKTUPOBAHUA NPOrpaMmHbiX cpeacts n3 MCO/M3K 12207, Takue kak npoLecc me-
He>KMeHTa MHADPACTPYKTYPbI U NPOLIECC MEHEMKMEHTA KOHUrypauumu.

8.1.2.7.14 MeHemxmeHT nHPaCTPYKTYpPbl SKCNyaTaummn npuoxXeHuimn

Ota chepa AeATenbHOCTU Ha aTanax NoAroTOBKW k paboTe BKIYaeT MepONPUATUSA, CBSI3aHHbIe C 0be-
cnevyeHMeMm U nopaepaHuem 6e3onacHON TEXHOMNOTMYECKON UHMPPACTPYKTYPLI ANA 3TanoB JKcniyarauuu
SKM3HEHHOTO LIMKNA NPUNOXXEHUA. 3TN MEPONPUATUA OXBATbIBAKOT YCNYr, CPEACTBA, MHCTPYMEHTbI U aKTUBbI
MHAOPMALMOHHO-KOMMYHUKALMOHHOW TEXHONOMMK B ONEPALMOHHON CPeae NPUMNOXKEHUN.

Ha aranax akcnnyaraumu Takke JO0MmKHbI NPOBOAUTLCA APYrMe MeponpusaTusi Ans nogaepxadus 6eso-
nacHoOW MHMPACTPYKTYpPbI, NOAAEPKUBAIOLLEN NpunoxeHue. MNogaepxka MHPACTPYKTYPbl BKMOYAET TEXHU-
Yyeckoe 06Cny)XMBaHUe CUCTEM U CETEBBIX annapaTHbIX CPEACTB, PE3EPBHOE KONMMPOBaHWE U BOCCTAHOBIEHNME,
BOCCTaHOBNEHWe nocre 6eACTBUA U T. 4.

Takne meponpuaTus 0ObIMHO OCYLLECTBIAOTCA KaK 4acTb NpoLeccoB B Maclutabax opraHusaumun. OHu
BKITIOYAIOT NpoLecchbl npoekTupoBaHusi cuctem us MCO/MOK 15288, Takne kak npouecc akcnnyaraumm u npo-
LieCC NOAAE PXKKH.

8.1.2.7.15 CHdATtune c akcnnyatauum

MeponpusaTusi Mo CHSATUIO C 3KCMyaTauuyM OCYLLECTBISIOTCA C Lenblo obecneyeHust yBepeHHOCTH B
TOM, YTO BCA MHOPMALUS, XPAHALLAACA B CUCTEMAX, HA CEPBEpax U Apyrux UCMOsb3yemMbliX MPUOXKEHUAMN
TEXHOJTOTMYEeCKUX KOMNOHEHTAaXx, 6e3onacHbIM o6pa30|v| yaansercs. 310 OaeT BO3MOXXHOCTb yTUnusauun unu
nepepaboTKN 3TUX KOMMNOHEHTOB 6e3 U3nuLUHero pucka 6e3o0nacHOCTU AN OpraHM3aLmnu.
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Takne meponpuAaTua 0ObLIMHO OCYLLECTBNSIOTCA KaK 4acTb NPOLIeCCOB B MaciuTabax opraHusaumu. OHu
BKIIOYAIOT NpoLecchl NpoekTupoBaHus cucrem u3 MCO/M3K 15288, Hanpumep, NpoOLECC CHATUSA C aKCnnya-
Tauuu.

8.1.2.7.16 AyauT noaroToBKM NpUNoXxeHun k pabore

MeponpusatTia no ayauty OCyLLEeCTBNAIOTCA AN BCeN AEATENbHOCTU, BCEX AENCTBYIOLLIMX CYObLEKTOB,
npoueccos, apTedakTtoB 1 KOMNOHEHTOB NPUIIOXEHUIA, UCMONb3YEeMbIX UMK CO3[1aBaEMbIX BO BPEMS XKU3HEH-
HOTrO LIMKIa NPUMOXEHWIA.

3TN MeponpuATUA MOTYT BbINOMHATLCA €AUHOXAbI UMW NEPUOANYECKU, BHYTPEHHUMU UMW BHELUHUMMU
ayaUTOPCKUMU rpynnamMmn B 3aBMCUMOCTM OT LIENEBOIO YPOBHSA JOBEPUA NPOeKTa NpunoxxeHusi. Oumn o6ecneyu-
BalOT BrajerbLy NpunoxeHns Heobxoaumoe A0BEPUE M CBUAETENLCTBA TOrO, YTO TpeboBaHns 6e30nacHOCTU
NPUITOXKEHUW BLINOMHAIOTCA, KaK 0XXMAanoCh.

MeponpusTua ayauta, npoBOAMMbBIE HA 3Tane NOArOTOBKU K paboTte, 06bIMHO OTAMYAIOTCA OT Meponpusi-
TUW ayauTa, OCYLLECTBASIEMbIX HA aTane akcnnyarauuu. OpraHu3auusm, paspabdatbiBalowmMm, HO He dKCnnya-
TUPYIOLLIMM NPUMOXKEHUA (TAKUM KaK NPOM3BOAUTENU MPOrPaMMHBLIX CPEACTB), MOXET HUKOTAA He noTpebo-
BaTbCHl MPOBEAEHUE ayauTa NPUOXEHW Ha aTane akcnnyaraumu. MoaTomy STanoHHas MoAesb XXU3HEHHOTO
Lmkna 6e30nacHOCTU NPUNOXEHUI NPEAOCTaBNSAET onpeaerieHHyio cdepy Ana MEPONPUATWIA NO ayauTy, Npo-
BOAMMBIX Ha JTane noaroTosku k pabore.

Takue meponpusaTus 0ObIMHO OCYLLECTBAAIOTCS KaK 4acTb NpoLeccoB B Macwutabax opraHusaumu. OHu
BKMIOYAIOT NPOLIECCHI NPOEKTUPOBaHUA nporpammHbix cpeacts n3 MCO/MOBK 12207, Hanpumep, npouecc
ayauTa nporpaMMHbIX CPeacTB.

8.1.2.7.17 AyauT akcnayatauuu NPUNOKEHUN

MeponpuaTtua no ayauty, npoBoAUMbIE Ha dTane akcnnyatauumn, 06bIMHO OTNIMYAIOTCA OT MEPONPUATUI
Mo ayauTy, OCYLLECTBAAIEMbIX Ha 3Tane NoAroToBkM K paboTte. OpraHM3auusaM, TONbKO IKCMIyaTUPYIOLLUM Npu-
0OpEeTeHHbIE MPUIIOXKEHUA, MOXET HUKOTAA He noTpeboBaTbCA NPoBEAEHUE ayauTa NPUIIOKEHUI Ha JTane
noaroToBku k pabore. MNo3TOMy 3TanoHHasi MOAENb XXM3HEHHOTO LuKna 6e30nacHOCTU NPUNOXEHWI npeao-
CTaBnsAET onpeAeneHHylo cdepy AN MeponpusaTUi No ayauTy, NPOBOAUMbBIX Ha 3Tane akcnnyarauuu.

Takue MeponpuaTUs 0ObIMHO OCYLLIECTBIISIIOTCA KaK YacTb NpoLEeCccoB B mMacwutabax opraHnsaumu. OHu
BKMOYaIOT NpOLIeCChbl NPOEKTMPOBAHUA NporpaMmmHbix cpeacrs 3 MCO/MOIK 12207, Hanpumep, npouecc ay-
AuTta nporpamMmHbIX CPeaCTB.

8.1.2.8 lMpouecchbl, cBA3aHHbIE C 6€30MACHOCTLIO NPUIOXKEHWIA

ONF npegacraensier coboli peno3uTopuii BCEX UCMONMb3yeMbIX OpraHu3aumeit npoueccoB. B pesynerate
BCE NpPOLECChl, CBA3aHHbIE C ONpeAeneHnemM, MEHEXKMEHTOM U Bepudukauumen 6e30nacHOCTU NPUNOXEHWUNA,
OOSKHBI UMETb Haanexawmum obpasom odpopmneHHoe onucadme B ONF, Bkniovas:

a) BCe MpOoLeCcChl, ONMCaHHbIE B pa3aene 8 HaCTOALWEero CTaHaapTa;

b) BCe npouecchl, onucaHHbie B nocneayowmx 4acrax MCO/M3BK 27034;

C) BCe NpoLecChl, ynOMMHaemble B ASC, Takue Kak niaHbl pearupoBaHusi HA UHUMAEHTLI, NiaHbl obe-
creyeHns1 HenpepbiBHOCTU Bu3Heca, npoueaypbl NPOBEPKU KOAA U NpoLieAypbl TECTUPOBAHUS YSI3BUMOCTEN.

8.1.3 Mpouecchl, cBA3aHHbIe C HOPMATUBHON CTPYKTYPOU OpraHu3aLum

8.1.3.1 Obuwas nHgopmaymsa

KoHTekcT opraHusauum pa3smBaeTcs C TeHeHMem BpeMeHu. B cBa3u ¢ aTum cneayeTt noaaepiuBarb B
aKTyarnbHOM COCTOSTHUM COCTaBMSAIOWME 3TOT KOHTEKCT KOMNOHEHTbI ONF (Hanpumep, GU3HEC-KOHTEKCT, TeX-
HOMNOTMYECKNIA N PErYNSATUBHBIN KOHTEKCTLI, A TaKkke cneuudukaumum npunoXxXeHnn).

pynna ONF gomkHa onpeaensatb, AOKYMEHTanbHO 0POPMAATL U CAHKLMOHMPOBATL NPOLECChl co3aa-
HUs1, yTBepxaeHus u nogaepxkn ONF 1 Bcex ee KOMNOHEHTOB. [l0mkHbI ObITb OnNpeaeneHbl Ponu, 06s3aHHO-
CTW U Heobxoanmmas npodeccuoHanbHasa kBanudukaums Bcex AeiCTBYIOLMX CYOHLEKTOB, BOB/IEYEHHBIX B STH
npouecchl. Ha pucyHke 9 npeacrasneH o6wuin 063op npouecca, nogaepxusatowiero ONF.

3Tu npouecchl YNOMUHAIOTCA B HacToAWEM craHpapte u Oyayt Gonee aetanbHO 06Cyxaarbcsi B
MNCO/M3K 27034-2.
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8.1.3.2 TMpouecc meHepxmeHTa ONF

AledicTaytowne Cranaapty YTBEPXAEHHbIE
v nydwine
cy6beKTbl y
npakTnyeckme nNpoayKTbl
1 npotecchbl
npuemsbl Y KOMMNOHEHTbI UT
opraHusauum

opraHusaymm

Bbi6Op cneunanucTamu CoOTBETCTBYHOLNX
cthep opraHusayun

CsA3aHbl C

PucyHok 9 — Tpouecc meHegxmeHTa ONF

Mpouecc meHemxmeHTa ONF (pucyHok 9) 1 ero nognpouecchbl NPeAcTaBsAlOT CO60/ NOCTOAHHbIE NPO-
Lueccbl B MacwTabax opraHmsaumn, ocyuiectensemsble rpynnoii ONF. Kak nokazaHo Ha pucyHke 3, 3T npouec-
Cbl HE3aBWCHUMbl OT MPOEKTOB NPUIOXEHUI OpraHM3auny 1 oCyLWecTBNATCA napanienbHo CHUMMN.

Llenn npouecca meHegxmeHTa ONF:

a) obecneyeHne yBepeHHOCTN B TOM, YTO NOTPeOGHOCTM 6€30MacHOCTU NPUMOXEHNI, a Takke yTBepXae-
Hue 6ubnnotekn ASC 1 ypoBHeR foBepus, 0CO6GEHHO HY/IeBOro YPOBHSA A0BEPUSA, MO-NPeXHeMy yperyamposa-
Hbl C MOTPe6HOCTAMM 6M3HEeca opraHusauunm;

b) ob6ecneyeHne yBepeHHOCTM B TOM, YTO KOMNOHeHTbl ONF 06HOBAAOTCA, OTpaxas npoucxogsuime
BHE opraHumsauuy U3MeHeHus; HanpuMmep, U3MEHEHNS 3aKOHOB MOryT M3MeHATb onpefeneHHbli B ONF pery-
NATUBHbIN KOHTEKCT;

C) yTBeEpXAeHue BbICLIMM PYKOBOACTBOM MOMNTUK 6€30NacHOCTM B MacwTabax opraHmsaumm 1n npusHa-
HMEe BbICWIMM PYKOBOACTBOM 3HA4YMMOCTU KOMMNoHeHTOB ONF;

d) obecneyeHne yBepeHHOCTU B afileKkBATHOM ¥ eAnHoo6pa3HoM npumeHeHun ASC B maclwTabax opra-
Hu3auuu,

e) uHdopmunposaHme o komnoHeHTax ONF Bcex rpynn B opraHu3auuu;

f) obecneueHne obpartHoil cBsizn Ana ONF c Lenbl BKIKYEHUA HOBbIX 3HAHWI, NPeANOXeHUn o co-
BepweHcTBoBaHUM ASC 1 HOBbIX NpakTUYeCcKUx NpueMoB, NPUoGpPeTeHHbIX B XO4€e OCYLLIECTB/IEHUA NPOeKTa
NPUAOXEHUNS.
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8.1.3.3 Moanpouecchl MeHegpkmeHTa ONF

Bce cBsizaHHble G 6€30MACHOCTLIO MPUMOXEHUA NPOLIECCHl AOIMKHbI ObiTb YacTbio ONF. Onu Take
AOMmkHbI cooTBeTcTBOBaTb CMWB opranusauun. B Tabnuue 2 nokasaHo, kak cBA3aHHble ¢ 6e30MacHOCTbIO
npunoxexui noanpoveccsl meHemMmeHTa ONF cooTBETCTBYIOT YeTbipeM 3ranam npouecca CMUB.

Tab6nuya 2 — CooteetctBue CMUB noanpoueccam MeHegxMeHTa ONF, cBsizaHHBIM ¢ 6630NacHOCTbLIO NPUITOXEHMIA

Mpouecc CMUB NMoanpouecc MeHeaxmeHnTa ONF
lMnaHupoBaHue MpoekTuposanue ONF
OcylecTerieHune Peanusauusa ONF
MpoBepka MoHuTopuHr u nposepka ONF
HeiictBue MNocTtosiHHoe coBepuieHcTBoBaHue ONF
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Kak nokasaHo B Tabnuue 2, npouecc MeHegxmeHTa ONF MOXHO pas3aenutb Ha crneaylowme noanpo-
Leccsbl:
a) npoektupoBaHue ONF: ycraHOBNeHue CBA3aHHbIX C 6€30MaCHOCTLIO NPUMOXEHUA KOMMOHEHTOB
ONF, Bkniovas ASMP, 6ubnuoteky ASC u BCe CBA3aHHbIE C HUMU NPOLIECChI:

1)

onpeaeneHne U JOKYMEHTUPOBaHWE BO3MOXHOIO KOHTEKCTa (PerynsiTuBHOIO, TEXHONOTMYECKOTO

1 BU3HEC-KOHTEKCTA), B KOTOPOM OyAeT UCNONb30BaTLCA NPUIOXKEHUE;

2)

3)

4)

co3flaHue, AOKYMEHTUPOBAHWE U Noagaepxka penosutopun cneumdukaumin NpunoXXeHUn:

a) aHanus cneumduKaumn Ansa Kaxaoro HOBOro NPUNOXEHUs Ha atane NoCTaBKu;

b) aHanu3 cneumuKkaumin CyLLECTBYIOLMX B OPraHU3aLumn NPUIIOXKEHUNI;

onpeaeneHne AencCTByIOLMX CyOLEKTOB U NPOLIECCOB:

a) aHanus3 u AOKYMEHTUPOBAHWE NuY U NPOLECCOB, BOBMEYEHHbIX B MOMHbIA XM3HEHHbIA LIMKI
NPUNOXEHWN;

b) onpeaenenue (unu paspabotka) u yreepxaeHue popmanbHON METOAONOMNMM aHanusa pucka
Ha ypPOBHE MpPUnoXxeHun, ocHoBaHHOW Ha MCO/MO3K 27005;

aHanu3 nydwux npakTMYeckMx NpueMoB W CTaHAapToB, Takux kak WMCO/MIK 12207,

MNCO/M3K 15288 n NICO/M3K 15026, n onpeaeneHne Ha OCHOBe 3TOro aHanusa ASC;

5)

a) cospaHue n o6HoBneHue ASC.

CosgaHue unu obHoBneHne ASC ans yyeta KOHKPETHbIX TpeGoBaHUii 6e30MacHOCTM NPOMCXOAMT,
KOrga aTo Heo6x0AMMO OpraHn3auum.

Cneunanuctbl B COOTBETCTBYIOWMX cchepax AOMmKHbI ONpeaensaTL MeponpuaTue no obecneyeHuto
6e3onacHoOCTM 1 BEpUdMKALMOHHOE U3MepeHue, kak obcyaanoch B 8.1.2.6.5.

Tpumep 1 — ASC, Heo6xoduMble Ans1 obecreyeHus1 6ezonacHOCMuU cucmeMHol NpoapamMmbl,
dosmKHbI co3dasambCsl UsU OOGHOGNSIMLCA 2/1a8HbIM NPO2PaMMUCITIOM, 3HaIOWUM KOHKpemHbIl
A3bIK IPO2pPaMMUPOEaHUs.

TMpumep 2 — ASC, HeobxoduMbie Ol cobmodeHuss npoyecca MeHedXXMeHmMa udeHmuguka-
mopoe npunoxeHutl, Go/mkHbl co3dasambCsi Unu 06GHOENIMbLCS creyuanucmom e cghepe MeHeo-
XMeHma udeHmugukamopoe;

b) sanuaauua n unterpauyua ASC.

OcyLecTBnsaowasn BepuukaLmio rpynna, CocTosiLLas u3 BbICLLIEro pykoBoACTBa, cneunanucros-
pa3pabortunkos, nepcoHana UT u ayamMTopoB, AoMmkHa oTBevarh 3a Banugauuto ASC, obecnevu-
Basi YBEPEHHOCTb B TOM, YTO MCMOSb3yIOLME UX NMLA YETKO NOHMMAIOT ASC u YTO AaHHble ASC
AENCTBUTENLHO YMEHbLLUAOT ONPeAeneHHbl puck. JJaHHasa rpynna Takke AOMKHA ONpeaenuThb,
Ans Kakux 3agaHHbIX ypoBHEW aoBepus Tpebyercs aaHHas ASC.

OTBETCTBEHHOCTL 3a yTBEepxaeHUe Bcex ASC Hecet rpynna ONF;

aHanu3, conocTaBnieHue C STANOHHOW MOAENbIO XU3HEHHOTO LUMKna 6e30nacHOCTU NPUITOXKEHWI

U, B Cly4ae HeoBXxo4MMOCTH, aganTaumnsa TEKYLUEN MOAENM XXN3HEHHOTO LMKNA NPUIOXKEHUI OPraHn-
3aumu U Apyrux nNpoLeccos;

6)
)

onpeaeneHue u peanusaumsa 6ubnuorekm ASC opraHusauuu;
npuobpeteHue (unu paspabotka), oGHOBNEHMe U Banuaaumsa Heobxoaumbix opraHmsauum ASC,

MHTErpauusi nx B bubnmoreky ASC;
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8) aHanu3, agantauus U Banuaaums obpaTHON CBSI3U OT NPOEKTOB NPUMOXEHUN;
b) peanusauua ONF: peanu3auna ONF u uHpopmupoBaHue o HeW;
C) MoOHUTOpPUHr u npoBepka ONF: o6ecneyeHne yBepeHHOCTU B TOM, UTO NPOEKTbI NPUINOXEHUN Haa-
nexaiuum o6pazomM ucnonb3ylotT koMnoHeHTbl ONF, u nonyueHue oGpaTHOM CBA3U OT 3TUX NPOEKTOB:
1) TpeboBaHMe HanNUuuA LENEeBOro YpoBHA A0BepUst U (PaKTMUECKOro yPOBHA A0BEPUSI ANS BCEX UC-
nonb3yeMbiX OpraHM3auuen NPUNoXeHuN;
2) TpeboBaHue NPOBEAEHUA NEPUOANYECKON OLIEHKM PUCKA ANS BCEX UCTIONb3YEMbIX OpraHu3auuen
NPUSIOXKEHWIA;
d) noctosiHHoe coBepweHcTBoBaHwe ONF: nogaepxka u CoBepLUEHCTBOBAaHUE BCEX KOMMNOHEHTOB
ONF nyTem nepuoam4eckoil NpoBEpKN KOHTEKCTA, NPOLIECCOB, MWL} M TEXHONOIMKU B MacLuTabax opraHusauum,
oBHapy>xeHue BCeX U3SMEHEHUN C BO3MOXHbIM BnusiHuem Ha ASMP u unterpauumn ux 8 ONF.

8.2 OueHka pucka 6e30NacHOCTH NPUSIOKEHUI

8.2.1 OueHka pucka B CpaBHEHUN C MEHEDKMEHTOM pPUCKa

OueHka pucka — 310 BTopo#n war onucaHHoro B UCO/M3K 27005 npouecca meHegxmeHTa pucka. Kpo-
Me TOro, OLieHKa pucka 6e30MacHOCTU NPUNOXEHWUI SABNSAETCS BTOPLIM Lwarom ASMP, npumeHsiiowero npouecc
OLIEHKM pUCKA HA YPOBHE MPUNOXEeHWUN. [lpyrue arm MeHeKMeHTa puUcka OCYLLECTBISIOTCA NOCPEACTBOM
apyrux waros ASMP.

CornacHo UCO/M3K 27005, «oueHka pucka onpedensem UEHHOCMb UHGOPMAaUUOHHbIX aKkmueos,
udeHmucghuyupyem npumeHsieMble cyuiecmeyroujue (unu Moayuue cyulecmeosams) yepo3sbi U ya3eumMocmu,
udenmuchuyupyem cywecmeylouwjue Mmepbl u cpedcmea KOHMPOS U ynpasenieHus U UxX efusHue Ha
udeHmugpuyuposaHHbili puck, onpedendgem nomeHyuasibHbie nocnedcmeus U, HakoHeu, paccmaensem
MO/Iy9E€HHBIE PUCKU 8 coomeememeuu ¢ fpuopumemamu U paHXxupyem ux rno Kpumepusm oueHUeaHus
pucka, onpeleneHHbIM Ha 3mare ycmaHoeneHus KOHmeKcma.

OueHka pucka BKNIOYaeT Tpu AeNCTBUA: nAEHTUUKALMIO pUCKa, aHanNU3 pucka u oUeHUBaHue pucka.

8.2.2 AHanu3 pucka npUIIoKeHUn

8.2.2.1 BbICOKOYpPOBHEBbLIM aHaNU3 pucka NPUNOXEHUN

CyLecTBYeT BbICOKOYPOBHEBLIN aHanM3 pucka, BbINOAHAEMbIN HA NOATOTOBUTENbLHOM 3Tane XXU3HEH-
HOTO LMKNa npunoxeHuii. Takoi aHanu3 npubnusnTenbHO («HAa rNas3ok») onpeaensieT LeneBon YpoBeHb 40-
BEPUS NPUINOXEHWU B COOTBETCTBMU C OCHOBHbLIMU cneLmduKaLmMamMu NpUNoKeHUn, OU3HEC-KOHTEKCTOM, TeX-
HONMOrMYECKUM U PErYNATUBHLIM KOHTEKCTaMM MPUIOXKEHUIN.

Bnagenew KOHKpeTHOro NpoekTa NPUIOXKEHUS! JOFDKEH YETKO ONpPeAenuTh Porb, B 00513aHHOCTU KOTOPOW
BXOAWUT MPOBEAEHUE STOTO aHanu3a ¢ UCMONb30BaHMEM aEKBAaTHOrO METOAA aHANM3a Ha YPOBHE NPUNOXe-
HWi. MeTon aHanusa pucka Ha ypOBHE OpraHu3aummu MOXET HE YA0BNETBOPATL 3TON 3ajaye.

8.2.2.2 [eTanbHbiii aHanu3 pucka npunoXxeHum

3TOT aHanu3 NPOBOAMTCS HA 3Tane peanu3auuy XM3HEHHOTO LMKNa nNpunoxeHuin. OH Gonee TOYHO
onpeaensieT CBA3aHHbIE C KOHKPETHbLIM MPUOXXEHNMEM OCTATOUYHBbIE PUCKK, NPEXAE YEM pacCMaTpuBaTh Kakue-
nm6o ASC ansa AaHHOTO NPUIOXEHUS, U NOATBEPKAAET LIENEBOW YPOBEHb A0OBEPUA NPUNOXKEHUA (ONpeaeneH-
HbI BO BPEMS1 BbICOKOYPOBHEBOrO aHanu3a pucka npuroXXeHuil) B COOTBETCTBUM C AeTanbHbiMK cneuuduka-
LUUSIMW NPUNOXEHURA, BUBHEC-KOHTEKCTOM, TEXHOMOTMYECKUM U PETYNATUBHBLIM KOHTEKCTAMU OpraHusauuu ans
NPUNOXKEHUS.

B pesynkTaTte aertanbHOro aHanu3a pucka npunoXeHui Bnageney npUnoXXeHUs MOXXET U3MEHUTb Le-
neBoOi ypoBeHb AOBEPUS ANA NPOEKTa NPUIOXeHUsa. 3TO MeHAeT BbiOpaHHble ana npoekta ASC, okasbiBas
BNUAHWE HA BOBMEYEHHbIX AEHCTBYIOLLUX CYOLEKTOB U PACHETHYIO CTOMMOCTL nNpoekTa. OAHAKO 3TO BNUsIHME
nerko npeackasyemMo, nockoneky MHopMaLus, Takaa kak AeicTeylowme cybbekTbl, NpodeccuoHanbHas Kea-
nudmkaums U pacdeTHas CTOUMOCTb, YXKE SBMSETCA 4acTblo Kaxaon ASC u yxe Obina 4OKYMEHTUpPOBaHA B
6ubnuoteke ASC opraHmsauum.

Bnapgenew KOHKPETHOrO NPOEKTa NPUIOXKEHUSA AOIDKEH YETKO ONPeaEenuTb posb, B 06513aHHOCTH KOTOPOM
BXOAWUT NPOBEAEHNE 3TOr0 aHanm3a ¢ MCNoMb30BaHUEM COOTBETCTBYIOLLETO METOAA aHanu3a Ha ypoBHE Npu-
noxeHun. Metog aHanumsa pucka Ha ypOBHE OpraHu3auuMu MOXET OKa3aTbCA HE BMOMHE COOTBETCTBYIOLLMM
AnsA 9TONM 3a4a4u.

8.2.3 OueHnBaHue pucka

CornacHo MCO/M3K 27005, «oyeHusaHue pucka ucrnonb3yem rnoHUMaHue pucka, roJyiy4eHHoe rymem
aHanu3sa pucka, Ona npuHamus peweHuli o 6y0yuux delicmeusx. PeuwieHus1 0mkHbI onpedernsamsb:

a) cnedyem nu npednpuHumame delicmeue;

b) npuopumemsi o6pabomku pucka, y4umbIaOWLE OUEHEHHbIE YPOBHU PUCKay.
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B MCO/M3K 27034 sToT war npuHumaet opmy BbiIGopa LENEBOro ypoBHA JOBEPUS NPUNOXKEHUSA, KOTO-
pblii, B CBOIO ovepeab, onpeaensert, kakme ASC aomkHb! ObiTb peann3oBaHbl Ans 06paboTku pucka.

8.2.4 LleneBo# ypoBeHb 4OBEPUA NPUNOKEHMUIA

LleneBoli ypoBeHb 10BEPUSA NPUNOXKEHUI CNOCOBCTBYET AOCTUXKEHNIO YPOBHS YBEPEHHOCTU, HEOOX0AM-
MOro opraHusauum ans 6e30nacHoro UCNonbL3OBaHWS U pa3BEPTLIBAHWA NPUNOXEHUSA, MOCNE NPUHATUS OCTa-
TOYHbIX PUCKOB, ONpPefEeNeHHbIX B Pe3ynbrare OLEHKU pucka.

LleneBoli ypoBeHb AOBEPUS MPUTIOXKEHUA KpalHe BakeH Ans 6€30NacHOCTU NPUIOXKEHUS, NOCKOMNbKY
OH Hanpsimyto onpegensietT cooTBeTcTBylome ASC, koTopble A0MKHBI BbiTh BbIGpaHbl M3 Gubnuotekn ASC u
peanu3oBaHbl BO BPEMS XU3HEHHOTO LMKMa NPUINOXEHUS.

Mpouecc oueHkn pucka nopoxaaeT TpeboBaHua 6€30NacHOCTH, yCTaHaBNMBaeMble 4ns LeneBoro ypoB-
HA JoBepus npunoxeHus. OH, B CBOK 04Yepeab, CTAaHOBUTCS LIEMbIO ANS rpynnbl, paboTalowein Haa NPOeKkToM
NPUNOXEHUSI.

LleneBoii ypoBeHb OBEPUSA MPUIIOXKEHUS JOIDKEH ObITb OAHUM U3 YPOBHEN A0BEpUs (MM HAXOAUTLCS B
AunanasoHe), onpegeneHHbix B Gubnunoreke ASC opranusauum (cMm. 8.1.2.6), asnatowweinca Yactbio ONF.

Bubnunoteka ASC (CM. pucyHOK 5) MOXeT ObITb MpeacTaBneHa B Buae Tabnuubl, a LeneBoii ypoBeHb A0-
BEpPUSA NPUNOXEHUA — B BUAE rpadbl B 3710k Tabnuue. Takum 06pa3om, BbIOOP YPOBHSA AOBEPUA NPUBOAUT K
BbI6Opy Bcex ASC B aToii rpacpe.

8.2.5 MpuHATHE pUCKa BNnagenbLEeM NPUIIoXXeHUn

Bnapeney npunoxeHns HECET OTBETCTBEHHOCTL 3a MPUHATUE OCTATOYHLIX PUCKOB, CBA3AHHLIX C KOH-
KPETHBLIM NPUMNOXEHNEM.

Bnapaeney npunoxxeHusi BbINOMHAET 3Ty 00A3aHHOCTL ABYMsi cnocobamu:

a) yTBepxaas Lenesoi ypoBeHb AOBEPUSA NPUMOXKEHUA HA BTOPOM ware ASMP;

b) yTBepxaas pesynsratbl ayauta 6€30nacHOCTU NPUNOXeHU Ha natom ware ASMP, Ha KOTOpOM npo-
M3BOAUTCA USMEPEHNE (PAKTUYECKOTO YPOBHA AOBEPUS NPUOXKEHUA U CONOCTAaBNEHNE ero C LefneBbiM ypOB-
HeM A0BEPUA NPUNOXEHUA. 3TOT wWar MoXeT ObiTb 3anpoweH B noboe BpeMa BNagenbLeM MPUIoXKEeHUs.
Onsa nononHMTENbHOTo NOATBEPKAEHUS BriajerneL, NpuiokeHusi MoXeT notpeboBarthb BbINOMHEHUNA 3TOrO Luara
BHELLHEN rpynnon, OCyLLECTBNAIOLLEN BepUdUKaLMIO.

Mocne npuHATUS pucka BrnajernbLEM NPUIOXEHUS 38 JOCTUXKEHUE LIeNeBOr0 YPOBHSA AOBEPUS NPUIO-
)KEHW OTBEYaeT rpynna npoekTa NocpeAcTBOM peanu3aummu CooTBeTCTBYOWMX ASC Ha COOTBETCTBYIOLLMX
3Tanax >XM3HEHHOTO LIMKNA NPUITOXKEHUSA.

8.3 HopmatuBHas CTPYKTypa NPUIIOXeHUn

8.3.1 O6wan wHcgopmauua

HopmatusHasa cTtpyktypa npunoxeHui (ANF) — ato noamHoxectso unu geranusaumsa ONF, cogepxa-
LLen TONbKO AeTanbHylo MHOpMaLmIo, KOTopast HeobxoAUMa KOHKPETHOMY MPUITOXKEHUIO ANS AOCTUKEHUS
LierneBoro YpoBHsi J0BEPUS, NPUHATOIO BrafernbLeM NPUNOXeHUs B X0Ae 3aBepLUAIOLLIEro SreMeHTa BTOPOro
wara ASMP.

TpeboBaHus 6ezonacHoctu B ANF BbIBOAATCA U3 OLEHKU PUCKOB, CBSI3@HHbIX C UCMONb30BaHUEM NMpPU-
NOXeHUa opraHnsauuen, KoTopasi OCyLLECTBNSETCA Ha BTOPOM wware ASMP.

Ona kaxgoro npoekrta npunoxeHus cosgaerca ANF, HanonHsiemasi COOTBETCTBYIOLUMM OU3HEC-
KOHTEKCTOM, TEXHONOTUYECKUM W PErynaTuBHbIM KOHTEKCTaMM, cneunduKkaumsMu NpunoXXeHust U COOTBET-
cTeyowmmn ASC.

ANF cyLecTBYyeT B T@4EHME XU3HEHHOIO LKA NPUNOXEHNSA U MOXET Pa3sBUBATLCA C TEYEHUEM BpEME-
HWU. Hanpumep, B x04e NpoeKTa MOXET MEHATLCA PErynsaTUBHLIN KOHTEKCT NPUMNOXEHMA UNKU BRaaeney npu-
NOXEHUA MOXET NPeACTaBUTb HOBBIN LIENIEBOI YPOBEHb AOBEPUS rpynne, paboTaloLwei Hag NPoeKToOM NpUno-
XeHus. B Takux cnyyasx opraHusaums MoxeT 4o0aBnsaTh HoBble anemeHTbl B ANF unu ybupars ux us Hee.

MameHeHuns ANF BnusiloT Ha 6€30MacHOCTL NPUMOXEHUIA. 3T 3MEHEHUS AOMMKHbI COOTBETCTBYHOLLUM
06pa3omM yTBEMKAATLCA BrajernbLeM NPUNoXeHus.

ANF Anst KOHKPETHOro NPOEeKTa NPUNOXKEHNA COAEPXKMT KOMMOHEHTbI, PACCMOTPEHHbIE HIke. Ha pucyH-
ke 10 nokasaHo rpaduyeckoe npeacrasneHue ANF.
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HopmaTuBHas cTpyKTypa npunoxeHui

o o [lelicTBytoujne
B13HeC-KOHTeKCT, PerynsaTmBHbIi KOHTEKCT, TexHonornyeckui .
o o o o o Cneuyudvkaumm CY6EKTbI MPUIOXEHUA:
CBA3aHHbIi CO cpefoit CBA3aHHbI Co cpenoli KOHTEKCT, CBA3aHHbIN
. npunoxeHus ponu, o6sa3aHHOCTY,
NpUNoXeHs npunoxeHus CO cpefioii NPUNOXeHUs
kBaMrkaums
Bbi6paHHble Mepbl U CPefCTBa KOHTPOAA U ynpaB/ieHns 6e30NacHOCTbIO | 1 Mpouecchl, CBA3aHHbIe C 6e30MacHOCTbLI0
NPUIOXEHWIA 715 XKN3HEHHOTO LKA NPUIOXEHNS ! npuioxeHus

YKMU3HEHHbIV LKA NPUIOXKEHNS

PucyHok 10 — HopmaTtuBHasi CTpykTypa NpuioXeHui

8.3.2 KoMnoHEeHTbI

8.3.2.1 BUW3HEC-KOHTEKCT, CBA3aHHbIA CO Cpefoii NPUIoXeHUs

Bce npouecchl 6Uu3Heca, METOAMKN, CTaHAAPTbI U AeCTBYOLME CYObEeKTbI, BOB/IEUYEHHbIE B MPOEKT Npu-
NIOXEHWS, BKIIOYAA BHELLHME npouecchl 6usHeca, Heobxoaumble A obecnevyeHnss afekBaTHOM LenocTHOCTU
6Gu3Heca B onepayvoHHO cpeae, BbIBOAATCS A1 NPUIOXeHUs u3 6usHec-koHTekcta ONF (cm. 8.1.2.1) vnm
[eTa/M3npyTCcs B HEN.

8.3.2.2 PerynatuBHbIli KOHTEKCT, CBSA3aHHbIA CO cpeoli NpUIoXeHus

Bce npaBoBble W perynsitTuBHble Tpe6oBaHus, NPpUMeEHsSeMble Tam, F4e UCNOoMb3yeTcs UM pasBepTbiBa-
eTcs NPUIoXeHue, BbIBOAATCS A5 NPUNIOXEHUS U3 PerynsatuBHoro KoHtekcta ONF (cv. 8.1.2.2) unm getanu-
3UPYOTCA B HEl.

8.3.2.3 TexHON0orn4yecKknii KOHTEKCT, CBA3aHHbIA CO cpefoli NPUNoXKeHns

Bce TexHo/OrM4yeckne KOMMOHEHTLI MPUIOKEHUA, Takue Kak ero apxutektypa, MHpacTpykTypa, npo-
TOKO/bI U AA3bIKW, BbIBOAATCA A1 MPUSIOXKEHUA U3 TEXHOMOrMYeckoro koHTekcta ONF (cm. 8.1.2.4) wim peta-
NIN3NPYIOTCA B HEl.

8.3.2.4 Cneuyundmkaymm npuioxeHns

Cneundmkaunn NpuioKeHnin npuHUMatoT opMy (PYHKUMOHANIbHBLIX M He(hyHKUMOHaNbHbIX TpeboBa-
HWIA 1 TpeboBaHWii 6e30MacHOCTMW.

JomkHbl 6bITb NepeyncneHsl U pacnpeaeneHbl No KAaTeropusamM BCe AaHHble, UCMOoMb3yeMble, XPaHUMbIE,
BblYMCMIAEMble, pa3fensaemble Ui nepegasaemble NMPUIOXKeHNeM. B HUX BKNOHAOTCA AaHHble opraHusaumu,
[aHHble nonb3oBaTenieil, KOHUrypaunoHHble AaHHble, napameTpbl U UHbIe faHHble, UCNO/b3yemMble NPUIo-
XEHUAMU. B HUX Takke BKIIOYAOTCA /1106ble BbIXOAHbIE AaHHble NMPUNOXEHUS.

8.3.2.5 [elicTBytolme cy6bEKTbI NPUIOXKEHUSA: PON, 06A3aHHOCTU U KBaIMduKaumus

JomkHbl BbITb OnNpeeneHbl Bce AeliCTBYOLME CyObekTbl, B3auMogencTByoLe ¢ NpuiokKeHnem B Te-
YeHne ero XU3HeHHOro uvkna. [eicTeyioline CcybbekTbl BKIOYAIOT OTBETCTBEHHbLIX 3a obecneyeHne 6e3o0-
nacHOCTW, BnafjenbLeB MPUIOXEHWI, pykoBoAMTeneli NpoekToB, ayAMTOpOB, PaspaboTynKoB apXUTEKTYpbl,
cnewLmannMcToB MO TECTMPOBAHMIO, Pa3paboTyMKOB, KOHEYHbIX Mofib30BaTesiell, afMUHUCTPATOPOB, afMUHK-
cTpaTopoB 6a3 AaHHbIX Y TEXHUYECKMX CNeLnanvcTos.

8.3.2.6 BblbpaHHble ASC 4115 XU3HEHHOTO LKIa NpUIoXeHns

CornacHo 8.1.2.6, TouHble 1 Noapo6Hble ASC AnA KOHKPETHOro NpoekTa NpuoKeHus BbibupatTcs u3
616nnoTekm ASC opraHmsaunm B COOTBETCTBUM C NPUBEAEHHBIMU HIKE KPUTEPUSAMU:

a) LeneBoOi ypoBeHb JOBEPUS MPUNOXEHNS;

b) TpeboBaHWA opraHu3auun K NPUIOXEHWIO;

C) OnpefenieHHbIN KOHTEKCT U cneyndmkaLmm NnpunoXeHns.

Kaxpgaa ASC npeacTtasnsieT cO60i Kak MeponpusiTue no obecneyeHmio 6e30nacHOCTH, OCyLLecTBse-
MOe rpynnoii npoekTa NPUIOXeHNs AN YMEHbLUEHNS KOHKPETHOro prcka 6e3onacHocTu, Tak u Bepudnkam-
OHHOE M3MepeHMe, OCyLLeCTBAsSEMOE 3aHuMaloLWenca sepudukaLmen rpynnoi, Ans NoATBEPXAEHNS, NyTem
N3y4yeHuss NoAKpenasoLWmMx CBUAETENbCTB, TOr0, YTO COOTBETCTBYIOLLEEe MeponpuaTie no obecneyeHuto 6es-
0MacHoOCTM ycnewHo BbiNonHeHo. Kaxpana ASC Takke npefocTaB/feT ykasaTesim Ha onpefesieHHble aTarnbl
XWU3HEHHOTO LKA NPUIOXEHUs, Ha KOTOPbIX AO/MKHbI OCYLLECTBASATLCA yka3daHHOe mMeponpusaTue no obecne-
YyeHuto 6e30nacHOCTV 1 BeputUnKaLMoHHOE N3MepPeHNe.
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ASC onpegenseT u yTeepxaaeT opraHmsaums 1o paspabotku. Paspaborynkam GonbLue He HYXXHO npo-
eKTUpOBAaTb WX AN KaXA0ro HOBOTO NPOEKTa NpuoxeHus. 3T0 obecnevymBaeT yBepeHHOCTb B YHUMLMpo-
BaHHOM NOAX04€e OpraHW3auumn K pacCMOTpeHUto Bornpoca Tpe6oBaHuii 6€30nMacHOCTU NPUNOXEHNH.

Bri6paHHbie ASC JomKHbI, Kak MUHUMYM, BKMtovaTk Bce ASC, caHKUMOoHUpoBaHHble rpynnot ONF ans
HYNEBOro YyPOBHSI OBEPUS, ONPEAENEHHOr0 Kak MUHMMarbHbIA YPOBEHb 10BEPUS, KOTOPbIA NPUMET OpraHu-
3aums. ASC, CaHKUMOHMPOBAHHbLIE AN HYNEeBOro YPOBHA AOBEPUSA, HE JOMMKHLI MEHATLCA TPYNMO NpoekTa
NPUINOXEHUA B XOAE ero pa3paboTku.

8.3.3 Mpouecchkl, cBA3aHHbIe ¢ 6€30NaCHOCTbLI NPUNOXEHUS

B ANF gomxkHbl BbITb BKIOYEHBI BCE COOTBETCTBYIOLUME MPOLIECCHI, CBSA3AHHbIE C ONpederieHEM, Me-
HEePKMEHTOM U Bepudmkauuein 6e3onacHoCcTM NpunoxeHuii, kak onucado 8 UCO/M3K 27034. 3t1o petanusa-
LM KOMMOHEHTA «NPOLIECChl, CBA3aHHbIE ¢ 6E30MacHOCTbI0 NPUMOXEHNI» HOPMATUBHOI CTPYKTYPbI OpraHu-
3auuu, onucaHHoro B 8.1.2.8.

8.3.4 YXKM3HEHHbIN LMK NPUNOXKEHUS

KOMMOHEHT XXM3HEHHOTO LiMKna NpunoXxxeHnsa o603Ha4YaeT atanbl U MeponpusTusi, BolbpaHHble 3 ONF
ANs ONpeaeneHHoro NpoekTa NpunoXeHus. bonee KOHKPETHO, >KU3HEHHLIA LMKIT NPUMOXKEHWA — 3TO Noa-
MHOXECTBO 3TaNOHHOW MOAENU XM3HEeHHOTo uukra 6esonacHocTu npunoxenui (oM. 8.1.2.7), coaepxaluencs
B ONF.

HUBHEHHBIW LUMKN MPUMOXKEHWA U CTaH4apTHOe CoAep)KaHWe STanoHHON MOAENMU XU3HEHHOTO LMKMa
6e30MacHOCTU NpUNoXeHuii obcyxaanuces B 8.1.2.7.

MeponpusaTus n usmepeHus, onpeaensemsie ASC, 0CyLLECTBMAIOTCA NOCPEACTBOM Pa3nn4HbIX NpoLec-
COB, BbINOMHAEMbIX B TEYEHUE XKM3HEHHOTO LMKNa NPUNOXKEHUS, C KOTOPbIMU YXKe 3HaKOMbI rpynnbl, paboTaio-
Lne Hag NpoeKTOM U 3aHUMaloLLmMecs BepudukaLmei.

MosTomMy NpeanoyYTUTENbHLIM NOAXOAOM SABMSAETCA MnaBHaA MHTerpaumsa ASC B kayecTBe COCTABHOIA
4YacTu B UCMONb3yeMbl€ B TEYEHUE XKUIHEHHOTO LIMKIA NPUIOXEHUIA NPOLECCHI, @ HE B Ka4eCTBE OTAENbHbIX
BHELLHUX MepOonpusTuii no obecnevyeHmto 6€30nacHoOCTH.

8.3.5 Mpouecchol

8.3.5.1 lMpoueccobl, cBA3aHHbIE C HOPMATUBHOWN CTPYKTYPOW NPUNOXEHUN

OpraHusauusa AoMmKHa ONpPeaensaTb U AOKYMEHTaNbHO 0hOPMIISATL MPOLECCHI CO3AaHUS, YTBEPXKAEHUA U
nogaepxku ANF. QomxHbl 6bITb OnpeaeneHsl ponu, 06s3aHHOCTU U Heobxoaumas NpodeccMoHanbHas Ksanu-
ukauust AENCTBYIOLMX CyObEKTOB, CBSA3aHHbIX ¢ ANF opraHusauuv Ans KOHKPETHOTO NPUNOXEHUS.

KpaiiHe BaxkeH npouecc cosgaHua ANF ans KOHKPETHOro NPUNoXeHus. ATOT npoLiecc npeobpasyer co-
aepxatytocs B8 ONF o0Lyo mHopmaLmio B KOHKPETHYIO MHGOpMauuto, Heobxoaumyio ANF anst onpeaenes-
HOTO MPUIIOXEHNUSA U ero TpeboBaHu.

Takxe kak ASC B ONF cBsidaHbl € STanamu 3TanoHHOW MOAENY KU3HEHHOTO Lukra 6e30nacHOCTU Npu-
noxexun, Tak u ASC B ANF CBAi3aHbl C 9TanamMm >XU3HEHHOTO LMKIA KOHKPETHOTO NPUNOXEHUS.

8.3.5.2 lMpouecc obpaTHON CBA3N

OpraHusauusi JormkHa ONpeaenuTb NPOLIeCC NOCTOAHHOrO coBepLueHcTBoBaHUa ONF yepes obparHyio
CBA3b, 00eCneunBaloLLyIO HOBbIE 3HAHUS, MPEASIOXKEHUS MO COBEPLUEHCTBOBAHMIO MEp U CPeACTB KOHTPOrs
1 ynpasneHnsi 6e30nacHOCTbIO MPUIIOXKEHUIA U NPaKTUYECKUE NpUeMbl, NPUoBpeTeHHbIE B Xoae pa3paboTku u
pa3BepTbIBAHUS MPUMOXKEHNS.

3101 npouecc 0603Ha4YeH Ha pucyHke 3 kak «O6ecrneunBaeT 06paTHYIO CBA3b ANSA».

3T0T Npouecc AomkeH BbiTe NPUBA3AH K npoueccy noaaepxkn ONF, 0603Ha4eHHOMY Ha pUCYHKe 9 Kak
«OB6parTHas CBA3b OT NPeablayLUMX U TEKYLLMX NPOEKTOB BM3HECA U NPOEKTOB MPUINOXKEHUIY.

8.4 MoproToBKa k paboTe M 3KCNJyaTauus NPUIIOXKEeHUI

8.4.1 O6wasa unopmauua

YeTeepToit war ASMP BknoyaeT passepTbiBaHue cneumanbHbix ASC, npegoctaBneHHbix ANF, n no-
CreayLLYI0 JeATENbHOCTb B paMKax NPoeKTa NpunoxeHusi. A UMEHHO, rpynna, paboTatoLasl Hag NPOeKTOM
NPUNOXEHUs1, peanuayeT cneuunanbHblie MeponpusaTusa no obecneveHnto 6€30nacHOCTU, OMUCAHHbIE B YacTu
«Meponpuatua no obecneveHmnio 6esonacHoctn ASC» (cm. 8.1.2.6.5.4), ansa kaxaoit ASC, coaepalueiica B
ANF ana AaHHOro NPUMOXEHUS.

Ana rpynnbl NpoekTa u rpynnsl, 3aHUMaLWwenca sepudukaumeii, SToT war ynpoLlaeTcs B pesynsrare
npeaocTaBneHns UM Tonbko Tex ASC, KoTopble TPebyoTCa ANst AOCTUXKEHUA LIENEBOro YPOBHSI AOBEPUS ANS
KOHKPETHOTO npoekTa. STUM rpynnam He HY>XHO 3HaTb NPOoLUECChl, ykasaHHble B ANF.

Pykosoautenu npoektoB yBuasaT B ASC a(hdekTBHOE MHCTPYMEHTanbHOe CPeacTBO, NOTOMY YTO B
ASC noapobHO n3noxeHsl Tpebyemble 3agayvun, pecypcbl M KBanuduKauus, 3atpartbl Ha KaXaylo 3agady B
YENOBEKO-IHAX W TOYHbIW 3Tan >XM3HEHHOTO LIMKIA, HA KOTOPOM A0MMKHA BbINOMHATLCS KaXkaas 3agava.
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3aHnMarowasca Bepudmkaumein rpynna Takke yBuaut B ASC achekTMBHOE UHCTPYMEHTa/lbHOe cpef-
CTBO, NOCKOJIbKy ASC npefocTtas/isieT nogpobHyo MHopMaLmnio 0 BepUGUKaLMOHHbIX U3MEPEHNsX, KoTopble
OOJ/DKHbI BbINONHATLCA A8 NpefoCTaBfeHnss CBUAETENbCTB O HaAneXxalleM BbINO/IHEHUU MeponpuaTUiA no
obecneyeHnto 6e30MacHOCTH C OXMAAaeMbIMU pesynbTatamn. 3TO NO3BOAUT 3aHUMaroLWencs Bepudurkalmei
rpynne yAoCTOBEPUTLCA B TOM, YTO MPUIOXKEHUE OTBeYaeT TpeboBaHUsAM 6e3onacHOCTV nocpeacTBom ¢hop-
MaJsIbHOro (PMKCMpOBaHUS NOATBEPXAatoLmnX CBUAETENbCTB.

pynna obecneyeHns 6e30NacHOCTU 1 TEXHOMOTMYECKas rpynna Takke CouTyT KoHuenuuto ASC nones-
HoI, noTomy 4To ASC, cogepxawmeca BANFflInn KOHKPETHOro NPUIOXKEHWS, NPELOCTaB/AOT NOJHbIA CMCOK
TpeboBaHWii 6e30MacHOCTM, MO3BOMSAA, TaKMM 06pa3oM, OCYLEeCTBNSATL 3abnaroBpeMeHHOe NiaHupoBaHue
HeobX04MMbIX PECYPCOB.

8.4.2 BnusHue NCO/M3K 27034 Ha NPOEKT NPUIOXEHUSA

TuNUYHbLIA NPOEKT NPUIOXKEHMA (A0 peanm3aunmn opraHusauunein MICO/M3K 27034) ynpaBnsieTcs rpynnoi
npoekTa, NoAAepXunBaeTcs npoueccamy, 3a4acTyl0 Ha OCHOBE aBTOMAaTW3MPOBAHHbLIX TEXHOMOTUIA, C LENbo
co3gaHusa npunoxeHus. OBbIYHO rpynna obecneyeHns kavecTsa creayeT onpefeneHHoOMy niaHy TecTuposa-
HUS 418 NPOBEPKM (PYHKLMOHANMbHbIX BO3MOXHOCTEN MNPUIOKEHUA OTHOCMTENbHO MPUHATLIX (PYHKLMOHASb-
HbIX TPE6OBaHUIA.

Cama TexHosnorus, Metoavka paspaboTku, Ucnonb3yemas rpynnoli npoekTa, 3penocTb npouecca, kave-
CTBO CO37aBaeMblix apTedakToB, NpodeccnoHanibHas kBanngrkauma y4acTBYOLWMX B MPOEKTE AENCTBYOLLNX
Cy6bEKTOB BEpPUAINLMPYIOTCA PefKo, U Takue NpoLecchl, B C/lydae WX BbINOSIHEHMSA, 0ObIYHO (DOPMasIbHO He
onpegenstTcs.

Ha pucyHke 11 nokasaHo, kak MICO/M3K 27034 pob6asBnsieT HOBble pPosn, 06593aHHOCTU, KOMMOHEHTbI 1
npouecchl B TUMWYHbIA NPOEKT NPUMOXEHNS.

Co3zy; :I‘ \ Mcnone3yetcsa

noaaep, pynna
npoekta (1/2)
HopmaTnBHas HopmaTvBHas
CTpyKTypa CTpyKTypa
npunoxexuni opraHusauum
Moapepxusaet
BbINOSIHEHNE
I — \
n 1
& ! Mpoekt
npunoxexHus
\
A y 3
YcnoBHble 0603Ha4eHus:
Onpegenset Vicnone3yetcs Bepupuumpyer,
A5 reHepauun BANMAVpYeT,
pekomeHayeT rpynna  j
L |
YctaHaBnunBator,
UCMONbL3YT, _ MpuknagHoii Bepudpuyupyer, [LevicTBytowmii
noagepxusaiT npoayKT Bananpyet OneMeHTbI CcyBbeKT
Ipynna, 3aHumatoLascst
Bepudmkaumei Mpouecc
Bepudmumpyer,
KOHTpONMpyeT wflelicTeue-

PucyHok 11 — BnusiHne MCO/M3K 27034 Ha ponu 1 0653aHHOCTU B TUMMYHOM MPOEKTe NPUIOXeHNS
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Ha pucyHke 11 nokasaHo, kak nocne peanusauymn NCO/M3K 27034 6yayT dhopmasibHO onpeaeneHbl
ponu 1 06513aHHOCTU. Ha Hem Takke nokasaHbl ABa BaXHeWWwux HoBbiX koMnoHeHTa: ONF n ANF. ONF —
CTPYyKTypa B MacwTabax opraHusauuym — He BO3AENCTBYET HanpsMyt Ha NpoekT npunoxenus. Ha rpynny
npoekTa, rpynny, 3aHMmaloLLyocs Bepudukaumneid, n nonb3osartenein byaet BnnaTb Tonbko ANF, xapakrepHas
ONS NPUNOXEHUs CTPYKTypa, KoTopas obecneumBaeT TOUHble W AeTalbHble Mepbl U CPpeAcTBa KOHTPONS u
ynpasfieHnst 6e30NacHOCTbI0 NPUIOXKEHN 1 COOTBETCTBYHOLLME BEPUTINKALMOHHbIE N3MEPEHNS.

B 06513aHHOCTY rpynnbl, 3aHMMaroLLeiica Bepudukaunei, Bxogut sepucukaumns ONF. 3To ocyuiecTsns-
€TCs He TOJIbKO Ha ypoBHe npoekTta (cM. 8.4,4.2), HO U Ha YPOBHe opraHusauuy, kak 4acTb npouecca meHeg-
XmeHTa ONF (cm. nepeuncnexve d) 8.1.3.3).

8.4.3 KOMMOHEHTHI

8.4.3.1 TIpynna npoekra

[pynna npoekta COCTOUT W3 /1L, BOB/IEYEHHbIX B MPOEKT NPUIOKEHUSA Ha 3Tane NoArotoBku K paboTte
UM aTane aKcnayatauuy XXU3HEHHOro Lukia NPUAoKEHUA, TaknX Kak pa3paboTunku apxXUTeKTypbl, aHanTm-
KW, NporpaMMmncTbl Y CNeLmannucTbl No TECTUPOBAHMIO.

OTu nuua oTBevatoT 3a Bblbop anemeHToB U3 ONF gnsa cosgaHmsa wam nogaepxkn ANF ons npoekta
NPUIOXEHWUS.

8.4.3.2 Pabouas rpynna

Pa6oyas rpynna cOCTOUT U3 /L, YYacCTBYHOLNX B MEHEKMEHTE U COMNPOBOXAEHUW MPUNOXEHUSA Ha
aTane aKcnayarauum XXn3HEHHOTO LuKIa NPUIOKEHWNA, TakUX Kak CUCTEMHbIE aAMUHUCTPATOPbI, aAMUHUCTPAa-
TOpbl 6a@3 AaHHbIX, CeTeBble aAMUHUCTPATOPbI WU TEXHUYECKME CNeunanncTbl.

8.4.4 Tlpoueccsl

8.4.4.1 BbIinonHeHWe mMeponpuATUiA 6e3onacHOCTY B Xofe pas3paboTku npoekTa NpunoXeHus

Ha pucyHke 12 nokasaHo, Kak rpynna npoekrta u paboyas rpynna ncnonb3ytoT ASC B KauecTBe UHCTPY-
MEeHTaNbHOro CpeacTsa A5 OCYLLEeCTBeHNs MeponpusaTuii no obecneyeHunto 6e3onacHOCTV B xode paspa-
6OTKM KOHKPETHOrO MpoekTa nNpunoxexHus. B npoekte 6yayT mncnonb3oBaTbes Tonbko ASC 3 ANF gaHHoro
npoekra.

YcnoBHble 0603HaueHNs:
J

[lenicTeytowmin
Ccy6bekT

OnemeHTbI

Mpouecc

m/leiicTBuE -

Pabouvas rpynna
PucyHok 12 — Wcnonb3oBaHne ASC B KauecTBe MeponpuATuii no obecneyeHnto 6e3onacHocTyn

8.4.4.2 MpoBegeHne BepuUKaLNOHHBIX U3MEPEHU B Xo4e pa3paboTku npoekTa NpuioxKeHus

OTHOocSWancsa Kk BepupmkalmoHHbIM U3MepeHnsam yactb ASC peannsyeT MPUHLWM, COCTOSALLMIA B TOM,
YTO BCE MEPONPUATMA No 0b6ecrnedyeHunto 6e30nacHOCTM [O/MKHbI ObITh BEPUPULMPOBaHBI C Lieflbio NnpegocTas-
JIEHVS1 CBUAETENbCTB TOTO, YTO MEPONPUATUA OCYLLECTB/IEHbI KBANM(ULMPOBaHHBIM AEACTBYIOLWNM CyObek-
TOM Haf/iexalum obpasoM 1 NosiydeHsbl Oxuaaemble pesynbTarbl.
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Ha pucyHke 13 nokasaHo, YTO OTHOCALAACHA K BEPUDUKALMOHHBIM N3MEPEHUSAM YacTb Mep U CPefcTB
KOHTPONSA 1 ynpasneHnss 6e30NacHOCTbI0 NMPUIOXEHUA NCMOMNb3YETCA KaK KOHTPOMbHbIV I0rMYECKUn 9NIeMEHT
B XXM3HEHHOM LMK/e NpoekTa NpuioXeHus, Y4Tobbl rpynna, 3aHnMalowascsa sepudukalmen, ocywectsnana
BepudmKaumnio n Banugaunio NpuUIoKeHNa 1 NpoekTa, a Takxke npefocTtasiana pekoMmeHgauuv Bnagenbuy
NPUNOXEHNS ANA NPUHATUSA PELUEHNA O CaHKLMOHWPOBaHUN nepexoja NpoekTa NpuoXeHus K cnepyowemy
Lwary ero BbinosiHeHusA. Hanpumep, ASC moryT notpe6oBaTtb UCNONb30BaHWA YCNyrn Knactepusaunm cepse-
poB 4515 o6ecneyeHns AOCTYNHOCTU NPUNoXeHus. OTHOCALWAACH K BEPUAIUKALNOHHBIM U3MEPEHUAM YacTb
ASC npoBepsieT, AeICTBUTENBHO /1M Takaa ycryra peann3oBaHa Hafnexaym obpasom.

KOHTponMpyeT

YcnoBHble 0603HaYEHUA:

[y M
- . o
1 Mpynna OneMeHTbI [ MNpouecc ] ,El,eHCTB’\)A/lOLU,w‘;'I """ fedictBne—— >
CcyobekT

PucyHok 13 — Vcnonb3oBaHne ASC B KauecTBe U3MepeHuii

Ha pucyHke 13 Takxe nokasaHo, YTO OTHOCAWAACA K BepUUKaLMOHHbIM n3MepeHusm Yactb ASC Mo-
XeT Ucnonb3oBaTbesa ANA Bepudukauum Kksanndukauum 4eicTBYOWNX Cy6BbEKTOB, OCYLLECTBAALWMX MEPO-
NPUSATUS XU3HEHHOTO Lukna npuioxenus. Hanpumep, ASC mMoryT notpeboBaTb, UTOObl KPUTUYECKMI KOMMO-
HEHT MPUIOKEHNA peann3oBbiBasl F1aBHbI paspaboTunk. OTHOCAWAACS K BEPUGIUKALUOHHBIM N3MEPEHMAM
YacTb ASC npoBepsieT KBaiMukaumnio paspaboTynka, peann3oBaBLUEro 3TOT KOMMOHEHT.

8.5 AyaunT 6e30NacHOCTU NPUIOXEHUN

8.5.1 O6waa nHopmauymsa
Llenb gaHHoro nAToro wara ASMP cocTouT B Bepudmkaumm 1 oopmasbHOM MKCUPOBaHUM MOATBEPX-

[JaloLnX CBUAETENLCTB AOCTUXKEHUS U NOAAEPXaHNS KOHKPETHLIM MPUIOKEeHNEeM LiefIeBoro YpoBHS JoBepust
NPUNOXEHNS.

,ﬂ.aHHbII‘/JI war ASMP MoXeT BbINOMHATLCA B Nt06oe BpeMs B TedeHNe XNU3HEHHOro uukna npuioXXeHus.

B 3aBMCUMOCTY OT LLe/IEBOr0 YPOBHS fOBEPUS NPUIOXKEHMS 3TOT LIAr MOXeT ObiTb OAHOKPATHbLIM, Nepuoauye-
CKUM 1N obycnas/ivBaemMbIM COObITUAMM.
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Mpumep 1 — OpraHusauus MOXeT MepuoANYECKU BbIMOMHATL 3TOT War AN MOHWTOPMHIA CTEeneHn
ob6ecneyeHunsi 6e30NacHOCTM Ha 3Tane peannsalunm NPUIoKEHUS.

MpumMep 2 — OpraHu3auns MoXeT BbIMOMHATL 3TOT War 415 AeMOHCTpauMn pakTUYeckoro ypoBHs
LOBEpUsi NPUIOXEHNSA, MPeXae Yem 6yaeT yTBEPXKLEHO ero pa3BepThiBaHUE.

Mpumep 3 — OpraHusaumsa MOXeT BbINONHATL 3TOT Lar Ha aTane aKkcnayaTauumn XXU3HeHHoro uukna
NpUNoXeHna Kak 4aCcThb eXerogHo npoeognmoro opraHmsaumeVl ayanTa 6e3onacHocTMu.

B pamkax 3TOro wara BHYTPEHHSAS WM BHELWHAA rpynna, 3aHumatrwasncs sepudukauuneli (B8 3aBucnmo-
CTW OT NONUTUK OpraHnsauunu, cogepxawimxca B ONF), npoBepsieT, 4To6bl BCe BepuUKaLNOHHbIE N3MEPEHNS,
npeacTtaBneHHble BceMn ASC B ANF ANs KOHKPETHOro NpuaoxeHus, Gbiin BbIMOSHEHbI W pe3ynbTaTbl Bepu-
huumposBaHsbl. Llenbio gaHHOro wara sBnsetca AeMOoHCcTpaums B onpefesieHHoe BpeMsa (pakTu4yecKoro ypoBHs
JoBepus npunoxeHus. OpraHusaunss MoxeT 06bSABUTb NPUNOXKEHNE «6e30MacHbIM», Korga ero dhakTuieckui
YypOBEHb AOBEPUS paBeH ero ueneBoMy YPOBHIO A0BeEpUS.

OTOT wWar cooTBeTCTBYeT wary «npuHaTue pucka» B ycTaHaBnusaemom MCO/M3K 27005 npouecce
MeHeXXMeHTa pucka.

PucyHok 14 — O6wunini 0630p npouecca Bepudnkayun 6e3onacHOCTU NPUIOXEHNN

8.5.2 KOMMOHEeHTHI

8.5.2.1 daKTu4yeckuit ypoBeHb AOBEPUA MPUNOXEHWNI

dakTuyeckuii ypoBeHb AOBepuUs MPUIOXKEHUS — 3TO MaKCMMasbHblli YPOBEHb YBEPEHHOCTW, AEMOH-
CTpPMpYeMbIA TPyNnoi, 3aHnMalrLLeinca sepudukalmneli, Ha 0OCHoBe BepuuUKaLMOHHbIX n3MepeHnin BcexA9C
ONS faHHOTO MPUNOXEHNS.

Kaxpasa ASC, BkntoyeHHas B ANF gna kakoro-nmb6o npoekrta NpuUaoXeHus, npegycmarprusaeT KOHKpeT-
Hble W geTafibHble U3MEPEHMUs, KOTOpble AO/MKHbI BbINOMHATLCA Tpynnoli, 3aHumalLwelica Bepudukaumnei,
Hapsaay Cc ykasatessiMu Ha onpefenieHHbIn aTan XXU3HEHHOro LukKna npuaoXeHnn, BO BpeMs KOTOPOro A0JIKHO
BbIMOMIHATLCSA U3MEpeHue.
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PakTU4YECKUIn YPOBEHb AOBEPUS NPUNOXEHUA Nony4atoT nytem Bepudukaumm ASC, KOTOpas AOMKHA
ObITb OCYLLECTBNEHA B KOHKPETHBLIN MOMEHT XM3HEHHOTO LiMKNa npunoxxeHui. Ecnu kakasi-nub6o ASC He npo-
X0AUT Bepudukaumio, opraHusaLma AOIMKHA NMPUHATL COOTBETCTBYIOLLME MEpPbI ANt UCMIPABMEHUS CUTYaLUK.

YcnewHoe AOCTUXKEHNE LIeneBsoro ypoBHS JOBEPUS NPUNOXEHNUS NOATBEPXKAAETCS B Cly4ae yCneLuHoro
BbIMONMHEHUs1 Bepudukaummu NOATBEPXIAIOLLUX CBUAETENLCTB, NOSYYEHHbIX B pe3ynbrate BepuduKaLUOHHbIX
M3MEpPEHU BCcex 3annaHnupoBaHHbIX ASC.

Mocne Takoro NOATBEPXAEHUA OPraHU3aumMs CHUTAET NpUNoOXeHue 6e3onacHbIM Anst UCMONb30BaHUs
UNu pasBepTbiBaHMS C AHHOTO MOMEHTa A0 MOMEHTA crieayiowen sepudmkauumu, npeanucbisaemoin Tpebo-
BaHMEM NepUOAUYECKOli MPOBEPKU B paMkax nAToro wara ASMP unu apyrumm TpeGoBaHsIMU OpraHu3aLuu.
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MpunoxeHune A
(cnpaBo4yHoE)

Mprmep conocTaBeHUsT CYLLECTBYHOLLIENO npoLecca paspaboTtku ¢ MCO/MIK 27034

A1 O6waa nHcpopmauymsa

Llenb gaHHOro NPpUNOXeHna — NPOUNAICTPUPOBATb Ha NpUMepe, Kak hakTu4yeckn CyLecTByOLWMNii cocpegoToyeH-
HbIi Ha 6e30MacHOCTU npouecc pa3paboTkM NporpammMHbiX cpencTB (SDL) MOXHO C yCnexoM COMOCTaBWUTb C HEKOTOPbLIMU
KOMMNOHeHTamMun u npoueccamn MCO/M3IK 27034.

Ecnu cneuynanbHO He OTMEYEHO WHOEe, TO AaHHblli KOHKPETHbI nMpumep mpegnonaraeT, 4To Bce obcyxgaemble Me-
ponpuaTMA 1 pesynbTaTbl 4esATeNbHOCTH cooTBeTcTBYOT MCO/M3K 27034.

B faHHOM npunoxexHun B nogaepxky MCO/M3IK 27034 npuBefeHbl:

a) KpaTkuii 0630p XMU3HEHHOTOo LMkna pa3paboTkn 6e30nacHOro NporpammMHoOro obecneyeHus;

b) conocTaBfeHne npakTu4yeckux npuemos obecnevyeHus 6e30nacHOro nNporpaMmHOro obecnevyeHWs ¢ HOpMaTuB-
HOW CTPYKTYpOil opraHusauumn. B yacTHOCTU, B f@aHHOM MPUIOXEHUN:

1) 06BACHATCSA B3aMMOCBA3N MeXAYy 6UM3HEC-KOHTEKCTOM, TEXHONOTMYECKUM N PETYNATUBHLIM KOHTEKCTaMu;
2) obcyxAaalTcsa NpoLEecchl co34aHusa M nogaepXku cneundukauuin NnpunoXxeHuni;

3) B 06W KX YepTax ONUCbLIBAOTCA POAN U 06A3aHHOCTU Pa3/IMYHbIX 1ML, BOBJ/IEYEHHbLIX B NpoLecc pa3paboTku
NPUNOXEHNUS;

4) NpuMBOAATCA CyLWecTBYKOLMe Mepbl W cCpefcTBa KOHTPOMA U ynpasB/feHWAa 6e30NacHOCTbI MPUNOXEHWI
(ASC);

5) obcyxpaeTca npouecc Bepudukaumum 6e3onacHoOCT! NPUIOXKEHNI;

6) faeTcsa HarnagHas UAAKCTPaLMA 3Ta/NOHHOW MOLEsNV XW3HEHHOro uukna 6e30nacHOCT NPUNOXEHWIA;

7) palwTca npumepbl A4ONOMHUTENbHbLIX MEPONPUATUIA, BbINONHEHWE KOTOPbIX MOXET noTpeboBaTbCsA OopraHu3a-
uun, ncnonblytouieir SDL, ana cootBeTcTBUs MCO/M3IK 27034.

Ona ypobcTBa paccMOTpPeHMUs ONMCAHUA Mep W CpefCTB KOHTPONS W ynpaBieHuss 6e30NacHOCTbI0 MPUIOXKEHUN,
npuBefeHHbIX B HACTOSALWEM cTaHAapTe, NOMeLeHbl B TEKCTOBbIX OKHaxX B MPUBEAEHHbIX HWXe nogpasfenax, 3a Kaxablm
M3 HUX crnepyeT NpuMep NPUMeHeHus.

e BO3MOXHO, NPUBOAATCA CCbINIKM Ha 06LWEeA0CTYNHbIe UCTOYHUKM MHOPMaLMK; B HAcTOAWEM cTaHAapTe MOX-
HO HaliTh Beb6-CCbINKM Ha KOHKpPeTHOoe 06CyXAeHuWe NpoLeccoB, WHCTPYMEHTalNbHbIX CPeACTB U UHYK AOMNOMHUTENbHYIO
MHopmMaLmio.

BaxHO OTMETUTb, YTO co3farTenn LaHHOIo NPUIOXEHUS pelwnn COCPpeaoTOUYNTLCA UCKIIUYNTENbHO HA MeTOoAuKe
pa3paboTkn 6Ge3onacHbIX MPOrpamMMHbIX CPeACcTB, WCNOMNb3yeMOl AN MOCTaBKM KOMMEPYECKOro MPUKIafHOro
nNporpaMMHOro cpeicTBa U OHNaHOBbLIX ycnyr. CylecTBYOT Apyrue npouecchl, oxBaTbiBallme 3agaun 6e30nacHoCcTH
WT. Fpynnbl, agMUHUCTPUPYIOLWME 3TN NPOLECCHl, CBA3aHbl aHaNOrMYHbIM TEXHONOTNYECKUM U PErYNATUBHBIM KOHTEKCTa-
MW, HO He cOo3jalT NpuknagHoe nporpammHoe CpeacTBO, NpefHasHayeHHoe NS LWUPOKOro 06WecTBEHHOIO UCMNONb30-
BaHMA. X0oTSH UAnwcTpaums MeToank pa3paboTku 6e3onacHbiX NPorpaMMHbIX cpeacTB n UT MoxeT nokasaTbCa MHTepec-
HOW [NA HEKOTOpbIX YnTatesneil, oHa He o6si3aTeNlbHO NpefocTaBuT 6osee y6eauTenbHble CBUAETENbCTBA NPAKTUYHOCTH
NCO/M3K 27034.

Micnonb3oBaHMe XN3HEHHOTO Lukna pa3paboTkn 6e3onacHoro nporpammHoro cpeactea (Security Development Life-
cycle — SDL) B 3TOM NOSICHAOLW,EM KOHTEKCTE He 03HayaeT ogobpeHne SDL MexayHapoAHOW opraHm3aumnein no ctaHgap-
Tnsauunn (MCO).

A.2 O XM3HEHHOM LuKne pa3paboTkm 6€30nacHOro NporpaMMHOro cpeacTea

XU3HeHHbI Unkn pa3paboTkm 6esonacHoro nporpamMmHoro cpeactea (SDL) — aTo npouecc obecneyeHns gosepus
K 6€30NacHOCTM NMpOrpamMMHbIX CpefcTB. Vicnonb3yeMmblil B KauecTBe NMHMLMATUBbLI B MacluTabe KoMnaHuii u 06a3aTenibHOW
nonutukn ¢ 2004 roga, SDL cbhirpan BaxHyl po/ib BO BCTpanBaHun obecnevyeHns 6e30MacHOCTU M NPUBATHOCTW B NpO-
rpaMMHble cpefcTBa U Ky/NbTypy NpuHuMMatowieit ero komnaHmm. Couyetasn LLeNOCTHbIN U NpakTU4HbIA noaxon, SDL BBoauT
6e30MacHOCTb M NPMBATHOCTbL BO BCe 3Tanbl npouecca pa3paboTkn. CCbI/IKM HA YACTHbIE TEXHOJIOTUN U PeCypCbl B JAHHOM
NPUAOXEHNN ONYLEHbI.

Kak nokasaHo Ha pucyHke A.l, XW3HeHHbIVi Lukn pa3paboTkm 6e3onacHOro NporpamMMHOro cpejctBa COCTOUT U3
cemu 3Tanos.

" O6yueHne y} TpebosaHusa ~lpoekTupoBaHue” Peanusauus Mposepka Bbinyck Pearnposanue
- basosoe - OnpegeneHune -AHanuns sngos - Cneuudukayms - AunHamuuyeckoe - MnaH - OcyuwecTBnieHune
obyuyeHune rpaHuL, kavectsa/ atak VNHCTPYMEHTaNb- TecTuposaHue/ pearnposaHus pearupoBaHus
nopora owunb6ok - MopgenuposaHue HbIX CPefAcTB cnyvaiiHoe - OKoHuaTesnibHas

-AHanus pucka yrpos - Onpepenexne TecTupoBaHue nposepka
6e3onacHocTn 3anpeLeHHbIxX - MepecmoTp 6e3onacHocTn
1 NpUBaTHOCTU hyHKUMIA mogeneii yrpos/ -Apxus

- CraTtuueckuii BU0B aTak BbINycKa

aHanus

PUCYHOKA.1 — YXU3HEHHbI Lukn pa3paboTku 6e30nacHOro NporpaMMHoOro cpeacTea
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A.3 ConocTtaBneHune SDL ¢ HOpMaTUBHOI CTPYKTYPOI opraHm3aynu

ConoctaBneHne SDL ¢ HOpMaTMBHOWN CTPYKTYypOli opraHm3auuMm nokasaHo Ha pucyHke A.2. Mocnepytouee o6Cyx-
aeHve SDL 6ygeT npugepxwunsatbcs aToro cpopmara.

HopmaTuBHas CTPyKTypa opraHmsaumm

i . PenosnTopwii Ponu,
eyt Tesoraueontt cnewpi  oswanoci
NPUNOXEHNIA KBanudmkauns
PG LCA v LOB App PG nSDL PG PG 1 HR
Bubnnoteka ASC opraHmsaymm il Mpouecckl, cBA3aHHbIe " i
O6yueHune/Tpe6osanus/MpoekTuposaHme/ [[ c 6e30nacHOCTLI0 NPUIOXEHUIA |
Peanusauuns/lposepka/Bbinyck N LOB App, FSR, apxusuposaHune |

DTasIoHHasA MOAESNb XXM3HEHHOTO LMK1a 6€30MacHOCTM NPUIOXEHNIA
YKV3HEeHHbI uukn pa3paboTku 6e30nacHoro NporpamMMHoro cpeacTsa

PucyHok A.2 — ConocTaBneHne SDLc HOpMaTUBHOI CTPYKTYpOii opraHusauumn

Cnucok cokpaLleHunii:
PG product group (rpynna npoAykKToB);
LCA legal and corporate affairs (npaBoBble 1 KOpNopaTuUBHble BONPOCHI);

LOB App proprietary line of applications used in support of business and technological contexts (xapakTepHble 0cO-
6EHHOCTU NPUIOXEHUI, NCNoNb3yeMble B NOAAEPXKY BU3HEC-KOHTEKCTa U TEXHO/TOTNYECKOTO KOHTEKCTa);

SDL security development lifecycle (OKM3HEHHbI LUUKN pa3paboTkm 6e30MacHOro NMPorpaMmmMHOro cpeacTsa);
HR human resources (kagpoBblii oTaen);
FSR final security review (okoH4aTenbHasa npoBepka 6e3o0nacHoOCTK).

A.4 BU3HEC-KOHTEKCT

8.1.2.1 BMW3HEC-KOHTeKCT nepeuyncnsieT u JOKyMeHTUpyeT BCe MPUHATble opraHu3auuein ctaHfapTbl U nydline
npakTu4yeckne npuembl, KOTOpble MOTYT OKa3biBaTb B/AVAHME Ha NMPOEKTbl MPUIOXEHWIA.

Bu3Hec-KOHTEKCT BK/OYaeT:

a) npoueccbl MeHeIXMeHTa NpoekTa, paspaboTku, aHasM3a pucka, onepaLuoHHbIe NMPoLecchl, Npouecchl ayauta
N KOHTPONS;

b) NnonuTUKy 6e30nacHOCTN opraHusauunu,

C) npakTuyeckue npuembl B cthepe 6U3Heca;

d) ucnonb3yemyl opraHusaumein meToauky pa3paboTku;

€) nydywue npakTuyeckne npmembl 418 BCEX A3bIKOB MPOrpaMMUpPOBaHUA, MCNONb3yeMbIX OpraHu3sauuei n nepe-
YNC/IEHHbIX B TEXHO/IOTMYECKOM KOHTEKCTe;

f) chbopmanbHbI Npouecc MeHeKMeHTa NpoekTa opraHusauunu;

[) NpUMeHeHue opraHusaunein [Apyrux Heoo6XoAMMbIX MexAyHapoAHbix cTaHgaptoB WCO/M3K, Takux kak
MCO/M3K 27001, NCO/M3K 27002 n UCO/M3IK 15288.

Bu3Hec-KkOHTEKCT onpegensetca covyeTaHMeM OO6WMX KOpnopaTUBHbIX MNOMUTUK, ChneunanbHbIX (Y4acTHbIX) MO-
NNTUK, TEXHUYECKOT0 KOHTEeKCTa W ABMXYLLMX PbIHOYHBIX (DaKTOPOB OTAE/NbHbIX OpPraHW3aLuuOHHbIX eAUHUL, B pamkax
Kopnopaumuu.

MpuBaTHOCTL M 6Ge3onacHoOCTb Npu pa3paboTke NPOrpamMMHbIX NPOAYKTOB siBNAsieTcss 06LLeKopnopaTUBHbIM npes-
nucaHWeM COrflacHO XU3HEHHOMY Lukny pa3paboTks 6e3onacHoOro nporpammHoro cpeactea (SDL).']) SDL takxe TpebyeT
onpepenexHunsa nuy (pykosoaawmnx obecneyeHnem 6e30MacHOCTU M NPUMBATHOCTU), NPOLLECCOB M Mep WU CPeACcTB KOHTPONS

i} Takum o06pasom (3gecb W ganee Mo TEKCTY NPUIOXeHWs A) HymepyeTcsi CCbifika, NMPUBELEeHHas B KOHUe

npunoxeHunsa A.
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1 ynpasneHust 6e30NacHOCTL NPUNOXKEHUS, KoTopble GyayT Mcnonb3oBaThes AN OTCMeXNBaHUA NPOABUXEHUS K LIENsM
obecneveHns 6esonacHocTy 1 npusaTHocTM!.

Y4uTblBas LUIMPOKWIA CNeKkTp cueHapueB W nnatgopm paspaboTku, obssaTernibHoe cTporoe cobrogeHne gukcMpo-
BaHHO COBOKYMHOCTU METOAMK paspaboTKu UM UHCTPYMEHTAITBHEIX CpefjCTB HEBBLIMOMHUMO. MoaToMy rpynnamM GusHeca
paspeLleHo o6palLaTbCs No TEXHUYECKUM Npobnemam, He oxBa4eHHLIM HanpsMyto nonuTtukoit SDL (Hanpumep, komnuna-
TOpbI ¥ MHCTPYMEeHTanbHble CPeACcTBa Ha pasnuyHbIX NnaTgopmMax), K cnelmanucTam no KOHKpeTHBIM Bonpocam Gesonac-
HOCTUM ANs KoHCynbTauum (cM. A.8).

A.5 PerynsiTUBHbI KOHTEKCT

8.1.2.2 PerynsTMBHLIA KOHTEKCT NEpPEYNCnaeT n AOKYyMEHTUPYET Niobble 3aKoHbl MU MPeanucaHns B Kaxgom Me-
cTe BeAeHWsA BuaHeca opraHuaauvei, KoTopble MOryT BWSATL Ha NPOEKTHl NpunoxeHuit. OH BKIKOYaET 3aKoHbI, npa-
BUIa W MpefnucaHnsa CTpaH WU opUChnKLMiA, rae pa3pabartbiBaeTcs, W/unu passepTeiBAeTCH, UMW UCMONb3yeTcs
NpUnoXeHue.

OpraHn3auuu, pa3BepThiBatoLLei U/nmu ncronb3ytoLLeil OfHO U TO Xe MPUIOXEHUE B PasHbIX CTpaHax, BO3MOXHO,
npuaeTcs CooTBETCTBOBaTL TPeboBaHUAM 6e30nacHOCTH Kaxaon CTpaHsbl.

MpoBepka COOTBETCTBUA PErynATUBHLIM TpeboBaHWAM W reonofMTUYECKUA aHanu3 OXBaTblBalOT CyLLECTBYIO-
Wune OusHec-npouecchl W ynpexgalowuM obpa3om WUCnonb3ytoTca AN UMHpOPMUpPOBAHUA rpynn npoekta. BusHec-
nofpasfeneHnsMn U OTAENOM MPaBOBLIX M KOPMOpaTWBHBIX BOMPOCOB aHalnM3aupyloTca NONUTUMKUM Ana obecnedeHus
YBEPEHHOCTU B TOM, YTO BCE aCMeKTbl CO34aHUs 1 BbiNycka MPorpaMMHbIX CPEACTB COOTBETCTBYIOT NOOLIM U38ECMHbIM
NpaBoBbIM UMW PEryNATUBHLIM KPUTEPUAM, CYLLECTBYIOLUM B PasfiM4HbIX PermoHax Mupa, U 4to niobble HOBLIE NPOEKTbI
[eNCTBYIOT B paMKax rpaHuL CyLLECTBYHOLLUX MaHAaToB MOMUTUKA.

Psag npunoxeHuid (B codeTaHMK C YNOMSAHYTBIMUW BhILLE NMPOBEPKaMU) UCMNONb3YETCA FpynnamMu, oTBevaloWmmn 3a
NPOAYKT, AiNs aBToMaTn3aumm npouecca obecrnedeHns COOTBETCTBUS PErynsaTUBHBIM TpeboBaHNAM ANA NPUKNAAHOro Npo-
rpaMMHOro cpefcTea, paspaboTaHHoro Ans nybnuyHoro Beimycka.

HakoHel, pesynkraTbl perynsiTMBHLIX W reonofMTUHEcKUX NPOBEPOK HaXOAATCA B apxuBax BMeCTe C pelynbra-
Tamu npouecca Bepudukaumn 6e3o0nacHOCTV NPUINOXEHWIA (KOTopbld 0BcyxaaeTcs HWKe) ANA co3gaHus 06beKTUBHO-
ro U BCECTOPOHHEro npeAcTaBneHnsa npouecca paspaboTkn 6esonacHbiX NpUNoXeHUn. OfHAKO BaXHO OTMETUTb, YTO
peaynamueHbie U 2eoronumuyeckue nonumuku He npedHasHadyeHbl Ons XU3HEHHO20 Uukia paspabomku 6e3or1acHozo
npoepamMmHo20 cpedcmea.

A.6 Penoautopuii cneuudpukaLmii NpuUnoxeHuin

8.1.2.3 PenoanTopuii cneuuduKaLmii NPUNOXEHUA NepeyncnsieT u AoKyMeHTUpyeT obuue dpyHKUMOHanbHbIE
TpeboBaHna UT opraHuMsauuu U COOTBETCTBYIOLWME, 3apaHee yTBepXAeHHble peleHus. Cneundukayum npunoXxeHuis
AOMKHBI BKIIOYATb:

a) cneuudUKaLmm o TOM, KakuM oB6pa3om NPUNoXeHWsa ByayT BEIMUCIATL, XpPaHUTb U NepeAaBaTb UHOpMaLWIO,

b) ob6blYHbIe NapaMeTpbl MPUIOXKEHUI, PYHKLMOHaNbHBIE BO3MOXHOCTH, YCINyru U TpeGoBaHus,

C) UCXOfHbIN KO, ABOMYHBIA KoL, BUBNMOTEKN U NPOAYKTEl UK YCIYrK, KOTOPbIe UCMOMNb3YIOTCH NPUIOXEHUAMU
UMK Ha KOTOPLIX OCHOBAHLI MPUITOKEHUSI.

HononHuTenbHble cneyudukaLmm MoryT BKIHoHaTe NOAPOGHOe onucaHe B3auMoaeicTBUS NPUNOXKEHWIA C:

a) Apyrumu cuctemamu,

b) pabouyeit MHDpaCTPYKTYpOIA, OT KOTOPOW OHU 3aBUCHT;

C) MepevHeM Mep 1 CpeAcTB KOHTPOMSA U ynpasrneHus 6e30nacHoCTbIO NPUOXeEHWIA B paboyeii cpeae.

CneLuudurKaLmm co3fatoTcs U XpaHATCa OTAENbHBIMW BusHec-nogpasgeneHnsamMm  o6bIYHO COCTOAT M3 yHKLUO-
HanbHbIX yKasaHuii (ONuchLIBaKOLLMX, Kak OnpesereHHbli KOMMOHEHT JoIKeH BbIYUCISATE, XpaHUTb U NepefaBats MHpopMa-
LIMI0) U TEXHUYECKUX YKasaHuii (ONpeaenstowmx A3blkiu NporpaMMmMpoBaHns, KOMNUAATOPL, GUGnuoTekn nT. 4.). B HEKOTo-
peix cnyyasx SDL ycTaHaBnuBaeT NOMMTUKY AS1st KOMMOHEHTOB UMW JpyrX TEXHOMOrMiA, UMEeoLLMX KOHTEKCT Ge30nacHoCTM
(Hanpumep, GubnMoTeKkN KpunNTOrpadUHECKUX CEPBUCOB), C Lienbo obecneveHns yBepEHHOCTU B TOM, YTO NPUBATHOCTL U
6e30nacHOCTb NPUITOXEHWIA HE KOMMPOMETUPYIOTCS (hYHKLMOHaMNBHBIMY TpeBoBaHUAMK UM BO3MOXHOCTSAMM.

A.7 TeXHONOrMYecKui KOHTEKCT

8.1.2.4 TexHOMOrM4eckunii KOHTEKCT COAEPXUT UHBEHTaPHYIO ONMKUCL BCeX NpogykToB UT, ycryr n TexHornoruis, fo-
CTYNHbIX AN NPOEKTOB NPUMOXEHWIA opraHnsaumn. ST NPOAYKTEI, YCyrn 1 TEXHoNornn obycnaenuearoT yrpo3bl, Ko-
TOpPbIM NMOABEPraloTCs NPUMOXEHUS.

TexHOMornyecknii KOHTEKCT BKIHOYAET KOMMNbIOTEPbI, MHCTPYMEHTarnbHbIe CPeAcTBa, NPoAYKTel U yenyrn UT, kom-
MYHUKaLMOHHYIO MHDPACTPYKTYPY U Apyrie TEXHUYeCKWe yCTpoiicTea.

Mpumep — TexHonozuyeckuli KOHMeKcM, KOMOPkLIi MoXem oKa3bleamb eusiHue Ha 6esonacHocmb Npu-
JnoxeHull, ekioyaem UHgpacmpykmypy KiueHm-cepeaep, eeb-uHgppacmpyKkmypy, cemesyio UHhpacmpyKkmy-
Py, cpedy paspabomku u UHCMpYMeHmarsbHble cpedcmea pa3pabomku.
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TeXHOMOrMYeCcKkUil KOHTEKCT YacTo pasnnyaeTca cpean GuaHec-nofpasgerneHunii, OH BLIBOAUTCS M3 KOMBUHaLMK
ABUXYLLMX PBIHOYHBLIX (haKTOPOB, CLieHapieB BO3MOXHOCTU B3aUMOLEACTBUS M COBMECTUMOCTM W TEXHUYECKUX CTaHhap-
TOB AN KOHKPETHOM rpynnbl. B cBA3n ¢ pasHooBpasneM UCTonb3yeMbiX cpean GUsHec-NoapasieneHuit cTaHgapTos Ans
NPoAYyKToB MT, yCnyr 1 TeXHOMOrWiA, TeXHOMOrMYECKNiA KOHTEKCT KadKAbIM BU3Hec-NoapasserieHeM ycTaHaBnMBaeTcs He-
3aBNCUMO, 4TOBLI OH MOr OTBeYaTb Mx noTpeBHocTAM. OfHako GUaHec-nogpasfeneHna AOMKHEI Takke oBecrnevnsaTh
YBEPEHHOCTb B TOM, YTO CBSA3aHHLIE C MPOrpaMMHLIMW CPeSCTBaMU NPOEKTHI UCMONb3YKT yeryrn UT 1 TexHomoruu, no-
3BOMAKOLNE UM YAOBNETBOPSTL KpUTEPUsIM Ge30MaCHOCTU W NPUBATHOCTH, YCTaHaBMNNBaeMbIM GU3HEC-KOHTEKCTOM U pe-
YNATUBHBIM KOHTEKCTOM.

A.8 Ponu, o6sizaHHOCTM M KBanudpukauus

8.1.2.5 ONF pgomxHa cogepxaTb:

a) nepeqHU U onucaHus Bcex poreil, 06A3aHHOCTEN U HeobxoaMMON NpodeccUoHanbHON KBanudukaumm Bcex
JeicTByroLMX cyObeKkToB, ydacTBylolwMx B co3faHun n nogaepxke ONF, u/unn ponei no cosfaHuio u NoadepxKe
ASC;

b) nepevHn v onucaHus Bcex pornei, 0bs3aHHOCTER U HEOBXOAMMON NPOECCUOHANBHON KBanudukaLmm Beex
LeACTBYHOLLMX CyOBEKTOB, BOBNEYEHHBIX B XKU3HEHHBIA LIUKI NPUNOXEHUI, TAKUX KaK OTBETCTBEHHbIE 3a MHOopMaLM-
OHHYto 6e30nacHOCTb, PYKOBOAWUTENW NPOEKTOB, afMUHUCTPATOPLI, NULa, 3aHMMmatolwuecs npuobpeTeHneM nporpamm-
HbIX CPEACTB, PYKOBOAWTENM paspaboTku NporpamMMHbIX CPeAcTB, Bnagenblbl NMPUNOXEHUA, PYKOBOAUTENWU NOMb-
3oBaTenei, pa3paboTymMKn apXUTEKTypbl, aHanuMTUKK, MPOrpamMMUCTbI, CleUuanncTel N0 TEeCTUPOBaHWIO, CUCTEMHbIE
agMVUHWUCTpaTopbl, adMUHUCTpaTopbl 6a3 AaHHbIX, CETeBLIE 8AMUHUCTPATOPLl M TEXHUYECKUIA NepcoHarn.

MonuTuka B MacwTabax opraHusauum GygeT cnocobecTBoBaTh 06ECNEUYEHUIO YBEPEHHOCTU B TOM, YTO BCE KPUTH-
YecKkue ponu AN BCex NpoLieccoB pacnpefeneHsl, Bce 0653aHHOCTM onpeaeneHbl, KOHNUKTEI MUHTepecoB NpegoTepa-
LEHbl, @ Ha3Ha4YeHHble Ha pornu nuua obnagatoT 4OCTAaTOMHON NpodeccnoHarnbHON kBanudukaumen.

KaTeropuu (paspsg) paboTel nepcoHana co3farTes U NOALEepXMBaIOTCA KafpoBoii cry»K 60, nonyyatoLeii BXOAHYIO
MHopMaLuto oT BUsHec-nogpasgeneHnii. 3Tu KaTeropun BKNOYaKOT BLICOKOYPOBHEBOE ONUCaHWe 3a4ay U KOMNETEHTHO-
CTW, XapaKkTepHbIX ANsA Kaxaoi pabodeil ponn. B To BpeMA kak kagpoBas crnyxba noagepxvBaeT oblyme AOMKHOCTHbIE
WHCTPYKLUUKM, BusHec-nogpasaeneHna obbIYHO OTBEYaIOT 3a NPUHATUE peLLUEeHWA O TOM, KaK KOHKPETHO ornpefennTh Ka-
Teropun paboTkl B OTHOLUEHUW KOMMETEHTHOCTM B cdhepe obecnedeHnss 6e3onacHOCTU U NPUBATHOCTW W UCTIONb30BaTh
STU KPUTEPWUM ANSA COAEWCTBUA AenernposaHunio obsi3aHHOCTEN Mo Hag3opy 3a obecnevyeHnem 6e30nNacHOCTU B paMKax
rpynnbl, 3aHUMatoLLelics pa3paboTKoW.

B SDL ecTtb 06Lue KpUTepun U AOMKHOCTHBIE MHCTPYKUMW ANS poneii no obecneveHuto 6e3onacHocTu U NpUBaTHO-
CTM; 3TW PorM Ha3HavaloTes Ha stane « TpeGosaHua» npouecca SDL.I 310 cneumanbHele paboune ponu, KOTOpLIE AOMK-
Hbl BbITb OMpegeneHbl 4o Hayana 3tana pas3paboTkn. 3TU ponu SBNAOTCA KOHCYINBTaLMOHHBEIMM MO CBOEMY XapaKTepy u
obecneunBaloT OCHOBY, HEOOX0AUMYIO ANA MAEHTUMDUKALUKN, KnacCUdmrKaLmm U yMeHbLUeHUs npobnem 6e3onacHOCTU U
NpPUBaTHOCTH, UMEIOLLMXCS B NPOeKTe pa3paboTkn NporpamMMHbIX CPEACTB. TU PONM BKITIOHAIOT:

HapsopHblie ponu: [JaHHble ponu npefHasHadeHbl Ans obecnedeHns HaA3opa 3a NPOEKTOM U MOTYT BKIIOHaTh Kak
KONMMYECTBEHHbIE, TaK U KaYeCTBEHHbIE peKOMeHAaLWK rpynne NpoekTa B OTHOLUEHUM MUHUMATBHO AOMYCTUMBIX NOPOroB
AoBepus K 6e30MacHOCTM U NPUBATHOCTU ANSA NPOEKTa, CBA3AHHOIO C MporpaMMHbIMU cpeAcTBamu. HapasopHble ponu
JOMXKHbI BbITb TaKke HageneHb NOSIHOMOYMAMU NPUHATUA UNKU OTKITOHEHUS MaHOB obecneyeHust 6esonacHocTH M Npu-
BaTHOCTU, MOCTYNatoLWMX OT rpynnbl NPOeKTa.

a) Kypartop no o6ecneuenunto 6e3onacHocTu: Ha gaHHylo ponb Ha3HayaloT cneyuanucTa no oTAenbHbLIM BONpo-
cam 6e30nNacHOCTH, SABNAIOLEroca BHEWHUM ANSA rpynnbl NpoekTa. 3Ty porib MOXET BLINOAHATL KBaNU@ULMPOBaHHBLIA
rpefcTaBuTENb HE3aBUCUMOI LIEHTPanU3oBaHHoMN rpynnel o6ecneyeHusi 6e3onacHoCTU B paMKax opraH13aLymn unm Mox-
Ho obpallaTbesa K ycnyram BHelWHero cneyuanucta. fluyo, BeibpaHHoe AN pelueHna 3Toi 3agavdu, AOMKHO BLINOMHATL
ABe PyHKUUK:

i) ayauTopa, T. €. OCYLECTBNATL MOHUTOPUHI 6e30NacHOCTU KaX0ro sTana npouecca pa3paboTku U NoaTBEpX-
AaTb ycnelHoe BbiNoNHeHne TpeboBaHUil kKaxaoro sTana, a Takke o6nagarte cBo6og0i B Bonpoce noaTBepX-
AeHUA COOTBETCTBMUA (MNWN HECOOTBETCTBUA) TpeboBaHUAM GesonacHocTu 6e3 BMellaTenbCcTBa CO CTOPOHbLI
rpynnbl NpoeKTa;

i) akcnepta, T. e. obnagaTb NoAAaloLWENca NpoBepke KOMNETEHTHOCTLIO B Bonpocax 6esonacHocTy,

b) Kypatop no obecneueHuto npuBaTHOCTH: Ha AaHHyl0 ponb Ha3HavaloT cneyuanucTa no oTAenbHLIM BOMPO-
cam NpUBaTHOCTH, ABMAIOLLErocA BHEWHUM NO OTHOLLEHUIO K rpynne npoekTa. 3Ty ponb MOXET BbINOMNHATL KBanuduLm-
pOBaHHbIA NpeACcTaBUTENb HE3ABUCUMOW LIEHTPanNM30oBaHHOW rpynmnbl o6ecneveHns NpUBaTHOCTU B paMKax opraHusauum
“nn MoXHO obpallaTbCs K yenyram BHeLWHero cneyuvanucrta. Jiuuo, BeibpaHHoe ANs pelleHus 3Toi 3agadun, AOMKHO Bbl-
NONHATL ABe PYHKLUK:

i) ayautopa, T. €. OCYLUECTBAATL MOHUTOPUHI NPUBATHOCTU KaXA0ro aTana npouecca pa3paboTkv U NoLTBEpX-
AaTb ycneluHoe BbINoNHeHUe TpeboBaHuii kaxaoro stana, a Takke obnagarte cBoGof o B BONpOce NOATBEPX-
AeHUs cCOOTBETCTBUA (MNN HECOOTBETCTBUSA) TpeboBaHWAM NpuBaTHOCTU Ge3 BMeLLaTenbLCTBa CO CTOPOHbI rpyn-
Nbl NPOeKTa;

i) akcnepra, T. e. obnagaTh NogaaroLLeiica NpoBepke KOMMNETEHTHOCTLIO B BOMpOCax NpUBaTHOCTMY.
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Kom6uHauus Kypatopckux poneii: Ponb kypaTopa no obecnevyeHunto 6€30mMacHOCT MOXeT 6biTb 06beAnHeHa C
ponblo KypaTopa no o6ecnevyeHntio NpUBaTHOCTW MPWU YC/IOBUKU, YTO MOXET 6biTb ONpejesieHo MU0 C COOTBET-
CTBYHWOLW UMW HaBblKAMMW U OMbITOM.

PykoBoaunTenun rpynn: [laHHble ponu JOJKHbI BbIMOJIHATLCA cneyvanicTaMmu B COOTBETCTBYLL el 061acTu, KOTo-
pble 6yayT npeAcTaBfATb rPynny pa3paboTku nNpoekTa Ha 06CYyXAeHUsAX C KypaTtopaMu no o6ecneyeHnto 6e3onacHocTn u
npmBaTHOCTW. OTa po/ib OTBevaeT 3a 06CYXAeHNe, NPUHATUE M OTCAEXUBAHNE MUHUMAlbHbLIX TpeboBaHunii 6e3onacHoCcTH
M NoAAEPXKY YEeTKOW CBA3M C KypaTopamMu 1 ApyruMu NMPpUHUMAKLWUMKU pelleHnsmMmn nuuamMmmn Bo BpeMsi paboTbl Haj npo-
€KTOM Mo pa3paboTke NPOrpaMMmMHbIX CPeACTB.

a) PykoBoguTenu rpynnbl No Bonpocam 6e€30MacHOCTU: 3To nuuo (Man rpynna nuy) He HeceT efUHONUYHO
OTBETCTBEHHOCTN 3a obecneyeHne yBEPEHHOCTU B TOM, YTO BbIMYCK MPOrpamMMHOro MpoAykTa y4uTbiBaeT BCe BOMPOCHI
6e30nacHOCTU, OHAKO OHO OTBeYaeT 3a KOOpAMHAaLWI U OTCMexuBaHue BONPOCOB 6e3omacHOCTU AN npoekTa. Jluuo,
BbINOJIHAKOLLEe 3Ty POJ/b, TaKXe HeceT OTBETCTBEHHOCTb 3a COCTOsIHME OTYETHOCTM fepej Kypatopom Mo o6ecneyeHuto
6e30MacHOCT W APYrMMUW 3auHTepecOoBaHHbIMKU CTOPOHaMMK (Hanpumep, pykoBoAuTensaMu pas3paboTKu M TeCTUPOBaHMA)
13 rpynnbl NPoekTa;

b) PykoBogutenu rpynnsl No Bonpocam MNpUBATHOCTU: 3To Auuo (UAW rpynna Nuu) He HeceT efUHONNYHOM
OTBETCTBEHHOCTM 3a obecneyeHne yBEePeHHOCTU B TOM, YTO BbINYCK NPOrpamMMHOro NpojyKTa y4uTbiBaeT BCe BOMPOCHI
npMBaTHOCTW, OJHAKO OHO OTBEYaeT 3a KoOpAMHaLUI U OTC/EeXnBaHWe BOMNPOCOB NMPUBATHOCTU ANA NpoekTta. JInuyo, Bbl-
nosiHALW ee 3Ty posib, Takke HeceT OTBETCTBEHHOCTb 3a COCTOSIHME OTYETHOCTU nepej Kypatopom no obecneyeHuto npu-
BaTHOCTW U APYTUMU 3aWHTEPECOBAaHHLIMU CTOpOHamMu (Hanpumep, PyKOBOAUTENAMU pas3paboTKM M TecTUpoBaHuA) U3
rpynnbl npoekTa.

A.9 bubnuoteka ASC opraHusauymm

8.1.2.6 OpraHusauuns fJosxHa onpefennTb, No kpalHeil mepe, ogHYy 6MGAMOTEKYy Mep M CPeACTB KOHTPOASA U
ynpasneHnsa 6e30MacHOCTbI0O NPUAOXeHUi. 3Ta 6ubnnoteka HasbiBaetTca Bubnnotekoil mMep n cpefCcTB KOHTPOAA K
ynpaBneHus 6e30NacHOCTbO NPUNOXeHWA (6ubnnoteka ASC). B Hell nepedyunucnanTcs n JOKYMEHTUPYTCSA BCe Npwu-
3HaHHble opraHusaumeit ASC. Tn ASC BbIBOAATCA M3 CTAHAAPTOB, YUYW MX NPaKTMYeCcKUX NpuemMoB, posnei, ob6s3aH-
HocTell n npodheccroHanbHOl kBanudukaunum, 6U3HeC-KOHTEeKCTa, TeXHOTOTUYECKOro U PerynaTUBHOIO KOHTEKCTOB, a
Takxe cneunukaymnii NpuIoXKeHni.

Kak yacTb unnwctpupyemoro Huxe npouecca 3DL 6bino mpgeHTudguumpoBaHo cemHaguatb A3C. 3ToT npumep
BK/lOYAET Kak 06s3aTesibHble, Tak U Heob6A3aTeNbHble 3agaun. Heobs3aTenbHble 3aga4un A3C mMoryT fo6aBnaTbca 6uUsHec-
nojpasfeneHnamMn B cayvyae Heob6XoAMMOCTU AOCTUMXKEHMUSA XenaeMblX Luenei 6esonacHoCcTM u npueatHocTu. ASC, u3o-
6paxeHHble Ha pucyHke A.3, npeacTaBfeHbl B NOpPsSAKE WX MOSABMAEHUA C UCMNOSIb30BAHUEM TPaAWULMWOHHON KackagHol
mozenun paspaboTku. na KpaTtkoCcTU NonHoe obeyxaeHue kaxaon ASC onyuieHo.

KpaiiHaa cneesa ASC MOXeT cuutatbcsa «KOpHeBOi» ASC — no CcywecTBY «poAUTENbCKUM Yy3/10M» AeTaslbHOl ape-
BOBUAHOW cxeMbl ASC, nokasaHHOl Ha pucyHke A.3. 3Ta unncTpaynsa nokasbiBaeT, UTO OpraHn3aLna MoxeT NPUMEHATb
ASC c Bo3pacTalwmnuMmn YpoBHAMM CNOXHOCTU W AeTasibHOCTU, YTOObLI COOTBETCTBOBATL LLe/IeBOMY YPOBHIO f0BEepusa AN
NPUIOXEHURA, KOTOPbI/ OpraHM3auma BblibupaeT 4O Havyana npoekTa NPUIOXKEHUS.

PucyHok A.3 — TlMpumep gpeBoBUAHOIN cxembl ASC
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A.9.1 O6yueHue

1) TpeboBaHusA oByueHus: Bce uneHsl rpynn paspaboTku NporpamMMHBIX CPEACTB AOMKHBLI MPOATH COOTBETCTBYIO-
wee obyyeHue, 4Tobbl BbITh B Kypce 0CHOB o6ecrnedeHmnst 6e30nacHOCTU U MocneaHnx TeHAeHUUI B cdrepe 6e3onacHoCTu
U npuBaTHOCTU. JlMLa ¢ TexHUYeckuMn pabounmMm ponsiMu (paspaboTyunku, cneyuanucTsl N0 TECTUPOBAHMNIO, PYKOBOAM-
Tenu nporpamm), HeNOCPEACTBEHHO yyacTBytoLMe B pa3paboTke NporpamMM, JOMKHBI eXErogHO NPoXoanTb, No KpatHen
Mepe, ofWH Kypc obyyeHns no 6esonacHocTu. BazoBoe obyueHune no 6e3onacHOCTU NPOrpamMMHbIX CPEACTB [OMKHO OXBa-
ThiBaTh OCHOBOMOMaraloLme KoHUenLun, Takme kak 6esonacHoe NpoeKTMpoBaHue, MoAenupoBaHue yrpos, onpefereHme
BMAOB aTak, 6esonacHoe KogupoBaHue, TecTUpoBaHUe GeaonacHocT U npusaTHocTn.Y

A.9.2 TpebGoBaHus

2) Tpeb6oBaHus 6e3onacHocTU: Heobxoa4UMOCTL pacCMOTPeHUS BONpocoB Ge3onacHOCTU U NPUBATHOCTU Ha Ga-
30BOM YpOBHE SBMSAETCA OCHOBOMOMNaraloluM acnektoM paspaboTkun cuctem. OnTuManbHbIM MOMEHTOM onpefeneHns
TpeboBaHW HaAEXHOro NPOEKTUPOBAHUA NPOrPaMMHOI0 CPEACTBa ABNAETCA HaYanbHasa CTagusa NNaHMpoBaHUA ero Bep-
cun. 3To JaeT BOSMOXHOCTb 3aHMatoLLMMcst pa3paboTKoit rpynnam WaeHTUpULMpOBaTh KIoYeBbIE aTanbl U pe3ynsraThl,
a TakKe No3BOSMAET OCYLUECTBNATL MHTErpauuto 6esonacHoCTU M NPUBATHOCTU Takum obpasom, YTobbl OHa cBoauna K
MUHUMYMY FtoOble HapyLIeHUs MNaHOB U BpeMeHHLIX rpadukoB. AHanu3 TpebosaHuii 6esonacHOCTU U NPpMBaTHOCTU OCY-
LLECTBISETCH B Ha4arne npoekTa U COCTOUT U3 pasnuyHblX 06s3aTenbHbIX AeWCTBUN, BKNOYas (Kak MUHUMYM): onpejere-
Hue npuMeHnmMocTu SDL; onpegeneHune nul, oTBeYaroLWmMx 3a Hag3op 3a 6e30NacHOCTLIO U NpUBaTHOCTLIO (M. 8.1.2.5 —
Ponu, 06s3aHHOCTU U KkBanudukaLms); onpeaeneHne MMHMMarbHbIx TpeboBaHuii 6esonacHocTH; cneuuduLmMpoBaHme 1
pasBepTbiBaHWE CUCTEMEI OTCIEXMBaHUS ya3BUMocTeit/pabounx Bonpocos;Y

3) MpaHuubl KauyecTBa/nopor owmbokK: MpaHuusl KadecTBa/moporu OWMGOK UCMONb3YHTCA ANA YCTaHOBMEHUA
MWHMMaSIbHO JOMYCTUMBIX YPOBHENW KadecTBa obecneveHuss 6esonacHocTu u npusatHocTu.Y!' V' Onpegenenune atux Kpu-
TepueB B CaMOM Hadare npoekTa cnocobcTByeT MOHMMaHUI0 PUCKOB, CBSA3aHHLIX ¢ Npobnemamu GesonacHocTn, u gaet
BO3MOXHOCTL Fpynnam npoekTa uaeHTUdULMpoBaTb U UChpaBnsaTe owmbku Bo Bpemsa pa3paboTku. Mpynna npoekTta
JomkHa obcyxaaTb rpaHuLbl kayecTBa ANs KaKAoro stana pa3paboTku, OHU AOMKHbI BbITh YTBEpKAEHbI KypaTopoM Mo
6e30MacHOCTH C Pa3bACHEHWSIMI, COOTBETCTBYIOLLMMHI NPOEKTY, U 6onee cTporumu TpeboBaHussMKU GesonacHocTH, onpe-
JeneHHbIMU KypaTopoM no obecneveHuto 6e3o0nacHOCTU (B COOTBETCTBYIOLMX criyyasix). [pyrnna npoekTa AofmKHa Taioke
NpoJeMOHCTPUPOBaTL COOTBETCTBUE COITIacoBaHHLIM rpaHuLam Kayectsa Ans cobnioaeHus TpebosaHuii npoBepku nNpu
OKOHYaTenbHOW npoBepke GesonacHocTU. Mopor ownboKk — 3TO rpaHUUbl KavyecTBa, OTHOCSILLMECS KO BCeMY NPOeKTy
pa3paboTkn nporpaMMHbIX cpeacTB. OH MCMONb3yeTcA ANs OnpeieneHns rpaHuL cepbe3HOCTU OLUMOOK, BUSIOWMX Ha
6e3onacHoCTb (Hanpumep, HeT U38ecmHbIX OLUMBOK B NPUITOXEHUN C «KPUTUYECKUM» MOKasaTeneM Bo BPeMS BbiNycka).
Mopor ownboK H1KOrAa He [OIKEeH CHKaThCS, axe ecnu npubnuxaetca gaTa Bbinycka NpoekTa.

MpumedyaHune — [puMeHsemasn kK 6e30NacHOCTU KOHLENLMA rpaHuL, kadecTBa/nopora ownbok bnuaka K KoH-
Lienuum LieneBoro ypoBHS A0BEPUS, TaK KaK OHa Takke UCMoNb3yeTcs A yCTaHOBNEeHNS MUHUMarbHO AOMYCTUMBIX YPOB-
Heit 6e30MacHOCTU U NPUBATHOCTH;

4) OueHka pucka 6esonacHocTu u npuBaTHocTu: OLeHKka pucka HGesonacHocTU U npusatHocTu (Security and
privacy risk assessments — SRA) — 310 o6s3aTenbHble npouecch MaeHTUdUKaUUM OyHKLMOHArbHBIX acnekToB npo-
rpaMMHbIX CPEACTB, KOTOpbIe MOryT TpeboBaTk yrnybneHHo! NpoBepKU. YUUTLIBAs, YTO XapaKTepPUCTUKKA NporpaMmbl U Ha-
MeYeHHble PYHKLMOHaNbHBIE BO3MOXHOCTW MOTYT OTNIMYATLCA B pasHbIX MPOEKTax, pa3yMHO HauYMHaTh € MPOCTLIX OLIEHOK
pvcKa 1 pacluMpsATb WX No Mepe HeoBXoAMMOCTH NS COOTBETCTBUS MacwTaby npoekTa. Takue oLEeHKU JOIMKHbI BKIOYaThb
cnegyoLlyto nHdopmaLuio:

a) (BesonacHoOCTb) Kakue YacTu npoekTa NoTpebytoT Moaenu yrpos (cM. ASC 7)), Huxe) nepen BeIMyckoM?
b) (6esonacHocTb) kakne YacTu npoekTa NOTPebylOT NPOBEPOK NPOEKTUPOBaHUA Ge30NacHOCTU Nepep BbiMy-
CKOM?
c) (6e3onacHOCTb) Kakue YacTu NpoekTa (ecnu TakoBble UMEIOTCS) NOTPeBYIOT TECTUPOBAHUSA Ha NMPOHUKHOBE-
HWe, NPOBOAUMOro B3aUMHO COrTacoBaHHON rPYNMon, ABNSAIOWENCA BHELWWHEN NO OTHOLWEHWIO K rpynne npo-
ekta? fiobble YacTn npoekTa, Tpebylolme TECTUPOBaHNA Ha NPOHUKHOBEHWE, AOMXHBI pa3pellnTb NpoGneMs,
naeHTUdULUMpOoBaHHbIE BO BpeMs TECTUPOBaHWS Ha NPOHUKHOBEHUE, Nepes yTBepXAeHUEM ANA BbINYCKa;
d) (6esonacHocTb) Ntobble TpeboBaHWS AONOMHUTENBHOrO TECTUPOBAHUS UINKM aHanu3a, COMTEHHBIE KypaTopoMm
no obecneveHunio 6€30NacHOCTM HeOBXOAMMBIMU ANA YMEHbLIEHUA PUCKOB 6e30MacHoOCTH;
e) (6esonacHocTb) pasbsicHeHMe KOHKpeTHOW cdepbl TpeboBaHmit «crnyuaiiHoe TecTupoBaHue»? (cm.
ASC 12)?), Huxe);
f) (NPMBaTHOCTb) ONPeAeneHne nokasartens BNUSHWA Ha NpuBaTHoCTb: Vil X
i) P1 — BbICOKWiA pUcK NpuBaTHOCTU: PYHKLMA, NPOAYKT UNM ycnyra XpaHaT unu nepepatot P19 | mensior
YCTaHOBKW UMK accoumnaLum Tuna daiina unmu MHCTanupyIoT NporpaMMHbIe CPEACTBa;

1) Cwm. nepeuncneHune 7) B A.9.3.

2) «CnyuaitHoe TecTuposaHue» (fuzz testing) — TecTUpoBaHue, ucnofb3sylowee cnydanHblii Habop BXOAHbLIX
AaHHbIX.

3) Cwm. nepeuncrienmne 12) 8 A.9.5.
4) Pl (Personally Identifiable Information) — nepcoHansHas naeHTUdUKayMoHHan nHgpopmauus.
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ii) P2 — cpeaHuii puck npusatHocTU: EAUHCTBEHHBLIM BUSIIOLLMM Ha NPUBATHOCTL BUAOM A€NCTBUSA B DYHKLIUMN,
nNpoayKTe UNU ycnyre sIBNsiIETCA OAHOKpaTHasA nepefjada aHOHUMHBIX AaHHbIX, MHULUMUPpYeMasn nornb3osaTenem
(Hanpumep, Nonb3oBaTeNb LUEMNKaET MO CChiNKe U NepexoauT Ha BeG-cailT);

iii) P3 — Hu3ku puck npusatHocTu: B dyHKUMKM, NpoAYKTe UMK ycryre OTCYTCTBYET BUA AEWUCTBUA, OKasbl-
BaloOWMiA BNUAHUE Ha npuBaTHOCTb. He nepeparoTcA aHOHUMHbBIE UMK NEepPCOoHanbHbIE faHHble, He XPaHUTCH B
MalWHe nepcoHanbHas uaeHTUdUKaLMoHHaa MHOPMaLMSA, HE MEHSIIOTCS] HUKaKUe yCTaHOBKW OT UMEHU NOMb-
30BaTens, He MHCTaNNUPYIOTCA NporpaMMHbIe CpefiCcTBa.

A.9.3 MpoekTupoBaHue

5) Tpe6oBaHua npoekTupoBaHus: OnNTMMansHoe BpeMs BIIUSIHUA Ha HaflexHyto pa3paboTky NpoekTa — Havasb-
Hble MOMEHTB! €ro XU3HeHHOro Lukna. KpaiHe BaXKHO TLLATeNbLHO paccMaTpuBaTh Bonpockl 6e3onacHOCTU U NPUBATHOCTU
Ha 3Tane NpoeKTUpOBaHUs, TaKk Kak pelleHue npobnem 6e3onacHOCTU U NPUBATHOCTU, OCYLLECTBISIEMOE Ha HayamnbHbIX
aTanax XW3HeHHOro uukna, 6yaet ropasfo MeHee 3aTpaTHbIM. [pynnbl NpoekTa JOMKHbI BO34EpPXUBaTLCA OT NPaKTUKKU
«NpUBA3BLIBAHUSI» K KOHLl pa3paboTKku npoekTa pelueHue BonpocoB 6e30MacHOCTU M NPUBATHOCTY.

Kpome Toro, rpynnamM npoekTa KpailHe BaXHO MOHWMaTb pasnuuue Mexay «besonacHbiIMU CBOACTBaMU» U «CBOW-
cTBaMu 6e30nacHOCTU» — BIOJSTHE BO3MOXHa peanun3sanusi cBoiicTB 6e3onacHoOCTH, KOTopble, B CyLLHOCTH, Hebe3onacHbI.
BesonacHble cBOWCTBa ONPEAEnsIoTCA Kak CBOMCTBA, (PYHKLMOHANbHbBIE BO3MOXHOCTU KOTOPbLIX NPaBUITbHO CMpPOEKTU-
poBaHbl B OTHOLIEeHMKU Be3onacHOCTH, BKIOYas CTPOrytlo NMPOBEPKY NpaBUIIbHOCTU BCEX AaHHLIX nepep obpaboTkoi unu
KpunTorpaduyeckn HagexHylo peanusauumio 6ubnuotek ana kpuntorpadudeckux cepsucos. CeoiicTBa BesonacHocTh
onucblBaloT PYHKLUOHANBHbLIE BO3MOXHOCTU NporpaMMbl ¢ BKITloYeHWeM 6e3onacHoCTh (HanpuMep, ayTeHTudukauus no
Kerberos).

OyHKUMOHanNbHbIE cneuuduKkaLum NpoeKTUpoBaHUs MOryT notpeboBaTbCa ANA ONUCaHUA CBOWCTB Ge3onacHoCTU
MNn CBOWCTB MPUBATHOCTM, KOTOpble ByAyT HENocpeACTBEHHO NpeAcCTaBlieHbl NONb3oBaTeNsAM, Hanpumep, TpeboBaHne
ayTeHTUdMKaLMKM nonb3osarenei AnA JocTyna K onpeAeneHHbIM aHHbIM UKW cornacua NoNb3oBaTens nepes MCNonb3o-
BaHWEM CBOWCTBA C BLICOKMM PUCKOM NMpUBaTHOCTU. B pesynirate Bece crneuudukaymu NpoeKTUpoBaHNUS JOMKHLI:

a) TOYHO W MOSHOCTBLIO ONpeAensTb, Kak peanu3yloTcs 3TM CBONCTBA;

b) onpeaensTb, kak MOXHO 6e3onacHo peann3oBaTb Bce hyHKLMOHasbHbIE BO3MOXHOCTH, paspeLlaemMble AaH-
HbIMU CBOWCTBaMM,

C) onpeaensTb, kak 6eonacHeIM cnocobom MCNoNbL3oBaTh 3TU CBOWCTBA.

WcnonHeHne TpeboBaHWii NPOEKTUPOBaAHNS COAEPXUT psf HeobXxoAUMbIX AENCTBUIA, BKNIOYAOLWMX (HO HE orpaHu-
YnBaIOLMXCA) aHanm3 NPoeKTUPoBaHNsA 6e3onacHOCTH, aHanM3 NPOeKTUPOBaHWUSA NPUBATHOCTU U cneLndUKaLIMiA, a Takke
peanusaumio MMHUMasbHBIX KpunTorpaguyeckux TpeboBaHuWii NPoekTUpoBaHUs;X

6) YMeHblUeHUe BMOOB aTaK: YMeHbLUEHWe B 0B aTak TECHO CBA3AHO C MOZENUPOBaHUEM Yrpos, XOTA OHO pac-
cmatpmBaeT npobnemMbl 6e30MacHOCTM HEMHOIO C MHOW TOYKU 3peHUN. YMeHblUeHWe BUAOB aTak npeacTaenser coboit
CPEACTBO CHWXEHWUA pUCKa NyTeMm MNpefoCTaBnNeHna HapyLUMTEeNAM MeHbLlUeil BOSMOXHOCTU ANA HaxoXAeHus cnaboro
MecTa WNW YA3BUMOCTW. YMeHbLUEHWE BUAOB atak COefMHAET UCMONb30BaHWE MHOrOYPOBHEBON 3alWUThl, OTKIHOUEHUE
Unun orpaHnYeHne AocTyna K CUCTEMHBLIM CepBUcCaM U NpUMeHEHNe Npu nobbiX BO3MOXHLIX 06CTOATENLCTBaX NpMHLUMNG
HauMeHbLUWUX NpUBUNErnii;

7) MogenupoBaHue yrpo3s: MogenupoBaHue yrpo3 — 310 0basaTenbHbIi NpoLece, BLINONHAEMEI Ha sTane npo-
eKTUPOBaHWSA W MO3BONSAILLUMIA rpynnam paspaboTku B CTPYKTYPUPOBaHHOM BUAE paccMaTpuBaTh, AOKYMEHTMPOBaTb U
obeyxgaTe nocnegctema Ana 6esonacHocT nNpu npoekTuposaHu. OHO Takke npegycmaTpuBaeT TLiaTeNlbHOE paccMo-
TpeHue npobriem 6e3onacHOCTH Ha yPOBHE KOMMOHEHTOB U NpUNoXxeHuid. MogenupoBaHue yrpos SBnseTcs KoMaHaHOM
paboToil, oxBaTbiBaloOLLel pykoBoAUTeNel npoekta/nporpaMmMbl, paspaboT4nkoB U cneLWanucToB No TECTUPOBAHMUIO, U
npeAcTaBNAeT OCHOBHYIO 3ajadvy aHanusa 6e3onacHOCTH, OCYLLECTBNSEMYIo Ha STane NPoeKTUPOBaHUs NPorpamMMHbLIX
cpeactB.X!

A.9.4 Peanusauusa

8) Mcnonb3oBaHWe yTBepPXKASHHbLIX NHCTPYMEHTaNbHbIX cpeacTB: Bce rpynnbl pa3paboTku JomKHbI onpege-
NSATE W NyBNUKoBaTb CMUCOK YTBEPXAEHHBIX MHCTPYMEHTaNbHBIX CPEACTB (M KOHKPETHBIE GYHKLMOHANBbHBIE BO3MOXHOCTM
HWS B NPOrpaMMHbIX NpoekTax.Xi Xil 3ToT cncok oMmKeH cornacoBLIBATLCS 1 YTBEPXAATLCA KypaTopoM Mo oBecrneyeHto
GesonacHocTU rpynnbl NpoekTa. Kak npasumno, rpynnel paspaboTku AOMKHbEI CTapaTbCs UCMONb30BaTh HOBEMLLYHO BEPCUO
YTBEPXAEHHbBIX MHCTPYMEHTaNbHbLIX CPEACTB, YTOObLI MOXHO BbiNO UCMOMb30BaTH HOBbLIE YHKLMOHANBHbIE BO3MOXHOCTM
Be3onacHoCTy;

9) WcknioyeHUe HeHaaeXHbIX OYHKLMIA U3 Yucna ncnonbsyemMblix: MHore oBbl4HO ncnonbayemble (yHKLMM 1
WHTepdeichl NpuknagHoro nporpammupoBarus (Application Programming Interface — API) He siBnstoTcst 6e3onacHeIMU B
OTHOLLEHUN cyLLecTBYIoLW el cpefbl yrpos. [pynnbl NpoekTa JOMKHbI aHanuanposaTb Bee yHKUMKU U API, KoTopble ByayT
1Cnonb30BaTLCA COBMECTHO C NPOEKTOM pa3paboTku NporpaMMHLIX CPEACTB, W 3anpeLlaThb Te U3 HUX, KOTopble onpeaene-
Hbl Kak HeHagexHble. XV [Mocne onpegeneHus cnucka 3anpeLleHHbIX ANeMEHTOB rpynnbl NpoekTa AOMKHbLI NCMONb30BaTh
3aronoBo4Hble dhainbl, 06HOBMNEHHLIE KOMMUMIATOPLI UMW MHCTPYMEHTanbHbIe CpefcTBa CKaHUMPOBaHUA Koga nporpammel
ANS OCYLLEeCTBIIeHUsA MPOBEPKU Kofa (BKMtoYas yHacne[oBaHHbIA KOf B COOTBETCTBYIOLLMX Cry4asx) Ha NpegMeT cylle-
CTBOBaHWSA 3anpeLyeHHbIX PYHKUMIA 1 3aMeHbl Ux Bonee HafeXHbIMWU ansTepHaTUBHBIMU BapuaHTamu;

10) CtaTuyeckuii aHanu3: pynnbl NpoekTa AOMKHbI OCYLLECTBATL CTAaTUMECKUI aHann3 UCXO4HOro Koga npo-
rpamMmbl. CTaTuyeckuii aHanua MCXOfHOro KoAa nporpamMmel obecnednBaeT MacluTabupyemoe peLueHue st NPOBEpKU
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6e30nNacHOCTU KoAa N MOXET UCMONb3oBaTbCs AN obecnedeHnsa yBepeHHOCTU B cobniogeHnn nonutuk 6esonacHoro npo-
rpaMMUpOBaHUs, yCTaHaBMMBaeMbIX PYKOBOAMTENEM rpynnbl no BonpocaM 6e3onacHocTu n KypaTopoM no obecrneyeHmio
6esonacHocTu. [ina npoBefeHus TaTenbHoW NpoBepkn 6€30NacHOCT OJHOIO CTaTUYECKOro aHanu3a koga obbluHO He-
JOCTaTOMHO, OTBevatowas 3a 6esonacHocTb rpynna U kypatopsl no obecneveHuio 6e3onacHOCTU JOMKHLI OCO3HaBaTh
CUnbHble U cnabble CTOPOHbI MHCTPYMEHTAarbHbIX CPEACTB CTAaTUHECKOro aHanusa u ObiTb rOTOBLIMU K AONOITHUTENBHBIM
3afja4yaM NpoBEPKN Koaa APYTMMU MHCTPYMEHTaNbHLIMU CPEACTBaAMU UNU PYYHBIMWU NpOBEpPKaMW NpU HEOOXOAUMOCTH.
ObnerdyeHHblit cTaTUYecKunii aHanua npoucxoaut Bo BpeMsa SDL B MOMEHT perncTpauuu koga nyTem Ucnonb3oBaHusi pyHK-
uum /analyze Visual Studio.X¥ [lpyrue 3ajaum cTaTM4ecKoro aHanusa ocyLecTBATCA No Mepe HeoGX0AUMOCTH.

A.9.5 Bepudukauusn

11) AuHaMuuecknii aHanu3 nporpammbl: Bepudukauua nporpamMm BO BpeMs MNporoHa Heobxoauma pAns
obecneyeHnA yBepeHHOCTU B TOM, YTO (PYHKLMOHArNbHbIE BO3MOXHOCTU NporpamMmmbl AeNUCTBYIOT, kak Gbino cnpoekTupo-
BaHo. [JUHaMu4eckuii aHanus nporpaMmMbl JOMMKEH cneynduumpoBaTb UHCTPYMEHTanNbHblE CpeAcTBa ANA MOHUTOPUHra
MOBEAEHUSA MPUIOXKEHUS NPU NOBPEXAEHUN NaMATH, Npobnemax ¢ NpUBUNErMAMU NONb3oBaTeNen U APYrux KPUTUYECKUX
Bornpocax 6esonacHocTu. MNMpouecc SDL ncnonb3ayeT cneynansHbie UHCTPYMEHTanbHbIE CpeacTBa, Takue Kak AppVerifier,
a TalKke TakMe METOAbl, Kak «cryyaiHoe» TecTUpoBaHue, ANA AOCTUXKEHUS XeraeMblX YPOBHel oxsaTa TecTUpoBaHus
BesonacHocT;XV!

12) «CnyvaiiHoe» TecTupoBaHue: «CnyyaiiHoe» TecTupoBaHue Ucnosnb3ayeTcs, YTobbl Bhi3BaTb c60 Nporpam-
Mbl MyTeM NpefHaMepeHHOro BBEAEHUA B NPUINOXEHUE HENpPaBUNbHLIX UNKU cnyYaiHbiX AaHHbIX. SDL onpeaenseT, 4To
«crny4ailHoe» TeCTUpOBaHUe 4 OMKHO NPOBOAUTLCA Ha Pa3nuyHbIX UHTepdeiicax NporpaMmel. BeiNonHeHWe «crnyvaiHbix»
TECTOB OCHOBaHO Ha HaMe4YeHHOM MCMONb30BaHNK NMPUITOXKEHUS, a Taloke Ha PYHKLUMOHANbHBIX U TEXHUYECKUX cneundm-
Kauusax npunoxeHus. Kypatop no obecneyeHuto 6esonacHocT MoXeT TpeboBaTb AONONHUTENBHOIO «CRy4aiHoOro» TecTu-
POBaAHWSA UMW YBENUYEHNA oXBaTa 1 ANMTENbHOCTM TECTUPOBAHNS Ha OCHOBE HAMEUYEHHOro NOBeAEHUS NpuUnoxXeHns Vil

13) MepecMmoTp Moaenu yrpos/Buaos atak: CylLleCTBEHHOE OTKNOHEHWE MNPUNOXEHUA OT (PYHKUMOHANbHBIX U
TEXHUYECKNX cneLunduKkaLuii, cosfaHHeX Ha aTane onpefeneHus TpeboBaHuii U co3aaHna npoekta pas3paboTku npo-
rPamMMHbIX CpefcTB, ABnsAeTca obblMHOW cuTyauumeid. [o3ToMy BaXHO NOBTOPHOE paccMOTpeHWe Mogeneit yrpos/Bugos
aTak AaHHOro MpPUMoXeHWs, Koraa ero «koj cdopmuposaH». 3TOT nepecMoTp byaet obecnednsaTb yBEPEHHOCTb B TOM,
YTO Mtobble N3MEHEHNS CUCTEMbI YYTEHEI, @ HOBbIE BEKTOPBI aTak NMPOBEPEHbI N CHUXEHDI,

14) PyyHas npoBepKa kofa nporpaMmbl (AononHuTenbHan): PydyHasn nposepka koga nporpamMmel ABNAETCA 40-
nofnHuTeneHoii 3agaveit B SDL. Py4Hasi npoBepka kofa 06bIMHO ocyLLecTBAsieTC rpynnoi, oTeevalowei 3a 6esonacHocTb
NPUNOXeHUs, No pekoMeHfaLunmn kypaTopa no obecnevyeHuto 6e3onacHoCTU. XOTS UHCTPYMeHTanbHble cpefcTBa aHanuaa
MOTYT BbIMOSHATE 3HAYUTENBHYHO PaboTy Mo 0BHapYKEeHWI0 U MapKUPOBaHWIO YSI3BUMOCTEMN, OHU He COBEPLUEHHBI, NO3TO-
MY py4Has npoBepKka Kofa 0OblYHO COCPEeAOTAa4YMBAETCA HA KKPUTUYECKUX» KOMMOHEHTaX NpunoxeHus. Yalle Bcero oHa
Ucnonb3yeTcs Tam, rae 3aTparvBarTca YyBCTBUTENbHbIE AaHHble, Takne Kak Pll. Ona Taloke ncnonb3syercsa Ans M3yyeHus
LPYrux KpUTUYECKUX KOMMOHEHTOB, HanpuMep, peanusyroLwux Kpuntorpacduio.

A.9.6 Bbinyck

15) MNnaH pearupoBaHMA Ha MHUMAEHTBI: Kaxaan Bepcua NporpaMMHOro npoaykra ¢ ydetoM Tpebosanuii SDL
AOIMKHa BbiTh OXBaYeHa NMNaHoM pearMpoBaHmns Ha MHLUMAEHTL!. Vil MporpaMmel, He conlepXalline M3BECTHLIE YA3BUMOCTH
Ha MOMEHT BbiMycKa, Takke MOryT NofiBepraTtbCA HOBLIM Yrpo3aM, BO3HUKaIOLWMUM C Te4eHueM BpeMeHu. MNnaHx pearnposa-
HWS Ha UHUWAEHTLI AOMKEH Kak MUHUMYM BKIloYaTh cnegyoulee:

@) Ha3Ha4eHHyIo rpynny UHXeHepHoOW NOAASPXKKN UMW, €CNK FPyNna CANWKOM Mana, YyTobbl obnagate pecypca-
MW UHXEHEpPHOR NoALEepPXKWA, NPeAYCMOTPEHHBIX NNAHOM pearupoBaHUsA Ha UHUMAEHTHI TPEX — NATEPbIX Yne-
HOB WHXEHEePHO-TEXHWYECKOro nepcoHana, Tpex — NATepbIX YIeHOB NepcoHarna, 3aHUMaroLWNXCA MapKETUHIOM
U CBA3AMW C KNMEHTaMU, W, No KpaiHeil mepe, ABYX YNEHOB afgMUHUCTPATMBHOIO NepcoHana, ABNAKLWNXCA
NepBLIMU KOHTaKTHLIMU NMLiaMu B Criydae YpesBblvaiHoi CUTyauun, cBAsaHHoii ¢ 6e30MacHOCTbIO;

b) KpyrnocyTouHyto TenedOoHHyI0 CBA3b C NPUHUMAIOLUM PELUEHUSA OPraHoM;

C) NnaHbl oKkasaHua ycnyr no 6e3onacHOCTU ANA NporpaMM, NPeaoCcTaBnAeMblX ApyruMy rpynnamu B pamkax
opraHusaLmu,

d) nnaHbl okazaHWs ycryr no 6e3onacHoCTy ANA MULUEH3NOHHBIX NPOrpaMM CTOPOHHUX NPOU3BOAUTENEN — OHU
BKITHOMAIOT UMEHa haiinoB, Bepcumn, MCXOAHBIN KO NPOrpamMmMbl, KOHTAKTHYO MHGOPMaLNIO TPETbeWH CTOPOHBI 1
[OroBopHOE paspelleHne Ha BHeCeHNe U3MEHEHUI (B COOTBETCTBYIOLUX CNyYasix);

16) OKoHuyaTenbHas npoBepka 6e3onacHocTu: OkoH4YaTenbHaa npoeepka GesonacHocT (Final Security Re-
view — FSR) — aT0 npogyMaHHOoe n3yyeHne Bcex MeponpusTuil no obecneveHunio 6esonacHocTH, peanu3oBaHHbIX ANs
npuKnagHLIX NporpamMMHbIX CPeAcTB Ao MX Bbinycka. FSR npoBoaguTca kypaTopom no obecneveHnio 6e3onacHocTu npu
nofAepXKe LUTAaTHOrO KoMnekTusa pa3paboTiyMKoB U PYKOBOASALLMMU NMUAMKU rpynn no BonpocaM npusatHoctn. FSR —
3TO He NpoBefeHNE «NPOHNKHOBEHUA 1 YCTAHOBIEHUA NaTHEN» N HE BO3MOXHOCTb NPOBEAEHUS MeponpuATUiA No obecne-
YeHuto 6e30nNacHOCTH, KOTOpbIE paHee MrHOPUPOBaNUCh UMK Bbinu 3abbiThl. FSR 06bI4HO BKIlOYaeT usyveHne mogenei
Yrpo3, 3anpochl UCKNIOYUTENBHBIX CUTYaLIMIA, BEIXOAHbBIE AaHHBIE UHCTPYMEHTaNbHbLIX CPeACTB U (OYHKLIMOHNPOBAHUSA OT-
HOCMTENLHO paHee onpegeneHHLIX rpaHuL kadecTBa/nopora ownGok XX FSR MOXeT NPUBOANTL K OAHOMY N3 CIeAYHOLMX
Tpex pesyneraTos:

a) FSR npoipgeHa — Bce npobnembl 6esonacHOCTU U NpUBaTHOCTH, WAEHTUdMUMpoBaHHEIe B Xxofe FSR, pe-
LWEHb! UNKU YMEHbLUEHD,
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b) FSR npoligeHa ¢ UCKNIOYUTENbHLIMU CUTyauUAMU — Bce Npobrnembl 6e30nacHOCTU U NPUBATHOCTY,
naeHTUdULMpoBaHHble B Xoae FSR, pelueHbl; Te, KOTOpble HE MOMYT BbITk pelleHbl (HanpuMep, YA3BUMOCTH,
npefcTaBfieHHbIe NpoGneMaMm Ha ypoBHe NPOEKTUPOBaHUs), pukcupyroTes U ByayT cnpaeneHsl B cnegytowlei
BepCcuH,;

¢) FSR ¢ pacwmpenuneM — ecnu rpynna He BbinonHaeT Bce TpebosaHua SDL, a kypatop no obecneqeHuto
6e3onacHOCTU M OTBeYaroLas 3a NPOAYKT rpynna He MOryT AOCTUYL JOMYCTUMOrO (UM NPUEMAEMOrO) KOM-
npomMuccea, To Kypatop no obecneyeHuto 6e30NacHOCTU HE MOXET YTBEPAMUTL MPOEKT U BbIMYCK HE MOXET BbITb
ocyLlecTBneH. [PYnnbl 4ormkHEl NGO peLLUTb BONpOCk BCEX BO3MOXHbLIX TpeboBanuiA SDL go Beinycka, nubo
06paTUTLCA K PYKOBOACTBY AMNSA NPUHATUS pELLIEHHUS.

MpuMedaHune — PesynsraT FSR 6nnM3oK K KoHUenuun akTuyeckoro ypoBHA A0OBepUS, Tak Kak
FSR — 3To npoAgymaHHOe U3yyeHue Bcex MeponpuaTuii no obecneveHuto 6esonacHoCTH, peann3oBaHHbIX ANS
npuKnagHbIX NPorpamMmMmHbIX CPeACcTB A0 UX BbIMycKa;

17) Bbinyck/ApxuB: Bhinyck nporpamMMHoro cpefctaa B npoussoactso (RTM — Read The Manual) unu B Be6-
cetb (RTW — Ready-To-Wear) obycnaenveaeT 3aBeplueHne npouecca SDL. HasHaveHHRI KypaTop no obecneqeHuio
6e30nacHOCTU [OMKEH NOATBEPAUTL, YTO rpynna npoekTa yaosneTesopuna TpebosaHns 6e30MacHOCTU B OTHOLEHWUN Bbl-
nyckaemoro cpefcTsa. AHanornyHelM obpasoM ANs BCeX NMPOAYKTOB, UMEIOLLMUX, MO KpalHeildl Mepe, OAUH KOMMOHEHT ¢
BbICOKUM pUCKOM NpuBaTHOCTU P1, KypaTop no obecnedeHunio NpMBaTHOCTW AOMKEH NOATBEPANUTL 10 OTNPaBKW NporpaMM-
HOro NpofykTa, 4To rpynna npoekTa yAoBneTsopuna TpeboBaHUA NpUBaTHOCTH.

Kpome Toro, fomxHo BbiTb NpOBEEHO apXMBUPOBaHWe BCell oTHocALLeca K Aeny UHAOopMaLyMn U JaHHbIX, YTO-
6bl Nocrne BbiMycka MO0 OCYLLECTBAATECA 0OCMyKuBaHUe NpOrpaMMHOro CpefcTBa; BKIoYas Bce creyyudukauum, uc-
XOAHBIA KOA, ABOUYHbLIA KOZ, CUMBOSbI, MOLENW Yrpo3, NinaHbl pearupoBaHnsa Ha WHUMAEHTHI U niobble Apyrne gaHHble,
HeobXoAMMbIE ANA OCYLUECTBNEeHUs 3agay no obcyXuBaHUIo Nocne Bbinycka.

A.10 AyauT 6e30nacHOCTU NPUITOKEHUN

8.5.1 Llenb nsatoro wara ASMP cocTouT B BepudmkaLmmn n popmansHoOM prukeupoBaHumn NnoaTeepxaaroLmx ceun-
[ ETENBLCTB JOCTUXKEHWSA U NOALEPKaHUS KOHKPETHLIM NPUITOXEHNEM LIENEeBOro YPOBHS J0BEPUS NPUINOXKEHMS.

HaHHbli Wwar ASMP MOXET BbINONHATLCA B Mo60e BpeMs B TEHEHWE XU3HEHHOO LMKna npunoxeHus. B sasucu-
MOCTHU OT LiefIEBOro YPOBHS JOBEPUS NMPUITOKEHNSA STOT LUAar MOXET ObITb OAHOKPaTHBIM, NepUogU4eckuM unu obycnas-
nmBaemelM COBbITUAMMN.

TMpumep 1 — OpeaHu3ayus Moxem rnepuoduyvecKkU ebINosIHAMbL amom wae 0N MOHUMOPUH2a cmeneHu
obecneveHus 6e3onacHocmu Ha amane peanu3ayuu npuoxeHus.

Tpumep 2 — OpezaHu3ayua Moxem ebINoSIHAML amom wWae 0519 deMOHCMpayuu hakmu4eckoao ypoeHs
doeepusi npuoxeHusi, npexade Yyem 6ydem ymeepxAdeHO e2o pa3sepmblieaHue.

Tpumep 3 — OpzaHu3ayusi Moxem 8bIMOJIHAMbL 3MOM Wa2 Ha amarne 3KCnyamayuu Xu3HeHHOo20 YuKna
MPUIIOKEHUS KaK Yacmb exe200HO poeodumo20 opaaHu3ayueli ayduma 6e3onacHocmu.

B pamkax aTOro Lwara BHyTPEHHSIA U BHELLHAA rpynna, 3aHuMatowasica Bepudukauymen (8 3aBUCUMOCTH OT NO-
NMTUK opraHusauuu, cogepxaiyuxcs B ONF), npoBepsieT, 4Tobkl Bce BepUpUKaLUOHHBIE U3MEPEHUS, NPEeACTaBNEHHbIE
BceMn ASC B ANF Anst KOHKPETHOrO NPUIOXeHUs, BbINU BEINONHEHLI U pe3ynbraThl BepuduunpoBaHsl. Lienbio gaHHoro
Lara siBNAeTcs JeMOHCTpauus B onpeaerneHHoe BpeMs hakTUHecKoro ypoBHA Ao0Bepus npunoxeHuns. OpraHusauus
MOXET 00bABUTL NpUIIoXeHWe «besonacHbIM», Korga ero pakTM4ecknii ypoBeHb AOBEPUSA paBEH €ro LenesoMy ypoBs-
HIO JoBEpUA.

Mpouecc ayauTa H6e3onacHOCTU NPUNOXKEHWIA ANs N3MepeHnn hakTUYECKoro ypoBHS A0BEPUA BKNIOYAET paa pas-
TNUYHBIX AeicTBYOWMX cybbekToB U npoueccoB SDL:

- ANSA oTcnexuBaHusa cootBeTcTBMS SDL Mcnonb3yeTca cneunansHo paspabotaHHoe BusHec-npunoxeHne — op-
raHusoBaHo fjo6aBreHune xypHarna MHCTPYMeHTarbHbIX CPEeACTB, MOAENei yrpo3 U LeHTpann3oBaHHOe XpaHeHue apyrux
CBUAETENLCTB, CPOPMUPOBAHHBIX aBTOMATUYECKU U BPYUHYIO,

- pykoBoAUTENU rpynn no BonpocaM 6e30nacHOCTM U NPUBATHOCTM OTBEYaloT 3a obecnedeHne yBepeHHOCTHN B TOM,
4YTO BCE HEOBX0ANMbIE ANSA BbIHECEHNS] 0OBLEKTUBHOIO CYXeHUA faHHble knaccuuLnpoBaHbl U BBEAEHbI B OTCIEXWUBAIO-
Lee NpunoxeHue,

- UH(POpMaUUA, BBeAEHHasi B OTCreXuBalollee MpPUIIoKeHWe, 3aTeM UCMONb3yeTca KypaTtopamu no obecneve-
HUto Ge30NacHOCTU U NPUBATHOCTU AN obecneyeHns CTPYKTYpbl OKOHYaTenbHOW NpoBepkn 6€30NacHOCTU (Kak onucaHo
HUXe),

- KypaTopbl no o6ecneveHunio 6€30MacHOCTM U NPMBATHOCTU KPOME TOrO HECYT OTBETCTBEHHOCTL 3a NPOBEPKY AaH-
HbIX, BBOAUMBIX B OTCNEXWBaloLLlee NpunoxeHue (Bkntodasn pesynsratel FSR v apyrue gononHutenbHble 3agaqm no obe-
cneqeHunio 6e30NacHOCTH, YCTaHOBIIEHHBIE KypaToOpOM), U MOATBEPXKAEHUE TOro, UTO BCe TpeBGoBaHUA BLIMONHEHB W/KUNK
BOMNPOCHI BCEX HECOOTBETCTBUIA paspeLleHbl.
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Ha pucyHke A.4 noka3aH CHMMOK 3KpaHa MpPUIOXEHUs, NCMNONb3YEMOro A1 OTC/eXUBaHUS 1 Bepudurkaumm 3agad
no obecnedyeHnr 6e30nacHOCTH.

/C PerTio for Scoping Questions - Windows Internet Explorer -

fcS https /My/DynamjcModule-a5px?Moduleld=155&Projectl

*  Favorites

My

Onshoonrd
Settings
Contact info
Tratang History

Project Menu
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Permissions
Appicablty
Exeepton staii/a
fiJ Out a Survey
Advisor Only

Security Advisor
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Phase0 Phaset
PreReas Regs

Phase 7  Phase 3
Oesrsr. ilE

Upload the results of the SDL tool* this product is tequred to tun on this paHe.

file | «Tnung

requires fuzzing (i e - doex t«, xrrt, etc.) |
3

Phase A
Verify

NO FLE TYPES HAVE BEEM ADDEO

1 *'T]Live Search

83 - U3 - Papge v Safety” Tools”

*:<Previous | HCW »

Give teedback on this tool

jluns]

S
Sc
S
-
[ ]

Give teedback on this tool

Oash Board Have you fuaz tested each Wetype which requres

cepi fuzz testing and corrected issues ns desorbed inthe
E;(amhlons SDL Bug Bgr? 17 O vYes RequestException Clear
Dueue . . .
Reviews RPC Fux/iit<| Give feedback on this tool
Reports

javascript:windDw.showModalDialog<'http://My/

Upload Ihe report for each RPC interface that 2e hour
dumb fuzzing wth RPCTest in RPCAttacfc made was
performed on 1?]

Upload the report tor each RPC interface that 2* hour
smart fuzzing wth RPCVenfier was performed on |4

Browse

I Upload |

MO UPLOADED RPC DUMB FUZZING FI! F5

Givrt feedback on this tool

Brows*.. | :I.uP’\oa

MO UPLOADED RPC FU22IVG FLES

ActiveX Fuzzing

llpioad the report for eacn ActiveX control you
fu22*d|?]

Bense |

Give feedback on this tool

UpBo?

MO UPLOADED ACTIYEX FU22IMG FLES

Have you fuzz-tested all ActiveX controls that are
marked as either Safe for ScnpriVip or Safo for

IrMtaHzMion with 10D* bnd values? [vj res m.’ Requesto Clear
Have nil issues identified by ActiveX fuzz testing neen
correded as described inthe SDL Bup tjflf? 'L Chon Clear

App Wenfier
Has ®i unmanaged code n the project boon tested

whfe running AppVerifier as descried inthe SUL
ApcreiiMi Rs&ar&risaa? n

Recommendations

Give feedback on this tool

Request Excopbon Clear

The below questions are recommendations relevant to this staoc of the SDL for your protect. These arc not SOL
requiramenU and do not affect completion percentage, but certain -work items are recommended to improve the

awcurity of your product.

have you used a fuzzing lout on your webservices? 2t Enable
Hnvc you created and completed security testing ptons? I Enable
Has your product been penetration tested? [?1 Enable
Have you developed regression tests for previously known Enable
securty vulnerabilities? j?|

Far nnine services, have you conducted data flow testing? |7 es . >JB Enable
For onlne services, have you conducted replay testing? |?] Enable
Have you followed the SDL Meiv. c-< Protocol Fuzzino Enable

Reconrnendalwns'y [

<1 Local intranet 1Protected Mode: Off '

« Previous 1 Next »

4 95%

PucyHoK A.4 — Tpumep NpuMeHeHNa BU3HeC-NpuNoXeHna ana ayanta 6e3onacHOCTU NPUIOXKEHN
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A.11 Mogenb XNU3HEHHOIO LMKNa NPUIOXKeHN A

8.1.2.7.1 Opranusauus, 6usHec KOTOpoW BKMtoYaeT paspaboTKy, ayTCOPCUHr Wnu npuoBpeTeHne NpUNOXKEHWUHN,
06bI4HO MCNOMb3YeT CTPYKTYPY OMnpefeneHHbIX NPoLECCOB UNu AeATENBHOCTU, CUCTEMATU3MPOBaHHYIO No sTanam. 3ta
CTPYKTYpa 06bIMHO Ha3bIBAETCH «MOAENbIO XMU3HEHHOro Liukia». Ho B 3aBUCUMMOCTU OT KOHTEKCTa €€ eLle HasbiBatoT
«MOJENbI0 XKN3HEHHOTO Likna NpUnoXeHnA», M6o «MoZenbo XU3HEHHOo LiKa cucTeMy, Mo «MOAENbio XU3HEH-
HOrO LiMKna nporpaMmHbIX CpeacTs».

Takast Mofenb 06bIYHO YHUKaNbHa AN KOHKPETHOW opraHusaLum n npucnocobrneHa k ee TpebosaHuAaM. OHa uc-
Monb3yeTcs U COBEPLUEHCTBYETCA B TEHEHUE MHOMMX NeT. 3TO He HoBoe MNoHATHe, BBeaeHHoe MCO/MBK 27034,

HMW3HEHHbIN LMK onpegeneHHoro NpunoXeHus, T. €. passBuUTIe NPUNOXEHNUA OT 3aMbicna 40 CHATUA C 3KennyaTa-
LMK, npeacTaBnsieT coboii KOHKPEeTU3aLMio MOAENN XKU3HEHHOrOo LinKkia opraHusaLum.

B opraHusauusx co CnoXHOR CTPYKTYPON pasnuyHble rpynmbl, BO3MOXHO, BYAYT UCMOMNb30BaTb pasHbie MoAeru
XM3HEHHOro LiUKI1a NPUoXeHUn 418 pasHbIX NPOEKTOB. Tak 4acTo MPOUCXOAUT B KPYMHbIX AeLieHTpann3oBaHHbIX op-
raHM3aLusx Unn opraHusaumsx, cchopMUpoBaHHbIX MyTeM cnusaHus. B apyrux opraHnsaumsix 6yayT paspabatbiBaTbCs
pasnuyHble cneLmanu3npoBaHHbe MO4ENU KN3HEHHOTO LMKITa NPUNOXEHWA, OTHOCALUMECS K OnpeeneHHOMY KOHTEeK-
CTY NPUNOXEHWIA, HanpuMep, Be6-NPUMOXEHUs, NPUNOXKeHUs, paboTatoLLue B pexxMMe peasisHOro BpeMeHu, BCTPOEeH-
Hbl€ MPUMOXEHWSA, MEANLIMHCKUE NMPUMOXEHWUSA U T. 4.

B AaHHOM criydae uccrnefoBaHne Mogeny XKU3HEHHOTO LMkia NpUoXeHWin UCnonb3yeTes AMA cocTaBNeHns Mepo-
npusTuin 6esonacHocTn SDL. B npeablfyLUmux pasgenax AaHHOro AOKYMEHTa OMNUCLIBAKOTCH BU3HEC-KOHTEKCT, TEXHUYECKMIA
N PeryrnaTUBHBIA KOHTEKCTbI U ponu, JeNCTBYIOWMUE B KaXA0# N3 3TUX cdep.

UnntocTpauyus npouecca SDL npegcTaBneHa Ha pucyHke A.5. OTa cxeMa ABMAETCA BU3yanusaLuei mep n cpeacts
KOHTPONS 1 ynpaeneHns 6e30nacHOCTLI0 NPUNOXKEHUIA, UCNOMb3yeMblX B FTMNOTETUMECKOM NpoeKTe — oT oby4eHus cny-
Xalyux [o BbiNycka MpunoxeHnin. OTa cxema He SBMASETCA ucdepnblBalolLei; Kak oTMeYarnoch paHee, MHOrme rpynnbi
L06aBnAI0T XapaKkrepHele 4N UX MPOEKTOB 3aja4n obecrneyeHns 6630NacHOCTU U NPUBATHOCTH.
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ASC1 - ObyueHue

ASC4 - OueHKn pucka ASC8 - licnonb3oBaHue yTBepXAeHHbIX
6e3onacHoOCTU/MpMBaTHOCTHU WHCTPYMEHTa/bHbIX CPeACTB

PucyHok A.5 — MnnwcTtpayma npouecca SDL

ASC13 - npoBepka mogenu

[NpoBepka
NPaBuUILHOCTY
poseaeHa>"HeT  wopeneii yrpos
nosTopHas \ no cchopmMmupo-
N. nposepka? / BaHHOMY Kogy
npoekTa
Odal

ASC14 - TMNposepka koja

[poBepeHve
PYy4HoOIA
npoBepKn
KPUTUYECKNX
KOMMOHEHTOB

vYT0Z—T-¥€0LZ MEN/ODN 4 LOO
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A.12 ConocTtaBneHue SDL c 3Ta/loOHHOI MOZe/bl XW3HEHHOTO LuKa 6€30MacHOCT NPUTOXEHNA

Mpouecc SDL MOXHO conocTaBuTb € BKAoUYeHHO! B UICO/M3K 27034 cxemoli 3TaNOHHO MOAENN XXU3HEHHOIO LK-

na 6e30nNacHOCTN NPUIOXEHWI. DTanbl 3TANOHHON MoAenn, oxBaTbiBaemble npoueccoMm SDL, Ha pucyHke A.6 BblaeneHbl
NOMYXMPHBIM LIPUTOM.

YpPOBHHN OTasloHHaa MOAesnb XWU3HEHHOro uukna 6e3onacHoOCTH I'Ipl/l]'lO)KGHI/IVI

MeHepKkMeHT C MeHeKMeHT NOAroTOBKN NPUNOXEHNI Z X H MeHeMKMEHT aKCnTyaTauum npUIoXKeHwuii "

NPUIOXEHWNIA

A
AyTCOpPCUHT
Moprortoska
K pa6oTe Beog wn e Mo N

W aKkcnnyaTaums MoparotoBka/M  PaspaGoTka B AelicTaue, CMOJIb30BAHUIAN "PXUBUPOBAHU - b AHUYTOXKEH 1

NPUIOKEHWIA

MprobpeTeHne
f \lenegxmenT\

MeHe pKMeHT MeHepKMeHT MHd)paCIpyKTypbl NoLroToBKN fundpacTpykty pbib CHAITUe C aKCTTyaTaLMN

NHIPPACTPYKTYpPbI NpUNoXeHuii K pabore L skcnnyataymn P
XApunoxeHunii/
Ayaut
NPUNOXEHNI AyauT NOATOTOBKN NPWUIOXEHWIA K paboTe " Ay[uT aKcnyaTaummn npuioxeHni
-T
Moparortoska Peanunsauus BPO'D' Vicnonb3osanue ApXnBupoBaHue YHNUTOXEHUE
B Aencrtene n nopgepxka J
F n—= y _
n JTanbl NoAroToBkM Kk pabote — 0 AT Jranbl 3Kcnyarauum ip
[eiictaytoLime
Cyb6BbeKTbl Ponb 1 Ponb 2 Ponb 3 Ponb 4 Ponb n

PucyHok A.6 — ConocTtaBnieHne SDL c aTafloHHOI MOAEMbI0 XU3HEHHOTO LMKna 6€30MacHOCTU MPUIOXEHW

Ha pucyHke A.7 nokasaHo 6onee getasibHoe conocTaBfeHne 3TanoB SDL ¢ aTanamMmy 3TafOHHOW MOAENN XWU3HEH-
HOro UMKNa 6e30NacHOCTM NPUTOXEHWIA.

r 0
MoprotoBka PaspaboTka YB AM/@WOHMOBMM

PucyHok A.7 — [leTanbHoe conocTaBneHne atanos SDL ¢ aTanamy 3TasioHHOM MOAENN XU3HEHHOTO
umkna 6e3o0nacHOCTM NPUIOXKEHN
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Ccbinku B NpunoxeHuun A

BusHec-KoHTEKCT

i http://msdn.microsoft.com/en-us/library/cc307748.aspx

ii http://msdn.microsoft.com/en-usflibrary/cc307412.aspx

Ponu, o6s3aHHOCTM U KBanuduKaums

iil http: //msdn. microsoft.com/en-us/library/cc307407.aspx

Bubnuoreka ASC opraHusauum

O6y4eHne

v http://msdn.microsoft.com/en-us/library/cc307407.aspx

TpeboBaHus

V http://msdn.microsoft.com/en-us/library/cc307412.aspx

Vi http: //msdn.microsoft.com/en-us/library/cc307404.aspx (Be3onacHocTb)
Vil hitp://msdn.microsoft.com/en-us/library/cc307403.aspx (Mp1BaTHOCTB)
viii http: //msdn. microsoft.com/en-us/library/cc307393.aspx

X http:/iwww.microsoft.com/downloads/details.aspx?Family|D=c48cf80f-6e87-48f5-83¢c-
a18d1ad2fc1f&displaylang=en

MpoekTnposaHue

X http://msdn.microsoft.com/en-us/library/cc307414.aspx
Xihttp://msdn.microsoft.com/en-us/library/cc307415.aspx
Peanusauusa

Xil http://msdn.microsoft.com/en-us/library/cc307417.aspx
Xiil hitp: //msdn. microsoft.com/en-us/library/cc307395.aspx
XV http://msdn.microsoft.com/en-us/library/ob288454.aspx
XV http://msdn.microsoft.com/en-us/library/cc307395.aspx
Vi http://msdn.microsoft.com/en-us/library/cc307418.aspx
XVii http://msdn.microsoft.com/en-us/library/cc307418.aspx
i httn: /fmsdn. microsoft.com/en-us/library/cc307408.aspx
XX http:/fmsdn.microsoft.com/en-us/library/cc307409.aspx
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MpunoxeHue B
(cnpaBouHoe)

ConoctaBsneHue ASC cywecTBYHOWMUX CTaHJAPTOB

Mpumep: conoctaBneHne Mep U cpeAcTB KOHTPONSA U yNpaBneHns 6e30MacHOCTLIO NMPUNOKEHWHA,
onucaHHbix B NIST SP 800-53 (pegakuua 3), ¢ ASC, onucaHHbiMu B UCO/MIK 27034

Lienb AaHHOro NpUnNoXeHWs — MPOUNIIIOCTPUPOBATL, Kak Mepbl W cpefcTBa KOHTPONSA U ynpaeneHus 6esonacHo-
CTbIO MPUNOXKEHUIA U3 CYLLECTBYHOLLEro UCTOMHMKA, Hanpumep u3 Tpetbei peaakumn NIST SP 800-53, MoryT ObITe NHTe-
rpuposaHbl kak ASC Ans ucnone3oBaHus B cootBeTcTBUM ¢ MCO/MOIK 27034.

B.1 Kareropuu noteHuunanbHbix ASC

B aaHHOM noapasgene caenaHa nonbiTka paccMOTPeTb BO3MOXHbIE acnekTbl KaTeropuii noteHunansHbix ASC, He-
nocpeacTseHHo npusoguMelx B SP 800-53 (pegakuums 3).

OpraHusauns MOXeT OnpeAennuTb cregylowme acnekTbl kateropum ASC, cBsisaHHble ¢ 6e30MacHoOCTbio
MPUNOXEHUI.

B.1.1 AcnekTbl, CBSi3aHHbIe C OGLMMU MepaMu U CpeAcTBaMU KOHTPONS U ynpaBneHus 6e3onacHOCTbIo

MeHegXMeHT Mep U CPEACTB KOHTPOMA W ynpaBneHWs 6e3onacHocTbio, 0603Ha4YeHHbIX opraHusauuei Kaxk obLime
Mepbl U CPeAcTBa KOHTPOMA W ynpaBneHns, B GOMbLUMHCTBE CllydaeB OCYLLECTBISETCA OpPraHU3aLWMoHHOR CYLLHOCTLIO,
OT/IM4YHOW OT BriagesnbLa MHpopMaLMOHHOR cucTemel. OpraHn3aLoHHbIe peLLIEHNs], KacatoLuecs obLLMX Mep U CpeacTB
KOHTPOMNS M ynpaBneHus 6e3onacHOCTbio, MOTYT CyLLEeCTBEHHO MOBMMSTL Ha 0BA3aHHOCTU OTAENbHBIX COBCTBEHHUKOB
MHOPMaLIMOHHOI CUCTEMBI B CBSA3W C peanuaalineil Mep M CpeAcTB KOHTPONSA U ynpasrieHUs B COOTBETCTBUMN C TEM NN
WHBIM 6a30BLIM ypoBHeM. Kaxaas Mepa U cpefCcTBO KOHTPOMSA U ynpaBneHus Ha 6a3oBOM YPOBHE AOSKHBI NONHOCTLIO
paccmaTpuBaTecs 6o opraHusaumeit, Nnbo BnagensueM MHpOPMaLMOHHOW CUCTEMBI.

B.1.2 AcnekTbl, CBfi3aHHbIe C ONepaLnOHHON aeATeNnbHOCTblo/cpeaoi

Mepbl 1 cpegcTBa KOHTPOSS W ynpaBrieHns 6e30nacHoCTbIo, 3aBUCSLLME OT XapakTepa onepauuoHHoR cpeabl, Npu-
MEHWMBI TONBKO B TOM Chy4ae, ecnu WHGOoPMaLMOHHas CUCTeMa UCTONb3YETCs B YCMOBURAX, Tpebytownx aTux mep v
CPEeACTB KOHTPONsS U yrnpaeneHus. Hanpumep, onpegeneHHble Mepbl U CPeACcTBa KOHTPONS U ynpaBneHua pusndeckoi
6e30MacHOCTLIO MOTYT BbITb HEMPUMEHUMBI A5 KOCMUYECKUX MHEPOPMALIMOHHBIX CUCTEM, @ Mepbl U CPeACcTBa KOHTpONSA
¥ ynpaBneHusi TeMrnepaTypoil U BNaXHOCTHI0 MOTYT GblTh HENPUMEHUMbI ANA AUCTAHUMOHHBLIX 4aT4YMKOB, CYLLIECTBYHOLLUX
BHE NOMeLLeHWA, KoTopble cofepxaTt MHPOPMaLMOHHLIE CUCTEMBI.

B.1.3 AcnekTbl, CBsi3aHHble ¢ huanyeckor MHPaCTpPYKTypom

Mepbl 1 cpefcTBa KOHTPONSA U yrpasrieHns 6e30nacHoOCTbI0, OTHOCALMECA K PU3NYECKON MHpacTPyKType, Hanpu-
Mep K MOMEeLLEHUAM opraHusaumm (pusndeckue Mepbl U CPeACTBa KOHTPONA W YNpaBneHusa, Takne Kak 3aMKu 1 oXpaHa,
Mepbl W CPEACTBA KOHTPOISA U YNpaBrieHUs 3alUToil OT BIUAHWUA BHELUHEW cpefbl: TeMnepaTypbl, BNaXHOCTH, rpo30BbIX
paspagoB, BO3ropaHus U NpobnemM sHeprocHabXeHWs), NPUMEHNUMBI TONBKO K TEM UX YacTAM, KOTOpbIE HEeMOCPeACTBEHHO
obecne4vBatoT 3alMTy U NOAAEPKKY MH(POPMALIMOHHBIX CUCTEM UMK CBA3AHBI ¢ UH(POPMALIMOHHBIMU CUCTEMaMK (BKITHO-
Yas aKTUBbl MHPOPMALMOHHBIX TEXHOMOIMIA, TakUe Kak NovToBblE U BeG-cepBepbl, rpynnbl cepsepos, MHPOPMAaLIMOHHbIE
LiEHTPbI, CETEBbIE YaNbl, yCTPONCTBA 3aLLUUTHI FpaHuL, U annapartypa cBssun).

B.1.4 AcnekTbl, cBA3aHHblE C OTKPbLITLIM JOCTYNOM

Mepbl U cpeacTBa KOHTPONA M ynpaeneHUss 6e30nacHOCTbIO, CBA3aHHbIe ¢ 06LWEeAOCTYNHLIMA UHEPOPMALIMOHHbI-
MU CUCTEMaMMU, AOMKHBI TLWATENBbHO paccMaTpuBaTLCH U MPUMEHSTLCSA ¢ OCTOPOXKHOCTBIO, MOCKOSbKY HEKOTOpLIe Mepbl
M cpeAcTBa KOHTPONA W ynpasneHus 6e3onacHOCTbi0 onpeaerneHHblx 6a3oBbiX YPOBHEN KOHTPONA W ynpasreHus (Ha-
npuMep, UaeHTUUKaLUUS U ayTeHTUdUKaLms, yrpaeneHue 6e3onacHoOCTbiO NepcoHana) MoryT 6biTb HeNPUMEHUMBI NS
nonb3oBaTenei, NONy4aloWmx AOCTYN K MHPOPMAaLMOHHLIM cUCTEMaM Yepes obLefocTynHble uHTepdeiicsl. Hanpumep,
Hapsgy ¢ TeM, 4TO Mepbl M CPEACTBa KOHTPONS U ynpaeneHus 6esonacHocTbio 6a30Boro ypoBHA TpebytoT naeHTudukalmum
M ayTeHTUUKaLMU NepcoHana opraHusaLum, ocyLLECTBSIOWEro TeEXHuHeckoe obcnyxnsaHne n NnogaepxKy uHgopma-
LIMOHHBIX CUCTEM, NPEAOCTaBNSAIOLWMX YCNYr OTKPLITOrO AOCTYNa, TE Ke Mepbl N CPEACTBa KOHTPONSA U ynpasrneHus 6es-
OMacHOCTLIO MOTYT He NoTpeboBaTbea ANA 4OCTYNa K MHPOPMAaLIMOHHEIM cUCTeMaM Yepes obLweaocTynHble HTepdeice
AN nornyyveHust obLyesocTynHoi uHdopmayun. C Apyroil CTOpoHbI, B HEKOTOPbLIX cnydasx GyaeT TpeGosaTbCa MASHTU-
uvKaLmsa U ayTeHTUUKaUMA ANS Nonb3oBaTeneid, nonyyatowmx AocTyn K UHPOPMaLNOHHLIM cUcTEMaM Yepes oblieno-
CTYNHbIE MHTepdeickl, HanpuMep, AN AOCTYNa/U3MEHEeHNs1 CBOe NepcoHanbHoW UHopMaLun.

B.1.5 AcnekTbl, CBAA3aHHblE C TEXHONOrUel

Mepbl 1 cpeficTBa KOHTPONSA U ynpaeneHus 6e30nacHOCTbIO, OTHOCALMUECA K ONpeaeneHHbIM TEXHONOrnAM (Hanpu-
Mmep, 6ecnpoBogHas cBs3b, KpUnTorpadus, UHPPaCTPYKTYpa OTKPLITHIX KINOYel ), NPUMEHUMBI TONBKO B TOM CnyYae, ecnu
3TW TEXHONOMMK UCMONb3YIOTCA B MHOPMAaLIMOHHOW cucTeMe unu TpebyeTea ux ncnonbsosaHue.

Mepbl 1 cpeficTBa KOHTPONA U ynpaeneHnsa 6e30nacHOCTLIO NPUMEHUMBI TONBKO K KOMNOHEHTaM UHOPMaLUOH-
HOI cucTeMmel, obecnevmBatoLM Unn NOAAEPXKUBAIOLLUM BO3MOXHOCTM 6€30NacHOCTU, Ha KOTOpLIE HanpasneHbl Mepbl U
cpeacTBa KOHTPONS M yrnpasrieHnsa 6e30nacHOCTbIO, U ABNAIOLUMUCA UCTOHHUKaMKU NOTEHLMANBLHOMO PUCKa, YMeHbLUIae-
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MOro NocpeAcTBOM Mep U CPEACTB KOHTPONSA U ynpaeneHnsa 6e3onacHoCTbIo. Hanpumep, ecrn KOMNOHEHTLI MHgopMaLu-
OHHOI CUCTeMBbI SBISAKOTCH O4HOMOMNB30BaTENbCKUMU, @ He OTHOCALLMMUCS K CETEBOW CTPYKTYpPe WK FOKanbHOW ceTeBoi
CTPYKTYPE, TO OfHa WSIN HECKOMBKO TaKUX XapakTepucTUK MoryT obecnevnBaTb COOTBETCTBYOLIEE nornyeckoe 060CHO-
BaHWe ANsi HENPUMEHEHWS BbIOpaHHLIX Mep U CPEACTB KOHTPOSS M ynpaBneHus 6e30nacHoCTbIO K JaHHOMY KOMMOHEHTY.

Mepbl U cpefcTBa KOHTPOMA W ynpasneHna 6e30nacHoCTbo, KOTOPbIE MOTYT SBHO UMW HESBHO NOAAEpXUBaTLCA
aBTOMaTUYECKUMU MEXaHU3MaMK, He TpebytoT pa3paboTku Taknx MEXaHW3MOB, €Cli OHU eLle He CYLLIeCTBYIOT UNU He-
LOCTYMHbLI CPeAun NPOLYKTOB, FOTOBLIX K UCMONb3OBAHMIO B KOMMEPYECKUX UMW FrocyAapcTBEHHbIX Lenax. B cutyauusx,
Korfa aBToMaTU4Yeckne MexaHM3Mbl He SBMSAIOTCS AOCTYMHBEIMW, 3KOHOMUYECKN 3PMEKTUBHBIMI UMU TEXHUHECKN OCYLLe-
CTBUMBIMM, AN1A KOMMNEHCaLMK onpegeneHHbiX Mep U CPEACTB KOHTPOSA U yrpaBneHWus 6e30MacHoCTbo UK pacLuMpeHuii
Mep W CPEACTB KOHTPONA W ynpaBneHusi, HeobXOAMMO UCMOMb30BaTh KOMMNEHCALMOHHbIE MEPBI U CPeACTBa KOHTPONS
n ynpaeneHuss 6e3onacHoCTbIo, peanusyrolmecs NyTeM HeaBTOMaTU3MPOBaHHbIX MEXaHU3MOB UMK npoueayp (ycnosus
NPUMEHEHUs KOMMNEHCALMOHHLIX MEP N CPEACTB KOHTPOMSA W YNpaBneHUsa CM. HUXE).

B.1.6 AcneKTbl, CBSi3aHHble C NONUTUKOW/perynaTuBHbIMU TpeGoBaHMAMHK

Mepbl 1 cpefcTBa KOHTPONS U ynpaBneHna 6e3onacHocTbio, NpefjHasHaqeHHble ANs peLleHns BONpocoB, perynu-
PYeMBIX COOTBETCTBYHOLLMMU 3aKOHaMU, afMUHUCTPATUBHEIMW yKa3aMW, JUPEKTUBaMU, NONUTUKaMK, cTaHfapTamMu unu
npegnucaHnsMu (HanpuMep, OLEHKU BIUSIHUSI Ha MPUBAaTHOCTb), TPeOYTCA TONMbKO B TOM Crydae, eCnu npuMeHeHne
STUX MEp U CPeACcTB KOHTPOMS W yrpasfieHns 6e30MacHOCTLIO COrMacyeTes ¢ BuamMn UHopMaLmn n MHPOpMaLMoH-
HbIX CMCTEM, OXBaTbIBAEMbIX COOTBETCTBYIOLLMMM 3aKOHAMU, afMUHUCTPaTUBHBIMU YKazamu, AMPeKTUBamMu, NONUTUKaMH,
cTaHAapTaMu Unu nNpeanucaHnsaMu.

B.1.7 AcnekTbl, CBfi3aHHble C MaclUTabupyemMocTbIo

Mepbl U cpeAcTBa KOHTPONS U ynpaeneHns 6e3onacHocTbio MacluTabupyemsl B OTHOWEHWN o6bemMa U CTPOrocTu
peanusaumu KOHTPONsA 1 ynpaeneHus. MaclutabupyemocTb perynupyertcs knaccudukaLuein 6esonacHoCcTy 3aluLiaemoit
UHpopMaLMoHHo cucTemel no FIPS 199. Hanpumep, nnaH AeACTBAN B YpesBblvalHbIX CUTyauunax AN WHpopMaLunoH-
HOi CMCTEeMBI C BEICOKUM BrMsiHueM no FIPS 199 MoxeT BbiTb BecbMa 06beMHEIM U COAEPXaTb 3HAYUTENbHOE KONUYECTBO
feTanei peanvsayun. B oTnnMumne oT 3TOro nnaH AeicTBUIA B YpesBblHaiHbIX cUTyaumnax Ana MHHopMaUuuoHHON CUCTEMBI
C HU3KUM BrMsHWeM no FIPS 199 moxeT 6biTe 3HAYUTENBHO KOpPOYe U COAepXKaTb ropasfo MeHblle AeTanei peanusa-
Lmu. OpraHusauyum JOMKHbEl OCMOTPUTENBHO NPUMEHATL MePbl M CPEACTBA KOHTPONA U ynpasneHnsa 6e30nacHOCTLIO K H-
hOpMaLMOHHBIM cucTEMaM, yunThIBasi hakTopel MacluTabupyeMocTu B KOHKPETHOI cpege. Takoi nogxoa cnocobeTeyeT
SKOHOMUYECKN 3hheKTUBHOMY, OCHOBaAHHOMY Ha pUCKe NOAXOAY K peanu3auun mMep U CpeacTs KOHTPONA U ynpasneHnus
6e30MnacHOCTLIo, NPU KOTOPOM 3aTpaquBaeTCcst pecypcoB He Gorblue, YeM 3TO HeobXxoAnMO, OfHAKO AOCTUraloTCA cylle-
CTBEHHOE YMeHbLUEHWNe pucka n ageksaTHaa 6e3onacHoCTb.

B.1.8 AcnekTbl, cBfi3aHHbIe C UenaMmu 6e30nacHOCTU

Mepbl U cpeficTBa KOHTPONA U ynpaeneHus 6esonacHocTblo, 0HO3Ha4YHBEIM 0b6pa3oM nogaepkusaroyme Lenu 6es-
onacHocTU No obecneveHnto KOHUAEHUMANBLHOCTH, LENOCTHOCTU UMK AOCTYNHOCTH, MOTYT BbITb NOHWXEHLI A0 Gonee
HM3Kkoro 6a3oBOro YPOBHSI MEP W CPEACTB KOHTPONSA W ynpaBneHus (COOTBETCTBYIOLMM 06pasoM MoanduLmMpoBaHsl unu
YCTpaHeHb!, eCf OHU He onpefeneHsl B 6onee HU3koM 6a3oBOM YPOBHE) TOrZla U TOSNbKO TOrAa, eCiik Takoe NOHWKEHUe:
(i) cornacyetca ¢ knaccudukaumein 6esonacHoct FIPS 199 gnsa cootBeTcTBYlOWMX Leneit 6e3onacHocTn no obecne-
YEHUIO KOHGUAEHLMANLHOCTH, LUENOCTHOCTU UKW AOCTYNHOCTU A0 NEepeMeLeHnss Ha OTMETKY MaKCMMarbHOro YpoBHS;
(i) nogaepxuBaeTcs OLEHKOW pucka opraHusauuum; (i) He BNUSAET Ha UMEIOLLYIO OTHOLLEHUe K BesonacHocTu WHdopMa-
LU0 B UHPOPMaLMOHHOIN cucteMme. PeKOMeHAYeMbIMUA Ha MOHUXEHNE MepaMMn U CPEACTBaMMU KOHTPONS U yrpaeneHus
6e3onacHocTbIo siBnAloTea cneaytowue: (i) koHduaeHumansHocTs [AC-15, MA-3 (3), MP-2 (1), MP-3, MP-4, MP-5 (1) (2)
(3), MP-6, PE-5, SC-4, SC-9]; (ii) yenoctHocTb [SC-8] w (iii) soctynHocTb [CP-2, CP-3, CP-4, CP-6, CP-7, CP-8, MA-6,
PE-9, PE-10, PE-11, PE-13, PE-15, SC-6].

B.2 Knaccbl Mep 1 CpeACTB KOHTPONA U ynpaBneHus 6e3onacHoCcTbio
B naHHOM nogpasaene npeacraeneHa knaccudgpukauumu ASC, B3ATbIX M3 SP 800-53 (pegakums 3).

Ta6nuya B.1 — MageHTudukatopsl, ceMeicTBa W Kiacchl Mep U CPeACTB KOHTPOIS U ynpaeneHusi 6e30nacHoCTLIO

Unentudmkarop CemeiicTBO Knacc
AC YnpaBneHue JocTtynoM TexHu4yeckue
AT UHdopmupoBaHue u obyverune OnepaunoHHble
AU AyauT N NOJOTYETHOCTL TexHuueckue
CA CepTudukauus, akkpeautTayus m oueHkn 6esonacHocTm AAMUWHUCTpaTUBHbIE
CM MeHeaXMeHT KoHdurypauuu OnepauuoHHble
CcP MnaHMpoBaHue AeACTBUI B Ype3BbIHaRHbLIX CUTyaLMsX OnepauuoHHble
1A UaeHTndunkauuma n ayteHTudUKkauma TexHu4deckne
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OkoHYaHue mabnuupl B.1

WpeHTudgukarop Cemeincreo Knacc
IR PearupoBaHne Ha UHUWAEHTbI OnepaunoHHble
MA TexHu4eckoe obcnyxvBaHue OnepaunoHHble
MP 3aluTa HocuTenein faHHbIX OnepaunoHHble
PE dusnyeckan salyuTa 1 3alUTa oT BAUSHUS BHELLHER cpeabl OnepauuoHHble
PL MnanupoBaHue AIMUHUCTPaTUBHbIE
PS BesonacHocTb, cBA3aHHas ¢ nepcoHanom OnepauuoHHbIe
RA OueHka pucka ALMUHUCTpaTUBHbIE
SA MpuobpeTeHune cucteM v ycnyr ALMUHUCTPaTUBHbIE
SC 3alynTa cucTeM U CpeAcTB CBA3M TexHuueckne
S| LlenocTHOCTb MHGOpMALIMK U CUCTEM OnepauuoHHble

B.3 lMopaknacckl Knacca Mep 1 CpeaCTB KOHTPOnA U ynpasneHua aoctynom (AC)

B aaHHOM nogpasgene paccMaTpuBaeTcs B3ATas HenocpeacTBeHHO 3 SP 800-53 (pepakyus 3) uHdopmaLus, ko-
Topas MOXeT BbITb UCMONb30BaHa AMA CO34aHNA Mep N CPEACTB KOHTPONS U ynpaBneHWs 6e30MacHOCTbLI0 NPUNOXEHNIA,
CBA3AHHbLIX C YNpaBreHneM AOCTYMNOM.

Ta6nuuya B.2 — Knaccel Mep ¥ CpeacTB KOHTPONsi U yrpaeneHus 6e3onacHocTbio U 6a3oBble YPOBHU KOHTPOMS W
ynpaeneHust 6e30NacHoCTbIO AN UHAPOPMALIMOHHBIX CUCTEM C HU3KUM, CPEAHUM U BBICOKUM YPOBHEM BIIUAHUS

Ha3BaHue Mepbl u gz:grcl:;:: ;(;H:lzonn 1 ynpaBneHus YpoBeHs KoHTpONS
YnpaBneHue 0CcTynom Huskuit CpeaHuit Bbicokuit
AC-1 | MNonutuka u npoueaypsl ynpaenexnusa goctynom | AC-1 AC-1
AC-2 | MeHeaXMeHT y4eTHbIX 3anucen AC-2 AC-2(1)(2)(3)(4) | AC-2(1)(2)(3)(4)
AC-3 | ObecneveHnue focTyna AC-3 AC-3 (1) AC-3 (1)
AC-4 | OBecneveHne MHDOPMALMOHHOIO NOTOKA He Bbibpan | AC-4 AC4
AC-5 | PasgeneHue o6asaHHocTel He BeibpaH | AC-5 AC-5
AC-6 | MprHUMN HaUMEeHbLUUX NPUBUMErni He Beibpan | AC-6 AC-6
AC-7 | HeycnellHble NOMNLITKK perncTpaLum AC-7 AC-7 AC-7
AC-8 | YBegomrieHune 06 MCMONb3OBaAHUN CUCTEMBI AC-8 AC-8 AC-8
AC-9 | YBepgomneHwue o npeablfyLlem Bxoae B cucteMy | He BbibpaH | He BeibpaH He BbI6paH
AC-10 | KoHTponb 0gHOBPEeMEHHbIX ceccuit He BeibpaH | He BLbIGpaH AC-10
AC-11 | BnokupoBaHue ceccun He Bbibpan | AC-11 AC-11
AC-12 | 3aBepLlueHue ceccum He Beibpan | AC-12 AC-12 (1)
AC-13 | Haasop v npoBepka — ynpasneHue JOCTYNOM AC-13 AC-13 (1) AC-13 (1)
AC-14 | PaspelleHHble geiicTBus 6e3 naeHtudukaummn n | AC-14 AC-14 (1) AC-14 (1)
ayTeHTUdUKaLmm
AC-15 | ABTOoMaTu4ecKaa MapkupoBka He BbibpaH | He BLIGpaH AC-15
AC-16 | ABToMaTu4eckoe npuceanBaHme MeToK He BeibpaH | He BLIGpaH He BbIGpaH
AC-17 | YaaneHHbI gocTyn AC-17 AC-17 (1) (2) (3) (4) | AC-17 (1) (2) (3) (4)
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OkoHYaHue mabnuupl B.2

HasBaHue Mepbl U CPeACTBa KOHTPONS U ynpaBneHus YpoBeHb KOHTpONs

6esonacHoOCTbIO
YnpaBrneHue ocTynom Huakuit CpeaHunin Bbicokuii
AC-18 | OrpaHu4eHus GecnpoBogHoro gocTyna AC-18 AC-18 (1) AC-18 (1) (2)
AC-19 | YnpagneHue JOCTYNOM AN NOPTaTUBHLIX U MO- | He BuibpaH | AC-19 AC-19
GUIbHBIX yCTPOACTB
AC-20 | Mcnonb3oBaHe BHELWHUX WHMOpMaLunoHHbIX | AC-20 AC-20 (1) AC-20 (1)
cucTem

B.4 [Oeranusauus knacca Mep U CpefCTB KOHTPONS U ynpaBrneHus 4OCTYNOM

B naHHOM nofpaspene nokasaHbl TpU cemeincTBa Krnacca ynpaeneHus goctynom: AC-1, AC-2, AC-17, koTopble
B3aTbl M3 SP 800-53 (peaakumsa 3).

CEMEWCTBO: YMPABMEHME JOCTYMNOM KNACC: TEXHUYECKME

B.4.1 AC-1lMonuTtuka un npoueaypbl ynpaBneHus 4ocTynom

Mepa U cpencTBO KOHTponsA W ynpasnenwsa: OpraHusauus paspabaTbiBaeT, pacnpoCTpaHAeT U MepUoAUHEcKM
nepecmaTpusaeT/o6HOBMAET:

1) Hagnexalum obpa3om JOKYMEHTaneHO opOPMAEHHYH NONUTUKY YNpaBneHus AOCTYNOM, paccMaTpuBatoLLyto
Lenu, ccepy AencTBUA, ponu, 06A3aHHOCTH, 0653aTeNnbCTBa PyKOBOACTBA, KOOPAUHALMIO OpraHM3auMoHHbLIX NOApasse-
neHuii u cooTBeTCTBUE TPeBoBaHUAM;

2) HagnexawuMm obpa3oM [OKYMeHTamnbHO oopMIeHHbIe MpoLeaypbl AN COAeWCTBUS peanusauyuu NonuTUKn
ynpasneHus OCTYNOM W COOTBETCTBYIOLLMX MEP U CPEACTB KOHTPOMS U YNpaBneHus JOoCTyMnoM.

JononHutensHoe pyKoBoAcTBO: [onnTHKa n NpoLeAypLl yNpaBneHnsa JOCTYNOM COrmacyloTcs ¢ NpUMeHAeMbIMU 3a-
KOHamu, pacnopsxeHUsAMU NpaBuUTenbCTBa, AUPeKTUBaMU, NONUTUKaAMKN, NPeAnucaHnaMK, cTaHfapTaMn n pyKoBoacTea-
mu. MNonuTrka ynpasneHns JOCTYNOM MOXET BKIto4aTeCH B OOLLYHO MOMUTUKY WHAOPMaLWOHHO B6e3onacHOCTU opraHu-
3auuu Kak oTaenbHas vyacTb. MNpolefypsl ynpasneHus JocTynoM MoryT paspabaTeiBaTecs AN nporpammel o6ecneveHns
Ge3onacHOCTH B LENOM U, Korda HeoBxogMMo, Anst KOHKPETHOW WHGOpMaLMOHHOW cucTembl. CnelynansHas nyGnukauus
NIST SP 800-12 npefocTaBnsaeT pykOBOACTBO MO MONMTUKaM W npolefypam obecrnedeHuss 6e3onacHocTu.

MpropuTeTHOCTL M 6a3oBOe pa3MeLLeHHUE;

PacwmpeHus mep 1 cpeacTs KOHTpons U ynpaeneHus: HeT. Huakuin AC-1 CpegHuit AC-1 Bbicokuit AC-1

B.4.2 AC-2 MeHeaXXMeHT yUYeTHbIX 3anucem

Mepa 1 cpecTBO KOHTPONA W yrnpasneHuns: OpraHu3aLuunn ocyLwecTBNAeT MeHeAKMEHT YYETHLIX 3anucei MHdop-
MaLMOHHON CUCTEMBI, BKIHOYas:

1) naeHTUdUKaLMIO TUNOB YYETHBIX 3anucei (Hanpumep, UHAUBUAYanNbHbIE, TPYNNOBbLIE N CUCTEMHbIE),

2) ycTaHoBrieH1e ycrnoBuii AN YNeHCTBa B rpynne;

3) npeHTUdMKaLWIO YNONHOMOYEHHbIX Nofib3oBaTeneil HOpPMaLNOHHOR cucTeMbl U onpeaeneHne npas/nNpueun-
nernii goctyna;

4) TpeboBaHWe COOTBETCTBYIOLLErO YTBEPXKLEHUS 3aNPOCOB O CO3AAHUMN YHETHLIX 3anucei;

5) caHKyMOHMpOBaHUe, co3fanune, aKTuBaLmio, MogudukaLumio, 6NOKMpoBaHUe 1 yaneHne y4eTHbIX 3anucei;

6) npoBepKy y4YeTHbIX 3anuceit [HasHadeHWe: ycTaHaBnMBaeMan opraHuaaymeii Yactoraj;

7) crneunanbHoe CaHKLMOHMPOBaHWE U MOHUTOPUHI NCNONBb30BAHNA FOCTEBLIX/aHOHUMHBIX YYETHBIX 3anucei,

8) yBeAomneHue nuu, ocyLecTBSIOWNX MEHEAXXMEHT YYETHBIX 3anucei, ob yBorMbHEHUN N NepeBoae NONb3oBa-
Tenei MHpopMaLMOHHON cucTeMbl UM 06 U3MEHEHUM UCNONBb3OBaAHNA UHGOPMALIMOHHON CUCTEMB! UKW NPUHLUMNA He-
06X0ANMOro 3HaHUA/HeoBX0AMMOro COBMECTHOMO UCTONb3OBAHUS;

9) npepocTaBneHne focTyna K MHpopMaLMOHHON cucTeMe Ha ocHoBe: (i) NpUHUMNa HeO6XOAUMOro 3HaHWS UK
HeobXoAMMOro COBMECTHOTO MUCMOMbL30OBaHUA, KOTOPLIA onpefenseTcs HasHaYeHHBIMU AOMKHOCTHBIMU 06A3aHHOCTAMK
M COOTBETCTBMEM BCEM KpUTEpUsM Ge3onacHOCTU, CBA3aHHLIM C MepcoHarowm; (i) npegHasHa4YeHHOro UCNONb3OBaHUA
CcUCTEMBI.

[JononHutensHoe pyKoBOACTBO: MAeHTUMKaLUA YNONHOMOYEHHBIX Norib3oBaTeneil MHPOPMAaLMOHHON CUCTEMBI 1
onpeaeneHne npas/NpuBUIEruin JOCTyNa cornacyroTea ¢ TpeboBaHMAMN ApYrMX Mep U CPEeACTB KOHTPONA W ynpaBneHus
GesonacHocTbIO B NnaHe obecrneyeHunss BesonacHocTU. BaaumocBsA3aHHbIE MePLI M CpeAcTBa KOHTPONS U ynpaBneHus:
AC-1, AC-3, AC-4, AC-5, AC-6, AC-10, AC-13, AC-17, AC-19, AC-20, AU-9, CM-5, CM-6, MA-3, MA-4, MA-5, SA-7, SI-9,
SC-13.

Paclinperns mepbl U cpeacTBa KOHTPOMSA U YIPaBNEeHUS:

1) opraHusaLus UCMONb3YeT MEXaHN3Mbl aBTOMaTU3aLumn 415 NOAAEPXKKN MeHePKMEHTa YYETHLIX 3anucen UHop-
MaLMOHHOW CUCTEMBI;
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2) MHpopMaLMoHHas cucTeMa aBToMaTUYeCKU NpekpallaeT AeiACTBUE BPEMEHHBIX YHETHBIX 3arnceid N y4eTHbIX
3anuceil 06 aBapuiiHbIx cUTyaLusx nocne [HasHaveHue: ycTaHaBnMBaeMblii opraHusayuein nepuos BpEMEHM Ans Kaxaoro
BUA& YYETHbIX 3anucen];

3) nHdopmaLmoHHasa cucTemMa aBToMmaTu4eckn BriokKMpyeT HeakTUBHbIE y4eTHbIe 3anucu nocre [HasHaveHue: ycTa-
HaBnuBaeMbI opraHusaumein nepuog BpemMeHu];

4) nHpopMaLMOoHHas cucTeMa aBTOMaTUYECKU OCYLLECTBMAET ayAuT co3gaHus, mogudukaummn, 6nokupoeaHus u
npekpaLleHns 4efcTBIUS YYETHLIX 3anuceil u yBegoMNAeT No TpeGoBaHWIO COOTBETCTBYOLWMUX NULY;

5) opraHusaLus NpoBOAUT NPOBEPKY aKTUBHLIX Ha HACTOSALLUA MOMEHT YY€ETHbBIX 3anucei NHPOpPMaLIMOHHOM cucTe-
Mbl [HasHaueHne: ycTaHaBnmBaeMas opraHusaluei Yactora) Ans NOATBEPXAEHUSA TOro, YTO BpPEéMeHHbIe YHETHBIE 3anucu
M y4eTHbIe 3anucu yBONMUBLUKUXCA UMK NepeBefeHHbIX nofb3oBaTeneil [eakTMBMpoBaHbl B COOTBETCTBUM C MOMUTMKOWM
opraHusauuu;

6) opraHmsaums 3anpeLlaeT Ucnonb3oBaHue UOeHTUDUKATOPOB YHETHBIX 3anucelt UHPOPMaLMOHHON CUCTEMBI B
Ka4ecTBe WAEHTUMPUKATOPOB YHYETHLIX 3anncei SNeKTPOHHOW MoYThI.

MpuopuTeTHOCTL U Ga3oBoe pasMeLleHue:

Huakuit AC-2 CpenHuit AC-2 (1) (2) (3) (4) (5) (6) Boicokuit AC-2 (1) (2) (3) (4) (5) (6)

B.4.3 AC-17 YpaneHHbIi goctyn

Mepa 1 cpencTBO KOHTPONA U ynpasnexuus: OpraHusaums:

1) BOKYMEHTUPYET paspelleHHble METOAbI YAaneHHoro 4ocTyna K UHpOpMaLMOHHOA cucteme;

2) ycTaHaBnuBaeT orpaHW4YeHUs Ha UCMonb3oBaHWe U PYKOBOACTBO NO pearnusauuun Ans Kax[oro paspeLlleHHoro
MeTofa yAaneHHoro 4ocTyna;

3) caHKUUOHMPYET YAaneHHbI AOCTYN K UHPOPMALIMOHHOW CUCTeME A0 MOAKIIOHEHHUS,

4) obecneymBaeT cobntogeHne TpeboBaHUii yaaneHHOro NogKNYeHNs K MHOPMaLMOHHOK cUCTeMeE.

JononHutenbHoe pykoBOACTBO: YAaneHHbIM JOCTYNoM saBnsetcs noboit gocTyn nonb3oBartens (Mnu npouecca,
feiicTBytoLLero oT UMEHN Nomb3oBaTens) K UHDOPMALIMOHHOW CUCTEME OpraHW3aLiMi NO BHELLHEW, He KOHTPONUpyemoi
opraHusauunein cetn (HanpuMep, MHTepHeT). MpuMepbl METOA0B yAaNeHHOro AoCcTyna: KOMMYTUPYEMOe COeANHEHNe no
TenedOoHHOA NMHKUK, LUMPOKOMOSIOCHBIN 4OCTYN 1 GecnpoBoAHOM AocTyn. BupTyansHas yacTHas cetb (Virtual Private Net-
work — VPN) npu ageksaTHOM obecneyeHMn MOXET paccMaTpuBaTbCa Kak KOHTponupyemas opraHusauuei cetb. Mpu
6ecnpoBoAHOM JOCTYNE U3Ny4aeMble CUrHasbl B Npefenax KOHTPONIMpyeMbIX opraHu3auneit noMeLleHmnii obblvHO paccMma-
TpUBaLOTCS KaK HaxoAsLmMecs BHe KOHTpONS opraHuaauuun. becnpoBofHbIe TEXHONOMUU BKAOYALOT (HO HEe orpaHUuYUBaloT-
cs1) CBY-cBA3b, CNYTHUKOBYIO CBA3b, MaKkeTHYIo paguocsasb (YBY/OBY), 802.11x u Bluetooth. Mepbl U cpeacTBa KOHTpoOns
1 ynpaeneHusi yaaneHHbIM JOCTYNOM NPUMEHUMbI K MHPOPMaLMOHHBIM CUCTEMAaM, OTIIMYHBLIM OT O6LLEeAOCTYNHLIX BE6-
CepBepOB UIMU CUCTEM, crieluanbHO NpefHas3HavYeHHbIX ANs OTKpbIToro goctyna. ObecnedeHne cobnofeHnsi CBsI3aHHbIX C
yAaneHHbIMU COEAUHEHUAAMU OrpaHUYEHUin AoCTyNa K UHPOPMaLMOHHON CUCTEME OCYLLECTBNAETCA NOCPEACTBOM Mepbl U
cpeacTtBa koHTponsA v ynpaeneHus AC-3. NIST SP 800-77 npefocTaBnsieT pyKoBOACTBO MO BUPTYaribHbIM YACTHBIM CETAM
Ha ocHoBe npotokona IPsec, NIST SP 800-48 n NIST SP 800-97 — pykoBofcTBO Nno 6e3onacHocTu 6ecrnpoBOAHON ceTH,
NIST SP 800-94 — pykoBoACTBO Mo obHapyxeHWto U NpegoTBpalleHuio 6ecnpoBogHOrO BTOpXeHUs.. B3ammocBssaHHble
Mepbl U CpefcTBa KOHTpons U ynpaeneHusa: AC-1, AC-3, AC-20, IA-2, 1A-8.

PacluvpeHnus Mepbl U cpeicTBa KOHTPONA W YNpaBNeHus:

1) opraHusaLmsa Ucnonb3yeT MexaHU3Mbl asToMaTU3aLmMm AN obnerdeHns MOHUTOPUHIA U KOHTPOINS METOA0B yAa-
TIEHHOro A10CTYNa;

2) opraHu3auusa ucnosnb3yeT KpunTorpaduio Ans 3awmTsbl KOHPUAEHLUUANBHOCTU U LIENOCTHOCTU CEaHCoB CBA3N
yAareHHoro gocTyna.

JononHuTtensHoe pykoBOACTBO MO pacluMpeHuto. CTOMKOCTb KpunTorpaduyeckoro mexaHusma Boibupaerca Ha
OCHOBE YpPOBHS1 BNUSHWUA Ha uHdopmauuio no FIPS 199. BaauMocBsizaHHbIE Mepbl U cpeficTBa KOHTPOSIS U YNpaBneHus:
SC-8, SC-9;

3) uHdopmaLMoHHas cucTeMa HarnpaenseT BeCb YAaneHHbI 40CTyN Yepe3 orpaHU4YeHHOe YMCNO KOHTPONUPYEMbIX
TOYeK ynpaBneHus JOCTYrNoMm;

4) opraHuW3auus CaHKLMOHWUPYET yAasrieHHbIA OCTYN K NpUBUIErMpoBaHHbLIM KOMaHAaMm 1 oTHocsLeiics k 6esonac-
HOCTWU WHOPMaLIUM TOMNBKO NPU HACTOSATENbHOW OnepaUUOHHOR NOTPEBGHOCTU U JOKYMEHTUPYET norudeckoe o60cHoOBa-
HWe TaKoro focTyna B nrnaHe obecnevyeHns 6esonacHoCTU ANS MHPOPMALMOHHON CUCTEMBI.

HononHutenbHoe pyKOBOACTBO MO pacluMpeHunio. B3aumocssisaHHas Mepa U CPeACTBO KOHTPOSS W yNpaBneHus:

AC-6;

5) MHopMaLMoHHas cucTeMa obecnednBaeT 3almTy GecrpoBOAHOMO JOCTYNA K CUCTEME, UCNONbL3YS ayTeHTUDU-
Kaumio 1 WwindposBaHue.

[lononHuTenbHoe pyKOBOACTBO MO pacLUMpeHunio; AyTEHTUDUKaALMUS NPUMEHAETCA K NONb3oBaTeNaM, YCTPOWCTBaM

WK N KTEM U ApYyruMm, npu HeO6XO,E|,I/|MOCTVI;
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6) opraHusauua ocyLIecTBNAET MOHUTOPWUHI Ha NPEeAMET HEeCaHKLUMOHUPOBAHHLIX YAaneHHbIX COEAUHEHUA C UH-
opMaLMOHHOI cucTemon, BKITtoYas ckaHMpoBaHWe Ha NMpeAMeT HeCaHKLMOHUPOBaHHbLIX Touek 6ecnpoBogHOro goctyna
[HasHayeHue: ycmaraenueaemasn opeaHusayuell yacmoma), U NPUHUMAET COOTBETCTBYIOLME Mepbl MPU OBHapyXeHUK
HecaHKLUOHUPOBAHHOIO COeMHEHUS.

[HononHuTtenesHoe pykoBOACTBO MO paclumperuto: OpraHnsayum ocyLLecTBASIOT NpodunakTM4eckuii MOMCK HecaHK-
LIMOHUPOBaHHbLIX yAaneHHbIX COeiMHEHWNA, BKIoYas npoBedeHue TWAaTeNbHOro CKaHMpoBaHWA Ha NpeaMeT HecaHKUm-
OHUPOBaHHLIX Todek SecnposogHoro Agoctyna. CkaHupoBaHWe HeoBs3aTeNlbHO OrpaHUYeHO TONbKO TeMM obnacTamu B
obbeKTe, KOTopble cofepaT MHPOPMaLMOHHbLIE CUCTEMBI, OAHAKO 3a Npegenamu aTux obnacTeil OHO NPOBOAMTCH TOMBKO
npW HeOBXOAUMOCTHU MOATBEPXKLEHUA TOro, YTO HECaHKLMOHUPOBAHHLIE TOUKM BeCrnpoBOgHOMO JOCTYyNa He COefUHeHb! ¢
CUCTEMOW;

7) opraHvaauWsa OTKITHOYaET He NnaHupyeMble AfA MCMonb3oBaHMs 6ecnpoBofHble CeTEBblE BO3MOXHOCTH, KOTO-
pbleé BHYTPEHHE BCTPOEHbl B KOMMOHEHTH! MHPOPMaLMOHHOR CUCTEMBI, A0 BbiNycKa,

8) opraHm3auna He paspellaeT Mofb3oBaTeNsiM CaMOCTOATENBHO KOHMUrypupoBaTe BecnpoBogHble ceTeBble
BO3MOXHOCTY,;

9) opraHmaaumsa obecneymBaeT yBEPEHHOCTb B TOM, YTO MOMb30BaTENM 3alliMLLaoT MHopMaLmMio 0 MexaHu3max
yAaneHHoro Aoctyna oT HeCaHKLMOHNPOBaHHOIO NCMNONb3OBAHUA U PaCcKpLITUSA;

10) opraHusaunsa obecrnednBaeT yBEPEHHOCTb B TOM, YTO YAarneHHble ceaHchl CBA3MN AN AocTyna K [HasHaqeHue:
ycmaHaenueaembili opaaHu3ayueli criucok ¢yHKyul bezonacHocmu U UHopmayuu, omHocsawelics K 6esonacHocmu] uc-
NoSb3YHOT JOMNONHUTENBHBIE Mepbl 6e30nacHoCTU [HasHadeHue: yemaHaenueaembie opaaHusauuel mepbl 6ezonacHocmu)
W NoABepratoTcs ayauTy;,

11) opraHu3auua oTkno4aeT 6ecnpoBofHbIE OAHOPaHIoOBLIE CETEBLIE BO3MOXHOCTU B MHOPMAaLIMOHHOWK cucTeMe,
3a UCKITIOYEHUEM OfHO3Ha4YHO MAEHTUULMPYEMbBIX KOMMNOHEHTOB, B MOALEPKKY KOHKPETHBIX ONepaLnoHHbIX TpeGoBaHui;

12) opraHusauus oTko4aeT 6ecnpoBofHble CETEBbLIE BO3MOXHOCTM Bluetooth B uHdopmaLmoHHOR cucteme, 3a
UCKIIOYEHNEM OfHO3HAYHO AEHTUULMPYEMbIX KOMMOHEHTOB, B NMOZAEPXKY KOHKPETHLIX onepaLMoHHbIX TpeboBaHui.

MpropuTeTHOCTL U 6a3oBOE pa3MeLLEHHUE:

Huakuit AC-17 CpeaHuit AC-17 (1) (2) (3) (4) () Bbicokuit AC-17 (1) (2) (3) (4) (5) (6)

B.5 OnucaHue ASC, ocHoBaHHOe Ha NpuMepe Mep U CpeACTB KOHTponsa u ynpasneHua u3 SP 800-53

B aaHHOM nogpasfene npefcTaBneHo, Kak Mepa U CPeACcTBO KOHTpons U ynpasneHua AU-14 us SP 800-53 (pe-
Jakuus 3) MoxeT BbiTb onucaHa ¢ UCMosb3oBaHNeM CTPYKTYpbl Mep M CPEACTB KOHTPONA U ynpaBneHs 6e30nacHoCTbio
npunoxexHnin MICO/M3K 27034.

MonHasn v To4Haa CTPYKTYpa AaHHBLIX Mep U CPEACTB KOHTPONS U ynpaBrieHus 6e30nacHOCTbIO NpUnoxeHnii 6yaet
npeactasneHa 8 UCO/M3K 27034-5.

B.5.1 Mepa u cpeactBo KOHTponAa u ynpaeneHusa AU-14, onucanHas B SP 800-53 (peaakuun 3)

Mepa 1 cpefcTBO KOHTpons u ynpaenenus AU-14 onuceiBaetcsa B SP 800-53 (pegakuus 3) cnegyiowmm obpasom:

AU-14 AYOUT CEAHCA CBA3N

Mepa 1 cpeACTBO KOHTPONA 1 ynpasneHus: MHpopMaLuoHHas cuctemMa NpefocTaBnsAeT BO3MOXHOCTb:

a) cbopal/pernctpaumu U NPOTOKONUPOBAHUA BCEMO KOHTEHTA, CBA3@HHOIO C CEaHCOM CBA3U NONb30BaTENs,

b) yaaneHHoro npocMoTpa/npocnywmBaHUsa BCEro KOHTEHTa, CBA3AHHOIO C YCTaHOBNEHHBIM CEaHCOM CBA3W NOMb-
30Barens, B peXuMe pearnbHoro BpeMeHN.

HononnutensHoe pykoBOACTBO: MeponpusaTUA ayauta ceaHca CBA3M paspabaTbiBaroTes, UHTErPUPYIOTCA U UCNONb-
3yIOTCH NMOCHNE KOHCYIBTaLMK C FOPUCKOHCYNETOM B COOTBETCTBUU C NMPUMEHSIEMBIMMU dheAepanbHbIMU 3aKOHaMU, agMUHU-
CTpaTWBHBIMUA YKazaMu, AUPEKTUBAMU, NONUTUKAMW UMK NpefnUcaHUAMM.

PaclumpeHus Mepbl U cpefiCTBa KOHTPONS U YNPaBNEHUS:

1) MHOPMaLMOHHasa cucTemMa UHULMUPYET ayAUTEl CEaHCOB CBA3U MNPU 3anycke CUCTEMBI.

Ccbinku: Her.

MpuropuTeTHOCTL 1 6a30BOe pa3MeLLeHue:

Hu3kuii He BbIGpaH CpeaHuit He BbibpaH Beicokuit He BbiGpaH

B.5.2 Mepa u cpeacTtBo KkoHTponAa u ynpaeneHus AU-14, onucaHHas ¢ ucnonb3oBaHuem ¢gopmara ASC
NUCO/M3K 27034

Mepa 1 cpecTBO KOHTpOns U ynpasneHnusa AU-14 MoxeT 6bITb onnmcaHa kak ASC B cooteeTcTBUM ¢ MICO/MIK 27034,
Kak nokasaHo B Tabnuue B.3.

57



Tabnwuuya B.3— Mepa 1 cpeicTBO KOHTpons u ynpasneHus AU-14 uaz SP 800-53, onucaHHas ¢ ncnonszosaHmem gopmata ASC MCO/M3K 27034

Mone

Onucanue

3HauyeHne

UaeHTndmkauma ASC:

ASC-AU-14_ld-Label:

TekcT: HasaHue ASC

AyauT ceaHca cBA3N

ASC-AU-14_1d-UID:

TexcT: YHUKaNbHBIA naeHTUdUKaLMOHHLIA HoMep ASC

ASC-AU-14

ASC-AU-14_Id-Description:

TexkeT: OnnucaHne ASC OTKpPLITEIM TEKCTOM

MHdopMmaLMoHHasa cuctema npefocTaBiseT BO3MOXHOCTb:

a) cbopal/perncrpayum n NPOTOKONUPOBAHUSA BCEro KOHTEHTA, CBA-
3aHHOIO C CEaHCOM CBSA3U Nonb3oBaTens,

b) yaaneHHoro npocMoTpa/npocnyLuMBaH1s BCEro KOHTEHTa, CBS-
3aHHOr0 € YCTaHOBNEHHBIM CEaHCOM CBA3U MOfb30BaTens, B peXu-
Me pearnbHOro BpeMeHu.

HononuutensHoe pykoBoAcTBO: Meponpustus ayguta ceaHca
€Bf13U pa3pabaTbiBaloTCs, UHTErPUPYIOTCS U UCTIONbL3YIOTCA Nocne
KOHCYIBTauMn ¢ IOPUCKOHCYNETOM B COOTBETCTBUM C MPUMEHsIe-
MbIMU pefepanbHbIMU 3aKOHaMK, af MUHWUCTPATUBHBIMK YKazami,
AUpeKTMBaMW, NOMMTUKAMKU UMK NpesnucaHnaMn

ASC-AU-14_ld-Author name

TekcT: haMunus, UMs, oTYECTBO

Wubu, Daming

ASC-AU-14_Id-Author company name

TekKerT:

Kopnopauus ACME

ASC-AU-14_Id-Author email

TekeT: agpec SJ'IeKTpOHHOVI NOoMThbI

Wdaming@ACME.com

ASC-AU-14_Id-Author signature

3HakoBas XaLl-pyHKUMUA ncxogHon ASC

8947358970734205279067248

ASC-AU-14_ld-Organization UID:

UaeHTudpmkatop (ID) opraHnaayuu

JTC1/8C27 WG4 27034-1 WD3 01-001

ASC-AU-14_ld-Creation date:

[ata: rog-Mecau-aeHb

2009-04-08

ASC-AU-14_ld-Pointer to parent:

MaTtepuHckaa ASC: Cnucok ID ASC unu Hynesas uH-
dopmauus

Hynesas nHdopmayua

ASC-AU-14_ld-Pointer to children:

HouepHaa ASC: Cniucok ID ASC unu Hynesasi uHgop-
Mauus

Hynesas nHdopmayua

ASC-AU-14_ld-Pointers to the
business context:

Cnncok 6usHec-koHTeKcTa U Hyneeasa nHgopmaLuus

®uHaHcoBasn

ASC-AU-14_ld-Pointer to the
regulatory context:

CnncoK perynaTUBHOIO KOHTEKCTa unn Hynesas uWH-
dopmauua

3akoH 06 obecneveHnmn npusaTHocTn #RF76G7, cTaTths 4.11

ASC-AU-14_ld-Pointer to the
technological context:

CnMcoK TEXHONOrMYecKoro KOHTeKCTa Unu Hyneeas uH-
dopmaLus

Hynesas nHdopmayua

ASC-AU-14_App_Specification:

Cneundpukauum npunoxeHus, obecnevmsatome Tpe-
6oBaHua 6e3zonacHocTn ansa ASC

MpunoxeHue ycTaHaBnnBaeT cTabubHEIA ceaHC CBA3N
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lMpodomxeHue mabnuuyp! B.3

fLoBepusi akTuBHa AaHHas ASC. MoxeT BbITk cBA3aHa ¢
HECKOMBKUMU YPOBHSAMU

Mone Onucaxue 3HaueHue
ASC-AU-14_Id-ASC XML version Bepcus XML-cxembl ASC: Homep Bepcuu v1.0 Beta
Lenu ASC:
ASC-AU-14_Obj-Level-of-Trust: 1 Unu n — Lenesble YpOBHW A0OBEPUSA: Ha KakoM ypoBHe | 5,6, 7, 8,9

ASC-AU-14_Obj-why:

MpuynHbl cylectTsoBaHuA gaHHoih ASC. NaeHTudmka-
LmMs noTpebHOCTEN PYKOBOACTBA, PYKOBOAWUTENS rpyn-
Mbl, FPynnbl paspaboTku, aygutopa U T. 4. Lienb Takke
TOYHO onpefenseT, 4To ByaeT oLeHuBaTLCA

ObecneveHne yBepeHHOCTU B TOM, YTO Nosib3oBaTesb cobnogaet
3akoH 06 o6ecneveHun npusaTHocTU #RF76G7, ctaThs 4.11, U no-
JIUTUKY OpraHu3ayun no 4onycTMMOMY UCMNONb30BaHUIO

ASC-AU-14_L evelOfTrust-
TotalLevels:

[vanasoH ypoBHeil JoBepUs, UCNONb3yeMbIA OpraHu-
3aumeit

0,1,2,345,6,7,8,9

ASC-AU-14_LevelOfTrust-why:

AyAWT ceaHca cBA3MN TpebyeT 3Ha4YUTENbHLIX PECYpcoB U HEOBXO-
AWM TOMNbKO ANS NpunoxeHui, o6pabaTbiBaloWwmxX NEPCOHaNbHYI0
nHgpopmaLuio

ASC-AU-14_AppSpec_ComplToReg_
St ds&BestPractices:

CraHaapThl, ¢ KoTopbiMK cBfidaHa AaHHan ASC (ITIL,
Cobit, MICO 17799, RUP, HaszBaHue o6pa3sLja NpoeKTU-
POBaHUA U T. 4.)

NIST SP-800-53 Rev. 3, AU-14

MeponpusTue no obecneueHuto 6esonacHoctn ASC:

ASC-AU-14_SecAct-Label:

TekeT: HasBaHue MeponpusTua

Peanusauua knacca ayguTa ceaHca CBSi3U M3 YTBEpPXAEHHOW
6ubnuotekn no 6esonacHocTH

ASC-AU-14_SecAct-UID:

TekeT: YHukaneHbll ID Meponpustua obecneveHus
6e3onacHoCTH

ACT-001-JAVAO27

ASC-AU-14_SecAct-Description:

MorHoe onucaHue MeponpusaTUs. OHO MpefcTaBnserT,
KTO YTO BbINOMHSET. OPUEHTUPOBOYHO, 3TO OMUcaHue
NPOLIECCOB U AeiCTBYHOLMX CyEbeKToB, HEOBXOANMBIX
ANs peanuaaumn unn oLeHUBaHusa Mephi

Mcnonb3oBaHue YTBEpPXAEHHOW opraHusauueit Gubnuoteku no
6esonacHocTu JAVA ana peanusauyum 6e3onacHoro npolecca ay-
JiuTa ceaHca CBSA3N B NPUMOXEHUN

bility:

ASC-AU-14_SecAct-Complexity: CnoxHocTe Meponpusatus: [lpocToe, craHgapTHoe, | [pocToe
CINOXHOE, O4EHb CIOXHOE

ASC-AU-14_SecAct-who_Role: CyuecTtBytolas pornb B opraHusauuu PazpaboT4nk

ASC-AU-14_SecAct-who_Responsi- | R = peanusauus, P = yyacTue, ... R

ASC-AU-14_SecAct-who_Qualifica-
tion:

KBanudukaumsa ana MeponpuaTus: MNpeacTaBnsaeT He-
obxofMMmyto KBanugmKaLumio feicTByoWwmx cyObeKkToB

CpefHuii unn Gonee BbICOKMIA ypoBeHb kBanuduKaumu paspabort-
ynka

l-¥€0.¢ XEWN/OOU d 100U

141114



(o]
o

OkoHyaHue mabnuypi B.3

Mone

OonucaHue

3HaueHue

ASC-AU-14_SecAct-When:

LleneBas Touka MEPONPUATUS B STalIOHHOW Mogenu
XKW3HEHHOro Ukra BesonacHocTu npunoxenuin MCO/
M3K 27034

Otan pa3paboTku, MeponpusaTMe pa3paboTku 3NemMeHToB

ASC-AU-14_SecAct-Artefact:

ApTedakT: HazBaHUe U onucaHwe apTedakra, cosfa-
BaEeMOro B pesyrnsrate MeponpusaTus

O6palleHune K COOTBETCTBYOLWEMY NpuMepy JAVA

ASC-AU-14_SecAct-Result_Expected:

OxugaemMble pesynetatel: OnucaHue cuTyauuu, co-
CTOSIHWS UMW TOYHOTO 3Ha4YeHUsA apTedakTa

[ns kaxgol TpaHsakuun knacc obssaH nocbinaTk AeTanu TpaH-
3aKuuii B cnyxBy Ge3onacHoro NPOTOKONUPOBaHUS OpraHWU3aLum.
B KOHL{e 3TOr0 MePONpUATUS OXUAAIOTCS pe3ynsTaThl TeCTUpOBa-
HUA aNneMeHToB U [ OKyMeHTauuA cTparernm

ASC-AU-14_SecAct-cost:

CTonmocTb MeponpusaTUs: CTOUMOCTL BBINOMHEHWS 3TOMO
MepOnpUATUS (YEOBEKO-AHN, AeHEXHbIE CYMMBI U T. 4.)

10 yenoBeko-gHeEN

BepudumkauuoHHoe usmepeHue ASC:

ASC-AU-14_VerfMeas-Label:

BepMCbMKaLWIFl peanusaunn KOMNOHEHTOB ayauTa ceaHca CBA3N

ASC-AU-14_VerfMeas-UID:

VeM-001-JAVA453

ASC-AU-14_VerfMeas-Description:

Bepucbukauma Toro, YTo AN KaXA0N TpaH3akuuu Knacc nocbina-
€T AeTanu TpaH3akuuii B criyxOy 6e3onacHoro NpoTokonMpoBaHus
opraHusauuu. Bepudukauus Toro, YTo pesynsraTel TeCTUPOBaHUA
3MEMEHTOB U JOKYMEHTaUMA cTpaTernu NPeAcTaBneHs! U SABMsAoT-
A yCnewHbIMm

ASC-AU-14_VerfMeas-Complexity

CnoxHOCTb BepudunKaLiMOHHOro namepenus: lNpoctoe,
CTaHAapTHOe, CNOXHOE, O4YEHb CIOXHOe

CraHpapTHoe

ASC-AU-14_VerfMeas-who_Role:

[MasHbIA cneynannucT No NpoBepke Koga

ASC-AU-14_VerfMeas-who_Respons-
ability:

R = peanusauus, P = yyacTue, ...

R

ASC-AU-14_VerfMeas-who_Qualifica-
tion:

Keanudpukaums ana meponpustust koHTpons: Mpeg-
cTaBnsieT HeobxoAuMyl Ksanudukauuio AercTsyto-
Wwmx cybbekToB

Crapwmuit paspabotuuk Java

ASC-AU-14_VerfMeas-when_Phase:

LieneBas feATenbHOCTb B STANIOHHON MOAENN KNU3HEHHO-
ro uukra 6esonacHocTu npunoxenuin NCO/M3IK 27034

Otan pa3paboTkn, MeponpusiTue yHKUMOHANBLHOTO TecTUpoBa-
HUA

ASC-AU-14_VerfMeas-Artefact:

Peaynbrat gomkeH 6biTe TRUE gns Bcex BepUGMKaLMOHHBIX U3-
MepeHui

ASC-AU-14_VerfMeas-cost:

3aTpaTbl Ha KOHTPOMbHLIE MeponpuUaTUA: 3aTpaTsl Ha
BEpUUKALMIO STOTO MEpONpUATUA  (4eNoBEKO-AHM,
AEeHeXHble CYyMMBI U T. 4.). MoxeT onpegensaTb noTpe6-
HOCTb B NMEPUOANYECKON OLiEHKe

1 YenoBeko-AeHb

7102—1-9€0.2 YEW/OOUN d 1LOOU



FOCT P NICO/M3K 27034-1—2014

Mpunoxexne C
(cnpaBo4HOE)

ConocTtaBneHne npolecca MeHegKMeHTa pucka
n3 NCO/M3K 27005 c ASMP

ASMP MOXHO paccmaTpuBaTb CTOYKU 3pEeHUS MEHEAXMEeHTa pucka, cnepys, Takum obpasom, npoueccy, Nnofo6HO-
My npoueccy MeHegXMeHTa pucka, onpegeneHHomy B MCO/M3K 27005.

KoHeu nepBoli nnum nocnepywwmnx ntepayni

PncyHok C.1 — ConocTtaB/ieHune npouecca meHegxXmeHTa pucka ms MCO/M3K 27005 ¢ npoueccom ASMP
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rOCT P MICO/M3K 27034-1—2014

BuinonHawTea crneayowue anemeHTsl npouecca. CHavana ycTaHaBn1BaeTCA KOHTEKCT NPUnoxXeHus. 3atem npo-
BOAUTCA OLEHKa pucKa Ha ypoBHe NpunoxeHuin. Ecrnn aTo npegocTaBnseT 4OCTaTo4HO MHopMaLMKU Ana ahdeKTUBHOrO
onpeaeneHns Mep 1 cpefcTB KOHTPOMSA U YNpaBneHus, KoTopble HeoBxXoaMbl ANA YMEHbLUEHUA PUCKOB M3-3a UCMOSb30-
BaHWA opraHusauuen AaHHOro NpuUnoXeHwsa 4o cTeneHu, AonycTUMON (Unu npuemnemMoit) ANs Bnagenbla NpunoXeHus,
TO 3afjava 3aBepLleHa, 1 cnegyeT obpaboTka pucka. Ecnu nHdopmMaLum HefocTatouHo, ByaeT NpoBogUTLCA Apyras uTe-
paumsi OLEHKN pUcka C NepecMOTPEHHbIMU KPUTEPUSMU prUCKa U cpefoil NPUNoXeHUs (Hanpumep, BU3HeC-KOHTEKCET, pe-
TYMATUBHBIA U TEXHOMOMMYECKNIA KOHTEKCTbI, CrneLmdukaL NpUnoxXeHus, KouTepun oLEHUBaHUA pUCKa, KpUTepun npu-
HATUSA pyUCKa, KpUTepUK BO3ACIACTBUA U T. 4.), BO3MOXHO, ANSA OrpaHUYeHHBIX YacTei B npegenax npuroxeHus.

ObdhekTMBHOCTL 06paboTku pUcKa 3aBUCUT OT Pe3ynLTaToB OLEHKW pucka. Ecniu puck 1 BeiBefeHHbIe TpeboBaHNs
GesonacHOCTN ANSA MPUIIOXKEHUA NNOX0 UAEHTUMULMPOBaHbI, TO afeKBaTHas 3alyuTa NpUnoxeHus He Gyger obecnedu-
BaTbCA, NOCKOMbKY TpeboBaHMa 6e30nacHOCTU HEOBXOANMBI ANA NOEHTUDUKaLMN LIENeBOro YpoBHS [OBEPUS NPUNOXe-
HWA (cM. 8.2.3). BoamoxHo, YTo oBpaboTka pucka He ByaeT cpasy e NpuBogMTb K AOMYCTUMOMY (MW NMpUemnemMomy)
OCTaTOMHOMY pUCKY. B 3ToM cny4ae npoBoguTca Apyras utepauus oLeHKU pucka ¢ bonee TOMHLIMW NapameTpamMn KoH-
TekcTa (HanpumMep, crneuudukaumm npunoxeHus, TpebosaHus 6e3onacHOCTH, YpOBEHb J0BEpUsi, HEOBX0AUMbIe Mepbl
W CpeAcTBa KOHTPONSA U ynpaBneHns 6e30nacHOCTL0 NPUNOXEHWA U T. 4.). [Npun HeoBxogMMocTn MoxeT notpeboBaTbes
nposefeHne opManbHoON BHYTPEeHHEeR Unu BHELLHeR Banuaauuu.

CornacHo UCO/MGBGK 27005, npuHsATUe pucKa NPOUCXOAUT B KOHLE mpoLecca MeHefXMeHTa pucka. [ockonbky
6e30nacHOCTb NPUNOXKEHNS He MOXET BbITh OCYLLECTBMNEHa B KOHLE 3Tana peanusaLyuu NpuroXXeHuns, To NPpUHATAE pUcka
NPUNOXKEHNS AOIMKHO OCYLLECTBNATLCA Blajenbliem npuroxeHus B Gonee paHHUit MomeHT ASMP. 3To fomKHO npouc-
XOAWTb B KOHLe npoLiecca OLeHKW pucka, Korga Bnagenel npunoxeHusa uaeHTUULMpYeT Lienesoii yposeHb A0BepUs ANns
KOHKPETHOrO NPUNOXEHUS.

B TeyeHue Bcero npouecca MeHeaXMeHTa pycka 6e30nNacHOCTW NPUNOXEHUIA BaXKHO, YTO PUCKU U UHdopMaLms 06
YpOBHE A0BEPUS M B3aUMOCBS3aHHbIX ASC A0BOASTCA A0 CBEAEHUA COOTBETCTBYHOLWMX rpynn. Bnagenel npunoxeHus
LLONMKeH Takke obecneymBaThb yBEPEHHOCTL B NPOBEAEHUN MOHUTOPUHIA U PACCMOTPEHME pUCKa B TEYEHUE BCETO XU3HEH-
HOrO LMKIa NpUoXeHus.

OcBelOMIEHHOCTL PYKOBOACTBA U MepcoHarna o puckax, Xxapakrepe UMEIOLLUXCA Mep U CPEACTB KOHTPONS 1 ynpas-
TNEeHNA ANA YMEHbLUEHUA PUCKOB U MpobneMHblx obnacTen opraHusauum nossonsieT Hanbonee apdeKTUBHEIM crnocobom
60pOoTLCA € UHUUASHTAaMU U HEOXMAaHHLIMU cobbiTuaMU. Kak onpeaenerHo B UCO/MOK 27005, cneayeT AoOKyMeEHTansLHoO
ocopMnATEL NoAPoBHLIe pesynbTaThl KXol esTenbHOCTU Npouecca MeHeAXXMeHTa puUcka U pe3ynsrarbl NPUHATUS pe-
LLIEHUSI OTHOCUTENLHO PUCKa No ABYM TOYKaM.
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MpunoxeHune OJA
(cnpaBouHoe)

CBep,eva O COOTBETCTBUU CCbUJTOYHBIX MeXAYHAPOAHbIX CTaHOAPTOB
HaUMOHaNbHbIM cTaHaapTam Poccumckon degepauumn

Ta6nuuya OAA1

O6Go3sHaveHne ccblNoYHoro CreneHb O6o3HaveHne 1 HauMeHoBaHue

MeXAyHapoJHoro cTaHaapTa COOTBETCTBUSA COOTBETCTBYIOLLETO HaLMOHaNBHOTO CTaHJapTa

MCO/MBK 27000:2009 IDT [OCT P UCO/M3K 27000—2012 «UMHdopMaLmoHHasa TexHomo-
rma. MeTofbl u cpefctBa obecrnedeHnsa GesonacHocTU. CuUCTeMb
MeHeaKMeHTa MHdopMaLmnoHHoi BesonacHocTu. OBWmMii 0b63op U
TePMUHOSOTUA»

NCO/MBK 27001:2005 IDT [OCT P MCO/M3BK 27001—2006 «MHpopMaLmoHHasa TeXHOMOo-
rvs. MeTonbl u cpefcTBa obecnedenus 6esonacHocTu. Cuctemel Me-
HeKMeHTa HdopMaLMoHHoi 6e3onacHocT. TpeboBaHus»

NCO/MBK 27002:2005 IDT [OCT P UCO/MBK 27002—2012 «UHdpopMaLmMoHHasa TeXHOMo-
rmsa. MeToabl 1 cpefctea obecnedeHnsa 6esonacHocTn. CBog HOPM K
npaBui MeHeAXMEHTa MHPOPMaLMOHHOK GezonacHoCTU»

NCO/MBK 27005:2011 — *

COOTBETCTBUA CTaHAAPTOB!

MpumevyaHne —

- IDT — MAEeHTUYHbIE CTaHAapThI.

* COOTBETCTBYHOLLWI HAaLMOHarbHEIA CTaHAapT OTCYTCTBYET. [10 €ro yTBepXAeHUs PEKOMEHAYETCS UCMONbB30BaTb
MEepPeBOf, Ha PYCCKUI A3bIK AaHHOTO MEXAYHapoaHOro cTaHaapTa. MepeBod AaHHOro MeXayHapogHoro ctaHgapTa Ha-
xopuTtes B GefepansHoM UHPOPMaLMOHHOM (hOHAE TEXHUHMECKUX PETNIaMEHTOB U CTaHLapToB.

B HacTosLwen Tabnuue MCnonbL3oBaHo cnegyolee ycnosHoe 0603HauYeHNe CTeneHu
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