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Mpeancnosue

1 NOAINOTOBJIEH ®eaepanbHbiM roCy4apCTBEHHbLIM YHUTAPHbIM NpeanpuatuemM «Bcepoccuinckun Ha-
YYHO-UCCNeA0BaTENbCKUI MHCTUTYT CTaHAapTu3auumn u ceptudukaumm B MmawmHoctpoeHumn» (BHUMHMALLY
n TeXHNYECKMM KOMUTETOM MO ctaHgaptusaummn TK 22 «/HGOPMAaLMOHHbIE TEXHONOMMKUY HA OCHOBE COO-
CTBEHHOro ayTEHTUYHOrO NepeBoja Ha PyCCKU A3bIK CTaHAAPTA, YKa3aHHOro B MyHKTe 4

2 BHECEH TexHun4eckuM KOMUTETOM No ctangaptusauum TK 22 «MHdpopMaLMOHHbIE TEXHONOTUN»

3 YTBEPX/EH 1 BBEJEH B OEVNCTBWE Mpukasom deaepansHOro areHTCTBa N0 TEXHNHECKOMY pe-
ryniMpoBaHuto nu MeTponorumn ot 22 HoAbpa 2013 1. Ne 1632-cT

4 Hacroswmin craHgapt uaeHTudeH mexayHapogHomy craHaapty MCO/MOBK 7816-11:2004 «Kaptel
naeHTuduKaunoHHble. Kaptbl Ha MHTErpanbHbix cxemax. Yactb 11. Bepudukaums nuyHoctn Guomerpude-
cknumn metogammy» (ISO/IEC 7816-11:2004 «Identification cards — Integrated circuit cards — Part 11: Personal
verification through biometric methodsy).

Mpu npuMeHeHun HacTosILLero ctaHaapTa PEKOMEHAYETCA UCMONb30BaTb BMECTO CCbINMOYHbIX MEXAYHa-
POAHLIX CTaHAAPTOB COOTBETCTBYIOLLME UM HaLUMOHarbHble cTaHaapTbl Poccuiickon degepauumn, cBegeHns o
KOTOpPbIX MPUBEAEHbI B AONOMHUTENBHOM NpunoxeHuu JA

5 BBEOEH BINEPBbIE

6 HekoTopble NONOXEHNA MEXAYHAPOAHOIO CTaHAapTa, YKa3aHHOrO B NYHKTE 4, MOTYT ABNATLCS 00bek-
TOM MaTeHTHbIX Npae. MexayHapogHasa opraHusaums no craHgaprtusauum (MCO) n MexxayHapoaHas anekTpo-
TexHudeckas kommucensa (MOK) He HeCyT OTBETCTBEHHOCTM 3a MAEHTMAUKALMIO NOAO0OHbIX MAaTEHTHbIX NpaB

lpasuna npumeHeHus Hacmosweeo cmaHlapma ycmaHosneHbi e TOCT 1.0—2012 (pa3den 8).
UHpopmayua 06 usMeHeHUaxX K Hacmoswemy cmaHO0apmy nybnukyemcss 6 200080M (10 COCMOSAHUKD Ha
1 aHeaps mekyuieao 200a) UHhOPMaUUOHHOM yKasamerie «HauuoHanbHbie cmaHdapmbiy, a oguyuassHbill
meKem usMeHeHull U rnonpasoK — 8 exemMecssyHo u3dasaemom UHOPMayUOHHOM yKa3amene «HauyuoHarib-
Hble cmaHOapmbi». B criydae nepecmompa (3ameHbl) unu ommeHbl Hacmosueao cmaHdapma coomeem-
cmeyiouwee ysedomrieHue bydem onybnukosaHo 8 bnuxaliiem 8biryCcKe eXeMecs4H020 UHOoPMayUOHHO20
ykaszamensa «HayuoHanebHbie cmaHdapmbiy. Coomeemcemeyiowas uHgopmayus, yeedoMneHUe U meKcmnl
pasmeujaromes makxe e UHhopmauuoHHOU cucmeme obuieeo nonb3osaHusi — Ha ochuyuanbHom calime Ha-
YuoHarbHoe20 opeaHa Pocculickol ®edepayuu no cmaHdapmu3sayuu e cemu ViHmepHem (gost.ru)

© CraHpaptuHcopm, 2014

HacTosilwmin ctTaHaapT He MOXKET ObiTb NMOMHOCTBIO UMK YaCTUHMHO BOCMPOU3BEAEH, TUPAXXMPOBAH U pac-
NPOCTPaHEH B kayecTBe odmLmanbHoOro usgauus 6es paspeluesuss deaepanbHoOro areHTCTea no TeEXHUYECKOo-
MY PETYNMPOBAHUIO N METPONOrn
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BBeneHue

Hacroswumii ctTaHgapT — OAMH M3 Cepun CTaHAAPTOB, OMUCLIBAKOLLUX NapaMeTpbl KApT HA UHTerpanbs-
HbIX CXEMaX C KOHTaKTamMu U UX MPUMEHEHNE Ans obMeHa nHdopmaumen.

HacToswumii cTaHaapT NPUMEHUM TaKXkKe K KapTam 63 KOHTaKTOB.

MexxayHapogHbin craHgapt WICO/M3K 7816-11 noarotoBneH nogkomuteToM Ne 17 «Kaptbl u ngeHTu-
duKkauust IMYHOCTU» COBMECTHOro TexHu4yeckoro komuteta Ne 1 UICO/MIK «NHOpMaLIMOHHbIE TEXHONOMMU»
(ISO/IEC JTC 1/SC 17).
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HAUUOHANBHBIN CTAHOQAPT POCCUNCKOWU OEAEPALUUMN

Kaptbl ngeHTUPUKaUunoHHbIE
KAPTbl HA UHTETPAJIbHBIX CXEMAX
Yacte 11

Bepudukauus nuuHOCTU BUOMETPUYECKMMHU MEeTOAAMM

Identification cards. Integrated circuit cards.
Part 11. Personal verification through biometric methods

Dara BBepgeHna — 2015—01—01

1 O6nactb NPUMeHeHus

Hacroawmii cTaHgapT yCraHaBnUBaET MEXOTPAaCNEBbIE KOMaHAbl, CBA3aHHbIE C CUCTEMONM 3aLUuTbl U
ucnonb3yemMble AnA BepudukaLmn nMIHOCTM BUOMETPUYECKUMU METOAAMU B KapTax Ha MHTerpanbHOM(bIX)
cxeme(ax). B Hem Takke onpeneneHa CTpykTypa AaHHbIX U METOAbLI 4OCTYNa K AAHHLIM ASS UCMOMb30BaHUSA
KapTbl B KAYECTBE HOCUTENS BMOMETPUYECKUX STAaNOHHBIX AAHHBIX U/MNKN B Ka4eCTBE YCTPOWCTBA, NO3BOSSA-
IOLLETO BbIMOMHUTE BEPUAUKALUIO NIMYHOCTM BMOMETPUYECKUMU METOAAMMU (T.€. «OH-KapT» COMOCTaBMEHUE).
MaeHTndumkaumsi MIMYHOCTU C NOMOLLBIO BUOMETPUYECKUX METOA 0B BbIXOAMUT 32 pamMKM HACTOALLIEro CTaHapTa.

2 HopMaTuBHbIe CCbISTKU

B HacTosieM crangapTe UCnonb30BaHbl CCbINKW Ha CreayloLme CTaHaapThbl.

Ons gaTupoBaHHbIX CCbINOK CNeayeT UCNONb30BaTh TONLKO yKa3aHHOE u3AaHue, AN HeAaTUPOBaHHBIX
CCbISIOK CedyeT MCnonb30BaTh NOCNEAHES N3faHNe yKa3aHHOIo AOKYMEHTA, BKIO4Yasi BCE MOMpaBKu:

NCO/M3K 7816-4:2005") Kaptbl naeHTudMKaLuMoHHble. KapTbl Ha MHTErpanbHbix cxemax. Yacts 4. Op-
raHusaums, sawmTa u komanael ana oomena (MCO/M3K 7816-4:2005 Identification cards — Integrated circuit
cards — Part 4: Organization, security and commands for interchange)

NCO/MIK 197852 UndopmaumoHHble TexHonorun. CTpykTypa copmatos obmena obuieit 6GuoMeTpu-
yeckon uidpopmauuen (ISO/IEC CD 19785, Information technology — Common Biometric Exchange Formats
Framework (CBEFF))

3 TepMuHbI M onpeaeneHun

B HacTosAweM ctanaapTe NPUMEHEHbI CREAYIOWME TEPMUHBI C COOTBETCTBYIOLLMMM ONPEAENEeHNsIMM:

3.1 6uomeTpuyeckne paHHble (biometric data): [JaHHble, kogupyloLMEe NPU3HAK UMW MPU3HAKK, UC-
nonb3yemble Npu GuomeTpu4eckon Bepucukayum.

3.2 onometpuyeckan nudopmauma (biometric information): Mudopmauus, Heobxogumas Ans BHeLL-
HUX YCTPOWCTB ANA CO3AaHUA AaHHbIX BepudmKaumu.

3.3 6uometTpuyeckue 3TanoHHble AaHHble (biometric reference data): [lJaHHble, xpaHaLWMecs B kapre
ANA CONOCTaBSIeHNA C AaHHbIMU BUOMETpUIeckoli Bepudpmkaumm.

B UCO/M3IK 7816-11:2004 ponyleHa onevaTka roga usnanust craHgapta WUCO/MOIK 7816-4:2003.
MCO/M3K 7816-4:2005 sameHeH Ha UCO/M3K 7816-4:2013.

2) Ha MoMmeHT nspanus MexpayHapoaHoro ctangapta MCO/MOK 7816-11:2004 mexayHapoAHbI cTaHpapT
NCO/M3K 19785 Haxoaunca Ha cTaaun npoekTa komuteTa CD. B HacToawee Bpems aelictBytor UCO/M3IK 19785-1:2006,
MUCO/M3K 19785-2:2006, MICO/M3IK 19785-3:2007, NCO/M3IK 19785-4:2010.

Wsnanune ocpuumnansHoe
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3.4 6nometpuueckaa Bepudukaumusa (biometric verification): Mpouecc sepudukaumm npu B3aMMHO
OJIHO3HAYHOM COMOCTAaBMNEHUN AaHHbLIX GUOMETpPUYECKMIi Bepudukauum ¢ GUOMETPUYECKUMU ITANOHHBIMU
AaHHbIMK.

3.5 paHHble 6uomeTpuueckoin Bepudukauuu (biometric verification data): JaHHblie, cobupaemsle B
npouecce BepucbmkaLun ansi CONOCTaABNEHUA G GUOMETPUYECKNMU STANOHHBIMU AAHHBIMMU.

3.6 wabnoH (template): Mo MCO/M3K 7816-4.

MpuMedyaHUue — TepMUH «WabnoH» 03Ha4aeT none 3Ha4YeHUsi B COCTaBHOM MHOpMaLMoHHOM obbekTe. He
cnepyeT nytatb ¢ 06paboTaHHbIM 06pa3LoM BUOMETPUHECKUX AaHHbIX.

4 CokpaleHuns

AID — NaeHTtudmkatop npunoxenus (Application Identifier);

AT — LLa6noH ayteHTupukauum (Authentication Template);

BER — Ba3oBble npasuna kogauposaHusa (Basic Encoding Rules);

BIT — LLlabnoH 6uomeTpuyeckoin nigpopmaumm (Biometric Information Template);

BD — BuomeTtpuyeckue gaHHole (Biometric Data);

BDP — BD B nponpuetapHoM copmare (BD in proprietary format);

BDS — BD B crangapTHom ¢popmate (BD in standardized format);

BDT — LLlabnoH 6uometpuyeckux gaHHbix (Biometric Data Template);

CCT — LLa6noH kpuntorpacdmyeckoii KOHTponbHoM cymmsbl (Cryptographic Checksum Template);

CRT — LWa6nox ynpasnstowux ceelnok (Control Reference Template);

CT — LWa6noH koHduaeHunansHocT (Confidentiality Template);

DE — OnemeHT aaHHbIx (Data Element);

DF — HasHa4yeHnHbit dhaiin (Dedicated File);

DO — NHdbopmMaumnoHHbin 06bekT (Data Object);

DST — LWa6non yudposon noanucu (Digital Signature Template);

EFID — 3nemeHTapHbiin hann ngeHtudpukaropa (Elementary File ID);

FCI — KoHnTponbHas uidpopmauus caina (File Control Information);

ID — UpeHTtudpukarop (Identifier);

RD — 3tanoHHble aaHHble (Reference Data);

SE — Be3sonacHas cpeaa (Security Environment);

SM — BesonacHblii 06meH coobLueHusamm (Secure Messaging);

TLV — Ter-gnuHa-3HaueHue (Tag-Length-Value);

UQ — Keanudukarop npumennmoctu (Usage Qualifier);

VIDO — WHdpopMaumoHHbi 06bekT «uHpopmaumus o Tpebosanusax k Bepudukauum» (Verification
requirement Information Data Object);

VIT — WabnoH «uHpopmauusi o TpeboBaHusax k Bepudukaumm» (Verification requirement Information
Template).

5 KomaHabl Ans NpoLeccoB, CBSAA3aHHbIX ¢ bUomMeTpuyeckon sepudukaumen

Komanabl ana  u3BneYeHus AaHHbIX, BepudukauuM wn  ayTeHTudukauumn, onpeneneHHsie mno
NCO/M3K 7816-4, ucnonb3ytot npu BuoMeTpuyeckoii Bepucbmkaun. ina GuomeTpuyeckmx gaHHbIX (Hanpumep,
yepTbl NULA, chopMa yLuei, OTNeYaTok nanbLa, CNEKTp peYeBbIX cUrHanos, obpasel ronoca, KnaBuaTypHbIi
no4Yepk) MOXeT notpebGoBaTbCA 3aluMTa OT BOCNPOU3BEAEHUS MNU NPEAbABAEHUS AAHHbIX Bepudukaumu,
NOMyYEeHHbIX OT UCXOAHbLIX OMOMETpPUYECKMX AaHHbIX (Hanpumep, oTnedaTtok nanbua, gorto audac). Ana
nNpeaoTBPALLEHUA TaKOro TMNA HapyLleHusi 3awuTbl HEOBXoAMMO nocnaTh Kapre AaHHble Bepudmkaumm
C KpunTorpacM4yeckon KOHTPONbHON CyMMON wunu UMPOBYIO NOANUCL C MPUMEHEHMEM 0e30nacHoro
obmeHa coobLueHusMu, kak onpegeneHo B MCO/MIK 7816-4. AHanornyHbiM 06pasom 6e3onacHbiii 00MeH
CO06LLEHUSIMU MOXET ObITb UCMONb30BaH ANs TOro, YToObl FApaHTUPOBATb ayTeHTUdUKaLMIo BUOMETPUYECKUX
AaHHbIX, 3BNEYEHHbIX U3 KapThl.

5.1 Komananl ana useneyeHus buomerpuyeckon nHopmauumn

[nsa nasneyenuns GuUOMeTpUYECKON MHhopMaLMU HEOBX0AMMO UCNONB30BaTh KOMaHAbI, ONpPeAeneHHbIe
B ICO/M3K 7816-4 B pasaene, onucbiBaloLEeM 00paLLeHne K AaHHbIM.

2



rOCT P UICO/MIK 7816-11—2013

5.2 KomaHabl, ucnonb3syemble B npouiecce ctaTu4yeckoin GmomeTpuyeckon BepudukaLum

KomaHaon, ucrnone3yeMon B npoLecce ctatudeckon Bepudukaumm (CM. NpunoxeHue A), SiBMAETCH Ko-
manaa VERIFY, onpeaenenHas B UICO/M3K 7816-4. NepenasaeMoi MHpopMaLmMeii ABMAETCS:

- naeHTucmkaTop GMOMETPUYECKUX STANOHHBIX AAHHBIX (T.€. KBANUGUKATOP 3TANOHHbIX AaHHbIX);

- faHHble BuoMeTpuYeckoi BepudukaLimn.

HaHHble GuomeTpuyeckoii Bepudukauum MoryT ObiTb 3aKOAUPOBaHbLI Kak WHOPMAaLMOHHbIE 0BLEKTbI
BER-TLV (cM. Tabnuuy 2). bat CLA MOXET ykasbiBaTb, YTO MOME AaHHbIX KOMaHAbl 3aKoaupoBaHo B BER-
TLV (cM. UICO/M3K 7816-4).

Ona KkoMBMHMPOBAHHLIX OMOMETPUYECKUX CXEM MOXKET WCMNONbL30BATLCA CUENNEeHWe KoMaHg Mo
MCO/M3K 7816-8.

5.3 Komanpgbl, ucnonb3yemblie B npoLecce AMHaAMUYECKON CuomeTpuyeckon sepuduxkaumum

Yt0o0bI co3aaTh 3aaaqy, Ans KOTOpol TpebyeTcsl OTBET NONbL30BATENA (CM. NPUNOXeHue A), He06xoaMMo
ucnoneb3oBarb komaHay GET CHALLENGE.

Tun 3aga4u B npouecce GuomeTpudeckomn sepudukauyuu, Hanpumep dpasa ans CNEKTPorpaMMbl ronoca
unu pasa ana sepuduKaLmmn KNaBUaTypHOro noyepka, 3aBUCUT o1 GUOMETPUYECKOro anropuTma, KOTopbIi
MOXeT ObiTb ycTaHoBneH B P1 komanael GET CHALLENGE (cM. NCO/M3K 7816-4). Unu e COOTBETCTBY-
IOWMIA anropuTm MOXET ObiTb BbIOpaH npu ucnonb3osaHun komanabl MANAGE SECURITY ENVIRONMENT
(Hanpumep, onuua SET ¢ CRT AT u DO «kBanudukatop npumeHuMoctuy u DO «uaeHTudukarTop anropurma
B NONe AAHHbLIX).

Mocne ycnewHoro BbinONHeHUA komaHabl GET CHALLENGE B kapty nockinator komaHagy EXTER-
NAL AUTHENTICATE. MNone AaHHbLIX KOMaHAbl Nepefaer COOTBETCTBYIOLUME AAHHble GUOMETPUYECKOWN
Bepudukaumu. Ana KoagupoBaHUS AaHHbIX GUOMETpUYECKOi BepuduKaLmm NPUMEHSIOT T XK€ NPUHLMMbI, YTO
u ana komavabl VERIFY, cvm 5.1.

6 dnemMeHTbl AaHHbIX

6.1 BuomeTpuueckaa uHcdopmauua

LLa6noH 6uometpuyeckon wuHdopmauun (BIT) npepoctasnaer HarnagHylo  uHGoOpmauuioo no
COOTBETCTBYIOLLMM BUOMETPUYECKMM AaHHbIM. OH NpelyCMOTPEH KapTOi B OTBET HA U3BMEYEHNE KOMaHAbI,
npeaLecTyloLLeii npoueccy Bepudukauun. B Tabnuue 1 onpeaenerbl DO «Guometpudeckas nHdopmaumsy» .

Tab6nuuya 1— DO «Buomerpuyeckas nHbopmaLmusa»

Ter L 3HaveHne Hanuuve
‘7F60' | M e p e - | LWabnoH BuomeTpudeckoin nhcpopmaumu (BIT)
MeHHas
Ter L | 3HaveHue
‘80’ 1 Ccblinka Ha anroputM Ans UCcnonb3oBaHusA B KoMaHgax | [JononHutensHo
VERIFY/EXT.") AUTHENTICATE/MANAGE SE2
‘83’ 1 KBanudukatop 3TanoHHbIX AaHHbIX ANA ucnons3oa- | JJononHUTENbHO
Hus B koMaHge VERIFY/EXT.AUTH.3/MANAGE SE
‘A0’ MepemeH- | DO «BuomeTpudeckas uHGopMaLusa», onpeaeneHHele | [lononHuTensHo
Has B HacTosLleM cTaHAapTe

OpraH pacnpegenetnus Teros (cM. MICO/M3K 7816-6) | OauH u3 atux DO
aBnsieTcs obs3a-
TenbHblM, ecnu ‘AT

‘06’ MepemeH- | - aeHTudmkaTtop obwekra (OID)
Has

npucyTcTByeT
‘41 MepeMeH- | - YNonHoMoYeHHbIA HauvoHanbHbli oprad (cM. NCO/

Has MO3K 7816-4)
‘42 MepemeH- | - OMuTeHT (cM. MICO/MIK 7816-4)

Has
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OkoHYyaHue mabnuupi 1

Ter L 3HayeHue Hanuuune

‘4F MepemeH- | - MiaeHTudukatop npunoxenus (AlD), ngeHtudpuyupy- | OguH us atux DO
Hasi OLLUIA MPUNOXKEHWe W ero npoBaigepa ABnsAeTcA obs3za-
(cm. MICO/MOK 7816-4) TenbHbIM, ecrin ‘AT’
OpraH pacnpegeneHus Teros no ymonydanuto — UCO/ | npucyTtcTByeT

M3K CTK 1/TK 37

‘AT MepemMen- | DO «BuomeTpuyeckan mHdopmaumsa», 3agaHHble op- [ O6si3aTenbHo, ecnu
Has raHoM pacnpejeneHus TeroB (ykasaHue obasaTencHo, | ‘A0° He MpucyTCTBY-
CM. BblLLE) er

CM. Takxe npumep B npunoxexHun C

Ter L 3Ha4yeHune

DO, ykasaHHble OpraHoM
pacnpefeneHus Teros

‘8x'/ ‘AX | MepeMeHHas | ... (NpocTble/cocTaBHLIE) 3asueut ot DO

‘Ox’/ ‘BX’ | MepeMeHHas | ... (NpocTble/cocTaBHLIE)

1) EXT. — cokpalieHne oT EXTERNAL.
2) SE — cokpalleHue oT Security Environment.
3) AUTH. — cokpatyenne or AUTHENTICATE.

MpumeyaHune — B cnyyae ecnn kapTa He BbIMOMHSAET nNpoLecc BepudnkaLmy, wabnoH Guomerpuieckoii
MHDOPMaLK MOXET Takke cogepxarb B cebe GuomeTpuyueckme atanoHHble anHble (cM. Tabnuuy 3) W, BO3MOXHO, Npo-
U3BONbHbIE AaHHble (Ter ‘53" unu '73’), Hanpumep ANA JaHHbIX, KOTopble AOMKHLI NepefaBaTbcs cucTeme yenyr, ecnu
BepudukaLmsa nonoxuTensHa (cM. npunoxexue C).

Ecnu Heckonbko BIT NpMCyTCTBYIOT B pamMmKax OAHOTO NPUMOXEHUS, TO OHU A0S KHbI ObITh CTPYNNUPOBAHBI,
Kak nokasaHo B Tabnuue 2.

Tab6nwuya 2— LWabnox rpynnsl BIT

Ter L 3HaveHue Hanuuune
‘TF61’ N e p e - | WabnoH rpynnel BIT
MeHHas

Ter L 3HaveHune

‘02 Mepe-|Yucno BIT B rpynne Obsa3zaTtensHo
MeHHas

‘TF60° Mepe-|BIT1 YcnoBHO
MeHHas

‘TF60° Mepe-|BIT2 YcnoBHo
MeHHas

LWa6bnou rpynnbl BIT MOXeET ObITh M3BMEYEH, HAaNPUMepP, C NOMOLLbIO;

- komaHabl GET DATA,;

- cunTbiBaHuA U3 ¢anna B coorBercraytowmnx DF, EFID, HallaeHHbix B FCI, unu

- cuuTbiBaHuSA wabnoHa SE (cm. MCO/MOK 7816-4), B KOTOPOM XpaHUTCs WabnoH rpynnsl BIT.

6.2 bBuomeTpuyeckue aaHHble

BuomeTpuyeckne aaHHble (OaHHble OMOMETPUYECKON Bepudukauumm, GuomeTpudeckue 3STanoHHbIe
AaHHbIe) MOryT:

- NnpeacTaBnNATb COOOM CUenneHne 3NeMeHTOB AaHHbIX;

- ObITb B pamkax DO «Buometpuyeckne gavHbiey no MICO/MIK 7816-6 unu

- npeacTaenaTh coboii cuenneHne DO B pamkax wabnoHa GUOMETPUYECKMX AaHHBIX, CM. Tabnuuy 3.
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Ta6nuya 3— DO «bnomeTpuyeckme gaHHbe»

Ter L 3HaueHue Hanuuve

‘6F2E’ | Me pe- | Buomerpuueckue AaHHble
MeHHas

‘TF2FE’ Mepe- | LLabnoH GMOMETPUHECKUX AAHHBIX

MeHHas
Ter L 3HauyeHvne
‘5F2F M e p e - | bBuomeTpuyeckue gaHHbIe MpucyTcTByeT  Kak
MeHHasi MUHUMYM OAUH U3

AaHHbix DO, ecnun
MCronb3yeTcs  La-
6rnoH

‘811°'A1" |l ep e -|buomerpuueckne A[aHHble €O CTaHZAPTHbIM
MeHHas | popmarTom (NpoCTble/COCTaBHbLIE)

‘82’1 °'A2' | e p e - | buometrpuyeckne pAaHHble € MPOMPUETAPHBIM
MeHHas | dpopmartom (npocTbie/cocTaBHLIe)

Kak nokasaHo B Tabnuue 3, 6uoMeTpryeckne gaHHbIe MOryT 6biTb pasaeneHbl Ha YacTy CO CTaHAAPTHLIM
¢hopmMaToM 1 Ha YacTM ¢ NponpueTapHbiM OpPMaToM, NP1 3TOM YacTb C NPONPUETapHLIM (hOPMATOM MOXET
UCMOJL30BaTLCS, HanpUMep, ANs NoBbILeHUs kayecTsa paboThl. McnonbaoBaHne GUOMETPUYECKUX AaHHBIX
CO CTaHAAPTHLIM U NPOMNPUETAPHLIM POPMAaTaMK NOKa3aHO Ha pUcyHke 1.

CTpykTypa ¥ KogupoBaHue BUOMETPUYECKUX AAHHBIX 3aBUCAT OT GMOMETpUYEcKoro Tuna (Hanpumep,
YyepThbl NWLA, OTNEYaToK NanbLa) U BbIXOAAT 3a paMKW HacTOSILLEro cTaHaapra.

Kapta ¢ A, B — Tun anropytma
c anrg:;lamm VERIFY* ( - anrog;mom BD — BuomeTtpuieckue aaHHble
W3BINEYEHNs NpUaHaKa conocras- BDP — BD 8 nponpuetapHom chopMate
A neumna A BDS - BD B craHaapTHOM chopmate
BDT - Lllabnon BD

T, L—Ter, Anuua

* — laHHble BepudmKaLmm

T.BDT L] T.BDS L | BD B craHgapTHOM T.BDP L | BD B nponpuerapHom
copmare copmare A
AnroputMmbl conocTtaeneHus Au B
IFD VERIEY* anﬁg;gucom OTHOCSITCS! K OIHOMY U TOMY e Guo-
C anropMTMoM > METPUUECKOMY TUMY, HO UCTIONbL3YIOT
W3BJIEYEHNS NpU3HaKa conocras- NPy 3TOM pa3Hbie NponpUeTapHbie
A netyus B 6UoMeTpHUeckue AaHHbIe, HanpuMep,
AN yBenuHeHna 3P PeKTMBHOCTHU pa-
6or. Mpu 3Tom o6a anropurMa cno-
* — NlaHHble BepudmKaumm COGHBI BLIMUCIUTL PE3YNLTaT BEPU-
chukaumm, ucnonb3sya Tonsko BD B
CcTaHAapTHOM ¢hopmare.

T.BDT L] T.BDS L | BD B craHpapTHOM
c¢opmate

PucyHok 1 — Ucnonb3oBaHue 6uomeTpu4eckux AaHHbIX CO CTaHAAPTHOIN U NPONPUETapHOIA CTPYKTYpPOWA

6.3 Undbopmanus o TpeGoBaHuAX kK Bepudukauum

6.3.1 HasHauenue
Texywiee TpebGoBaHue k Bepucukauumu obecneumnsaercs nu6o:
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- UHhOpMAaLMOHHBIM 00bEKTOM «MHpopMauma o Tpebosanuax k Bepudmkaumu» VIDO (ter ‘96’, cxaTtblit
dopmar), nuéo

- WwabnoHom «uHdopmaums o TpeboaHusax k sepudukauyuny» VIT (ter ‘A6’°, ANWHHBIN hopmar).

VIDO unu VIT, ecnu nmerotcs, ABNAKTCA YacTbio MHPOPMAaLMK KOHTPOSBHOIO napamerpa daina coot-
BetcTBytowero DF unu xpaHatcea B pacwumpenHom danne FCI (no MICO/M3K 7816-4). VIDO urm VIT coaep-
XaT MHpOpMaLUIO, KOTOPAas yKa3biBAET, ABNAIOTCA NN 3TanoHHbIe AaHHbIe AnA Bepudmkauum nonL3oBaTens
(T.€. naponu u/unn GMOMETPUYECKNE AaHHbIE)

- pa3peLUeHHbIMU UNK 3anpeLLeHHbIMU 1

- NIPUMEHUMbIMW UM HEMPUMEHUMBIMMU.

MpuMeyaHue — OBbIMHO hNaXkKOK «paspeLLeHHbIA/3anpeLLeHHbI» HAaXOQUTCA Nog ynpaeneHueM BnagensLa
KapThl, @ PraxoK «MPUMEHUMBIA/HENPUMEHNMBIA» — MOA yNpaBrieHneM npoBaiifepa NpUoXeHNs.

6.3.2 VIDO — cxatbiii popmat

Mepsbliii 6airT VIDO (cM. Tabnuuy 4) ykasblBaeT ¢ NOMOLLbIO OBUTOBOro 0TOGpaXKeHUs:, kakue Kno4u (T.e.
3TarnoHHbIE AaHHbIE ANS BepUMUKALUM NONb30BAaTENS) ABMAIOTCA pa3peLleHHbIMU (BUT yCTaHOBMEH Ha 1) unu
3anpeLeHHbIMu (BuT ycTaHosneH Ha 0). Bropoi GuT ykasbiBaeT ¢ NOMOLLBIO BUTOBOrO OTOBPaXKeHus, kakme
KMNouu ABRSOTCA NpUMeHMMbIMK (BUT yCTaHOBNEH Ha 1) unu HenpumeHumbiMu (But yctaHoBneH Ha 0). Kax-
Abli u3 cneayolmx 6aiToB ABNSETCA CCbINKON Ha kntod. MepBas cebifka Ha KoY COOTBETCTBYET BuTy b8 Ha
GMTOBOI KapTe, BTOpAasi CCbIfika Ha Kntod — b7, 1 T.4. YUnCno CCbINOK Ha KI4KM 3a4aH0 HeABHO AnuHon VIDO,
Hanpumep, ecnu L MeHbLue unu pasHo 10, TO YMCIO CCbIITOK Ha KIO4YM paBHo L-2.

Tabnuya 4 — Crpykrypa VIDO

draxku Driaxku
Ter M M Ccbinka Ccbinka
L «paspeLUeHHbIA/ «NPUMEHWUMBIIA/
VIDO o o Ha KoM Ha Knou
3anpeLyeHHbIiy HenpuMeHUMBbIii»
‘06’ Mepemen- | ‘xx’ XX XX’ XX’
Has

6.3.3 VIT — gnuHHbINA (hopmart

VIT npeacraenset uH¢popmMaymio B AnMHHOM popmate, Npyu STOM A0NOSHUMTENBHAA UH(pOPMAaLMA MOXET
npepoctasnaTeca B DO «kBanudukatop npumeHumoctu». DO, KoTopblie MOryT Bxoautb B VIT, nokasaHbl B
Tabnuue 5.

Ta6nuya 5— LabnoH «uHdopmayus o TpeboBaHusix kK Bepudukauumn» (VIT) u BnoxeHHsle DO

Ter L 3HaueHune
‘A6’ Mepe-|LLabnoH «<uHdopmaLymsa o TpeboBaHUsAX K BepUdMKaLMn»
MeHHas
Ter L 3HaveHue
‘90’ 1 dnaxkn «paspelleHHblii/3anpeLyeHHblity (Onaxok DO)
‘95’ 1 KBanudukatop npumeHumoctu no MCO/MIK 7816-4
‘83’ 1 Ccblirfika Ha Kro4

Pnaxku «paspeLueHHbli/3anpeLUeHHbIN» ABNAI0TCA 06a3aTenbHbiMU. Kak MuHMMyM oamnH DO «CCbinka Ha
KII04Y» A0SMHKEH NPUCYTCTBOBaTh. Kaxkabiit DO «CCbifnka Ha KMoY» MOXET NPeALLEeCTBOBaTb COOTBETCTBYIOLLEMY
DO «kBanudmkaTop NPUMMEHUMOCTUY . ECnK € KNo4OM He CBA3aH HUKAKOW KBanudukaTtop NpuMeHMMoCTu, To
NPUMEHUMOCTb U3BECTHA HEesIBHO. B 4aHHOM KOHTEKCTe ecnu kBanudukarop NPUMMEHUMOCTU YCTAHOBIIEH HA
HOJb, TO 3TO 3HAYUT, YTO COOTBETCTBYIOLLMI KITIOY HE AOMKEH UCTONb30BaThCA.

MpumeyaHnune —He obasarensHo npuMeHsiTh VIT ¢ TErOM NPUNOXEHUS, KOTOPLIA AOMKEH GbITb NOMyYeH Ko-
maHgon GET DATA, notomy 4to FCI unu paclumperHblit aiin FCI MoryT 6biTb BCcerga cunTaHbi.
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MpunoxeHue A
(cnpaBouHoOe)

Mpouecc 6uomeTpuyeckoi Bepudukaumm

A.1 CokpaiieHus

ICC — Kapta Ha nHTerpanbHoi(bix) cxeme(ax) (Integrated Circuit(s) Card);
IFD — Yerpoiicteo conpsikeHus (Interface Device);

OID — Upentndomkatop o6bekra (Object Identifier);

SM — BesonacHbliii 06meH cooblueHusamm (Secure Messaging).

A.2 MNpouecchkl perucTpauuu AaHHbIX M Bepudrkauumn

Ha pucyHke A.1 nokasaHa oblas (ynpoLieHHas) cxema npouecca perucrpauuu.

PerucTpauus gaHHbIX Buometpuyeckne
VICXORHbI AaHHbE [laHHble npusHaka gTanoHHbIe AaHHbIe
|
Daruvk | C6op _ Bblgenexue Mpouecc XpaHeHne
| AaHHbIX npusHaka perucrpauumn AaHHbIX
: AaHHbIX B KapTe
IFD (cucTema permctpauum AaHHbIX) -1k Icc

PucyHok A.1 — Obwas cxeMa npoLiecca peructpauyum AaHHbIX

Jatunk u moaynb c6opa AaHHbIX pacCMaTPUBAIOTCS KaK OfiHA NNOrMYECcKas anHULA, XOTA OHN MOTYT 6biTb OTAENbHBIMY
moaynsimu. UcxopHble AaHHbie 06bIMHO 0BpabarbiBaloTcsl BHE KapThl U3-3a GONBLIOIO pasMepa MCXOAHbIX AaHHbIX. Bo
Bpems Takoii obpaboTku BroMeTpuieckne NpusHaku BLIAENSIOTCA ¥ hopMampyioTcs Ana AanbHEULIEro ucnonb3osaHus. B
npouecce permcTpaumm AaHHbIX unn Ha 6onee no3gHen crapum GuomeTprueckue 3TaNOHHbIE AaHHbIE, BOSMOXHO BMECTe C
AONONHUTENbHOM MHhopMaumen, nocbinalor 6esonacHbim cnocobom Kapre Ansi XxpaHeHUa U NOCNeAyIoWero NPUMEHeHUs.

B cnyyae «OH-kapT» COMOCTaBNEHUS, 3TW [aHHbie HEe MOryT ObiTb Nony4eHbl nocrne coxpaHeHwus. B cnyuyae
«otd-kapT» cornocraeneHusi, GuomeTrpuueckme atanoHHble AaHHble MOryT ObiTb nonydyeHbl B kavyectBe yactu BIT.
BuomeTpuueckue aTarnoHHble AaHHble W, BO3MOXHO BIT uenukom, moryt GbiTh 3almuieHbl, HanpuMmep, ¢ NOMOLLbIO
uncposoit noanucu. Taicke gocrtyn K BIT moxer 6biTh orpaHuyeH, HanpumMep, A0CTYN BO3MOXEH TOMbKO NOCHNE YCNeLHOro
BbIMONHEHUS NpoLieAypbl ayTeHTUudmKaLmm.

BuomeTpuueckue sTanoHHbie AaHHble MOTYT BbiTb 3anucaHbl B KapTy:

- B TeyeHue ¢ha3bl NepcoHanu3aumm Kapbi;

- Mocrie Bblaauum KapThbl AepXXaTesio KapTbl.

XpaHeHue 3TanoHHbIX faHHbIX MOCTe BbiAa4u KapThl AepKaTeslio KapThbl UIv NpU NPeA0CTaBNEHUN KapThl AepXaTenio
KapTbl pacCMaTpUBAETCH B NpUNoXeHun B.

Ha pucyHke A.2 nokasaHa ynpolueHHas cxema Aisi Bepudmkaumm, oxsarbiBaiolan cneayiowme KoHdurypaumm:

- ¢ BUOMETPNYECKUMKN 3TANOHHBIMY JAHHBLIMM M, BOSMOXHO, NMapaMeTpamm, XpaHALUMMUCA B KapTe;

- ¢ 06paboTkoit nyTem BbIIBNEHUS COBNAAEHWUS U NPOLIECCOM NMPUHSATUS PELLEHNI B KapTe;

- C BbigeneHnem npusHaka, opmaruposaHuem, o6paboTkoit nyTem BbisIBIIEHUS COBNAASHUA U NPOLIECCOM Npu-
HSITUS1 PELUEHUN B KapTe;

- C AaT4YMKOM HA KapTe 1 BbINOSTHEHUEM MOJTHOTO NnpoLecca Bepudukaumm B kapTe.

Opyrve koHurypauum Taicke BO3MOXHbI.

NMpumeyaHune — MNapameTpbl ANS NPUHATUSA PELLEHWS OObIMHO CBSi3aHbl C MPOLIECCOM NPUHATUSA pelleHuid. Ecrnn
Kapra npepoctasnsier GOMeTpuYecKkne STanoHHbIE JaHHbIe (BOSMOXHO 3alLMLLIEHHbIE KpUMTOrpadMyeckumm MeToaamm)
ANs BHELLHEro ConocTaBneHns (Camblid HYXKHWIA Cilyyal Ha pUcyHKe A.2), TO mapameTpbl Af1si NPUHSITUS PELLUEHUIA MOTyT npu-
CYTCTBOBATb M M3BneKarbcs (6esonacHsIM cnocobom), ecriv OHU CoaepXaT KOMMOHEHTBI, cneumcnyHbIe Ans Nosib3oBarens.

7
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Bepuduxauun

ICC ¢ paTumnkom Ha kapTe u
BCEMU (DYHKLMSIMU U AAHHBIMU
ana sepudukaumn

Hatunk

C6op
AaHHbBIX

Pesynbtar
Bepudukaumm

WcxoaHble 1

AaHHble

-

ICCc

— BbigEnNeHnem npusHaka,

— chopmaTupoBaHUEM;

— COMOCTaBneHUeM,;

— NPOLECCOM MPUHATUA PELLEHWIA,

— BMOMETPUYECKUMU ITANOHHBIMU
AaHHbIMK;

— napameTpamu Ansi NPUHATUsS
peLueHuin

/

\

BbigeneHue
npusHaka
1 doopmaTupoBaHue

[aHHble
6uomeTpudeckoi
BepudukaLmm

ICCc
— COMOCTaBIIEHUEM,;

OaHHbIMY,
— napameTpamu gna NPUHATUR
peLueHuiA

— NPOLIECCOM NPUHATUA PELLEHWI;
— BUOMETPUYECKUMU 3TANOHHBLIMUA

Mpouecc

ConocraeneHue

> NPUHATUSA
peLueHui

ICCc
JAaHHbIMY;

peLueHuin

- SMOMETPVI‘-IGCKVIMVI 3STAJNIOHHbIMW

— napameTtpamu 4ns NPUHATHIA

Buometpuveckue

3TanoHHble
AaHHble

MapameTpbl
ANS NPUHATKSA
peLueHuin

- ____l

PucyHok A.2 — O6Lwan cxema npouecca sepudmkaumm

A.3 Knaccudpumkaumsa merogos 6GmomeTpuueckoin Bepudukaumm

MNpuHMMas BO BHMMaHME CyllleCTBOBaHUE pasnMUHON annapaTtypbl obMeHa coobLieHusimm mMexay kapTtoi u IFD,

MCMOMbL3YIOT CReayoLylo knaccudukauuio:

- MeTtog cratuueckoi GuoMmeTpuieckoin BepudmkaLmm — 3To MeToz, buomMeTpuyeckoil BepucukaLum, npu KOTOpoMm

TpebyeTca npeacTaeneHne pusnueckoro (T.e. CTaTUYECKoro) rpuaHaka Yenoseka, KOToporo HeobxoaUMO ayTeHTUULIU-
poBartb (CM. TUN A), UNK BLINOMHEHUE 3apernucTpMpOBaHHOrO, 3apaHee 3afaHHOro AeNCTBUS (CM. Tun B);

- Metoa puHamuueckoii GuoMeTpudeckoit BepudmkaLmm — 3To MeToz, GuomeTpudeckoii BepucmkaLu, Npu KOTo-

Mpumepsl BuomMeTpuyeckoro Tuna A:
copma yLien;

4YepTbl NUUa;

c¢hopma nanbLeB;

OTne4aTokK nanbLa;

¢hopma pyk;

paayxHas obonouka rnasa;

pom TpebyeTcs AuHaMudeckoe AeiCTBME OT YenoBeka, KOTOporo HeobxoauMo ayTeHTMULMpOBaTh (T.€. peakLus Yeno-
Beka Ha GuomeTpuryeckyio 3agadvy, cMm. Tun B).
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bopma nagoHu;
ceTyaTka rnasa;
PUCYHOK BEH.

MpumedyaHue — [laHHbie GuomeTpryeckve Tvnbl MOTYT BbiTb MCMNONb30OBaHbl TOMbKO ANS CTATUMECKOM
BepudmKaLmn.

Mpumepbl BuomeTpuveckoro Tuna B:

KITaBUaTYpHbIA NOYEpK;

ABWXKeHue ry6;

nsobpaxkeHne nognucuy,

CNEKTP peYeBbIX CUrHAmNoB (CnekTporpaMmMa rornoca);
AUHaMuyecKan 3anuchb (AuHamumka pyKoOnMCHOW noanmcy).

MpumeyaHune — [laHHbie GUOMETPUYECKME NPUSHAKA MOTYT ObITb UCMONb30BaHLI NPU CTaTMYECKOn Bepudu-
Kaumu unv npyu AMHaMu4eckolr BepudmrkaLmmn B 3aBUCUMOCTU OT NPUMEHEHUS1 COOTBETCTBYIOLLEro Tuna.

OCHOBHbIMM XapaKTepUCTUKaMM NPU3HAKoB GUOMETPMYECKOro TUna A SBNSIOTCA:

- YHUKanbHbIA, HE NOAAAIOLMUACS USMEHEHMIO;

- BbIOVpaembIiA, ecnvM CyLeCTBYET HECKONMbKO 9K3EMMNSPOB TOr0 Xe Krnacca (Hanpumep, Gonblioit nanew,
yKasaTenbHbIA nanew);

- OTKPbITbIA, ecnu Moo YenoBeK MOXeT 3atuKCUpPoBaTL UMM U3MEPUTL COOTBETCTBYIOLUI NPM3HaK (HanNpUMep,
nMUo, yXo, OTNevaTrok nanbua), T.e. COOTBETCTBYIOLIME [aHHble GuOMEeTpuueckoid BepudukaLmm AOMKHLI ObiTh
npeAcTaBreHbl KapTe ayTeHTU4HbIM CrocoGom (cm. npunoxenune B, pucyHok B.4).

OCHOBHbIMM XapaKTepMCTUKaMM NPU3HAKOB BUoMeTprYeckoro Tuna B sensiorcs:

- YHUKarbHbIA, HO NOAAAIOLLMIACA N3MEHEHUIO;

- 3aBUCSILLUIA OT 3aa4K, ECMN UCTIONb3YETCH AUHaMUYecKas BepudmrKaLms.

Ha pucyHkax A.3 U A.4 nokasaHbl pasnuMuns MeXAY CTaTuieckon U AMHaMMYeCcKo GUoMeTpuYeckoi Bepudukaumein
npu conpsiXXeHUn KapTel B Clly4ae COMOCTaBNEHNS U NPOLIECCA NPUHATUA PELLIEHUIA B KapTe.

C60p AaHHbIX VERIFY ¢ AaHHLIMKM f \
B1OMETPUIECKOIA BuomeTpuueckoii Bepucdukaumm - —
Bepudmkaummn > 1 ce
I
ConocraeneHue
IFD o FesynsTar epudmkaumm 1 NpOLIECC MPUHATUA
peLLeHui

PucyHok A.3 — KomaHgpbl Ans cTatmyeckoii GuomeTpuueckoii Bepudgukanmm

GET CHALLENGE
e
C6op AaHHbIX BuomeTtpuueckas sapava ( \
GuomeTpuUecKoii - — =
BOpMpUKALYA EXTERNAL — icc
AUTHENTICATE |
C AaHHbIMY GMOMETPUYECKOA
Bepucunkaumn, ConocraeneHune
IFD COOTBETCTBYIOLUMMHN 3aaa4e 1 NPOLIECC NPUHATUA
> peLueHui
- Pesynbrar Bepudmkaumm \ )
i

PucyHok A.4 — KomaHabl Anst AMHaMU4ecKko BUOMETPUYECKON Bepudukaumm

A.4 CueHapum

Ha pucyHkax A.5 1 A.6 nokasaHbl HEKOTOPbIE CLIEHAPUM, KacaroLmecsi GUOMeTpUYeckoll BepuchuKaLum Nonb3oBaTtensi.

9
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C6op AaHHbIX HaHHble BuomeTpuueckon ( \
6GuoMeTprUECcKon sepucvkaLmm ==
BepuukaLmm — = cc
|
ConocraeneHune
IFD - Pesynbtar BepucukaLmm 1 NPOLIECE NpUHSTYS
\ peLueHuiA

Pesynbrar npouecca 6uometpuueckol BepuukaLmmn N3MEHSIET COCTOAHNE 3aluThi KapTbl. ECrin oH Taloke usmeHsiet
cocTosiHue 3awmThi IFD, To OH AomkeH Obims 3alMLLEH ¢ NOMOLLLIO 6e30nacHoro o6MeHa coobLLeHUAMK.

PucyHok A.5 — CueHapuii C CONOCTaBNeHNEM 1 NMPOLIECCOM NPUHATURA PELLEHWIA BHYTPW KapThbl

Buometpuueckue
C6op aaHHbIX STANOHHbLIE AAHHbIE ( \

HGuomeTpuueckoit (SM onuvoHanbHo) A
Bepudukaummn o

IcC

Conocraenexue
1 NPOLIECC NPUHATUA
peLueHui

N J

IFD

YcroBus JOCTyna MOryT GbiTh NpUCOEAUHEHB! K GUOMETPUUECKUM 3TANOHHLIM JaHHbIM

BviomeTpuueckue
C6op AaHHbIX STaNoHHbIe AaHHble ( \
BuomeTpUYeckoit (SM onuvoHanbHo) _ ==
BepudmKaLmm — — icc
ConocraeneHue
1 NPOLIECC MPUHSTUS _ Peaynurar sepudukaLimm
peLueHui

- J

IFD

Ecnu pesynetat npouecca GMOMETPUYECKOA BEpudvKkaLmm U3MEHSET COCTOAAHME 3aLUMUThI KapThl, TO OHa AomKHa ObiTb
3awuMwieHa c noMmowbio 6esonacHoro o6meHa coobLEHUAMK

PucyHok A.6 — CLeHapuii C COMoCTaBNeHMEM U NPOLIECCOM NPUHSTUA peLLeHuid BHe KapTbl

A.5 U3BneyeHune nHcgopmaumm, Kacawoweiics npouecca 6momerpuueckol MHgopmMaLum

Ons IFD moxer Tpebosartbcsi MHGDOPMaUWs, kacawwascs npouecca sepucukauuu. Cnepyowmii nepeyeHb
COAEPMUT SNeMeHTbl MHPOPMaLMK, KOTOpPbIE MOMYT ObiTb HeoOXoAMMbI Anst IFD:

- GuomeTpuyeckuiA TUN (HaNpUMep, OTNEYaTOK nanbLua, YepTbl NMua, ...);

- BMoMEeTpUYECKUIA NOATUN, €CNM OH BblAENEH (HanprMep, NEBbIA yKa3aTenbHbIA naneL);

- Bnagenew opmara unm Tun opmara GUOMETPUYECKUX AAHHbIX;

- CChIMNKa Ha anropuTM, ecnv UMeeTcsl, kak, Hanpumep, B komaHae MANAGE SECURITY ENVIRONMENT,

- naeHTUmKaTop GromeTpuueckmx 3TanoHHbIX AaHHbIX (KBanuduKaTop 3TanOHHLIX AaHHbIX B komaHae VERIFY
unu komaHge EXTERNAL AUTHENTICATE);

- MPOM3BOIBHLIE AaHHbIE, ECMN UMEIOTCS.

10
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MpunoxeHue B
(cnpaBoyHoe)

Mpumepbl perucTpauumn AaHHbIX U Bepudukaumm

B.1 CokpalueHus

AID — NpgeHTudukatop npunoxeHus (Application Identifier);

AT — WabnoH AyTteHTudmkauum (Authentication Template);

BIT — LLlaGnoH GuomeTpuyeckoii MHdpopmauum (Biometric Information Template);
BT — Buometpudeckuii Tun (Biometric Type);

CRT — LWabnoH ynpaenstowux ceoinok (Control Reference Template),

DO — UHdopmaLmoHHbIi 06bekT (Data Object);

DST — LWabnoH yudposoit noanucu (Digital Signature Template),

FCl — KoHTponkHas nHdopmauusa daiina (File Control Information);

FO — Bnageney copmara (Format Owner);

FT — Tun cdopmara (Format Type);

ID — NoenTugpukarop (ldentifier),

IFD — YetpoinceTao conpsipkeHus (Interface Device);

OID — UaeHTudukaTop obrekTa (Object Identifier);

RD — 3TanoHHble gaHHble (Reference Data),

SM — BesonacHblii 06mMeH coobLyeHnsamm (Secure Messaging),

TAT — LLabnoH opraHa pacnpeaeneHus TeroB (Tag allocation Authority Template);
UQ — Keanudukatop npumeHumoctu (Usage Qualifier);

VIT — WabnoH «uHdopmaLus o TpeboBaHusx k Bepudukayum» (Verification Requirement Information Template),
|| — CuenneHue (Concatenation).

B.2 Perncrpauus gaHHbIX

[nsa aaHHoro npumMepa npegnonaraeTcs, YTo KapTa:

- NONHOCTBH NepCoHanu3npoBaHa, 3a UCKNKHEeHUeM XpaHeHUA 6I/IOMETpI/I‘-IeCKVIX ITaNOHHbLIX AlaHHbLIX U COOTBET-
cTBytoLlero WwabnoHa GuomeTpudeckoin MHpopMaumu (STo Takke BKIOHaeT Hanuuue Guometpuyeckoii 3anucu B danne
KIKo4a ¢ COOTBETCTBYHOLWLMMU anVIGyTaMI/I ana 6MomeTquecxmx STaNOHHLIX AaHHbIX, T.€. NOBTOpEHUE CHETHYUKA C HaYalb-
HbIM 3HaYeHWeM, BOCCTAHOBMNEHWE KOAa C MOBTOPEHWEM CHETYMKA C HavanbHbIM 3HaYeHWeM, prnaxku paspelueHHoro/
3anpeLyeHHoro TpeboBaHus BepudmKkaLmm 1 BOZMOXHOCTb 3aMeHbI);

- UMeeT BepudUKaLmio Naponem B oMonHeHne kK GuoMeTpuyeckoin Bepudmnkalum.

C nomouysto komaHabl CHANGE REFERENCE DATA nycTble 3TanoHHbIe AaHHble 3aMeHAITCA 3TanoHHbIMU AaH-
HbIMU nonb3oBaTens B npouecce peructpauuu gaHHelX. BeinonHenne komanael CHANGE REFERENCE DATA pomkHo
ObITb CBA3aHO C YCIOBUSIMU CEKPETHOCTY, HAaNPUMEp C YCTaHOBNEeHWeM HeoBX04UMOro COCTOAHUS 3aluTLl Noche ycnell-
HOro BLIMOMHEHMS Npouesypbl ayTEHTUdUKaLMK, OCHOBAHHOW Ha KpunTorpadun, Unn ¢ ycnewwHsIM npeabasneHnemM na-
porns.

MpuMeyvaHune — YcrioBus cekpeTHocTU Ansa komaHasl CHANGE REFERENCE DATA nocne Toro, kak nponso-
Lna 3anMce BUOMETPUYECKUX STANOHHLIX AaHHbIX, MOTYT OTIMYaTLCA M3-3a NOMWUTUKM Ge3onacHOCTU nposaigepa npu-
NOXEHUS (HanpUMep, U3MEHeHUe STanOHHbIX faHHbIX BoMbLUE He pa3peLLeHo Nocne perncTpauymn AaHHbIX).

Mocrne Toro Kkak GWOMeTpuyeckue STanoHHble AaHHble OyayT 3anucaHbl, forxeH ObiTb 3anucaH wabnoH
BuomMeTpuyeckoii uHpopmaummn BIT, koTophlii Ucnoneayetca IFD B npouecce Bepudukauum B faHHOM npumepe. BIT
3anucelBaeTcs Nocre Toro, kak BCe TUMbI U NOATUMEI BUOMETPUYECKUX 3TaNOHHbLIX AaHHBIX BYyAYT 3aperncTpupoBaHs.l.

OB6bl4HO ycTpolcTBy conpsixeHus IFD (Hanpumep, PC, OTKpbITHIA 4OCTYN B UHTEPHET UNu 6aHKoMaT) He U3BECTHO
0 TOM:

- NpUHaANexXuT nW nNpeAcTaBneHHas KapTa nonb3oBaTento, K KOTOPOMY MPUMEHsIOT GuomeTpuyeckue
XapaKTepucTukuy,

- UMeEeT N KapTa SUoOMETPUYECKWA anropuT™, nogaepxmeaemelii IFD;

- KaKoi BoMeTpUYeCKUii TN MCNONb3YeTCs;

- KaKoe MeeT 3Ha4YeHWe COOTBETCTBYIOLLAs CChINIKa Ha KIod (T.e. KBanudmnKaTop STanoHHbIX faHHbIX);

- KaKue JoMmxHbI cobniofaTees napameTpbl anropuTMa conocTaBneHuns, cneLbuyHoro 4ns peanusauyum (Hanpuvep,
orpaHuyeHne Yncna getanei, Kotopble JomkHbl BbiTe NepegaHsl B AaHHbIE Bepudukaymm).

Takum o6pasom, LWabnoH GuomeTpuyeckoil MHopmaLmmn BIT fomKeH NpefocTaBnsATE CNefyroLyro UHopMaLMIo:

- 0 kBanudukaTope GUOMETPUHECKNX ITAMNOHHBIX JaHHbIX;

- 06 OID opraHa pacnpefeneHus Teros v ykasaHuu gpopMara Ans faHHelX Bepudmkalum;

1
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- 0 GUOMETPMYECKOM TUME U, BO3MOXHO, O 3aperMcTpUpoBaHHOM GUOMETPUYECKOM NoaTuNe (Hanpumep, NpaBbIi
GonbLuoii naneL);

- 0 AONONHUTENbHbLIX MHEPOPMALIMOHHBLIX 0BbEKTaxX, ECIIM UMEIOTCS;

- 0 NOBTOPEHWUU cooTBeTCTRYIoWMX DO, ecnu, Hanpumep, BTOPoi GUOMETPUYECKUIA TN 3aPEMUCTPUPOBaH.

Ha pucyHke B.1 nokasaHbl KOMaHAbl, KOTOpble MOMYT GbITb BLINONHEHLI TakMM 00pa3oM B NpoLiecce permcTpauuu
[aHHbIX.

Komanga/OteeT 3HaveHne
VERIFY <Maponb> YcTaHoBNEHWE COCTOSIHUS 3aLLUMThI A5 XPaHEHWUs1 GUOMETPUYECKUX STaNOHHbLIX
> AaHHbIX
_ OK
CHANGE RD 3ameHa nycTbIX 3TaNIOHHBIX AaHHBLIX 3aPErMCTPUPOBaHHBIMU BUOMETPMYECKMM
<BuoMeTpUeckme 3TANOHHLIMM AaHHLIMM
3TasIOHHbIE AaHHbIE>
B oK _
SELECT <ID caiina> BuiGop anemeHTapHoro aina ans xpaHexusi WwabnoHa GMOMeTpU4ecKkon
oK > nHdopMauuu BIT (qormkeH 6biTh M3BneyeH ¢ noMoLbio GET DATA)

UPDATE BINARY <BIT> | XpaHeHve wabnoHa Guometpudeckoii nHcopmauumn BIT
- oK _

PucyHok B.1 — KomaHbl ans peructpaumm AaHHbIX (Npumepbt)

MpuMevyaHusn

1 MOXeT BO3HUKHYTb HEOOXOAMMOCTb 3aliUTUTL PErucTpauUio AaHHbIX C NoMoLlblio GesonacHoro obmeHa
COOGLLEHUMM.

2 [ins1 xpaHeHus u uasneveHns uHcdopmaumm MoryT 6biTb UCNOMNb30BaHbI U APYTME KOMaHAbI, YEM Te, YTO ONMMUCAHDI
B MCO/M3K 7816-4. [laHHOe NONOXEHWe Taloke AeUCTBUTENLHO Ans pucyHkoB B.4, B.6 n B.7.

Ha pucyHke B.2 nokasaH BIT co ceoumu DO.

T.BIT LIJTRD | L .JTOD}J L | ..JTTAT]J L |TBT]J L | .. JTFOJ L | .. | TFT L
Ter wabnoHa Keanucpu- Upenmdcun- Ter Buometpuuec- Bnageney Tun
6uomeTpuyec- Karop ata- karop obbekta wabnoHa KA TV, ¢opmara ¢opmara
KOW MH(Op- JIOHHBIX opraHa pac- opraHa Hanpumep,
Mauum OAHHbIX, npeaeneHus pacnpe- OTNEYaToK
(‘7F60’) Kak B P2 TEeros AeneHus nanbua

B VERIFY Teros

(A1)

PucyHok B.2 — lNpumep wwabnoHa 6Guometpuieckoit mudopmaumm (BIT), TeroB, HasHaYeHHbIX creLmanbHbiM OpraHoM
pacnpefeneHuns Teros

Mpumeuyanune — Tern BHyTpu wWabnona ‘A1’ onpeaensiorca 0603Ha4€HHbIM OPraHOM pacnpeaeneHns TEroB.

B.3 Bepudukaums ¢ NOMOLLbIO NPOCTOro GMOMETPUYECKOro MeToaa

Mpouecc BepucmkaLmu HaYMHAETCA C U3BNEYEHUs LWabnoHa GuomeTpuyeckoi MH(hopMaLIMKM, HaNpUMep, NpuMme-
HuB komaHay GET DATA. Ecrm IFD nopnepxusaet TpebGyemblii hopMaT AaHHbIX BuoMeTpuyeckoi BepudmkaLum, kak
ykasaHo B BIT, n nonb3oBartens NpeAcTaBun COOTBETCTBYIOLLMIA OMOMETPUYECKMIA OOLEKT, TO AaHHbIE BepUUKaLIMMN Bbl-
YMCNAIOTCA U NepeaaloTcs Kapte, ucnonb3ya komanay VERIFY (cm. pucyHok B.3).

12
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Komanpa/Oteer 3HaueHne

SELECT <AID> Buibop npunoxenus ¢ nomowwbio naeHtudukaropa npunoxenus (AlD)

OK

GET DATA <Ter BIT> WsBneverue wabnoHa GnomeTpryeckoi nidopmaummn BIT

LLlabnoH 6uomeTpuyeckon
nHdopmaLmm

VERIFY <[anHble Bepudukaums nonb3opartens
OuomeTpuueckomn

Bepucukaymmn>

OK

PucyHok B.3 — Komangbl gns sepucukaumm 6e3 ncnonbaosaHusi 6esonacHoro obmeHa coobieHnsmm (npumepnbl)
NMpumeuyaHue — Ecnu wabnoH GuoMeTpudeckoin UHOPMaLMK He NMPUCYTCTBYET, 3TO O3Ha4aeT B AaHHOM
npuMepe, YTO COOTBETCTBYIOLLWIA NONb30BaTENb He MCNONb3yeT BUOMETPUYECKNEe XapaKTeEpPUCTUKN.

Ecnu paHHble GnomMeTpuyeckoin Bepucmkaumm obLLeaoCcTyrnHbIe (Hanpumep, YepThbl nnua, oTnedaTok nansua, opma
yLuei), To cylecTByeT HeobxoaMmocTb 3awwuTMTh UX C NomoLLbio 6esonacHoro obmeHa coobiueHusmu (CM. pucyHok B.4).

KomaHga/OTteer

3HaueHve

SELECT <AID>
OK

Bbi6op npunoxeHus ¢ ngeHTudukatopom npunoxerus (AlD)

GET DATA <Ter BIT>

LLlabnoH GuomeTpuyeckoin
MHopmMaLmn

W3eneveHune wabnoHa 6Guometpudeckoii nHcdopmaumm (BIT)

MANAGE <DO Ccbinka
Ha KIHY>

OK

-l

YcraHosnenue CRT DST ¢ oTKpbiTbiM KMIOHOM Ans Bepudmkaumumn ceptudukara

VERIFY CERTIFICATE
<cepTupukar>

OK

Bepudukauus ceptucdukara, npuHaanexaiiero GUOMETPUHECKOMY ANEMEHTY

GET CHALENGE

NpoussonbHoe uncno

3anpalumBalouian 3aaada, kotTopas A0MKHA UCNONL30BATLCA ANs GesonacHoro
obmeHa coobieHnamu

EXTERNAL AUTHENTI-
CATE <aaHHble, kacalo-
wuecs ayteHTudmKaLmm>

LanHble, kacalowmecs
‘ayTeHTUuKaLmmn

BHewwHsis ayTeHTUdMKaumn ¢ hopMmupoBaHuem kniouei SM

VERIFY <[laHHble GuomeT-
pudeckon sepudukaumm,
sawuuieHHble SM>

OK

f-.
Y o

Bepunukaums Nonb30BaTessA C JaHHLIMU BEpUNKALMK, 3aLUULLEHHEIMU
C NoMoLLbio SM; OTBET MOXET GbITb Taloke 3aLULLEH C NOMOLLLIO SM

PucyHok B.4 — Komanapl ans BepucukaLmm ¢ ucnonb3osaHuem 6esonacHoro obmeHa cooblueHuaMu (npumepbl)

13
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NMpumevyaHue — OnucaHue 6esonacHoro obmeHa cooblieHusmmu (SM) uanoxeno 8 UCOMOIK 7816-4.

B AaHHOM npumepe npouecc BepudukaLMM Ha4YMHAETCA C U3BNeYeHns WwabnoHa «mHgopMaums o TpeboBaHUsX K
Bepucdmkaumm» (VIT) n coorsercTByioLlero wabnoHa GuomeTpuieckoit MHcopmauuu (BIT), KOTOpble MOTYT XpaHUTLCS,
Hanpumep, B FCI paciumpenHoro chaitna (ID caiina HesiBHO n3BecTeH). VIT cogepXuT MHGopMaLmio 0 TOM, AOCTYNHA nu
6uomeTpuueckas Bepudukaumsa umnu eepucdmkaLms ¢ NOMOLLLIO NapOns, paspeLleHbl UMK 3anpeLleHbl U Kakue CooT-
BETCTBYIOLLME KBANMUKATOPb! 3TanoHHbIX AaHHbIX (KeyRef) AomKHBI UCnonb3oBaTLCsA NpU CONPsXKEHUM C kapTol. BIT
COAEpXUT B laHHOM npumepe (CM. pucyHok B.5) nHdopmaumio o ccbinke Ha anropuTM, cneuuduyHblil ans kaptol (AlgiD),
KBanuukaTope aTanoHHbIX AaHHbIX (KeyRef) U gononHuTensHyo MHOpMaLuio, Takyo kak GUOMeTpUdeckuin Tun, Bna-
Aeney choopmara v Tun coopmara.

T.BIT L|JTAgD| L |.. | TRD L]..]TOD] L .| TTATf L) TBT | L
Ter wabnoHa Ccbinka Keanudpu- OID Ter BuomeTtpu- OononHu-
buomeTpuuec- Ha anroputM Karop aTa- opraHa wabnoHa yeckuid Tun,  TenbHble DO:
Kol nHcpop- JIOHHbIX pacnpe- opraHa Hanpumep, — Bnapeney
Mauum AaHHbIX AeneHus  pacnpe- oTne4yarok dopmara;
(‘7F60") Teros AeneHuns nanbua — Twun dpopmara
Teros
(AT)

PucyHok B.5 — Npumep wabnoHa 6uometpudeckoii uHdopmaumm (BIT)

Ecnu IFD n npeacraBneHHas Kapta NoAAEpXUBAKT O4WH M TOT K& MEXaHU3M, a MNorfb3oBaTernb npeacTasusn
cooTBeTcTBYIOWME 6UOMETprYEcKkne Npu3Haku, TO AaHHbIe Beputukaumm A0mKHbI ObITb BBIMMCIIEHBI M NepeaaHbl KapTe,
ucnonb3ysi komaHgy VERIFY, kotopas npeawecteyeT komaHae MANAGE SECURITY ENVIRONMENT, 4to6bl BeiGpath
MeToa Bepudurkaumm (CM. pucyHok B.6).

Komanpa/Oteer 3HaueHue

SELECT <ID ¢aiina> Bui6op paciumpeHHoro ¢aiina FCI
oK ~

READ BINARY W3eneuenune wabnoHa «uHdopmauus o TpeboaHusx k Bepudukaumm» VIT
vIT| BIT

MANAGE SE <DO UQ || DO | YcraHoenenune CRT AT ¢ Keanudukatopom npumeHumoctn UQ, Ccbinku Ha
Ccuinka Ha anroputv || DO | anropurm u Cceinka Ha knioy
Cchbinka Ha KITioq>

OK

-

VERIFY <[lanHble 6nomet- | Bepudmkaums nonbsosarenn
puvuECKoiA BepuchukaLmuu>

OK

-

PucyHnok B.6 — Komanabl ans Bepudmkaumn 6e3 ucnonb3osaHusi besonacHoro obmeHa coobiieHusimm (npumephbi)

Ecnu cratuueckas GuomeTtpuueckas Bepudpmkaums TpebyeT uHdopmaLmio OT KapThl nepe HauanoM Bepuduka-
LU, TO Takas MH(popMaLms MOXET GbITh NpeAcTaBneHa B WabnoHe GMOMETpUUECKol MHGOpPMALIMK.

B.4 loctyn k BIT B cnyuae «ochch-kapr» conocraBneHus

BIT, BosmoxHo, B koMBuHaLuu ¢ ApyruMmn AaHHBIMK (HanpuMep, 4aHHBIMUA O BOAUTENbCKOM YA0CTOBEPEHUN) MOXET
6bITb 3aLULLEH, HAaNpUMEp, NOANNCHLIO OPraHa, BbIAAIOLWEro yaocToBepeHue (MpUMepbl 3aLUTbl TAKUX AAHHbIX CM. B Npu-
noxexuun D). Takum o6pasom, BIT moxeT 6biTb nssneueH npocroi komaHpoii READ BINARY, cm. pucyHok B.7.
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KomaHga/OTteet

3HaueHue

SELECT <ID ¢aina>

Bbibop dhaiina, cogepxallero Guomerpudeckyo nHopmaumio

A

- OK
READ BINARY DO BIT copepxuT Wwabnox 6esonacHoro obmeHa coobLueHUsiMK, HanpuMep
BT 4NA rapaHTUM ayTeHTUYHOCTU AaHHBIX BMOMETPUYECKON uaeHTUKaLmMm

PucyHok B.7 — Komanabl ansi usenedyexus BIT (npumep)

Hoctyn k BIT Moxer GbITb OrpaHuyeH, T.€. Nepes HayanoM CYATbIBaHMS AorkHa ObiTb BbINONHEHa npoueaypa ay-
TeHTUMKaLMK, KaK NoKasaHo Ha pucyHke B.8.

KomaHpa/OTteeT

3HaueHve

GET CHALLENGE
OK

-

MonyyeHune cnyyaiHoro yicna

EXT. AYTHENTICATE
<AaHHble, kacarwLwmecs
ayTeHTuukauum>

BIT

-

AyTeHTUdmKauma obbekTa, KOTOPLIA MMEET NpaBo goctyna k BIT

READ BINARY
BIT

-

CuuntbiBaHue BIT

PucyHok B.8 — KomaHgp! ans useneveHus BIT nocne BbINonHEHMs npoueaypbl ayTeHTudukaumum (npumep)

Ecnu BIT aomkeH 6bITb nepenaH, HanpuMep, MO UHTEPHETY, TO Ans obecneveHuss KOH(UAESHLMANLHOCTY U ay-
TEHTUUYHOCTU MOXET BO3HUKHYTb HEOOXOAMMOCTb NpUMeHeHnA GesonacHoro obMeHa coobLeHUsMU, Kak MokasaHo Ha

pucyHke B.4.
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MpunoxeHune C
(cnpaBouHoe)

UndopmaumnoHHbie 00LEKTbI «DUoOMeTpuyeckan uHopmaumna»

B HacTosiLleM NpunoxeHuu onpegeneHsl MHPOopMaLUOHHbIE 06beKThl «BMoMeTpuYeckan MHPopMaLmsi», 0OCHOBaH-

Hble Ha egunHoi cTpykType CBEFF.

C.1 CoKkpaweHusn

BDB — BEnok buomMeTpuyeckux aaHHbIX (Biometric Data Block);

BHT — LLlabnoH 6uomerpuyeckoro 3aronoska (Biometric Header Template),

BIT — LLIabnoH 6uometpuueckoit uHdopmMauum (Biometric Information Template);

CBEFF — EpuHas crpyktypa dopmatoB obmeHa GuomMeTpuydeckummn faHHeimu (Common Biometric Exchange

Formats Framework),

DO — UHdopmaLuoHHLIih 06bekT (Data Object);
IBIA. — MexayHapogHaa accouuaums GuomeTpuyeckoi npombineHHocTn (International Biometric Industry

Association),

IC — UHTerpansHas(bie) cxema(bl) (Integrated Circuit(s));

MAC — AyTeHTudMKaLUOHHEIA Kop coobuleHus (Message Authentication Code);
OID — UpeHTudukatop obwvekra (Object Identifier);

PID — MgeHTudukarop npogykra (Product Identifier);

SE — besonacHas cpega (Security Environment),

SMT — LLla6noH 6esonacHoro obMeHa cooblieHusamu (Secure Messaging Template);
TLV — Ter-AnuHa-3HaveHune (Tag-Length-Value).

C.2 NHcpopMaLMOHHble AaHHble GUOMeTpUYecKoi UHGOPMALMM, UCNIONIb3YeMble B CITyuae «OH-KapT»
conocTaeneHus

C.2.1 Ucnonb3oBaHue NpocToro 6VIOMeTpM‘IQCKOFO TUNA UNK 6Momeprlecxoro noaruna

[o Hayara BeINOMHeHUs npoLiecca BepurKkaLmn MHopMaLna MOXET GbiTb U3BMIEYEHa U3 KapThl, NPeACcTaBnsAoLWen

obrnactu gaHHbIX, KOTOpbIe MOXHO HabntogaTb BHELWHWMU yCTpOIZCTBaMM npu BbINONHEHUU npouecca Bepl/lq)I/IKaLlMM.

CooTBeTcTBYOWME MHDOPMaLNOHHEIE 06beKTbl NokasaHbl B Tabnuue C.1.

Tabnuya C.1 — MHdopmaynoHHble 06bekTsl «GruomeTpudeckas nHpopmMayusa» B Cryvae «OH-KapT» CONocTaBneHns

Ter L 3HaueHue Hanuune
‘7F60’ | M e p e - | WabnoH 6uometpuyeckoin uHdopmayum (BIT)
MeHHas

Ter |[L 3HaueHune

‘80" |1 Cchbifika Ha anroputM ANa UCNonb3oBaHUA B Ko- | JJONOAHUTENBHO
maHaax VERIFY/EXT. AUTHENTICATE/MANAGE
SE no NICO/M3K 7816-4, cM. npumedaHue 5

‘83 |1 KBanudukatop 3TanoHHbIX AaHHbIX ANA ucnonb3o- | JononHutenbHo
BaHuA B KoMaHgax VERIFY/EXT AUTH./MANAGE
SE no NICO/M3K 7816-4

‘06 [Mepe-|OID craHpapTHoro o6vekta CBEFF, cM. npumeya- | O6asaTenbHO, ecnu He Uc-
MeHHas | Hue 6 NOMb3yeTcA NO YMOMYaHuio

‘AT [N epe-|LLabnoH 6uomeTpuyeckoro saronoska (BHT) B co- | ObasaTensHo
MeHHasn | otBeTcTBuUu ¢ CBEFF

Ter |L 3Ha4eHune

‘80" |2 Bepcua saronoska 3aka3quka (no | O6asaTenbHo, ecriv He Uc-
ymon4yaHuto ‘0101’) NoNb3yeTcs Mo YMONYaHuio
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OkoHYaHue mabnuupi C.1

Ter L 3HaueHune Hannuune

‘90" | Mepe-| MHaekc, yHuKanbHblii uaeHTudu- | JononHutensHo
MeHHas | KaTop, Ucrnonb3yeMblil Ans obpa-
WEeHUA K 3TUM BrUoMeTpUYeCKUM
AaHHBIM, YCTAHOBMNEHHBLIM B KOH-
TeKCTe NPUNOXKEHNUS BHE KapThl

‘81" | 1-3 BuomeTtpuyeckuii Tun, cM. Tabnu- | JononHuTensHO
uy C.2

‘82’ 1 BuomeTpuyeckuini nogTnn, cM. Ta- | [lononHutensHo, Mcnonb-
6nuuy C.3 3yeTca Tonbko c¢ Guome-

TPUYECKUM TUMOM

‘83 |7 Hata wn Bpema  co3gaHuA | JononHMTENLHO
BuomeTpuyeckux JaHHbIX
(CCYYMMDDhhmmss')

‘84 | Mepe- | Paspabotunk HononHutensHo

MeHHas

‘85’ |8 MNepuog aencrens (oT | AononHutensHo
CCYYMMDDhhmmss Ao
CCYYMMDDhhmmss)

‘86° |2 Npentudpukatop npogykra (PID), | QononHutensHo

KOTOpbLIA co3gan faHHble buome-
TpUYeCKoi naeHTUdmnKaLmu, 3Ha-
YeHue, onpegerneHHoe IBIA, cm.
www.ibia.org

87 |2 Bnageney doopmara agns gaHHblX | O6s3atenbHo
BuomeTpu{ecKkoil Bepudmukalum,
3Ha4yeHus, onpegeneHHoro IBIA,
cM. www.ibia.org

‘88 |2 Tun chopmata faHHelx Grnometpu- | ObasaTensHoO
YecKkon BepudUKauumu, onpege-
NeHHbIX Bnagensliem dopmata

‘91’/ | Mepe-|MNapameTpbl anroputma 6uo- | JononHutensHo
‘B1’ | MEHHaA | METPUYECKOro  COMOCTaBMEeHUA
(npocTble, cocTaBHbIE), CM. MpU-
MevaHusa 2 un 7

1 Ton, MecsAL, YMCro, Yac, MUHYTa, CekyHAaa.

MpumedvaHunsa

1 MpeacTaBneHbl TONbKO Te MHopMaLmoHHble 06bekThl M3 CBEFF, koTopble cBsi3aHbl ¢ CONOCTaBNEHNEM C KapToi.

2 [lononHuTenkeHble MHOOPMaLMOHHbIE 06BbEKThI, KOTOPLIE HEe NPeACTaBneHsl B OCHOBHOM cTpykType CBEFF.

3 B tabnuue C.1 Bnok GuomeTtpudeckux faHHbix no MCO/MBK 19785 He NpucyTCTBYET, T.e. STamnoHHble JaHHble
3anucaHbl B KapTy Mo OTAenbHOCTU W He B 3TOT BIT, a gaHHble BuomMeTpudeckot naeHTUdDMUKaLMM JOMKHbI BbITb Npeg-
CTaBreHsbl, ucnonbsya koMaHgy VERIFY.

4 B Tabrnnye C.1 He npeAcTaBneHo MHOPMaLMOHHOE HanoMHeHue, Tak kKak 06bIYHO AOCTYN K MHOPMaLMOHHOMY
HanomHeHuto, ecn OH UCMOoSb3YETCA MPUNOXEHNEM, NPEAOCTaBAETCA NOCHe YCNELHOro BhINONHEHUA BuoMeTpuyeckon
Bepudmnkaumn. MiHopMaLMoHHOE HamnomHeHne MoxXeT ObiTb W3BMEYEHO, UCMONb3Ys KOMaHAbl focTyna, Takne kak GET
DATA unn READ BINARY.

5 BHeluHuWe ycTpoiicTBa (Hanpumep, IFD) ncnonb3aykoT AaHHbIe 0 Briagenble dgopmaTal/Tune opmarta ANns uaeH-
TUdUKaLmu Heobxoa MO CTPYKTYPLI ANS faHHbLIX BepuduKkaumu. K anropuTMy conocTaBneHUss B KapTe obpallatoTesi ¢
MOMOLLIbIO CCIMKU Ha anropuTM.

6 Ecnu ucnonsayetcs Bepeus ctangapta MCO gna CBEFF (MCO/MBK 19785), To OID cBA3aHHOro co cTaHaapToM
NCO obbekta (MCO/MBK CTK 1/TK 37) sBnsieTca 3HadeHWeM Mo ymondyaHuto, T.e. DO ¢ Terom ‘06’ MOXeET OTCYTCTBO-
BaTb. Ecnn OID ccbinaetca Ha NISTIR 6529, To ncnoneaytoT OID ansa Peructpa 06beKkTOB KOMMBIOTEPHO Be30nacHOCTH
(CSORY) npu NIST {join-iso-itu-t (2) country (16) us (840) organization (1) gov (101) csor (3)} (B LWecTHaagLaTepU4HOM
koguposaruu OID: ‘608648016503’).

1) Computer Security Object Register.
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7 DO obecne4vnBaeT crneumanbHelMU NapameTpaMmn And peanusaunun anroputma «OH-KapT» COMOCTaBreHus, Ha-
npuMep, MakcumarbHoe Y1Cro MenKkux geTaneil, oxunaaemelx B AaHHbIX BuomeTpudeckon Bepudukaumm. CogepxarHune
Takoro DO onpeaenseTcsa Bnagensuem gpopmara.

Tab6bnuuya C.2 — Buomerpudeckunii Tun no MICO/M3IK 19785

HaumeHoBaHue GVIOMeTpI/I‘-leCKOFO TNa 3HauveHue

NHdopMaumsa He npeagocTaBneHa ‘00’
KMcenonb3oBaHne MHOroMepHoi GuoMeTpun ‘01
YepTbl Nuua ‘02
lonoc ‘04
OTnevarok nansLa ‘08’
PapyxHas oboroyka rnasa “10’
CeTtyaTKa rnasa 20
dopMa nagoHu ‘40
OvHamuka pyKonucHol nognucu ‘80°
[vHamuka ygapa no knasuLLaM (KrnaBuaTypHbIA NoYepk) ‘0100’
[BwxeHune ry6 ‘0200’
Tennosoe nso6paxeHue nuuya ‘0400’
TennoBoe n3oBpaxeHne pyku ‘0800’
Moxoaka “1000’
3anax Tena 2000°
OHK ‘4000°
dopmMa yuien ‘8000’
dopMa nanbLes ‘010000’
OTneyvaToK nagoHu ‘020000’
PucyHok BeH ‘040000’
OTneYaToK CTYNHM ‘080000’
Opyrve 3Hadverns RFUD

1) RFU — 3apesepeunpoBaHb! 45151 UCMONb30BaHNsA B GyayLLeM.

MpuMeyaHUe — HekoTopble GUOMETPUYECKAE TUMbI MOTYT BbITE HEMPUMEHUMbIMU AN MPUMNOXEHUA NCMONb-
3yeMbIX KapT.

Ta6nuuya C.3 — Buomerpudeckunii nogTun no MCO/MIK 19785

b8 b7 b6 b5 b4 b3 b2 b1 BuomeTpuueckmii noaTMM

0 0 0 0 0 0 0 0 | MHdopmaLus He npefocTaBneHa
[NpaBbin

1 0 |JleBbit

HeT 3HaveHus

Bonbluoit naney

YkasarenbHbIi nanewy,

CpeaHuii naney,

BesbIMAHHbIN Nanew

- A O O O O
o O =~ =~ O ©
- O =~ O -~ 0O

MusuHey

Opyrue 3sHavenua RFU
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C.2.2 icnonb3oBaHWe CTaHAAPTHLIX U NponpUeTapHbIX hopMaToB GUOMETPUUYECKUX AaHHbIX

B cnyyasix, korga gaHHele GUOMETPUYECKON BepUUKaLMU COCTOST U3 AaHHBIX BMOMETPUYECKOW BepucuKaLmm co
CTaH4apTHOMN CTPYKTYPOW, 3@ KOTOPLIMI CMEAYIOT LaHHble GUOMETPUYECKON BepudpuKaLmm co CTPYKTYPOH, OnpeseneHHoii
M3roToBMTENEM, BITOXEHHas CTpyKTypa BHT fomkHa NpUMeHsTLCA, Kak nokasaHo B Tabnuye C.4

Tabnuya C.4—BIT co cnoxeHHbIMK BIT ana 6uoMeTpuyecknx AaHHbIX CTaHgapTHOro U NponpueTapHoro hopmarTos

(Mpumep)
Ter L 3HaveHve
‘TF60’ MNe-|BIT
pe-
MeH-
Has
Ter |L 3HayeHune
‘80" |1 Ccblifika Ha anropuTtm
‘83" |1 KBanudukatop aTanoHHbIX AaHHbIX
‘068" | Mepe-|OID craHgapTHoro o6vekta CBEFF, cm. npumevanue 6 Tabnuubl C.1
MeHHas
‘A1 [Mepe-|BHT (ypoBeHb 1)
MeHHas
Ter |L 3HayeHne
O6wume DO, cm. Tabnuyy C.1
‘A1" | Mepe- | BHT 1 (ypoBeHb 2)
MeH-
Has
Ter |L | 3HaveHue
‘87 |2 |Bnageney dopmata AnA AaHHbIX GUuoMeTpuyeckoi
BepuUKaLK, Hanpumep uaeHTUdMKaTop BnajensLa
dopmata MICO/MOBK CTK 1/TIK 37
‘88" [2 | Tun dopmara gaHHbIX BGUOMeTpudeckoil Bepudmka-
uun, onpefeneHHbIX BnagensLem dopmara
‘A2 | Mepe- | BHT 2 (ypoBeHb 2)
MeEH-
Has

Ter | L 3Ha4eHune

‘87" |12 Bnageney dopmaTta Ana AaHHbLIX GMomeTpuyeckoi
BepuukaLmmn, HarpuMep U3roToBUTEsNb KapT

‘88" |2 | Tun dhopmaTta faHHbIX GUoMeTpuUdeckoit Bepuduka-
L, onpefeneHHbIX Bnagensuem dopmarta

C.2.3 Vicnonb3oBaHue HeCKONbKUX BUOMETPUUECKUX TUNOB NNKU GUoMeTPUUYECKMX NOATUNOB

Ecnu B npeaenax o4HOro 1 TOro Xe NpPUNoXeHUst HECKOMBKO TUMOB GUOMETPUYECKUX TUMOB MU GUOMETPUYECKUX
MOATUMNOB UCMONb3YIOTCA HE3aBUCUMO W 0BpaLLeHNe K HUM NPOUCXOLUT C MOMOLLBIO pasHBIX KBaNWpUKaTOPOB STanoHHbIX
AaHHbIX (C OAHUM Naponem Ans NOANUCK W pasHbLIMU NaponsMMK AN ayTeHTUMUKALWK), TO MPUMEHSIIOT rpynny CTPYKTYP
BIT ¢ BnoxeHHbIMK BIT, cm. TaGnuyy C.5.
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Tabnwuya C.5— LWabnoH rpynnel BIT ¢ BnoxeHHbIMK BIT 4ns npunoxeHWin ¢ HECKOMbKUMW 3TarnoHHbIMU JaHHbIMY,
UMeroLLMMU CBOV KBanndmnKaTop STanoHHbIX AaHHbIX (MpUMephb)

Ter L 3HaveHune
‘7F60' | M e - | LWabnoH rpynnel GMOMETPUYECKOR MHopMaLum
pe-
MeH-
Has
Ter L 3Ha4eHue
‘02’ 1 ‘02’ = Yucno BIT
‘7TF60’ |Mepe-|BIT1
MeHHas
Ter |L 3HaveHune
‘80" (1 Cchlifnka Ha anroputm
‘83 |1 KanudukaTop sTanoHHbIX AaHHbIX
‘06" | Mepe- | OID cTaHgapTHOro obbekta CBEFF, cM. npumevyaHue 6 Tabnuupl
MeH-|C.1
Has
‘A1 [Mepe- | BHT
MeH-
Has
Ter L 3Ha4eHue
‘81’ 1-3 | BuomeTpudeckunii TUN, Hanpumep oTnevaTok nansua
‘82’ 1 BuomeTpudeckunii nogTun, Hanpumep npasblii YKa-
3aTenbHbLIN Naned
‘87 2 Bnageney dopmata Ans fgaHHbIX GuoMeTpuyeckoit
BepudUkaumm
‘88’ 2 Tun dopmaTta aaHHLIX BUoMeTpudeckoit Bepudu-
Kauuu, onpefeneHHbIX BnagensuemM dpopmata

‘7F60 |Nepe-|BIT2

MeHHas
Ter |L 3HayeHue
‘80" |1 Cchbinka Ha anroputm
‘83 |1 KBanudukaTop 3TanoHHbIX AaHHbIX
‘06’ | Mepe- | OID craHgaptHoro obbekta CBEFF, cM. npumeyaHune 6 Tabnuupl
MeH-|CA1
Has
‘A1 | Nepe- | BHT
MEeH-
Has
Ter L 3Ha4eHue
‘81’ 1-3 | BuomeTpudeckuis TUN, HanpuMep oTneYaTok nansLa
‘82’ 1 BuomeTpudeckunit noaTUN, Hanpumep NeBLlid ykasa-
TenbHbIA Naney,
‘87 2 Bnapeney dopmara Ans faHHbIX GnomeTpruyeckon
BepudUKaumuv
‘88’ 2 Tun dopMata faHHbIX BUoMeTpuyeckoin Bepudu-
Kaluu, onpegeneHHbIx BnagensueM dopmaTa
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C.2.4 Ucnonb3oBaHMe MyNLTUMOAANBHOW GuomeTpun

B cnyuasix, korga HeobxoaMMo BepuULMpoOBaTh HECKONILKO DUOMETPUUYECKUX NPU3HAKOB (MyNbTMMOAArnbHas unv
KOMOUHUpOBaHHaA GuomeTpumsl), Hanpumep AN Toro, YToOGbl NONYYNTL AOCTYN K KOHKPETHLIM AAHHLIM UMK cnieLman-HoOMY
Kniovy, npumeHsiioT rpynny BIT ¢ BnoxeHHbIMu BIT, u Bepudukaumsa BLINOMHAETCA NPU Nepefave HEeCKONMbKUX KOMaHA
VERIFY. Ycnosus aocTyna, CBsidaHHbie C COOTBETCTBYIOLUM 3aLUMLLIEHHBIM 0OBLEKTOM, ONPEAENSIOT, kakas KoMOuHaLms
BGUOMETPUYECKUX NPU3HAKOB A0IDKHA ObiTh ycnelHo Bepudmumupyema.

C.2.5 NpencraBneHne AaHHbIX GuoMeTpUueckon Bepucmkaumumn

KoavpoBahue n chopMar komaHz, GuoMeTpudeckon BepuduKaumm, KOTOpbIv nepeaaeT AaHHble GUoOMEeTpUUYEecKon
BepudmKaLmmn B KapTy, BbixoasaT 3a pamku UCO/M3IK 7816-4. Bo3MOXXHOCTM KOAMPOBaHWUA ANSA MOMSA AAHHLIX KOMaHAbI
n3noxeHnol B noapasaene 6.2 UCO/M3K 7816-11. Ha pucyHke C.1 nokasaH npumMep nonsl AaHHbIX KOMaHAbl, CBA3aHHbIA C
NPUMEPOM, NpeACTaBneHHbIM B Tabnuue C.4.

DO LLlabnon 6uomerpueckoin nHgopmarmm

T.BDT T.BDS T.BDP
7rE | L ‘g1’ L BDS ‘g2’ L | BDP
NaHHble NaHHble
BruomeTpur-eckon 6GrnomeTpuyeckon
uHopmaLum uHpopmaLm
B CTaHO,apTHOM B NPONpVETApHOM
cdopmare copmare

PucyHok C.1 — LLlabnoH 6uoMeTpryeckux AaHHbIX B NOfe AaHHbIX KOMaHAbLl (MpUMepbl)

C.3 UHcbopmaumoHHbIe 06BLeKTbl «GuoMeTpuyeckan uHgopMauua», ucnonbsyembie B criiyyae «ogch-kaprT»
conocTraBneHust

C.3.1 O6was cTpyKkTypa u npuMeHeHue

MHdopmaumoHHbie 06bekTbl ans «odd-kapT» ConocraBneHusi NpeacTaBrneHbl B kayectse BIT, kotopbiit conepxur:

- wabnoH GuomeTtpuyeckoro saronoska BHT;

- Briok 6uomMeTpuueckux aaHHbix BDB, cocrosiumin u3 GMoMeTpruyeckux 3TaNOHHbIX AAHHBIX C NOCHEAYIOWUM UH-
hOpMaLMOHHBIM HAMONTHEHNEM U

- pononHuTeneHbix DO, cBa3aHHbIX ¢ 6e3onacHocTbio, cm. C.3.4.

Wcnonb3oBaHue CTPyKTYp AaHHbIX, NPEACTABNEHHbIX B NOCNEAyYIoWMX pasaernax, OTHOCUMTCS He TOMNbKO K kapTtam IC,
T.e. CTPYKTYPbl A@HHbIX MOryT GbITh TAKXKE NCNOMb30BaHbl B APYIMX TUMNax KapT, HanNpMMep B KapTax C MarHMTHOM NOMNOCOA,
KapTax C ONTUYECKOW NamMsTbIO UK KapTax C ABYMEPHbIM LUTPUXKOAOM.

C.3.2 MpuMeHeHUe NPOCTOro 6GUOMETPUUECKOro TUNA UM GMOMETPUUECKOro NOATUNA

B ta6nuue C.6 onpeaeneHbl DO, cBAi3aHHbie C COMOCTABNEHWEM BHE KapTbl, ECMN UCNONb3YIOTCS NPOCTOi GruomMe-
TPUYECKMIA TUM UMK NOATMM.

Ta6bnuya C.6 — MHdpopmauuoHHble 0GbEKTHI «OMOoMeTpuyeckasl UHopmaLusi», UCTIONb3yeMbie B criyyae «odd-
KapT» COnocTaBneHus

Ter L 3HaueHue Hanuuue

‘7F60’ | M e p e - | LLlabnoH 6uometprueckoin nigpopmauum (BIT)

MEeHHasda
Ter L 3HayeHvne
‘06’ Mepe-|OID crangaptHoro o6bekta CBEFF, cm. npumeua- | O6sasarensHo, ecnm
MEHHasi | Hue 6 Tabnuup C.1. HEe UCNOoNnb3yeTcs Nno
YMOJIHaHWIO
‘AT Me pe-|LWabnon Gnomerpuyeckoro saronoeka (BHT) B coor- | O6ssarenbHo

MeHHas | BetcTtBuu ¢ CBEFF

Ter L 3Hauenune
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Ter L 3HayeHuve Hanuuune
‘80’ 2 Homep Bepcuu 3aronoska 3akas- | ObasaTensHo, ecnu
yuka (no ymonyanuto ‘0101’) He ucronb3yeTcsa no
yMor4aHuto
‘o0 Mepe-|WNHpeke, yHUKanbHbIN MaeHTUMU- | JononHUTENsHO
MeHHas | kaTop, ucnonbsyemeld Ana obpa-
LEeHNs K 3TUM GUOMeTpUYEeCcKUM
JaHHbIM, YCTAHOBMEHHLIM B KOH-
TeKcTe MPUNOXEHUs BHE KapThl
‘81 1-3 BuomeTpuyecknit Tun, cM. Tabnuuy | JlononHutensHo
Cc2
‘82’ 1 buomMeTpudecknin  nogTun, cM. | [lononHUTensHo, Uc-
Tabnuuyy C.3 nonb3yeTcsi TONbKO
¢ 6uomerpuyeckum
TUNOM
‘83 7 [araunBpemscosaaHus 6uometpude- | [lononHUTENLHO
ckux AaHHbix (CCYYMMDDhhmmss)
‘84’ Mepe- | PaspaboTynk HononuutensHo
MeHHas
‘85’ 8 Mepuoa pencteua (ot CCYYM- | JononHutensHo
MDDhhmmss ao CCYYMMD-
Dhhmmss)
‘86’ 2 UaeHTudukatop npoaykra (PID), | AononHutensHo
KOTopbll cosgan AaHHble 6uo-
METPUYECKON naeHTUdUKaLun,
3HadeHue, onpeaeneHHoe IBIA,
cM. www.ibia.org
‘87’ 2 Brnageney cdopmarta ans aaHHeix | ObasatensHo
OGuomMeTpuyeckoid  BepudUKaLmu,
3HadeHus, onpeaeneHHoro [BIA,
cM. www.ibia.org
‘88’ 2 Tun cdopmarta gaHHbIX 6uometpu- | ObszaTenbHO
Yeckon Bepudpukaumu, ornpege-
JIeHHLIX BnagensyeM dopmara
‘6F2E'/ | N e p e - | BuomMeTpuyeckne sTanoHHble pAaHHble (npoctble/ | ObasaTenbHoe
‘7TF2E’ | MeHHaa | cocTaBHble, cM. Tabnuuy C.7)
‘63173 | MNepe-|lponsBornkbHble  AaHHble  AnNa  uHdopmaLmonHoro | [lononHuTensHoe
MEeHHas | HanosIHeHuUs1 (MPOCToe/COCTaBHOE), CM. MpUMedaHna 2 u 3
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MpumevyaHus

1 Tonbko Te MHpopMaunoHHble obwbekTsl 3 CBEFF npeacTaeneHbl, KoTopble OTHOCATCA K «odch-kapT»
CONOCTaBMeHUto.

2 [lononHuTenbHble MHdOPMaLMOHHbIE 0BBEKTEI, KOTOPblE He NPEACTaBNEHEl B OCHOBHOI cTpykType CBEFF.

3 MHbopMaLMoHHOe HanorHeHWe, ecn UMEETCS, LOCTYMNHO BHELUHUM YCTPOWCTBAM, Korga BepuuKkaums nponuso-
LUna ycneLuHo.

[MasHoe otnuyne B Tabnuue C.1 — 310 To, 4To DO ANA CChINKKM Ha anropuTM U KBanMUKaTop STaroHHbIX faHHbIX
(ccelnKka Ha KoM Npy UCNOMb30BaHUW KapTol) He MPUCYTCTBYIOT U HaxofAaTces BMecTo 6roka BUOMETPUYEcKUX AaHHbIX
(BDB), cocTosiLLiero n3 6MoMeTpu4eCcKknX STanoHHbIX faHHbIX, U, BOZMOXHO, NpUcoegMHEHHOe UHADOPMaLMOHHOE Hamnon-
HeHune cneayeT 3a WabnoHom GromeTpudeckoro 3arornioska BHT. Tak HasbiBaeMblit 6riok noanucy (SB) MOXeT Takxe npu-
cyTcTBOBaTh U 3aKkofuposatbes no MCO/MBK 7816, cm. C.3.4.
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Tabnuya C.7 — LLabnoH BuoMeTpuydeckux gaHHbIX

Ter L 3HaveHue
‘7F60" | Me pe - | LLUabnoH BruomMeTpru4ecknx AaHHbIX
MeHHas

DO, koTopkle MOryT 6bITb BKItOYEHb! B LWaGNOH BUOMETPUHECKUX JaHHbIX

Ter L 3HaveHne

‘807 ‘A0’ M e p e - | Bbi3oB nogckasku none3osaTesnto (MpocToi/cocTaBHoii, cM. Tabnuuy C.8)
MEHHas JaHHblit DO oTHOCUTCSA TONBKO K AMHAMUYECKUM BMOMETPUYECKUM TUMNaM

‘81'1 ‘AT M e p e -| Buomerpuyeckne pJaHHble €O CTaHAAPTHOW CTPYKTYpPOW (mpocToi/
MeHHas COCTaBHOW)

‘821 ‘A2 Me pe - | Bbuomerpuyeckne paHHble ¢ MNPONPUETapHON CTPYKTYPOIr (nmpocToit/
MeHHas COCTaBHOW)

Tabnuya C.8 —LLabnoH 3agay

Ter L 3HaveHue
‘A0’ MepeMeHHas | LLlabnoH 3agad
DO, koTopble MOryT ObITh BKItOYEHbI B WabnoH 3agad
Ter L 3HadeHue
‘90 M e p e - | Keanudukatop 3agau
MeHHas | ‘00’ = MHdopmauus He npegocTaBneHa (He onpeaeneHa)
‘01’ = kogupoBaHne UTF8 (no ymon4aHuio)
Opyrue 3HavyeHuss RFU
‘80’ Mepe-|3apava
MeHHasa

C.3.3 [NpuMeHeHne BNOXEHHbIX CTPYKTYP

B Tabnuue C.9 KpaTKo M3noXeH NpuMep NPpUMEHEHUA BNOXEHHLIX CTPYKTYp. MMaBHoe oTnudune ot Tabnuubl C.5 —
yKasarenb Ha BMOMETpPUYECKUE STANOHHBIE faHHbIE (T.€. KBannuduKkaTop aTanoHHbIX faHHbIX) aBTOMATUYECKU 3aMeHAETCA
61MoMeTpUYECKUMU STANOHHLIMMY AAaHHBIMU.

Ta6nuya C.9—LlabnoH rpynnel BIT ¢ BnoxeHHsIMU BIT Ana npunoxeHnit ¢ GUOMETPUYECKUMU STANOHHLIMMW AiaHHbI-
MU HecKonbKkux GUOMETpUYECKUX TUNOB (NPUMEpHDI)

Ter L 3HaueHue
‘TF6e0’ M e - | LWabnoH rpynnbl 6uomeTpuHeckoin nHdopmaLmm
pe-
MEH-
Has
Ter L 3HaveHue
‘02’ 1 Yucno BIT B rpynne wabnoHos
‘7TF60’ Mepe-|BIT1
MeHHas
Ter L 3HaueHune
‘06 Mepe- | OID craHpaapTHoro obwekta CBEFF, cMm. npumevaHue 6
M e H- | Tabnuybl C.1
Hasa
‘AT Mepe- | BHT
MEH-
Hasa
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Ter L 3HaveHue
Ter L 3HayeHue
‘81 1-3 | BuoMeTpuyeckuid TUN, Hanpumep 4YepThl
nmua
‘87 2 Bnageney dopmata ans Gruomerpuyeckux
3TanoHHbIX AaHHbIX
‘88’ 2 Tun dopmata GUOMETPUYECKUX 3TaNoH-
HbIX flaHHbIX, onpeaeneHHbIX BrajernbLem
dopmMaTa
‘7F60’ Mepe- | BuomeTpuyeckne stanoHHble AaHHble
MeH-
Has
‘7F60’ Mepe-|BIT2
MeHHas
Ter L 3HaveHune
‘06’ Mepe- [ OID cTaHpapTHoro obbekta CBEFF, cMm. npumevaHue 6
M e H - [ Tabnuuypl C.1
Has
‘AT Mepe- | BHT
MeH -
Has
Ter L 3HaveHune
‘81’ 1-3 | BuomeTtpudeckuit TN, Hanpumep otneva-
TOK nNanbua
‘82 1 BuomeTpuyeckuit noaTUN, Hanpumep rne-
Bbli yKasaTenbHbIi nanewy
‘87 2 Bnapgenel, doopmata Ana GuomMeTpudeckux
3TanoHHbIX AaHHbIX
‘88’ 2 Tun copmata 6GUOMETPUYECKUX 3ITarloH-
HbIX laHHbIX, onpeAeneHHbIX BragenbLUem
dopmMmaTa
‘5F2E’ Mepe- | BuomeTpudeckne sTanoHHbIe AaHHbIE
MeH-
Has

C._3.4 Bonpochl 6e3onacHOCTH

HekoTopble BO3MOXHOCTH, kKak ob6ecnednTs 6esonacHocTe BIT unu kak npegoctaBuTb gocTyn k BIT u nepepats ero
6e3sonacHeM cnocobom, nsnoxeHsl B npunoxeHusix B n D. Mpusnakn 6esonacHoctu, onucaHHblie B UCO/MOK 19785, oT-
HOCUTENLHO:

- yKa3aHusi JOMONHUTENBHO BbibupaeMbix cpefcTs 6e3onacHocTy;

- YKasaHus JonofHUTENbLHO BbIGUpaeMbIX CpeAcTB No obecnevyeHmnto LenocTHOCTH;

- obecneveHus nons ans nognucu unu MAC —

NOMHOCTLIO NOAAEPXKUBALOTCA NMPU UCTONb30BaHWK WabnoHa 6esonacHoro obmeHa coobweHnamm SMT u cooTBeTCTBYIO-
wux DO (cM. npunoxenue D). YkaszaHus JononHUTENBHO BbiBUpaemblx cpegctB 6esonacHocTn U obecneyveHns LienocT-
HOCTU B ABYX creuuanbHbiX nonsx B BHT He TpebyeTcs, Tak kak Hanudue kpuntorpammel, Ludposoin nognucu unu MAC
yKa3aHo COOTBETCTBYOLMMM Teramu. MNpocTtoit npumep npumeHeHns SMT nokasaH Ha pucyHke C.2. [lanee, B npunoxe-
Huu D, gaHbl 6onee crioxHble NpUMepHbI.
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LLia6noH 6uometpudeckon uugopmauum BIT (L = L.BIT)

LlabnoH 6e3onacHoro o6meHa coobeHusmu SMT (L = L.SMT)
TBIT | LBIT | TSMTJLSMT]| TPV ] L.PV MpocToe 3HayeHue T.DS L.DS | LUundp-
PV =BIT -DO (L =L.PV) poBas
(OID || BHT || Bnometpm- NOANUCHL
Yyeckne AaHHble) DS
‘7TF60" | Mepe- 7D Mepe-| ‘81 | MNepe- ‘06...[|A1... |I5F2F’ ‘OF’ Mepe-
MEHHas MeHHaﬂl MeHHasi MeHHas

PucyHok C.2 — 3awiumuieHHbIi WwabnoH GUoMeTpuyeckux AaHHbIX (MpUumep)

C.4 CeepeHus o peructpauum IBIA

Coorsercteue CBEFF Tpebyer, ytobbl Bnagensupl chopmarta 3apermcrpuposanu B IBIA 3aaaHHbIA yHUKANbHbIN
naeHTuchmkatop Brnagensua ¢opmara. Tunbl chopmarta HasHa4yaloTCs Briagensuem dopmara U nNpeacraBnsioT cobon
chopmar cneumanbHbix GUOMETPUYECKMX AaHHbIX, YKasaHHbIX Bragensuem chopmarta. PekoMmeHayetcs, 4tobbl BrnagenbLbl
c¢dopmara peructpuposanu Tunbl hopmMara, npumeHsiemMble B IBIA ons apxuBmposaHus v nybnukauun. IBIA Takke peru-
crpupyert ID npoaykra (cMm. Tabnuuel C.1 n C.6). HYucno rapaHTMpOBaHHO AOIHKHO ObITb YHUKASbHbLIM.

IBIA He 6yneT onpepnensTb 3Ha4yeHus oT ‘FFFO’ go ‘FFFE’ ans Bnagensues cdopmara u ID npoaykta. [JaHHble 3Ha-
YeHUs AOCTYMNHbI ANS UCTIbITAHWUHA.

CeaeHunst 0 peructpauumn cm. www.ibia.org.
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MpunoxeHue D
(cnpaBouHoe)

MpumeHeHne wadnoHa 6e3onacHoro o6meHa coodweHUuAMN

D.1 CokpalueHus

BD — BuomeTtpuyeckue gaHHble (Biometric Data);

BER — BasoBtle npasuna koguposaHus (Basic Encoding Rules),

BHT — LLIabnoH 6uomeTpudeckoro 3aronoeka (Biometric Header Template),

BIT — LLla6noH 6uomeTpudeckoii nHopmauuum (Biometric Information Template);
CC — Kpuntorpadudeckas koHTpornbHasa cymma (Cryptographic Checksum);
CCT — LLIaGnoH kpunTorpaduueckoit KoHTponsHoi cymmel (Cryptographic Checksum Template),
CT — LWabnoH koHduaeHymanbHocTh (Confidentiality Template),

CG — Kpuntorpamma (Cryptogram);

DE — 3neMeHT AaHHbIX (Data Element);

DO — UHdbopmaLmoHHbIii 06bekT (Data Object);

DS — Uudpposasn nognuce (Digital Signature);

DST — LWabnoH ungposoit noanucy (Digital Signature Template);

KR — Ccbinika Ha kntod (Key Reference);

L — OnunHa (Length);

MAC — AyTeHTUUMKaLMOHHBIV kog cooblyeHnsa (Message Authentication Code);
PD — MepcoHankHble faHHble (Personal Data);

PDT — LLla6bnoH nepcoHaneHbIx AaHHbIX (Personal Data Template);

PV — MpocToe 3Ha4veHue (Plain Value);

SM — Be3sonacHblli 06MeH cooblyeHunamm (Secure Messaging),

SMT — LLabnoH 6esonacHoro o6meHa coobLyeHnsaMu (Secure Messaging Template);
T — Ter (Tag);

TLV — Ter-anuHa-3HaveHue (Tag-Length-Value);

|| — Cuennexune (Concatenation).

D.2 NHdpopMaLMOHHBbIE 06 HEKTbI, OTHOCALMECA K Ge3onacHOMy O6MeHy COOGLUEHUAMU, U UX NPUMEHEHHE

MoxeT BO3HUKHYTb HeoBXo4MMOCTb 3alMTUTL LWabnoH 6uoMeTpuyeckoid MHopmauun BIT B ToM cnydae, korga
KapTa ucnonb3yeTcs B KadecTBe Hocutena BIT (cm. Taike NISTIR 6529 n ANSI X.9.84):

- BIT ¢ KoHuageHUnansHOCTLIO (KpunTorpaguyeckas sawura);

- BIT ¢ yenocTHoCTbIO (NOANUCAHHLIA UMK 3aLUMLLEHHBIA ¢ nomoLybio MAC);

- BIT ¢ KOH(pMAEHUUansHOCTbIO U LIENOCTHOCTLIO.

CpegacTBa ANA KOHDUAEHUUANBHOCTU UMK LeNIOCTHOCTM B coepXaHuM kapThl obecneumBatotc ¢ NoMollbio 6e3-
onacHoro obmeHa coobLeHusamu (SM), kak onpegeneHo B UICO/M3IK 7816-4. CyuiecTByeT ABa MeToaa:

1) po cuutbiBaHusa BIT knoum SM pns obecneveHuss KOHGUAEHUMANBLHOCTU M LENOCTHOCTU AUHaMUYECKU

yCTaHaBNUBAOTCA C MOMOLLBIO [OCTaBKW KIIOYEl MM MEXaHU3MOB COMNacoBaHMUsl KIloYe;
2) BIT 3awuueH cam no cebe ctaTu4HbIM CNocoGoM, T.e. NpU NMPUMEHEHUM MeToda LwabnoHa SM, kak onucaHo
HUXe.

Ecnu none sHaveHns BIT gonxHo BbITh 3aLUWLLEeHO cTaTUYHLIM CrocoBoM, TO Nomne 3HaYeHns BKIoYaeTcs B WabrnoH
SM, B KOTOpPOM:

- BC& UH(POPMaLMOHHbIe 0OBEKThI, OCTaBLUWECH KaK He3allMdpoBaHHbIA TEKCT, NOMeLLakoTcs B LWabnoH npocToro
3HaYeHus;

- BCE MHPOPMALIMOHHbIE 0GBEKThI, KOTOPbIE JOMKHbI ObITh 3alLUMdpPOBaHE!, MOMEeLLaoTCA B KpUnTorpaMmy
u, ecnn ANA obecnedeHuns LENocTHOCTU TpebyeTca, NpUCyTCTBYET KpunTorpaduyeckas KOHTponbHas cymma unu DO
«ymnpposas nognuck». Ecnu HeobxoanMel UHDOPMaLMOHHbIE OBLEKTHI, Takue Kak CCbifika Ha anroputM WK ccbifka
Ha Krtod, NO3BONsWNe cucTeMe obenyXuBaHUA BepUULMPOBaTE LENOCTHOCT M BOCCTAHOBUTL NPOCTOE 3HaYeHWe
3alUMdpPOBaHHbIX flaHHbIX, TO OHU MPUCYTCTBYIOT B LUA@BNoHax ynpaenstoLWwmx ccbinok (cM. pucyHok D.1).
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rT.BIT I L I T.SMT I L I LWa6noH 6e3onacHoro obmeHa coobweHnammn SMT I

Ter wabnoHa

BromeTpuueckomn

MHopmaLmm

|__ LLa6noHb! ynpaBnsiioLumx CCbinok,
yKa3biBalowWwue anroputm, CChUTKN Ha KIIouH, ...

| DO «npocToe aHaueHme» (copepxut DO-bi «6uometpuqeckas
nHpopMaLMAY», T.e. «BUOMETPNYECKUIA 3aroIoBOK»)

DO «kpunTorpamma» (cogepxur, npu Hanuwaun, DO

L «6uomeTtpuueckue aaHHbie»/ «iabnoH GuomeTpudeckux
AaHHbIX» U, BO3MOXHO DO «npousBonbHbIE AaHHbIE»/ «LLabnoH
NPOU3BONLHLIX AAHHBIX»)

| DO «kpuntorpaduyeckas KOHTpOrnbHas Cymma», cofepaLivii
MAC, wnn DO «uucpoBasi nognucb»

PucyHnok D.1 — LWWa6bnou 6nomeTprueckon nHopmaLmm B coveTaHmmn ¢ SMT

Kopuposaxue DO-0B, oTHocALWMXCA K WabnoHy 6esonacHoro oomeHa coobyeHusmu SMT, nokasaHo B Tabnuue D.1.

Ta6nuya D.1 — NHpopmaunoHHbI 06bekT SMT (NoagMHOXECTBO)

Ter L 3HaueHue
‘7D’ | Mepe- | LabnoH 6Ge3onacHoro ooMeHa coobweHnammu SMT
MEeHHas
Ter |L 3HayeHvne
¢ |Mepe-|LWabnoH koHTponbHOro ynpasneHusi, cM. Tabnuuy D.2 (sawmileH ¢ noMoLbio ay-
MEeHHas | TeHTuMKaumn)
‘81" | Mepe- | MNpocroe aHaueHue (PV), cocrosiiee u3 nocnegosarensHoctu DE-oB unu DO-oB,
MeHHas | koaupoBaHHbIx B BER-TLV, Ho He DO, oTtHocsimxcs k SM, cM npuMevaHuve (3awm-
LLIEHO C NOMOLLBIO ayTeHTUbUKaLmm)
‘85" | Mepe-| Kpuntorpacdus (CG), npoctoe 3HauyeHune, coctoswee us DO-08, kOAMPOBaAHHDLIX B
MeHHas | BER-TLV, Ho He DO, oTtHocsilumxcs kK SM, cm npumeyaHume (3alluLieHo ¢ NoMoLbIo
ayTeHTucMKaumm)
‘8E’ [ M e pe- | Kpuntorpaduueckas koHTponbHas cymma (CC), T.e. ayTeHTM(DUKALIMOHHBINA Ko, CO-
MeHHasa | obwenuna (MAC)
‘OF’ | Mepe- | Uudpoeas nognuck (DS)
MEHHas

MpumeyvaHue — C Touku 3peHus SM, npocToe 3HaueHWe BCeraa anemMeHTapHoe.

LLlabnoH 6esonacHoro o6meHa CooBLLEHMSIMU MOXET coaepxarb LUabroHbl KOHTPONbHOTO YNPaBNEeHUst:

- WwabnoH kpuntorpadu4eckol KOHTponbHol cymmbl (CCT);

- wabnoH unudposoit nognucy (DST);

- WwabnoH koHduaeHumanbHocTu (CT).

OTn WabnoHbl yNpaensoWmMX CCLINIOK coaepXaT AONONHUTENbHbIE MHGOPMaLUMOHHbIE 06beKTbl, HaNnpUMep, Ans
onpegeneHuns CCbiIfku Ha anropyuTM U Kmod (cm. Tabnuuy D.2).

Tabnuya D.2 — LllabnoH ynpasRsoLWMX CCbINOK U cooTBeTCTBYOWME DO (MOAMHOXECTBO)

Ter L 3HaueHue
7D’ MepemeHHasn LLlabnoH kpunTtorpaduyeckoit KoHTporbHOi cymmbl (CCT)
‘B7’ MepeMeHHas LLlaBnoH undposoit noanucu (DST)
‘B9’ MepeMeHHas LLlabnoH koHduaeHumansHocTH (CT)

DO, cesisaHHble ¢ CCT, DST, CT

Ter

| L | 3HaueHne
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Okor4yaHue mabnuusi D.2

Ter L 3Ha4eHve
‘80° Mepe-|-Ccbinka Ha anroputm
MEHHas
‘83’ Mepe- |- Ccbinka Ha CEKpPETHbIA KoM ANA NPAMOro UCNONb30BaHUA (OTHO-
MEHHas | CUTCA K CAMMETPUYHOMY anropuTMy);
- Cebinka Ha OTKPbITHIA KoY (OTHOCUTCS! K aCUMMETPUYHOMY anropuTMy)
‘84’ Mepe-|-Ccbinka Ha CEeKPETHBINA KoY ANs YCTAHOBNEHUA Ktoda (OTHOCUTCA
MEHHasi | K CUMMETPVYHOMY anropuTMmy);
- Ccbinka Ha npMBaTHbIRA Koy (OTHOCUTCS K aCUMMETPUYHOMY anropuTMmy)

MpumeyaHue — [lononHuTensHbIe UHOPMaLMOHHbIE 0ObekThl onpeaeneHsl B UCO/MIK 7816-4.

D.3 MNpumMepbl koaUpoOBaHUsI

Mpumepbl KOAMPOBAHWUA NOKA3bIBAIOT:

- wabnoH Guomerpuyeckon WHGOPMaUWKM, B KOTOPOM Mocre MHGOpMaUMOHHLIX O6bLeKkToB «Buomerpuyeckan
vHbopmauus» (GMOMEeTpUUECKUin 3aronoBokK) crieflyeT KpunTorpamma, cofepxallas GUoOMeTpuUeckue AaHHble, Takke
sawmierHas ¢ nomowybio MAC (cm. pucyHok D.2), u

- Kakue-Hubyab AaHHbIE NpUNOXeHUs (HanpuMep, NepcoHarnbHble AaHHble ANA ayTeHTUdUKaLmMM) o6beanHEHb C
NMOMOLLbIO LWabrioHa GuomeTpuyeckoid UHOPMaLUK 1 3aLMLLEHbl pa3nuyHbIMU cnocobamm (cM. pucyHku D.2 — D.5).

LLlaGnoH 6uomeTpudeckoit uHdopmaumm BIT

LLlaGnoH 6esonacHoro o6meHa coobweHunammu SMT

TBIT L |TSMT| L TPV] L BIT-DO-bl | TCG| L KpunTo- T.CC L Kpunro-
(OID || BHT) rpamma rpaduueckas
(buomeTpuyeckue KOHTpOnbHan
AaHHble BD) cymma
‘7F60’| Mepe-| 7D’ | Mepe-| ‘81" | Mepe-| ‘06..1 A1... | ‘85 ‘5F2F’ ‘8E' | ‘04 ... (MAC)
MEH- MEH- MEH-
Has Has Has
[OaHHble, 3auLeHHbIe ¢ noMoLb MAC
PuvcyHok D.2 — LLla6noH BIT co BctpoeHHbim SMT (npumep)
LLlaGnoH nepcoHaneHbIX gaHHbIX PDT
IT.PDT L | T.PD I L Il'lepcoHaanble AaHHble PDI T.BITI L | BIT (BHT ||BD)
La6noH
GuomeTpudeckoi
MHGopmMaummn BIT
PucyHok D.3 — LLlabnoH nepcoHanbHbix AaHHbIX ¢ BIT (npumep)
LLla6nox 6esonacHoro obmeHa cooblieHnamu SMT
LLlaBrioH ynpaBnsawoLWwmx cchinok Ans uudpoBoii
NOANKCY, YKasbiBatoLen KoY, KOTOPbI AOIKEH
ObiTb NpMeHeH ans eepudukaumn DS
\ [ aHHble NPOCTOro 3HaUeHUs
[reor| L | tsmr| o] tost| L] Tkr | L] kR | TPv] L] TPD| L] PO |TBIT|L | BIT| TDS]|L | DS

[HaHHble, sawmieHHble LmMdpoBoii noanuckio DS

PucyHok D.4 — LLlabnoH nepcoHanbHbIX AaHHbIX ¢ BIT, 3awmwieHHbix LudpoBoi nognuckio (npumep)
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LLIabnoH nepcoHanbHbIX AaHHbIX

LLlabnoH 6e3onacHoro oomMeHa coobweHnsimu SMT

HaHHble NpocTOoro sHaueHus KpunTorpamma

T.PDT

T.SMT

TPV

L| T.PD

L

PD|L|TBIT|L]BIT |JTCG]JL]|CG(@BD) | TDS|]L | TDS

HaHHble, 3awueHHsle uudposoit nognucsilo DS

PucyHok D.5 — LLlabnoH nepcoHanbHbIX AaHHbIX, 3alLMLLEHHbIA LncpoBOI Nnoanuckio U cogepxaliuii nomumo DO-oB
KpunTorpammy anst GUOMETpUUECKUX AaHHbIX (MpUMED)
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MpunoxeHune OA
(cnpaBouHoe)

CBeaeHus 0 COOTBETCTBUM CChINTIOYHbIX MeXAYHapOAHbIX CTaHAAPTOB
HauuoHaNbHbLIM cTaHaapTam Poccuickon Penepauun

Tabnuuya JA1

O603Ha4YeHWe CCbINTOYHOro MeXayHapoaHoro 2;2::;‘? 0O603HaveHne U HauMeHoBaHWe COOTBETCTBYIOLWEro HaLmo-
CTaHAapTa cTeus HanbHOMo cTaHgapTa

NCO/M3K 7816-4:2005 IDT MOCT P MCO/M3K 7816-4—2013 «KapTbl naeHTudukalm-
OHHble. KapTbl Ha UHTerpanbHbix cxemax. Yactb 4. Opra-
HW3auwus, 3alyuTa M KOMaHAbl Anst obMeHa»

NCO/M3K 19785-1 IDT MOCT P UCO/MIK 19785-1—2008 «ABTOMaTU4eCcKas
naeHTunKauma. Maentudukauuma Guometpudeckas. Equ-
Has cTpyKTypa dpopmartoB obMeHa BuomeTpuieckumn aaHx-
HelMK. YacTb 1. CneyundmkaLmsa arneMeHToB AaHHbIX»

NCO/M3K 19785-2 IDT MCT P UCO/M3BK 19785-2—2008 «ABTOMaTU4ecKan
naeHTUuKauusa. MaeHtudukauua Guometpudeckas. Eau-
Has cTpykTypa opmatoB obMeHa 61uomeTpU4eckuMn faH-
HelMK. YacTb 2. MNpoueaypbl AeACTBUA perncTpaLuoHHOro
opraHa B obnactu 6uomeTpun»

NCO/M3K 19785-3 — *

NCO/M3K 19785-4 IDT rOCT P NCO/M3BK 19785-4—2012 «MNHdpopMaLMOHHbIE

TexHornornn. buometpus. EauHas cTpykTypa dopmaTtos
obmeHa GuomeTpudeckuMiu AaHHeIMU. Yactb 4. Cneumndpm-
kauus coopmaTa Broka saluTel MHpopMaLmmn»

OTBETCTBUA CTaHAAPTOB!:

- IDT — uaeHTUYHbIE cTaHgapTbl.

* COOTBETCTBYIOLLMIA HallMOHaNbHbI CTaHAapT oTcyTCTBYET. [lo ero yTBEPKAEHUS peKOMEHAYETCA UCNONbL3oBaTL
nepeBOA Ha PYCCKUM A3bIK JaHHOMO MeXAYHapoaHOro ctangapTa. MepeBod AaHHOrO MEXAYHapO[HOro cTaHgapTa Ha-
XoguTCs B PefepalisHOM MHEOPMAaLMOHHOM (hOHAE TeXHUUECKIUX pernaMeHToB U cTaHaapToB.

MpuMeyaHUe — B HacToswWel TabnuLe Mcnonb3oBaHo cregytollee ycrnosHoe o6o3Ha4eHNe CTeneHn co-
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Buonuorpadusn

Identification cards — Integrated circuit cards — All parts

KapTbl ngeHTUdMKaUmMoHHele. KapTbl Ha UHTerpanbHbIX cxemax. Bee vactu
BioAPI specification

Creundumkayns GuoMeTpuyHecKoro NporpaMMHoro uHTepdeiica

Biometric Information Management and Security

Common Biometric Exchange Formats Framework
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