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FOCT P NCO/M3K 29100—2013
Mpeancnosue

1 NOArOTOBJIEH O6wecTtBOM C OrpaHM4eHHON OTBETCTBEHHOCTbI «Hay4yHO-NpOM3BOACTBEHHAS
dupma «Kpucrann» (OO0 «HIMP «Kpuctann») u OOWECTBOM C OrpPaHUYEHHOW OTBETCTBEHHOCTbIO
«MHOpMaLMOHHLIV aHaNUTUYeCKUn BblMMCAUTENbHBIA LeHTpy» (OO0 «MABL») Ha ocHOBE COOCTBEHHOrO
ayTEeHTUYHOro NepeBoja Ha PYCCKUi A3blK CTaHAapTa, YKasaHHOro B NyHKTE 4

2 BHECEH TexHuyeckum koMuTETOM NO cTaHaaptudaummn TK 22 «MHdopMaLMOHHbIE TEXHONOrMU»

3 YTBEP)XKIOEH W BBEJEH B OEWCTBWE npukasoMm PeaepansHOr0 areHTCTBa N0 TEXHUYECKOMY
perynmpoBaHuio u MeTponorum ot « 08» HoAGpsa 2013 Ne 1539-ct

4 Hactoswmn  cTtaHaapT MAEHTUYEeH  MexayHapoaHomy  ctaHgapty WMCO/M3K 29100:2011
«NHpopmaumoHHas TexHonorus. Metoabl u cpeactsa obecneveHusa 6esonacHocTu. OCHOBbLI 0BecneyeHus
npusaTtHocTuy» (ISO/IEC 29100:2011 «Information technology — Security techniques — Privacy frameworky)

HaumeHoBaHMe HacToALEro craHaapTa WM3MEHEHO OTHOCUMTENbHO HAUMEHOBaHUSl YKa3aHHOTO
MeXayHapoaHOro ctaHaaprta Ans npuseaeHus B cooteetcrame ¢ FOCT P 1.5 (nyHkT 3.5).

5 BBE[JEH BIEPBbIE

lNpasuna npumeHeHuss Hacmosaweeo cmaHdapma ycmaHoeneHbl 6 [OCT P 1.0—2012 (pa3den 8).
UHpopmayusa 06 usMeHeHuUsxX K Hacmosuwemy cmaHdapmy nybnukyemcs e exe200HOM (10 COCMOSHUIO Ha
1 sHeaps mekywezo eoda) UHhOpMAaUUOHHOM yKasamene «HauyuonanbHbie cmaHlapmel», a
ochuyuanbHbIi MeKcm U3MeHeHUU U rofpasoK — 8 EXeMEeCSIHHOM  UHGhOpMayUOHHOM yKa3lamersie
«HauyuoHanbHble cmaHOapmbly». B criydae nepecmompa (3ameHbl) unu OmmeHbl Hacmosujeeo cmaHlapma
coomeemcemeyiouiee ysedomneHue 6ydem onybrnukoeaHo e bnuwxalwem ebirycke UHHOPMayUOHHO20
ykazamens «HauyuoHanbHble cmaHdapmely. Coomeememeyowas uHgopmauus, yeedomneHue U meKkcmeoi
pasmeuwaromes makxe 6 UHopMayuoHHoU cucmeme obuieeo ronb3osaHus — Ha oguyuanbHoMm calime
®eldepanbHO20 azeHmemesa Mo MEexXHUYECKOMY peaynuposaHuio U memposoauu e cemu WHmepHem
(gost.ru)

© CraHpgaptuHdgopm, 2014

Hacroswmii ctaHgapT He mMoxeT ObiTb BOCNPOU3BEAEH, TUPAXUPOBAH U PACMPOCTPAHEH B Ka4yecTBe
ocuymnancHoro usgaHna 0e3 paspelleHMs HauuoHamnbHOro opraHa Poccuiickon ®egepauyumn no
cTaHaapTu3auuu.
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BBepneHue

Hacroawwmit ctaHgapT npefocTaBnseT BbICOKOYPOBHEBYIO CTPYKTYPY ANS 3aluTbl MEPCOHAaNbHOW
naeHTudukaynoHHon uHdopmaumm (MUAN) B npepgenax cuctembl MHEPOPMALUOHHO-KOMMYHUKALMOHHOW
TexHonorun (UKT). OH gaBngetca oMM MO CBOEMY XapakTtepy, onpeaenser MecrO OpraHu3alMOHHbIX,
TEXHUYECKUX U NPOLIEAYPHBIX aCMEKTOB B 00LLUEN CTPYKTYpe 0BecneyeHns NpuBaTHOCTHU.

Ctpyktypa ofecnedeHuss MpUBaTHOCTM nMpedHa3HayeHa Ana  COAENCTBUA  OpraHu3auusaMm B
onpeaeneHun TpeboBaHui kK cBA3aHHbIM ¢ MW mepam 3awmTel npueaTHoCTM B cpeae UKT nocpeactesom:

- NpoABUXeHUA 00LLEeN TEPMUHONOMMK, CBA3AHHON C 06ecnevyeHnemM NpuBaTHOCTH;

- onpeaeneHusa cybbekToB 1 ux ponen npu obpabotke MNU;

- onucaHusi TpeboBaHMI K MEPaM 3aLLMTbl NPUBATHOCTH;

- CCbIKWM Ha U3BECTHbIE NPUHUKNbLI 06ecnevYeHns NPUBaTHOCTH.

B HekoTOpbIX CTpaHax CCbINKM HACTOSALLEro cTaHaapTa Ha TpeboBaHusl K Mepam 3aluTbl MPUBATHOCTH
MOTYT pacLeHNBaTbCsl KaKk AOMOMNHEHNEe K 3akoHoAaTenbHbIM TpeGosaHusam 3awmTel MAN. U3-3a pactyLiero
VKT uucna uHGpOpMaLMOHHO-KOMMYHUKALMOHHBLIX TEXHOMOrMn, KoTtopble obpabartwiBawT MW, BaxHO
NPUMEHATL MEeXAYHapoAHble CTaHAapTbl N0 UHAOPMAaLUOHHON ©e30nacHOCTU, KOTopble obecneyumBatoT
o6uee noHumanue sawmTbl MAW. Hactoawmin ctaHgapT npegHasHavyeH Ana ynyyleHUs CyLIeCTBYIOLMX
cTaHaapToB 6€30MacHOCTM NOCPEACTBOM COCPEAOTOYEHNS 3HAYMTENBHOIO BHUMaHKUA Ha obpaboTke MAN.

YBenuyeHne KOMMEpPYEecKoro MCnonb3oBaHus u ueHHoctu MNUW, cosmecTHoro ucnonsb3osanusa MU
pasHbIMM CTpaHamu, a TaKkke pacTywas CnoxHocTb cucteM WMKT MOryT ycrnoxHuTb Ans opraHusauuu
obecnevyeHne NPUBaTHOCTU U AOCTUXKEHUE COOTBETCTBUSA PA3NMYHbLIM 3aKOHaM. JlMua, 3aMHTEPECOBaHHbIE B
obecnevyeHun nNpuUBaTHOCTW, MOTYT NpPeAOTBPATUTb BO3HWKHOBEHWE HEYBEPEHHOCTM W HEefoBepus
nocpeacTBOM Hagnexawero obpaweHns ¢ npuBaTHOW MHGoOpMauuen, a Takke wusberaa cnyyaes
HenpaBuUNbHOro ncnonb3osanus MAN.

Mcnonb3oBaHue HaCTOALLEro ctaHaapTa npu3BaHo:

- COAEeNCcTBOBaTL MNPOEKTUPOBAHUIO, peanusauumn, aKcnnyarauum u noapepxke cucrem UKT,
koTopble o6pabaTtbiBatoT MM n obecnevnBaioT €€ 3almTy;

- CTUMYNMPOBaTb WHHOBALIMOHHBbIE pELUeHUs, nossondiowme obecneuynBartb 3awmty MAN B
cucremax UIKT;

- COBEpPLUEHCTBOBaTL KOPMOpPAaTUBHLIE MporpamMmbl  obecneyeHuss npuBaTHOCTM Gnarogaps
UCMNOSb30BaHUIO NYYLLMX NPAKTUYECKUX MPUEMOB.

CTpykTtypa obecneyeHuss NnpuBaTHOCTU, NPEACTABMEHHAsA B HACTOSLLEM CTaHAapTe, MOXET CNy>XUTb
OCHOBOW AN AOMOSHUTENBHbLIX MHULMATUB NO CTaHAapTM3auum o0ecrneveHmnsi NpUBaTHOCTU, TaKMX Kak:

- TeXHUYecKas 3TanoHHaA apxXUTEKTYpa;

- peanu3auusa U MCNOMnb30BaHUE KOHKPETHLIX TEXHOMNOMMI oBecneyeHns NpUBaTHOCTU U obLLero
MEeHeXXMEeHTa NPUBaTHOCTY;

- Mepbl U CPEACTBA KOHTPONSA U YNPaBneHUs NPMBaTHOCTBLIO AN NPOLEccoB 00paboTku AaHHbIX B
paMKax ayTCOPCUHra;

- OL|eHKa PUCKOB NPUBATHOCTMW;

- onpeaeneHHble TeEXHUYEeCkme cneundukaumu.

HekoTopble cTpaHbl MOryT noTpeboBaTb COOTBETCTBUSA C OAHUM MM Bonee AOKYMeHTaMu, Ha KOTopble
UMEIOTCA  CCbINIKM B MOCTOAHHO  AencTeylowlem gokymenHte2 PIr5 WCO/MOK CTK1/MK 27
Bubnuorpadmyeckuii CnMCoK ouumanbHbiX 4OKYMEHTOB no npuaTHoctu (ISO/IEC JTC 1/SC 27 WG 5
Standing Document 2 (WG 5 SD2) — Official Privacy Documents References) [3], wnn ¢ gpyrumm
COOTBETCTBYIOLLMMU 3aKOHAMU U HOPMATUBHLIMU AOKYMEHTAMW, HO HACTOALWMUI CTaHAAPT HEe NpeaHas3HayveH
CNYXUTb NPUMEPOM HU rroBanbHON MOAENU CTpaTernu, HA 3aKkOHOAATENbLHON OCHOBbI.

NCO/M3K 29100 noarotoBreH COBMECTHbIM  TEXHUYECKMM  KomuteToM WCO/MBK CTK1
«MHdpopmauynonHaa  TexHomornda», [lMogkomutetom T[MK27 «Metogbl u  cpeacrsa obecneyeHus
6e30nacHOCTUY.
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HALWOHANBbHBLIN CTAHOAPT POCCUUCKOWN PEOEPALUUMU

MHdopmaumoHHaa TexHonorus
METOAbl U CPEACTBA OBECIMNEYEHNA BE3OMNACHOCTU
OcHOBbI 06ecneyYeHns NPMBaTHOCTU

Information technology — Security techniques — Privacy framework

Dara BBeaeHusa — 2015—01—01
1 ObnacTtb npumeHeHus

B HacTosiLem cTaHaapTe npeacTasBneHa CTpykTypa obecnedyeHusi npuBaTHOCTU, KOTOPasi:

- yCTaHaBMMBAaET OOLLYIO TEPMUHONOTUIO MPUBATHOCTH;

- onpeaenser cyObLeKTOB M UX ponum B 00paboTke nepcoHanbHOM WASHTUUKALMOHHON
nudopmavuu (MAN);

- OMUCLIBAET COOOPAXKEHUS, KacaloLLMecsa Mep 3aLimTbl NPUBATHOCTH;

- npeaocTtaBnAeT CCbINTKWM HA N3BECTHbLIE NPUHLUMbI obecneyeHusn NPUBATHOCTHU.

Hacrosawwmin ctangapt npegHasHadyeH Ans (PU3MYECKUX NUL, U OpraHu3auui, BOBMEYEHHLIX B
onpeaeneHne  0cobeHHOCTENW, NpuoBpeTeHne,  MOAENUPOBaHWE,  NPOEKTUPOBAHWE,  CO3aaHue,
TecTupoBaHue, obOCnyxuBaHWe, ynpaBneHne U  (PYHKUMOHUPOBAHUE CUCTEMbI  UHGOPMALUOHHO-
KOMMYHUKaUUOHHbIX TexHonorui (MKT)umm ycnyru, rae ansa odpabotku NMUU Tpebylotca mepbl U cpeactea
KOHTPONSA M yNpaBneHUs NPUBaTHOCTbIO.

2 TepMUHbI 1 onpeaerneHns

[na uenei AaHHOro 4 O0KYMEHTa NPUMEHSIIOTCA cneayioliMe TEPMUHBI U ONpeaeneHuns:

MpumeyaHue — B uUensax ynpoLieHWs MUCNONb30BaHUSI CEMENCTBA MEeXAYHapOAHbIX CTaHAapTOB
MCO/M3K 27000 B cneundunyeckOM KOHTEKCTEe NPUMBATHOCTM M WHTErpauuM NOHATUA NPUBATHOCTU B
koHTekcte WNCO/M3K 27000, B Tabnuue, npuseaeHHow B [Mpunoxenunm A, npeacraBrieHbl MOHATUS
MCO/M3K 27000, cootsetcreyiowme noHatuam WCO/MIK 29100, wucnonb3yeMbim B  HaCTOSILLEM
cTaHgapre.

2.1 aHOHUMHOCTBL (anonymity): CBoncTBO MHGOPMAUMU, HE NO3BONSAIOLLEE MPAMO MIIM KOCBEHHO
onpeaenuTb obnagartens MNN.

2.2 o6esnnuuBanue (anonymization): Mpouecc, nocpeactsom kotoporo MU usmeHsieTca Tak, uTo
obnapatens MUU He moxeT ObiTb ONO3HAH NPAMO MIM KOCBEHHO HU camum onepatopom MUWU, Hu B
COTpYAHU4ecTBE C N0OOK APYron CTOPOHON.

2.3 o6e3nuyeHHble AaHHble (anonymized data): JaHHble, koTOpble OblNM Mony4yeHbl B pesynbrate
npouecca o6esnuunsanus MNN.

2.4 cornacue (consent): [o6poBONbHOE, KOHKPETHOE U OCO3HAHHOE paspelueHue, AaHHoe
o6naagartenem MU Ha obpabotky ero NMUNA.

2.5 npentucuumpyemoctb (identifiability): Ycnosue, pesynstatom KOTOPOro siBNAETCA Npsmas unu
KocBeHHas naentucpukauus obnagarens NN Ha ocHoBe aaHHOro Habopa NMUN.

2.6 upentuduumposatb (identify): YcraHasnueatb cBsisb mexay obnaparenem NMUU w MU unu
Habopom MNN.

2.7 upenTMduKaumoHHble paaHHble (identity data): HaGop arpubyTtoB, KOTOpbLIE NO3BONAIOT
naentTucpuumposats obnaparensa NAN.

2.8 cornacne Ha o6pa6oTky (opt-in): Mpouecc wnMM TUN MOMMUTUKU, MOCPEACTBOM KOTOPOW
obnapatens MWW o06s3aH npeanpuHATbL AewcTBue, uYTOOblI BbIPA3uUTb ONpPeAEerieHHOE, SACHOE W
3abnarospemeHHoe cornacue Ha 06paboTky ero MU ana KOHKPETHOI Lienu.

MpumMeyaHue —[pyruMm TEPMUHOM, YACTO UCNOSMb3yeMbIM B OTHOLLUEHUM MPUHLMNA NPUBATHOCTU «cornacue
u BbIGOp», ABNAETCA TePMUH «3anpeT Ha o6paboTky». C ero NoMoLblo ONUCLIBAETCS MPOLIECC UAKU TUN NONUTUKK,
nocpeAcTBoM KoTopoi obnagatens MU ob6asaH NpeanpuHATE oTAenbHoe AeidcTBue, YTOGLl OTKasaTb UMK OTO3BaTb
cornacme nubo BOCTIPENATCTBOBaTL OCYLUECTBNEHWIO onpefeneHHoro Buaa obpaboTkn ero MUW. WcnonbsoBaHue
NOSIUTUKU OTKa3a oT obpaboTkn npegnonaraet, 4To onepartop NUN obnagaeTt npasom obpaboTku MNN HazHa4YeHHbIM

M3paHue oduumnanbHoe
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o6pasom. [Mog aTUM NpaBoM MOXET MNofpa3yMeBaThCsl Hekoe felicTBue oGnagaTens MUKW, oTnuyatoweeca oT cornacusi
(Hanpumep, pasmelleHne 3aKkasa B OHIalHOBOM MarasuHe).

2.9 nepcoHanbHas uaeHTudukaumoHHaa undopmauus; MU (personally identifiable information,
PIl): Mobas nHdopMmauus: (a) KoTopass MOXET UCNONb30BaThbCA Ans uaeHTudukauun obnagartens MAN,
KOTOPOMY Takasa uHcopMmaumnsa npuHagnexut; (b) koTopas NpsiMO UMM KOCBEHHO YXe CBSi3aHa UMM MOXET
ObITb cBA3aHa ¢ obnagarenem MUNN.

MpuMmedvyaHue —[nsa Toro 4tobbl onpeaenuTs, sBnseTcAa nu obnagatens MWW naeHTUULMPYEMBIM,
cregyer y4ecTb BCe CPeAcTBa, KoTopble MOryT OblTb KOPPEKTHO UCMONb30BaHbl JIULOM, 3aWHTEPECOBAHHBLIM B
obecrieyeHnn MpUBATHOCTW, BMaAEtOMM AaHHBIMKU, WM NoboR Apyroi CTOPOHOW AnA MAEHTUdMKaUMKU 3Toro
usmnyeckoro nuua.

2.10 onepatop MU (Pl controller): NMuuo, 3anHTepecoBaHHOe B obBecneyeHun NPUBATHOCTM (MNU
nuua, 3anHTepecoBaHHble B obecrnevyeHnn NpuBaTHOCTU), KOTOPOE onpeAenseT Lenu u cnocobbl 06paboTku
MAN, B oTnn4mne OT PUIUYECKUX NNL, UCMIONb3IYIOLLUX AAHHbIE B NTMYHbIX LENSX.

MpnuMmedvyaHue —Onepatop MUM MoxXeT paBaTb yKa3aHWA APYrUM (Hanpumep, TpeTbeid CTopoHe) no
o6paboTke MK oT cBOEro Nuua, B To BpeMsl Kak OTBETCTBEHHOCTL 3a 06paboTky ocTaeTcs Ha onepaTope MNMNN.

2.11 oonagarenb MUU (PII principal): dusnyeckoe nuuo, kK kKotopoMmy oTtHocutcs MNMAN.

MpuMMedvaHue —B 3aBUCMMOCTM OT CTpaHbl M KOHKPETHOrO 3akoHa B o6nacTu 3aluTbl AaHHbLIX U
obecneYeHnss nNpuWBaTHOCTU CUHOHUM «CyGbeKT [aHHbiX» MOXeT ObiTb TaKke MCMoNb3oBaH BMeCcTO TepMuHa
«obnagartens MAN».

2.12 ob6pabotunk MUN (Pl processor): Jlmyo, 3amHTEpecoBaHHOE B OOecneYeHuu NPUBATHOCTH,
koTopoe obpabatbiaeT MMM OT UMEHU U B COOTBETCTBUM C MHCTPYKLMsiMu onepartopa MNUA.

2.13 HapyweHune npuBaTHocTM (privacy breach): Cutyauusa, korga TN obGpabatbiBaeTcs B
HapyLUeHne ogHOro unm 6onee COOTBETCTBYOLUMX TPeOOBaHUIA 3aLLMTBLI NPMBATHOCTMU.

2.14 Mepbl U cpeacTBa KOHTPONA WM ynpaBSfieHWA NPUBATHOCTLIO (privacy controls): Mepebl,
KOTOpble 06pabaTbiBalOT PUCKU NYTEM CHUXEHMSA UX BEPOATHOCTU UNKU UX NOCNEACTBUNA.

MpuMeyaHus

1 Mepbl U cpeAcTBa KOHTPOMA W YNpaBreHUs NPUBATHOCTbIO BKIIOYMAIOT OpraHW3auWoHHble, dusnyeckne un
TeXHU4eckne Mepbl, Hanpumep, MOMUTUKW, NPOLEAYPLI, PEKOMEHAALMWN, 3aKOHHbIE KOHTPAKTh, MPaKTUKN MEeHeAXMeHTa
U opraHn3aLUnoHHbIe CTPYKTYpbI.

2 Mepa 1 cpefCTBO KOHTPONA U yNpaBrieHUs NpuBaTHOCTLIO TakKe NPUMEHSETCA KaK CMHOHUM 3alUTHBIX Mep
U KOHTPMeEP.

2.15 TexHonorus, ynyywatrowas obecneyeHme npuBaTtHocTu (privacy enhancing technology, PET):
Mepa 1 CpeacTBO KOHTPOMS W yrnpaBleHMst NPUBATHOCTbLIO, COCTosLas M3 Mep, NPOAYKTOB UMM CEPBUCOB
cuctembl UKT, koTopbie 06eCneunMBalOT 3awuty MNPUMBATHOCTM MNYTEM YHUMTOXEHUSI WNU COKpaLUeHusi
obvema MUN nnu nNpeaoTBpaLLEHMA HEHYXXHON U (Mnu) HexenaTenbHoW o6bpabotku MU 6e3 notepu
dyHKLUMOHanLHOCTU cuctemsl UKT.

MpuMevyaHus

1TMpumMepamMn  UCMONB3OBAHUA TEXHOMOMUM, ynydlarolleid obecnedeHne NPUBATHOCTY, SBMAIOTCS CPEAcTBa
06e3nnunBaHWs U MNCEBAOHAMU3ALWM, KOTOPLIE YCTPaHSAIOT, YMEHbLUAKT, MackupytoT unu obesnuuusatot MWW nnbo
NpefoTBPaLLAoT HEHYKHYIO, HECaHKLMOHUPOBAaHHYIO 1 (Unn) HexenatensHyto o6paboTky MW, Ho He orpaHUYMBalOTCA UMH.

2 MackupoBaHue ABMAeTCA NPOLECCOM, pe3ynbTaToM KOTOPOro SABNSAETCS 3aTpyAHeHWe noHuManua MUAN.

2.16 nonuTUKa npuBaTHOCTU (privacy policy): Obwee HamepeHue W HanpaBrieHUE AEATENbHOCTH,
npaesuna u obssatenscTBa, hopManbHO BbipaXxkeHHble onepaTtopom MU, kacawuwmeca obpabotku MNN B
onpeaeneHHoi obnacru.

2.17 npegnoyTuTenbHble CNOCOObLI obGecneyeHUA npuBaTtHocTu  (privacy  preferences):
KoHkpeTHbIlt BbIGOpP, caenaHHblii obnagatenem MUK B oTHOLLEHWM TOrO, Kak A0mkHa ObiTb 0BpaboTaHa ans
onpeaeneHHoi uenu ero NMAN.

2.18 npMHUMNbI obecnevyeHUA npuBaTHOCTU (privacy principles): COBOKYNMHOCTb YTBEMKAEHUN,
HanpasneHHbIX Ha ynpasneHue obecneyveHnem npusatHoctu MU npu ee obpaboTtke B cuctemax UKT.

2.19 puck obecneyeHus npuBaTHOCTHU (privacy risk): BnusHue HeonpeaeneHHOCTU Ha NPUBATHOCTb.
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MpumevaHus

1 B PykoBogctBe 73 MCO n MCO 31000 puck onpeaenseTcs Kak «BNUsHWE HeonpeAeneHHOCTU Ha Lenny.

2 HeonpepeneHHOCTb — 3TO COCTOSIHWE, faXe YacTU4YHOe, OTCYTCTBUA MHGOpMauuu, Kacatoweics NoHuMaHus
Unu 3HaHWA o cobbITUU, ero NOCrefCcTBUAX UM BEPOATHOCTM.

2.20 oueHka pucka obecneyeHus npuBaTHocTU (privacy risk assessment): OOwwui npouecc
uaeHTudukauum, aHanm3a u oLeHUBaHNs pucka B oTHoLeHumn obpabotku MAN.

Il punmMedaHuNne — 3T0T npouecc U3BECTEH TaKXXe KaK oLUgeHKa BITUAHWA Ha NPpUBaTHOCTD.

2.21 tpeboBaHua Kk Mepam 3awutbl npuBaTtHocTu (privacy safeguarding requirements): HaGop
TpeboBaHuUIi, KOTOPbIE OpraHM3aLma JoMmkHa yuuTbiBaTh Nnpu o6pabdoTke NN B 4acTu 3amuTbl NPUBATHOCTU
nAn.

2.22 nuuo, 3aMHTepecoBaHHOe B obecnevyeHMU npuBaTHOCTU (privacy stakeholder): ®usnyeckoe
Unu IpuanM4eckoe nuLo, OpraH rocyaapCTBEHHOW BMACTU, areHTCTBO UNK kakas-nmbo apyras opraHusauus,
KOTOpbIE MOTYT BNUATb, MOABEPraTbCsA BAMSAHUIO WM WCMBLITbIBATL Ha cebe BAMSHUE pPELUeHWUs WK
AesTenbHOCTH, CBAA3aHHo ¢ obpaboTkon MAN.

2.23 obpabotka MWUWN (processing of PIll): JlioGas onepauus unm COBOKYMHOCTHL OMeEpaLui,
BbIMOMHAEMbIX B OTHOLLEeHUn MAN.

MpumedaHune —IlpuMepbl onepauuini BKNOYAOT (HO He orpaHudMBaloTcs 3TUM) cbop, XpaHeHue,
M3MeHeHWe, BOCCTaHOBIIeHWe, OMNpoc, pasrnalleHue, obesnnymBaHne, NCeBAOHMMU3ALMIO, PAacPOCTPaHEHWe Unu UHoe
npepocTaBrneHne, yaaneHne unu yHudtoxenune MNAU.

2.24 ncesaounmusaumna (pseudonymization): MNpouyecc, oTHocawmiica k MW, koTopbiii 3ameHseT
MAEHTUANKALNOHHYO MHOPMaLIUIO NCEBAOHUMOM.

MpumeyvaHus

1 MNceBfOHMMU3ALMA MOXeET BbIMOMHATECA nnbo camumn obnagatenamu UK, nubo onepatopamu MUN.
MceBAOHMMU3ALIMSA MOXET UCToNb3oBaTbea obnafgaTtenamu NN gna nocnegoBaTenbHOro UCNoNb30BaHUA pecypca unu
cepBuca 6e3 packpbITUS CBOEH MaeHTUdMKALMOHHON MHGOPMaUMn B OTHOLLEHUN JaHHOro pecypca Unmn cepeuca (Mnu
MEXAy cepBucamu), 0CTaBasCh B TO e BPEMSA OTBETCTBEHHBIMU 32 3TO UCMOSIb30BaHNE.

2 MceBfoHMMM3ALMA  HE  WUCKNIOYAET  BO3MOXHOCTb  CYLIECTBOBAHMA  OFPAHWYEHHOro  4ucna  nuu,
3auMHTepecoBaHHbIX B ObGecrnedyeHWW MpUBaTHOCTH, He siBRAtowmxca onepatopamu MU nceBAOHUMUINPOBAHHBIX
JaHHbIX, KOTOpbIE CNOCOOHLI OMpefensaTb naeHTUdNKaLUMoHHYo nHdopmaLmio 06 obnagatensax MW, ocHoBbIBasCH Ha
NceBAOHUMAX U CBA3AHHLIX C HUMU JaHHbIX.

2.25 BTOpMYHOE ucnonn3oBaHue (secondary use): Obpabotka MU B ycnosusax, OTAUHAIOLLUXCA OT
HaYarbHbIX YCIOBUM.

MpuMedaHue — Ycnosus, oTNMYAOWNECA OT HayarnbHbLIX YCIOBUA, MOMYT BKNOYaTb, HanNnpuMep, HOBYIO LENb
o06pabotku MU, Hosoro nonyyatena MAN u 1. n.

2.26 yyecTtButenbHaa MUUN (sensitive PIl): Kateropusa MWW, kotopas nubGo sBnsetca no ceoew
npupoae 4yBCTBUTENbHOW, Hanpumep, 3atparusaet Haubonee nuuHylo ccepy obnaparena MNMUN, nubo
MOXET 0Ka3blBaTb 3HAUUTENLHOE BNUAHME Ha obnaaatens MUA.

MpuMevaHune —B HeKkoTopbiX CTpaHax WUNKU Mpu onpeaeneHHbIx obcToATenbcTBax uvyBcTBUTENBHaA MU
onpefenaeTca otHocutensHo Tuna MUKW u Moxet coctosaTe U3 MWW, packpbiBaloLwwen pacoBylo NMPUHAANEXHOCTb,
nonuTuyeckue yBexaeHUss Wnu penuriosHble NGO Apyrue BEpOBaHUS, NepcoHanbHble AaHHble O 3[0p0Bbe,
CceKcyanbHOW XU3HU UNK NpecTynreHusx, u apyrov MUK, kotopas MOXeT ObITb onpeAeneHa Kak YyBCTBUTENbHAA.

2.27 tpetba ctopona (third party): Nuyo, 3amHtepecoBaHHoe B obecneyeHun NpPUBATHOCTU, HE
asnsoweecn obnagarenem MUK, oneparopom NMUU unn obpadotumkom NMUN, a Takxke dusmndeckue nuua,
yNonHOMO4Y€eHHble 00pabaTbiBaTb AAHHbLIE NOA HEMNOCPEACTBEHHbIM PYKOBOACTBOM onepatopa MUN unu
obpabotuuka MUN.

3 O603HaueHns un abbpeBuatypbl

MpuseaeHHble aanee abbpesuatypbl ABnATCA 06wmmn ana MCO/M3K 29100:

PET - texHonorus, ynyJwaiowas obecnevyenHue npusatHoctu (Privacy Enhancing Technology);
UKT — nHdopmMaLmOHHO-KOMMYHUKALMOHHbIE TEXHOMOIUM;

MU - nepcoHanbHasa uaeHTuUkayMoHHas uHgopmaymus.
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4 OCHOBHbI€ 3MneMeHTbl CTPYKTYpPbl 06ecneyeHusi NpuBaTHOCTU

4.1 O0wWw K 0630p CTPYKTYPbI 06eCNeYeHUA NPUBATHOCTH

Cregytowpme KOMMNOHEHTLI CBA3aHbl ¢ obecneyeHmeM npuBaTHOCTU U oBpaGoTtkon MU B cuctemax
WKT n cocraBnsioT CTPYKTYpY o6ecneyeHmsi NPUBaTHOCTU, ONMCAHHYIO B HACTOSILLEM CTaHaapTe:

- CyOBEKTBI U ponu;

- B3aMMOAENCTBUE;

- pacnosHasaHue MUK,

- TpeboBaHMs K MEpaM 3aLLMTbl NPUBATHOCTY;

- NonUTUKM 0BecneyYeHns NPUBATHOCTH;

- Mepbl U CPEACTBA KOHTPONA U YNPaBfeHUs NPUBATHOCTLIO.

Ons pa3paboTku JaHHOW CTPYKTYpbl 06€CNeYEeHNs NPUBATHOCTU YYUTHIBANUCh MOHATMSA, ONpeaeneHus
U pekoMeHaauun U3 Apyrux oduuManbHbIX WCTOYHUKOB. [aHHbIA WCTOYMHMK MOXeT ObiTb HaiigeH B
MOCTOSIHHO pJencteylowiem gokymente 2 PI5 NCO/M3OK CTK1/MK 27  «Bubnuorpacdumyeckuii  Cnmcok
oduumanbHbIX JOKYMeHTOB no npusaTHocTu» (ISO/IEC JTC 1/SC 27 WG 5 Standing Document 2 — «Official
Privacy Documents Referencesy) [3].

4.2 Cy6beKTbl U ponu

Ana uenen paHHOro craHaapra BaXKHO MAEHTUMULMPOBATE CYOLEKTOB, BOBNEYEHHbIX B 006paboTKy
MAN. CywecTByloT YeTbipe Tuna CyOBbeKToB, KOTOpble MOryT ObiTb BOBMNe4veHbl B o6paGotky MUW:
obnapatenu MK, onepartopsl MU, o6pabdotumnkn MUAN 1 TpeTbr CTOPOHBI.

4.2.1 O6napatenu NN

Ob6naparenu MU npepoctasnsaioTt ceoto NMUU ansa obpaboTtkn oneparopam MUU u o6paGotunkam
MAN un, ecnu obpaTHOe HE yCTAHOBNEHO NPUMEHUMbIM 3aKOHOM, OHU Jal0T COorfacue U onpeaensioT CBOM
npeanoyTeHns B OTHoLeHuM cnocobos o6paboTtkn ux MUU. Hanpumep, obnagatenem MU moxeT 6biThb:
paboOTHUK, BKIMIOYEHHbIA B LUTATHOE pPaCMUMCaHWe KOMMaHuW, noTpeduTenb, YNOMSIHYTbLIE B OTYeTE O
KPEAUTHBIX onepauusax, U NauueHT, 3anucb O 340pPOBbE KOTOPOr0 BHECEHA B 3INEKTPOHHYIO 6a3y. UToObl
cuutateca obnagatenem [MUWN, cooTBeTcTBylOLLEE pUMHECKOe NUUO HeobsizaTenbHO MAOMKHO ObiTh
naeHTuduuMpoBaHo no ero umeHu. Ecnu dusuyeckoe nuuo, K kotopomy otHocutca NMUN, moxet ObiTb
UOEHTU(PULMPOBAHO KOCBEHHO (Hanpumep, 4Yepes MAEHTUGUKATOP CYeTa, HOMEpP MonMca CcoLManbHOro
CTpaxoBaHUA WNW Jaxe 4Yepes KOMOMHAUMIO JAOCTYMHLIX MPU3HAKOB), OH WIIU OHA TaKkKe SBAAIOTCA
o6nagatenem MU ana aanHoro Habopa MUN.

4.2.2 Onepartopsbl MNUA

Oneparop NMUN onpeaenser, noyemy (uenb) M kak (cnocobbl) obpabartwiBaetrca NMUN. B gaHHon
cTpykType onepatop NUN aomkeH obecneunBaTb YBEPEHHOCTb, YTO COOMIOAEHME NPUHLIMMOB NPUBATHOCTYU
B0 Bpems o6pa6otkm MWW ocyllecTBnsieTcds nojA €ro KOHTponeMm (Hampumep, NyTem peanusauuu
HeOo6X0aUMbIX Mep U CPeaCTB KOHTPOMS W ynpaBreHus NpUBaTHOCTbLIO). MoXeT cyulectBoBatb bonee yem
oaHoro onepatopa MU ana oaHoro m Toro ke Habopa MNMUU unu Habopa onepauuii, BbINOMHAEMbIX B
oTHoweHun MUN (ana Tex e camblX UMM pasnUYHbIX NeranbHbiX Uenei). B 3ToM cnyyae pasnuyHbie
onepatopbl MUN pomkHbl COTpygHu4aTtb M obecneuuBaTb BLINOMHEHME NPUHUMMNOB obecneveHus
npuBaTHOCTU BO Bpems o6pabotku MUAN. Onepatop MU Takke MOXET pPa3pellnTb BbIMOSTHEHUE BCEX UK
yacTu onepauuii no o6patotke MUU apyrum nuuam, 3aMHTEPECOBaHHLIM B 06ecnevYeHnn NPUBaTHOCTH, OT
cBoero nuua. Onepatopbl MNU aomiHbl TLIATENBHO OLIEHUBATL, 00pabaTbIBAIOT OHW YYBCTBUTENbLHYIO UK
HEYYBCTBUTENbHYIO MHGOPMALMIO, U PEeanu3oBbLIBATh PALMOHANbHLIE U OTHOCALLMECA K Aeny Mepbl U
cpeacTsa  KOHTPONA W YNpaBfieHUA MPUBATHOCTLIO M 6e30nacHOCTLIO Ha OCHOBE TpeboBaHui,
YCTaHOBNEHHbIX B COOTBETCTBYIOLLEN CTpaHe, a TaKke OLeHMBaTb Ni060e BO3ZMOXHOE HEraTUBHOE BIIUSHME
Ha o6napatenei MU B cBA3U C uX naeHTUMKALMEH BO BpEMS OLEHKU pucka oGecneveHns NpuBaTHOCTH.

4.2.3 O6pacoTunku NUU

O6paboTunk MUN BuinonusieT o6pabotky MUU ot umenn onepatopa MU, aencreyeT OT UMEHU UMK B
COOTBETCTBUM C MHCTpyKumsimu onepatopa MNWUWU, cobniogaet yctaHoBneHHble TpeGoBaHus obecneveHus
NpUBaTHOCTU U peanu3yeT COOTBETCTBYIOLLUME MEPbI U CPEACTBA KOHTPONA U yNpaBneHus nNpuBaTHOCTLIO. B
HEKOTOpbIX cTpaHax 06paboTuuk MAN orpaHUYeH 3aKOHHLIM 4OFOBOPOM.

4.2.4 TpeTbyu CTOPOHDI

TpeTbs cTopoHa moxeT nonyyats MWW ot onepatopa MNN unn obpabotumka NUN. TpeTbst cTopoHa
He obpabaTeiBaeT MWUN oT umeHnn onepatopa MMUW. B OCHOBHOM TpETbA CTOPOHA CTaHOBUTCA
camocToaTenbHbiM onepatopom MU nocne nony4enuns sanpawmsaemon MNMAN.
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4.3 BzaumogencTeua

Cy6GbekTbl, MOEHTU(DULMPOBaHHbIE B 4.2, MOryT B3auUMOAEWNCTBOBaTb Mexay co6oi pasnUuHbIM
obpaszom. MoxHO wuaeHTUbUUMpoBaTbL cnegyowme cueHapuu, dopmupylowme notoku MNMUU mexay
obnapatenem MU, onepatopom MU u obpabotunkom MANN:

a) obnagatens MWW npegpocraensetr MWW onepaTtopy MWW (Hanpumep, perucrpauus ans
okasaHus ycnyru onepatopom MAN);

b)  onepatop MWW npeaocrtasnsaeT MM obpa6otuuky MW, koTopelii o6pabaTeiBaeTt aty NMAA ot
umeHu oneparopa MU (HanpumMep, Kak 4acTb CornaLueHus 06 ayTCoOpCUHre);

c¢) obnagartenb MW npeaocTasnset MM obpabotumky MU, koTopbii o6pabartbiBaeTt 3ty MNMUA
oT uMeHu oneparopa MAN;

d) onepatop MNWN npepocraensiet MU obnaaatenio MNWU, n oHa oTHocutcs k o6nagartenio MU
(Hanpumep, B COOTBETCTBUM C 3aNpOCOM, caenaHHelM obnagarenem MAN);

e) obpabotunk TMWN npepocraenser MUN obnagatento MAN (Hanpumep, perynMpoBaHue
onepartopom MAN);

fy obpaGotumk MUA npegocrasnaer NN onepatopy AU
06CnyXMBaHMSA/BLINONHEHUS CEPBUCA, ANSI KOTOPOro oHa Obina npegHasHayeHa).

Ponn o6rnapatena MWW, onepatopa MWW, obpabotumka MUN u TpeTbel CTOPOHbI B AAHHLIX
CLeHapusx nokasaHsl B Tabnuue 1.

Heobxoanmo pasnuyatb obpabotunkos MNN u TpeTbio CTOPOHY, MOTOMY YTO npu nepecbinke MAN
obpabotunky MU npasoBoi koHTponb 3a MWW octaetcs dyHKkumel nepBoHavansHoro onepatopa MUN,
TOrAa Kak TpeTbs CTOpPOHA OMpaBAaHHO MOXET CTaTb CaMoCTosiTenbHbiM onepatopom MUKW nocne
nonyyeHus sanpawwmsaemon MNMNW. Hanpumep, koraa TpeTba CTOPOHA NPUHUMAET peELleHue O nepenade
MU, nony4yeHHol oT onepatopa MU, apyroii ctopoHe, oHa OyaeT AencTBoBaTh kak onepartop MU ¢ ee
COOCTBEHHbLIMK NpaBaMu U NOSTOMY GornbLUe He OyaeT SIBNSATLCS TPETbEW CTOPOHON.

MoxHO uaeHTudmMuMpoBaTe cnepgylowme cueHapuu, copmupylowme notoku [MAN,  mexay
onepartopamu MM n obpabdotunkamu MU, ¢ 04HOI CTOPOHDI, U TPETLEW CTOPOHOM, C APYTON CTOPOHbI:

g) onepatop M npenocraenseT M TpeTbelt CTOPOHe (HaNpUMEP, B KOHTEKCTE AENOBOIO COrMaLleHuns);

h) o6pabotumnk NN npepocraenset MU TpeTbeli CTopoHe (HanpumMep, No ykasaHuio oneparopa NN).

Ponu onepatopa MM n TpeTbein CTOPOHbI B 3TUX CLIEHAPUSIX TaKke NoKa3aHbl B Tabnuue 1.

(Hanpumep, nocne

Ta6nuuya 1-Boamoxuble notoku MUAN mexay obnaagarenem MU, onepatopom MUN, o6paboTunkom
MAN n TpeTbuMK CTOPOHAMU U UX PONAMU

CueHapuii O6naparens MUA Oneparop NAU O6pa6otuuk MMN | TpeTba cTopoHa

a) Mocraswuk MAN Monyyatens NN - -

b) - Mocraswwk NN Monyvatens MAA -

)] Mocraswwk M - Monyvatens MAN -

d) MNony4yatens NN Mocraswmk MAN - -

€) MNony4yatens NN - MNocraswwmk NN -

f) - Monyvatens MU Mocraswyk NN -

a9) - Mocraswwk NN - Monyyatens
%1%

h) - - Mocraswyk NN Monyuyatenob
nmn

4.4 Pacno3HaeaHue MNNA

Yro6bl onpeaenutb, cuutaeTca nu uandeckoe nuuo UAEHTUMULMPYEMbIM, AOIDKHbLI ObITb NPUHATHI
BO BHUMaHue HekoTopble hakTopbl. B 4acTHOCTM, HEOOX0AUMO Y4uTbIBaTL BCE CPEACTBA, KOTOPLIE MOFYT
OnpaBAaHHO MCMONb30BaTLCA FMLIOM, 3aUHTEPECOBaHHLIM B OGEcneYeHun nNPuBaTHOCTU, XPaAHALLUM
OaHHble, unu noboW Apyron CTOPOHOM ANA uaeHTudukauum 3Toro duamndeckoro nuua. cucrembl UKT
IOIDKHbI NOAAEPXXUBATbL MEXaHU3Mbl, UHbopmupyowme obnagatens NMUU o Takon MUU n npeagocTaBnsaTb
u3n4yecKoMy nuLy COOTBETCTBYIOLLME MEPbI U CPEeACTBA KOHTPOMNS M YNPaBneHWs Npu COBMECTHOM
MCMONb30BaHWUK 3TOI MHopMaumu. B cneayiomx nOANYHKTAX COAEPXHUTCH AONONHUTENbHOE pa3bACHEHUE
TOro, KaKk onpeaenuTb, cneayeT nu paccMatpuearb obnagarens NMUU B kayecTse naeHTubUUMpyemoro.

4.4.1 NpenTudpukaTopbl

B onpeaeneHHbix cnyyasx uaeHTuduuupyemocte obnaaatens [MUUA moxeT ObiTb OYeBUAHON
(Hanpumep, koraa nHopmaLmus COAESPXKUT UMM CBA3AHA C MAEHTMMUKATOPOM, KOTOPLIA UCNONbL3YeTCA ANns
obpalueHus unu ceasu ¢ obnagatenem MNN). Uncopmaumsa moxeT Obitb oTHECeHa k MUN B cneayrowmx
crnyyasx:

5
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- €eCcnu OHa COoAepXUT UNU CBA3aHa C UAEHTUUKATOPOM, KOTOPLIN OTHOCUTCA K (PU3MYECKOMY
nuuy (Hanpumep, HoOMep CoLManbHOro CTPaxoBaHUs);

- €CINN OHa COoAEPXUT UNU CBA3aHaA C UAEHTUMUKATOPOM, KOTOPLI MOXET OblTb NErko CBA3aH C
cusnyeckum nULIOM (Hanpumep, HOMEp U Cepua NacnopTa, Homep c4eTa);

- €CI1 OHA COAEPXMT UMK CBA3AHA C MAEHTUPUKATOPOM, KOTOPLI MOXET MCMONbL30BATLCA ANA
YCTaAHOBJIEHUAI CBA3N C MAEGHTUPUUMPYEMBIM (DU3NYECKUM NMUOM (Hanpumep, TOYHOe reorpaduyeckoe
MeCTOononoXeHne, Homep TenedgoHa);

- €Cnn OHa COAEPXMT CCbINKY, KOTOpas CBA3LIBAET AaHHble ¢ MoObIM U3 UAEHTUUKATOPOB,
NPUBEAEHHLIX paHee.

4.4.2 Apyrve oTnUYUTENbHbIE XapaKTePUCTUKN

MaeHTndpuuupyeMocTb SIBASETCS CMNOCOGHOCTLIO onpeaeneHns (M3MuYeckoro nuua, K KOTOpoMmy
OTHOCUTCA AaHHbii Habop TMUW. Toatomy uHdopmauua He o06a3aTenbHO AomkHa ObiTb CBf3aHa C
naeHTudukaTopoM, utobbl cuutateca MUU. Undopmauuio moxHo cuutate MW, ecrim ona Oyper
cogepxaTb unu OyaeT cBfi3aHa C XapakTepUCTUKOM, KOTopas oTnuyaet u3myeckoe Iuuo OT ApYrux
duanyeckux nuuy, (Hanpumep, BMoMeTpUYECKUEe AaHHbIE).

MoGoi aTpubyT, uMeloLMin 3HaYeHne, KOTOPbIN YHUKanNbHO onosHaeT obnagatena MNMUN, HeobGxoaumo
paccMmatpuBaTbh KaK OTNIMYUTENbLHYIO Xapakrepuctuky. Heo6xoauMo OTMETUTb, YTO HE 3aBUCUMO OT TOrO,
OTNMYaeT UNKU He OTNMYAaEeT JAaHHAs XapakTepucTuka (puanyeckoe muuo OT ApPYrux hU3UYECKUX nuul, oHa
MOXET M3MEHUTbCA OT KOHTEKCTa MCMosb3oBaHuA. Hanpumep, damunum cdusndeckoro nmua MoxeT ObiTb
HeA0CTaTouHO, YTOOLI OMO3HaTL ero B rmobanbHOM Macwrabe, HO OyaeT AOCTaTOYHO, YTOObLI OTAMYUTL
dhusuueckoe nuuo B maclurabe KoMnaHuu.

Kpome TOro, MOryT Takke CyuweCTBOBaTb CUTyauuu, B KOTOPbIX (pusnyeckoe nuuo sBnseTca
UAEHTUDUUMPYEMBIM, AAXKE €CMN HE CYLWEeCTBYET HUKAKOr0 €IMHCTBEHHOrO NPU3HaKa, KOTOPbIA YHUKANbHO
onpegensiet ero unu ee. B atom cnyyae kOMOUHALUA HECKONMbKUX MPU3HAKOB, B3ATbIX BMECTE, OTNMYaeT
dusmyeckoe nMuo ot Apyrmx usndeckux nuuy. BO3MOXHOCTb OTHECEHUSI Hekoero HU3MYecKoro nuua K
naeHTuuuupyeMbiM, UCXoas U3 KOMOUHaALMKM NPU3HAKOB, MOXET TaloKe 3aBUCETb OT KOHKPETHOW obnacTu.
Hanpumep, koMGUHALUKM NPU3HAKOB «KEHLUMHAY, «45» «apaBokaT» MOXET OblTb AOCTAaTOMHO And
naeHTuukaum Hekoero pU3MHECKOro nuua B npeaenax onpenerneHHoW KOMMaHuM, HO 3a4acTylo 3TUxX
Npu3HaKkoB GbiBAET HEAOCTATOUHO ANA UAESHTUUKALUM 3TOTO e U3MYecKOoro nuua 3a npeaenamMu 3Ton
e KOMMaHuu.

B Tabnuue 2 npuBeaeHbl HEKOTOpble NpuMepbl aTpubyToB, KOTOpble MOrmu Gbl OGbitb MUU B
3aBUCUMOCTU OT cdhepbl AEATENBHOCTU. DTU NPUMEPDI ABAAIOTCA MHPOPMATUBHBLIMM.



rocCT P UICO/MIK 29100—2013

Tabnuya 2 - [lpuMepbl aTtpubyTOB, KOTOpble MOTYT WCMONbL30BaTLCA AnNs uaeHTudukauum
hU3NYECKNX NnL,

Mpumepsbl
BospacTt unu ocobbie noTpeGHOCTU YA3BUMbIX (DU3NYECKNX TNLY
3aaBneHne o0 KPUMUHANBHOM NOBEAEHUN
IMoBas undopmauus, cobpaHHas BO BPEMS OKa3aHUSt MEAULMHCKUX YCIyr
Homep 6aHKOBCKOTrO cveTa Unn KpeaUTHON KapThbl
BuomeTpuyeckuin ngeHtudukatop
MHdopmauma o KpeauTHON KapTe
OcyxaeHue B yronoBHOM NOpAAKe UM COBEPLUEHHbIE NPECTYNNEHUS
Ot4eThbl 06 YronoBHOM paccrneaoBaHum
ABOHEHTCKUIA HOMEp
[ata poxxgeHus
MHdopmayma o onarHoctTuke coCTOAHUA 340pOBbA
HeTtpyaocnocobHOCTb
[OKYMEHT 0 HETPYAOCNOCOOHOCTH
CBeaeHus 0 3apaboTHON Nnarte crny)alumx u dannel oTaena Kagpos
duHaHcoBas uHdopmauyua
Mon
[aHHble GPS 0 MECTONONOXEHWK
Tpaektopun GPS
HdomawuHun agpec
IP-agpec
MHdopMauma 0 MECTOMONOXEHUN, NOMYYEHHAA OT TENEKOMMYHUKALIMOHHBIX CUCTEM
Wctopua 6onesHu
damunusa
lFocyaapcTBeHHble UAEHTUMUKATOPLI, HANPUMEDP, HOMEP W cepusa nacnopTa
AApec NMUYHOW 3NEKTPOHHON NOYTbI
JInyHble naeHTUdUKaumMoHHble Homepa (PIN-koabl) unu naponu
JIn4Hble MHTEepechl, NoslyYeHHble U3 oTcnexumeaHna \Web-cantos MHTepHeT
JINYHBIV MM NOBEAEHYECKUI CTEPEOTUN
Homep nuyHoro Tenedgona
doTorpadua unm Buageo, no KOTopbiM MOXHO UAEHTUMUMPOBATL YenoBeka
MpeanoyteHus, kacaowmecs NPoAyKTOB U yCnyr
PacoBoe unu aTHn4eckoe npoucxoxaeHue
PenurnosHoie unu dounocodckme yoexxgeHus
CekcyanbHas opueHTauus
YUneHcTBO B Npodhcoro3ax
CyeT 32 KOMMYHarnbHbIE YCNYTH

4.4.3 Nncopmauus, KOTOpasa CBA3aHa UM MOXeT ObITb CBA3aHa ¢ obnaagatenem MU

Ecnn paccmatpuBaemaa uHdopmaums He uaeHTudpuuympyetr obnagarens MNUA, 10 JOMKHO ObITb
onpeaeneHo, CeBA3aHa N WMHMOPMALMA WM MOXET MU OHa ObiTb CBA3aHA C WAEHTUMUKALMOHHBIMU
JaHHbIMU PU3UYECKOTO nuua.

Mocne ycraHoBneHust CBA3M C uaeHTUMUUPYEMbIM (DU3MYECKUM NULOM HEOBXOAMMO peLumnTb
coobuaeT nu yto-nMbo nHpopMaumsa 0 JaHHOM (PU3MYECKOM NULE, HAaNPUMED, ECNK OHA CBA3aHAa C €ro unu
ee xapaktepuctukamu nubo noseaeHuem. [lpumepbl BKMOYAOT uCTOpuM OOnesHu, UHaHCOBYIO
UHOPMAaLMIO UMK NIUYHBIE WHTEPECHI, MONyYEHHbIE NOCPEeACTBOM OTCMEXMBAHMA ucnonb3oBaHus \Web-
cantoB MHTepHeT. MpocTble coobueHna 06 OTNNYUTENbHBIX YepTax hM3nYecKkoro nuua, Takux Kak Bo3pact
unu non U3NYECKOro nuua, MOryT Takke KBanuuumpoBaTb CBA3AHHYIO C HUM MHdopmauuio kak MAN.
He3aBucumo OT 3TOrO, €cnu CBA3b C MAEHTUMMUUPYEMBIM (DU3UYECKUM NULOM MOXET ObITb YCTAHOBMEHA,
Takasi MUHdhopMauus Takxke gomkHa obpabarbiBatbca kak MAN.

4.4.4 NceBAOHUMHbIE AAHHbIE

YT00bI OrpaHMuMThL BO3MOXHOCTL OnepaTtopoB u o6pabdoTtumkos MU naeHTuduymposatb obnaagarens
MUNN, naeHTucdbmkaumoHHas nHcopmauma MoOXeT OblTb 3ameHeHa nceBAOHMMaMU. Takas 3amMeHa OObIMHO
BbiNnonHsaeTca nocraswmkom MAN go nepegaun MW nonyyatenio MNMAW, B 4aCTHOCTM, Kak yKas3aHO B
cueHapusx a, b, ¢, g, h Tabnuupl 1.

Mpu HekoTOpbIX npoueccax Ou3Heca nOMaralTCA Ha Ha3HaAYeHHbIX 0OpPaboOTYMKOB, KOTOPbIE
BbIMOMHSIOT 3aMEHY U KOHTPONMUPYIOT Tabnuuy unum yHKUMIO Ha3HavyeHus. 3avactyio 910 ObiBaeT Toraa,
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Korga cyLecTByeT HeoOX0AMMOCTb 00paboTkM HyBCTBUTENbHbLIX AAHHbLIX MUUAMW, 3aUHTEPECOBaHHbLIM B
obecnevyeHny NPMBaTHOCTM, HE NPOU3BOAMUBLLUMU UX COOP.

3ameHa, paccmatpuBaemas kak ncesooHuMm3auus, obecneumBaeT cneaylolee:

a) ocrtaBlumeca aTpubyThl, CBA3a@HHbIE C MNCEBAOHMMAMMW, HEAOCTATOYHbI AN uAeHTudukauumn
o6nagatens MK, kK KOTOPOMY OHU OTHOCHATCS;

b)  nceBAOHMMbI Ha3HaA4yalTCA Tak, 4TOObI MX MCMONb3OBaHWE ANA BbINONHEHUA 0OpaTHOro
JElCTBUA He MOINo OCYLLeCTBRATLCS [JAaXe Mpu  3aTpauMBaHWM  3HAYMTENbHbLIX YCUMMIA  nuuamu,
3aMHTEPECOBAHHBIM B 00€CNeYeHn NPUBATHOCTH, KPOME TEX NNLL, KOTOPbIE YNOMHOMOYEHBI 9TO AEnaTh.

MceBaoHUMU3aLUS COXPAHAET BO3MOXHOCTb YCTAHOBMNEHUS CBA3U. MOXHO YCTaHOBUTbL CBSA3b MEXAY
Pa3nUYHbIMWU AaHHBIMMW, CBSAA3AHHLIMU C OJHUM W TEM >KE€ MNCEeBAOHUMMOM. Yem Oonblie 00beM AaHHbIX,
CBSA3@HHbIX C AaHHbIM NCEBAOHUMOM, TeM OOnbLUe PUCK TOro, YTO CBOWCTBO (a) OyaeT HapylweHo. Bonee
TOro, YeM MeHbLUe rpynna (puandyeckux nuu, K KOTOPbIM OTHOCMTCA HabOp NCEeBAOHWMHbLIX AAHHbIX, TEM
BonbLle BEPOATHOCTb TOro, Yto obnagartens MU cTtaHeT naeHtTuduumupyembiM. MpuaHaku, cogepaLinecs
HEeNocpeaCTBEHHO B MHpopMaLMK, O KOTOPOW MAET peyb, M NPU3HAKM, KOTOPbIE MOTYT ObITb NErko CBSA3aHbl
C 9TON MH(popmauyuen (Hanpumep, NOCPeaCTBOM UCMNOSIb30BAHUA MOUCKOBON CUCTEMbI MU NEPEKPECTHbIX
CCbINOK C ApyrMMu Gasamu AaHHbIX) AOIDKHbI ObITb MPUHATBI BO BHUMAHUE MNPW ONPEAENEeHWu TOoro,
OTHOCUTCSI UMK HE OTHOCUTCA MHPOPMALMA K M AEHTUDULMPYEMOMY (PUNYECKOMY NULLY.

McesgoHumMu3auusi  ABMSIETCA  AENCTBMEM, NPOTUBOMONOXHbLIM  06e3nuumBaHuio.  [Mpoueccsl
ob6esnuunBaHus Takke obecneumsatot ceolictea (a) u (b), npuBeaeHHbIE paHee, HO HapyLUAOT BO3MOXHOCTb
yCTaHOBMNEHUA CBA3U. Bo Bpems obes3nnumBaHnsa naeHtudpukaynmoHHaa niopmauyuna nubo ygansetcs, nnbo
3aMeHsIeTCsl NCEeBAOHMMAaMM, ANA KOTOPbIX (PYHKUMS unm Tabnuua Ha3HavdeHusa yHudToxaetcs. [oatomy
obes3nunyeHHble AaHHble B6onblue He asnsaoTea MAN.

4.4.5 MetapaHHble

MAN moxeT xpaHutbca B cucteme MKT Takum o6pasom, 4YTo OHA He ByaeT siBNSATbCA BUAWMOW Ans
nonb3oBartens cuctemol (1. €. obnagarena MNKM). Mpumepamm Takon MHOPMaUuN SBNSAIOTCS haMunmns
obnapatena MWW, xpaHAwaaca kak MeTagaHHble B CBOWCTBAX [AOKYMEHTa, M KOMMEHTapuu wunu
OTCNEXEHHbIE W3MEHEHUs, XPaHSALIMECs Kak MeTajaHHble B AOKYMEHTE MO MOAroToBKe TeKcToB. Ecnu
o6nagateno MW cTaHeT nseectHo o cywecteosaHun MU nnu obpatboTtke MU ana sTol Uenu, To OH Unu
OHa, BO3MOXHO, npeanoytyT, utobbl MU He obpabaTtbiBanacb TakMuMm 00pa3oM UMM He UCMNOMb30OBanach
COBMECTHO.

4.4.6 Hesanpawusaemas NN

MW, kotopasa He Gbina 3anpoiueHa onepatopom MUK unu o6pabotumkom MUAN (1. e. nonyyeHa
HenpeaHaMepPEHHO), MOXET Takke XpaHutbca B cucteme MIKT. Hanpumep, obnagatens MW noteHumansHo
mMor 6bl npegoctasuTb MU onepatopy MAW, KoTopylo nocrnegHuit He 3anpawmMBan WM HE OTbICKMBAn
(Hanpumep, aononHutensHas MWW, npegoctaBnsiemasn B KOHTEKCTE B (hOpME aHOHUMHOW 0OpaTHON CBA3MU
Ha Web-caiite). Puck cbopa HesanpawmBaemoi MU moxeT ObiTb YMEHbLUEH MyTEM PacCMOTPEHMS Mep
3alWmMTbl NPMBATHOCTU BO BPEMS MPOEKTUPOBAHUA CUCTEMbI (TAKKe U3BECTHLIX KakK NMOHATUE «obecnevyeHne
NMPUBAaTHOCTU YEPE3 NMPOEKTUPOBAHNEY ).

4.4.7 YysctBuTennHaa N1

YyBCTBUTENLHOCTb pacnpocTpaHseTca Ha Bco [MAWU, u3 KkoTopon MOXeT ObiTb MOMyyYeHa
yyscTBUTenbHaga MU, Hanpumep, MeauLMHCKMe npeanmcaHns MOryT nokasatb noapoOHyo nHopMauuto o
3gopoBbe obGnagatena MNMUN. Jaxe ecnm NN He cogepxuT npaMyl0 UHOPMaUMIO O CeKcyarbHOR
opueHTaumMm unu 3aopoebe obnaagartens MWW, HO MOXET MCNONb30BATbCA ANS MONyyYeHuUs NoA0BHON
uHdpopmaumu, 1o Takaa MU moxeT ObiTb YyBCTBUTENLHOW. [ONns uenen atoro craHaaprta MUU HyxHO
paccmaTpuBaTth Kak YyBCTBUTENbHYIO TaMm, FAe 9T0 BO3MOXHO.

B HekoTOpbIX cTpaHax noHsaTue JyscTBUTENnbHOW MW 9BHO onpeaeneHo B 3akoHe. [Mpumepom
ABMNAETCA WMHOPMaUMa O pPacoBOW MPUHAAMEXHOCTU, STHUYECKOM MNPOUCXOXKAEHUU, PENUIMMO3HBIX WK
dunocodcknx ybexaeHmax, NoNMTUYECKUX B3rnagax, YneHcTBe B NPOMpCco3ax, CeKCyanbHON XU3HU UK
opueHTauuu, a TaKke 0 puanyeckom Unm ncuxmveckom 3goposbe obnagartena MNWU. B apyrux crpaHax
yyBcTBUTENLHAs MUM moxeT BknoYaTb MHAOPMaUUIO, KoTopas Morna Obl CNocOOCTBOBAaThH «Kpaxke
NMYHOCTUY (MAESHTUMDUKALMOHHBIX AAHHbIX) UMW UHBIM 0BPa30M MPUBOAUTbL K 3HAUUTENBHOMY (PUHAHCOBOMY
ywepby aAna dusndeckoro nuua (Hanpumep, HOMEepa KPEAUTHBIX KapT, uHdopMauus 0 BaHKOBCKOM CYeTe
UNU rocyaapCTBEHHble WMAEHTUAUKATOPLI, TakMe Kak HOMEpP W Cepus nacnopra, HOMepa CTpaxoBbIX
CBUAETENLCTB, HOMEpa BOAWUTENbCKUX YAOCTOBEPEHMI), W UHdoOpMauuo, kotopas wMorna Obl
UCMOIb30BAaTLCA ANA ONpefeneHus mectoHaxoxaeHus obnagatens MAN B peanbHOM MacliTabe BpeMEHH.

O6paboTka 4yscTBuUTENbLHON W TpebyeT npumeHeHusa cneumanbHbiXx mep. Bo MHOrmx crpaHax
o6paboTka yyBcTBUTENLHONW MU MOXET ObITh 3anpeLleHa AENCTBYIOLLMM 3aKOHOM, Aaxe ecnu obnaaartenb
MAN pan cornacue Ha ee 06paboTKy. HekoTopblie cTpaHbl MOTYT NOTpeboBaTh BbIMONHEHUS ONpPeaeneHHbIX
MEpP M CpeACTB KOHTPONA M ynpaBneHus npu obpaboTke onpeaeneHHbiX TMNOB YyBCTBUTEMbHOW [MNA
(Hanpumep, TpeboBaHue 3awmdpoath MeauumHckyto MW npu nepeaade ee no o6LEAOCTYNHONW CETH).
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4.5 TpeGoBaHuA K Mepam 3alMnTbl NPUBATHOCTU

OpraHusaumm 3auHTepecoBaHbl 3awmwate MAM no pasHbiM  npuunHam: 4ToObl  3alMLIATb
npueaTHOCTb obnagartensa MWW, cooTBETCTBOBATL MPaBOBLIM U HOPMATUBHLIM TPeBGOBaHWSM, BbINOMHATbL
00513aHHOCTU KOpropaLumu, NOBLILIATL AOBEPUE KNUEHTOB U T. 4. Llenb 4.5 — gatb obLiee npeacraBneHne o
pa3nu4HbIX akTopax, KOTopble MOryT BRUATb Ha TpeOOBaHUA MO 3alUMTE NPUBATHOCTMU, SBMSIOLIMECH
COOTBETCTBYIOLLMMU ANA OTAENbHbIX OpraHusauuin unu nuy, o6pabatbiBatowmx MAN n 3anHTepecoBaHHbIX
B 06ecnevyeHnm NnpuBaTHOCTHU.

TpeGoBaHWsA NO 3alumTe MPUBATHOCTM MOTYT 3aTparMBaTb MHOMME pasnuyHble acnekTbl 06paboTku
MAN, Hanpumep, cBop wu coxpaHeHne T[N, nepegavyy MMM TpeTbum CTOpPOHAM, [AOroBOPHbIE
B3aUMOOTHOLUEeHUs mexay onepatopamu MU, obpabotunkamu MW, Tpaucrpanuunasa nepegada MAN u
T. 4. TpeboBaHua NO 3almTe NPUBATHOCTM MOTYT TaKke pasnuyatbCst no cneuuduke. OHKU MOryT ObiTh
obLLKMMKM N0 XapaKTepy, HanpuMep, COCTOATb U3 ONPEAESIEHHOTO KONMMYECTBA BbICOKOYPOBHEBLIX NPUHLMMOB
NPUBATHOCTU, KOTOPLIE, KaK 0XUAaeTcs, opraHmsauus 6yaet npuHMMaTh BO BHUMaHue npu obpatoTke MUN.
OpHako TpeGoBaHua No 3awMTe NPMBATHOCTM MOTYT TaKKe BKMOYaTb OYEHb CheLuduyeckne orpaHuyeHns
Ha o6paboTky onpeaeneHHbix TunoB MAW nnu npeanucebiBaTth peanmsaumio creumdmyeckux mep U cpeacTts
KOHTPONSA M yNpaBneHUsi NPMBaTHOCTbLIO.

Paspabotke kakown-nubo cucrtembl MKT, Bknovatowei obpabotky MU, gomkHa npeallecTtBoBaTb
uaeHTudukaums cooTBeTcTBylOWMx TpeboBaHuii mo 3awute npuBaTHOCTWU. [Mocneactsus obecneyeHus
NPUBATHOCTU, CBA3AHHbIE C HOBbIMU UMW 3HAYUTENBHO MOAUMULMPOBAHHbIMKM cucTemamu WUKT,
yyacteytowmmm B obpatdotke MW, gomkHbl ObiTb NPUHATHI BO BHUMAaHWE (paspeiueHbl) A0 TOro, Kak Te
cuctembl VKT OyayT peanu3oBaHbl. B nnaHOBOM nopsigke oOpraHu3auuu BbIMOMHSIOT LUMPOKUIA CNEKTP
AeATenbHOCTel N0 MEHEMKMEHTY pucka U paspabaTtbiBaioT NPounmu pucka, OTHOCALLMECS K UX cUCTEMaM
UKT.

MeHemKMEHT pucka onpeaenseTcss Kak «CKOOPAWHUPOBAHHbIE AEWCTBUSI MO PYKOBOACTBY W
yrnpaBneHuto opraHusaumen B otHoweHun pucka» (MCO Pykosoacteo 73:2009). MpouecCc MeHemKMeHTa
pucka obecneyeHuss NPUBaTHOCTH BKIIOYAET Cneayowme npouecce:

- YCTaHOBMEHUS KOHTEKCTA MyTeM OCMbICRIEHUS opraHusaumm (Hanpumep, obpabotka MUN,
00513aHHOCTH), TEXHMYECKON cpedbl U paKTOPOB, BAUAIOWMX HA MEHEIKMEHT pucka obecneyeHus
NpUBaTHOCTU (T. €. MPaBOBbIE M HOPMATUBHbIE (PAKTOPLI, AOrOBOPHbIE (hakTOpbl, dakTopbl GusHeca u
apyrve aktopbl);

- OLIEHKM pucKa nNyTeM unaeHTudukauum, aHanusa u OueHUBaHUA pUuckoB ana obnaaarenen MU
(puCKM, KOTOPbIE MOTYT NOBMAUATL HA HUX HEGaronpUATHLIM 06pa3som);

- 06paboTkn pucka nyTem onpeaeneHns TpeboBaHui No 3aluMTe NPUBATHOCTU, AEHTUdUKALUMN U
peanusauun Mep M CpPEACTB KOHTPONA WM YNpaBneHUsi NPUMBATHOCTLIO Ans NpeaoTBpalleHns wunu
yMeHbLLEHUA puckoB ans o6naaarenen MUN;

- KOMMYHUKaLMU M KOHCYNbTUPOBaHWE NyTeM MONy4YeHUs UHAOPMAUUN OT 3aMHTEPECOBAHHbLIX
CTOPOH, AOCTWXKEHUSI COrnacusa no Kaxaomy npoueccy MeHe[KMEeHTa pucka, a Takke WHGopmupoBaHUA
obnagatenei MAU n coobLueHNs M 0 pUcKkax U Mepax U cpeacTBax KOHTPONSA U ynpasneHus;

- MOHWUTOPUHIA U NEepecMoTpa NyTEM OTCMREXMBAHUS PUCKOB U MEP U CPEACTB KOHTPONA W
yMpaBreHus, a TaKke yCOBEPLUEHCTBOBaHUA NpoLecca.

OfHUM U3 pe3ynbTaToB MOXET ObiTb OLEHKa BNUAHMA oBecneyeHnss NPMBATHOCTM, KOTOpas ABNAETCA
COCTaBHOW 4aCTbl0 MEHEDKMEHTA PUCKOB, HANPaBNEHHOro Ha obecneveHne cobnoAEHNA 3aKOHOAATENbHbIX
TpeboBaHMI B YaCTU NPUBATHOCTU U 3aLUUTbLI AaHHBLIX, U OLEHKa NocneAcTBuin obecneyeHns NpuBaTHOCTU
HOBbIX WNM CYLUECTBEHHO M3MEHEHHbLIX NPOrpamm unu AestensHocten. OUEHku BnusHUS obecneveHus
NPUBaTHOCTU AOIKHbI ObiTb OPOPMIEHbI B paMkax Gonee LUMPOKON CTPYKTYpbl MEHEMKMEHTa PUCKOB
opraHusauuu.

TpeboBaHua K Mepam 3awmTbl NPUBATHOCTU WMAEHTUMUUUPYIOTCA Kak 4acTb obuiero npouecca
MeHeXKMeHTa pucka obecneyeHus NPMBATHOCTU, HA KOTOPLIA OKa3bIBAIOT BrUsHME crneayowme akTopbl
(kak nokasaHo Ha pucyHke 1 n onucaHo aanee):

- NpaBoOBLIE M HOPMAaTUBHbIE (PAKTOPbI, HANPABMIEHHbLIE HA 3ALLUMTY NPUBATHOCTM (DU3UYECKOTO
nuua u sawmty ero NMANKA;

- [OroBOpHbIe (haKTOpbl, TakMe Kak oOTpacnesble HOPMbl, MpPodeccMoHanbHble CTaHAapThl,
MONUTUKU KOMMAaHWMK;

- dakTopbl OusHeca, npeaonpeaeneHHble cneuudUUYHbIMK  OU3HEC-TIPUNOXEHUIMU  UNu, B
OTAEnNbHbIX CRy4Yasnx, cneundunyHbIM KOHTEKCTOM;

- apyrue aktopbl, KOTOpbIE MOryT BAMATL HA npoekTupoBaHue cuctembl UKT u cBsidaHHble C
HUMK TpeBOoBaHNA K MepaM 3aLLmTbl MPUBATHOCTH.
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Mpasosbie 1
HOPMATHBHbIE [loroBopHbie DakTopti [ipyrve chaxrophs

daKTopsI haKTopbl 6usteca =z
]
- MexayHapoaHbie, - Cornaiexmne mexay| - Cneumdpuueckue - [Npepnoyrexunsa §
— | HauvoHanbHble U HECKONbKUMU XapaKTepuCTUKK, NPUBaTHOCTH E
MECTHBIE 3aKOHbI cy6bexramm u NpegycMOTpeHHbIE ANA obnapareneii MNA 22
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1 <]
e - MNocTaHoBnexus - Orpacnesbie - BHyTpeHHue cucteMbl 8, g
g peKoMeHAaLIMM, KOAEKC Mep U CPeacTB =
3 - Cyne6Hble pewieHun - NonuTnku KoMNaHUK NOBEAEHUA, Nyyllne KOHTpONsi U 9
z 1 o6s3aTenbHbie NPaKTUKK UNn ynpasnexmua e
- CornalueHnus ¢ KopnopaTuBHbie CTaHAapTL e
TpYyOoOBbIMU COBETaAMU npasuna - TexHnyeckue =
1Ny ApyrumMmn CTaHAAPTHI a

TPYLOBbIMU

L | opranuzaumsmu

PucyHok 1 - dakTopbl, BMUSIOLLME HA MEHEDKMEHT pucka obecneveHuns npuBaTHOCTU

4.5.1 NpaBoBble U HOpMaTUBHbLIE (haKTOPbLI

TpeboBaHuA K Mepam 3alMTbl NPUBATHOCTU YAaCTO OTPaXKEHbI B (1) MEXAYHAPOAHBIX, HALMOHAMNbHBLIX
W MeCTHbIX 3aKoHax, (2) nocraHoBrneHusix, (3) cyaebHbiX pelueHusxX unu (4) AOroBOPHBIX COrfalleHusX C
TPYAOBbIMM COBETaMU MNW APYTMMM oOpraHvusauuaMu paboTHukoB. Hekotopble NpuUMepbl MECTHOro W
HaUWoHanbHOro 3aKoHoAaTenbCTBa BKIOYAIOT 3aKOHbl O 3alluTe AaHHbIX, O 3alWuTe npas noTpebutens,
3aKoHbl O NpeaynpexaeHW HapyLUEeHWA, 3aKOHbl O XpaHeHUM AaHHbIX U TPYAOBOE 3aKOHOAATENLCTEO.
CooTBeTCTBYIOWME MeXAyHapo4Hble 3aKoHblI MOTYT BKIouaTh NpaBwuna, 3aTparvealomue TpaHCrpaHuuHyo
nepegavy MNUN. Onepatopsl MU gomxkHbl ObITb OCBEAOMIEHEI 060 BCEX COOTBETCTBYIOLMX TPEGOBAHUAX K
Mepam 3aluTbl NPUBATHOCTW, BbLITEKAOWUX U3 IOPUANMECKUX WM  HOPMATUBHBLIX hakTopoB. [Ans
AOCTVKEHUS 3TOW LIenn oneparopbl MOryT AEHCTBOBATb B TECHOM COTPYAHUYECTBE C IOPUCKOHCYNbTamu. B
TO BPEMS KaK AJ1s1 MHOMMX CTpaH OTBETCTBEHHOCTL 3a cobnioaeHue TpeboBaHnin, B KOHEYHOM CYETE, HECeT
oneparop MU, Bce CTOpoHbI, yyacTeytoLme B obpabotke MUN, Taloke JOMKHBI 3aHATb AKTUBHYIO NO3ULINIO
B ONpeaeneHMn CooTBETCTBYIOLMX TpeGoBaHui ob6ecneveHns NpUBaTHOCTH, BbITEKAIOLMX M3 NPaABOBbLIX U
HOpPMaTUBHbIX aKToOpOB.

4.5.2 loroBopHbIe (haKkTopbI

[loroBopHble o6si3aTenbCcTBa Talke MOMyT BNUATL HA TpeboBaHNS K Mepam 3alMTbl NpUBaTHOCTU. JTH
ob6si3aTenbCcTBa MOryT SIBMATHCA PE3yNbTaToOM CcorfalleHus MeXay HECKONbKUMMY CybObekramm v cornallueHui
€ oTAenbHbIMKU cyb6bekTamu, HanpuMep, cornalueHne obpabotumnkos MUN, cornawenus oneparopor NMUU u
TpeTbWX CTOPOH. Hanpumep, nvuo, 3saMHTepecoBaHHoe B o6ecneveHn NpMBaTHOCTYU, MOXET noTpebosarb,
4YTOObl TPETbM CTOPOHbI WUCMONL30BANW ONPEAENEHHbIe Mepbl W CPEACTBA KOHTPOMS M ynpaBneHus
NPMBATHOCTLIO W cornacossiBany TpebosaHus O pacnopsikeHun cneuudmyecko NMAU oo nepepaum um
NMUN. TpeboBaHua K MepaMm 3aliMTbl NPUBATHOCTU MOFYT Taloke ONPEAENsTbCA MOMUTMKOA KOMMAHUM U
obs3aTenbHbIMA - KOPNOPaTUBHLIMW NPaBUNaMK, KOTOpble IWLO, 3auHTEpecoBaHHOE B obecneveHuu
NPYBAaTHOCTM, ONPEAEnUno camo Ans cebs, HanpuMep, AN 3alMTbl TOPrOBOA MapKU OT YTpaThl penyTauvm
B Cry4yae HapyLUeHUs1 NpUBaTHOCTH.

B npuHuune, mobas cTopoHa, wumetowas poctyn Kk WKW, pomkHa ObiTb oduumansHo
npovHGOpMUpOBaHa O cBouX obszaTenbCTBax COOTBETCTBYHOLMM(M) onepatopoM(amu) MUU, Hanpumep,
nyTeM 3aknioHeHUs cornalleHust ¢ TpeTbel CTOpoHOW. Takue cornalleHns, BeposiTHO, OyayT cogepxatb psj,
TpeboBaHuii Kk MepaMm 3alWTbl MPUBaTHOCTU, KOTopble TPEeTb cTopoHa (nonyyatens [MUWU) pomkHa
NpUHMMaTb BO BHUMaHWe. B HEKOTOpbIX CTpaHax HauWoHarnbHble U pervoHanbHble opraHbl MOryT UMETb
YCTaHOBINEHHbIE NMPAaBOBble M AOrOBOPHbLIE AOKYMEHTHI, Aeralwue BO3MOXHOW nepenadvy NUU Tpetbum
CTOpOHaMm.

4.5.3 dakTopbl 6OM3Heca

Ha TpeboBaHusi kK Mepam 3aLuTel NPUBATHOCTA MOTYT TaKkKe BNusATb hakTopbl GM3HeCa, K KOTOpbLIM
OTHOCHATCS ONpeAeneHHble XapakTepucTuki NpeanonaraeMoro NPUMEHEHUs UM KOHTEKCT MCMOMb30BaHMS.
dakropbl GusHeca MOryT LUMPOKO BapbupOBaTbCA B 3aBUCMMOCTM OT TWNA nuua, 3aMHTEPECOBAaHHOro B
obecneyeHnn npuvBaTHOCTU, M Buaa GusHeca. Hanpumep, OHM MOFYT UMETb OTHOLUEHWE K CEerMmeHTy, B
KOTOPOM oOpraHusauvs yHKUMOHUPYET (Hanpumep, oTpacrneBble HOPMbl, KOAEKC NOBeAEeHUs, nydline
npakTWKW, cTaHgapTbl) MNU K Xxapakrepy ee Mofenu OuaHeca (Hanpumep, OHIalHOBbIE CEPBUCHI B
HEeNpepbLIBHOM peEXUMe, CepBUCHI COBMECTHOIO UCMONb30BaHWA MHOpMaLMM, GaHKOBCKUE NPUIOXKEHWS).

MHorue dakropbl 613Heca, Kak Takosble, He OKa3blBatoT HenocpeaCcTBEHHOro BIUAHUA Ha TpebosaHus
K MepaM 3awmTbl npusaTHocTU. [pegycmartpuBaeMoe ucnonb3osaHue MUK, eeposaTHo, 6yaet BnusTb Ha
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peanusauumio opraHu3auuein NonMuTMK obecnedveHus NpuBaTHOCTU, a Takke Ha BbIODOp Mep W CpeacTs
KOHTPOMS M ynpaBneHusi NPUBATHOCTBLIO, HO 3TO HEe AOJMKHO BNUSATb HA MPUHLUMMbI NPUBATHOCTU, KOTOPbIE
NPUHATLI B OpraHuM3auun. Hanpumep, npeanoxeHne onpeaeneHHoro cepeuca MoxeT notpeboBatk, YTOObLI
nocTaBLUuK cepBUCOB cobupan gononHutenbHyio MAN unu no3sonsn GONbLUMHCTBY CBOUX COTPYAHWKOB
OCYLLECTBAATL AOCTYN K onpeaeneHHbiM Buaam MUKW, Opnako ato He o3Hauvaet, uto onepatop MU,
KOTOpbIn 00s3anca cobnogatb coAepXalmecs B STOM CTPYKType NpuHUMNbl, Gonblue He [omkeH
TWAaTenbHO OueHuBaTb, kakue Buabl MAN TouHO HeoGXxoauMbl ANs NpeAocTaBrieHUsi cepBuca (NPUHLMN
orpaHuveHus cbopa), U He AOMKEeH orpaHuymsaTth AocTtyn K NMUM Tem CBOMM cnyXaluum, KOTOPbIM 3TO
HeoOXoAMMO Ana  BLINOMHEHMA CBOMX o06s3aHHOCTENn (nMpuHumMn obecneyeHuss UHGOPMAaLUOHHOM
6e3onacHocTH).

4.5.4 Apyrune ¢akropbl

Haunbonee BaxHbIi pakTOp, KOTOPbIN AOMKHbI YYUTbIBATbL OpraHu3auuMM npu uaeHTUdMKauum
TpeboBaHWii K MepaM 3awmTbl NPUBATHOCTM, CBA3aH C npeanoyteHusimm obnapartenen MUK B cdepe
npusatHocTU. MepcoHanbHas nosuumsa (u3M4eckoro nuua No OTHOLLEHUIO K NMPUBATHOCTU U YTO OHO
BKNAAbIBa€T B MOHATME «PUCKMY», MOXET 3aBUCETb OT psaa (akTopoB, BKIIOYAIOLWMX. MOHUMAHUE
PUINYECKUM NULOM MCNONBb3YEMOW TEXHOMOrMKU, UX NPOUCXOXAEHWE, NPeAOoCTaBNsieMyl0 MHGOPMAaLMIO,
Ha3HaYeHue TpaH3akuui, NPUOBPETEHHbIN ONbIT, A TAKKE COLMaNbHO-NCUxornornieckue akropsi.

MpoekTuposwmkn cuctembl UKT AOMKHBEI NONLITAaTLCA NOHATL BEPOsiTHbie Npobnembl obecneyeHus
npueatHocTh o6naaarenen MU u Tunel NMUN, koTopas Byaet 06pabaTbiBaTbCA C NOMOLLLIO UX CUCTEMBI. U
OHM, TaK e Kak paspaboTyuK CUCTEM WNWU NPUNOXKEHUA, WNW NOCTaBLUMK YCMyr MU3y4ailoT LENEeBYIO
ayAUTOPMIO KNUEHTOB, HYXXAaloWmxca B obecneyeHun NnpuBaTHOCTHU, ANsi TOrO YTOObI MOHATb UX OXKMAAHUS U
NpPeAnoYTeHns OTHOCUTENbHO obecneyeHns npusaTHoOcTU. MpoekTupoBLmku cuctem UKT He BCcerga MoryT
npepocrasuTb obnaaarenio MU BbiGop, KOTOPLIN Obl COOTBETCTBOBAS UX NPEANOYTEHUIO N0 0GecneyeHuio
NPUBAaTHOCTMU.

Mpumepbl NpeanoYTeHN NPUBATHOCTU MOTYT BKMOYATb NPEeANOYTEHUE aHOHUMHOCTU UIU HA3HAYEHUS
NCEBAOHMMOB, BO3MOXHOCTb OrpaHMYeHUs A0CTyna K KOHkpeTHon MUM unu BO3MOXHOCTb OrpaHuyeHus
uenm obpabotkn TMUWN. [o onpegeneHHow cteneHn obnagatenio MWW npepocraBnsieTcs BbIGOp
npeanoyTeHns obpaboTKkM ero AaHHbIX, HaNpumep, ucnonb3oeatb N MM BO BTOPUYHBIX LIENSIX, TAKUX Kak
MapkeTuHr. CrnoCOGHOCTL BbIPA3UTb NPEANOYTEeHUsA, He Bnusowme HebnaronpusitHbiM 0bpazom Ha
MPMBaTHOCTb, MOTYT ObITb Peanu3oBaHbl C NOMOLLBIO rpadpuueckoro HTepdeica nonb3oBarTens CUCTEMbI
UKT. 310 moxeT nomoyb obnaagatento NMUU cpenats BbIOOp, npeactaeue Habop npeaonpeaeneHHbIX
BapWaHTOB OOGLUMX MPEAMnoYTEHU i B YaCTU MPUBATHOCTUM C UCMOMb30OBAHWMEM NErko NOHUMAEMOro SA3blKa.
Peanusauus nonb3oBaTenibCkoro MHTEpdenca moxeT ObITb OCHOBAHA HA TaKMX 3NEMEHTax, Kak nons
BbIOOpA U BbiNagatoLlee MeHIO.

B pononHeHne K dhakTopam, MNEpeyYMCneHHbIM B NPEAbIAYLIMX NYHKTAX, CyLWEeCTBYIOT W apyrue
dakTopbl, KOTOPbIE MOTYT BNUATL Ha npoekTupoBaHue cuctem UKT u cBA3aHHbIE ¢ HUMKM TpeboBaHUA K
mMepaM 3awuTel NpuBaTHOCTU. Hanpumep, Ha TpeGoBaHWA K Mepam 3aliuTbl NPUBATHOCTU MOTYT BAMATL
CUCTEMbl BHYTPEHHEro KOHTPOMSA UM TEXHUYECKME CTaHAapThl, MPUHATBLIE OpraHn3auuen (Hanpumep, Takomn
pekoMeHayeMbIn cTaHdapT Kak ctaHgapt NCO).

4.6 NMonUTUKN NPUBATHOCTU

Beicluee pykoBOACTBO OpraHm3auuu, ydacreywliee B oopabotke MWW, npussaHo co3aatb NONUTUKY
npuBaTHOCTU. MoNMTUKa NPUBATHOCTU AOJDKHA:

- COOTBETCTBOBATb HA3HAYEHUIO OpraHn3aLuu;

- npefocTaBnATbL CTPYKTYPY ANS YCTAHOBMNEHUSA LENENR;

- BKMNo4aTb 00SA3aTenbCTBO COOTBETCTBOBATb NPUMEHUMbIM TPeGOBaHUSAM K Mepam 3aliuTbl
NPUBATHOCTH;

- BKMtoyaTb 0653aTeNbCTBO B 4aCTW HENPEPLIBHOTO COBEPLUEHCTBOBAHMUS;

- ObITb 03BYyYEHA B Npejenax opraHusauuu,

- ObITb JOCTYMHOM, NPU HEOBXOAUMOCTHU, 3aUHTEPECOBAHHBIM CTOPOHAM.

OpraHusauyms [JosmkHa OgOPMNATE CBOK MONUTUKY NPUBATHOCTU B MUCbMEHHON dopme. Ecnu
opraHusauus, obpabateiBaowas MU, sensetca obpabotumkom MWW, TO 3TM MOMUTMKM MOTYT B
3HauuTeENbHON CcTeneHn onpegenaTeca onepatopom [MUN. MonuTuka npuMBaTHOCTM AOIMKHA ObITb
fJonorHeHa 6onee  AeTanuM3upoBaHHbIMKM  NpaBunamMu M obs3aTenbCTBAMKM — PasniUuHbIX N,
3aMHTEepecoBaHHbIX B 06ecneyYeHn npuBaTHOCTH, y4acTByowux B obpabotke MU (Hanpumep, npoueaypsl
ANA KOHKPETHbIX BEJOMCTB UMW COTPYAHMKOB). KpoMe TOro, Mepbl U CpefacTBa KOHTPOMA U YNpaBreHus,
KOTOPbIE WCMOMb3YIOTCA ANA NPOBEAEHUA B MU3Hb MOMUTUKU MPUBATHOCTM B KOHKPETHbIX YCMOBUSIX
(Hanpumep, KOHTpoNb AocTyna, obecneyeHne yBeAOMNEHUNA, ayauTbl U T. A.), AOMKHbI JOKYMEHTMPOBATLCS
YeTkum ob6pasom.

TepMUH «NONMTMKA NPUBATHOCTU» YaCTO UCMOMb3yeTCa AN YNOMUHAHUSA Kak O BHYTPEHHUX, Tak U O
BHELUHMX MOAWUTUKAX NMPUBATHOCTU. BHYTpeHHsiAa monuTUKa NPWBATHOCTM AOKYMEHTUPYET LENU, npaBuna,
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obsA3aTenbCcTBa, orpaHMyeHns U (unu) popMMpoBaHME MEpP U CPeACTB KOHTPONS U ynpaBreHusi, KoTopble
ajanTMpoBaHbl  OpraHu3auuen K yAOBNEeTBOPEeHU0 TpeboBaHMM K MepaMm 3aluTbl MPUBaTHOCTH,
SABNSAIOWMMCA BaxkHbIMM ans o6pabotkn MNW. BHewHue nOnuMTUKM NPUMBATHOCTM NpPeAoCTaBnsIlOTCA
BHELLUHMM NOCTaBLUMKaM OpraHu3auuu ¢ yBeOMIeHUAMU O MPaKTUKax opraHu3aumu NpUBaTHOCTU, a TaKke
O ApPYron BadkHOW MHOPMaLMKU, Kak Hanpumep, MAEHTU(PUKALUMOHHbIE AaHHbIE U OduuManbHbIN agpec
onepatopa MWW, Toukm KOHTakTa, OTKyaa obnagaternm MU mornn Obl nonydY4aTb AOMOMHUTENLHYIO
uHdOPMaUMIO U T. 4. B KOHTEKCTE TakoW CTPYKTYpPbl TEPMUH «MOMNUTUKA NPUBATHOCTUY» UCMONb3yeTca Ans
CCbINIKW Ha BHYTPEHHIOK MNOMWTUKY NPUBATHOCTM OpraHu3aumMu. Ha BHELUHIO MOMUTUKY MPUBATHOCTU
CCbINAIOTCA KaK Ha YBEJOMIEeHUs.

4.7 Mepbl u cpeacTBa KOHTPOMA M yNpaBJieHUA NPUBATHOCTbLIO

OpraHusauun [OMKHbl WAESHTMULUMPOBATL W pPeanu3oBbiBaTb MEpbl U CPEeACTBA KOHTPOMSA U
ynpaBneHus MpUBaTHOCTLIO, YTOObI COOTBETCTBOBATbL TpebOoBaHWAM K Mepam 3awuTbl NPUBATHOCTM,
onpeaeneHHbIM OLEHKON pucka obecneyeHuss NPUBATHOCTM U npoueccom obpaboTtku. Kpome TOro,
WOEHTUPUUUPOBAHHBIE U pPeanu3oBaHHbIE MEpbl U CPEeACTBA KOHTPONSA M YMNpaBfeHUs NPUBATHOCTbIO
JOIDKHbI  ObITb  JAOKYMEHTanbHO OdOPMMEHbl Kak 4acTb OLEHKM pucka obecneyeHuss NPUBATHOCTU
opraHusauun. OnpeaeneHHsle Buabl obpaboTtku MU, BO3MOXHO, NOTPEOYIOT NMPUMEHEHUS CrneumnanbHbIX
MEp U CPeACTB KOHTPONA W ynpaBneHus, NoTpebHOCTb B KOTOPbIX CTAHET OYEeBMAHOMW, Kak TONbKO
HaMeu4eHHble AencTBMA ByayT TLAaTenbHO NpoaHanu3npoBaHbl. OLEeHKa pucka NPUBATHOCTU MOXET OKa3aTb
NOMOLLb OpraHusauusM B naeHTudukauum cneuuduyecknx pUcKoB HapyLLUeHUn NPUBATHOCTK, BKNOYAKOLLMUX
paccmaTtpuBaemMyto 00paboTky.

OpraHu3auus AomkHa NpunoXuTb ycunus, 4tobbl paspabotatb COOCTBEHHbIE MEpbl U CpeacTea
KOHTPOMSA W YNpaBneHMs NPUMBATHOCTBIO Kak 4acTb obulero noaxoaa «obecneyvyeHuss nNpuBaTHOCTU Npu
NPOEKTUPOBaHUMY, T.e€. coOnoaeHne npuBaTHOCTM [AOMKHO MPUMHMMATLCA B pacyeT Ha craauu
npoeKkTUupoBaHusa cuctem, obpabatbiBaolmx MU, a He caBuraTbCsi Ha NOCNEAYIOLLMIA 3Tan.

MockonbKy 3aTparMBaloTCad Mepbl W CPEACTBA KOHTPOMS W YMNpaBfeHus WHMOPMaLUOHHOMN
6€e30nacHOCTbIO, BaXXHO OTMETUTL, YUTO He Bca obpaboTka MU TpebyeT 04HOro 1 TOro e YPOBHA MM TUna
3awuTbl. OpraHu3auuMm [OJDKHbI pasnuyath onepauum no obpabotke MUMN B COOTBETCTBUM C UX
cneunduUyYeckMMn puckamu, 4ToObl MOMOYb OMpPEAEerneHuto TOro, Kakue Mepbl U CPeacTBa KOHTPOMsA U
ynpaeneHuss UWHGOPMaLMOHHOKW 6e30MacHOCTbI0 B KakKUX Crydasx SBMSIOTCA COOTBETCTBYIOLLUMMU.
MeHeXMEHT pucka MOXET paccMaTpUBaTbLCH Kak OCHOBHOWM METO/ 3TOro npouecca, a uaeHtudukaumua mep
W CpeACTB KOHTPONSA W yNpaBneHUA NPUBATHOCTLIO TaKkKe AOIMKHA SABNATLCA HEOTLEMMEMOW 4YacCTbiO
CTPYKTYPbl MEHEeAKMEHTa MHAOPMALMOHHON 6E30NacHOCTM OpraHu3auum.

5 MpuHuunbl ob6ecnevyeHus npueatHoctu MCO/M3K 29100

5.1 O6wmIn 0630p NPUHLUNOB 06ECNeYeHUsi NPUBATHOCTU

OnucaHHble B AOaHHOM CcTaHaapTe nNpPUHUUNbI obecneveHus NPUBATHOCTU BbiBE€AEHbLI U3
CYLLECTBYIOLUUX MPUHLUUNOB, pa3paboTaHHbIX PSAOM rOCyAapCTB, CTPAH U MEXAYHAPOAHbIX OpraHn3aLui.
OTa CTpyKTypa HanpasfeHa Ha peanu3auuio NPUHUMMNOB NpuBaTHOCTU B cucteMax MKT n Ha paspaboTky
CUCTEM MEHEOXXMEHTa NPUMBATHOCTU, KOTOPbIE AOIMKHbI ObiTb peanu3oBaHbl B pamkax cuctem WMKT
opraHmsauuu. 31n NPUHUUNBI NPUBATHOCTU AOJKHbI UCMONBb30BATLCA ANA PYKOBOACTBA NPOEKTUPOBAHUEM,
pa3paboTkoli ¥ peanu3auuMerd nNOMUTMK MNPUBATHOCTM U MEP W CPEACTB KOHTPOMA W  ynpaBneHus
NPUBATHOCTLIO. Kpome TOro, OHM MOTryT OblTb UCMNONb30BaHbl B KAYECTBE OCHOBbI npu MOHUTOPUHTE U
u3MepeHun IPPEKTUBHOCTM, a Takke CPaBHUTENbHOrO aHanuM3a W ayauTa acnekToB MnporpamMmbl
MEHe[ KMEHTa NPMBaTHOCTU B OpraHu3auun.

HecmoTps Ha pasnuyuna B couyuanbHbIX, KYNbTYPHbIX, MPABOBbIX U 9KOHOMUYECKMX hakTopax, KOTopble
MOFYT OrpaHU4YMBaTb NPUMEHEHUE IJTUX MPUHUMNOB B OAHOM U TOM >KE KOHTEKCTE, PEeKOMEHAYeTCH
npuMeHeHne nobbIX NPUHLUUMNOB, U3MOXEHHLIX B HacToAweM craHgaprte. JIoOble UCKMYEHUS M3 9TUX
NPUHLMNOB AOMKHbl ObITb OrPaHNYEHbI.

OcCHOBY HacTosALWero crangapta (OPMUPYIOT Creaylowme npuHumnbl obecnevyeHns npUBaTHOCTMH,
npueeaeHHble B Tabnuue 3.
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Ta6nuuya 3 - MNpuHyunsl obecnevyeHun npusatHoctu MCO/MIK 29100
MpuHuMnb o6ecneyeHnss NPUBaTHOCTH

. Cornacue u Bbibop

. 3aKOHHOCTb Uenu 1 ee cneuudukaums

. OrpaHu4eHnue Ha cbop uHdopmauum

. MuHMMu3auma aaHHbIX

. OrpaHuYEeHUs1 B OTHOLLEHWUM UCNONb30BAHUSA, XPAHEHUSI U PACKPLITMS
. TOYHOCTb M KA4eCcTBO

. OTKpBLITOCTb, NPO3PaYHOCTL U YBEAOMNEHUE
. MlHauBnayanbHoe yyactue n foctyn

9. OTBETCTBEHHOCTb

10 NudhopmauymnoHHas 6e30nacHOCTb

11. CooTBeTcTBUE ODECNEUEHUA NPUBATHOCTU

O IN|O|O (||| =

5.2 Cornacue u BbIGOp

CobnioaeHne NnpuHuMna cornacus o3HavaerT:

- npeaocrasneHue oGnagarenio n1n BblGopa Mexay paspeLueHueM unu
HeaonyleHnem obpaboTkn ero NMAN 3a ucknioyeHnem cnyyaes, korga obnagarens MUY He MOXeT NpsMO
AaTtb cornacue unu Koraa CoOTBETCTBYIOLWMI 3aKOH paspelwaeT nposegeHue o6pabotku NN 6e3 cornacus
dusuueckoro nuua. Beibop obnagarenem MU gomken GbiTb caenaH cBO60AHO M OCHOBaH Ha 3HAHUSX;

- nony4eHue cornacusi Ha o6pabotky ot obnapatensa NMUU ana cbopa unu uHoi 06paboTku
yyscTBuTEnbHOW MWW, 3a ucknioyeHneMm cny4vaes, KOraa COOTBETCTBYIOLLMIA 3aKOH pa3peluaetr obpaboTky
yyscTBUTENBLHOWM MU Ge3 cornacus dman4eckoro nuua;

- uHchopmupoBanue obnagatens MWUKU (a0 nony4yeHus ero cormacusl) O €ro npaBax B
COOTBETCTBUU C NPUHLIMMOM UHANBUAYANBHOTO y4acTus U 40CTyna;

- npegocrasneHne obnagarenio MNN (ao nony4veHus ero cornacus) uHgopMauum, 0603Ha4YEeHHOM
NPUHUMNAMMU OTKPLITOCTU, NPO3PAYHOCTH U YBEAOMIEHUS;

- o6bacHeHue obnaaarento NUN nocneacTBuii NpeaoCTaBNEeHUs UM 0TKa3a OT cornacus.

Heo6xoaumo npepoctasutb obnaagaremnto MU Bo3MOXHOCTL BbiBOpa Toro, kakum obpasom ero MU
Oynet obpabartbiBaThCs, M pa3peLLnTb eMy 0TO3BaTh cornacue 6e3 3aTpyaHeHuit u 6ecnnarHo. 3TOT 3anpoc
JOMKEeH paccMaTpuBaTbCsl B COOTBETCTBMM C MNONMMTUKOA npuBatHocTu. [laxe ecnu cornacue Oyaer
oTo3BaHo, onepartop MU moxeT notpeGoBarth coxpaHeHus onpeaeneHHon MU Ha nepuoa BpeMeHwm,
HeoOX0oAUMbIN AMNA BbINOMHEHUSA MNPaBOBLIX WM [JOrOBOPHbLIX 00A3aTenbCTB (Hanpumep, COXPaHeHue
JaHHbIX, OTBETCTBEHHOCTL). B cnyyae, korga obpabotka MW GasupyeTca He HA cormacuu, a Ha Apyrow
npasoBoil ocHoee, oGnagatens MW pomkeH ObiTb yBeaomneH npu nobbix obcTtositenscrBax. B tex
cnyyasx, korga obnagartens MU nmeeT BO3MOXKHOCTb OT3biBa COrflacus, HO He peLlaeTcs Tak NOCTYNUTb,
ata MNN pomkHa BbiTb 0cBOBOXKAEHA OT 06paboTKM ANs KakON-NMBO HE3aKOHHOW LiENN.

Ons onepatopa MU cobniogeHne npuHumna sbibopa o3Ha4vaerT:

- npeaocraenenne obnagarento MU yeTkux, U3BECTHbIX, AOCTYMHbIX, NIErKO MOHMMAaeMbIX, MO
YMEPEHHOW CTOMMOCTU MEXAHM3MOB OCYLLECTBNEHUSA BbIGOpa U NPefoCTaBNeHNUs COrnacus OTHOCUTENBLHO
ucnono3osanma u obpabotkn ero MU Bo Bpema cbopa, nepBoHaYanbLHOro MCNOAL30BaHUA UKW nocne,
Koraa ato 6yaeT uenecoobpasHo;

- ocyLiecTeneHune npeanouteHuii oonagatens MU, KOTopble BbipaXkeHbl B €70 COrnacum.

Kpome TOro, COOTBETCTBYIOLLMI 3aKOH MOXET ONpeAenuTb AONOMHUTENbHbIE YCMOBUS B OTHOLUEHUU
cornacus, u apyrne ocHoeaHusi ans obpabotku MU, kpoMme cornacus (Hanpumep, BbINONHEHUE YCMOBUIA
KOHTpaKkTa, XW3HEHHble UHTepechl obnagatens MWW unu cobniogeHne 3akoHa). MNpUMEHUMbIA 3aKOH B
HEKOTOpbIX Cry4asix npeaycmarpusaeT, 4to cornacue obnapatensa MU He siBnsieTca A0OCTaTOYHbLIM
ropuanyeckum ocHoaHuem ans o6pabotku NMUN (Hanpumep, cornacue noapocTka, AaHHOoe 6e3 0f006peHus
poauTenein unu onekyHa). Kpome TOro, cnefiyet y4uTbiBaTb AOMOSIHUTENbHbIE TpeGoBaHUA Npu nepepade
MAN mexay pasnuyHbiMu rocygapcteamu. OTBETCTBEHHOCTb onepatopa MW 3aknouaeTcs B BbINOMHEHUN
3TUX AONONHUTENBHBIX YCIOBUI 0 06paboTku U nepeaayn gaHHbIX.

5.3 3aKOHHOCTb LIeNIM U ee onucaHue

CobniogeHne npuHUMna 3akOHHOCTU LIENK 1 €€ ONUCaHWUS 03HaYaeT:

- obecneyeHne yBepEHHOCTU B TOM, YTO Lenb (LEenu) UCMONHAIOTCA B COOTBETCTBUM C 3aKOHOM W
OCHOBbLIBAIKOTCS Ha ipYrux NpaBoBbLIX 00s3aTenbCTBAX;
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- nHdopmupoBanme obnagatena MAM o uenu (Uensx) B nepuoa, npeaLlecTByowmin cbopy
MHOPMAaLIMKM NN €€ UCMONB30BAHUIO BNEPBLIE AMA peanusaumn HOBON Lienu;

- MCNONbL30BaHWE ANs ONUCaHUA LENu Takmx hopMynupoBOK, KOTOPLIE YETKO U COOTBETCTBYIOLLUM
obpa3om aganTupoBaHbl K cneynduke peanusauun Lenu;

- pasbsicCHeHMe HeobxoaumocTn o6paboTtkn JyBcTBMTENbHOM [UWN, ecnm  cywectByeT
NOTPEBHOCTL B TaKOM pasbACHEHWMN.

B oTHoLIeHUn yyBcTBUTENBHOW MW MOryT npumMeHaTbea Gonee CTporue npasuna, KacaroLluecs Luenu
obpaboTku. [Ona cobniogeHus 3aKkOHHOCTM Lenu MOXeT noTpeboBaTbCsa MPaBOBOE OCHOBAHUE UMK
cneuuanbHoe paspelueHue crnyxObl 3alWTbl AAHHBIX UMW NPaBUTENbLCTBEHHbLIX CTPYKTYp. ObpaboTka He
JOIDKHA OCYLLECTBNATLCA, ecnu uenu o6padoTtku MNMUU He COOTBETCTBYIOT NPUMEHUMOMY 3aKOHY.

5.4 OrpaHuyeHue Ha c60p

CobniogeHne npuHUMNa orpaHn4eHns Ha coop O3HauYaeT:

- orpaHuyeHue ctopa MNU po Takol cteneHu, KoTopas onpeaensercs paMkamu NPUMEHSIEMOro
3aKOHa W CTPOro HeOBXoAMMOW LienbIo (LensmMm).

OpraHu3auumn He AOMKHbI coOMpaTh MUYHYIO MHAOPMALMIO XaoTM4HO. KonmyecTBo u TMn cOGPaHHO
MHGOPMAaLMM JOIDKHbI ObITh OrpaHMyeHbl A0 TaKOW CTENEHW, KOTOpasa SABMAETCH Heobxoaumon Aans
OCyLLEeCTBMNEeHUs (B paMKax 3akoHa) peanusauum uenu (uenen), TOYHO onpedeneHHblx onepaTtopom MU,
Opranuzauuu, npexage 4em npuctynutb kK coopy NMUN, gomkHbl TwaTensHo paccmoTpeTb Ty MUN, koTopas
MOXeT ObITb 3aTpeboBaHa AnA OCyLlecTBneHus ocobown uenu. OpraHusaumn AOMKHbI 4OKYMEHTUPOBATH
Tunbl HakonneHHonm MWW, a Takke ee NPaBOMEPHOCTb AN BLINOSMIHEHWA OEATENbHOCTU, ABMAIOLWENCS
YaCTbIO MX MOJIUTUK M NPAKTUK N0 0BpaboTke nHMopMaL K.

Onepatop MU moxeT BbIpasuTb >xenanue cobpaTtt AononHuTenbHylo MUN ¢ uHOW uenblo, Yem
npenocTaBneHne cneumdudeckon ycnyru, Tpedyemoit obnagarento NMUN (Hanpumep, B Uenax NPAMOro
MapKeTuHra). B 3aBUCHMOCTU OT MOMHOMOUMI Takas AOMONHUTENbHAA UHopMaUua MoxeT ObiTb cobpaHa
TOnbKO Npu cornacum obnagatens M. Bo3amoxHo Takke, UTo c6op onpeaeneHHon uHdopmauum Gyaet
paspeLLeH ¢ MOMOLLbIO COOTBETCTBYIOLLEro 3akoHa. Korga ato gonycrumo, obnagarento MU gomkHa ObiTh
JlaHa BO3MOXHOCTb BblOOpa: NPefoCTaBnATbL UMM HE NPefoCTaBnATb Takyl uHdopmauuio. Obnagarenb
MAN Takxke f4OoMmKeH BbITb YETKO OCBEAOMSEH O TOM OBCTOATENLCTBE, YTO €ro0 OTBETHLIE AEICTBUS HA TaKne
3anpockl 0 AOMNONHUTENbHOW UHAOPMAaLMK He ABNAIOTCA 06A3aTeNbHBIMK.

5.5 MMHMMM3aLUMA AaHHbIX

MWHMMU3aumMa AaHHBIX TECHO CBAi3aHA C MPUHLMNOM «OrpaHM4eHue Ha cbopx», HO siBnseTcs Gonee
LUMPOKMM MoHsITUEM. B TO BpeMsi kak «orpaHMyeHne Ha cOop» CBA3aHO CO COOPOM OrpaHMYEHHBbIX AaHHbIX
MO OTHOLLEHMIO K YKA3aHHON LIeNN, KMUHUMU3aLMsa JaHHbIX» CTPOro MMHUMU3upyet o6pabotky MUN.

CobnioaeHue NpUHUMNA MUHMMM3aUMKM AaHHbIX O03HA4YaeT pa3paboTKy u peanusauuio npoueayp no
o6pabotke aaHHbIX M cucteM UKT Takumu cnocobamm Kak:

- cBefieHMe K MuHMMymMy oOpabartbiBaemoint MUM u uucna nuuy, 3auMHTEPECOBAHHBLIX B
obecrneyeHUn NPMBATHOCTU, a TAKXKe NUL, KOTOpble ocBeAoMneHbl 0 MW unu UMEIOT K HEN AOCTYn;

- obecneyeHne NPUHATUS NMPUHUMNA «HEOOX0AUMOr0 3HAHUAY, T.€. HEKOEMY NULY AO0CTYN AOIDKEH
npegocraBnaTbcs Tonbko k MUK, HeobxoauMONn Ansi BbIMONHEHUA €ro 00A3aHHOCTEN B pamKax 3aKOHHOW
uenu obpabotku NMUK;

- MCMNOMNb30BaHME UMW NPEANOXEHMEe UCMONb30oBaHUA (B KayecTse ONUUM NO YMONYAHUIO, NO
BO3MOXHOCTU) B3aUMOAENCTBUI M TpaH3aKUMMi, He UCToNb3yloWwux naentudpukayuio obnagatenen MU, u
NPUMBOASALUMX K CHWKEHMIO HabniogaeMoCTu MUX MNOBEAEHUSl, U OFPaAHWMYEHUID B3aUMOCBSA3aHHOCTU
cobupaemoii NMAUKA;

- yaanexue u nuksupaauus MNMUU scsakui pas, koraa uctekaeT CPoK AedcTBusi uenu obpaboTtku
MU, otcyTcTBYIOT Kakume-nubo npaBoBble TpeboBaHus, kacawowmecs xpaHenusa MU unm korga aTo
uenecoobpasHo caenarb.

5.6 OrpaHn4yeHns B OTHOWEHUMU UCNOMNb30BaHUA, XPAHEHUA U PACKPLITUA

CoOniogeHne MpUHUMNA OrPaHMYEHUS B OTHOLUEHWM WCNOSMb3OBAHUSI, XPaHEHUS U  PaCKpbITUS
O3Hayvaer:

- orpaHn4eHue UCrosb30BaHUA, XPaHEHUs U packpbiTua (Bkmoyas nepeaady) NUN, kotopas
HeobxoaumMa, UToObl BLINONMHATE cneuuduyeckue, onpeaeneHHble U 3aKOHHbIE LIENH;

- orpaHuyeHue ucnonbsosanusa NMUN ana uenen, onpeaeneHHbix onepatopom MUKW go cGopa
UHopMaLuK, 3a UCKITIOYEHEM 0COBOI Lienu, NPSMO ONPeAENeHHON 3aKOHOM;

- xpaHeHue MU B TeueHne Takoro NPOMEXyTKa BPEMEHU, KOTOPbIM HE06X0AUM ANA BbINONHEHUSI
3asIBMEHHbIX Leneii, u nocneayiouiee 6esonacHoe yHUUToXeHue unu obesnunumsanue MU,

- 6rnokupoBaHue (T. e. apxuBupoBaHue, obecnedeHue 6e30MacHOCTM U UCKNIOYEHNE AarnbHelLlen
obpaboTku) nwbor MNN, koraa 3asBneHHble UenW AOCTUTHYTbI, HO NPUMEHUMLIA 3aKOH Tpebyer
obecnevyeHns xpaHeHus.
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Koraa ocyuiecrenaerca TpaHcrpaHudHaa nepeaada NN, onepartop NN gomkeH BbiTb OCBEAOMIIEH
000 BCEX [AOMONHUTENBHBLIX MEXAYHAPOAHbIX WM pernoHanbHbiX TpebGoBaHusiX, cneuudUyHbIX AnsA
MeXAYHapOAHbIX NePECHINOK.

5.7 TOYHOCTb U Ka4eCcTBO

CobniogeHne NpUHUMna TOYHOCTU U Ka4eCcTBa O3HAYaeT:

- ofecneyeHne yBepeHHOCTU B TOM, 4YTO oOpabatbiBaemas MUN aBnseTca npaBuibHONM, NOSHOWA,
06HOBNSAAEMON (3a UCKIIIOYEHMEM CIy4aeB, KOrda UMEETCH 3aKOHHOE OCHOBAHWE ANsl XPaHEHUS [aHHbIX,
yTpPaTUBLLKMX CBOIO aKTyarnbHOCTb), aA€KBATHON U 3HAYUMON ANS LENU UCNONb30BAHUS;

- ofecneyeHne yBEepeHHOCTM B AoctoBepHocTM [MMWM, nonyyeHHOM OT UCTOYHUKA, He
asnsawouwerocsa obnaagarenem MUK, po eé o6pabotku;

- NOATBEPXKAEHME COOTBETCTBYIOLUMMW CNOCOGaMM  IOpUAMYECKON CUMbl U KOPPEKTHOCTU
npeten3uit ot obnagarensa NMUU a0 BbinONHEHMA nMOObLIX u3meHeHud B UM (utoBbI 0GecneunTb
YBEPEHHOCTb B TOM, UTO M3MEHEHUSA CAHKLUMOHWPOBAHbI AOIMKHBIM O0pasoM) Tam, rae 310 HeobGxoaumo
BbINOMHUTD;

- ycTraHoBneHue npoueayp c6opa MU B uenax obecneveHust TOUHOCTU U KA4eCTBa;

- YCTAHOBJIEHUE MEXaHM3MOB YNpaBneHus, o0bGecneunmBaloLUX MEePUOANYECKYIO NPOBEPKY
TOYHOCTM U KayecTBa cobpaHHOM u coxpaHenHon MUN.

3TOT npuHUMN OCODEHHO BaXKEeH B Tex CMy4asax, Korga [AaHHble MOryT WCMONb30BaTbCA Ans
NPefoCTaBneHnsl UM O0TKasa B Npase Ha NONy4YeHWe MaTepuanbHON BbIroAbl Ans hu3M4eckoro nuua, unum
KOrAa HETOYHble JaHHbIe MpU Apyrux o6CTOATENLCTBAX MOMYT MPUBECTM K CyLUECTBEHHOMY yulepOy ans
huanueckoro nuua.

5.8 OTKPBLITOCTb, NPO3PAYHOCTL U YBEAOMSIEHUE

CobniogeHne NpuHUMNa OTKPLITOCTH, NPO3PAYHOCTU U YBEOMIEHUSI O3HAYAET:

- npeaocraenenune obnapatenam MUKW 4eTkOMn u NErkogoCTynHoi uHdopMauunm O NONUTUKAX,
npoueaypax u npaktuyeckux npuemax oneparopos MW, oTHocawwmxcsa k obpabotke MAN;

- BKIlOMEHWE B yBegomnenus dakra obpabotkm MUN; uenu, ans KOTOPON OCYLLECTBNAETCA
06paboTka; TUMNOB NKL, 3aMHTEPECOBaHHbIX B 06eCne4YeHnn NPUBATHOCTHU, KOTOPLIM MOXET BbiTb packpbiTa
MAN, n naoeHTUUKaLMOHHbIX AaHHbIX onepaTtopa MWW, Bkniovas KOHTakTHYIO uMHA)OpMaUUIO onepartopa
nnu;

- packpbITMe BapmaHToB BbiGopa u cpeacTs, npeanaraeMolx onepatopom NN, obnagarenio MAN
ANA uenen orpaHu4eHns UCnonb3oBaHUa UHAOPMaLUK, a TaKke ANa A4O0CTYNa, KOPPEKTUPOBKU U NEPECHINKU
ero nicopmaumu;

- yBegomneHue obnagareneit NAUU o CyLeCTBEHHBIX M3MEHEHUAX B NPOLiEAypaXx, BbINOMHAEMbIX
npu o6paweHun ¢ NMAN.

MoxeT notpeboBathbcsi obecneyeHue npo3payHocTu obuier MHOpMaUMKU, NOTUYMECKU NEXALLEN B
ocHoBe obpabotku MU, ocobeHHO ecnu OT pe3ynbTatoB 006pabOTKM 3aBUCUT peLUeHUE, BNUSIOLLEE Ha
obnapatena MUW. Jlinua, 3amHTepecoBaHHbie B obecneyeHun NpuMBaTHOCTH, ydacTBylome B 0b6paboTke
MAW, pormkHbl BNageTb onpeaeneHHoW uHgopMaumein 0 CBOMX NOAUTUKAX U MPAaKTUKAX, OTHOCSLLUMXCA K
meHepkmenTy TMUW, koTopas nerkogoctynHa Aansi o6LIEeCTBEHHOro nonb3oBaHusi. Bce aoroBopHble
ob6s3aTenbLCTBa, KOTOPbIe BNUAIOT HA 06paboTky MU, nomkHbl ObiTb 4OKYMEHTUPOBAHbI U YTBEPXEHbI B
opraHusauum COOTBETCTByIOLMM o00pazom. O Hux A0MKHO ObiTb TaKkKe W3BECTHO 3a npeaenamu
opraHusauuu 40 TO CTeNeHu, Koraa atn obasaTenscrea He ByayT ABNATLCA KOHuAEeHUMANbHbIMMU.

Kpome Toro, uenb obpabotku MU pomkHa ObiTb AOCTATOMHO AeTanusvpoBaHa, 4ToObl AaThb
BO3MOXHOCTb obnaaatento MU noHATb:

- onpeaenexHyio NUN, TpebyioLLyoca AN KOHKPETHOW Lenu;

- onpeaeneHHyio uenbs ansa coopa MUK,

- onpeaeneHHyio o6paboTky (BkNoYas mexaHuamel c6opa, nepeaadu u XpaHeHusl);

- TUNbI YNOSTHOMOYEHHbIX hM3nYecknx nuy, kTo byaeT ocywecTenaTtb gocryn k NAU u komy MAN
MOXET nepeaaBartbes;

- onpegeneHHble TpeboBaHUA K COXPaHEHUIO U yaaneHuto gaHHbix MAN.

5.9 UuauBuayansbHoe yvyacTtue u goctyn

CobnioaeHne NpMHLMNa MHAMBUAYANLHOMO Y4acTUA U 0CTYNa O3HAYaeT:

- npegocrtasnenue obnagarenam NN soamoxHoctn goctyna k NMUU n BO3MOXHOCTU NPOBEPKU
ux MAN npu ycnosum, 4YTO uX WAEGHTU(PUKALMOHHBIE [aHHbIe CHadana ayTeHTUdUUUPYIOTCA C
COOTBETCTBYIOLLUM YPOBHEM oObecrneyeHUs YBEPEeHHOCTU U TakoM AOCTYN He 3anpelleH AECTBYIOLLUM
3aKOHOM;

- Hanuuue y obnaparenei MAN BO3MOXHOCTU OCMOPUTL TOYHOCTbL M nonHoty MU n pobutbea
BHECEHUA B HEE NONPABOK, UCNIPABAIEHUN UMK €€ yAANEHUS;
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- obecneyeHne BO3MOXHOCTU BHECEHUS NIOObIX MOMPaBOK, WCNPAaBMEHWI WNKU yaaneHus Ans
obpabotunko MNN n TpeTbux CTOPOH, KOTOPbIM ObiNKM PacKpbiTbl MNEPCOHANbHLIE AAHHbLIE, TAE OHU
N3BECTHbI;

- yCTaHOBMEeHue npoueayp, no3sonsowmx obnagarensm NMAN ocywecTeButb 3TM Npasa NpPocTbIM,
ObICTPbIM M 3EKTUBHBIM CNOCOOOM, KOTOPbIE He Briever 3a coboW HeyMeCTHOe NpoOMeAneHue unu
HeonpasAaHHble 3aTpaTbl.

Onepatop MU gomkeH NpUMEHATbL COOTBETCTBYIOLUME MEPbl U CPeACTBA KOHTPONA U ynpaBrneHusi
ans obecnevyeHns yBepeHHOCTU B TOM, YTo obnagaTtenam MUU pgoctynHa cTporo ux co6ereeHHas MUK, a
He Ta, KoTopas goctynHa apyrum obnagarenam MUU, 3a ucknioyeHwem cnyqaes, koraa gusmnyeckoe nuuo,
OCYLUECTBNAOLIEE AO0CTyn, AEWCTBYET B pamkax MonHoMouuin ot nuua obnaparena MWW, kotopsbii
HecnocobeH OCyLLeCTBMATL CBOM NpaBa Aoctyna. MPUMEeHUMbI 3aKOH MOXET NpeaocTaBuTb PU3NYECKoMy
nuuy npaeBo AOCTyna, MPOCMOTpPA W, B OMNpefeneHHbiX crnyyasix, otkasa ot obpabotkm MUN. Ecnu
duU3nYecKoe NMUO He yAOBNETBOPEHO pelueHuemM nNpobnemMsbl, TO cofepXaHue HepaspeLueHHON NpobnemMsl
JOIKHO ObITh 3apercTpupoBaHo opraHusauueir. MNpu HeoBxoaMMOCTH, O CYLLECTBOBAHUM Hepa3peLUEeHHO
npobnembl AOMKHbI ObiTb OMOBELEHbl TPETbM CTOPOHLI, MMEIOWME AOCTyn K paccMaTtpuBaemon
nHdopMaLuu.

5.10 OTBETCTBEHHOCTb

O6GpaboTtka MU Bnedvetr 3a coGoi 00A3aHHOCTL COBMIOAEHUA OCTOPOXHOCTU U NPUMEHEHUS
KOHKPETHbIX W LenecoobpasHbix Mep ana obecneveHuss ee 3awmthl. CobniogeHue npuHUMNa
OTBETCTBEHHOCTWN O3HA4aeT.

- AOKYMeHTMpoBaHue u coobuieHne 060 BCex NONMTMKaX, Npoueaypax u meToaax, CBA3aHHbIX C
obecnevyeHneM NPMBaTHOCTH;

- HasHayeHne B npegenax opraHu3auum KOHKPETHOro nuua (KOTOpoe MOXET, B CBOK oyepefb,
nepeaartb NMOMHOMOYKS APYrMM) OTBETCTBEHHbIM 3a OCYLLECTBMEHWE npoueayp M MeToAaoB, CBSI3aHHBLIX C
nonuTMKON obecneyeHns NPMBaTHOCTH;

- npu nepeaayve MU TpeTbum CTOpOHaM obecneyeHue YBEPEHHOCTU B TOM, YTO nonyyarernb
TpeTbeln CTOpOHbl Oynetr o6sa3aH obGecneunBaTb PABHOLEHHbIM YPOBEHb 3alMTbl NPUBATHOCTM uepes
[IOrOBOPHbLIE UMW Apyrne CpeacTsa, Takme Kak obasaTenbHble BHYTPEHHWE MOAUTUKM (COOTBETCTBYIOLLMM
3aKOH MOXET coAemkaTb [AONONHUTENbHble TpeGoBaHMsA, Kacalwmecs nepejayn  AaHHbIX B
MeXayHapoaHbIX MacwTabax);

- obecneyeHne COOTBETCTBYIOLLErO 0OyveHus coTpyaHukoB onepatopa WU, kotopeim Gyaet
npegocTtaenATbLCA goctyn K NAU;

- ycTaHoBneHne 3a(PdEeKTUBHLIX BHYTPEHHMX npoueayp 00paboTkM NpeTeH3uit U BO3MELLEHUA
yuwepba ans nx npuMmeHenuns obnagarensmu MNMNAN;

- nHpopmupoBaHue obnagarenen NMAM o HapyLWEHMAX NPMBAaTHOCTU, KOTOPbIE MOTYT HAHECTU UM
CyLLEeCTBEHHbIN yLiepb (ecnu 9TO He 3anpelleHo, Hanpumep, npu pabote, CBA3AHHON C MPUMEHEHUEM
3aK0Ha), a TaKke 0 Mepax, NPUHATLIX ANsl YCTPAHEHUA 3TUX HAPYLLEHWIA;

- yBeaAOMNEeHne BCEX nul, 3auHTepeCOBaHHbLIX B obecneuyeHuun NPUBaATHOCTU, O HapyweHUAx
NPUBaTHOCTU, KaK 3TO TpebyeTcs B HEKOTOPbIX CTpaHax (Hampumep, cnyx0amu 3awuTbl AAHHbLIX) U B
3aBUCMMOCTU OT YPOBHS PUCKA;

- npefocTaBneHue JAoctyna nocrpagaswemy obnagatenio MUM kK COOTBETCTBYIOWMM U
3PPEKTUBHbIM  CaHKuMAM W (MnM) MexaHu3mam, TakKMM Kak WCNpaBfiEeHMe, UCKIIOYEHUE  UNu
BOCCTaHOBMEHUE, €CNM NPOU3OLLIIO HAPYLLEHNE NPUBATHOCTHY;

- paccMOTpeHue npoueayp AnA KOMNEeHCauuh B CUTyauusix, B KOTOPbIX OyaeTr TpyaHO wunu
HEBO3MOXHO BEPHYTb NPUBATHbIW CTATYC (PU3MHECKOTrO NULA B MCXOAHOE COCTOSIHUE.

Mepsbl, npuHUMaemble Ans yCTpaHeHUs HapyleHusa 6e30NacHOCTU, AOIMKHbLI ObITb NPONOPLUMOHASbLHDI
pucKam, CBSI3aHHbIM C HapyLUEHMEM, HO MX peanusauus AOIKHA OblTb HEOTNOXHOW (3a WCKMIOYEeHUeM
cUTyauun, Kkorga 9To 3anpeLueHo, Hanpumep, B Npouecce paccneioBaHus NPaBOHAPYLLEHUS).

CospgaHve npoueayp Bo3meweHuss yulepba ABNSETCS  BaXHOMW  4acCTbl0  YCTAHOBNEHUA
OTBETCTBEHHOCTU. BosmelyeHune yuiepba npepocraenset obnaparemo MNMUU BO3MOXHOCTL COXpaHEHUSA
oTBeTCTBEHHOCTM onepartopa WA 3a HeHaanexawee ucnonb3osaHue MNMUU. Pectutyuma — ato dopma
BO3MELLEHUA, KoTopas npeanonaraeT KOMNeHcauuio noctpaaaswieMy obnagarenio NMUN. 310 BaXHO He
TOMbKO B CUTyaUUW KpaxkM UAEHTUMUKALMOHHON MHOpMALMK (KKpaXKM NIMYHOCTU»), Bpeaa penytauum unu
HeHaanexawero ucrnonb3oanusa MUN, HO Takke u B cnydae owmbok B MOAUMUKALMKM UNN U3MEHEHUU
cooTeeTcTBytowein NMAN.

B cnyyae Hanuuua npoueccoB Bo3melleHUs ywepba obnapgarenu MU Gonee yBepeHHO uayT Ha
cornawleHue, Tak Kak NPUHATBIA PUCK ANnA (PM3MYECKOro nuua B OTHOLLEHWUM pe3ynbTata B 3TOM crnyyae
CHWXEH. B OTHOLWIEHUNM HEKOTOPLIX YCNyr BO3MELLEHWE nerdye onpeaenutb (Hanpumep, npu UHAHCOBOMN
noTepe), YeMm AnsA Apyrux (HanpuMmep, Kpaxa uaeHTUUKALUMOHHON MHopMauuu, ywepb ana umuaxa unu
penytaumu uandeckoro nuua), B KOTOPbIX TPYAHO onpeaenuTb pasmep yuwepba v npeaocTtaBuTb
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KoMneHcauuo. BosmelleHne OocyLleCTBNSETCA Mydllue BCero, KOrga OHO OCHOBAHO HAa MPO3PayHOCTU U
YeCTHOCTU. HeobxoaAUMBIMU TUNAMU Mep NO BO3MELLIEHUIO MOXHO YNPAaBIATb COrMacHO 3aKOHY.

5.11 UHdopmaLmMoHHaA 6e30NacHOCTb

CobniogeHne npuHumna obecnedeHmsa MHPOpPMaLUMOHHON 6e30NacHOCTU 03HAYaeT:

- sawuty MU B pamkax ero NOTHOMOYMI A COOTBETCTBYHOLLMMU MEPaMU U CPeACTBAMU KOHTPOMS U
yNpPaBneHusa Ha 9KCnayaTauMoOHHOM, (PDYHKLMOHANbHOM U CTpaTerM4eckoM ypoBHE Ana obecneyeHus eé
LEeNOCTHOCTU, KOH(PUAEHUMANbHOCTU W  AOCTYMHOCTM, a Takke 3aluTty OT PUCKOB, TaKMX Kak
HECaHKLMOHUPOBAHHLIN JOCTYM, pa3pyLUeHne, UCNonb3oBaHue, Mogudukaumsa unu packpeitne nubo noreps
B TEYEHMWE BCEro €€ XXN3HEHHOro LMKNa;

- BblGOp 0BpabotumkoB MWW, koTopble NPeaoCTaBnSAOT AOCTATOYHbIE FAPAHTUM OTHOCUTENLHO
KaKk OpraHm3aLuoHHbIX, (MPU3NYECKNX U TEXHUYECKUX MEP U CPEACTB KOHTPONSA U ynpasneHus npu oopaboTke
MUK, Tak n obecnevyeHnss COOTBETCTBUA 3TUM MepaM U CPeACTBaM KOHTPONSA W yNpaBneHus;

- 6a3upoBaHue 3TUX Mep U CPEACTB KOHTPONSA M yNpaBneHusi Ha TpeboBaHUsIX COOTBETCTBYIOLLETO
3aKOHOJATEeNnbCTBA, CTaHAapToB  0e30macHoOCTW, pesynbTartax CUCTEMATUMYeCKUMX OLEHOK  PUCKOB
BGesonacHocTu, kak onncaHo B MCO 31000, n pesynbrarax aHanm3a «3aTparbl/Bbirogay;

- peanu3auuio Mep U CPeACTB KOHTPOMA U ynpaBneHuss cCopasaMepHO BEPOATHOCTU U CEPLE3HOCTU
noTeHumnanbHbIX NOCneacTBuin, vyescteutenoHoctu MW, uncny obnagatenen MU, kotopsle mMOryT ObiTb
3aTPOHYTLI, U KOHTEKCTA, B KOTOPOM OHa NPOU3BOAUTCS;

- orpaHuyeHue gocrtyna k NMUN gns tex nuu, KOMy Takon Aoctyn TpebyeTca Ansi BbINOSHEHUS
cBOMX 00A3aHHOCTEN, M OrpaHUYeHne JOCTyna Tex nuy, KOTopble MMEIOT A40CTyn Tonbko K Ton MU, goctyn
K KOTOPOW UM TpebyeTcsa Ans BbIMOMHEHUS CBOMX 00S13aHHOCTEN;

- NPUHATUE PELUEHUI OTHOCUTENMBHO PUCKOB U YA3BUMOCTEN, OOHAPYKEHHBIX C MOMOLLBIO OLIEHOK
prucka obecneyeHusi NPMBaTHOCTM U NPOLIECCOB ayauTa;

- nepuoaudeckuii NepecmMoTp 1 NepeoleHka Mep U CpeacTB KOHTPOMS U ynpaBneHusi B npouecce
NOCTOSAHHOTO MEHEXXMEHTa PUCKOB 6e30MacHOCTH.

5.12 CooTBeTCTBUE NPUBATHOCTU

CobnioaeHne npuHyMna COOTBETCTBUSA MPUBATHOCTU O3HAYaeT:

- NPOBEPKY U AEMOHCTPUPOBaHUE TOro, 4to obpaboTka yaoBneTBopseT TpeboBaHUSAM 3alUMThI
JaHHbIX U COXPaHEHWUs1 MPUBATHOCTU MyTEM MNEPUOAUYECKOr0 NPOBEAEHWS ayauMTOB C MCMNOMb30BaHUEM
BHYTPEHHUX ayAMTOPOB UNKU ayAUTOPOB AOBEPEHHON TPETbEH CTOPOHbI;

- NPUMEHEHUEe COOTBETCTBYIOLLMX BHYTPEHHUX MEp U CPeACTB KOHTPONS W YNpaBneHua u
MEXaHM3MOB HEe3aBMCMMOTO HaOMAeHUs, KOTopble O00EeCnevnMBalT YBEPEHHOCTb B  COOTBETCTBUU
NPUMEHUMOMY 3aKOHY O MPMBATHOCTU, MONUTMKAM U npoueaypam obecneyeHuss 6€30NacHOCTU, 3aLUuTl
JaHHbIX M o6ecneyeHns NPUBaTHOCTMU;

- pa3paboTKy U noaaepKKy OLEHOK pUCKa NPUBATHOCTU ANS OLEHUBAHUSA TOr0, COOTBETCTBYIOT I
MHULMATMBLI MO NOCTaBke NMporpaMMbl UM cepeuca, Bknovawwme obpabdotky MW, TpeGoBaHuam 3amTel
JaHHbIX U 0BecneyeHmns NPUBaTHOCTU.

MpuMeHuMbI 3aKOH MOXeT TpeboBaTb, UTOObI OAMH unnM Bonee HabnAATENbHLIX OPraHoB Obin
OTBETCTBEHHbIM 38 MOHUTOPUHI COOTBETCTBUSA AEWUCTBYIOLLEMY 3aKOHY O 3aliuTe AaHHbIX. B aTux cnyuasx
nogaepkaHne  npuHUMNa  COOTBETCTBMA  MPMBATHOCTM  TAaKKe  O3HA4YaeT  COTPYAHUYECTBO  C
HabnoaaTensHbIMKU OpraHaMu 1 cobnaeHne ux pykoBOAALLMX MPUHLUMNOB U TPEBOBaHWIA.
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CootBeTtcTBMe mexay noHatuamm MCO/MOK 29100 n noHsatuamm MCO/M3K 27000

Mpunoxexue A
(uHdpopmaumnoHHoe)

Ons ynpoweHns WCnosfb30BaHUA CeMencTBa MexayHapoaHblx craHgaptoB MCO/MOK 27000 B
cneunduyYeckoM KOHTEKCTE oBecneyeHus NPUBaTHOCTU M UHTErpaumMm NOHATUI obGecnedeHnss NpMBaTHOCTU
B koHTekcTe MCO/MO3K 27000 B Tabnuue A.1 npeacTaBneHbl B3aWMMOCBSI3N MEXAY OCHOBHbIMU MOHATUSAMU

MCO/M3K 29100 n MICO/M3K 27000.
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Tabmuua A.1 — Conocrasnenue nousatTuin MCO/M3K 29100 n noHsitui MCO/M3K 27000

Mounatua MCO/M3K 29100

CooTtBeTcTBMe ¢ noHATusAMuU MCO/MIK 27000

JNnuo, 3amHTepecoBanHoe B 0GecneveHnn
MPUBATHOCTM

MNpuyacTHasa cTopoHa

nMn

MNHdOpMaLMOHHbIN akTUB

HapyLieHne npusaTtHOCTU

WMHumaeHT nHpopmaymnonHon 6e3onacHocTu

Mepa 1 CpeAcTBO KOHTPONS U YNPaBNEHNS
NPUBaTHOCTLIO

Mepa v cpeacTBO KOHTPOSIS U YNPaBEHNs

Puck o6ecneyeHnsa npuBaTHOCTH

Puck

MeHeaXXMeHT pucka oGecneyeHust NpUBaTHOCTH

MeHeakmeHT pucka

TpeboBaHus kK Mepam 3aLuMTbl NPUBATHOCTU

Llenu npumeHeHNs Mep U CPEACTB KOHTPOSIA
¥ ynpaenexus




rocT P UICO/M3K 29100—2013
Bubnuorpacusn

[1 NCO PykoBoacTeo 73, YnpaeneHue puckamu — Crosapb

[2] NUCO 31000, YnpasneHue puckamu — [Mpunyunsl u pykogodcmea

[3] NCO/M3K CTK1/MK 27 PI'5 OcHosononarawowmin aokymeHt 2 (PIF5 Of2) — ccobinku Ha
oghuyuanbHbie KOHhudeH uanbHbie 00KyMeHMbl, OCTYNHbIE Ha canTe http://www.jtc1sc27.din.de
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http://files.stroyinf.ru#

rocT P UICO/M3K 29100—2013

YOK: 658:562.014:006.354 OKC: 35.040

Kniouesble crosa: YnpaBneHue puckamm, obecnedyeHue npuBaTHOCTU

MognucaHo B neyaTs 01.10.2014. dopmat 60x84 /.
Yen. ned. n. 2,79. Tupax 40 ak3. 3ak. 3594.

MofroTOBMNEHO Ha OCHOBE 3reKTPOHHOI Bepcui, NpefoCcTaBreHHoM pa3paboTunkoM cTaHAapTa

oryn « CTAHOAPTUHOOPM »

123995 Mocksa, paHaTHbLIN nep., 4.
www.gostinfo.ru info@gostinfo.ru
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