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BseneHune

WHdopmMaLMOHHO-KOMMYHUKALUMOHHbIE TexHonorun (MKT) co BpeMeHeM CTanu COCTaBHOW 4acTblo
MHOTMX BUAOB AEATENbHOCTU, ABNAIOLUMXCA 3MNEMEHTaMU KPUTUYECKMX MHPACTPYKTYP BO BCEX CEKTOpax:
rocyjlapCTBEHHOM, YaCTHOM Wnu 0bLecTBeHHOM. PacnpoctpaHeHne WHTepHeTa u Aapyrux 3MeKTPOHHbIX
CETEeBbIX YCNYr U COBPEMEHHbIE BO3MOXHOCTM CUCTEM W MNPUKNAAHLIX NPOrpaMM TaKke O3Ha4aloT, YTo
opraHusauuu cranu ewe 6onee 3aBUCUMMbl OT 3aCNY>XMBAKOLIMX OOBEPUA, HAAEXHBIX M Be30nacHbIX
uHppacTpyktyp UKT.

Mexay TeM, NoTpebHOCTb B MEHEAXXMEHTE HenpepbiBHOCTU BusHeca (MHB), BkNoYasa roToBHOCTL K
WHUMAEHTaM, NaHupoBaHMe BOCCTAHOBMEHUS nocne ©OeAcTBUsi, pearMpoBaHME Ha YpesBblvalHble
CUTyauum U UX MEHeIXXMeHT, Obina npu3HaHa U NOAAEPKUBAETCA B KOHKPETHbIX 06NacTsiX 3HAHUSMMU,
onbITOM, U paspaboTaHHbIMU W ONYONMKOBAHHLIMKW 3@ MOCAEeAHUE T[OAbl CTaHAapTamu, BKMKO4Yas
MEXOYHApOAHbIE CTAHAAPTHLI MO MEHEAXKMEHTY HENPEpPbLIBHOCTM Bu3Heca, paspaboTanHsie MICO/TK 223.

MpumeyaHune — B WCO/TK 223 Haxogutca B npouecce pa3paboTkm COOTBETCTBYHOLUMIA
MEeXAYyHapOoAHbI CTaHAAPT N0 MEHEIKMEHTY HenpepbiBHOCTM BusHeca (MCO 22301).

C6ou ycnyr UKT, Bknouyasi BO3HMKHOBEHMWE Takux npobnem 6e30MmacHOCTM, Kak BTOPXEHWE B
CUCTEMY MM MHADUUMPOBAHME BPEAOHOCHON MporpaMmoi, GyayT okasbiBaTb BAIMAHWUE HA HEMNPEPbLIBHOCTb
onepauui BusHeca. CneposatenbHo, MeHemkMeHT UKT u CBA3aHHAA C HUMU HEMPEPLIBHOCTb, a TaKXKe
apyrve acnektbl ©e3onacHOCTM  (hOPMUPYIOT  KIIOYEBYKD 4acTb TpeboBaHuin no obecneveHuto
HenpepbIBHOCTU Ou3Heca. Kpome Toro, B 60NbLUMHCTBE CriyyaeB KpUTuyeckme pyHkummn BusHeca, KOTopble
Heobxoanmbl Ans obecrneyeHns HenpepbIBHOCTM BusHeca, 06blMHO 3aBucsaT ot MKT. Takas 3aBUCUMOCTb
03HayaeT, uto HapyweHus VKT MoryT cosgaBaTb CTpaTernyeckue pucku Ana penyrauuy opraHu3auun u ee
BO3MOXHOCTU (DYHKLMOHUPOBAHUS.

Ons mHormx opraHu3aumin rotoBHoCTb KT siBNsieTcA BaXKHEWLLen COCTaBnAlolWen B peanusauuu
MEHEe)KMEHTa HenpepbIBHOCTM Ou3Heca U MeHemKMeHTa MHGOPMauMoHHON 6GedonacHocTu. Yactbio
peanu3aumm U YHKLMOHUPOBAHUA CUCTEMbI MEHemKMeHTa uHdopmaumoHHon 6GesonacHoctn (CMUB),
onpeaeneHHon B MCO/M3K 27001, u cuctembl MEHeaXMEHTa HenpepbiBHOCTM ©GusHeca (CMHE),
COOTBETCTBEHHO, ABMAETCS HEOOX0AUMOCTL pa3paboTku W peanu3auuuM nnaHa obecnevyeHus roToBHOCTU
yenyr KT ansa o6ecneyeHnsi yBepeHHOCTH B HEMPEpPbIBHOCTU BusHeca.

B pesynbtate 9dh(EKTUBHOCTb MEHEmXKMEHTa HenpepbiBHOCTM Ou3Heca 4acTto 3aBUCUT OT
dakTuyeckon rotoBHoctn WKT, obecneymBarollen YBEPEHHOCTb B TOM, 4YTO B MEPUOA HapyLleHUA
NpoAOIKAOT BLIMONHATLCA LENnM opraHusauum. OT0 OCOBEHHO BAaXHO B CBSI3U G TEM, YTO MOCNeACTBUSA
Hapywenuii KT 4acto uMmeloT AONOSMHUTENbHLIE OCMOXHEHMs, Oyayyuu CKpbITbIMU U (UNKU) TPYAHO
00Hapy>xmBaeMbIMK.

YUtoObl opraHusauusi gocturna rotoBHoctu WMKT k obecnedyeHutd HenpepbiBHOCTM ©BusHeca
(TMKTOHB), et HeoGxoAMMO BBECTU CUCTEMAaTUYECKUI MPOLECC NpeaynpeXxaeHusi, NPorHO3UpPOBaHUA U
MeHemKMeHTa HapyweHuin WMKT u nHumaeHToB, obnagarowmx BO3MOXHOCTbIO HapylwieHust ycnyr WKT.
Jlyylle BCEro aToro MOXHO AOCTUYbL MYTEM NPUMEHeHua a3 uukna «lnaHuposaHue — OCyLLECTBNEHNE —
Mposepka — fdevicteuey (PDCA — Plan-Do-Check-Act) kak yactu cucremol meHempxkmenta B MMKTOHB.
Takum cnocobom MTMKTOHB GyaeT noaaep»xmBatb MEHEAXMEHT HEnpepbiBHOCTM OGu3Heca, obecneunsas
YBEPEHHOCTb B COOTBETCTBYHOLUEN ycTonumMBocTu ycnyr VKT M BO3MOXHOCTM WX BOCCTaHOBMEHMSA A0
3apaHee onpedeneHHblX YPOBHEN B paMKkax BPEMEHHbIX CpPOKOB, TpebyemblX W COrnacoBaHHbIX
opraHusaumen.

Tabnuua 1 - Uukn «MnadmpoBaHue — OcywecteneHne — MNpoeepka — fericteuey B FTMKTOHB

MnaHmpoBaHue YcTaHOBMEHNe NOAWTUKK, LiENENn, nnados, npoueccoB u npoueayp MKTOHB,
OTHOCSILLMXCA K MEHEMKMEHTY PUCKA U COBEPLUEHCTBOBAHUIO roTOBHOCTM UKT,
ANA [OOCTMXKEHWUS pPe3ynbTaToB B COOTBETCTBUM C OOLMMW NOMUTUKAMU U
uensamu obecneyeHns HenpepbIBHOCTH Bu3Heca opraHmsauum

OcyLuecTaneHue BHeapeHusa n BbINOMHEHWE MOMIUTUKUA, MEP U CPEACTB KOHTPONSA U YyNpaBneHus,
npoveccos u npoueayp MKTOHB

MpoBsepka OueHka u, rge 910 NPUMEHUMO, U3MEpPEHMe nokasartenen 3PPeKTMBHOCTU
npouecca no OTHoweHuto K nonutuke MMKTOHB, uenaMm uM npakTudeckomy
OMbITY, M YBEAOMIIEHME O pe3yrnbTaTax PykOBOACTBA ANl paCCMOTPEHUS

Lencrteue MNpuHATUE KOPPEKTUPYIOLUMX U MPEBEHTMBHbLIX MEP Ha OCHOBE pPEe3ynbTaToB
NpoBOAMMOW  PYKOBOACTBOM MPOBEPKM AN AOCTUXKEHUS  NOCTOSIHHOMO
coBepLueHcTBoBaHusa MMKTOHB
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Ecnn opranusauma npumensetr UMCO/M3K 27001 pana cosgaHua CMWB un  (unn) npumeHsaeT
COOTBETCTBYlOULME CcTaHAapTbl Ans co3gaHua CMHB, npegnoutuTensbHo, 4To6bl npu co3gaHun TMKTOHB
YUUTbIBA/IUCL CYLLECTBYOLWMNE WM NMAaHNPYyeMble MNPOLECChl, CBA3aHHbIe C 3TUMWU CcTaHfapTamu. Takas
CBA3b MOMOXET nogaepxatb co3gaHne TMKTOHB, a Takke NOMOXeT u3bexarb MObIX ABONCTBEHHbIX
npoueccoB Ans opraHnsaumn. Ha pucyHke 1 nokasaHo B3ammogelictBue MKTOHB n CMHB.

Mpu  nnaHupoBaHum ©n peanmsauun TUKTOHB opraHu3ayms  MoxeT  obpawaTtbca K
MCO/M3K 24762:2008 no BOMpOCY NJaHUMpPOBaHUA W NpefocTaBfeHus ycnyr no BoccTaHoBneHuio WKT

nocne GGACTBI/IFI He3aBMUCUMO OT TOro, npeaocTtabBAKTCA /N Takue Yycnyru camoi opraHmsaLgmeVl nnmn
npue/sie4EHHbIM NOCTaBLWWKOM YC/yT.

PucyHok 1 - Wuterpauusa M’KTOHB n CMHB
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HAUMWOHANDBbHBLIN CTAHOAPT POCCUNCKOWN ®EQEPALVU

UndopmaumonHana TexHonorus
METOAbl U CPEACTBA OBECIEYEHUA BE3OMNACHOCTU

PykoBOACTBO NO roTOBHOCTU MH(DOPMaLIMOHHO-KOMMYHUKALIMOHHBIX
TEXHONMOruM K o6ecnevyeHuo HenNpepbLIBHOCTU OM3Heca

Information technology. Security techniques. Guidelines for information and communication technology readiness for
business continuity

Nara BBegeHuna — 2014—01—01

1 O6nacTb NnpuMeHeHUA

B HacTosiwem craHaapTe OnNuCLIBAIOTCA KOHLENUMU M NPUHUMMbLI TOTOBHOCTU UHGOPMALIMOHHO-
KOMMYHUKAUMOHHbIX TexHomormii  (MKT) k obecneyveHuio HenpepbiBHOCTM OusHeca (OHB), u
npeaocTaBnaeTca cuctema MeTOA0B M NPOLECCOB ONMpeaenieHUsl U TOYHOTO M3NIOKEHUsI BCEX acrekToB
(Takmx Kak kputepunm 9PEPEKTUBHOCTU, NPOEKTUPOBaHWE W peanu3auus) AN COBEpLUEHCTBOBAHUSA
rotoBHocTu WKT opraHusaummu k obecneveHnio HenpepbiBHOCTU OusHeca. OH npumeHum ans no6ow
opraHu3auMm (4acTHOW, TrOCYAApCTBEHHOW, HErocyaapCTBEHHOW, He3aBUMCUMO OT ee pa3mepa),
paspabartbiBaowen nporpammy rotoBHoctu UKT k oGecneyvenunio HenpepbiBHOCTM GusHeca (TMKTOHB) u
Tpebytowei ot ceoux ycnyr/mHdpactpyktyp UKT rotoBHOCTM K noaaepxke onepauun busHeca B cnyyae
BO3HWKHOBEHMSI COOBLITUIA, MHUMAEHTOB W CBA3AHHLIX C HUMWU HApPYLUEHWN, KOTOPbIE MOTYT OKa3biBaTb
BMIMSIHWE Ha HEMpPEpPbLIBHOCTL (BKMOYaA 6e30nacHOCTb) KpuTu4Yeckux (pyHkumin OusHeca. OH Takke paer
BO3MOXHOCTb  OpraHuMsaumMum U3MepsATb  napameTpbl  ahdeKkTuBHOCTH, cBA3aHHble ¢ [UKTOHB,
cornacoBaHHbIM 1 MPU3HAHHbLIM cnocobom.

O6nacTb NMPUMEHEHUS HACTOSILLErO0 CTaHAAapTa OXBaTbiBAeT BCE COOLITUA U MHLUMAEHTHI (B TOM
yucne CBsi3aHHble C 6e30MacHOCTbIO), KOTOPblE MOTYT OKa3blBaTb BAUSAHWUE HA UHPACTPYKTYPbl U CUCTEMBI
MKT. OH BKNIOYAET M pasBuBaeT MPaKTUYECKUE NPUEMbl YPEryrnipoBaHuMA U MEHeMKMEHTa UHUMAEHTOB
MHopMaLUoHHoON 6esonacHocTu, a Takke yenyr KT n nnanuposaHnus rotosHoctu UKT.

2 HopmaTuBHbIE CCbISIKU

B HacTosiLem cTaHaapTe UCNomb30BaHbl HOPMATUBHLIE CCbIIKM Ha crneaylowme MexayHapoaHble
cTaHaaptbl. [nsa AaTMpoBaHHbLIX [JOKYMEHTOB  UCMOMb3YIOT TOMbKO ykasdaHHOe u3ganue. [ns
He4aTUPOBAHHBIX AOKYMEHTOB UCMONbL3YIOT CaMO€e nocneaHee u3faHue CCbINOYHOro AOKYMEHTa (C y4eToMm
BCEX U3MEHEHUN).

NCO/M3K TO 18044:2004" WHdopmaLmoHHas TexHomnorusi. MeToabl M cpeactsa obecneyeHus
6esonacHoCcTU. MeHemKMEHT UWHUMAEHTOB MWHGOpMmauMoHHoit 6esonacHocTn (ISO/IEC TR 18044:2004,
Information technology — Security techniques — Information security incident management).

MCO/M3K 27000 WHdopmauuoHHas TexHonorus. Metoael M cpeacrea  ofecneveHus
GesonacHoctTn. CUCTEMbl MeHemXMeHTa WHpOpMaunoHHoOW Ge3onacHocTn. OB30p M TEPMMHOMOrUSA
(ISO/IEC 27000, Information technology — Security techniques — Information security management systems
— Overview and vocabulary)

MCO/M3K 27001  WHdpopmaumoHHass  TexHonorma. MeTtoabl M cpeactesa  ofecneveHus
B6eszonacHoctTn. CuCTeMbl MeHemKMeHTa MHdopmaunoHHon GeszonacHocTu. Tpebosanua (ISO/IEC 27001,
Information technology — Security techniques — Information security management systems — Requirements)

Y UCOMBK TO 18044:2004 3aMeHeH Ha MICOMBK 27035:2011.

U3paHue ouumnanbHoe
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MCO/M3K 27002 WHdopmauuoHHass TexHomorus. Metoabl M cpeactBa  obecneyeHus
GesonacHoctu. CBOA MnpaBun AnNs MeHempkmeHTa uHopmauuoHHoi 6esonacHoctu (ISO/IEC 27002,
Information technology — Security techniques — Code of practice for information security management)

MCO/M3K 27005 WHdopmauuoHHass TexHonorus. Metoabl M cpeactBa  obecneyeHus
Ge3onacHocTu. MeHemxmeHT puckoB MHOpMmaumoHHoW 6esonacHoctu (ISO/IEC 27005, Information
technology — Security techniques — Information security risk management).

3 TepMuHbI U onpeaeneHus

Ona uene AAHHOTO AOKYMEHTA MPUMEHSIIOTCA TEPMUHbI U ONpEefEneHus, NPUBEAEHHble B
MCO/M3K TO 18044, WNCO/M3K 27000, WMCO/M3IK 27001, WCO/M3K 27002, WNCO/M3IK 27005 wu
npeacraBJieHHbIE HUXKE.

3.1 anbTepHaTMBHaA nnowapka (alternative site): AnbTepHaTuBHoe paGodyee nomelueHue,
BblIOpaHHOE opraHu3auuen Ana UCNOMb30BaHUSA B Criyyae, ecnu nocrne aBapum obbluHble onepauun GusHeca
He MOTYT OCYLLECTBIIATLCA B 0OLIMHOM NMOMELLEHUN.

3.2 MeHeXXMEHT HenpepbiBHOCTHM 6u3Heca; MHBE (business continuity management - BCM):
LienoctHbiin ynpaBneH4Yeckun npouece, MAeHTUMULMPYIOLWMIA NOTEeHUnarnbHbIe yrpo3bl AN opraHusauuu u
MX BNMSHME HA onepaumnm OusHeca, u obecneumBaloOMini OCHOBY [ANS MNOBBILLIEHUA YCTOWYUBOCTU
OopraHM3auum C BO3MOXHOCTbLIO 3(hbEeKTUBHOIO pearmpoBaHus, 4To obecneymBaeT 3alUMTy MHTEPECOB
OCHOBHbIX MPUYaCTHbIX CTOPOH OpraHusauumn, ee penytauum, O6peHaa u AeATEnbHOCTU MO CO3AaHUI0
LIeHHOCTEN.

3.3 nnaH obecnevyeHusi HenpepbiBHOCTU Ou3Heca; MHB (business continuity plan— BCP):
JlokyMeHTMpOBaHHbIE Npoueaypbl, KOTOPbIM crieqyeT opraHu3auusi npu OCyLUeCTBMEeHUW pearupoBaHus,
BOCCTAHOBMNEHMS, BO30OHOBNEHMA U BO3BPALUEHUS K 3apaHee OnpefieneHHOMY YPOBHIO onepauui nocne
HapyLLeHuUs.

MpumeuyaHne — OObLIMHO OH OXBATLIBAET PECYPChl, YCNYrU U MEPONPUATUS, HeobxoauMble Ans
obecneyeHus HenPEPLIBHOCTU KPUTUYECKUX (PYHKLMI Ou3Heca.

3.4 ananus BnusaHua Ha 6usHec; ABB (business impact analysis — BIA): lNMpouecc ananu3a
onepaTtuBHbIX PYHKLUMA U BIUSHUS, KOTOPOE MOXET 0Ka3blBaTb HAa HMX HapylueHune (YHKLMOHUPOBAHUSA
6usHeca.

3.5 kpuTnueckun (critical): KauecrBeHHan xapakTepuctuka, ucnonb3yemas, 4toObl NogYEepKHYTb
B&XXHOCTb pecypca, npouecca unu YHKUMKM, KOTOpble AOSMKHbI ObiTb MNOCTOAHHO AOCTYNHLIMWU WU
OENCTBYIOLMMMU UMN JOCTYMHLIMU U OEACTBYIOLMMMN C HAaubonee paHHEro BO3MOXHOrO MOMEHTA BPEMEHU
nocre MHUMAEHTA, Ype3BblvaiiHoON cutyauun unu 6eacreus.

3.6 HapyweHue (disruption): OxugaemMbli (Hanpumep, yparaH) unu HenpeasuaeHHbIn (Hanpumep,
HapyLlleHue/npekpaLleHme SHEeprocHabXkeHWUs, 3eMIETPACEHUE UMW aTaka Ha CUCTEMbI/MHAPACTPYKTYPY
WKT) MHUMAEHT, KOTOpPbIN HapyLlaeT 06blYHbIN X04 Onepauunii Ha NNoLaake opraHusaumu.

3.7 BocctaHoBnenne UKT nocne 6eactBua (ICT disaster recovery): CnocoGHOCTb 3NeMEHTOB
WKT opraHusauun nopaepxuBaTtb €€ Kputudeckme yHkumm GU3Heca Ha NpuemnemoM YPOBHE B TeYEHHue
onpegeneHHoro nepuoaa BPEMEHMU Nocre HapyLLeHUs.

3.8 nnaH BoccTaHoBneHus UKT nocne 6eacteua (ICT disaster recovery plan — ICT DRP): YeTko
onpeaeneHHbI U JOKyMeHTanbHO OQYOPMIEHHbIR NaH NO BOCCTAHOBNEHUIO BO3MOXHOCTen UKT B criydae
BO3HUKHOBEHWS HapyLLEHUSI.

MpuMevyaHune — B HEKOTOPLIX OpraHM3auusix €ro HasblBalT nnaHom obecnedyeHus
HenpepbIiBHOCTU UKT.

3.9 xapakTep oTkasa (failure mode): MpusHakm, NOCPEACTBOM KOTOPLIX OTKA3 NPOSIBISETCS.

MpumevyaHue — Xapaktep oTkasa 0BbIYHO ONUCLIBAET, KaK NPOUCXOAUT OTKa3, U Kakoe BRusHUE
OH OKa3bIBaeT Ha (PYHKLIMOHUPOBAHUE CUCTEMBI.

3.10 rotoBHOCTL UKT Kk 06ecneuyeHunto HenpepbiBHOCTH 6u3Heca; MTMKTOHB (ICT readiness for
business continuity — IRBC): Cnoco6GHOCTL opraHu3aumn nogaepxmeatb CBOM onepauun OusHeca nytem
npeaynpexaeHus, oGHapy>XxeHUs, pearnpoBaHnsa Ha HapyLIEHMs U BOCCTaHoBneHua ycnyr UKT.

3.11 MUHUManbHasA uenb o6ecnevyeHus HenpepbiBHOCTM 6u3sHeca; MLUHB (minimum business
continuity objective — MBCO): ObecneyeHne MUHUMAaNbHOFO YPOBHSA YCRyr U (Mnu) NpoaykTOB, KOTOPbIE
SIBNSAIOTCA NPUEMNEeMbIMU ANs OpraHu3aunn B 4OCTUXKEHUN €€ Lenen buaHeca BO BPEMS HAPYLUEHUS.

3.12 3apgaHHas Touka BocctaHoBneHus; 3TB (recovery point objective — RPO): MoMeHT BpeMeHwu,
K KOTOPOMY AOSDKHbI ObITb BOCCTAHOBNEHLI AaHHbIE NOCMNE NPON30LLEALLErO HAPYLLEHNS.

3.13 3apgaHHOe BpeMsA BoccTaHoBneHus; 3BB (recovery time objective — RTO): Mepuoa Bpemexun
nocrne npousOLUEALIEro HapyLWEHUsi, B TEYEHUE KOTOPOro AOIMKHbI ObiTb BOCCTAHOBMEHbLI MUHUMATbHbLIE
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YPOBHU ycnyr u (unu) NpoaykTbl, a Takke MOAAEPKUBAIOLUME CUCTEMbI, NPUKMaAHbIE NPOrpammbl UMM
YHKLMU.

3.14 ycTtonuuBocTh (resilience): CnocoBHOCTL OpraHu3aunMm NPOTUBOCTOSATbL HapyLUeHuto, Byayyu
3aTPOHYTON UM.

3.15 nHuumarop (trigger): CobbiTUE, KOTOPOE MHULMUPYET PEaKkLmIo CUCTEMbI.

MpumMmeyvaHune — TaKkke U3BECTEH, Kak MHULMUPYIOLLEe COBbITHE.

3.16 BaxHenwasn 3anucsk (vital record): SnekTpoHHaa unu BymaxkHasi 3anucb, KoTopas Heobxoauma
NSl COXPAHEHUA, NPOLOMKEHUS UMM BOCCTAHOBMNEHWA AEATENbHOCTU OpraHusauun u Ana 3awmTtbl npas
opraHusauuu, ee cnyatmx, KNMMEHTOB U 3aUHTEPECOBAHHbLIX CTOPOH.

4 CokpalueHusa

B HacTosLEM CTaHaapTe NPUMEHSIOT CrieAyioLmMe COKpaLLeHUs:

CFIA — aHanu3 BnusiHua oTkasa KoMrnoHeHToB (component failure impact analysis);

DRP - nnaHupoBaHue BOCCTaHOBNEHUs nocne beacreua (disaster recovery planning);

FMEA - ananu3 Buga otka3os u ux snusHus (failure mode effect analysis);

PDCA — nnaHupoBaHue—ocyuiecTsneHne—nposepka—aencraue (Plan-Do-Check- Act);

RAID — u3bbiTounble guckosbie maccusbl (Redundant Array of Disks);

SAN - ceTb XpaHeHus aaHHbIX (storage area network);

ABB — aHanu3 BnusaHus Ha 6usHec (BIA — business impact analysis);

MKTOHB - rotoBHocTb UKT k obecneuennio HenpepbiBHOCTU GusHeca (IRBC — ICT readiness for
business continuity);

3BB - 3agaHHoe BpemMs BoccTaHoBneHusi (RTO — recovery time objective);

3TB - 3agaHHas Touka BocctaHoBneHus (RPO — recovery point objective);

WKT — HdopmaunoHHO-kOMMYHUKauuMoHHble TexHonorum (ICT — information and communication
technology);

MHB — meHemxMeHT HenpepbiBHOCTH BusHeca (BCM — business continuity management);

MUHB — muHumanbHas uens obecnevyeHus HenpepbiBHOCTU BusHeca (MBCO — minimum business
continuity objective);

OHB - obecneueHne HenpepbIBHOCTU OM3HeCa;

MHB - nnaH HenpepbiBHOCTU GusHeca (BCP - business continuity plan);

CMWB - cuctema MeHemkMeHTa MHopMauynonHon 6GesonacHoctu (ISMS — information security
management system);

CMHB - cuctema meHegXMeHTa HenpepbiBHOCTU Gu3Heca.

5 O630p

5.1 Ponb TMKTOHB B MeHeXMeHTe HenpepbIBHOCTU OM3Heca

MeHe)KMEHT HenpepbiBHOCTM ©OudHeca (MHB) — 3TO LENOCTHbLIM ynpaBneHYeCKUn npouece,
UOEHTUMPULMPYIOLLMIA  NOTEHUMArbHLIE BO3AEWUCTBUS, KOTOPbIE YrpoXalT HEMNpepbIBHOCTU OusHec-
OeATenbHOCTU opraHu3auuu, u obecneunBatomii OCHOBY ANS CO3faHWUsS YCTOMYMBOCTM U BO3MOXKHOCTM
3hPEKTUBHOIO pearnpoBaHusi, 4To o6ecneynBaeT 3alUTy MHTEPECOB OpraHn3auUmmn OT HAPYLLEHMWIA.

Kak yactb npouecca MHB, TMKTOHB oTHOCUTCA K CUCTEME MEHEMKMEHTa, KOTopas AOMOSHAET U
nogaepxveaet nporpammy MHB u (unn) CMUB opraHu3sauumn AnsA NOBbILLEHWS TOTOBHOCTW OpraHv3auum K:

a) pearmpoBaHMIO Ha NOCTOAHHO M3MEHSIOLLYIOCA CPEaY PUCKa;

b) obecneyeHniO  YBEPEHHOCTM B  MPOAOIDKEHUM  KPUTUYECKMX  onepauuin  Bu3Heca,
noaaepXvueaembix CBA3AHHLIMU C HUMKM ycnyramu UKT;

C) pearMpoBaHWiO NpuU OGHapPY>XeHWM OAHOTO MM CepuM B3aMMOCBSA3AHHLIX COOLITUIA, KOTOPbIE
CTaQHOBSATCA MHUMAEHTaMM, 4O BOSHUKHOBEHUA HapyLuieHun yenyr VKT n

d) pearMpoBaHuWiO HA UHLUMAEHTLI/OEACTBUSI U OTKA3bl, & TAKXKE K BOCCTAHOBIEHMWIO MOCIE HUX.

PucyHok 2 unnioctpupyet xenaembiii pesynstat KT ana nogaepxkn MeponpusaTUin MeHe XKMeHTa
HenpepbIBHOCTH Bn3Heca.
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YKenaemblii
pe3ynbTar

PucyHok 2 - CTpykTypa o6ecrnedyeHuns HenpepbiBHOCTU GU3HEca, CBSi3aHHbIN ¢ Hell Bbixod VKT 1 xenaemsbiit
pesynbTat

PaspaboTaHHbin NCO/TK223 mexayHapogHblii cTaHgapT no MHB o6o6uwaeTt nogxoa MHB «k
npenynpexaeHnio MHUWAEHTOB, pearMpoBaHUI0 Ha HWX M BOCCTAHOBJ/IEHUIO nocse Hux. Bxogsawwme B MHB
JeAaTeNbHOCTU BKAYaAKT obecnevyeHne TrOTOBHOCTUM K WHUWAEHTaM, MEeHe[XMEHT HenpepbiBHOCTU
onepauyuii, nnaHupoBaHwe BOcCCcTaHOBeHWss nocne 6epcteua (DRP - disaster recovery planning) w
yMeHbLLEeHUe pucka, KoTopble COCPef0TOUYEHbl Ha MOBbILEHWN YCTONYMBOCTY OpraHusauuy n ee noaroToBke
K atphekTMBHOMY pearmpoBaHuio Ha WHUMAEHTbI, a TakxXe Ha BOCCTAHOB/EHWW MOC/Ne HWX B paMKax 3apaHee
onpefeneHHbIX BPEMEHHbIX LUKa.

TakMMm 06pa3oM, opraHusauns Y4eTKo paccTaBnfeT CBOW MPUopuTeTbl B OTHOWeEHUU MHB, u MMeHHO
UMM PYKOBOACTBYHOTCA B pgeaTtenbHoctu TMKTOHB. B csow ouvepegb, MHB 3aBucut ot TMKTOHB B
obecneyeHMn yBEPEHHOCTM B TOM, YTO OpraHu3auns MOXeT AOCTWYb CBOMX O6LWMX Ueneli no obecrnevyeHunio
HenpepbIBHOCTM B llob6oe Bpemsl, 0COGEHHO BO BpeMs HapyLlUeHus.

Kak nokasaHo Ha pucyHke 3, Takme feAaTenlbHOCTU NO o6ecneyeHnto roTOBHOCTM HanpaBsfieHbl Ha:

a) COBEepLUEeHCTBOBAHWE BO3MOXHOCTEN OOGHapYyXeHUs VHUWAEHTOB;

b) npepynpexaeHne BHE3aNHOro Win peskoro oTkKasa,

C) pgonyuieHne BO3MOXHOCTM MPUEMSIEMOro yxyAlweHus paboyero COCTOSIHMA, €ecnu  0TKas
HenpeoaoNum;

d) panbHelwee cokpalieHne BpeMeHW BOCCTaAHOBEHUSA; 1

e) cBejeHne K MUHUMYMY B/IUSIHUA MPY BO3MOXHOM BO3HWKHOBEHWUW WHLUMAEHTA.
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[o peanmzaummn MHB

Mocne peanusauyn MHB,
Pabouee BK/IHOHAOLLIEN BO3MOXHOCTY

A oA rotosHocTty VIKT,
COoCTOAHME " HUMnganr Hanpas/ieHHble Ha paHHee

0GHapYXXEHNs 1 pearypoBaHve

100%

MuHnmanbHas
uenb
obecneyeHus
HenpepbIBHOCTU
6usHeca

(MBCO)

Bpems

PucyHok 3 - KoHuenuusi rotoBHocTM MIKT k o6ecnevyeHmnio HenpepbIBHOCTU GM3Heca

5.2 MpuHynnel TMKTOHB

T’MKTOHB ocHoBbIBaeTCA Ha crnefyroLmx KoYeBbiX NpUHUMnax:

a) npepynpexaeHve WHUMAEHTOB - 3awurta ycnyr VKT oT Takmx yrpos, kak HebnaronpusaTHoe
B/USIHWE BHELUHE/ cpefbl W annapaTHble c60M, OMepauuoHHble OLKNOKM, 3M0YMbIW/IEHHbIE aTaku WU
npmpoaHble 6eACTBUSA, ABNSETCA KpaiHe BaxHO! AN NOALEPXKKM XefaeMblX YPOBHEN AOCTYNHOCTU CUCTEM
B OpraHusauuu;

b) O06HapyxeHve WHUMAEHTOB - camoe ObICTpoe O6HapyXeHWe WHUMAEHTOB OyAeT CBOAUTb K
MUHUMYMY MX B/IMSIHUE Ha YCAyru, cokpalwatb paboTbl N0 BOCCTAHOBAEHWUIO Y COXPaHATbL KavyecTBO YCAYr;

C) pearvpoBaHWe - pearMpoBaHue Ha WHUUAEHT Havbonee noaxoAsAwum crnocobom npusegeT K
60nee 3aPPEKTUBHOMY BOCCTAHOBMIEHUIO W YMEHbLUUT fobble npocTon. HeyaauyHoe pearvpoBaHve MOXeT
NMPUBECTUN K NepepacTaHnio He3HauYNTeIbHOIO MHUMAEHTa B HeYTO 60/1ee cepbesHoE;

d) BoccTaHOBMeHWe - onpefefieHne ¥ peannsauus COOTBETCTBYHOLLEW CTpaTernm BOCCTAHOBAEHUS
6yaeT obecneumBaTb YBEPEHHOCTb B CBOEBPEMEHHOM BO30OGHOBMEHWW YCNYr W NOAAEPXKKE LIEeNOCTHOCTU
AaHHbIX. TloOHMMaHVe npPUopPUTETOB BOCCTAaHOB/IEHMA [O3BO/IMT BOCCTaHaBNMBaTbL B MEPBYIO o4vepefb
Hanmbonee KpuTUYeckue ycnyru. YCnyru, HocsiLme MeHee KpPUTUYECKMIA XxapakTep, MOryT BOCCTaHaBNMBaTbCA
nosgHee Wnu, Npu HEKOTOPbIX YC/I0BUSX, BOOOLLE He BOCCTaHaBIMBATLCS;

€) COBEepLUEHCTBOBAHWUE - YPOKM, YCBOEHHbIE U3 pearnpoBaHUs Ha MeflkMe W KpyrHble WHLUUAEHTHI,
OO/MKHBbI  [OKYMEHTMPOBATLCA, aHa/M3npoBaTbCA W nepecmarpuBaTbCd. [lOHMMaHWe 3TUX YPOKOB AacT
BO3MOXHOCTb OpraHv3auuv fydile noAroTaBAMBaTbCs, KOHTpoAuMpoBaTb W u3beraTb WHUUOEHTOB W
HapyLLUeHWIA.

PuCyHOK 4 nnnocTpupyeT, kakuMm obpasom cooTBeTCTBYOWUA aneMeHT TMKTOHB nogpepxusaet
TUNUYHYIO BPEMEHHYIO nocnefoBaTeflbHOCTb BoccTaHoBneHua WIKT nocne 6eAcTBus W, B CBOKO o4vepenp,
nogaepxmeaeTt AeAaTeNbHOCTM Mo obecrneyvyeHno HenpepbiBHOCTM 6u3Heca. Peanuzaumsa TMKTOHB paet
BO3MOXHOCTb OpraHusauum 3geKkTMBHO pearmposaTb Ha HOBble W BO3HMKaWOLME Yrpo3bl, a Takke
pearnposartb Ha HapyLlleHWs 1 BOCCTaHaB/IMBATLCA MOC/E HUX.
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Hauano otcueta

Ha anbTepHaTUBHOM onepauyuun Ha onepauusim 6usHeca
nnowagke anbTepPHATUBHON

O nnowazake

PucyHok 4 - MpuHymnbl TMKTOHB Ha TMNMYHOI BpeMEHHO wkane BoccTaHoBneHua WIKT nocne 6eacteus

MpumeyaHue - ITan BOCCTaHOB/IEHUS BK/tOYaeT CBOEBpeMeHHoe
BOCCTaHOBJIEHNE/BO306GHOB/EHNE YCYr, YCTOWYMBLIE OMnepauuu BoccTaHoBneHus WKT nocne 6efcTeusi u
BO3BpAaT K 06blYHbIM onepauunsiM. Moapo6HOCTU CM. Ha pucyHke A.l B NpuaoxeHun A.

5.3 OnemeHTbl TMKTOHB

Knioyesble anemeHTbl TMKTOHB MOXHO 0606LWMUTL ceaylowmm o6pa3om:

a) Kagpbl: crneuynanuctel, obnajawline COOTBETCTBYOLWMMMW  HaBblkaMU W 3HaAHWAMU, U
KOMMETEHTHbIV Pe3epBHbIN NepcoHar;

b) coopyxeHus: msnyeckas cpega, B KOTOPO pacnosioxeHbl pecypcbl VKT;

C) TexHM4yeckoe OCHalleHue:

1) annapaTHble cpeacTsBa (BkIOYas CTOVKW, CEpBEpPbl, AVWCKOBble MAaCCWBbI, HakOMWTENN Ha
MarHUTHOM neHTe n Npnbopsl);

2) ceTu (BKMYaa ycnyru nepefayn faHHblxX 1 rosioca), KOMMyTaTopbl ¥ MapLIpyTU3aTOpPbI; U

3) nporpamMmHble CpefcTBa, BK/Yas OnepauuoHHY CUCTEMY W NpUKNagHble nporpammbl,
CBAA3b WM WHTepdielicbl Mexay npukaagHbIMW nporpamMamMu 1 NoANporpaMMbl NakeTHoW 06paboTkm
[JaHHbIX;

d) [aHHble: AaHHble NPUKIafHbIX NPOrpamMm, roJiocoBble JaHHble U Apyrue Buibl faHHbIX;

e) npoueccbl: BOCCTaHOBMeHMA U noggepxkn ycnyr WKT, BkAwYas noAfepxuBatoLLyto
[JOKYMeHTauu AN onucaHus KoHdwurypauumn pecypcos WKT u co3faHuss BO3MOXHOCTUM 3d(peKTUBHOro
PYHKLNOHNPOBAHMS;

f) nocTaBLMKM: KOMMNOHEHTbI LeNoYKu NocTaBkn ycnyr, rae npepoctasnexune ycnyr UKT 3asucnt ot
BHELUHEro nocTasLivKa YCNyr Wau [pyroii opraHu3auvu, y4yacTBYHOLIMX B LENOYke MNOoCTaBoOK, Hanpumep,
NMoCTaBLMK AaHHbIX MO0 PUHAHCOBbLIM PbIHKAM, MOCTaBLMK TENEKOMMYHUKAUWOHHLIX YCIYr WX MOCTaBLLMK
VIHTepHeT-ycnyr.

5.4 Pe3ynbTatbl n Boirogbl MMKTOHB

Bbirogbl acogpektnBHoin TMKTOHB agns opraHusauum COCTOSAT B TOM, YTO OpraHuM3auns:

a) noHWMaeT PUCKM MO OTHOLUEHUIO K HenpepbiBHOCTU ycnyr NKT 1 nx yassumocTu;

b) onpegenset noTeHunasbHble BAUAHUA OT HapyweHusa ycnyr UKT;

C) copeicTByeT ynyuylleHNo COTpyaHWYECcTBa Mexay pykoBoauTensimMmu 6uaHeca v MocTaBLiMKaMU
eé ycnyr NKT (BHYTPEHHMMU Y BHELLHUMW);
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d) passBsBaeT K MOBbILIAET KOMNETEHTHOCTb CBOero nepcoHana WKT nyTem gemoHcTpauymun
HafeXXHOro  pearmposaHuss  MOCPEACTBOM  MNPOBELEHVWA  TPEHWPOBOK MO  nnaHam  obecneyeHus
HenpepbIBHOCTU BM3Heca n TectupoBaHus mexaHnsmoB MMKTOHB;

e) obecneuvBaeT BbICLIEMY PYKOBOACTBY YBEPEHHOCTb B TOM, YTO OHO MOXET pacCuuTbiBaTb Ha
3apaHee onpegeneHHble yposHU ycnyr VKT n nonyyatb afekBaTHYO NOALEPXKY M CPeAcTBa COOOLEHUS B
c/yyae aBapwuu;

f) obecneumBaeT BbiCLIEMY PYKOBOACTBY YBEPEHHOCTb B HajnexalieM COXpPaHeHUW YPOBHS
MHOPMAaLMOHHOW 6e30MacHOCTM (KOHPMAEHUMANBHOCTb, LENOCTHOCTb U AOCTYNHOCTb) Mpu o6ecneyeHum
CTPOroro cnefoBaHns NoaWTUkam MHopMaLMOHHON 6e30nacHOCTY;

) npejocTaBnseT [AOMNOSHUTE/NbHYIO YBEPEHHOCTb B CTpaterMn obecneyeHus HenpepbIBHOCTH
6u3Heca, CBA3blBasg WHBECTULUMW B WH(OPMAaLMOHHbIE TEXHOMOrMM C NOTPebHOCTAMM 6usHeca W
obecneuvBas 3awuty ycnyr VKT Ha COOTBETCTBYIOLLEM YPOBHE C YYETOM WX 3HAYUMMOCTM A1 OpraHusaunu;

h) wucnonb3yet peHTabesnbHble ycnyrn WKT, a He ycnyrm € HefoCTaTOYHbIM WM Ype3MepHbIM
huHaHcupoBaHvem, 6GnarofapA MNOHUMAHWIO YPOBHA 3aBWCMMOCTW opraHusauuy ot 3Tux ycnyr UKT wu
Xapakrtepa, MecTopacnoioXeHusl, B3aumMO3aBUCHMOCTEN U UCMO/b30BaHNA KOMMOHEHTOB, COCTaBASAOLMX
ycnyrn UKT;

i) MOXeT ynyywaTb CBOK penyTauuio B OTHOLLIEHUN NPeAyCMOTPUTENBHOCTU U 3DPEKTUBHOCTY;

j) noTeHumanbHO mnoslyyaeT KOHKYPEeHTHoe MpeuMyLlecTBo 6narogaps NpoAeMOHCTPUPOBaHHOW
cnocobHOCTN obecneynBaTb HEMpepbIBHOCTL Ou3Heca W nogaepxvBatb NpefocTasBfieHne  ycnyr u
NPOAYKTOB BO BPEMSI HapyLUEHUS; U

K) noHumaeT n [OKYMEHTUMPYET OXMAAHUA MPUYACTHBLIX CTOPOH, MX CBA3b C ycnyramu WIKT un ux
ncnonb3oBaHve.

Takum ob6pasom, MMKTOHB ob6ecneunBaeT AOCTOBEPHbI Cnocob onpefdenenus craryca ycnyr VKT
opraHusauum B noggepxke ee uUeneii obecnevyeHnss HenpepbiBHOCTM 6u3Heca, paccmaTpuBas BOMPOC
«CnocobHa i Hawa VKT pearmpoBaTtb?», a He «HABnsieTcs M Hawa WKT 6e3onacHoii?».

5.5 YctaHosneHne TMKTOHB

TMKTOHB, BeposaTHO, 6yaeT 6onee adhhekTBHON M peHTabenbHOM, Korga oHa CNpoekTMpoBaHa u
BcTpoeHa B ycnyrm WKT c camoro Havana, kak 4actb ctpaterum MKTOHB, nopaepxuBarowiein Lemm
obecneyeHns HenpepbIBHOCTN Bu3Heca opraHusauun. 310 06ecneynT yBepeHHOCTb B TOM, 4To ycniyrn VKT
OGyayT Nyulle co3faHbl, fyylle NoHATbl U 6onee yctoiumebl. MameHeHne TMIKTOHB MOXeT 6biTb CMOXHOM,
Bbi3blBaloLLEli HApYLLEeHUs 1 AOPOroCcTosLLel 3aaqeil.

OpraHu3auma  gofxkHa  paspabaTbiBaTb,  peasM3oBbiBaTb,  NoAfepxuBatb U MOCTOAHHO
COBEpLUEHCTBOBAaTb  COBOKYMHOCTb  AOKYMEHTasflbHO  OCPOPMJIEHHbLIX  NPOLECCOB,  KOTopble  GyayT
nopaepxusatb NMKTOHB.

3Tn npouecchbl A0/MKHbI 0becneymBaTb YBEPEHHOCTb B TOM, 4TO uenn MMKTOHB 4eTko u3n0oXeHsl,
NOHATbI 1 A0BeAEeHbl A0 CBEAEHUs, a TakKe AeMOHCTPMPOBaTh 3aMHTEPEeCOBaHHOCTbL BbICLLEro pPyKOBOACTBa
B MIKTOHB.

PucyHok 5 rpadmueckn npeacrtasnsieT BUAbl AEATENbHOCTU, NMPOUCXOAALLME HA pas3/IMyHbIX 3Tanax
ob6ecneyeHuns MNKTOHB.
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5.6 Ucnonb3oBaHue uukna «MnaHupoBaHue-OcyuecTBneHue-Nposepka-dencTeue» ans
yctaHoBnenua N’MKTOHB

T'MKTOHB npeanonaraet co3gaHue B opraHusauuu npoueccoB pa3paboTkn U COBEPLLUEHCTBOBAHMSA
knioyeBbix anemeHToB MKTOHB (cm. 5.3), 4ToObl NOBLICUTL MX CMOCOOHOCTb pearupoBaTh HA HapyLLEHUs
noboro  BMAa, BKMIOYAs MEHSAIOLMECA CUTyauuu puUCka, NOCPEACTBOM MCMONbL30BaHWA Mnoaxoaa
«lnaHuposaHune-OcyLiecTBneHue-lNposepka-fencreuey. Ha pucyHke 5 rpadudeckn npeacrasreHbl BUAbI
AeATenbHOCTU, npoucxoasawume Ha pasnuyHbix atanax MMKTOHB.

5.7 O6A3aHHOCTK pyKOBOACTBA

5.7.1 PykoBoasias posib U 3aMHTEPeCOBaHHOCTb PYKOBOACTBA

Ytobbl nporpamma MMKTOHB Obina agpdekTuBHOM, OHA AomkHA ObiTb NPOLECCOM, NOMHOCTLIO
UHTErpMpPOBaHHbLIM C YNPaBEHYECKOW AEATENbHOCTLIO BEPXHEro 3BEHa opraHu3auuu, 0a0OpEeHHbIM U
noaaep>kaHHbIM BbICLUMM PYKOBOACTBOM. Ons nogaepXku n MeHemkmeHta nporpammbl TMKTOHB moxet
notpeboBarbCa pAg CNeunanucTtoB € npakTuydeckum onbitom B obnactu TMKTOHB u nepcoHan apyrux
BEAYLUMX HAMpPaBMEeHUn AeATENbHOCTU M cnyxb. KonuyecTso pecypcoB, TpebyemMbix ANnsi NoAAEPXKU TaKOoW
nporpaMmbl, OyAeT 3aBUCETL OT BEMUYUHBI U CIIOXXHOCTU OpraHu3aumm.

5.7.2 Nonutuka NTMKTOHB

OpraHusaums AomkHa UMeTb AOKYMEHTanbHO ohopmnennyto nonutuky MKTOHB. MNepBoHavanbHO
3TO MOXET ObiTb BbICOKOYPOBHEBLIA AOKYMEHT, YTOYHAEMbIA UM pacLUMPSEMblii MO Mepe AOCTUXEHUS
3penoctu Bcero npouecca MNMKTOHB. MonuTuka AOMKHA PErynsipHO NPOBEPATbCA U OOHOBMATHLCA B
COOTBETCTBUM C MOTPEOHOCTAMU OpraHusauuu U JOSMKHA COrnacoBbIBaThCA ¢ 6onee OGLUMPHLIMU Liensamu
MEeHe)XKMEeHTa HenpepbIBHOCTU BM3Heca opraHm3auumu.

Monutuka TUKTOHB pomkHa npefocTaBnATb OpraHu3auum  AOKYMEHTanbHO 0(OpPMIEHHbIe
NPUHUMMBI, K BbINOMTHEHUIO KOTOPbIX OHa OyaeT CTPeMUTbLCA W MO KOTOPbIM MOXET WU3MepATbCs
appektnBHOCTE TMKTOHB. MonuTrka aomkHa:

a) yCTaHaBnMBaTb M AEMOHCTPUPOBATb 3aMHTEPECOBAHHOCTL BLICLLEr0 PyKOBOACTBA B NPOrpaMmMme
MMKTOHB;

b) Bsknouats uenu MKTOHB opraHusauum nnu cCbiNaTbCs Ha HUX;

c) onpeaensatb obnactb npuMmeHenns MTMKTOHB, Bkntovas orpaHUYEHUS U UCKIIOYEHUS;

d) yTBepxaaTbCA M 0400PATLCSA BLICLUIMM PYKOBOACTBOM;

e) [oBOAUTLCHA A0 CBEAEHUS COOTBETCTBYIOLLUMX BHYTPEHHUX U BHELLHUX NPUYACTHLIX CTOPOH;

f) onpeaenutb n o6ecneunTb ANA COOTBETCTBYIOLLUMX CTPYKTYP AOCTYMHOCTb PECYpPCOB, TAKUX Kak
O10KeTHbIE CPeACTBa; NepcoHarn, HeobXoaUMBIAN NS OCYLLECTBNEHUS AeATENbHOCTEN B COOTBETCTBUM C
nonutukon NMKTOHB; n

g) noasepratbCA MPOBEPKE Yepe3 3annaHUpoBaHHbIe WHTEepBanbl BPEeMeHW U B Ccnyyae
BO3HUKHOBEHUS 3HAYUTENbHbIX UBMEHEHUI, TAKMX KaK U3MEHEHUS BHELLHEW cpeabl, U3MeHeHus GusHeca u
CTPYKTYPbl OpraHusauuu.

6 NMnanupoBaHne NKTOHB

6.1 O6wasn nudopmaumsa

OCHOBHOWM 3agadeit aTana NNaHUpOBaHUA ABNAETCA ycTaHoBneHue TpebosaHuii rotoBHoctn WUKT
opraHusauuu, BKMOYas:

a) crpateruto T’MKTOHB u nnan TMKTOHB, Tpebyemble aAnst noagaepxku 6usHeca, 3akoHHbIe (T. €.
OCHOBaHHbIE Ha 3aKOHE) HOpPMAaTUBHO-MpaBOBble TPebOOBaHWS, CBA3aHHble C OMNpeAeneHHOW cdepoii
JeATenbHOCTU U AOCTUXEHUEM Lienen 1 3a4ay HenpepbIBHOCTU BU3Heca opraHu3auum; u

b) kputepun adhppeKkTMBHOCTU, HEOBXOAUMBIE OpraHM3aUum Ans MOHUTOPUHIA CTENEHU FOTOBHOCTU
WKT, koTopas TpebyeTcs Ana AOCTUXEHUS 9TUX 3a4a4 U Lenei.

6.2 Pecypchbl

6.2.1 O6wana uHdpopmauusa

B pamkax nonuTukM opraHusaumsi AOSfmKHa onpeaenuTb noTpebHocts B nporpamme TMKTOHB,
ucxoaa u3 obwmx uenen MeHeKMEeHTa HEnpepbiBHOCTU OU3HEeca, a Takke onpeaenuts M obecneynTb
pecypcbl, HeoOxoAWMble ANA YCTAHOBMEHMS, peanu3auun, QYHKUUMOHUPOBAHUA W NOAAEPXKKM TaKoW
nporpammbl MTMKTOHB.

JomkHbl onpeaenaTbCa U AOKYMEHTUpOBaThCA cBsdaHHble ¢ TMKTOHB ponu, o6si3aHHOCTHM,
KOMMETEHTHOCTb U NOMTHOMOYMUS.

BricLuee pykoBOACTBO AOSKHO:
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a) HasHa4MTL UNU NPeanoXUTb NULO C COOTBETCTBYIOLUMM [OJDKHOCTHBIM MOMOXEHUEM W
aBTOPUTETOM ANA HECEHUA OTBETCTBEHHOCTU 3a nonuTuky u peanusauuio M’MKTOHB; u

b) HasHa4UTb OAHO MMM HECKONMbKO KOMMETEHTHLIX NUL, KOTOpble BHE 3aBUCMMOCTU OT APYyrux
00513aHHOCTEN AOMKHbI peanu3oBbIBaTb U noaaepxwmsatb cucreMy meHemkmenta MKTOHB, kak
ONMUCbIBAETCA B HACTOALLEM CTaHaapTe.

6.2.2 KomMneTeHTHOCTL NnepcoHana, obecneyusarowero FTMKTOHB

OpraHu3auus aomkHa o6ecneynTb yBEPEeHHOCTb B TOM, YTO BECb NMEPCOHAS, KOTOPOMY MOPYYEHbI
06s3aHHOCTH, cBA3aHHble ¢ TMKTOHB, Gbin kKOMNETEeHTEH B BbINOSIHEHUM TpeOyembix 3agad. MoapobHee
cM. B 7.2.1.

6.3 OnpepeneHue TpeGoBaHum

6.3.1 O6wan uHdopmMauma

B pamkax nporpammbl MHB opraHusauua aomkHa onpeaenuTb KaTeropuid CBOUX BUAOB
AESATENbHOCTM B COOTBETCTBUM C UX MpuopuUTETaMMn Ana o6ecneyeHusl HENPEpbLIBHOCTU (kak onpeAeneHo
aHanu3oM BNMAHUA Ha OM3HEC) U OMPeAenuTb MUHUMASbHBIW YPOBEHb, HA KOTOPOM AOSDKHA BbLINOSHATLCA
KaXkgas KpuTudeckas OeATenbHOCTb npu ee Bo30O6HOBNEeHMU. Boicluee pykOBOACTBO AOMKHO COrnacosaTtb
TpeboBaHMA HenpepbiBHOCTM Ou3Heca opraHMsauuu, ucxoas U3 KOTOpbiX OyaeT 3agaHo Bpemsa
BoccTaHoBneHuss (3BB) n 3apgaHa Touka BoccTraHoBneHua (3TB) ans muHumanbHON uenu obecnevyeHus
HenpepbiBHOCTU GusHeca (MUHB) Ha npoaykT, ycnyry unu Bua aestensHoctu. 310 3BB HauuHaetcs ¢
MOMEHTA BO3HUKHOBEHUSA HapyLUEHWUA [0 BOCCTAHOBIIEHUS NPOAYKTA, YCNYIN UMK AEeATENBbHOCTK.

6.3.2 NMNoHumaHue kputnyeckux ycnyr UKT

CywecteyeT uenblit pag yenyr KT, KoTopble MOryT CUMTaTbCA KPUTUYECKUMU U HEOOXOAUMBIMU
ansa obecneyeHns BOCCTaHOBNEHMA. Ons Kaxaon u3 atux kputudeckux yenyr UKT aomkHbl ObiTb 3aaaHbl U
OOKYMEHTanbHO ohopmneHbl 3agaHHOe Bpemsa BOCCTaHoBneHus (3BB) u 3aaaHHbIe TOUKM BOCCTAHOBRNEHUA
(3TB) anst MuHMMAarnbHOI Lenu obecneveHns HenpepbiBHOCTM GusHeca (MLIHB) ycnyramu UKT. (310 moxeT
BKNIOYATb Takue acnekTbl npepoctaensiembix ycnyr UKT, kak cnyxba TexHudeckon nogaepxkun.) 3BB
kputudeckux yenyr UKT HeusmeHHO OyaeT 3HauuTenbHO MeHblie, Yem 3BB HenpepbiBHOCTU GusHeca.
(Cm. npunoxeHue A, rae npuBoaUTCA AeTanbHbin pastop 3BB n 3TB.)

OpraHusaums ormkHa Onpeaenutb U AOKYMEHTanbHO 0popMuTb CBOM Kputudeckue ycnyrm UKT,
BKIOYAs KpPaTKUE OMUCAHUA 1 Ha3BaHWUs, 3HAYMMbIE ANA OpPraHW3aunM Ha ypoBHE Nonb3oBaTensa ycnyr. 3to
ob6ecneunt obuee noHumaHue ycnyr UKT nepcoHanom, umerolumm oTHowueHue k 6usHecy n UKT, Tak kak
ans oaHow u ton xe ycnyrn KT moryT mcnonb3oBaTbCsl pasHble HasBaHus. [N KaXaou nepeyncneHHoOn
kKputudeckon ycnyru WKT Heobxoaumo onpeaenutb MNOAAEPHMBAEMbIA €10 NpoAYKT WM YCnyry
opraHusauuu, u BbiCLLEE PYKOBOACTBO AOIMKHO cornacoBartb ycnyru MKT u cBA3aHHble ¢ HUMm TpeboBaHua
M’KTOHB.

Ona kaxxaow onpeaeneHHon u cornacoBaHHon kputudeckon ycnyrm UKT gomkHbl ObiTb ONUMCaHbI U
OOKYMEHTUPOBaHbl BCE KOMMOHEHTbl MKT B Lleno4vke noCTaBKM YCMyru, nokasbiBasi, KakuMm 0OpasoM OHM
KOH(UIYPUPYIOTCA UMM CBA3LIBAIOTCA ANA NpeAoCTaBNeHUs Kaxaon ycnyru. [10mkHbl ObiTb JOKYMEHTanNbHO
ochopmnieHbl koHurypaummn kak obblMHOM cpeabl noctaBku ycnyr UKT, Tak U cpeabl NOCTaBKWM yCnyr
obecneyeHus HenpepbiBHOCTM UKT.

Ona kaxgon kputudeckoi ycnyru WUKT Tekywume BO3MOXHOCTU obGecneyeHuss HenpepbiBHOCTU
(Hanpumep, CyLLeCTBOBaHWE €4MHON TOYKM OTKasa) crieayeTr nepecmarpuBatb C NpOUNakTUYEeCKOn TOYKU
3peHust, YyToObl OLEHUTb PUCKM MPEepPbIBAHUS UMK yXYALUEHUA ycnyr (OLueHka MOXeT ObiTb npeanpuHATA Kak
yacTb o0wwen oueHku pucka B MHB). CrnefyeTt Takke Uckatb BO3MOXHOCTY MOBBILLEHUS YCTOWYUBOCTU YCyr
UKT u, Takum 00pasom, CHWXKEHUS BEPOATHOCTU M (MNU) BAUSIHUS HAPYLUEHUS YCNyr. 3TO TaKKe MOXET
npuaatb Gonbllee 3HaYeHue BO3MOXHOCTU paHHero obHapyxeHus Hapywenuin yenyr UKT u pearmposanua
Ha Hux. OpraHusauus MOXET MPUHATb PELLEHWE, ECnu CyLLeCTByeT Ou3Hec-060CHOBaHUE OTHOCUTENbHO
BNOXXEHUA CcpeacTts B YCTAHOBJIEHHbIE BO3MOXXHOCTU ANA NMOBLILLEHUA yCTOVI‘-IVIBOCTVI ycnyr. Takan OUCeHKa
pucka ycnyr (koTopasi MOXeT CTaTb 4YacTbi0 OOLLEW CTPYKTYPbl MEHEMKMEHTA pUCKa OpraHu3auuu) MoXeTt
Takke NPUBECTU K YTOUYHEHMIO OU3HEC-000CHOBAHUS ANSl PACLUMPEHMS BO3MOXHOCTEN BOCCTAHOBMEHUS
yenyr UKT.

6.3.3 OnpepeneHue pacxoXaeHUN Mexay BO3MOXHOCTAMU obecneyeHusi rotoBHOCTU UKT u
TpeboBaHUAMM HENPEPbLIBHOCTU OM3Heca

Ona kaxgon kputuyeckon ycnyru WKT cnegyer cpaBHMBATh — UCMOSb3yeMble  MEXAHWU3MbI
obecneyvenus rotoBHocTn UKT, Takue kak npeaynpexaeHue, MOHUTOPUHT, ODHapYXeHue, pearupoBaHue u
BOCCTaHOBMNEHUE, C TpeOOBaHUAMM HENPepPbLIBHOCTU OM3Heca U JOKYMEHTUPOBATDL NIOObIE PACXOXKAEHUS.

Boicluee pykoBOACTBO [AOMKHO ObiTb NPOMHE(OPMUPOBAHO O TMIOOLIX PaCXOXAEHUAX MexXay
KpuTYeCkuMn BO3MOXXHOCTSIMU MTMKTOHB u Tpe6oBaHuaMU HENpepbIBHOCTU Ou3Heca. Takue pacxoxaeHus
MOTYT yKa3biBaTb HA PUCKU K NOTPEBOHOCTL B AOMONHUTENBHBLIX pecypcax Ansa obecneyeHnss yCroinimBocTu u
BOCCTAQHOBINEHUA, TAKUX KaK:

a) nepcoHar, BKMoYasi KONUYECTBO, HABLIKM U 3HAHUS;
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b) nomewenus ana pasmewenus cpeacrs UKT, Hanpumep, MalunHHbLIN 3arm;

C) noaAepXvBaroLLasi TEXHOMNOrus, annaparypa, 06opyaoBaHue u ceTu (TEXHONOrus);

d) wuHdOpMaLMOHHbIE NPUKNaAHbIe NPorpamMMbl U 6a3bl 4AHHbIX;

€) pacnpegeneHme OMHAHCOBBIX UMK OIOKETHLIX CPEACTB; U

f) BHeLWHMWe ycnyru u NOCTaBLUMKK (MOCTABKK).

Bbicluee pykoBOACTBO AOMMKHO 0a00puTb onucanua ycnyr UKT, AOKyMEHTanbHO O(hOpPMAEHHbIN
nepeyeHb kputnyeckux ycnyr MKT M pucku, CBSI3aHHbIE C YCTAHOBAEHHbLIMU PACXOXAEHUAMM Mexay
KpuTudeckumm BoamoxHoctamu MKTOHB n TpeboBaHuAMU HENPepLIBHOCTU GusHeca. B cooTBeTCTBYIOLMX
CRy4asix 310 AOIDKHO BKIIOYaTb 000peHne uaeHTuULMpPOBaHHbLIX PUCKOB. 3aTeM AOMKHLI UCCNEeA0BaTLCA
BapuUaHTbl pELUEeHUs BOMPOCA, KAaCaIlOLErocsi YCTAHOBIEHHBLIX PAaCXOXAEHWA W PUCKOB, NOCPEACTBOM
onpeaenexus crparernit TMKTOHB.

6.4 OnpepeneHune BapuanToB cTpaterum ’MKTOHB

6.4.1 O6wan undopmauus

Crtpaterun MTMKTOHB gomkHbl onpeaensTb NoAXOAbl K peanusauun Heo6xoauMOl YCTOWYUBOCTH,
4T0Obl  BBOAMNUCL  MPUHUMMNBLI  MPEAYNPEXAEHUS  MHUMAEHTOB, OOHapyXeHusa, pearupoBaHus,
BOCCTaHOBMNEHUSA U BO30OHOBMNEHMS.

HeobxoauMo oLEeHMBaTb NOMHbINA cnekTp BapuaHToB ctpateruit FTMKTOHB. BoibpaHHble cTpaterum
AOMKHbI ObITb CNOCOOHLI NoaAepPXUBaThL TpeboBaHus obecneyeHns HenpepbIBHOCTU BU3Heca opraHu3auum.

Mpu paspaboTke cTpaTteruy opraHU3auusi AOIPKHA YUUTLIBATb peanusaumio U TEKyLLYyIo NOTPebHOCTb
B pecypcax. MoxeTr ObiTb 3aKmiOYeH AOrOBOP C BHELLUHMMM MOCTaBLUMKaMU O MNPEeaoCTaBNeHWM ycnyr
cneunanucToB U Nnepegaye onbiTa, YTO UTPaET BAXKHYIO POfb B NOAAEMKKE CTpaTErun.

Ctpateruss TUKTOHB pomkHa ObiTb A0CTAaTOMHO TUOKOW, 4TOObI YAOBNETBOPATbL pasHbIM
cTpaTternsim GusHeca B YCNOBUSIX PbIHOYHLIX OTHOLLEHUI. KpoMe TOro, crpaTers AOMKHA yYUTbIBaTb Takue
BHYTPEHHUE OrpPaHUYEHUA U PaKTOPBbI, Kak:

a) OwomxerT;

b) AOCTyNHOCTbL Pecypcos;

C) noTeHuuanbHble 3aTPaThl U BbIFOAbI;

d) TexHOnoruyeckue orpaHM4eHus;

€) rOTOBHOCTb OpraHu3auum pucKoBarhb;

f) cywectsyowasn crpaterna MMKTOHB opraHusaumu; u

g) HopmaTuBHble 00s3aTenbLCTBA.

6.4.2 Bapuantbl ctpaterum TMKTOHB

OpraHusaumsi Ao0SbkHa pacCMOTpeTb CnekTp BapuaHToB Ans obecnevyeHua TOTOBHOCTM K
WHUMOEHTaM cBoux kputnueckux ycnyr UKT. BapuaHTbl AOMKHBLI YYWUTBIBATL YCUNEHWE 3aluTbl W
yCTOWYMBOCTU, a Takke obecneveHne BO3OOHOBNEHMS M BOCCTAHOBMEHUA NOCNE He3anfNaHWPOBaHHOIO
HapyLUeHUsi U MOTYyT BKIIOYaTb BHYTPEHHME MEXaHU3Mbl, YCAyru, npeaoctaBnsieMble OopraHusauuen, u
yCryru, npeioCTaBnsieMble U3BHE OAHON UMW HECKOMbKUMMN TPETbUMU CTOPOHAMMU.

BapuaHTbl [AOMKHbI YYMTbIBATb pPa3fIMYHbIE KOMMOHEHTHI, Heobxoaumble AnA obecneveHus
YBEPEHHOCTU B HEMPEPLIBHOCTU U BOCCTaAHOBNEHuM kputudeckux ycnyr UKT. TMKTOHB moxeTt ObiTb
JOCTUFHYTa pasnuyHbiMu criocobamu, U cneayer NPUHMMAaTb BO BHUMaHWE OMUCaHHble B 5.3 9nemeHTbl
MKTOHB.

6.4.2.1 HaBbIKM U 3HaHMUA

Opranusaums OImkHa onpeaenuTb COOTBETCTBYIOLLME CTpaTErun Ans NoAAEpXKU OCHOBHbLIX 3HAHUN
M HaBbIKOB B OTHOLLEHMU UKT. 3TO0 MOXET Taioke pacnpoCTPaHATLCA HA NEPCOHan noapsiaYuMkoB U ApYrux
NPUYACTHLIX CTOPOH, o6naaalomx OGLWMPHLIMM CNeLuarnbHbLIMU HaBbIKAMU U 3HAHUSIMK, CBA3AHHBLIMKU C
WKT. Ctpateruu 3awmtbl unu obecneyeHns Takux HaBbIKOB MOTYT BKINIOYaTb:

a) AOKyMeHTUpoBaHue cnocoba BuiNONHeHUn kputudeckux ycnyr UKT;

b) pa3HOCTOPOHHIOK MOArOTOBKY nepcoHana MKT u noapsiguMkoB Ansi NOBLILLEHUS U3ObLITOMHOCTH
HaBbLIKOB;

C) pasfaeneHue OCHOBHbLIX HABbIKOB AMA CHMXKEHUS KOHLIEHTpauuM pucka (3TO0 MOXET NPUBECTU K
dum3nueckoMy paszeneHuio nepcoHana, o6nagalolero OCHOBHbIMM HaBblkaMu, WUnM K obecneveHuto
YBEPEHHOCTU B TOM, YTO HEOOXOAUMBIMU OCHOBHLIMU HaBblkaMu 00nagaeT He OAMH YENOBEK);

d) coxpaHeHue 3HaHWI M ynpaBneHne 3HaHUsIMK.

6.4.2.2 NomeweHmn

B cooTBeTCTBMM C UAEHTMMUUUPOBAHHBIMM pUCKaMM OpraHu3auusi AOIbkHa pa3spabaTtbiBaTh
CTpaTeruu, HanpaBri€HHbIE HA YMEHbLUEHUE BAUSIHUS HENPUrOAHOCTM OObIMHLIX nomeueHuii UKT. 3t0
MOXXET BKIIOYaTb OAMH UMM HECKONBKO Cneayiowmx (pakTopos:
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a) anbTepHaTUBHbIE MOMeLlleHUA (NMOLLAaAKM) B pamKax OpraHusauuu, BKMIOYaa NepemeLleHune
APYrUX BUAOB AEATENbHOCTU;

b) anbTepHaTMBHbIE NOMELLUEHUS, NPEeAOCTaBNseMble APYTMMU OPraHn3aLmnsaMu;

C) anbTepHaTUBHbIE YCNYru, NpeaoCTaBnsieMble CNeLManucTaMm TPETbEN CTOPOHBI;

d) pabota goma unu Ha Apyrmx yaaneHHbIX Nnowaakax;

€) Apyrue corfnacoBaHHble noaxoasawme paboune mecra;

f) wucnonb3oBaHue anbTepHaTUBHOM paboyel Cunbl HA YCTAHOBNEHHON NNOLLAAKE; U

g) anbTepHaTMBHbIE CPEACTBA, KOTOpPble MOryT ObiTb TPAHCMOPTUPOBAHbLI Ha NAOWAAKY, rae
NpOU30LUMO HapylUueHWe, U UCNONb3OBAaHbLI AN 06ecnevyeHuss NPAMON 3aMeHbl HEKOTOPbIX U3 3aTPOHYTLIX
Pu3n4ecKknx akTMBOB.

CTpateruu B OTHOLLUEHUM nomeLleHunii MKT MOryT 3HaUMTENBHO pa3nuuaTtbCsi, MOXET ObiTb 4OCTYNEH
psaa BapuaHToB. PasHble BUAbl UHLUMAEHTOB UM Yrpo3 MOryT TpeboBaTb peanu3auum MHOTMX CTpaterni
(nogxon «Bbibepu K CMeLlal»), KOTOpble B 4YacTHOCTM OyayT oOnpeaensATbCA BENMUYUHOW, LUMPOTON
[eATensHOCTU, MECTOMOMNOXEHUEM, TEXHONOTUAMU, BIOIDKETOM OpraHn3auum U T. 4.

Mpu paccmoTpeHuu BOMPOCa UCMONb30OBAHUSA aNbTEPHATUBHBLIX MOMELLEHUIA HY>XHO NPUHMMATL BO
BHUMaHue cnegylowiee:

a) 6es3onacHoCTb NNoLaakKu;

b) apoctyn nepconana;

¢) OnM30CTb K CYLLECTBYIOLLUM NMOMELLEHUSAM; U

d) OOCTYNHOCTb.

6.4.2.3 TexHonorusa

Yenyru VKT, OT KOTOPbIX 3aBUCUT KpUTUYECKas AeATeNbHOCTb Bu3Heca, 4ODKHbI CTaTb AOCTYNHLIMU
[0 BO30OHOBMEHMA 3aBUCALLEN OT HUX KPUTUYECKON AeATenbHOCTU BusHeca. Takum obpasom, Tpebytorcsa
pelwieHus, obecneumBalolMe YBEPEHHOCTb B [JOCTYNHOCTU MPUKNAAHbIX MNpPOrpaMM He Mno3jHee
onpeaeneHHbIX BPEMEHHbIX CPOKOB, HanpuMep, 3aJaHHOro BPEMEeHW BOCCTAHOBIIEHUSA, Onpeaensemoro B
paMkax aHanu3a BnuAHMA Ha OwusHec. TexHonorudeckue nnatdopmbl WM MNPUKNAAHOE NPOrpaMMHOe
obecneveHne J0mkHbI ObITb YCTAHOBMEHbI B CPOKU, TpeByeMble OpraHu3auuen B LIENnoMm.

TexHonoruam, noggepxuBatowmm Kputndeckne ycnyrm UKT, dacto TpebyloTcAa  CROXHbIE
MeXaHu3Mbl obecneyvyeHus HenpepbIBHOCTU, Tak YTo npu Bbibope crpaternii MTMKTOHB HyXHO y4uTbIBaTh
cneayioulee:

a) 3BB u 3TB ana kputnyeckux ycnyr VKT, nogaepxupaowmx KpUTnieckue Buabl A€ATENbHOCTY,
naeHtTndpuynposaHHslie MHB;

b) mecTononoxeHwe W pacCToAHNE MEXAY TEXHOMOTMYECKUMI NIOLIAAKAMMY;

C) KOMU4YEeCTBO TEXHOMOrMYECKUX MNOoLLAa0K;

d) yaaneHHbIn 4OCTYN K CUCTEMAM;

e) TpeboBaHMA OXNaAXOEHUS;

f) TpeboBaHusA aHeprocHabxeHus;

g) MCnonb3oBaHWe HeoOCnyXuBaeMbIX (TEMHbIX) NMOLWAAOK B OTAMYME OT MnOWAaAoK ©
nepcoHarnom;

h) TenekoMMYHMKaLUMOHHasi CBA3b U pe3epBHAsA CXeMa MapLupyTM3aLum;

i) xapaktep BOCCTaHOBNeHua nocne oTkasa (Tpebyerca nuM pyyHOe BMELUATENbLCTBO Ansi
aKkTuBaLuu ansTepHaTuBHbIX cpeacts KT unm 3To AOMKHO NPOUCXOAUTL aBTOMATUYECKH);

j) ypoBeHb TpeGyemoli aBToMaTusaLuu;

k) ycTapeBaHue TEXHONOIUMU; U

) BO3MOXHOCTb CBSI3U C NPUBJIEYEHHBIM NOCTABLUUKOM YCNYT U APYTUE BHELUHUE KaHarbl CBA3U.

6.4.2.4 NaHHble

KpuTtuyeckan aearenbHOCTb GM3HECA MOXET, KpOME TOro, 3aBUCETb OT NPEeAOCTABNEHUS HOBENLLIMX
MU NOYTU HOBEWLIUX AaHHbIX. [OMmKHbI ObiTb pa3paboTaHbl CBA3AHHbLIE C KPUTUYECKOW AEATENbHOCTbIO
Ou3Heca peweHuss no o06ecneyeHuI0 HenpepbiBHOCTU AAHHLIX Anst AOCTMKEHUS 3a[aHHOW TOYKM
BOoCcTaHoBNeHUs (3TB) kaXaoi KPUTUYECKOM AesTeNnbHOCTU Ou3Heca opraHmM3auuu.

BuibpaHHble Bapuantel [MKTOHB pomkHbl ofecneuMBaTb YBEPEHHOCTb B MOCTOSIHHOW
KOH(PUAESHUNANBHOCTU, LENMOCTHOCTU U JOCTYMHOCTU KPUTUYECKUX AAHHDBIX, NOAAEMKUBAIOLLIMX KPUTUYECKUE
BUAbI gearensHoctn (cm. NCO/M3BK 27001 n UCO/MOIK 27002).

Crpateruu TMKTOHB v xpaHeHUsi JaHHbIX AOIDKHbI YAOBNETBOPATL TpeboBaHusiM obecneyeHus
HenpepbIBHOCTU OU3HECA OPraHM3aLuK U YYUTBIBaTh cneayiowme (pakropsbl:

a) TpeboBanua 3TB;

b) kak obecneunBaeTcs Ge3onacHOe XpaHEHME AAHHbIX, HANpUMEpP, AUCKA, MAarHUTHOW NEHTbI UMK
ONTWUYECKOr0 HOCUTENS AaHHbIX; AOSMKHbl CYLUECTBOBATb COOTBETCTBYIOLUME MEXAHU3Mbl pPe3epBHOro
KONUPOBAHUA W BOCCTAHOBMEHUs1 Ans obecneyeHusi yBEPEHHOCTU B 0e30MacHOCTU [AAaHHLIX U B
6e3onacHOCTU cpeapbl;
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C) rae XpaHuTCsl W Kyaa TPaHCNOPTUPYeTCs WnM nepefaeTtcss uHgopmauusa, paccrosiHue,
MECTOHax0XaeHne, CeTeBble COeAUHEHNs U T. 4. (Ha Nnowaake, BHE NNoWaaku unu y TpeTben CTOPOHbI) U
0oXnaaemble BPeMEHHbIE CPOKU AN NoMcka pe3epBHbIX HOCUTENEW AAHHbIX; 1

d) BpeMeHHbIe CPOKM BOCCTAHOBMEHUS, onpeaensieMble 00 bEMOM AAHHbIX, CMOCOBOM UX XPaHEHUS
U CNOXHOCTbIO TEXHUYECKOTO NpoLiecca BOCCTAHOBNEHUSA, HApAAy ¢ TpeboBaHWAMMN NONbL30BATENSA YCnyr u
nNoTPeOHOCTSAIMM B 06ECNEeYEeHUn OPraHM3aLMoOHHON HEMPEPbIBHOCTU.

[oroBopeHHOCTbL 006 MCMOMb30OBAHWM AAHHBLIX «U3 KOHLIA B KOHEL» KpawWHe Ba)Ha. 3TO MOXET
BKINIOYATbL Nepeaayy v nocTynneHne nHpopmauumn ot TPETbUX CTOPOH.

CneayeT MOMHWUTL O TOM, YTO XapakTep, akTyanbHOCTb WM LEHHOCTb [AaHHbIX MOryT ObiTb BECbMa
pa3Hoobpa3HbiMK B Npejenax opraHu3auum.

6.4.2.5 Mpouecchl

Mpu BbIGOpe cBoen crpaterum [MKTOHB opranMsaums [omkHa yduTbiBaTb  MPOLECCHI,
Heobxoaumble ans obecnevyeHus yBEPEHHOCTU B XXM3HECMOCOOHOCTM 9TOW CTpaTeruu, BKMOYaa Te, YTO
HeoOxoAuMbIl ANA NPeaynpPexXaeHnsa UHUUAEHTOB, OOHapPYXXeHUs1 MHUMAEHTOB, pearupoBaHnAa Ha UHLUMAEHTDI
U BOCCTaHOBNeHus nocne OeacrtBusA. OpraHusauus Takke [AOMKHA yCTaHaBnuBaThk MioOble hakTophl,
HeoOxoaumble AnA apekTUBHONW peanusaumm 3TUX OTAENbHbIX NPOLECCOB, HAaNpUMEP, COBOKYMHOCTb
OCHOBHbIX HaBbIKOB, KPUTUYECKME [aHHble, OCHOBHblE 3(PAEKTUBHbIE TEXHOMOMMU WU KPUTUYECKOE
obGopynoBaHue/cpeacTBa.

6.4.2.6 NMocTaBWMKKN

OpraHusauus  JO/MKHa  ycTaHaBnuBatb M AOKYMEHTUPOBAaTb  BHELUHUME  OTHOLUEHUSA,
noaaepxueatrowme npegocrasnexdue ycnyr VKT, n npeanpuHMMaTh agekBaTHble Larm no obecneveHuto
YBEPEHHOCTU B TOM, YTO KpUTUYECKOE 060pYyAOBAHUE U YCIYIM MOTYT NPEAOCTaBNATLCH MX NOCTaBLUMKAMU B
3apaHee onpefeneHHble U COrnacoBaHHbIE BPEMEHHBIE CPOKW. Takue 3aBUCUMOCTU MOTYT CyLLEeCTBOBAThb
ANs annapaTHbIX U NPOrpaMMHbIX CPeACTB, TeNeKOMMYHUKaUUA, NPUKNagHbiX nNporpamMM, yCryr XOCTUHra
TPeTbeil CTOPOHbI, BCMOMOraTenbHbIX YCINYr W BOMPOCOB, CBSA3aHHbIX C BHELLUHEN CPEeaon, Takux Kak
KOHAWLIMOHMPOBAHWE BO3yXa, SKONOrMYECKUI MOHUTOPUHT U NMUKBUAALUNS NOXKAPOB.

Ctparternu Ansa 3TUX YCyr MOryT BKMOYaTh:

a) XpaHeHue AOMONHWUTENBHOro 060PYyAOBaHMA U KONWUIA NPOrpaMM Ha ApYroi nnowaake;

b) cornaweHus ¢ nocTaBmkamMu 0 NocTaBke 0O0PyAOBaHUA ANsi 3aMEHbl B KpaTyaiLume Cpoku;

C) ObICTpbIi pPemMOHT U (MnM) 3aMeHa HEUCNpPaBHbIX YacTell B CryyYae HEUCNpaBHOCTU
obopyaoBaHus;

d) ABOWHbIE UCTOYHUKM PECYPCOB, TAKMX Kak 3HepreTuka U TeneKoMMyHuKaLmu;

€) aBapuiiHOe reHepaTopHoe 060py0BaHUE; U

f) onpeaeneHue anbTepHaATUBHbLIX NOCTABLYMKOB/3aMeHbl MOCTABLUMKOB.

OpraHusauynsa ospkHa BKMoYaTb TpeboBaHMSA MeHeaKMeHTa HenpepbiBHOCTM GusHeca u UKT B
JOroBopbl CO CBOMMMW MapTHepaMu K noctaswmMkamu ycnyr. Fpaukm BbIMONHEHUS OOrOBOPOB AOMKHbI
BKJIOYATb CCbIIKM HA 00f3aTenbCTBa Ka){aok CTOPOHLI, COrNMacOBaHHbIE YPOBHM YCNyr, pearupoBaHue Ha
CYLLECTBEHHbIE UHUMAEHTBI, pacnpejeneHue 3atpart, 4acToTy NpoBeAEHUA TPEHUPOBOK U KOPPEKTUPYIOLLne
Mepbl.

6.5 Opno6peHue

BbibpaHHble BapuaHThbl ctpaternn MMKTOHB gomkHbl ObiTb NpeacTaBneHbl BbICLLEMY PYKOBOACTBY
C peKOMEeHAauus M1 AN NPUHATUSA PELUEHUIA HA OCHOBE TOTOBHOCTU OpraHu3auumM puckosaTh U 3atpart.

Bbiclwiee pykoBOACTBO JAOIMKHO ObITb YBEAOMIEHO, YTO €Cnu BbIOPaHHbLIE BapuaHTbl cTpaTeruu
TMKTOHB He cnocobHbl oOTBevaTb TPebOOBaHMAM HeNpepbIBHOCTM 6u3Heca, TO OHO MOXET ObITb
NPOUHAOPMUPOBAHO O CYLLECTBYIOLLIMX BO3MOXHOCTSIX.

BbiCLiee pykoBOACTBO AOMKHO BbiOpaTh crpaternn MMKTOHB 13 npeacraBneHHbIX eMy BapuMaHToB,
YTBEPAMTE U NOAMUCATb AOKYMEHTanbHO OhOPMIIEHHbIE BapuaHTbl ANsi NOATBEMKAEHUA TOro, YTO Obinn
NPUHATLI HaAnexawe BapuaHTbl, M YTO OHWM nojajepxusalT obwme TpeboBaHnA obecneyeHus
HenpepbIBHOCTN BusHeca.

BbibpaHHble BapuaHTbl ctpaternn MKTOHB aomkHbi:

a) NpUHUMaTb BO BHUMAHWE BEPOATHbLIE PUCKW U NOCNEACTBUSA MOBPEXIAEHWIA;

b) wHTerpupoBathbcs C BbIOpaHHbIMKM - CTpaTernsamu obecneyeHuss HenpepbiBHOCTU Ou3Heca
opraHusauuu; u

C) COOTBETCTBOBATL BbINOMHEHUIO OOLUMX Liene OpraHn3aummu B paMkax ee roToBHOCTU PUCKOBaTb.
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6.6 YnyvweHune BosmoxHocten FTMKTOHB

6.6.1 MoBbIWEeHNE YCTOWYUBOCTHU

OpraHusaumnsa AofmkHa BKIHOYUTL B CBOKO BbICOKOYPOBHEBYIO cTpaTernto u nnaHbl FTMKTOHB ccebinky
Ha KOHKpeTHble ynydweHua Bo3moxHocten MKTOHB, kotopble TpebyloTca And yaoBNETBOPEHUA ee
yCTaHOBMEHHbIX Tpebosanuii MTMKTOHB. Takue yny4qweHuss MOryT ObiTb AOCTUTHYTbI MyTEM MPUMEHEHUS
NPEBEHTUBHLIX U KOppekTupyowmx mep (cMm. 9.2 n 9.3), a Takke APYrMX KOHKPETHLIX MPOLEccoB Wnu
METOAMK, KOTOpble MpeanarailoT afekBaTHblE pPeakuMn Ha aHanu3 BNuUsHUS Ha OM3HEC opraHuM3auuu n ee
rOTOBHOCTU PUCKOBATb.

WHpopmaymio 0 Takux npoueccax n (Mnun) MeToanKax MOXXHO HaWTK B NpUnoxeHnsax B n C.

6.7 Kputepuu apdekrtuBHoctTu roroBHocTu UKT

6.7.1 OnpepgeneHue kputepmueB 3PPEKTUBHOCTHU

B nwo6on cpeae UKT cywlectByeT MHOro MOTEHUManbHO OMACHbIX CODLITUI — Hanpumep, OTKasbl
annapaTtHbIX CPeACTB, BTOPXEHUS, yrpoxkawolme 6e30macHOCTU, U T. 4. — U OpraHu3auus AosbkHa ObiTb
cnocobHa NpoBOAMTL MOHUTOPUHI YIPO3 U NOHUMAaTb, MoxeT nn cuctema NMKTOHB agekBaTHO 60OpoOTLCA C
HUMMU.

Takum oOpa3om, opraHu3auus JOIDKHA OMPeAenuTb KpuTepun ANns uU3MepeHus apdpeKkTUBHOCTH
rotoBHocTn ee WKT. Takue KpuTtepuum MOryT WMCNONbL30BaTbCA ANA ONpederieHus XXenaemoro Kadecrsa
pearMpoBaHus Ha HapyLleHue, Kak B TEpMUHax 3pPeKTUBHOCTHU, TaK U B TEPMUHAX PE3yNbTaTUBHOCTH.

Kputepun adpektusHoctn TMKTOHB aomkHbl ObiTb OCHOBaHbl Ha TpebosaHusx TMKTOHB, a
Takke Ha obwwmx uensx MHB ¢ TOYku 3peHus pearMpoBaHusi Ha MHUMAEHTLI U TpeboBaHui obecneyeHus
HenpepbIBHOCTKM (06pawanTecs k 8.3.1).

7 Peanusauunsa n pyHKUMOHNpPOBaHUe

7.1 O6wasn nudopmauma

Crtpaterun TMKTOHB AomkHbI peanu3oBbiBaTLCA TOMLKO MNOCAE NOSIYYEHMA CaHKUMW BbICLLENO
pykoBoactBa. C 93TOr0 MOMEHTa HauMHaeTcs 9ran peanu3auuu. B aTOM pasgene npeacTtaBneHbl
pekomeHaaumMm no peanusauyun BbibpaHHbIX ctpateruii TMKTOHB opranmsauum BmecTe ¢ HeoBOxoaMMmol
OpraHM3aLuoHHON CTPYKTYPO, NNaHaMm u npoueaypamu, HE0OX0AUMbIMU ANA NOAAEPXKKU peanu3aumu.

OpraHusaumss JorbkHa ynpaenAaTtb pecypcamu  (CM. 7.2), npouegypamu W npouyeccamu no
o6ecneyeHuto TMKTOHB, a Takxke oCyLECTBNATL NPOrpaMmMbl MHGOPMUPOBaAHNSA 1 00yyeHus. Peanusaums
JOJIDKHA yNpaBnaTbCs, Ha4MHaga ¢ nnaHa, nocpeacTsoM )OpMarnbHOro npouecca ynpasnieHUs M3MEHEHUAMN
opraHusauuu, a TaKke Mep U CPeACTB KOHTPONSA M ynpaBneHus MeHemxmenta npoekta MHB, utoObl
ob6ecneynTb yBEPEHHOCTL B MOMHOM NPO3PaYHOCTH YNPAaBNEHUS U OTYETHOCTHM.

Bo BpemMsa BHeApPEHUA KOMMOHEHTOB OOHAPYXeHUa U pearnpoBaHUs Ha UHUMAEHTbl U KOMMOHEHTOB
BOCCTaHOBNEeHUsi nocne 6eacreua  criegyeT oOpawartbCa K COOTBETCTBYIOLUMM — MEXAYHaPOAHbIM
cTaHagapTam, BKYas:

a) NCO/M3K 18043 no Bonpocy Bbibopa u akcnnyaTauum cuctem obHapyXeHUA BTOPXKEHUNR;

b) NCO/M3K 18044 no Bonpocy npoLecca pearnpoBaH1sa Ha UHUUAEHTI; U

¢) NCO/M3K 24762 no Bonpocy yCnyr BOCCTaHOBMEHUS nocne 6eacTBuS.

Mpumevyanne — WUCO/M3K 18044 nepepabatbiBaerca u  OygeT nepeusgaH  Kak
MCO/M3K 27035.

7.2 Peanusauusa anemeHToB cTpaterun NMKTOHB

7.2.1 OcBeAOMIIEHHOCTb, HABbIKU U 3HAHUA

Ob6Lwaa 0CcBeaOMIEHHOCTb O FOTOBHOCTM anemeHToB ycnyr KT (cm. 5.3) — kagpoB, NOMELLEHUN,
TEXHOMNOTMIA, AAHHbLIX, MPOLECCOB M MOCTABLUMKOB, A TakKe UX KPUTUYECKMX KOMMOHEHTOB — SIBNSIETCS
peLlalLLMM 3neMeHTOM 0BecneyeHns yBepeHHOCTU B TpeOyemol noaaepkke CUCTEMbl MEHEIXXMEHTa W
ynpaBneHnsi HeNpPepPbIBHOCTLIO Bu3Heca, BkNoYyasa rotoBHocTb UKT. CriegoBaTenbHO, opraHn3auns gosmkHa:

a) noBblWaTh, ynydwaTb W NOAAEMKMBATb OCBEAOMIIEHHOCTb C MOMOLUBIO HEMpepbIBHOTO
00y4eHnss M MHMOPMALMOHHLIX MPOrpamm Ans COOTBETCTBYIOLLErO NepcoHana W yCTaHOBUTb NPOLECC
ouUeHKM apPeKTMBHOCTM 0becneveHns OCBEAOMITEHHOCTU; 1

b) obecneuutb yBEpPEHHOCTb B OCBEAOMIIEHHOCTU MepcoHana O TOM, KaKOM BKNag OH BHOCUT B
aoctmkeHue yenen MKTOHB.

OpraHusauus omKHa 06ecneyYnTb YBEPEHHOCTb B TOM, YTO KOMMETEHTHOCTL BCEr0 NepcoHana, Ha
KOTOpbIi BO3NOXEHbI 006s3aHHOCTU no ynpasneHuto TMKTOHB, gocratouHa ans BbiNOMHEHUs Tpebyembix
3a4a4 nocpeacTBOM:

a) onpegeneHusi HEO6XOAMMON KOMNETEHTHOCTM TAKOr0 NepcoHana;

b) npoeeaeHus aHanu3a noTpebHOCTM B 00Y4YEHUM TAKOro NepcoHana;
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C) npepocraeneHus obyveHus;

d) obGecneuveHusi yBepeHHOCTU B AOCTUXKEHUU HEOOXOAUMOW KOMNETEHTHOCTH; U

€) coxpaHeHua 3anucein o6 obpasoBaHuK, NPOMECCUOHANLHON MOArOTOBKE, HaBblKaX, OMbITE WU
KBanudukaumu.

7.2.2 NMNomelneHns

Cuctembl BoccTaHoBneHnss MIKT u  KpuTudeckue JaHHble, N0 BO3MOXHOCTW, AOSKHbl ObiTb
du3nyeckn oTaeneHsl oT paboyen nnowagku, YTodbl NPEAOTBPATUTE BIIUSIHUE HA HUX OAHOTO U TOTO e
UHUMAEHTA.

Mpn peanu3auum cTpaternm cnegyer obpaTtutb BHUMaHWE HA MECTOHAXOXJEHWe BCero
o6opyaoBaHust KT. Hanpumep, npu Hanuuun cuctem UKT ans obyyeHus unm MakeTUpOBaHUSi OHM AOJDKHbI
ObITb NOrMYECcKN OTAENEHbl OT MPOU3BOACTBEHHBIX CUCTEM, YTOObI MOXHO ObINIO NEpPeKoHUrypupoBaTh UX B
cnyyae 6eacTeus Ans ObICTPOro yBenuyYeHUs NPOM3BOAUMbIX YCMYT.

JorxHbl ObITb M3y4eHbl 00LME XapakTEPUCTUKN MaCLLTaBUPYEMOCTH, YNPaBnaeMOCTU, NOALEPKKH,
3((PEKTUBHOCTU M CTOMMOCTM ANA PasnMyHbIX CTpaTternin peanusauun, 4tobbl onpeaenutb Haubonee
noaxoasiue MeToabl AN BbIOPaHHLIX CTpaTeruii, Nogaepxueatolume obwme uenu u 3agadm obecneveHuns
HenpepbIBHOCTM BUsHeca.

7.2.3 TexHonorua

JOomkHbl ObITb peanuaoBaHbl TexHonoruyeckne crpaternn MIKT. K HUM MOXHO OTHECTM OAMH WUNnu
HECKONbKO M3 CneayoLmx MeXaHu3MoB peanusauun:

a) ropsa4ymn peseps, koraa nHgpactpykrypa KT gybnupyeTca Ha AByx nnowjaakax;

b) Tennbii pesepB, koraa BOCCTAHOBMEHWE MPOUCXOAUT HaA [ONOMHUTENbHOW nrowiagke ¢
YaCTUYHO NOArOTOBMEHHOW MHApacTpykTypon UKT;

C) XONnOAHbIA pe3epB, Koraa WHMpacTpykTypa co3gaetca Wnu KOHpUrypupyerca ¢ Hynsa Ha
anbTepHaTUBHON NOLLUAAKE;

d) mexaHusMbl MOCTaBKM, B COOTBETCTBUM C KOTOPbIMA BHELUHWE MOCTABLUMKM  YCnyr
npeaoCTaBnsaioT annapaTHele CPeacTBa; U

€) COCTaBHOM MexXaHM3M NMpeablayLmX CTpaTernin: noaxoa «Bbioepu u cMeLlany.

7.2.4 OaHHble

Mepbl  oBecnedyeHuss  JOCTYNHOCTU  AAHHbLIX  AOMKHBI  COOTBETCTBOBaTH  TpebOoBaHUSM,
YCTaAHOBJIEHHLIM B cTpaTernax meHegxmenta MMKTOHB, u MoryT Bkno4aThb:

a) [OOMONHWTENLHOE XPaHEHUE AaHHbIX B BUAe, obecneuynBaiolemM ux AOCTYNHOCTb B npeaenax
CPOKOB, YCTAHOBINEHHbIX B NPOrpamMmme 00ecneyeHns HeNpepbIBHOCTH BU3Heca; u

b) anbTepHaTuBHble MecTa XpaHEHUs AaHHbIX, KOTOpble MOryT ObiTb (uanyeckumu unm
BUPTYanbHbIMK, MPU YCIOBUU NOAAEPXKKM BE30NaCHOCTU U KOHPUAEHUUANBHOCTU AAHHbIX; CNeaoBaTenbHO,
JOIDKHbI CylLleCcTBOBaTb COOTBETCTBYIOLLME nNpoueaypbl AOCTYyMa, a Mpu WUCMONb30BaHWUM ANSA XpaHeHus
Takon MWHopmauun mep TPEeTbUX CTOPOH BRnajenbubl UHMOPMauuu AOMkHbl yOeauTbCA B Hanuuuu
COOTBETCTBYIOLLUX MEP U CPEeACTB KOHTPOISA U YNPaBeHUS.

7.2.5 MNpouecchbl

Mpoueccbl obecnevyeHns [UKTOHB agomkHbl  ObiITb  4YETKO M AOCTaTOMHO  AeTasnbHo
JOKYMEHTUPOBAaHbI, YTOObI AaTb BO3MOXHOCTb KOMMETEHTHOMY MEPCOHAany UX BbIMOJHATL (HEKOTOpbIe U3
3TUX NPOLECCOB MOTYT OTNMYaTLCH OT NOBCEAHEBHbIX ONEpauuit).

Mpoueaypbl TMKTOHB M™MoOryt 3aBuceTb OT BO3HMKAOLWEW CUTyauum W Ha npakTuKke MoryT
notpeboBaTb ajgantauuM B 3aBUMCUMOCTM OT XapakTtepa aeapuu (Hanpumep, CTENeHu noTepb WUnu
NOBPEXAEHUIT), NPUOPUTETOB AEATENBHOCTU OpraHm3auum u TpeGoBaHuin NPUYACTHLIX CTOPOH.

7.2.6 NMocTaBWUKN

OpraHusauus aomkHa obecneynBaTe yBEPEHHOCTb B TOM, YTO KPUTUYECKUE MOCTABLUUKM CMOCOOHBI
obecneynBatb ycnyru no nogaepxke MKTOHB, Tpebyemble opraHusaumnein. 3TO BKIOYAET HanmM4vue y HUX
COOCTBEHHBIX AOKYMEHTaNbHO ODOPMITEHHbLIX U NPOTECTUPOBAHHLIX MIAHOB 06ECNeYeHUsi HEMPEPbLIBHOCTU
6usHeca n MKTOHB ¢ BO3MOXHOCTbIO NOAAEPXKKM OAHOBPEMEHHOIrO NPUBEAEHUS B AEWCTBUE KIIMEHTaMM
NNaHoB pearnpoBaHUs Ha UHLUMAEHTbl UNKU BOCCTaHoBneHue. OpraHusauus AOSkHa YCTAHOBUTb MPOLIECC
OLIEHKM MOLLUHOCTEN W BO3MOXHOCTEN MOCTABLUMKOB, Mpexae 4YemM MpuBnekatb WX YCIyru, a Takke
OCYLLECTBNSATL MOCTOSAHHbIA MOHWUTOPUHI U MPOBEPKY BO3MOXHOCTEN MNOCTaBLUMKOB MOCMEe 3aKmoyveHus
aorosopa. MonesHbiM CPeacTBOM OnpeAeneHnss BO3MOXHOCTEN NOCTaBLUUKOB SABNSETCA UX COOTBETCTBUE
TpeboBaHMAM/XOPOLLUMM NPAKTUYECKUM NMpUemMamM U3 COOTBETCTBYHOLUMX CTAHAAPTOB, HanpuMmep, NpuHaTUe
nyqywmnx  npaktudeckux — npuemos  u3  NCO/MOIK 24762  nocTtaBLymkamu,  OCYLLECTBASIOWMUMU
XOCTUHI/MEHEXKMEHT  anbTEPHATUBHLIX CPeAcTB  00paboTkM M MpefoCcTaBnAWMMKU  YCIyru  no
BoccTaHoBneHuto KT nocne 6eacreus.
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7.3 PearnpoBaHue Ha UHUMOEHTbI

B cnyuae nwoboro uHumaeHta WKT AOMKHO OCYLLECTBNATLCHA pearupoBaHWe Ha WHUWAEHTbI C
Lenbio:

a) nNOATBEPKAEHMA XapakTepa U CTeneHn MHUMAEHTA;

b) B3ATMA CMTyauum Noa KOHTPOIb;

C) CAEPXUBAHUSA UHUMAEHTA; U

d) B3aumMoAencTBUA C NPUYACTHLIMU CTOPOHAMMU.

PearnpoBaHne Ha WHUMAEHTbI JOMMKHO MHULMMPOBATL COOTBETCTBYIOLUME AENCTBUS B OTHOLLEHWUM
MMKTOHB. 370 pearnpoBaHue JOMMKHO ObITb MHTErpUPOBaHO € OBLMM pearMpoBaHUEM Ha WHUMAEHTbI B
MHBE u moxeT noTtpeboBaTb NpWUBREYEHWUS TPYNNbl YNPaBReHWS WHUMAEHTaMuM WnW, B HeBGOMbLUMX
opraHusauusx, oTAeNbHOro nuua, B Ybi 00A3aHHOCTU BXOAMT yNpasreHue WHumaeHTamu u obecnedveHue
HenpepbIBHOCTK Bu3Heca.

Bonee kpynHble opraHuM3auuMuM MOryT WCNOSb30BaTb MHOrOYPOBHEBLIM MOAX0A W Co3aaBaTh
pasnu4Hble rpynnbl, NpejHasHavYeHHble ANs BbINOMHEHUS pasHbIX pyHKUMIA. B pamkax UKT 310 moxeT ObiTb
OCHOBAHO Ha TEXHUYECKUX BOMPOCax UM BOMPOCaX, CBA3aHHbIX C yCryramu.

Jlnua, oTeevaloue 3a ynpaBneHue WHUWMAEHTAMM, AOMKHbI UMETHL NMaHbl akTuBu3auuum, padoThbl,
KoOpAMHALUMUMW U CBA3W OTHOCUTENBLHO pearnpoBaHus Ha UHLUUOEHTI.

7.4 NokyMmeHTbl nnaHa FTMKTOHB

7.4.1 O6wan uHdopmauua

OpraHusauumn ormkHa UMETb AOKYMEHTbI (NfaHbl) AN YNpaBfeHUs NPU BO3MOXHbIX HAPYLUEHUAX,
4yT0ObI 06ecne4nTb HenpepbIBHOCTL yYenyr VKT 1 BOCCTaHOBNEHUE KPUTUYUECKON AEATENbHOCTHU.

MnaHbl opraHusauumn No MEHeMKMEHTY nHUuaeHToB UKT, o6ecneueHunio HenpepbiBHOCTU BU3Heca v
TEXHUYECKOMY BOCCTAHOBNEHUIO MOTYT BbiTh BbICTPO aKTUBMPOBaHbLI NOCNEA0BATESNbHO MU OAHOBPEMEHHO.

OpraHusauus MOXeT paspaboratb cneumanbHble AOKYMEHTbl MMaHOB BOCCTAHOBIIEHMSA UMK
Bo3BpaLleHus yenyr MKT B «HOpManbHOE» COCTOsiHME (NNaHbl BOCCTAHOBNEHUs). OaHaKo onpeaenuTb, YTo
Takoe «HOpMAasribHOE» COCTOSHME WHOrAa MOXHO TOMbKO Yepe3 HEeKOTOpoe BpemMA Nocine WHUWMAEHTA,
NoSTOMY HEMEANEeHHasA peanu3auus NIaHOB BOCCTAHOBMEHUA MOXeET ObiTb Hegonyctumon. B aron ceasm
opraHusauus JofbkHa oGecnevntb YBEPEHHOCTb B TOM, YTO MEXaHW3Mbl HENpPepbIBHOCTU CMNOCOOHBI K
JONOMHUTENbHBIM AEACTBUAM NO noaaepxke B Gonee OOWMPHOM nNnaHe HenpepbiBHOCTU OusHeca,
npeaocTaBnss Bpems Ha NpuBeAeHue B A€WCTBUE NMITAHOB BOCCTAHOBNEHUS («BO3BPALLEHUS1 B HOPMANbHOE
COCTOSIHUER).

7.4.2 CogepxaHue 4OKYMEHTOB MJjlaHAa BOCCTAHOBJSIEHUSA

Y HeOonbLION OpraHM3auuM MOXET ObITb €4MHCTBEHHbLIW JOKYMEHT — MilaH, OXBATbIBAKOLWWUNA BCE
mMeponpuaTusa No BocctaHoBneHuto yenyr UKT ana Bcen ee AeaTenbHOCTU. Y OueHb B0nbLLOW opraHn3auuu
MOXET OblTb MHOM0 AOKYMEHTOB MfaHa BOCCTAHOBMEHWS, KaXObli W3 KOTOPbIX AETanbHO onpeaenser
BOCCT@HOBIEHME KOHKPETHOro anemeHTa ycnyr UKT.

Mnanbl pearnpoBaHusi u BoccraHoBnenus MKT aomiHbl ObiTb NAKOHWYHBIMU M AOCTYMHBLIMU ANA
nuu, Ybu 06513aHHOCTY onpeaeneHbl B nraHax. MnaHbl AOMKHBLI COAepXaTb CneayioLme aNeMeHThbl:

a) HasHauyeHue u chepa AencTBuS.

HasHauyeHne n 06nacTb NPUMEHEHUSI KaXKAOr0 KOHKPETHOro MraHa AOMKHbl ObiTb onpedeneHbl,
04006peHbl BbICLLUUM PYKOBOACTBOM M MOHSATHLI NMLIAM, KOTOPbIE OyAyT OCYLUEeCTBNATb MnaH. [JOomkHbl ObITh
4YeTKo CHOPMYNMPOBaHLI MOOLIE B3AUMOCBA3U C APYTMMU COOTBETCTBYIOLLIMMU MIIAHAMW MU JOKYMEHTAMU
opraHusauuu, 0Co6eHHO C nnaHamu obecnevyeHus HenpepbIBHOCTU BU3Heca, AOSMKHbLI ObiTb AaHbl YeTkue
CCbINIKM U ONUCaH cnocob NOMyYEHUs STUX NMNAHOB U JOCTYNA K HUM.

B kaxxgoM nnaHe MeHeaKMEHTa UHUMAEHTOB, pearnpoBaHus u BocctaHoneHus UKT gormkHel ObiTh
N3MNOXEHbI MPUOPUTETHBIE LIENKN C TOYKU 3PEHUSA:

i) kpuTndecknx yenyr VKT, noanexxawmx BOCCTAHOBIIEHMUIO;

i) BDEMEHHEIX CPOKOB X BOCCTAHOBIIEHMS,

iii) ypoBHEl BOCCTaHOBNEHMUS, HEOOXOANMBIX ANS Kaxaon kputudeckon yenyru UKT; u

iv) cUTyaLmii, B KOTOPbIX MOXET ObITb aKTMBU3UPOBAH KaX/bIi MilaH.

B cooTBETCTBYIOLLMX CyYasax nnaHbl MOTYT Takke coaepXaTbh npoueaypbl U NEPEYHU KOHTPOSbHbLIX
BOMNPOCOB, NOAAEPKUBAIOLLME NPOLIECC NPOBEPKM MOCHE UHUUAEHTA;

b) ponu u 06a3aHHOCTU.

HOMmKHbI 4YEeTKO JOKYMEHTUMPOBATbCA ponuM U 00A3aHHOCTM nuvy W rpynn, ofBnaaatowmx
MONMHOMOYMSIMU (KaK C TOYKM 3PEHUS] MPUHATUSI PELUEHWH, TaKk M OCYLLUECTBIIEHUSI pacxoaoB) BO Bpems
WHUMAEHTA U NOCNE Hero;

C) akTMBM3auuA nnaHa.
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MpumeyvyaHue — loTepsHHOE HA pearupoBaHne BPEMSs, HECOMHEHHO, Henb3s BO3BPaTUTD.
MpakTuyeckn scerga nyywe uHUUMMposaTtb pearuposaHue WMKT, a no3gHee CBEpHYTb €ro, Yem YnycTuTb
BO3MOXHOCTb CAepxaTb UHLMAEHT HA paHHEW CTaauu M NPeAOTBPaTUTL €ro paclUMpeHue.

Mo 37Ol MpuYMHE OpraHusauuMm AOIPKHbI UCMOML3OBATL 3CKANAUMI0O MEHEMKMEHTA WHLUMAEHTOB W
obpalatbCca K MpPOTOKONam akTusu3auuu, coaepxawmmcs B Gonee nogpobHbix nnaHax obGecneyeHun
HenpepbiBHOCTU Bu3Heca, Ana Toro, Ytobbl CHOPMUPOBATL OCHOBY ANS MEHEMKMEHTa NOTEHUUanbHbIX
HapyLUeHuW, CBA3aHHbIX ¢ ycnyramu UKT.

MeTtoa akTuBM3aumMu nnaHa pearupoBaHua u BoccTtaHoBneHua WKT pomkeH ObiTb 4eTKO
[OKYMEHTUPOBAaH. 3TOT MPOLECC AOIMKEH NpeaycMaTpuBaTh akTUBU3ALMIO COOTBETCTBYIOLMX NNAHOB UK
YyacTen NNaHoB B KpaTtyanluMe Cpoku, nMbO A0 NOTEHUMAanbHO PaspyLUUMTENbHOrO cobbiTus, nubo
HEMeANEeHHO NOCne Takoro codbITus.

MnaH oomkeH BKMOYaTh ACHOE U TOYHOE ONMUCAHWUE:

i) cnoco6a MoGunusaLMn Ha3Ha4YEeHHOTO NULA UNK TPYNNbI;

ii) NYHKTOB He3amMeanuTenbLHOro cbopa;

iii) nocneaytowmx mect cbopa rpynnel U noAPOGHOCTEN 0 NOOLIX anbTepHATUBHBLIX MecTax cbopa (B
Bonee KpynHbIX OpraHu3aLuax 3TM mecta coopa MoryT yNnoMUHaATBLCS Kak KOMaHAHbIE LEHTPbI); U

iv) 06CTOATENLCTB, B KOTOPbIX OpraHu3auus cuutaet pearuposanne [MKTOHB HeHyXHbIM
(Hanpumep, He3HaYyuTeNbHbIE HEUCNPaBHOCTU U MPOCTOMN, KOTOPbIE, BO3MOXHO, 3aTparuBaloT KpUTUYECKUE
yenyrn UKT, HO MEHemKMEHT KOTOPbIX OCYLLECTBRSIETCA NOCPEACTBOM OOLIMHOW CRyXObl TEXHU4ECKOM
noaAep KU, a TaKKe MEXaHU3MOB U COTMNALLEHUN O NOAAEPKKE).

OpraHusauusa gomkHa AOKYMEHTanbHO oOpMUTL YETKUIA NPOLIECC OT3biBA rPynnbl pearnpoBaHus
WKT nocne 3aBepLUeHMs MHUMAEHTA U BO3BPALLEHUA K OObIMHON AEATENBbHOCTH;

d) Brmageney W OTBETCTBEHHbIi 3@ nNOAAEPXKY [AOKYMEHTaUMM NnaHa pearupoBaHusi W
BoccTaHoBneHuss UKT.

PykoBOACTBO  AOMMKHO  Ha3HauuMTb Bragenbua AOKYMEHTAUMM MnaHa pearMpoBaHusl U
BoccTaHoBneHuss KT, oTBevaroLlero 3a perynsipHolii nepecmoTp U 0GHOBNEHUE AOKYMEHTaLMMU.

CnegyeT nNPUMEHATbL CUCTEMY YNpaBneHWA BepcuaMu W oPUUManbLHO YBEAOMMATbL BCE
3aMHTEPECOBAHHLIE CTOPOHbI 00 W3MEHEHMsX, a TaKkke noaaepxuBatb opmanbHbie 3anucu o
pacnpoCcTpaHeHMn AOKYMEHTOB NiiaHa no 00ecneyeHunio HeNPepPbIBHOCTY;

€) KOHTaKTHas uHdopmauus.

MpumMmeyvyaHue — 3annucu 0 KOHTAKTAX MOINyT coAgepXarb UHOPMALMIO ANS CBA3M BO BHepabouee
Bpems. OgHako B TeX cnyyasx, korga nnaHbl YNOMUMHAIOT Takylo MHOpMaLMIO YaCTHOrO Xapakrepa, 0co6oe
BHUMaHWe JOIKHO ObiTh yAENneHo cobniogeHuio NpUBaTHOCTM MHpopMaLmn.

B cooTBeTCTBYIOLMX CRy4asx Kaablii JOKYMEHT NraHa AOMKEH coAepXarb WNu NpeaoCcTaBnAaTb
CCbINKM Ha HEOOXO0AMMYIO KOHTaKTHYIO UHCPOPMALIMIO ANSi BCEX OCHOBHbIX NPUYACTHLIX CTOPOH.

7.4.3 JoKyMeHTaLuA NsiaHa pearupoBaHna u BocctaHoBnenuns UKT

HokymeHTauumsa nnaHa pearmposaHusa u BocctaHoBneHust KT gormkHa:

a) ObITb rMOKOW, BLINOHUMOW M OTHOCALLENCA K Aeny;

b) ObITb NErkO YNTAEMON U NOHUMAEMOMN; U

c) obecneuyuBarb OCHOBY ANA yNpaBneHus Cepbe3HbiMU NPoGrnemMamm, KOTOpbIE paccMaTpuBaloTCs
opraHusauuern kak 3acnyxusawowme pearupoaHuss [UKTOHB (06biMHO nocne  CyLECTBEHHOrO
paspyLUMTENbLHOTO COOLITUS).

JokyMeHTauua AOmkHa onpeaenstb OOLLyIO CTPYKTYPY, B paMkax KOTOpow hOpMUPYIOTCS NnaHbl
BOCCTaHOBINEHUS, OXBATLIBAsA:

a) obuylo cTpaTeruio;

b) kputuueckue ycnyru (c 3BB/3TB);

C) BPEMEHHYIO LUKany BOCCTAHOBIEHUS; U

d) rpynnbl BOCCTAHOBNEHUA U UX 06S1I3aHHOCTMU.

MnaHbl AOMKHBLI ObiTb TaKk AOKYMEHTanbHO OOpPMIEHbl, YTOObI KOMMNETEHTHLIN nepcoHan Mor
MCNONb30BaTh UX B Crydae UHUMAEHTA. OHU JOIDKHbI BKIIOYATb:

a) LEenu: KpaTtkoe onucaHue uenein nnaHos;

b) obnactb nMpUMEHeHWUA: OXBaTbiBasi CO CCbINIKOW HA pe3ynbTaTbl aHanu3a BNUAHUA HA Ou3Hec
cneayiouee:

i) KOUTUYHOCTb YCNYr: ONUCAHNE COOTBETCTBYIOLLMX YCIYr U onpeaeneHne nxX KpuTUYHOCTH;

ii) TexHOonornio: 0630p OCHOBHOW TEXHONOMMU, NOAAEPKUBAIOLLEN YCNYTK, BKIIOYaa €€ pasmeLleHue;

iii) opraHusaumio: 0630p opraHusauuin (OTAENOB, BaXHEWWMX nuU, npoueayp), YNPaBnAOLWUX
TEXHOMNOTMAMU; U
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iv) JokymeHtauuio: 0030p OCHOBHOW [OKYMEHTaUMM AN TEeXHONOoruu, BKIMIOYas (BHELWHWE)
nnoLaaKku, rae OHa XpaHUTCS;

c) TpeGoBaHMA AOCTYMHOCTU: onpeAeneHHble 6usHecoM TpeboBaHMA B OTHOLLEHUW AOCTYNHOCTU
yCIyr U CBA3AHHbIX C HUMU TEXHOMOTUN;

d) TpebGoBaHua uHdOpmauuoHHOW OGesonacHocTu: TpeboBaHus obecneyeHuss MHAPOPMALMOHHON
Ge3onacHOCTW ycnyr, cUCTeM W AaHHbIX, BKMoyasi TpeboBaHus KOHMAEHUMANbLHOCTU, LENOCTHOCTU U
AOCTYNHOCTH;

€) npoueaypbl BOCCTAHOBIEHUSI TEXHOMOIMU: ONUCAHNE NPOLIEAYP, KOTOPbLIM HY>XHO CrneaoBaTh ANA
BoccTaHosneHus yenyr UKT, Bknioyas cnegyilowyee:

i) nepeyeHb MepONPUATUIA, HanNpuMep, TEXHUYECKas MoAAEepXKa HAacCTOMbHbIX KOMMNbIOTEPOB W
BOCCTaHOBMEHNE KOHTAKTHOM uHOpMaLuu;

i) nepeYeHb MeponNpuATHUIA ANs BO3BpaLLEHUsI CETEN, CUCTEM, NPUKNAAHbIX nporpaMm, 6a3 AaHHbIX
M T.A. HA COrNacoBaHHbI YPOBEHb HA anbTEPHATUBHOW MIOWAAKE C YYETOM M3MEHMBLUEWCA cpeabl
(HanpuMep, 3TO MOXET BAUSATb HA MPONYCKHYIO CNOCOBHOCTb NIUHWIA CBS3U, MEXCUCTEMHYIO KOMMYHUKaLUIO
nT. a.);

iii) nepeyeHe MeponpUATHIA N0 BOCCTAHOBIEHUIO OCHOBHBIX (PYHKLIMOHANbHLIX BO3MOXHOCTEN, TaKux
kak 6e30nacHOCTb, onpeaesieHne AOCTYNHbIX MapLUPYTOB NepeaaYvum AaHHbIX, perucTpauus;

iv) KkoopauHauMiO B paMkax NPUKNagHON Nporpammbl UNU MeXay NPUKNagHbLIMK nporpammMamu,
CMHXPOHU3aUMIO AaHHbIX W NOTEHUManbHble aBTOMaTM3WpOBaHHbIe mnpoueaypbl Ans  06paboTku
HakonueLLEcAa uHdopmaumu,

V) npoueccsl, Heobxoaumble ansA BoccTaHoBneHus ycnyr UKT v nepegaym ux nonb3oBatensmM Ans
aKcnnyartauun B peXxxuMe BOCCTAHOBNEHUS;

vi) npoueaypbl pe3epBHOro KONUPOBaHUSA; U

vi) rae v kak noguM MOryT nonyyartb JOMNOMHUTESNbHYI0 MHAOpPMAaUMIO, Hanpumep, TenedoHbl
«ropsyei NMHUUY, U NpeanpMHUMaemblie Waru 4N BO3BpaLLEHUsi B HOPMarnbHOE COCTOSIHUE;

f) npunoxeHus:

i) NTHBEHTapHasA ONUCb MHAOPMALMOHHBIX CUCTEM, NPUKITAAHLIX MPOrpaMM 1 6a3 AaHHbLIX;

i) 0630p ceTeBON MHAPPACTPYKTYPbI U HAUMEHOBAHUN CEPBEPOB;

iii) MTHBEHTapHas onNMCh annapaTHbIX CPeACTB U CUCTEMHOTO NPOrpPaMMHOr0 0becneyeHust; u

iv) 4OroBOpLI U cornatueHus 06 ypoBHe ycnyr;

@) OCHOBHble nocTasLumku UKT:

i) nocTaBWWKKN Npu 0ObLIMHOW AENOBON AEATENLHOCTU; U

i) nocTaBLUMKK yCNyr N0 BOCCTAHOBIIEHMIO.

7.5 MporpaMma o6ecneyeHus OCBEAOMITEHHOCTU, KOMNETEHTHOCTU U NPoge CCMOHANBLHOMN
noAroToBKU

HomkHa ObITb peanu3oBaHa CKOOPAUHMPOBAHHAA NporpaMma Ansa obecnevyeHus yBEepeHHOCTU B
HannyMn NPOLIECCOB perynsipHon noaaepXxku ocseaomneHHoctTn o F’MKTOHB B uenom, a Takke Ans OLUeHKU
M MOBLILLIEHUS KOMMETEHTHOCTU BCEro COOTBETCTBYIOLLEro MepcoHana, Wrpaiowero KnioyeBylo pofb B
ycnewHon peanusaymn MTMKTOHB (cMm. 7.2.1).

7.6 KOHTpONb AOKyMEeHTaLuum

7.6.1 KoHTponb 3anucei, ceasaHHbix ¢ TMKTOHB

JorxHbl ObITh YCTAHOBNEHbI MEPBLI U CPEACTBA KOHTPONA U YNPaBneHns 3anucamu, CBA3AHHbIMU C
MMKTOHB, ¢ yenblo:

a) obecneyeHMss YBEPEHHOCTMU B TOM, YTO OHM OCTalOTCA yaoGouUTaeMbiMM,  FErKo
naeHTUULUUPYEMbIMU U U3BMNEKAEMBIMU; U

b) obecnevyeHns ux xpaHeHus, 3aLUTbl U U3BNEYEHUA.

7.6.2 Kontponb aokymentauum rMKTOHB

JomxHbl ObITb YCTAHOBMNEHBI MEPbI U CPEACTBA KOHTPONA W YNPaBNEeHWA AN AOKyMEHTauuu
MMKTOHB ans obecneyeHusi ysepeHHOCTU B TOM, YTO:

a) AOKYMEHTbl NPOBEPEHbl HA COOTBETCTBUE 10 UX BbINYCKa;

b) nmo mMepe HeobOXOAMMOCTM [AOKYMEHTbI NepecMaTpuBaloTcsi, OOHOBNSAIOTCA U BHOBb
YTBEPXAAIOTCS;

C) onpeaeneHbl UBMEHEHUS U TEKYLLEE COCTOSIHUE NEPECMOTPEHHbIX BEPCUIi AOKYMEHTALMK;

d) COOTBETCTBYIOLLUME BEPCUM MPUMEHSIEMBIX JOKYMEHTOB AOCTYMHbI B TOYKAX UCMONb30BAHUS;

€) AOKYMEHTbl M3 BHELHUX WCTOYHUKOB WUAEHTUMUUMPOBAHbBI W UX  pacnpOCTPaHEHUE
KOHTPOMUpYEeTCH; U

f) npepoTBpawieHO  HenpegHaMEepeHHOEe  UCMONb30BaHWEe  YCTapeBLMX  AOKYMEHTOB ¢
OCYLLIECTBIIEHA COOTBETCTBYIOLLIAS MAapKMPOBKA TAKMX JOKYMEHTOB, €CIIU OHU COXPAHAIOTCS ANl Kakux-nubo
uenen.
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8 MoHUTOpPUHI U NpoBepKa

8.1 Nopnepxka NTMKTOHB

8.1.1 O6wan nudopmauma

M3MeHeHnss NpMHOCAT € coBON PUCK — HEe TONbKO PUCK OTKasa, HO Takke pUCK aecrtabunusauum
CYLLECTBYIOLLMX NONUTMK u cTtpaTerun. Mostomy crpaterum TMKTOHB aomkHbl ObiTb YCTOMYMBLIMU U
ajanTupyeMbiMU.

Tmoboe usmenenue ycnyr UKT, kOTOpoe MOXeET oOKkasbiBaTb BRMUAHWE HA BO3MOXHocTM MMKTOHB,
JOIDKHO pearnun3oBbIBaTLCA TONbKO MNOCME OLEHKM WM PACCMOTPEHUA NOCMEACTBUIA M3MEHEHus Aans
obecneyeHnsa HenpepbIBHOCTU GusHeca.

Ina obecnevyeHns yBepeHHOCTU B TOM, YTO cTparterum u nnaHel TMKTOHB ocTaloTcs akryanbHbIMU
AN opraHusaumu:

a) BbICLIEE PYKOBOACTBO AOMKHO ObBecnevyuTb YBEPEHHOCTb B TOM, uto crpaterun TMKTOHB
npoAoIDKAIOT NoaaepkuBaTh TpeGoBaHUSA MEHEXKMEHTa HENPEPbLIBHOCTU GU3Heca opraHu3auuu;

b) npouecc ynpaBneHUs WU3MEHEHUSMM [OIDKEH BKIIOYATb BCE CTOPOHbI, OTBETCTBEHHbIE 3a
ctparerun TMKTOHB, kak 3a ux nnaHupoBaHue, Tak U 3a X peanusaumio;

C) npouecc BHeapeHun HoBbix yenyr KT pomkeH ObiTb 0406peH, YToObl YCTOWYMBOCTL He Obina
CKOMMNPOMETUPOBAHA B pesynbTaTe Aaxe cambiX NPOCTbIX MOAEPHU3ALMIA UU YCOBEPLLIEHCTBOBAHMIA;

d) npu CnNMAHMAX U NOrMOLUEHUSIX AOIPKHA OCYLLECTBNATLCA OLUEHKA YCTOMYMBOCTM AEATENbHOCTY;
7]

e) BbiBOA M3 akcnnyatauum komnoHeHTa WKT cneayer o0Tpasutb B CUCTEME MEHEIKMEHTa
ceasaHHoi ¢ TMKTOHB.

8.1.2 MOHUTOPUHT, OGHapyXeHue U aHanus yrpo3s

OpraHu3auus JorkHa YCTAHOBWUTb MPOLIECC MOCTOSAHHOrO MOHUTOPMHIA UM OBHapyxeHus
BO3HMKaloLWmMX yrpo3 GesonacHoctn WKT, Bknouawowmn cnegyowme cepbl, HO HE OrpaHNMuYMBAIOLLIMIACA
UMK:

a) CcoXpaHeHue NepcoHana, HaBbIKOB U 3HAHUN,

b) ynpaenenue obwvekramu, cogepxawmmn obopyaosanne UKT (Hanpumep, nyTeém MOHMTOPMHIa
KONMMYECTBA U XapakTepa MHLUAEHTOB/YSI3BUMOCTEN 6e30NaCHOCTM, CBA3aHHbIX C MALUMHHBIM 3a510M);

C) ynpaBfieHWE W3MEHEHUSMU MOoAAEPKUBAKOLLEN TEXHONOruM, annapaTtypbl, 0GopyaoBaHus |
ceTen;

d) ynpaBneHue U3MeHEeHMSIMU MHPOPMALIMOHHBIX NPUKNaAHBIX NPorpamMm u 6a3 aaHHbIX;

€) ynpasneHue pacnpegeneHmemM UHaHCOBLIX UK BIOMXKETHLIX CPEACTB; U

f) ynpaBneHue apPEKTUBHOCTLIO BHELLUHUX YCNYT U MOCTaBLUMKAMKU (NOCTaBKaMM).

8.1.3 TecTbl U TPEHUPOBKKN

8.1.3.1 O6wan nHcpopmauus

OpraHu3auums JOMKHA NPOBOAWUTE TPEHUPOBKM HE TONBLKO B OTHOLLEHMU NPOLIECCa BOCCTAHOBMNEHUA
yenyru VKT, HO Takke ee 9N1EMEHTOB 3aLMThl U YCTOMYUBOCTH, YTOOLI ONpeaenuTb cneayioLlee:

a) MoxeT nu obecneumBaTbCA 3aluMTa, NoAAEPKKAa U (MUNM) BOCCTAHOBMEHUE YCNYrM HE3aBUCUMO
OT CepPbE3HOCTU UHLUAECHTA;

b) Moryt nu mexaHuambl meHemxmenTa MTMMKTOHB cBoaAUTbL K MUHUMYMY BRMAHWE HA OU3HEC; U

C) SABMAOTCS NN AeNCTBEHHLIMU NPOLEAYPbl BO3BPALLEHUS K 0OLIMHOMY COCTOAHMIO Gu3Heca.

8.1.3.2 TecTbl M NporpaMmMa TPEHUPOBOK

B 60nblWKWHCTBE cny4YaeB BCIO COBOKYNHOCTb 3nemMeHToB U npoueccoB MMKTOHB, skniouas
BoccraHoBnenne UKT, HENb3sA NpOBEPUTb OJHUM TECTOM M TPEHUPOBKON. M03TOMY MOXET ObiTb yMECTEH
pexuM NocneaoBaTenbHOro MPOBEAEHUA TPEHUPOBOK, HAMPABIIEHHbLIA HAa CO34aHME NOMHOW UMUTaALUK
peanbHOro uHuuaeHTa. MporpaMma AoskHa BKIOYATb pasHble YPOBHU TPEHUPOBOK, OT O3HAKOMUTENbHOIO
[0 NpOBEpKU CMOCOOHOCTM CUCTEMbI MALLUMHHOIO 3ana BOCCTAHABNMBATL (PYHKUMKM, KaK NOKa3aHO Ha
puUCyHKe 5, U OMKHA y4MTbIBaTL BCE acnekTbl Lienoykn nocrasku ycnyr UKT.

C TectramMM W TPEHUPOBKAMW CBsi3aHbl PUCKU, U Takue [eWCTBUA He [OIMKHblI NoAaBepratb
OpraHM3aLmio HENPUEeMNEMOMY YPOBHIO pucka. TeCT U nporpaMma TPEHMPOBOK AOSMKHBI ONpPeaensiTh, Kak
peluaeTca BOMPOC puCKa KaxaoW TpeHupoBku. Crneayer nonyyuTb 0A0OpPEeHMEe nporpammbl BbICLLMM
PYKOBOZICTBOM U JOKYMEHTaNbHO 0(pOPMUTbL YETKOE 06 bACHEHUE CBA3AHHBIX C HEW PUCKOB.

Llenu TecToB U NporpaMmbl TPEHUPOBOK AOJDKHBI ObITb MOTHOCTHIO COBMECTUMbI C GOnee LWMPOKMMK
uensiMu U cepoii AelCTBUSI MEHEAKMEHTA HeNpepbIBHOCTU BU3Heca u A0MKHbI 40NONHATL Gonee obLyyio
nporpaMMmy TPEHUMPOBOK opraHusauuu. Kaxablii TeCT M TpeHUpOBKAa AOIMKHbI OTBe4YaTb Lensam OGu3Heca
(paxe korga HeT MPSIMOTO BOBMEYeHust Ou3Heca) U onpeAerneHHbIM TEXHUYECKUM Uensam TECTOB iU
nNoATBEMKAEHUSA NPAaBUNBLHOCTU ONpeaeneHHoro anemenTa crparerum MMKTOHB.
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OtaenbHas TPEHUPOBKA AN KaXAoro OTAEnbHOIo 3NeMEHTa Ha KOMMNOHEHTHOM YPOBHE AONONHAET
NONHOTY CUCTEMbl TPEHUPOBOK M AOMMKHA NOAAEPXMBATLCA KaK YacTb AEWCTBYIOLEr0 TecTa U NporpaMmbl
TPEeHUPOBOK.

TecTbl M nporpaMma TPEHWPOBOK AOMiMHbI ONMPEAenaTb 4acTtoty, o6nacTtb NPUMEHEHMS U BUA
Ka)kaon TPEHUPOBKU. Huke npuBeaeHbl BbICOKOYPOBHEBbIE NPUMEPbI 00nacTein NPUMEHEeHNs TPEHUPOBOK:

a) BOCCTaHOBMNEHME AaHHbIX: BOCCTAHOBNEHUE OTAENbHOro dhanna unu 6asbl AaHHbIX NOCNe NOPYK;

b) BOCCTaHOBNEHUE OTAENBLHOro cepeepa (BKIOYas NOSHYI0 NEPEKOMNOHOBKY AAHHbIX);

C) BOCCTAHOBNEHME NPUKNAAHON NPOrpaMMbl (OHO MOXET BKNIOYaTb HECKONbKO CEepBepoB, Apyrne
npuknagHble NporpaMmbl 1 MHPPaCTPYKTYPY);

d) o6xoa oTkasa ycnyr, pasMelleHHbIX Ha nnatopMe BLICOKOW AOCTYNHOCTU (Hanpumep,
Knacrepusaumsa: UMUTaLMA NOTEPU KAKOro-TO MeMEeHTa Knacrepa — CM. npunoXeHue B);

€) BOCCTAHOBSIEHME JAHHbLIX C MAarHUTHOW JEeHTbl (BOCCTAHOBMIEHNE OTAENbLHOrO dhanna unu cepuu
¢annos M3 BHELLHEro XpaHUIMLLA MarHUTHLIX NEHT);

f) TecTupoBaHue ceTu; u

g) TecCTbl HA OTKa30yCTOMYMBOCTb MH(PPACTPYKTYPbI CBA3W.

TpeHUpoOBKM AOMXKHbI ObITb NOCMEAOBATENbHLIMKU, YTOObI BKMIOYATb YCUMEHHYIO NPOBEPKY
3aBMCMMOCTEN U B3AUMOCBSAI3EN U COOTBETCTBYIOLLUX COODLLECTB KOHEYHbIX NOMb30BaTENEN.

8.1.3.3 O6nacTb NnpuMeHeHUs1 TPEHUPOBOK

TpeHNpOBKN AOMKHbI BbIMOMHATLCS ANA:

a) dopMMpOBaHMSA YBEPEHHOCTM BCEW OpraHuM3aumm B TOM, 4TO cTparerms obecneyeHus
YCTONYMBOCTU U BOCCTAHOBIIEHUS COOTBETCTBYET TpeboBaHuAM BusHeca;

b) AgemoHcTpauun TOro, u4to kputudyeckme ycnyru WMKT  moryT  nogaepxmBarbCcs W
BOCCTaHaBNMBaTLCA B Npefernax CornacoBaHHbIX YPOBHEN YCMyr Unn LUenen BOCCTAHOBNEHUS HE3aBUCMMO
OT UHUMUAEHTA;

C) AEMOHCTpauuuM TOro, YTO B Chyyae wuHuugeHTa kputudeckue ycnyru WUKT moryT ObiTb
BO3BpALLEHbI B COCTOSHNE, MPEALLECTBYIOLLEE TECTUPOBAHUIO B MECTE BOCCTAHOBIIEHUS;

d) npeaocTasneHns BO3MOXHOCTW 03HAKOMITEHUA NepcoHana ¢ NpPoLeccoOM BOCCTAHOBIEHUS;

e) ofbyyeHnss nepcoHana u obecnevyeHuss yBEPEHHOCTM B TOM, 4TO nepcoHan obnapaet
ageKBaTHbIMK 3HaHUAMMU nnaHos u npoueayp MKTOHB;

f) nposepku TOro, yro NMKTOHB ocrtanacb CUHXPOHU3UPOBAHHON C WHdpacTpykTyporn WUKT wu
obLuen nHpacTpyKTypOW;

g) onpeaeneHus nobbix HeoGxoaMMbIX ycoBepLueHcTBOBaHui crpaterun TMKTOHB, apxutekTypbl
Unu NPoLIeccoB BOCCTAHOBMNEHUS; U

h) obecneyeHus CBMAETEMbLCTB ANA UEnen ayautra M AeMOHCTpauuu cnocobHoctu ycnyr UKT
opraHusauuu.

TpeHupOBKKU AOSHKHBI NPUMEHATLCA K cpeae UKT B Lenom u ko BCEM KOMMOHEHTAaM, y4acTBYIOLUM B
uenoyke npeaocTaBneHus ycnyr, OT MALUMHHOMO 3ana A0 HacCTONbHOrO0 KOMMbIOTEPA MONbL3OBaTENA UM
noboro Apyroro kaHana nocTaBku YCyr.

8.1.3.4 SnemMeHTbl BOCCTaHOBINEHUA yCnyr

OpraHusauus gofmkHa NpMMeHATb BCE 3NeMeHTbl BoccTaHoBneHus yenyr UKT B COOTBETCTBUM C €€
pasmepaMu, a TaKKe CMOXHOCTLIO M 00MacTbi0 NPUMEHEHUS MEHEKMEHTA HenpepbiBHOCTU OusHeca.
MpuMeHeHne He OOIMKHO COCPEeAoTavMBaThC TOMLKO HA ycnyrax BOCCTAHOBMNEHUSt U BO30OHOBREHUs, a
JOIDKHO TaKKe OXBATblBaTh HAAEXKHOCTH BO3MOXHOCTEN 00ecneyeHns yCTonumBOCTU, MOHUTOPUHT CUCTEMDI
N MEHEXXMEHT CUrHanoB TPEBOTU.

[ns 4OCTUXEHUA BbICOKUX YPOBHEW YBEPEHHOCTU U YCTOMYUBOCTHU OpraHu3auus 4osmkHa NPUMEHATb
TECTUPOBAHUE OT YPOBHA KOMMOHEHTA 10 NOMHOW (MCXOASt U3 MECTA HAXOXEHUA) CUCTEMDI.
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PUCYHOK 6 - TMocTynaTeNlbHOCTb TECTMPOBAHUSA W MPOrpaMm TPEHUPOBOK

TpeHVpoBKaMU AOMKHbI GbITb OXBaY€Hbl CeAyloLe 3NEeMEHTbI:

a) MallUMHHbIA 3an, Hanpumep, usndeckas 6e30MacHOCTb; CUCTEMbl O0GHapPYXeHWs BO3ropaHus u
npoTevek BOAbl; MNPOLLECC 3Bakyauuw; OTOMNJIEHWe, BEeHTUAAUMI0 U KOHAWLMOHMpOBAHWE  BO3AYXa;
MOHUTOPVIHT OKpYXaloLeli cpeabl; 4eCTBMA MpU TPEBOTe U 3/1eKTPONPOBOAKA,;

b) WHpacTpykTypa, BkIOYass 06LLyl0 YCTOAYMBOCTb  CBSA3HOCTM  Y3/I0B  CETW; CeTeBoe
pa3Hoobpasune; ceTeBas 6e30nNacHOCTb, BK/WYas 3awWuUTy OT BUPYCOB, a Takke npegynpexaeHne wu
06GHapyXeHne BTOPXEHWIA;

C) annapaTtHble cpeAcTBa, BK/4Yasi cepBepbl, TeIeKOMMYHUKaLNOHHOEe 060pyoBaHMe, AUCKOBble
MacCuBbl U CMEHHbIE HOCUTENV AaHHbIX;

d) nporpammHoe ob6ecneyeHue;

€) [aHHble;

f) ycnyru; n

[J) ponu u pearmpoBaHVe MOCTaBLLMKOB.

8.1.3.5 TlnaHupoBaHMe TPEHUPOBOK

Ona obecneyeHnss yBepeHHOCTM B TOM, 4YTO TPEHMpPOBKA He BbI3blBAET WHUWAEHTOB WM He
noApbiBaeT BO3MOXHOCTM 0OCNYXMBaHWA, HEO6XOAMMO TwiaTeNlbHOe MaHMpoBaHWe [ANs CBefeHus K
MUHUMYMY pUCKa BO3HUKHOBEHUSI MHLUAEHTOB Kak NPsIMOro pesysibTata TPeHUPOBKM.

MeHeLXMEHT pucka [O/DKeH COOTBETCTBOBATb YPOBHIO BbINOJIHAEMbIX TPEHMPOBOK (T. €.
3/1eMeHTaM BOCCTaHOB/IEHUST YCYr). DTO MOXET BK/IHOUATb!

a) obecneyeHne yBepeHHOCTW B TOM, UYTO HENOCPeACTBEHHO Mepef TPEHUPOBKOU BCe AaHHble
UMeIT pe3epBHble Komuu;

b) BbINOJIHEHME TPEHMPOBOK B U30/IMPOBAHHON cpeae; u

C) nnaHupoBaHWe TPEHUPOBOK Ha Hepaboyee BPeMs WM CMOKOWHbIE NMepuofbl MPOM3BOACTBEHHOIO
LMKIa C N3BeLLEeHNEM KOHEYHbIX Mosib30oBaTenei.

TpeHVPOBKM AO0/MKHbI BbITb PEAIMCTUYHBLIMU, TULATeNbHO CMIaHUPOBAHHLIMU U COTNAaCOBaHHLIMW C
MPUYaCTHBLIMU CTOPOHAMM, YTOObI PUCK HapyLleHWs npoueccoB 6u3Heca Obl1 MUHMMasbHLIM. OfHAKO OHU
He [JO/MKHbI MPOBOAMTLCS BO BPEMS MHUMAEHTOB.

MacwTab W CNOXHOCTb TPEHUPOBOK [AO/KHbI COOTBETCTBOBATb LENsiM  BOCCTaHOB/EHUSA
opraHusauuu.

Kaxaas TpeHMpoBKa [AO/MKHA WMMETb 3apaHee COrflacoBaHHbIi U Of06PEHHbI  3aKa3uMKoM
TPEHUPOBKN «KPYT NOTHOMOUUIA», KOTOPbIi MOXET BKYaTh cregytoLlee:

a) onucaHve;
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b) uenu;

¢) 06nacTb NPUMEHEHUS;

d) npeanonoxeHus;

€) OrpaHu4eHus;

f) pucku;

g) KpuTepuu ycnexa;

h) pecypcebl;

i) ponu u obs3aHHOCTH;

j) BbICOKOYPOBHEBbIE rpadUK/CPOKM;

k) cBop AaHHbIX MO TPEHUPOBKAM;

) perucrpauuio TPEHMPOBKU/MHLUMAEHTA;

m) «pasbop nonetax; u

n) AencTBMsA NOCne TPEHUPOBKM (NOCNEAYIOLWAn AEATENbHOCTb U OTYETHOCTD).

MnaHupoBaHWe TPEHUPOBKM [OMKHO NPEAOCTaBUTb OpraHuM3auMn BO3MOXHOCTb [OCTUXEHUS
onpeaeneHHbIX KpUTEPUEB ycnexa.

8.1.3.6 MeHemKMEHT TPEHUPOBOK

JomkHa ObiTb paspaboTaHa 4yeTkaa CTPyKTypa ynpasneHus TPeHWPOBKaMW C pacrnpejernieHnem
ponei n 06A3aHHOCTEN MexXay COOTBETCTBYIOLMMMN nuuamu. CTPYKTypa ynpaBneHus TPeHUPOBKAMU MOXET
BKNIOYaTh:

a) PpyKOBOAMTENSI TPEHMPOBOK (y4acTeyloLero B 06Lem ynpasneHun TeCTOM U TPEHUPOBKON);

b) ©BA3b BO BpemsA TPEHUPOBKU;

C) NOATBEPXAEHWE HanmUuMsa [JOCTaTOMHOTO KONMYEeCTBa COTPYAHMKOB Ansa  ©esomacHoro
npoBeAeHUs TPEHUPOBOK;

d) pocratoyHoe konu4yecTBO Habnoparenen M (Mnu) NocpeaHUKos, 4TOOBLI hbUKCUPOBATL X04
TPEHMPOBOK U BECTU PEFUCTPALMIO Npobnem;

€) KIOYEBbIE KOHTPOMbHbIE TOUKM TPEHUPOBOK;

f) npoTokoNbl N0 OKOHYaAHUIO TPEHUPOBOK; U

g) NpOTOKOIMbI TPEHMPOBOK MO aBapUNHON OCTaHOBKE.

TpeHnpoBkaMn HeobxoaAMMO yNpaBnATb Ans obecnevyeHnss yBEPEHHOCTU B TOM, YTO:

a) Lernu u KnioYveBble KOHTPONbHbIE TOYKM ByAyT BbINOSHEHSI;

b) Becb marepuan U  MEPONPUATUA  TPEHUPOBOK WMEIKT  COOTBETCTBYIOLLME  YPOBHU
KOHpMAEHUNanbLHOCTH;

c) niobbie TEeKyLLMe PUCKM OTCMNEXMBAIOTCA U YMEHbBLLAIOTCS;

d) no6Gble KOHTpONepbl/HabnogaTenM UMEKT NONTHOMOYNKS;

€) XxoA4 TPEHUPOBOK (PUKCUPYETCA COrnacoBaHHbIM 06pa3om; u

f) nmocne TPEHMPOBKM NPOBOAWUTCA «pa3bop nometay BCEX YYACTHMKOB M pacCcMaTpuBaloTCs
3amMeyaHus U NPeanoXXeHus.

8.1.3.7 Nposepka, OTYET U NOCneayowWan AeATeNbHOCTb

B KOHLE TPEHUPOBKM NONYYEHHbIE AAHHbLIE JOIKHbI ObITh NPOBEPEHLI U HE3aMEANUTENBHO NMPUHATBI
Mepbl. 3TO AOMMKHO BKNIOYATb:

a) cbop pe3ynbTaToB U BbIBOAOB;

b) aHanu3 pe3ynbTaToB M BbIBOAOB OTHOCUTESIbHO Lienen TPEHUPOBKU U KPUTEPUEB YCrNeXa;

c) onpeaeneHue nobbix pacxoXaeHun;

d) ycTaHOBneHWe HanpaBneHUA AeCTBUI C ONPeaeneHHbIMU CPOKaMu;

€) COCTaBEHUE OTYETA O TPEHUPOBKE ANA POPMarbHOr0 PAaCCMOTPEHNSA 3aKa34YMKOM TPEHUPOBKM;

f) nocneayowme o6beAMHEHHbIE AENCTBUSA N0 OTYETY O TPEHUPOBKE.

8.2 BHyTpeHHui ayautr FTMKTOHB

MnaH BHyTpeHHero ayanta MTMKTOHB aomkeH onpeaenaTb U JOKYMEHTMPOBATL KpUTepun, obnactb
OeWCTBUSA, METO4 M 4acToTy ayauToB (Hanpumep, NPOBOAUMbINA €XeroaHo BHyTpeHHun ayaut TMKTOHB).
MnaH ayguta gomkeH obecneynBaTb YBEPEHHOCTb B TOM, YTO ANS MPOBEAEHUS ayauTa Ha3HA4aKTCA
TONbKO KBanMULUMPOBaHHbIE BHYTPEHHME ayAWuTOopbl. Bbibop ayaAuTOpPOB M NpoOBEeAEHWEe ayauTa AOIMKHbI
obecrneunBaTb OOBLEKTUBHOCTL W OGECMPUCTPACTHOCTL Mpouecca ayauta. Ayautopbl, NpPOBOAALLME
BHYTpeHHUin ayanT MTMKTOHB, 4omnkHbl BbiTb KOMNETEHTHLIMU B BbINOSHEHUW BO3NOXEHHOW HA HUX 3aJ4auM.
Hanpumep, ayauTopbl AOSKHBI NMPOXOAUTb COOTBETCTBYIOLLEE oOyveHue Ana npuobpeTeHua 3HaHuiA W
HaBbIKOB, HEOOXOAMMBIX ANA NPOBEAEHUS ayauTa.

JomkHa ObITb ycTaHOBNEHa npouedypa, obecneumBaloLlas YBEPEHHOCTb B  WCMPaBMNEHUW
HeaoCTaTKOB, BbISIBIIEHHBLIX BO BpeMs BHYTpeHHux ayautos MMKTOHB.

MnaH ayauta [OOMKEH OXBATbIBATb TAKKE BHELUHWME CTOPOHbl. Hanpumep, ayauTy [OOMKHbI
noasepratbCA BUAbl AEATENBLHOCTU MPUBIIEYEHHBIX MNOCTABLUMKOB-NPOU3BOAUTENEN, peanu3yeMbie Ha
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OCHOBE ayTCOPCUHra, Ans onpeaeneHus ux cnocoBHOCTU noaaepxuBaTtb cTpatermm u nnavbl TMKTOHB
opraHusaumMm BO BpPEMS MOBCEAHEBHOW [EATENbHOCTM, a Takke Mpu pearnpoBaHum Ha Oepacteue u
BOCCTaHOBMEHUW NOCIE HEro.

BHyTpeHHUe ayauTbl AOMKHbI MPOBOAUTLCS B CllyYae CyLLECTBEHHbIX U3MEHEHUN KPUTUYECKNX YCITyr
WKT, TpebGoBaHuii HenpepbiBHOCTU Ou3Heca (Mmetowmx oTHoweHue Kk ccepe aencreua MMKTOHB) unu
Tpebosanuin MMKTOHB.

Pesynbtathl BHyTpeHHero ayauta TMKTOHB pomkHbl ObiTb 3adhuMKCUMpOBaHbl W AO0BEAEHbI A0
CBE[eHUS 3aMHTEPECOBAaHHbIX NuL,. PyKOBOACTBO AOMKHO pacCMaTpuBaTth Pe3ynbTaTbl BHYTPEHHUX ayauTOB
TMKTOHB 1 cocTosiHMe Nocneaylowmx KOpPeKTUpPYIoLLUX Mep.

8.3 NMpoBoaumasn pykoBoaCTBOM NpoBepKa

8.3.1 Obwas nuopmauus

Boicluee pykoBOACTBO AOMKHO oGecneuvuMBaTth NPoBEPKY cuctembl MeHemkmeHTa TMKTOHE vepes
3annaHUpoBaHHblE WHTEpBanbl BpeMeHu. BXOoAHbIMU AaHHbIMU ANSA 3TOW NPOBEPKUM MOTYT ObiTb AaHHbIE
BHYTPEHHUX WUIM BHELLUHMX ayAUTOB MU caMooueHku. MpoBepka A0MmKHA BKMOYaTh OLEHKY BO3MOXHOCTEN
COBEpPLUEHCTBOBAHNSA U HEOOXOAUMOCTU M3MEHEeHUn MeHemxkMmeHTa TMKTOHB, Bkntoyas nonuTuKy U Lemnm
MMKTOHB.

Kpome TOro, BbiClIee PYKOBOACTBO [AOIMKHO €XErogHO MNpOBEpsiTb YTBEPXAEHHble TpebGoBaHusA
MKTOHB, Bknioyaa onpeaenenna ycnyr WKT, AOKyMEHTanbHO O(OPMIEHHbLIM MEpPeYeHb KPUTUYECKUX
yenyr KT u pucku, CBA3aHHbIE C PACXOXAEHUAMMU, BbIABMEHHLIMU MEXAY KPUTUYECKUMU BO3MOXHOCTSIMU
rotoBHOCTM VKT 1 TpeboBaHuaMU HENPEPBLIBHOCTH OU3HECA.

PesynbTaThl NPOBEPKW AOIMKHbI YETKO AOKYMEHTUPOBATLCSA, & 3aNUCK AOIKHbI NOAAEPXKMBATLCS.

8.3.2 BxogHble AaHHble AnA NpoBepKU

BxoaHble AaHHbIE AnS NPOBOAMMON PYKOBOACTBOM NPOBEPKM AOIMKHbLI BKMOYaTh MHAOPMALUIO O:

a) YPOBHAX BHYTPEHHMX YCIT;

b) cnocoBHOCTU BHELUHEro NOCTaBLUMKA YCIyr NOAAEPXKUBAaTL COOTBETCTBYIOLLUE YPOBHU YCINYT;

C) pesynbTaTax COOTBETCTBYIOLUMX ayaAUTOB;

d) 3amevyaHusiX W NPeanoXEHUSX 3auHTEPECOBAHHbLIX CTOPOH, B TOM YKUCNE HE3aBUCUMbIX
HabnaeHun;

€) COCTOSHWW NpeaynpexaarLmux U KOPPEKTUPYIOLLMX Mep;

f) ypoBHE 0CTaTOYHOro pucka u onycTuMOM pPUCKE;

g) nocnegylowmux AeNCTBUAX, BbITEKAIOLWMX U3 NpeabiayLumMx npoBOAUMBIX PYKOBOACTBOM MPOBEPOK
U peKkoMeHaaumn;

h) ypokax, M3BMEYEHHbIX M3 pe3ynbTaTOB TECTOB M TPEHWPOBOK, MHUMAEHTaxX M O MnporpaMme
00yY€eHNS 1 NOBLILLEHNS OCBEAOMITEHHOCTH; U

i) HOBbIX COOTBETCTBYIOLUMX NPAKTUYECKMX MPUEMAX U PYKOBOACTBAX.

8.3.3 BbIxoaHble AaHHbIe NPOBEPKU

BbIxOaHbIE AAHHBIE NPOBEPKU AOIMKHbI ObiTb 0400pPEHbl BbICIUMM PYKOBOACTBOM W JOIDKHbI
BKIIOYATH:

a) u3aMeHeHue cepbl aencTBUs cucteMbl MeHemxmeHTa TMKTOHB;

b) nosbiweHne ahPekTUBHOCTU CUCTEMBI MeHekMeHTa TMKTOHB;

C) nepecMmoTpeHHble TpebosaHus TMKTOHB, Bknoyaa onpeaenenuna ycenyr KT, gokymeHTanbHO
OPOPMIIEHHBIN NepeyeHb KpuTudeckux yenyr KT u pucku, CBA3aHHbIE C PACXOXOEHUAMU, BbIABAEHHBLIMU
MeXay KPUTUYECKUMN BO3MOXHOCTAMMU roTOBHOCTU UKT 1 TpeboBaHuAMU HENpepbIBHOCTW Bu3Heca;

d) Heobxogumyio moaucpukaumio crtpatermm u npoueayp MMKTOHB, utoBbl pearmpoBath Ha
BHYTPEHHUE U (MNKN) BHELWIHUE COBbITUS, KOTOpble MOFYT OKasbiBaTb BnusiHMe Ha ycnyru WKT, Bkmoyas
U3MEHEHUs:

1) TpeboBaHuii busHeca;

2) TpeboBaHuii yCTONYMBOCTHU; U

3) ypoBHel pucka u (Mnm) ypoBHENR NPUHATUSA PUCKA;

€) NnoTpebHOCTU B pecypcax; u

f) buHaHcoBbIe 1 BlOaXKETHbIE TPeBGoBaHUS.

8.4 N3mepeHue kputepueB 3 PeKTMBHOCTU roTOBHOCTU UKT

8.4.1 MOHUTOPUHT U n3MepeHue rotoBHoctu UKT

OpraHusaums gormkHa npOBOAWUTb MOHUTOPUHT U u3MepeHue rotoBHocTh WKT nocpencreom
peanusaummn npouecca u3MepeHus onpeaeneHHblx kputepues adhdekTuBHOCTH rotoBHOCTU UKT (cm. 6.7).

8.4.2 KonnyecTBeHHbIE U KAYeCTBEHHbIE KpuTEpPUU 3(P(PeKTUBHOCTHN

Kputepuun acbdektusHoctn ana FIMKTOHB mMoryT 6bITb Ka4€CTBEHHBIMU UMW KONMUYECTBEHHBIMU.
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KonuyecTtBeHHble KpUTEPUM MOTYT BKMKOYATh:

a) YMCNO MHUMAEHTOB 38 JaHHbIN NepUo BPEMEHU, KOTOPbIE HE ObInu 0GHaPYXEHbI A0 HAPYyLUEHNS
(3TO MOXKET CNYXXUTb NOKa3aTenem NONHOTbl MEXaHU3MOB OOHapPYXeHUs U npeaynpexaeHns 06 onacHoCTH);

b) Bpemsa 0BHapY>XeHUs1 MHUMOEHTOB;

C) 4YUCNO WHUMAEHTOB, KOTOPOE HE MOXET ObiTb 9(PPeKkTUBHO CAepXKaHO AN YMEHbLUEHUS
BIINSHUS;

d) AOCTYNHOCTb WCTOYHWMKOB AAaHHbIX, YKA3biBAKOLUMX HA MOSIBNEHUE WHUMAEHTOB MOCPEACTBOM
MOHUTOPUHIa TEHAEHLUN CODBITUIA; U

€) BpeMs NPOTUBOAEWCTBUSA U pearnpoBaHus Ha OOHapPYXeHHbIE BO3SHUKLUME WHUUAEHTbI.

Koraa ansa onpepenernna adpdektusHoctn MMKTOHB Mcnonb3yloTca Ka4eCTBEHHbIE KPUTEPUNU, OHM
ABMAOTCA CyOBLEKTUBHBIMU, HO OObIYHO TPEBOYIOT MEHbLLE PECYPCOB AN MPOLECCa U3MEPEHUI (4TO MOXET
ObITb YMECTHbIM ANA OpraHn3auui HebOoNbLLOrO UMM CPpeaHero pasMepa, OrpaHuYeHHbiX B pecypcax). OHu
MOTYT BKMOYaTb onpeaeneHme a@ekTMBHOCTM NPOLECCOB, UCTIONb3YEMbIX B NITAHUPOBAHUU, MOATOTOBKE U
BbINONHEHUMN aeatenbHocTen TMKTOHB, n nameparbca nytem:

a) aHKeTMPOBAHMA C UCNOMNb30BAHUEM CTPYKTYPUPOBAHHBLIX UNKU HECTPYKTYPUPOBAHHbLIX aHKET;

b) 3ameyaHuin n NpeanoXeHUi OT YH4aCTHUKOB M NPUYACTHBLIX CTOPOH;

C) NpOBEeAEHMSA CEMUHAPOB Mo 06MEHY OMbITOM; U

d) Apyrux yskocneumanuanpoBaHHbIX COBMECTHbIX COBELLAHUNA.

9 CoeepuweHcTBOoBaHue F’MKTOHB

9.1 NocToAHHOE coBepLeHCTBOBaHUE

OpraHusaumss AormkHa noCTOAHHO coBepweHcTBoBaTb [MKTOHB nocpeacteBom npumeHeHusa
npeaynpexaarnwwmx W KOPPEeKTUPYILMX Mep, KOTOpble COOTBETCTBYIOT MNOTEHUMANbHOMY BIUSAHUIO,
onpeaensieMoMy aHanu3om BAMAHMSA HA BU3HEC OpraHu3auun u €e roTOBHOCTU PUCKOBATb.

9.2 Koppektupyrouue mepsbl

OpraHusaumsa gormkHa NPUHUMAaTL Mepbl MO MCNPaBNEHMIO MOObIX hakTnyecknx otkasos ycnyr KT
n anemeHToB MKTOHB. [okymeHTanbHO OOpMIEHHAA npoueaypa AnA KOPPEKTUMPYIOWMX Mep AOSKHa
onpeaensTs TpebGoBaHua ANs:

a) unaeHTudukauumn OTKasos;

b) onpeaeneHus NpuMYMH OTKA30B;

C) OUEeHMBaHUA MOTPebHOCTM B AEWCTBUAX AN obecrnevyeHuss YBEPEHHOCTM B TOM, YTO
HECOOTBETCTBUS HE NOBTOPATCS,;

d) onpeaeneHus un peanusauum HeOOXOAUMbIX KOPPEKTUPYIOLLMUX MEP;

e) uKCUpoBaHWUS Pe3ynNbTaToB NPUHATLIX MEP; U

f) npoBepKM NPUHATBLIX KOPPEKTUPYIOLLUX Mep.

9.3 MNpeaynpexaarowme Mepbl

OpraHusauus gormkHa onpeaenutb noTeHuuanbHble cnabble mecta anemeHTtoB MTMKTOHBE u
YCTaHOBUTb AOKYMEHTanbHO ODOPMIEHHYIO NPOLEAYpPY ANs:

a) onpegeneHus NoTeHUnanbHbIX OTKa30B;

b) onpeaeneHusa NpuMYMH OTKA30B;

C) onpeaeneHusa u peanusauynn HeobxoaMMbIX NPEeAYNpPeXaaroLWwmx Mep; u

d) domkcMpoBaHUA U NPOBEPKU PE3YNbTATOB MPUHATBLIX MEP.
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MpunoxeHue A
(cnpaBo4HOE)

TMKTOHB 1 KOHTPOJ/1IbHbIE TOYKM BO BpeMsi HapyLUeHus

PucyHok A.1 nnntoctpupyet, Kak anemeHTol MIKTOHB noggepxvsatoT KiloYeBble KOHTPOJIbHblE
TOYKV BO BPEMS CEPbE3HOro HapyweHus. COoBbITUA 1 KOHTPOJIbHbIE TOYKM OTMEYEeHbl MO BPEMEHHO LUKane,
HauMHalLLencss ¢ MOMEHTa BO3HUKHOBEHWS aBapuiiHOro cobbITUS WKW COBLITUA, HapyLlalLwero ycnyru
WKT. Mpumepom aBapuiiHOro CUeHapusi ABNSETCA aTaka BTOPXeHWS U3 chneuvann3vupoBaHHON CUCTEMbI
(06bIYHO Ha3bIBAEMOI «XaKePCTBOM») B KpuTUueckyto cuctemy VKT opraHusauuu.

PucyHok Al - TUIKTOHB 1 KOHTPO/IbHbIE TOYKM BO BpeMs HapyLleHus

3afaHHaA Touyka BOCCTaHoBNeHuWs (3TB) cBf3aHA C KO/MYECTBOM [aHHbIX, MOTEPSAHHbIX Wn
HEeBOCCTAHOBMMbIX B pe3ynbTate HapylweHus. OHa npeAcTaB/ieHa Ha BPEMEHHON LWwkane B Buge
NPOMEXYyTKa BPEMEHW Mexay nocnefHUM HafeXHbIM pe3epBHbIM KOMWPOBAHWEM W BO3HUKHOBEHWEM
HapylleHus. 3afjaHHas Touka BOCCTAHOB/IEHWS 3aBMCUT OT MCMOMb3yeMOW cTpaTeruM BOCCTaHOB/EHWSA
ycnyrn UKT, ocobeHHO OT nnaHa pe3epBupoBaHus.

Hauyasiom oTcyeta BpemeHu ABNSAETCA BTOPXEHMEe Xxakepa B Kputuyeckyro cuctemy WKT un
HapylleHne ycnyru. MepBoii KOHTPO/IbHOM TOYKOW MOC/Me BO3HUMKHOBEHWS Hapywenus ycnyr VKT asnsetcs
HenocpeAcTBEHHOE O6HapyxeHve wuHumgeHTa 6e3onacHocTn (T. €. cOBbITUEe BTOPXKEHUSA) WM KOCBEHHOE
oGHapyxeHne notepu (MM yXYALUEHUS) YCAyru, OO W3BELLEeHUS O KOTOPOM MPOXOAWUT Kakoe-TO Bpems;
HarnpumMep, B HEKOTOPbIX C/lydyasx W3BELYeHNEe MOXEeT OCYLLeCTBAATLCA 4Yepe3 3BOHOK Monb3oBartesns B
CNYX06Y TEXHNYECKOW NOoAAEepPXKY.

Moka HapyweHue ycnyr VKT paccnegyeTcs, aHanusvpyeTcs, O HEM coo6LliaeTca U NpuHUMaeTcs
peweHne aktuemsmpoBaTb FVMIKTOHB, MoxeT npoiitu gononHutenbHoe Bpems. OT Hayasia HapylleHus
ycnyr VIKT go npuHATUS pewenna 06 aktuBmsaummnm TMIKTOHB MOXeT npoiTu HEeCcKO/bKO 4acoB, C y4eToM
BPEMEHU HA WHGPOPMUPOBAHME W Ha MPUHATME pelleHns. B HekoTopbiX cuTyaumsix pelueHve 06
akTMBM3aumm MoxeT TpeboBaTb TWATE/IbHOIO PacCMOTPEHWs, Hanpumep, Korga ycnyra He MOJSIHOCTbHO
yTpayeHa WM KaKeTCs, 4YTO CYLLeCTBYIOT Cepbe3Hble MNPeAnoCbi/IKN CKOPOro BOCCTAHOB/IEHWUA YC/YrK,
notomy 4to aktusmsaumsa MMKTOHB yacTo okasblBaeT BANSAHME Ha 0OblYHbIE onepauun GusHeca.

[Mocne akTuBM3auun MOXEeT HaunHaTbCs BoccTaHoBfeHve ycnyr VKT. OHo MoxeT nogpasfenstbes
Ha BOCCTaHOB/eHWe WHQPaCTpPyKTypbl (CeTb, annapatHble CpeacTBa, OnepauuoHHas  cuctema,
nporpaMMHble CpeficTBa pPe3epBHOIO0 KONMPOBaHWA U T. [.) U BOCCTAHOB/IEHWE NPUKNagHbIX nporpamm (6asbl
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OaHHbIX, NPUKNagHbIe 3a4a4qu, Npouecchl NakeTHoW o6paboTku, unutepdencol u 1. 4.). (QONONHUTENBHYIO
nHdopmaumio cMm. B UCO/MOIK 24762).

Korpa ycnyra UKT BoccraHosneHa, n nepcoHanom MKT npoeBeaeHo TeCTUpOBaHWE CUCTEMBI, ycnyra
MOXeT ObITb MpPeAoCTaBreHa Ha TECTMPOBaHWUA MPUEMNEMOCTU ANSA NOnb3oBaTens, npexae yYeMm Oyaer
nepegaHa nepcoHany Ans MCnonb30BaHuUs B onepauusax no o6ecneyveHnto HenpepbiBHOCTM GusHeca.

C TOoukM 3peHusa obecneyeHus HenpepbiBHOCTM Ou3Heca, CywecTByeT 3ajaHHOe Bpems
BoccTaHoBrneHus (3BB) Ha npoaykT, ycnyry unu Bua AEATENbHOCTU, HAYMHAA C MOMEHTA BO3HWUKHOBEHUA
HapywleHuss M 00 MOMEHTa BOCCTAHOBMEHMSA NPOAYKTa, YCAYrM WA BuAa AEATENbHOCTU, HO ANA
obecneveHuss TakoW BO3MOXHOCTU MOXeT notpeboeatbca pag yenyr UKT, u kaxaas us atux ycnyr UKT
MOXET COAEpPKaTb HECKONbKO CUCTEM MIU NpuknagHbix nporpamm UKT. Kaxaas us 3TMx COCTaBnAOLWUX
cucteM unu  npuknagHoix nporpamm  UKT OyaeT umeTb cBOe COGCTBEHHOE 3ajaHHOE BpeMS
BOCCTAHOBMIEHUS], KaK COCTaBHasi 4acTb 06LEro 3agaHHOr0 BPEMEHN BOCCTAHOBIIEHUS «CKBO3HOM» YCNyru
WKT", koTopoe A0MmKHO BbITb MEHbLUE, YeM 3aaHHOE BPEMSA BOCCTAHOBJIIEHWUSA HENpepbIBHOCTU GusHeca,
yuuTbIBaKOLLEE BpeMs OOHapyXXeHUS U NPUHATUS peLleHUs U BPEMS NPOBEAEHUS MNONb30BaTENbCKOM
NPOBEPKU NPUMEHEHUS (€CNU TONMbLKO NPOAYKT, YCAyra nu AeaTenbHOCTb N0 06ecneYeHmnio HenpepPbIBHOCTU
6usneca moryt noaaepxmsarbcs 6e3 UKT B TeueHue kakoro-to nepuoga, Hanpumep, UCnonb3ys pydHble
npoueaypsi).

BoccranoBneHnHble ycnyru UKT 00bIMHO (PYHKLMOHMPYIOT B TEUEHME KaKOro-TO Nepuoaa BpPEeMEHM,
noaaepKUBasa AeATEeNbHOCTb N0 06eCneyYeHunio HenpepLIBHOCTU BU3HeCa, U, eCnu 3T0 NPOAOCIHKUTENbHbBIN
nepuoa, TO BOCCTaHoBneHHble ycnyru WKT Moryt nortpeboBath pacluMpeHua Ans  noaaepkku
yBenuuuBawLlerocsi oobLema AesTenbHOCTU, BO3MOXHO A0 MOMEHTA MONIHOTO BOCCTAHOBMEHUA NPOAYKTA,
yCnyru unu AesTenbHOCTU 40 00bIYHLIX 06 EMOB OnepaLmii.

BnocneactBuu B oOnpeaeneHHbii MOMEHT BPEMEHM, BOCCTaHOBNEHue OyaeT BbINOMHEHO, W
onepauMm no BOCCTaAHOBNEHUIO mnocne 6eactBusi OyayT BO3BpaweHbl K «OObIMHLIM» — ONepauusaM.
BosBpalleHHble «0Bbl4HbIe» Onepauuu MOMyT CNyXuTb NUMOO UCXOAHBLIM COCTOsiHMEM, nNuBO cpeaon Ao
HapyLleHus, nubo HOBbIM OMEpPaLUMOHHLIM MexaHu3MOM (0COOEeHHO koraa HapylieHue npu GeacTBum
BbI3BANO AONTOBPEMEHHOE U3MEHEHME OU3HeCa).

Xota nepcoHan UKT nMeeT BO3MOXHOCTb TLATENbHO NIIaHUPOBAaTh BOCCTAHOBIEHUE, YTOObLI OHO
npoucxoauno BO BPeMsi €CTECTBEHHOr0 NepuoAa HU3KOW aKTUBHOCTM AEATENbHOCTU, TEM HE MeHee, 3TO
SABNSIETCA CIIOXHOW 3aaayen, ucxoan u3 ux BO3MOXXHOCTEN.

CTpenkn B BEepxXHEW 4acTW PUCYHKA MNOKasbiBalOT, Kak getanbHo onucaHHble B UCO/MOK 27031
npuHumnbl TMKTOHB CUHXPOHU3NPOBAHLI C BPEMEHHOM LIKANON HapyLUEHUS.

" Yenyra, B npefocTaBneHMM KOTOPOH (OT WUCTOMHMKA O NOMyYaTens) NPUHUMAKT YYacTUe HECKOMbKO
NpOMEXyTOUHbIX KoMnoHeHToB UKT (npuMeyaHue peaakropa).
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MpunoxeHue B
(cnpaBou4Hoe)
BcTpauBaemble CUCTEMbI BbICOKOM AOCTYNHOCTHU

B MHPOPMALIMOHHO-KOMMYHUKALIMOHHBIX TEXHOSOMMAX «BbICOKast [AOCTYNMHOCTb» OTHOCUTCA K
cucTemMam UM KOMMOHEHTaM, KOTOPble HENPepbiBHO (DYHKLMOHUPYIOT B TEYEHUE XEenaemoro AnuTenbHOro
nepuoga BpeMeHu. [JOCTYNHOCTb MOXET U3MEPATLCA NO OTHOWeEHUO K «100 % paboTocnocoGHOCTU» unu
«MOMHOMY OTCYTCTBUIO OTKa30B». CyLLECTBYET LUMPOKO PacnpOCTPaAHEHHbIN, HO TPYAHOAOCTUXUMBINA 3TaNOH
AOCTYNHOCTU CUCTEM UMK NPOAYKTOB, 3BECTHbLIN KaK «NSATb AEBATOKY (99,999 %) AOCTYNHOCTH.

KomnbloTepHasa cuctema unm Cetb COCTOUT U3 MHOTMX KOMMOHEHTOB, K&XAbl M3 KOTOPbLIX JOMMKEH
ObiTe B Hamuuun u ObiTb (PYHKUMOHANBHLIM, YTOObLI BCE B LIENOM Obino paboTOCnOCOOHBLIM, U, XOTA
nnaHUpoBaHUe BLICOKON AOCTYMHOCTM 4acTO COCPeaOTa4yuMBaeTCsa Ha pe3epBupoBaHumM, obpaboTke oTkasa,
XPaHEHUU AAHHbIX U JOCTYNE K HUM, APYrMe KOMMOHEHTbl UHPPACTPYKTYPbI, TAKME KaK SHEeprocHabxeHue u
oxnaxaeHue, ABNATCA B PABHOW CTENEHN BAXKHLIMMU.

Hanpumep, AOCTYNHOCTbL SHEProcHabXeHus MOXeT obecneunBaTbCsl C NOMOLLBIO TAKUX MEp, Kak:

a) MCTOYHMKK BecnepeborniHoro nutanus (UMBM);

b) aBapuiiHble reHepaTopbl; U

C) AybrnmMpoBaHUe UCTOYHUKOB SHEProCHaAMKEHUS U3 SHEPrOCUCTEMBDI.

PesepBupoBaHue W [JOCTYMHOCTb [JaHHbIX MOryT ObITb AOCTUIHYTHI NPU  UCMONb30BAHUM
pasHoODpasHbIX TEXHONOIMIA XPaHEHUA, TakuxX Kak u30bITOuHble auckoBble maccuBbl (RAID — redundant
array of disks), ceTb xpaHeHus AaHHbIX (SAN — storage area network) u T. .

JOCTYNnHOCTb MPUKNAAHbLIX MpPOrpaMM TOXe TpebyeT pacCMOTPEHMss U 4acto AOCTUraeTcs
nocpeacTBOM KnacTtepusauuu.

Takue TexHonormu Moryt ObiTb peanbHO 3hpeKkTUBHbIMU B O0BecrneyeHnn BbICOKON AOCTYMHOCTU
TOMbKO MPWU OAHOBPEMEHHOW peanu3auumu Gonee 4em B 0gHOM MecTe. Hanpumep, npocto Hanuuue
«OTKA30yCTOMYMBOrO» CepBepa Ha TOW Xe nnowaake, 4To U OCHOBHOM unmn «pabounii» cepBep, He
obecneunT HeoOXOAMMOrO YPOBHSI YCTOWYMMBOCTM, e€Cnu nnowaaka Oyaer 3aTpoHyTa Cepbe3HbIM
HapylleHuem. 3TO HapyLUEHWE OKAXKET BMMSAHME Ha o0a cepeepa. YT06bl MOrnM 6biTb AOCTUIHYTHI
Tpebyemble YpOBHU AOCTYNHOCTU, «OTKA30YCTOMYUBLIN» CEPBEP UMM APYrue NoaaepKUBaloLLmMe TEXHONOMUM
JOMKHbI pasMeLLaTbCa Ha APYron nnoLwaake.

Ona MHOrMX opraHn3aumin pacxoAbl U YCUIUs, CBSI3aHHbIE C AOCTMXKEHUEM TakuX YPOBHEN BbICOKOW
JOCTYMHOCTU, MOTYT BbIrMSAAETb Myralwe, HO B MOCNeAHUe roAbl HAOMIOAAETCA 3HAYUTENbHLIA POCT
UCMONb30BaAHUA YCNyr TPETbEW CTOPOHBI, KOTOpasi MOXET MNPEeAanoXwuTb HaBblkK, PECypCbl U YCTOWYUBLIE
TEXHOMOrMK No AOCTYMNHOW LeHe NyTEM NPEeAOCTaBIeHUs YNPaBIIsieMbIX U «0BNaYHbIX» YCyr.

OpHako criegyeT NMOMHUTb, YTO XOTSl BbICOKAs AOCTYNHOCTb ABNAETCA 3(EKTUBHBIM CPEACTBOM
NOBLILLEHUA YCTONYUBOCTN, BOSMOXHOCTL OTKa30B BCE paBHO ocTaeTcs. [103TOMy KpaitHe BaXKHO Hanuuyue
XOpOLLUO pacniiaHMpPOBaHHLIX M NPOTECTUPOBAHHBLIX MPOLECCOB W MNpoueayp BOCCTAHOBMEHUA Mocne
BGeacreus.
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MpunoxeHune C
(cnpaBo4HOE)
OueHka cueHapueB OTKa3oB

C.1 O6was nudopmauyma

CyLiecTBYeT uenbii psf BO3MOXHbIX METOAOB MEHEIKMEHTa PUCKa, KOTOpble MOryT MOMOYb B
oueHke rotoBHoctn UKT k obecneyeHuto HenpepbiBHOCTM OusHeca U pas3paboTke COOTBETCTBYHOLUEN
CTPYKTYPbI ANA NOCTOAHHOIO PasBUTUA U COBEPLUEHCTBOBAHUA ycTonunsocTn UKT.

Crangapt NCO 31010:2009 «MeHemxmeHT pucka. Metoabl oueHku puckay (ISO/IEC 31010:2009
Risk management — Risk assessment techniques) npeaHasHaveH AnA OTPaXXEHWUA COBPEMEHHbIX Nyudlnx
NpakTU4ecKnx NpuemMoB BbiIBOpa M MCMONbL30BaHUS METOAOB OLEHKM pucka. K aTomy craHaapTty cneayet
obpawiatbCca C uenbld onpeaeneHus Haubonee COOTBETCTBYIOLLErO METOAA AN WUCNONMb30OBaHMA B
opraHusauuu.

OueHka CueHapueB OTKA30B SBNAETCA OAHWM M3 METOAOB, KOTOPbIA MOXeT ObiTb moneseH ans
noebilweHus adpdektusHoctn MMKTOHB, u B 9TOM NPUNOXEHUM npeacTaBneHa AONONHUTENbHAaA
UHAOPMaLUs 0 TOM, Kak OHa MOXET ObITb peanu3oBaHa.

C.2 MeTOoAMKa OLIEHKMN

B nepuog mMexay OLEHKamu MOryT BO3HMKaTb MPOGneMbl HEU3BECTHOrO pUCKa, Kak pesynbrar
M3MEHEHWI BO BHYTPEHHEN W BHELLHEW CPeAe OpraHu3aunm, KoTopble MOryT NPensTCTBOBaTb 06ecneveHuto
HenpepbIBHOCTU Ou3Heca U yCTOWYMBOCTW. LIenbio OLEHKM CLeHapueB OTKa3OB ABNAETCA onpeaeneHune
npuemMneMbiX WMHAUKATOPOB COOLITUA UM obecneyeHne YBEpPEHHOCTM B Tom, 4TO nnaHbl MMKTOHB
NPeAoCTaBAT BO3MOXHOCTb OOHAPYXMBaTb TakWe BO3HMKAIOLUME acneKTbl PUCKa M CMOTYT MOATrOTOBUTH
opraHusaumio K 06ecrneyYeHunio NPUHATUSA COOTBETCTBYIOLLUX Mep npexae, YeM Npou3onaeT oTkas.

Ons 31Ol Lenu JOCTYNeH pajg cneuuanbHbIX METOAMK, BKIIOYAA aHanu3 BUAa OTKa30B U UX BIUSAHUSA
(FMEA - Failure Mode Effect Analysis) u aHanus Bnuanua otkasa komnoHeHnTtoB (CFIA — Component Failure
Impact Analysis). C 4&MOHCTPALMOHHOW LENblo B 3TOM NPUNOXEeHUU AeTanbHO nNpopabaTtbiBaeTcs mMeToauka
FMEA, B TO e Bpems opraHu3auuu cnegyet Bbibupatb METOAMKY, KOTOPas COOTBETCTBYET €e cpeae U
CTPYKTYpe.

AHanu3 Buaa otkasoB u ux snuaHua (FMEA) — 310 npouecc onpegeneHna u aHanuia BO3MOXHbIX
BMAOB OTKA30B CUCTEMbI C LIEMbIO uX KnaccudukaLmm no CTeneHn Cepbe3HOCTN UNU ONpEeAENneHns BIUSHUS
0TKas3oB Ha cuctemy. B koHTekcre Hactoswero craHgapta FMEA mMoXeT npuMeHATLCA ANnst onpeaeneHus
MHOWKATOPOB KPUTUYECKUX COOLITUIA, KOTOPbIE crieAyeT nojBepratb MOHUTOPUHIY C LiENblo OBHapyxeHus
cepbesHbIX BUAOB 0Tka3oB B cucteme MKT opraHusauumu. MNMpouecc, ocHoBaHHbIN Ha noaxoae FMEA, moxer
NPUMEHATLCA K KaXXA0MY KPUTUYECKOMY KOMMOHEHTY ycnyr MKT, kak onucaHo B 6.3.2.

NS KaXXaoro KPUTUYECKOTO KOMIMOHEHTA:

a) onpeaenseTcA BO3MOXHbIW B OTKa3a;

b) ycraHasnuBaeTcsA Bo3aMoxHoe BnusiHue Ha ycnyry VKT, T. e. cepbe3HOCTb KaXaoro Buaa oTkasa
M NOCNeACTBUSA, KOTOPbIE OH ByAEeT UMETD;

C) onpeaenseTca paHee UCMbITbIBAEMAs OpraHu3auMen 4yactoTa BO3HUKHOBEHMSl BMAa 0Tka3a, a
TaKke NPOCTOTa €ro MOHUTOPUHIA U OOHaPYXXEHUS;

d) onpeaensaloTCAa UHAMKATOPbI, KOTOpble OyAyT CUrHAaNU3MpoBaTb UM MHGOPMUPOBATL 06 OTKase
KOMMOHEHTA;

€) onpeaensiloTcA nNpsiMble U KOCBEHHble CODOLITUSI, KOTOPbIE CBSI3aHbl Mexay cobou u Oyayt
M3MEHATb COCTOSIHME KaXA0ro MHAMKATOPA;

f) onpepensaloTca cyllecTByloLMEe Mepbl U CPeACTBa KOHTPONSA M ynpaBneHusl, KOTOpble
nNpefoTBPaLAOT OTKA3 KPUTUYECKUX KOMMOHEHTOB WMMWM MOTYT ODHapyxuBaTb BO3HUKHOBEHME TaKUX
0TKas308.;

g) OnpeaensoTcs B3aMMOCBSA3aHHbIE UCTOUYHUKM JaHHbIX U BO3MOXHbIE METOAbI MOHUTOPUHIA ANA
oOHapY)XeHUS U3MEHEHUI 3HAYEHUS MHAMKATOPA; MHAMKATOPbl CODbLITMI rPYyNNUPYIOTCA NO AOCTYNHOCTU
METOA0B U NPOCTOTE MOHUTOPUHIA; U

h) onpeaenseTrcs BO3MOXHOCTb MPUMEHEHUSI COOTBETCTBYIOLUMX MEP M CPeaCTB KOHTpONsa W
ynpasneHusa AN CHUXEHUS UNu YCTPAHEHUS pUCKa, YToObl NpeoTBPaTUTL €r0 MOBTOPHOE NOABIEHUE.

C.3 Pe3ynbTtart OLEHKMU

BbixogHble AaHHble FMEA BKMIOYAOT CMAMCOK BO3MOXHbIX BWAOB OTKA30B WM WX BIUSIHUA,
B3aUMOCBA3aHHbIE COObLITUSI M MOFYyT WCMOMbL30BAaThbCA ANS ONpeAeneHuss MHAMKATOPOB COOLITUN,
TpeOyoLWmMX MOHUTOPUHTA.
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Buabl oTkasos, onpeaeneHHble ¢ noMoLbio npouecca FMEA, MOryT 6biTh paccTaBneHbl COrmacHo
npuopuTeTam B COOTBETCTBUWU C OLIEHEHHOW CEpbe3HOCTbI, 4acTOTOW BO3HWKHOBEHUSI WU NPOCTOTOM
MOHUTOPUHIA N OOHAPYXKEHUS.

FMEA Taxe JOKYMEHTUPYET TEeKyluMe 3HaHUsi M Mepbl B OTHOLUEHWM PUCKOB OTKA30B AN
MCMNONb30BaHWA B MpoLecce MNOCTOAHHOrO coBeplueHCTBOBaHMA. Ecnu FMEA ucnonb3yetca Ha aTtane
NPOEKTUPOBAaHMS, YTOObI n3bexatb ByayLmMx 0TKa3oB, TO OH MOXET UCNOMb30BATLCA AN yNpaBreHus 40 1
BO BpeMs TekyLlero (yHKUMOHMpoBaHuA npouecca. B unaeane FMEA HayuHaeTcs Ha camMOM paHHEM
(koHUEeNTyansHOM) aTane NPOEKTUPOBAHUSA U NPOAOIMKAETCA B TEYEHWUE XKUIHEHHOrO LMKNa npoaykra unu
ycnyru.
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MpunoxeHne D
(cnpaBouHoOE)
PaspaboTka kputepueB acppekTMBHOCTH

Mockonbky adpdektusHocTb MTMKTOHB pa3nuuaeTcsa B pa3HbiX OpraHM3auusx, kaxaasi opraHmsaums
JOmkHa paspabortatb coOCTBEHHbIE KpuTepun addektuBHocT MTMKTOHB u nogaepxuBaTte MX Kak 4acTb
npowecca NOCTOSAHHOTO COBEPLUEHCTBOBAHMUS.

OCHOBHOW MoAx04 COCTOMT B UCMONb30BAHWM  U3BECTHLIX CLEHApWEB WHUMOEHTOB W
B3aWMOCBSI3aHHbIX COObITHIA, YTOOLI YCTAHOBUTL 0a30BbINi YPOBEHb pearupoBaHUs 4NA KaKOOM KaTeropum
WHLUMUEHTOB U CBA3AHHLIX C HUMM CODBITUI cneaylowmmM o6pa3om:

a) ycTtaHoBneHue B pamkax npoueccos MHBE n CMWB M3BECTHbIX WHUMAEHTOB U WMHAMKATOPOB
COOBITUI B KAYECTBE BXOAHbIX AAHHbIX ANA NOCMNEAYIOLMX STaN0B;

b) ycTaHOBRMEHME COBOKYMHOCTU M3BECTHbIX MHLUMAEHTOB (HanpuMmep, ataka B3foMa napons, otkas
cepBepa u3-3a HeOCTaTka MECTa Ha XXECTKOM AUCKE);

C) onpeaeneHue cobbITUiA, BEAYLUMX K 3TUM MHUMAEHTaM (Hanpumep, HeyaadHasa nonbiTka BXoaa B
CUCTEMY, UCNONb30BAHUE XECTKOrO AUCKA);

d) onpeneneHue COOTBETCTBYIOLLErO BpemMeHn o6HapyeHusi (HanpumMep, NOPoroBoe 3HaYeHue Ans
COObLITUI, O KOTOPLIX AOMKHbI ObITb YBEAOMMNEHbI/NMpeaynpexaeHbl cucTemMa/agMUHUCTPaToP);

€) onpeaeneHwe COOTBETCTBYIOLLErO0 BpEMEHU pearpoBaHusi (Hanpumep, Nepuos BpPeMEHU Afs
NPUHATUS aAMUHUCTPATOPOM MEP C LieNbio NpeaoTBpAaLLeHUs peanu3aummn MHUMLEHTA);

f) pacnpeaenenne cobbITUi NO rpynnam, Ucxoas n3 TpebyeMoro BpeMeHU pearupoBaHusa U BUJ0B
Mep pearnpoBaHus; COObITUA MOTYT pacnpeaenaTbCa no rpynnaM yrpos, rpynnam npuknagHbix nporpamm,
rpynnam Mep pearuposaHus U (Mnu) rpynnam BpEMEHW pearupoBaHus;

g) YTOYHEeHue MaTpuul 1 3HAYEHUI NOCPEACTBOM TECTUPOBAHUS CLUEHAPUEB U YYEHUW/TPEHUPOBOK;

h) nposeaeHue TECTUPOBAHMA AnA ONpederneHuss TOro, SABAAIOTCA fM Mepbl pearnpoBaHus
OCYLLECTBUMbIMM, & LIENN AOCTUXKUMBIMMU;

i) yTOYHEHWe rpynn OXMAAemMOoro BPEMEHU pearupoBaHus Ha CcoObITMUE U OXMAAEMBIX Mep
pearupoBaHusi Ha coBbITUA (Hanpumep, NOUCK anbTEPHATMBHOFO METOAa MOHWUTOPUHra, OBHapyXeHua u
AencTBun);

j) coseplieHcTBOBaAHME NyTeM cOopa MHMOPMaLUMKU O HOBbIX MHUMAEHTAX U CLUEHapUAX OTKasa u
NOBTOPEHME npouecca.
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Mpunoxexue OA
(cnpaBouHoOE€)

CBeneHusi 0 COOTBETCTBUM CCLITOYHbIX MEXAYHapOaAHbIX CTaHAApPTOB
CCbUTOUYHbIM HaUuMOHanNbHbIM cTaHaapTam Poccuinckon ®depgepauum

Ta6nuua JA.1

Ob603Ha4eHne cChiNovHoOro CTteneHb Obo3Ha4YyeHne U HaumeHoBaHue

MeXAyHapoaHOro ctaHgapTta | COOTBETCTBUA COOTBETCTBYKOLUEro HayuoHanbHOro craHgapTa

MCO/M3K 27001:2005 IDT FOCT P UICO/M3K 27001—2006 «UHDopmaumoHHas
TexHonorusl. Metoabl u cpeacrea obecneveHust 6e30nacHOCTU.
CucreMbl MeHeKMEHTa MHAPOPMALIMOHHOMN 6e30MacHOCTU.
TpeboBaHus»

NCO/M3K 24762:2008 MOD FOCT P 53131—2008 «3awumta nHcpopmauyumn. PekomeHaaumm
No ycnyram BOCCTaHOBIIEHUSA NOCIE Ype3BblYaliHbIX CUTYaLMMi
PYHKLMIA M MexaHn3MOB De30MacHOCTUY

NCO/M3K TO 18044:2004 IDT FOCT P UICO/M3K TO 18044—2007 «MNHpbopmaumoHHas
TexHonorusl. Metoabl u cpeacrea obecneveHus 6e30nacHoOCTu.
MeHepKMEHT MHPOPMALIMOHHON 6€30MacHOCTUY

NCO/M3K 27000 — *

MCO/M3K 27002:2005 IDT FOCT P UICO/M3K 27002—2011 «NHPopmaynoHHas
TexHonorusl. Metoabl n cpeacresa obecneveHus 6e30nacHOCTU.
CB0oA HOPM U NPaBUI MEHEAKMEHTa MHPOPMAaLMOHHON
6e30MacHOCTUY

MCO/M3K 27005:2008 IDT FOCT P UICO/M3K 27005—2010 «NHpopmaunoHHas

TexHonorus. Metoabl u cpeacrea obecneyeHus 6e30nacHoOCTu.
MeHeIXKMEHT pucka MHPOPMaLMOHHON 6e30NaCHOCTU»

NCO/M3K 18043:2006

*

* COOTBETCTBYIOLLUMI HALMOHANMbLHLIA CTAHAAPT OTCYTCTBYET. [I0 €ro yTBepXaeHUs peKkoMeHayeTca
MCMOMnb30BaTh NEPEBO] HA PYCCKUI A3bIK AAaHHOr0 MeXayHapoAHOro craHaapra. MNepesoa 4aHHOMO
MEeXIYHapOA4HOro cTaHaapTa HaxoauTcs B deaepansHoM MHAOPMALMOHHOM hOHAE TEXHUUECKNX

pernameHTOB 1 CTaHAapToB.

MpumMmeyaHue — B HacToAwen Tabnuue ncnonbL3oBaHbl CrieayloLue yCcrnoBHble 0603HauYeHns
CTeneHn COOTBETCTBUA CTaHAApPTOB:
— IDT — ngeHTu4Hble CTaHaapThl;

— MOD — moauduumpoBaHHble cTaHgapThbl.
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TexHonormsa. MeTtoabl M cpeactBa obecneveHus 6GesonacHocTu. PykoBoAcTBO nO  ycryram o
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Kniouesble crnoBa: WH(OPMALMOHHAA TEXHOMOMMA, MHAOPMALMOHHO-KOMMYHUKAUMOHHAA TEXHOMOHS,
ycnyra, Mepa W CPefCTBO KOHTPOSMA W YNpPaBneHUsl, MEHEAXKMEHT, HENPEPLIBHOCTL OM3HECa, rOTOBHOCTL K
HEnpepbLIBHOCTW GU3HECA, NIIAHUPOBAHWUE FOTOBHOCTU, CTPATENNSt TOTOBHOCTH, 3h(EeKTUBHOCTb FOTOBHOCTH,
MOHWUTOPUHT
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