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BBegeHue

MHaycTpum TenekoMMyHMKaLmin n MHOPMaLVOHHBIX TEXHOSOTUIA ULLYT peHTaberbHble BCeCTOPOHHMWE pe-
WeHwus no obecneveHnto 6esonacHocTy. besonacHas ceTb AoMKHa BbITb 3alMLLEeHa OT 3TOHaMePEHHbIX U He-
npegHamepeHHbIX aTak U JoMmKHa oTBevaTh TpeboBaHnsiM 6usHeca (4enoBbIM TpeboBaHNsIM) B OTHOLLEHUM KOH-
hmaeHUManbHOCTH, LLeNOCTHOCTH, AOCTYMHOCTMW, HEOTKa3yeMoCTUW, NOAOTYETHOCTM, ayTEHTUYHOCTU U AOCTOBEPHO-
CTU uHbopmaLuum n yenyr. ObecneveHve 6e30NacHOCTM CETU TaKkxKe BaXKHO AN NogaepKaHus NogoT4ETHOCTU
nnn nHcpopmaL M 06 ncnons3oBaHUKM Npu HeobxoaMMocTu. BoamoxHocTy obecneveHnsa 6e3onacHoCcT NpoayK-
TOB HeobxoaunMel ans oblel ceTeBo 6GezonacHOCTU (BKToUasi NpUnoXeHus n cepeucel). OgHako ¢ pocTom
yucna KoMBUHUpPYeMbIX B Liensax obecneveHns obLLMX pelleHunii NpoayKToB hyHKLMOHaNbHas COBMeCTUMOCTb
(vnun ee oTcyTcTBME) ByaeT onpedensTb ycnex pelleHns. besonacHocTb AoMmMkHa ObiTb He TONMBLKO OAHUM U3
CBOWCTB NpoAyKTa UK yCnyri, Ho AomkHa 6bITk paspaboTaHa Takum 0b6pa3omM, UTo6bI cCiocoB6CTBOBaTL UHTErpU-
pOBaHUIO BO3MOXHOCTER Ge3onacHOCTH B 0bLLiee CKBO3HOE peLleHne no obecneyeHuto 6esonacHocTu. Takum
obpasom, HazHaveHne MCO/M3K 18028 coctout B ToM, UToBbI NpeaoccTaBUTL NogpobHoe pyKOBOACTBO NO acnek-
Tam 6e30MacHOCTH YNpPaBieHUs: U UCTONb30BaHUs ceTel MHPOPMALMOHHBLIX CUCTEM U UX coeanHeHui. Jluua,
oTBevaloLLMe B opraHvsaLuy 3a obecrieveHme nHgopmMmaloHHoR 6e3onacHoCTU B LieNioM 1 3a ceTeByto 6e3onac-
HOCTb B 4aCTHOCTK, AOSKHbI BbITh CMOCOBHLI aganTypoBaTe MaTepuan HacToSILLEro cTaHaapTa AN CBOWUX KOHK-
peTHbIX NoTpebHocTen. Ero ocHoBHbIE Lienn:

-8 NCO/M3K 18028-1 — onpegeneHune 1 onucaHue KOHLUENUWIA, CBA3aHHLIX ¢ ceTeBoW 6e3onacHoCTbLio, U
npegcTaBrieHne pykoBoACTBa MO MEHEPKMEHTY ceTeBOM 6e30nacHOCTLI0, BKIoYast MeToAbl uaeHTUdnkaumum u
aHanmsa cBsi3aHHbIX C ccTeMaMu CBA3M hakTopoB, KOTOpbIE CreayeT MPUHUMAaTL B pacHeT ANs yCTaHOBNEHUN
TpeboBaHWi ceTeBol He3onacHoCTH, BMEeCTe C 03HAaKOMITEHUEM C BO3MOXHbLIMU 06racTsiIMK KOHTPONs 1 cneundu-
YeCKUMU TEXHUYeCKUMU obrnacTsaMu (MpeacTasreHHbIMY B nocneaytowmx yactsax MCO/M3K 18028);

- B UICO/M3K 18028-2 — onpeaeneHue cTanaapTHON apxXUTeKTypbl 6e30MacHOCTU, onuckiBatoLLel nocne-
JoBaTenbHYH CTPYKTYPY NOAAEPKKM NNaHUPOBaHUSI, MPOEKTUPOBAHUS U peanusaummn ceTeBol 6e3onacHoCcTy;

- B ICO/M3K 18028-3 — onpeaeneHne MeTodoBs 1 cpeacTs obecneyeHusi 6e3onacHoOCTU HpopmMaLmoH-
HbIX MOTOKOB MEXAY CETAMU, NCTMOSb3YIOLLUMU LLN03bl 6e30NacHOCTY;

-BCO/M3K 18028-4 — onpegeneHne MeTod0B U cpeacTB obecneveHusi 6e3onacHoCTU yaaneHHoro Ao-
cTyna;

- B UICO/M3K 18028-5 — onpeaeneHne MeToaos 1 cpeacts obecneveHns 6e30nacHOCTU MEXCeTeBbIX
CoeaNHeHWUH, yCTaHOBMNEHHbIX C UCNONb30BaHNeM BUPTYarbHbIX YacTHbIX ceTeid (VPN).

MCO/M3K 18028-1 npeacTaBnsieT MHTepec ANSA BCeX NUL, BnagetoLmx, ynpasnsiowmux ceTamm unm nuc-
Monb3yLLMX UX, MTOMUMO PYKOBOAUTENEHR N aAMUHUCTPATOPOB, UMEIOLLMX KOHKPETHbIe 06513aHHOCTH No obecne-
YeHuto MHpoPMaLOHHOR U/nnun ceTeroli 6e3onacHoCTU U hyHKLMOHUPOBAHMWIO CETU UMK Xe oTBeYaloLWwux 3a
paspaboTKy obLLel nporpammbl 0GecrneyeHus 6esonacHoOCTH U NONUTUKY Be3onacHOCTU opraHusaumu. B ux uucno
BXOASIT NpeAcTaBUTeNN BbICLLEro pykoBoACTBa U Apyrie pykoBoAUTENW M NONb3oBaTeNn, He MMeloLne TeXHU-
YecKol NOAroTOBKMU.

MCO/M3K 18028-2 npeacraBnseT MHTEPeC Ansi NepcoHarna, BOBMEYEHHOrO B MaHUpoBaHWe, NPOeKTUpo-
BaHWe 1 peannaaluio acnekToB apXUTeKTypbl ceTeBol 6esonacHoCTy (Hanpumep, AN ceTeBbIX MEHeDKEPOB,
aaAMUHUCTPaTOPOB, UHXXEHEPOB 1 OTBETCTBEHHBIX 3a CeTeBY0 6€30MNacHoOCTb).

NCO/M3K 18028-3 npeacTaBnsieT MHTepeC AN nepcoHana, BOBNEYEHHOro B AeTalbHoe NnaHuposaHue,
NMPOEeKTVPOBaHWE 1 peanusaumto LWnto3os 6e3onacHocTy (Hanpumep, AN CeTEBLIX MeHepKepoB, agMUHUCTpaTo-
POB, MHXEHEPOB 1 OTBETCTBEHHbLIX 3a ceTeBYH 6e30MacHoCTb).

MCO/M3K 18028-4 npeacTaBnsieT MHTEPEC 4N nepcoHarna, BOBMEYEHHOro B AeTanbHoe NnaHupoBaHue,
NpoeKTMpoBaHNe 1 peanusauuto 6esonacHoOCTW yaaneHHoro goctyna (Hanpvmep, Ansi CeTeBbIX MeHePKepos,
aaMUHUCTPATOPOB, UHXKEHEPOB 1 OTBETCTBEHHBIX 3a CeTeBY0 6€30NacHOCTb).

MCO/M3K 18028-5 npeacTtaBnseT UHTEpPeC Ans nepcoHarna, BOBMEYEHHOrO B A€TanbHOe NnaHupoBaHue,
npoekTupoBaHve u peanusauuo 6esonacHoct VPN (Hanpumep, Ansi CeTEeBbIX MEHEKEPOB, aAMUHUCTPAaToOPOB,
WHXXEHePOB 1 OTBETCTBEHHbIX 3a CETEBYO 6GE30NaCHOCTh).
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HALULWOHANbHBIN CTAHOAPT POCCUNACKOWN ®OEQEPALUMUMN

UHdopmaLumoHHaA TexHonorus
METOObI U CPEACTBA OBECNEYEHUA BE3OMNACHOCTU
CeTteBasn 6e3onacHoCTb UH(OPMALUOHHBIX TEXHOMOMMIA
YacTtb1

MeHeDKMEHT ceTeBOM 6e30nacHOCTH

Information technology. Security techniques. IT network security.
Part 1. Network security management

Nara BBeaeHnsa — 2009 — 10— 01

1 O6nacTb npuMeHeHus

HacToswuii cTaHaapT ycTaHaBMBaeT NpaBuna no MeHePKMEHTY ceTeld U CUCTEM CBSA3W, BKITHOUast acrekTbl
B6e3onacHocTn coeanHeHnA caMunx ceTen MHd)OpMaLI,I/IOHHbIX cucrteMm n coeguHeHua yaaneHHbIX nonb3oBarenein ¢
HuMK. OH NpeaHasHaYeH Ans Tex, KTo 0TBevaeT 3a MeHeKMeHT UHdopMaLnoHHoi 6e30MacHOCTU B LIESNIOM 1
ceTeByto 6e30MacHOCTb B YacTHOCTW. HacTosiwwmid cTaHgapT AaeT onpedeneHie MeToaoB uaeHTudukaumm 1 aHa-
Nn1M3a CBsI3aHHbLIX C cucTemMaMu cBA3v hakTopoB, KOTOpble creayeT NPUHUMaThL B pacyeT Ansl yCTaHOBNEHUs
TpeboBaHWii ceTeBol 6e30nacHOCTW, AaeT pekoMeHAaAUUK, Kak UaeHTUhULMpoBaTL COOTBETCTBYIOLLME cthepbl
KOHTponsi 6e30MacHOCTU, CBSA3AHHLIE C COEAMHEHUSIMU CEeTEe CBSI3W, a Takcke npeacTasnsieT o6Lmii 0630p Bo3-
MOXHbIX Cchep KOHTPONA, BKITHOHasA Te BONPOCHI TEXHUYECKOTro NPOEKTUPOBaHMUS U peanusaumu, KoTopble noapob-
Ho paccmoTpeHbl B MCO/M3K 18028-2 — UCO/M3K 18028-5.

2 HopmaTuBHbIe CCbIMKN

B HacTosLLeM cTaHaapTe UCMoSb30BaHbl HOPMaTUBHBIE CCbINKW Ha cnegytolume cTaHaapThl:

MCO/M3K 13335-1:2004 UHdpopmaLmoHHas TexHonorua — MeToapl u cpeactea obecneveHns 6esonacHo-
CTV — YnpaneHne 6e30nacHoCTbH MHEOPMALIMOHHBIX U TENEKOMMYHUKALMOHHBIX TeXHONorMin — Yactb 1: KoH-
uenuuu n mogenu ynpaeneHust 6€30nacHOCTbI0 UHEOPMALMOHHBIX U TENEKOMMYHUKALIMOHHBLIX TEXHOMOrUA
(ISO/IEC 13335-1:2004, Information technology — Security techniques — Management of information and
communications technology security — Part 1: Concepts and models for information and communications tech-
nology security management)

MCO/M3K 17799:2005 UHdbopmaLumoHHasa TexHonornss — MeToael u cpeactea obecrneyeHus besonac-
HocTu — CBog npaBun No MeHeKMeHTy UHdopmaLmoHHol besonacHocTu (ISO/IEC 17799:2005, Information
technology — Security techniques — Code of practice for information security management)

MCO/M3K 18028-2:2006 NHcpopmaumoHHas TexHonorns — MeTtoael u cpeacTea obecneyeHns 6esonacHo-
ctn — CeTeBas 6esonacHocTb UT — YacTb 2: Apxutektypa ceTeBoit 6esonacHocTu (ISO/IEC 18028-2:2006,
Information technology — Security techniques — IT network security — Part 2: Network security architecture)

MNCO/M3K 18028-3:2005 NHhopmaumoHHas TexHonornss — MeTtoabl u cpeacTea obecneyeHns 6esonacHo-
ctn — CerteBast 6e3onacHocTb UT — YacTb 3: O6ecneyeHve 6e30nacHOCT CoeAUHEHWIA MeXAY CETAMM C Npu-
MeHeHuem wo3oB 6e3onacHocTu (ISO/IEC 18028-3:2005, Information technology — Security techniques — IT
network security — Part 3: Securing communications between networks using security gateways)

MNCO/M3K 18028-4:2005 UHcpopmaLmoHHas TexHonorus — MeToapl u cpecTea obecneyeHunst 6esonacHo-
ctu — CeTeBas 6e3onacHocTb UT — YacTb 4: ObecnedyeHue 6esonacHocT yganeHHoro goctyna (ISO/IEC
18028-4:2005, Information technology — Security techniques — IT network security — Part 4: Securing remote
access)

Uspanne opnynanbHoe
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MCO/M3K 18028-5:2006 UHbopmaumoHHas TexHonorns — MeTtoapl 1 cpecTBa obecneveHns 6esonacHo-
ctn — CeTteBas 6ezonacHocTe UT — YacTb 5: O6ecneyeHune 6e30nacHOCTU COEAMHEHNI MeXAay CeTAMM C Npu-
MeHeHVeM BUpTyanbHbIX YacTHbIX ceTelt (ISO/IEC 18028-5:2006, Information technology — Security techniques
— IT network security — Part 5: Securing communications across networks using virtual private networks)

MNCO/M3K 18043:2006 UHdbopmaumoHHas TexHonorus — MeToael 1 cpefcTea obecnedveHns 6esonacHoc-
T — BI6op, NpUMeHeHe 1 UCNoNb3oBaHUe cucTeM obHapykeHus BTopxxeHui (ISO/IEC 18043:2006, Information
technology — Security techniques — Selection, deployment and operations of intrusion detection systems)

NCO/M3K TO 18044:2004 UHdbopmaLmoHHas TexHonorus — MeTtofel u cpeacTea obecneveHuns 6esonac-
HOCTU — MeHeKMeHT MHUMAEHTOB MHopmaLmoHHoli 6esonacHocTy (ISO/IEC TR 18044:2004, Information
technology — Security techniques — Information security incident management)

MpwumedaHune—Tp1 NONb30BaHUM HACTOSILLIMM CTAHAAPTOM LenecoobpasHo NpoBepUTL AENCTBUE CCbINOY-
HbIX CTaHZAPTOB B MH(OPMAaLMOHHON cucTeme o6LEero nonb3oBaHMsa — Ha oduumanbHOM canTe dPegepanbHOro areHT-
CTBa MO TEXHUYECKOMY PEryrMpOBaHUIO U METPONOMMU B ceTU MHTEePHET Mnu No exerogHo U3gaBaemMmomy WHOOPMaLUoH-
HoMy ykaszaTenio «HaumoHansHble CTaHAapTbI», KOTOPLIA ony6nMKoBaH NO COCTOSIHMIO Ha 1 IHBaps TEKyLWero roga, v no
COOTBETCTBYIOLLMM EXEMECAYHO N3JaBaeMbiM MHGOPMALMOHHBIM yKa3aTensim, onybrmkoBaHHbIM B Texywem rogy. Ecnu
CCbINOYHBIV CTaHAAPT 3aMeHeH (M3MEHEH), TO NMpY MONMb30BaHUM HACTOSAWMM CTaHAAPTOM criegyeT pyKOBOACTBOBATLCS
3aMeHsIIOLMM (M3MEHEHHbIM) cTaHAapToM. Ecnn ccbinoyHbili cTaHaapT oTMeHeH 6e3 3ameHbl, TO NONOXeHue, B KOTO-
POM AaHa ccbinka Ha Hero, MPUMEHSIETCS B YacTu, He 3aTparvBaloLeil 3Ty CCbINKY.

3 TepMuHbI M onpegeneHus

B HacTosiem cTaHgapTe NpuMeHeHbl TEpMIUHBLI U onpegeneHus, npuseaeHHble 8 MCO/M3K 7498 (Bce
yactu), MCO/M3K 17799 n UCO/M3IK 13335-1, a Tarke cregytoLime TepMUHBI C COOTBETCTBYHOLLMMU onpeaene-
HUAMW:

3.1 curHan TpeBoru (alert): MomeHTaneHoe onoBeLLeHWe 0 TOM, YTO MHOPMaUMOHHaA cucTeMa U ceTb
noABepralTCA atake UMM Haxo4AaTCs B OMacHOCTWM BCNEACTBME HeCcYacTHOro cnyvas, c6oa unu owmnbku
Yyenoseka.

3.2 anoymbiwneHHUK (attacker): Ntoboe nuLo, HaAMePEeHHO UCTIoNb3YIoLLee YASBUMOCTU TEXHUHECKUX U
HeTexHUYeckux cpeacTs 6e30macHOCTM B LiensiX 3axsara Ui KoMnpomeTauumy MHOPMaLMOHHBLIX CUCTEM U ceTel
W 3aTpyAHEHWs 4OCTyNa aBTOpU3OBaHHbIX MoNb3oBaTenen k pecypcam MHGopMaLOHHON CUCTEMBI U CeTEBbLIM
pecypcam.

3.3 ayaut (audit): odbmumansHoe nccnegoBaHue, UsydeHe Unm NpoBepka hakTUYeckux pesynbLTaToB B
COMocTaBeHn € 0XnaaeMblMy OTHOCUTENBHO NpednonaraeMblX pe3ynbTaToB B LieNsiX COOTBETCTBUS U UCTION-
HeHWs TpeboBaHW HOPMAaTUBHbIX aKTOB.

3.4 npoTokonupoBaHue AaHHbIX ayauTa (audit logging): C6op AaHHbIX 0 COBLITUSIX, CBA3AHHbBIX C UHGOP-
MaLMOHHON 6e30MacHOCTbIO, B LIENsIX MPOBEPKM, aHanmsa U NoCTOSIHHOrO MOHUTOPUHIa.

3.5 MHcTpyMeHTanbHbIe cpedcTBa ayguTa (audit tools): ABTOMaTU3MPOBaHHbIE MHCTPYMEHTamNbHbIE cpe-
CTBa, MoMoralwLlye aHanusnposaTh cogepxaHue NpoTOKOMoB ayauTa.

3.6 ynpaBneHue HenpepbIBHOCTLI GM3Heca (AenoBon AesTenbHOCTbIO) (business continuity
management): MNpoLecc, KoTopbIl AomkeH obecnevnBaTh rapaHTUpPOBaHHOE BOCCTAHOBIIEHWE onepaLuii B Crny-
Yae BO3HWKHOBEHWS HEOXKUOaHHOro UM HenpeayCcMOTPEHHOro UHLMAEHTA, CNoCOBHOro oKkasaTb HeraTUBHOE BO3-
AeicTBMe Ha peanuaaumnio BaxXHeAWnX chyHKLMA GusHeca (AenoBbIX YHKLUIA) U NogaepXKMBaroLLUX X afieMeH-
TOB.

MpwumeyaHwue—[aHHbIR NpoLecc JOMKEH Takke obecneynBaTb BOCCTaHOBNEHNWE B Tpebyembix nopsigke
o4epedHOCTU U BPEMEHHbIX pamKkax, a Takke BO3BpallieHne BrocrneacTBum Bcex dyHKUuui BusHeca (0enoBbliX MyHKLMWIA)
M nogaepxumealdLLnX nx snemMeHToB O6paTHO B HOpMarnbHO€ COCTOsAAHUE. OCHOBHbIE 3NEMEHTbI 3TOr0 npouecca gorxXHbl
obecneynBaTb, YTO6GbLI HEObXOAMMbIE MNaHbl U PeECYpchl OblNM BBEAEHBI U NPOTECTUPOBaHbLI M YTOGLI OHM OXBaTbIBanm
uHcbopmauuto, GusaHec-npouecchl, MHHOPMaLMOHHbIE CUCTEMBI U YCNyr, Nepeaady pedeBbiX COOOWEHWIA U OaHHbIX,
noper n nanyeckre cpeacTea.

3.7 Comp128-1: 3anaTteHToBaHHbLIA anroputTM, NEPBOHAYaNbHO UCMOMNB30BABLUMUIACSA NO YMOMYaHo B
SIM-kapTax.

3.8 aemunurapusoBaHHas 30Ha; [1M3; akpaHuposaHHas nodcems (demilitarized zone; DMZ; screened
sub-net): MorpaHWUYHbIA CErMEHT CEeTH, BbIMOMHSOLLMA PYHKLWU «HEATPanbHO 30HbI» MeXay BHELUHER U BHYT-
peHHel ceTaMU.

Mpumeuanue— OHa dhopmupyeT GydepHyto 30Hy Ge3onacHoCTy.
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3.9 otkas B o6cnyxuBaHum (denial of service; DoS): MpenaTcTBMe caHKUMOHUPOBAHHOMY 4OCTYMY K pe-
cypcam cucTeMbl Unu 3aaepxka onepauuii u hyHKUUI CUCTEMBI.

3.10 akcTpaHeT (extranet): PaclupeHne ceTu MHTpaHeT opraHnsauunm, ocobeHHo Yepes MHPacTpyKTypy
obLLeoCTyNHOW ceTu, AenatoLlee BO3MOXHBLIM KONNEKTUBHOE UCMONb30BaHNe pecypcoB opraHusauuen 1 gpyru-
MW OpraHn3auusiMm 1 MLamu, ¢ KOTOpbIMW OHa UMeeT Aeno, MpeaocTaBss orpaHUYeHHbINA JOCTYN K CBOEN ceTu
WHTpaHeT.

3.11 dounbTpauwus (filtering): Mpouecc nprema Nnm OTKIIOHEHUS MOTOKOB AaHHbIX B CETW B COOTBETCTBUMN C
onpeaeneHHbIMN KpUTEPUSIMIA.

3.12 mexceteBo# akpaH (firewall): Bua 6apbepa 6e3onacHoCcTu, pasMeLLeHHOro Mexay pasnuyHbIMN ce-
TeBbIMU CpeaamMm, COCTOSILLLEro U3 cneLunanu3npoBaHHOro yCTPONCTBa UM COBOKYNMHOCTU HECKOMBKUX KOMMOHEH-
TOB M TEXHUYECKUX MPUEMOB, Yepes KOTOPbIA JOSKEH NPpOXoanTb BeCh Tpaduk U3 04HON ceTeBoW cpeabl B ApY-
ryto ¥ HaobopoT. MNpu 3TOM MEXCETEBOM 3KpaH NponyckaeT TONbKO aBTOPU3OBaHHbIA TpatuK, COOTBETCTBYHOLLIUIA
MECTHOM nonuTrKe 6esonacHocTU.

3.13 koHueHTpaTop (hub): CeTeBoe yCcTPONCTBO, KOTOPOE (PYHKLIMOHMPYET Ha NEPBOM YPOBHE STarlOHHON
MOZenn B3aMMoAenCTBMS OTKPLITHIX CUCTEM.

MpunmedyaHune— CeTeBble KOHLEHTPATOPbI HEMb3S CYMTaTb MHTENNEKTyanbHbEIMU YCTPOCTBamMu B 0bLwenpu-
HSITOM CMbICIe, OHM 06EecneunBaloT TONMBKO TOYKM (PUNUECKOTO COEAMHEHUS AN CETEBLIX CUCTEM WU PECYPCOB.

3.14 cobbITe HopmaLmoHHoM 6esonacHocTu (information security event): MaeHTudpuumposarHoe
BO3HUKHOBEHWE COCTOSIHUSA CUCTEeMbI, CEPBICa NN CETU, YKasblBatoLLero Ha BO3MOXHOE HapyLLeHMe MoSIMTUKA
nHpopmaLmoHHoik 6esonacHOCTH, UNu cBol CpeacTB KOHTPONS, UMK paHee HeU3BECTHYIO CUTYaLuIo, KoTopast
MOXeT 6bITb 3Ha4UMMOW Ans 6e30MacHOCTH.

Mpnmevanue—Cm MCO/MIK TO 18044.

3.15 uHUuAeHT uHchopmaumoHHom 6eszonacHocTu (information security incident): EguHmnuHoe cobbiTue
UK cepus HexxenaTtenbHbIX UM HeOXXMAaHHbLIX COBLITUIA, CBA3AHHBLIX C MHEhOPMaLMOHHOM 6€30MacHOCTLI, KOTO-
pble CO 3HaYUTENbHOW BEPOATHOCTbLIO CMOCOBHLI HaHecT yuepb GruaHec-onepaumam (4enoBbIM orepaLnsam) 1
NocTaBWTb Mo yrpo3sy MHpopMaLnoHHY0 6e30MacHOCTb.

Mpumevanune—Cm NCO/MIK TO 18044.

3.16 MeHeMXXMEHT MHUMAeHTOB uHdopMaLmoHHon 6esonacHocTu (information security incident
management): ®opMarnbHbIi NpoLiecc pearnpoBaHus Ha cobbITUS U UHLMAEHTbI MHhOPMaLoHHO Ge3onacHoCcTy
1 OCYLLeCTBEHNSA NocneayoLnxX AeRCTBURA.

MpwumedaHune— PekomeHaaumm no Nnpoueccy MeHeKMeHTa UHLMAEHTOB MHopMaLMoHHOW Be3onacHocTh
npuBegeHsl B MICO/MOK TO 18044.

3.17 NHTepHeT (internet): MnobanbHas cucteMa B3aMOCBA3aHHbIX ceTe 06LLEero Nosib3oBaHmsl.

3.18 nHTpaHer (intranet): YacTHas ceTb, pasBepHyTasi BHYTPW opraHu3aLum.

3.19 BTOpXEHue (intrusion): HecaHKUMOHWPOBAHHbIA AOCTYM K CETU UM MOACOeANHEHHON K CETU CUCTEME,
TO €CTb NpegHaMepeHHbIN UK CryYaiHbli HeCaHKLMOHWPOBaHHLIN 40CTYN K MHPOPMaLMOHHON cucTeme, BKIHO-
Yasi 3IoHaMepeHHYIo AeATeNbHOCTb NPOTUB MHPOPMAaLMOHHOW CUCTEMBI U HECaHKLMOHUPOBAHHOE NCMOMb30Ba-
HWe pecypcoB B UHOPMaLMOHHOW cucTeme.

3.20 obHapyxeHue BTOopxXeHUM (intrusion detection): ®opmanbHbI NpoLecc obHapyKeHNs BTOPXKEHWN,
06bI4HO BKItOYAOLWLMIA cbop cBeaeHW 06 aHoOMansHOM XxapakTepe UCNonb30BaHWs, a Takke O TOM, Kakas ya3Bu-
MOCTb Bblna Ncnosnb3oBaHa U Kaknum obpazoMm, Koraa v Kak 3To Npou3soLuno.

MpnmevaHnme — Cm MCO/MBK 18043.

3.21 cucrema ob6HapyxeHusi BTopXxeHun (intrusion detection system — IDS): TexHuyeckas cucrema,
ncnonbayemas ans uaeHTUdrkaLmm Toro, Yto 6bina npeanpruHaTa NonbiTka BTOPXKEHUS, YTO BTOPXKEHWE MPOUCXO-
AT UIN MPOU3OLLINO, @ TakKe A51s1 BOSMOXHOMO pearnpoBaHusi Ha BTOPXEHUs1 B UHPOPMaLMOHHbIE CUCTEMbI U
ceTu.

MpwnmeyaHue— PekomeHgaumm no Bei6opy n ucnons3osanuto IDS npueeaeHsl B UCO/M3K 18043.

3.22 cuctema npeaynpexaeHun BTopeHUn (intrusion prevention system — IPS): PasHoBMAHOCTL cuc-
TEeM 0BHaPYKEHUsI BTOPXKEHWI, crieLuansHo npegHasHadeHHas Ansi obecneveHunsi BO3MOXHOCTU akTUBHOTO pearu-
poBaHus.

MpnmevaHne — Cm MCO/M3K 18043.
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3.23 cdnykTyauusn dassi (jitter): OgHa 13 hopM NUHENHOTO UCKaXKEHNA, BbI3bIBAEMOrO OTKNOHEHMEM Nepe-
[aBaeMoro curHana oT HecyLL el 4acToThbl.

3.24 BpepoHocHoe NnporpamMHoe o6ecneyeHue (malware): BpegoHocHoe nporpaMmmHoe obecneyeHve,
Hanpumep BUPYCbl NN «KTPOSIHCKUIA KOHb», cneLuuansHo paspaboTaHHoe ANs NoBpeXAeHUs unu paspyLueHus
CUCTEMBI.

3.25 MHoronpoToKkonbHas KOMMYyTaLMsi MeTok-npusHakoB (multiprotocol label switching — MPLS): Me-
TOoA, paspaboTaHHbIA ANA UCNONbB30BaHWS B MEXKCETEBOW MapLLpYTU3aLum, B COOTBETCTBUM C KOTOPBLIM UHAMBUIY-
anbHbIM TpakTam nepegaqy gaHHbIX MK NOTOKaM AaHHbLIX NPUCBaNBaOT METKU U KOTOPLIN UCNOSb3YIOT Ans
KOMMYTaLW1 CoeaUHEHWI Ha Gonee HA3KOM YPOBHE U B AOMONHEHMWE K OGbIMHBIM MeXaHW3Mam NPOTOKOMOB Map-
LUpyTU3aLun.

Mpumeuyanune— KoMmyTaumio ¢ NOMOLLbLIO METOK MOXHO UCIMONB30BaTb Kak OAUH M3 METOAOB CO3AaHus
TYHHEnewn.

3.26 ceTteBOe agMUHUcTpUupoBaHue (network administration): MoBceaHeBHbIE 3KCNyaTauWs U ynpasne-
HWe ceTeBbIMU NpoLeccamm U Nonb3oBaTesIAMM.

3.27 ceTeBo# aHanuzartop (network analyzer): YcTpoicTBo, ucnonb3yemoe ANa nepexsara v aHanusa
ceTeBoro Tpadumka.

3.28 ceTeBo# anemeHT (network element): MHdbopmaLuoHHas cuctema, KoTopas noacoeanHeHa K ceTu.

MpumedaHune—lNoagpobHoe onucaHne anemeHTa 6eaonacHocTn aaHo B UCO/MIK 18028-2.

3.29 ceTeBOM MeHegkMeHT (network management): MNpoLecc nnaHnpoBaHus, pa3paboTky, peanusauuu,
aKcnnyaTauum, MOHUTOPUHIA U MOAAEPXKKU CETU.

3.30 ceTeBo moHuTOpUHr (network monitoring): Mpouecc noctosiHHoro HabnogeHWa n aHanusa 3aduk-
CUPOBAHHbIX AaHHbLIX O CETEBOW AeSITENbHOCTU M onepauysix, BKoyasl NpOTOKOsbI ayauTta U CUrHanbl TpeBoru, 1
B3aVMOCBSA3aHHbI C 3TUM aHanus.

3.31 nonuTtuka ceteBoli 6esonacHocTu (network security policy): CoBOKyNHOCTL NOMOXEHWUIA, paBun U
npakTUYecknx NPMemMoB, yCTaHaBNMBaIOLLMX MOAXOL OpraHn3aLmm K UCnosib30BaH1Io ee CeTeBbIX PeCypCoB U
onpedensoWwux, Kak cregyet obecneunsarh 3aWwmUTy ee ceTeBoin MHPPaCcTPYKTYPbl U CEPBUCOB.

3.32 nopr (port): KoHeuHas Touka coeguHeHUs.

MprvmeyaHue—B koHTekcTe NHTEpPHET-NpOTOKOMNa NOPT NPEACTaBNAET COO0N KOHEUHYIO TOHKY JIOMMYeCKOro
kaHana TCP- unn UDP-coeanHenus. MNMpoTokonsl npunoxennii Ha ocHoBe TCP unn UDP 06blMHO MMEIOT Ha3HaYeHHble
no ymon4yaHmio Homepa nopTos, Hanpumep nopT 80 ana HTTP npoTokona.

3.33 HeNPUKOCHOBEHHOCTb YacTHOM XU3HM (privacy): MNpaBo kaxgoro Yenoeeka Ha koHduaeHUManb-
HOCTb/HENPUKOCHOBEHHOCTL ero/ee YacTHOR U CEMENHOM XXU3HU, XXUULLA U Nepenincku.

MpwnmeyaHune—Bnactn He QOMKHBLI HapywaTk HEMPUKOCHOBEHHOCTb YaCTHOM XU3HW. Takoe BMelaTensCcTBo
NPOMCXOANT B COOTBETCTBMM C 3aKOHOM U SIBNSAETCSA HeOBXOANMbIM B AEMOKpaTU4EeCKOM OGLLECTBE B MHTEpecax Hauuno-
HanbHOM 1 0bLWecTBeHHOW 6e30NacHOCTM UMM SKOHOMMYECKOro GrarococToAHUA CTpaHbl, ANA NpeaoTepalleHus 6ecno-
PSAKOB UMW NPECTYNIeHW, ANs 3aWwnTbl 340POBbs UM MOPAasbHBIX YCTOEB MU 3aluMThl NpaB v ceobog ApyrvX Nogein.

3.34 ypaneHHbI/ gocTyn (remote access): [MNpoLecc nonyyeHns 4ocTyna K ceTesbIM pecypcam 13 gpyrom
CeTN UK C TepMUHana, He SIBNSOLLErocst NOCTOSIHHO COeANHEHHbIM (hM3UYECKN UK NTOTUYECKN C CeTbtO, K KOTO-
poli OH NonyvaeT AoCTymM.

3.35 yaaneHHbIl nonb3oBatenb (remote user): Monb3oBaTens, HaxoasLWWiicsa Ha obbekTe (Nrowaake,
ununane), OTAIMYHOM OT TOTO, Ha KOTOPOM pasMeLLEeHbI UCMONb3YEMbIE CETEBbIE PECYPChI.

3.36 mapwpyTtusatop (router): CeTeBoe yCTpOWCTBO, MCMONL3YEMOE AN OpraHn3aLmmn 1 KOHTPOMS NOTo-
KOB AaHHbIX MeXay pasfnYHbIMU CETAMU, KOTOPbIE MOTYT GbITb OCHOBaHbI HA Pa3HbIX CETEBbLIX MPOTOKONaX, Ny-
TeM BbIGOpa TPaKTOB UMW MapLUPYTOB HA OCHOBE MEXaHW3MOB W anropUTMOB MPOTOKONOB MapLpyTusaumm. UH-
hopMaLMsi 0 MapLLpyTHU3aLWKN HaXoguUTCs B Tabnuue MapLupyTusaLmuu.

3.37 napameTp 6e3onacHocTu (security dimension): CoBokynHocTb Mep U cpedcTs 6e3onacHoCTH, 1c-
Mosb3yeMbIX NPY PaCCMOTPEHUM KOHKPETHOTO acrekTa ceTeBoi 6e3onacHoCTy.

MpwumeuyaHune—loapobHoe onucaHue napameTpos GesonacHocTn gaHo B MCO/MOK 18028-2.

3.38 pomeH 6e3zonacHocTu (security domain): CoBOKYNHOCTb aKTUBOB U PECYPCOB, MOAYNHEHHbBIX €AUHON
nonuTuke 6esonacHoOCTu.

4



roCT P NCO/M3K 18028-1—2008

3.39 wnto3 6e3onacHocTH (security gateway): Touka coeguHeHUs Mexay CeTsiMU, MexXay cerMeHTamu
ceTei UnNn Mexxay NPorpaMmMHLIMU NPUITOXKEHUAMU B pa3nnyHbIX obnactax 6esonacHocTu, NpegHa3HavYeHHast
Ans 3aluThl CeTU B COOTBETCTBUM C €4MHOW NONUTUKOK 6esonacHocTw.

MpwumeyaHune—MogpobHoe onucanne wrtosa 6esonacHocT gaHo B UCO/MAK 18028-3.

3.40 ypoBHu 6e3onacHocTHM (security layers): Miepapxus rpynn ceTeBoro 060pyaoBaHusi U MOLLHOCTEN,
salyLlaemblx napamerpamm 6e30MnacHoCTU.

Mpumedanue— lNogpobHoe onucaHne ypoBHen GesonacHoctn gaHo B MCO/M3K 18028-2.

3.41 nnockocTb 6ezonacHocTU (security plane): OnpegeneHHbivi BUA CETEBOW AEATENBHOCTH, 3alyLLLae-
MoV napamMeTpamu 6e3onacHOCTU.

MpumeyaHue— NoapobHoe onncaHne nnockoctn 6esonacHocT gaHo B MCO/MAK 18028-2.

3.42 cnamuHr (spamming): Paccbinka 60nblioro konuyectsa HesaTpeboBaHHbIX COOBLLEHWI, KOTOpbIE MO
rony4yeHnn HebrnaronpusiTHO BIUSIIOT Ha AOCTYNHOCTb PecypcoB MHPOPMaLMOHHON CUCTEMBI.

3.43 cnydouHr (spoofing): UmuTauma apyroro nosnb3osaTtens UM CETeBoro pecypca nocpeacTsoM UCNosb-
30BaHWS UX naeHTUUKaTOPOB (y4eTHas sanuck, IP-agpec).

3.44 xommyTaTop (switch): Yctpoiicteo, obecneunsatoLiee BOZMOXHOCTb COEANHEHNSI CETEBbLIX YCTPONCTB
nocpeacTBOM BHYTPEHHUX MEXaHU3MOB KOMMYTaLWM.

MpuMmeyaHue—B ornnune OT APYMMX COeAUHUTENBbHBIX YCTPOWCTB NOKArNbHOW CeTn (Hanpumep, KOHUEeHTpa-
TOPOB) WUCMOMb3yeMas B KOMMyTaropax TEXHONOMMS YCTaHaBNMBAeT COEANHEHNUS HA OCHOBE «TOuYKa—Touka». JTo obec-
ne4yvMBaeT BO3MOXHOCTb TOro, 4YTobbl ceTeBon Tpaduk GbiN BUAEH TONBKO aApeCOBaHHbIM CETEBLIM YCTPOMCTBAM,
W denaet BO3MOXHbIM OAHOBPEMEHHOE CYLLECTBOBAHWE HECKONMbKUX COeanHEeHW. TexHonorms KoMMyTaumm o6bluHO
moxeT GbITb peanu3oBaHa Ha BTOPOM WKW TPETbEM YPOBHE 3TaNOHHOM MOAENN B3aUMOAEWCTBUA OTKPLITLIX CUCTEM.

3.45 TyHHenb (tunnel): TpakT nepegaqn AaHHbIX MeXay CeTeBbIMU YCTPONCTBaMU, KOTOPbI yCTaHaBNMBa-
0T Yepes CyLLECTBYIOLLYIO CETEBYIO MHPACTPYKTYPY NyTeM UCNONb3OBaHWUSA TakUX TEXHAYECKMX MPUEMOB, Kak
MPOTOKOMbHASA UHKANCYNALMSA, KOMMYTaLWA C NOMOLLBIO METOK-MPU3HAKOB, UNW BUPTYaribHas IMHUSL.

3.46 BupTyanbHas YacTHas ceTb (virtual private network): Mlornyeckas seiMUcnMTEeNbHas ceTb orpaHn-
YeHHOro NonbL30BaHWs, co3gaHHast U3 CUCTEMHbIX PeCcypCcoB (hU3UYECKO CeTu, Hanpumep, NyTem UCNoNb3oBa-
HWS LMD POBaHNS W/MNK TYHHENbHBIX KaHaroB BUPTYanbHOW CeTU Yepes pearbHyio CeTb.

4 O603Ha4YeHUs1 U COKpaLeHNsA

MpwumeyaHune— Cneayowme NpMBoaUMbie 0603HAYEHMS U COKPALLEHUA MCNOSIb30BaHbl BO BCEX YacTAX
MCO/MOBK 18028.

3G — Cuctema uudpoBoii MOBUNBHON CBSI3U TPETLErO MNOKOSIEHNUS

ACL — Cnucok ynpasneHusi [oCTyNnom

ADSL — AcummeTpuuHasi uudpoBasi aboHeHTcKast MMHNUs

ATM — ACUHXPOHHBIV pexxum nepeaayu

CDPD — CotoBas uucpoBasi nepeaya NakeToB AaHHbIX

CDMA — MHorocTaHUMOHHBIN AOCTYN C KOAOBbLIM pasaeneHueM KaHanos
CLD — WpeHTudpmkaTop NUHUK BbI3oBa

CLNP  — lpoTokon ceTeBOro obcnyxupaHus 6e3 ycraHoBNeHUs coeguHeHnst
CRM  — YnpaBneHue B3aUMOCBSI3SIMU C KTUEHTaMK

DNS — Cnyx6a AOMEHHbIX UMEH

DoS — OrTkas B o6cnyxvsaHum

EDGE — YnyduweHHble CKOpoCcTU Nepefayun aaHHbIX Ans passutnsa GSM-ctaHaapTa
EDI — OnNeKTPOHHbBIN 06MeH AaHHbLIMK

EGPRS — YnyulueHHbIl 0BLLMIA CepBUC NAaKeTHOW paauonepeaayn

EIS — WNHdopmauuoHHas cuctema npeanpusTus

FTP — MpoTtokon nepegayu haiinos

GPRS — O6wwuii cepBUC NakeTHOW paguonepenaydn

GSM  — MNo6anbHas cuctema MOBUNLHOW CBA3N

HIDS — Cucrema obHapyxeHusi BTopXXeHuli Ha 6ase xocToB/cepBepoB

HTTP  — MpoTokon nepeaayu runeprekcra
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IDS — CucTemMa oGHapyKeHWsi BTOPXKEHWIA

IP — WHTepHeT-npoToKON

ISP — WHTepHeT-NpoBaigep

MPLS — MHoronpoTokonsHast KOMMYTaLUsi METOK-NPU3HaKoB

MRP  — lMnaHupoBaHne Npon3BoACTBEHHBLIX PECYPCOB

NAT — TpaHcnaums ceTeBbIX aapecoB

NIDS — Cucrema obHapyXeHUs ceTeBbIX BTOPXKEHUN

NTP — CUHXPOHU3MPYOLL A ceTeBO NPOTOKOM

OOB  — BHenonocHsbI

PIN — JNnYHBIN naeHTUUKALMOHHBIA HOMEpP

PKI — WHdppacTpyKTypa OTKPbITLIX KIoYel

PSTN — TenedoHHas koMMyTMpyemas ceTb 06LLEero nons3oBaHus

QoS — KauvecTBo 06cnyxuBaHus

RAID — MarTpuua He3aBUCUMbIX ANCKOBBIX HaKoNuUTenen ¢ 3bbITO4HOCTLI0
RAS — CepBuc yganeHHoro goctyna

RTP — lpoTokon peansHOro BpeMeHu

SDSL — CummeTpuyHas LmdpoBas aboHeHTCKas NUHKS

SecOPs — OnepauyoHHble npoLeaypbl 6e3onacHocTu

SIM — Moaynb naeHTudrkaLnm aboHeHTa

SNMP — TlpocToii NpoTOKON CeTeBOro yrpasreHns

SSH — BesonacHas obornoyka

TCP — MMpoTokon nepegayn AaHHbIX TPAHCMOPTHOrO YPOBHS C yCTAHOBIIEHNEM CeaHca CBA3N
TDMA  — MHoroctaHUMOoHHBIA AOCTYN C BPEMEHHBLIM pasgeneHnem KaHanos
Telnet — Mporpamma amynauum TepmMmHana ans pabotel B UHTepHeTe Ha yaaneHHOM KoMMbloTepe
TETRA — HasemHasi TpaHKuHroBas paguoctaHums

TKIP — lpoToKON LeNnoCTHOCTN BPpeMEeHHOro Krtoya

UDP — lNakeTHbIN NPOTOKOS NepeAayn AaHHbIX TPAHCMIOPTHOTO YPOBHS
UMTS — YHuBepcanbHas cuctema MobunbHou CBA3N

USB — YHuBepcanbHas nocnegosaTenbHas WhHa

VolP — [lepeaaya ronoca no IP

VPN — BupTyanbHas yacTHas ceTb

WAP  — lpoTokon npunoxkeHui ans 6ecnpoBogHoON CBA3N

WEP  — [lpoTokon wudposaHua agna 6ecnposoaHoin cBA3N

WLAN — BecnpoBoaHas nokanbHas ceTb

WORM — C ogHOKpaTHOW 3anucbio U MHOMOKPaTHBLIM CHUTLIBAHUEM

BC — nobanbHas ceTb

aM3 — OemunutapusoBaHHasn 30Ha

men — WUcTouHuk 6ecnepeboiAiHOro NUTaHus

ur — WHdbopMaumoHHas TexHonorus

KMK — Hocumblii (kapmMaHHbIA) NePCOHanNbHbIA KOMMNbIOTEP, «KHANAAOHHUKY
nec — NokanbHas ceTb

oBM — OueHb BbiCcOKasi HacToTa

MK — MepcoHanbHbIN KoMNbloTEP

5 CTpykTtypa

Mcnonb3oBaHHbIN B HACTOSILLLEM CTaHAapTe Noaxo COCTOUT B TOM, YTOGbI:

- cHavana paccMoTpeTh B LierloM BECb NPOLIECC MAEHTUUKaLMK 1 aHann3a CBA3aHHbLIX C CUCTEMaMU CBA3U
cakTopoB, KOTopble CrieayeT NPUHUMATL B pacyeT AJ1s YCTaHOBNEHUA TpeboBaHWi ceTeBoi 6e3onacHocTy;

- 3aTeM 0603HauMTL NOTEHUMAarbHbLIE 0BracTU KOHTPOSSA B OTHOLEHUW 6e30NacHOCTU CBsI3aHHbIX C coean-
HEeHUsIMU ceTeli CBA3W U coeAMHEHNSIMU MeXXaY HAMW. B npouiecce aToro onpeaensioT, rae MoryT 6bITb UCNONbL30-
BaHbl cooTBeTcTBYOWME TpeboaHua s MCO/MIK 13335-1 u MCO/M3K 17799, n naeHtuduumpytoT obnactu
TEXHUYECKOro NPOEKTUPOBAHWUS U peanunsaLMm co CChlfikaMuy Ha nocneayoLme YacT HacTosILero ctaHgapTa —

MCO/M3K 18028-2 — NCO/M3IK 18028-5.
6
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Janee HeobxoaMMO onncaTb TpU NPOCTLIX KpUTEPUS], KOTOPbIE MOTYT MOMOYb fMLiaM, OTBEYaIOLLMM 33 UH-
opmaLoHHyto 6e30nacHoCTb, MAEHTUULMPOBaTL NOTeHLManbHble 06nacT KOHTPons. C NOMOLLBIO 3TUX KpuTe-
pVeB MAEHTUOULIMPYHOT:

- pasnunyHble BUAbl CETEBLIX COEANHEHWNA;

- pa3nuyHbIe CeTEBbIE XapaKTEPUCTMKM 1 B3aMMOCBSI3aHHbIE JOBEPUTENbHbLIE OTHOLLEHUS;

- NoTeHuUManbHble BUAbl pucka 6e30nacHOCTU, CBA3AHHOTO C CETEBLIMU COEANHEHNAIMI (M UCTIONB30BaHNEM
ycnyr, NnpeaocTaBnsieMbIxX Yepes 3T coeanHEeHWs).

Pe3ynbTaTbl KOMOUHMPOBAHMWS 3TUX KPUTEPUEB 3aTEM MCMOMb3YIOT ANS UAeHTUMKaLUmn NoTeHUnanbHbIX
obnacTtei koHTpons. [lanee nNo TEKCTY HAacTOSALLEero ctaHaapTa cneaytoT KpaTkue onvcaHus noTeHumanbsHbIX obna-
CTel KOHTPONS C yKkasaHMeM MCTOYHMKOB, COAepXKalLMX AOMONMHUTENBHYO MHpopMaLuIo.

B HacTosiLLeM cTaHgapTe paccMOTpeHbI crieaytoLle obnacTu:

- apXUTeKTypa ceTeBOoli He3onacHoCTU, OXBaTbIBaOLLAS:

- OpraHusauyio nokanbHon ceTu;

- opraHmsauuio rinobansHon ceTu;

- BecnpoBoaHbIe ceTu,

- paguoceTuy;

- OpraHnsaLmio LUMPOKOMOOCHON CeTH;

- wnto3bl 6esonacHocTU (cM. Takke NCO/M3K 18028-3);

- cepBuchl yaaneHHoro goctyna (cM. Tarke MCO/MBK 18028-4);

- VPN (cm. Tarke MCO/M3K 18028-5);

- IP-koHBEpPreHuuto (aaHHele, ronoc, BUAeo);

- paspelleHne gocTyna K ycrnyram, NpeaocTaBnsieMbiM CTOPOHHUMU (MO OTHOLLEHUIO K OpraHu3aLum)
ceTamy;

- apXMTEKTYpY BEG-XOCTUHTa;

- besonacHas CTpyKTypa ynpaBneHus ycryramu;

- MEHePKMEHT ceTeBoW 6e30MacHoOCTH;

- ynpaBneHne TEXHNYECKUMU YSI3BUMOCTSIMU;

- naeHTUdMKaLMs U ayTEHTUUKALMS

- NPOTOKONMPOBaHWE AaHHbIX ayauTa U MOHUTOPUHT CEeTH;

- obHapykeHne BTOPXEHW;

- 3aWuTa oT BpeJOHOCHOro Koaa;

- 0bLwas HppacTpyKkTypa Kpuntorpadgmyecknx ycnyr;

- ynpasneHue HernpepbIBHOCTLIO 6U3Heca;

- peanusaums 1 pyHKUMOHNpOoBaHWe cpeacTB 6e30nacHOCTU, MOHUTOPWHT U aHanuvs peanvsauum.

6 Uenb

Lenk HacTosiLLero cTaHdapTa 3akniovaeTcsl B TOM, YTOBbI NpefocTaBUTb:

- PyKOBOACTBO A4NA I/I/J,EHTI/I(*)I/IKBLJ'VII/I M aHannsa CBA3aHHbIX C CUCTeMaMU CBA3N (*)aKTOpOB, KOTOpble crneay-
€T NpuHMMaTh B pacyeT Npu yCTaHOBIIEHUU Tpe6OBaHVII7I ceTeBoi 6e3onacHocTy;

- 0603HaveHne noTeHunanbHbIX obnacTtei KOHTPONA, BKNOYada 7€, KOTopble geTallbHO pacCMOTPEHbI B
NCO/M3K 18028-2 — NCO/M3K 18028-5.

7 O630p

7.1 O6wme nonoxeHus

WHpopmaLoHHbIe cucTeMbl 6OMbLUMHCTBA FOCYAapCTBEHHBIX 1 KOMMEPYECKUX OpraH1u3aLuii CBs3aHbl ce-
TAMM, MpUyeM MacluTabbl BeaeHWs anekTpoHHOro 6usHeca Ha rnobanbHol OCHOBE BCe BpEMS yBEMYMBAOTCA.
OTu ceTeBble coeANHEHNSI MOTYT BbITb OpraHM30BaHbI B paMKax opraHusaLmm, Mexay pasHbIM/ opraHu3alusivm 1
MexXay opraHusaumeri u LWMPOKO 06LLEeCTBEHHOCTBLIO.

OeicTBuTEnbHO, BypHOE passmTHe TeXHOMormM obLLEeaOCTYNHBLIX ceTel, B ocobeHHocTu MIHTepHeTa, npeao-
CTaBfsieT OrpOMHbIE BO3MOXHOCTU AN BeAeHWsl braHeca 1 okasaHWsl 3NeKTPOHHbIX TOCYAapCTBEHHbIX YCIyT.
3TV BO3MOXKHOCTW NPOCTUPAIOTCA OT NpedocTaeneHns bonee geleBoi MHMOPMAaLMOHHON CBSA3M € UCMONb30Ba-
Huem MIHTepHeTa B KadecTBe rnobanbHoro cpeactea cBsasun Ao 6onee cnoxHbIX yenyr MIHTepHeT-npoBaiaepos.
3T0 03HaYaeT UCNONb30BaHME OTHOCUTENBHO AeLUEBbIX JTOKabHbLIX TOUEK MOAKTHOYEHMS Ha KaXXaA0M KOHLEe Nn-
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HWW CBSA3M A0 MOJSIHOMACLUTAGHbIX CUCTEM 3/1IEKTPOHHOI TOProBAM U NpeaocTaB/ieHne yCnyr, UCNob3yHLWnX
CepBUCHI M NPUIIOXKEHNS, OCHOBaHHbIe Ha VIHTepHeT-TexHonorun. Kpome T0Oro, HOBble TEXHOIOMMU, BKOYaKOLMe
06beuHeHNE AaHHbIX U T0/10ca, PacLuMpsoT BO3MOXHOCTY A/151 UCMONb30BaHua 6usHec-Moaeneid, npegycmar-
p1BaOLWUX MOOUNBHYIO WU yaaneHHy paboTy COTPYAHUKOB. 3TO NO3BONSAET Cayxalwmm pabotaTb BAanu ot
6a3bl 3HaUNTEbHYI0 YacTb BPEMEHU, NOAAEPXKMBAsA KOHTAKT MyTEM MCNO/Ib30BaHUS CPEACTB YAaNeHHOro JOoCTy-
na, Takux, Kak MmogemMHble NogKnrn4veHusa, nnn sce Haulie BCcTpeyarLunxecs 6ECHDOBOAHbIX Coe,ﬂ,MHeHMVI anaycra-
HOBJ/IEHUSI CBA3M C KOPMOPATUBHOW CETbI0 1 NOMyYeHNUs J4OoCTyna K MHhopmaummn nycnyram nogaepxkm 6usHeca.

Takum 06pa3omM, O4HOBPEMEHHO C AeN0BbIMI NpenmyLLecTBamMmmn aTa cpefa Takxke co3faeT HOBble PUCKM
6e3onacHocTu, TpebyloLwme ocyLLecTB/IeHUA MeHeXMeHTa. B CBA3M ¢ TEM YTO opraHusanmmn B 3HAYUTENbHO
CTeneHun 3aBUCAT OT MHPOpMAaLMK 419 BEAEHNS CBOEW [e/10BOIN AesATebHOCTH, yTpaTa KOH(UAEHLNaNbHOCTH,
LLle/TOCTHOCTU, AOCTYNHOCTW, HEOTKa3yeMOoCTU, NoJ0TYETHOCTH, NOA/IMHHOCTUA 1 LOCTOBEPHOCTU MHhopMaummn 1
yCNyr MOXeT OKa3blBaTb He6naronpusaTHOe BO3aeicTBMe Ha 6usHec-onepauun. CnegoBaTenbHo, CylecTByeT
BaxHelilee TpeboBaHMe obecneyeHuns 3alnTbl MHPOPMAaLUN U OCYLLECTBIEHUSA MEHeSXMeHTa 6€30MacHOCTM
NH(OPMALMOHHBIX CUCTEM BHYTPW OpraHn3aLun.

MprMep TUNOBOroO NOCTPOEHNSA CeTU, KOTOPOE UCNO/b3YIOT B HACTOSALLEEe BPEMSA BO MHOTMX OpraHv3auusx,
npeacTaBneH Ha pucyHke 1

WHbpacTpykTypa 3KCTpaH eT
OTKPbITbIX
Kntoyen >
BecnposogHas
NBC S OKCTpaHeT-
L/THO3bI
BHyTpeHHne
L1 H03bl
|/|HTpaHeT YpaneHHasa nioulagka
VHTpaHeT
Mepepava
ronoca no IP
BupTtyanbHasa
VHTepHeT- yacTHas ceTb
LUTH03bl
..... 1=\ becnposogHa
JBC
YpaneHHbI nonib3oBaTe b
Tened)oHHas NHTepHeT
ceTb YpaaneHHbiii YpaneHHblli nonb3oBaTesnb
nonb3oBaresb

PucyHok 1 — TunoBoe NOCTPOEHWE CEeTeBON cpeabl

NHTpaHeT — BHYTPEHHASA CeTb, CNOb3yeMas 1 nogaepxvsaemas opradunsaupein. O6bI4HO TOBKO paboTa-
loLLMe B OpraHusaumm nmua MMeroT NpsaMoli chnsnyeckunii 4OCTYN K 3TON CeTu, a MOCKO/IbKY CeTb pacrnosioxeHa B
npegenax nomMeLLeHni, HaxoAALWMXCSA BO BNAAEHUN OpraHn3aunm, MOXHO Nerko AOCTUYb OnpeeneHHoro ypos-
HA On3NYeckoli 3almnTbl. B 60NbLIMHCTBE ClyYaeB MHTPAHET HEOAHOPOAEH B N/1aHE NCNO/b30BaHHbIX TEXHO/O-
T n TpeboBaHUin 6€30NacHOCTU; OH MOXET BKIOUYaTb UHAPACTPYKTYPbI, TPebytoLine 60/ee BbICOKOro ypoBHSA
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3aLUWTbI, YEM NPEAOCTABIAEMbIA UHTPAHETOM. YNpaBneHue Takumu HpacTpyKTypamMu, Hanpumep BaxkHenLLnMn
YacTaAMU cpeabl UHPACTPYKTYPbl OTKPLITLIX KIMOYEH, MOXET OCYLLECTBNATLCS B BblAENEHHOM CerMeHTe UHTpa-
HeTa. C apyroi CTOPOHbI, onpeaeneHHbIe TEXHONOrMM MoryT TpeboBaTe HEKOTOPOIo U30ANPOBAHUA, MOTOMY YTO
OHW BHOCAT AOMNOMHUTENbHbIE PUCKU, Hanpumep HdpacTpykTypbl 6ecnpoeogHoii JIBC. B o6enx cutyaumnax gna
peanuaaLmm 3Toro cerMeHTUpPOBaHUS MOXXHO UCMONb30BAaTL BHYTPEHHME LNo3bl 6e3onacHoCTU.

B Hawwe Bpemst NoTpebHOCTM BuaHeca 6onbLUMHCTBA opraHusauuii genatoT Heo6XoAUMBIMU CBA3L U 0OMEH
JaHHBIMY C BHELLHUMUW NMapTHEpPaMu U ApyrumMun opraHnsauusamu. YacTto cBsisb ¢ 60MbLNHCTBOM BaXHEWLLINX
napTHepoB No 6U3HeCcy OCyLLIECTBASIOT CMOCOBOM, NPAMO PaCLUMPAIOLLMM UHTPAHET B CTOPOHY CEeTU opraHu3aumu-
napTHepa; A5 TakUX pacLUMpeHnin 0BbIMHO MCNONb3YIOT TEPMUH «3KCTpaHeT». [Nockonbky AoBepue K NoAKNo-
YeHHbIM opraHusauusiM-napTHepam B 6oMbLUMHCTBE Clly4aes HUXKe, YeM B npederiax camoli opraHusauun, ans
yCTpaHeHWs pUcKoB, BHOCUMBbIX 3TUMU COEANHEHUAMM, UCMONB3YIOT LLINI03bl 6e30MacHOCTN CeTU aKCTpaHeT.

Kpome Toro, obLieaoctynHble ceTu, B OCHOBHOM MIHTepHET, UCNonb3ytoT ceroaHs Ans obecneveHns cpeacTs
CBs131 M 06MeHa faHHBIMY € NapTHepaMu U KIneHTaMu (Bktovas o6LLecTBEHHOCTb) Mo ONTUMU3NPOBAHHON CTO-
UMOCTM 1 obecneyveHns pasnuuHbiX hopM pacluMpeHnsa ceTi UHTpaHeT. U3-3a HU3Koro ypoBHS Aosepus B obLue-
OOCTYMHbIX ceTsiX, 0cobeHHo B IHTepHeTe, Ans coaencTBUSs MeHeaXKMeHTY COOTBETCTBYHOLLIUX PUCKOB Heobxoau-
Mbl YCOBEPLLEHCTBOBaHHbIE LLMO3bI BesonacHoCcTU. OTu W3kl 6e3onacHoCTY BKNoYaoT cneuudunydeckue Kom-
MOHeHTbI AN yyeTa TpeboBaHW pa3nuyHbIX (hOPM pacluMpeHns ceTu MHTPaHeT, a Takke AN CBA3W C napTHepa-
MW 1 KITUEHTaMMU.

YaaneHHble nonb3oBaTeny MoryT bbiTb nogcoeaMHeHbl nocpeacTBoM TexHonorum VPN, kpome Toro, oHu
MOryT Ucnonb3oBaTh 6ecnpoBogHbIe cpecTBa CBA3W, Takue, kak obuiecTBeHHble Touku goctyna kK WLAN ana
nonyyeHust goctyna k MHiTepHeTy. B kauecTBe anbTepHaTUBbLI 4151 YCTAHOBEHUS MPAMbBIX KOMMYTUPYEMbIX CO-
eanHeHW no TenedoHHOW NTMHUK C CepBEPOM YAANEHHOTO 4OCTYNa, KOTOpbIA YacTo pasmelaeTtca B M3 mex-
ceTeBoro akpaHa MIHTepHeT, yaaneHHble nosib3oBateny MoryT UCMoSb30BaTh TeNnedoHHYI0 CeTb.

Ecnu opraHunsauus pewaet ucnonb3oBaTb TexHonorumn VolP anst peanusauuv BHyTpeHHen TenedoHHon
ceTu, To 0BbIYHO TaKKe NPUCYTCTBYIOT COOTBETCTBYHOLLME LWS03bl 6e30nacHoCTU AN TenedoHHON ceTu.

XOTS TEXHONOrMK, NCNOMb3yeMble B TaKOM TUIMMYHOM CLIEHAapUW OpraHu3auum ceTi, BO MHOMMX OTHOLLEHUAX
npegoCcTaBnsAT paclUMpeHHbIe BO3MOXHOCTU U NpeumMyLLiecTBa Anst busHeca, Hanpumep NyTem CHWKEHUS UIn
ONTUMM3ALIMK PACXOAOB, OHU TaKxke NPUBOAST K AOBOSIBHO CMOXHBIM BUAaM cpefbl U 06bIMHO BHOCAT HOBbIE
pucKn nHpopMaLMoHHoR BesonacHocTu. CnegosaTtenbHO, A0MKHa OCYLWECTBAATLCS HafreXallas oueHka puc-
KOB, BHOCMMbIX STUMU BUAAMU cpeabl, a OLLeHEHHbIe PUCKW AOMKHBI YMEHbLIATLCS MyTEM peanvsauum cooTeeT-
CTBYHOLLMX CPEACTB KOHTPONst 6@30MacHOCTU.

Opyrumun cnoBamu, 6naronpuaTHble BO3MOXHOCTU BU3Heca, NpeanaraemMble 3TUMU HOBbIMW BUAamu cpe-
Abl, HeobX0AMMO COMOCTaBNATL C PUCKaMU, BO3HUKAIOLLMMU NPU UCMONb30BaHWN HOBBLIX TEXHOMOMA. Hanpumep,
UHTEpHeT MMeeT psig TEXHUYECKUX CBOWCTB, KOTOPbIE MOTYT Bbi3blBaTb 6€CNOKONCTBO C TOUKU 3peHns 6e3onacHo-
cT1. OH NepBoHavasIbHO NPOEKTUPOBANCA B pacyeTe Ha yCTaHOBNEHWE COeaVHEHNs], a He UCXOoAs U3 coobpaxe-
HWI 6e30MacHOCTU, U MHOTUE U3 OBBLIMHO UCMOMNb3YEMbIX OCHOBHbLIX MPOTOKOSIOB HE SIBMSIIOTCA B CBOEI OCHOBE
6e3onacHbiMU. MpenmyLlectso MHTepHeTa COCTOUT B TOM, UTO 3TO OYeHb OTKpbITasi cucTeMa, NepBoHavanbHO
paspaboTaHHasi Hay4yHO-UccregoBaTeNbLCKUM CoobLLECTBOM BO UCNONHEHUe TpeboBaHUiA NPOEKTOB NpasuUTeb-
ctBa CLUA, c umpokoi nybnukauven pesynstaTtos 1 CBOG0AHBIM pacnpocTpaHeHWeM NporpaMMHbIX CPeacTs
cneyudmkaumii. 3To cnocobeTBOBaNO NONYNAPHOCTU U BbicTpoMy pocTy UHTepHeTa. OgHako UMEHHO 3Tu nony-
JISIPHOCTb U OTKPLITOCTb CO3AaK0T 3HAUNTENBHYHO YA3BMMOCTbL B NnaHe 6e3onacHocTu. B rmobanbHoin cpege ectb
GonbLIOEe KONMYECTBO JIIOAEN, UMEIOLLMX CNOCOBHOCTU, 3HAHWA U CKITOHHOCTb K MOSy4eHWo A0CTYNa K nexatium
B €e OCHOBE MeXaHu3mMaM W NPOoToKoNaM 1 cozgaHuio npobnem 6e3onacHOCTU, MPOCTUPAIOLLUXCA OT HECaHKLMO-
HWpOBaHHOIO AoCTyna Ao KpynHoMacwTabHoro oTkasa B 06CnyXUBaHWN.

MoaBoas UTor, MOXHO CKa3aTh, YTO YCNeLHOe UCMONb30BaHNe KOMMEPYECKUMM U rocyAapCTBEHHbIMU opra-
HU3aLWsAMWU BOSMOXHOCTE, NpeanaraeMbiX COBPEMEHHbLIMW CETSIMU, 3aBUCUT OT TOTO, B KAKOW CTENEeHWU BO3MOXHO
KOHTPONMPOBATL PUCKM (bYHKLIMOHUPOBAHWUA B OTKPLITON cpeae M OCYLLECTBNSATE UX MEHEAXKMEHT.

B 7.2 kpaTko M3noXeHbl pekoMeHAyeMbIv Npouecc naeHTUduKaLum u aHanuaa cBA3aHHbIX ¢ cUcTemamu
cBA3K (hakTOPOB, KOTOPLIE CriedyeT yuUTbIBaTh NPU yCTaHOBEHUM TpeboBaHUi ceTeBol 6e30nacHOCTH, U ykasa-
HUA NoTeHUManbHbLIX KOHTpoNUpyeMblx obnactei (cdep). MoapobHoe nsnoxeHne aToro npouecca npegocTasne-
HO B MocneayoLwmx pasgenax.

7.2 Mpouecc ngeHTudpUukayumn

Mpy paccMOTpeHnK BOMpoca ceTeBbIX CoeAVHEHWIA BCe LA B opraHuaaumm, Ysk 06513aHHOCT N CBSA3AHbI C
coelNHEeHUAMM, OOMKHbI OTYETNIMBO COo3HaBaTbk TpeboBaHUsA 1 nHTepeckl brusHeca. Kpome TOro, OHW A0MKHbI
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0CO3HaBaTb PUCKM Be30MacHOCTUN A5 TaknxX CeTeBbIX COEANHEHWIA U COOTBETCTBYIOLLME cdhepbl KOHTponsA. Tpe-
6oBaHWsA 1 MHTepeckl BraHeca, BeposiTHO, ByayT BNWSATL HA MHOTME PeLLUeHUst U AeACTBUSA, NpeanpuHIMaemble B
npoLiecce paccMOoTPEHNs BONPOca CeTEeBbIX COEANHEHUI, AEHTUMKALUM MOTeHLMaNbHbLIX cpep KOHTPOIA U B
KOHeYHoM cyeTe Bblbopa, NPOEKTUPOBaHWS, peanusaLum 1 nogaepXku sawmnTHeIX Mep 6esonacHocTy. MoaTomy
06 aTvx TpeboBaHUAX M UHTepecax BuaHeca cregyeT NOMHUTL Ha MPOTSKEHWM Beero npotiecca. Ans naeHtudu-
KaLuun cooTBETCTBYOLLMX TpeboBaHU 6e30nacHOCTH, CBS3aHHbIX C CEeTbIO, U cdhep KOHTPoNs Heobxoanmo pe-
WnTb cnegyroLue 3agayu (cMm. Takke MCO/M3K 17799):

- nepecMoTpeThb 0bLLne TpeboBaHKs Be30MacHOCTY 41151 CETEBbIX COeANHEH U, chopMYIMPOBaHHbIE B KOp-
nopaTuBHO NONNTUKe UHOPMALMOHHOI GeaonacHocTu opraHiaaLn (c™m. pasgen 8);

- POBEPUTL CETEBbIE apXUTEKTYPbI U MPUIOXKEHWS, CBA3AHHbLIE C CETEBLIMU COeaUHEHUAMM, Ana obecneve-
HKA HeoBX04MMO MOArOTOBKM peLleHUs nocneayowumx 3agad (cMm. pasgen 9);

- naeHTUULMpPoBaTL BUA (BUALI) CETEBbLIX COEANHEHWIA, Noanexalymx paccMoTpeHuo (cMm. pasgen 10);

- MPOBepPUTb NPeaSIoKeHHbIe CETEBbIE XapaKTepUCTUKM (Yemy npu HeobxoaumMocTun ByaeT cnocobeTBoBaThb
nmMetoLLasics MHpopMaLWs O ceTeBbIX apXUTEKTYPaXx 1 NPUIOKEHUsIX) U COOTBETCTBYIOLLME AOBEPUTENbHBLIE OTHO-
weHusa (cm. pasgen 11);

- rae BO3MOXHO, onpegenuTb B3auMoCBA3aHHbIe BUAbI pUCKOB 6€30MacHOCTU C NOMOLLLIO Pe3ynbTaToB
OLeHKN PUCKOB U MPOBOAVMOW PYKOBOACTBOM MPOBEPKU, BKIIOUAS paccMoTpeHue LieHHOCTW Ansa BusHec-onepa-
umin nHdpbopmaLmn, koTopas ByaeT nepedaBaThCs Yepes coeauHeHUs, U Noboi Apyroi uHpopmMaumu, noTeHumans-
HO JOCTYMHON HECaHKLMOHUPOBaHHbLIM 06pa3oM Yepes 3T1 CoeanHEHUs, a Taikke paccMoTpeHne Apyrux npeaoc-
TaBnAeMbIX ycnyr? (cMm. pasgen 12);

- MaeHTUULMpoBaTL cepbl KOHTPOIS, COOTBETCTBYHIOLLIME BUAY (BUAAM) CETEBLIX COeAUHEHWIA, CETEBbLIM
XapaKkTepucThKaM v B3avMOCBSA3aHHbIM AOBEPUTENbHBIM OTHOLLEHWAM, a Takke Buaam onpeaeneHHbIX PUCKoB
6e3onacHoCTY, ¥ NapannensHo AOKYMEHTUPOBATL Y NPOBEPSITb BapUaHTbl TEXHUYECKON apXUTekTypbl 6e3onacHo-
CTU, M cornacoBaTh NpeanoyTUTeNbHbIA BapnanT (cM. pasgen 13);

- peanusoBaThb 1 BBECTU B AelicTBME Mepbl GesonacHocTu (cM. pasgen 14);

- OCYLLECTBIATH NOCTOSIHHbIA MOHUTOPUHT M NPoBepKy peanusauumn mep 6esonacHocTn® (cm. pasgen 15).

CnepyeT oTMeTUTb, YTO ObLLMe pekomeHAauun rno onpegeneHnio Mep 6esonacHoOCTM coagepxartca B
MCO/M3K 17799. HacTosiumin cTaHdapT sSiBNsSeTC AONOMHEHWeM K 3TOMY CTaHA4apTy B YacTu onpeAerieHns cooT-
BETCTBYIOLMX cdep KOHTpons 6e30MacHOCTU, CBSI3aHHLIX C CeTeBbIMU COEAWHEHUsIMU, U K cTaHdapTam
MCO/M3K 18028-2 — MCO/M3K 18028-5.

Ha npreegeHHOM HUXe prcyHKe 2 npeacTasneH obLLuiA npoLuece naeHTuuKauum U aHanmuaa ces3aHHbIX C
cucTemMamm cBA3n hakTopoB, KOTOPbIE CreayeT yunTbiBaTh A8 yCTaHoBNeHWs TpebosaHuii ceTeBol 6esonacHo-
CTW, 1 0603HaYeHNs NoTeHUManbHbIX cdhep KOHTpons. Kaxael aTan npouecca onucaHd 6onee nogpobHo B pasae-
nax, crnegyoLmx 3a pUCYHKOM 2.

1) 970 ByaeT BKMIOYATE NO3MLMIO STOV NOMUTUKM B OTHOLLEHUM: 1) perynATUBHbIX U 3aKOHOAATENbHbIX TPeGoBaHNI
6e30NacHOCTN, CBA3AHHbLIX C CETEBbIMW COeAMHEHWUAMM, KOTOPbIe OnpedeneHbl COOTBETCTBYIOWMMMU PErynaTUBHLIMMI
WK 3akoHogaTenbHbIMKM opraHamy (BKMOYasa HauWoHanbHble NPaBUTENbCTBEHHbIE OpraHbl); 2) knaccudukauum gat-
HbIX, KOTOpPbIe ByayT XpaHUTLCS UMK NepeaaBaTbCs B CETH.

2) 310 BypeT BKMIOYaTh: 1) OLEHKY PUCKOB, CBA3AHHbLIX C NOTEHLMAmNbHLIMN HapyLIEeHNsIMM HeoBXoaMMbIX NPeany-
CaHWii 1 3aKOHOB, OTHOCSILLMXCS K CeTeBbIM COeAMHEHUsIM, KOTOPbIE OMNpeaeneHsl COOTBETCTBYIOLLMMMN PEryNsATUBHBIMU
WK 3aKkoHoAATeNbHLIMW OpraHamu (BKoYas HauuoHarnbHbIe NPaBUTENbCTBEHHbIE OpraHbl); 2) ucnonb3oBaHue ycra-
HOBIIEHHbIX MOTEHLUManbHbIX HEOGNaronpuATHLIX BO3AEWCTBUI Ha Gu3Hec, noATBepPKAAWMX Kraccudukaumio aHHbIX,
KoTopble ByayT XpaHUTBLCA UMK NepeaaBaThes B CETH.

3) 3ot pasgen 6ygeT BKMIOHATL CPEACTBa KOHTPONs, Heobxoanmble Ans cobnioAeHNs Npeannucanuii U 3aKoHOB,
CBSI3AHHbBIX C CETEBbIMM COEAVHEHUsIMU, KOTOpPbIe onpepaerieHbl COOTBETCTBYHOWMMM PEryIisiTMBHLIMM UM 3aKOHOAa-
TerlbHbIMU OpraHamu (BKMtoyvas HauMoHanbHble NpPaBUTEeNIbCTBEHHbIE OpraHsbl).

4) 370t pasgen GygeT BKIOYATL MOHUTOPMHI M MPOBEPKY CPEACTB KOHTPONs, HeobXoanMbix Ans coBriogeHus
npeanMcaHuii U 3aKOHOB, CBSI3aHHbBIX C CETEBbIMM COSAVHEHUSIMU, KOTOPbIE OnpeaerieHbl COOTBETCTBYIOWMMY peryns-
TUBHLIMM UNW 3aKOHOAATENbHBIMU OpraHamu (BKMioYasi HaUUOHamNbHbIE NMPaBUTENbCTBEHHbIE OPraHbl).

10
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CMOTpU Takxe
NCO/M3K
17799,
NCO/M3K
27001,
NCO/M3K
27003 n
NCO/M3K
27004

PucyHok 2 — Tpouecc MeHeAXMeHTa B KOHTEKCTE ceTeBol 6e30nacHOCTU

Ha pucyHke 2 cn/olHble YepHble IMHUM NpeAcTaBAsoT OCHOBHOE HanpaB/iieHMe npouecca, a nyHKTUpHas
yepHas /IMHUSE — MecCTO, rae MOryT GbiTb ONpeaesieHbl BuAbl PUCKOB 6€30MacHOCTU C NOMOLLbI0 pe3ynbTaToB
OLLEHKM prUCKOB 6e30MacHOCTU 1 NPOBOAVMOl PYKOBOACTBOM MPOBEPKM.

Kpome OCHOBHOrO Hanpas/fieHWsi NpoLiecca Ha HEKOTOPbIX 3Tanax BO3HWKAET NOTPEBGHOCTb NMOBTOPHOIO BO3-
BpaLleHus K pesynbTtaTam 6o/iee paHHUX 3TanoB A5 06ecneyeHns cornacoBaHHOCTU, B YACTHOCTM, K aTanam
«lMepecMoTp KOpPnopaTUBHOI NONUTUKA MHCDOPMAaLMOHHOW 6e30nacHoOCTU» U «[poBepKa CeTEBLIX apXUTEKTYP 1
NPUNOXEHNIA»,

- oce onpegeneHns BULOB PUCKOB 6€30MacHOCTU MOXET BO3HUKHYTb NOTPEGHOCTL NEpecMoTpa kopnopa-
TUBHOI NOMNTVKN MHDOPMALMOHHO 6Ge30MacHOCTW BCEACTBNE BO3HVKHOBEHWS HEKOTOPbIX (hakToB, KOTOpPbIE He
0XBa4eHbl HA 3TOM YPOBHE MOJIUTUKY;

- Npu onpeAeneHnun NoTeHunanbHbIX chep KOHTPOSA A0o/MKHA BbITb YyUTEHa KopnopaTMBHas NonTHKa UH-
chopMaLMOHHO 6e30MacHOCTM, MOTOMY UTO OHA MOXET, HANpUMep, ONpeaesnsiTh, YTO KOHKPeTHas 3aluTHas Mepa
[omkHa BbITb peann3oBaHa BO BCel opraHn3almMm He3aBycMmo OT PUCKOB;

- MpV NPOBEpPKe BapuaHTOB apXUTEKTYpbl 6e30MaCHOCTM HEOBXOAMMO paccMaTprBaTh CETEBbIE apXUTEKTY-
pbl 1 NPUNOXEHWS 4Ns 06ecneyvyeHns X COBMECTUMOCTMW.
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8 PaccmoTtpeHune Tpe6oBaHMI KOpNopaTUBHOW NONUTUKU MHGOPMaLMOHHON
6e3onacHoCTH

KopniopaTveHas nonvTuka MHpopMaLmMoHHOR 6e30nacHOCTH OpraH13aun MOXeT BKoHaTb (hopMynnpoBK/
HeobxoaMMOoCTU obecneyeHust KOHUAEHUNANBHOCTHU, LLeNOCTHOCTU, AOCTYNHOCTU, HEOTKa3yeMoCTH, NoAoTHeT-
HOCTW, MOASIMHHOCTW N OCTOBEPHOCTH, @ Takke onpeaeneHusl BUAoB yrpo3 U TpeboBaHUs KOHTPONA, KoTopble
HenocpeACTBEHHO CBSI3aHbl C CETEBbIMW COEANHEHUSIMU.

Hanpumep, Takas NonMTKa MOXET yTBepXaaTh, UTO:

- rMaBHas 3agaya — JOCTYMHOCTb onpedeneHHbIX BUAOB UHopMaLunm Unu yenyr;

- BCe CoeIMHEeHUs Yepes KOMMYTUPYEMbIe NUHUY 3anpeLLeHbl;

- BCe coeanHeHus ¢ VIHTepHeTOoM criefyeT OCyLLecTBSATL Yepes LWio3 6esonacHocTy;

- crefyeT Mcnonb3oBaTh onpeAeneHHbIR BMA LWto3a 6e3onacHocTy;

- nioboe nnatexHoe nopyyeHue (NpeanvcaHve) HeaencTeUTenbHO 6e3 LdpoBon Noanmcy.

Takune chopMynupoBkuM, onpegenexHms n TpebosaHus, yaydn NpUMeHUMbIMY B MacLlTabax opraHusauuu
unu coobluecTBa, criegyeT y4UTLIBaThL NPy onpedeneHun BUaoB puckos 6esonacHocTu (CM. pasgen 12) n onpe-
AeneHnm noteHumanbHbIX cchep KOHTPOIS Anst CETEBbIX coeAnHEHU (cM. pasaen 13). Ecniu cyliecTByioT niobbie
noaobHble TpeboBaHWUa 6e3onacHOCTU, OHU AOMKHbI BbiTh U3NOXEHbLI B NPEABapUTENBHOM (HEPHOBOM) Criucke
noTeHuWarnbHbIX cdhep KOHTPOMS 1 NPy HeObXOAUMOCTH OTpaXeHbl B BapuaHTax apxXuTekTypbl 6esonacHocTu. Pe-
KOMeHZaLMK Mo cTaTycy AOKYMeHTaLMW KOpriopaTMBHON NONUTUKWM MHOpMaLMOHHOW 6e30NacHOCTU B YacTy Noa-
Xo4a opraHusauum k obecneyeHuto MHGOPMaLUOHHOW 6e30MacHOCTU U NO ee COAePXaHUI0 U B3aUMOCBSI3U C
Apyroii fokyMeHTaLuel no 6esonacHoCTU ycTaHoBneHbl B ctaHgapTax MCO/M3K 13335-1 u UCO/M3K 17799.

9 lNMpoBepkKa ceTeBbIX apXUTEKTYP U NPUMNOXEeHUN

9.1 O6LWKe NoNnoXeHna

Kak ynomuHarnoch B HacTOsILLEM CTaHAapTe, CYLLEeCTBYIOT 3Tanbl yTBEPXKASHUA NoTeHUWanbHbIX Mep 6e30-
nacHocTtu, TpebyloLmxcs gnst ceTu:

- onpegeneHue Bmaa (BUA0OB) UCTIONb3YyeMbIX CETEBbIX COeAUHEHW;

- onpeaeneHne CeTeBbIX XapaKkTePUCTUK U B3aUMOCBSI3aHHbIX JOBEPUTENbHBIX OTHOLLEHWIA;

- onpegeneHue puckos 6e3onacHoCTY;

- paspaboTka crivicka HeoBXoaNMBIX cdhep KOHTPonsA" 1 COOTBETCTBYIOLLIMX NPOEKTOB.

CnepoBatb 3TWM 3Tanam Bcerga HeobxoauMo B KOHTEKCTE CETEBOW apXUTEKTYPbl U MPUNOXKEHUIA, KOTOpble
YK€ CYLLECTBYIOT U/ TOMBKO MiaHNPYOTCS.

COoOTBETCTBEHHO A0KHbI BbITh NOYYeHbI NOAPOBHOCTN O COOTBETCTBYIOLLE CETeBOW apXUTEKType 1 npu-
TNOXEHMSAX, KOTOPbIE AOMKHbI GbITh NPOBEPEHLI B Liensix obecneveHms Heobxognmoro NoHMMaHus nocneayLLmnx
3TanoB npotecca.

B pesynbTaTe ysICHEHNA 3TUX acNeKToB Ha caMoW paHHel cTaauy B NpoLiecce YCTaHOBMNEHUSI COOTBETCTBY-
tOLLIMX KpUTEpUEB onpeaeneHus TpebosaHuii 6esonacHocTy, onpedeneHust ccoep KOHTPOMS, MPOBEPKM BapUaHTOB
apXUTEKTYpbl TEXHUYECKO 6e30NacHOCTU U NMPUHATUS peLleHns O LenecoobpasHoCTU OAHOMO U3 HUX C TOUKM
3peHmns acbcpekTMBHOCTY ByayT co3d4aHbl YCIIOBUS ANs NPUHATUS Bonee pauoHanbHOro peLleHrst no obecneye-
HWto 6e3onacHoOCTH.

PaccMoTpeHne apxuTekTypHbIX acrekToB 6e30MacHOCTU CeTU U MPUITOXEHWA Ha caMOoi paHHeR cTaaumn aacT
BPeMs1 Ansl NPOBEPKY 3TUX apXUTEKTYP U BOSMOXHOR MoaudmkaLmm, ecni npuemsnemoe pelueHune no obecneye-
HWto 6e30MacHOCTU He MOXeET BbITb MPaKTUYECKM AOCTUMHYTO B TEKYLLIE apXUTeKType.

O6nactu, TpebytoLLne paccCMOTPEHUS, BKITOYaloT:

- BUAbl ceTen;

- CETEBbIE NPOTOKOSbI;

- ceTeBble NPUIIOXKEHUS;

- TEXHOSOMUM, UCNONb30BaHHbIE A4NA peanusauum ceTen.

HekoTopble BONpOCHI Al paCCMOTPEHUs B KaXAoi us aTux cdep obeyxaeHsl B 9.2—9.6. B pazgene 10
npeacTasneHbl pekoMeHaauum no naeHTUnkaumm BUAOB ceTeBbIX coeauHeHui, a B pasaene 11 — pekoMeHaa-
LMK No onpeaeneHuto ceTeBbIX XapakTepUCTUK U B3aUMOCBSI3aHHbIX IOBEPUTENbHBLIX OTHOLLEHUIA. B pasgene 12

1) NoapasymeBaioTcs chepbl KOHTPONSA, CBA3AHHBIE C UCTIONL30BAHMEM KpuATorpadmm, Ans obecneyeHns KoH-
hnaeHUManLHOCTH, LENOCTHOCTU U ayTeHTUMKaLWK.
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npeacTasneHsbl pekoMmeHaauum no uaeHTudpukauumn puckos 6esonacHocTu. (Ob6LLee pyKOBOACTBO NO CETEBLIM
apxuTeKkTypam v npunoxeHusiM MoxHo Haitn B UICO/MOIK 7498.)

9.2 Buabl ceTen

B 3aBMCUMOCTU OT OXBaTbIBaEMOK MU 0BNACcTN ceTU MOXXHO KnaccuduLumMpoBaTh Kak:

-JIBC, koTopble UCNOMNb3YIOT A4Sl NOKaNLHOro CoeANHEHUA CUCTEM;

-'BC, KoTOpbIe UCTIONL3YIOT AS151 COEAMHEHUA CUCTEM C OXBaTOM BIJ10TL 10 MAUPOBOTO.

(HekoTopble MCTOYHWKM TakoKe UCTIONb3YIOT TEPMUH «pervoHanbHas BbMUCIUTESIbHasi ceTb» AN NOKaNbHO
orpaHu4eHHol rnobarnbHol ceTu, HanpumMep B nNpegenax ropoga. OgHako B HacTosLee BpeMsi A Takux ceTel
UCMOMb3YIOT Te e TEXHOSIOMUM, 4YTO U AN MobanbHbIX ceTel, N03TOMY CYLLeCTBEHHbIX Pasfvinin Mexay perv-
oHanbHOW 1 rmobansbHoi ceThbio Borblue He cylecTayeT. Kpome Toro, 4ns Lienei HacTosLLero craHgapTa nepco-
HanbHble ceTu ByayT oTHeceHbl K JIBC.)

9.3 CeTeBble NPOTOKOMbI

PasnuuHble NpoTOKOMNbI UMEIOT pasnnyHble XapakTepucTuki 6e3onacHocTu U nognexar ocoboMy paccMmoT-
peHuto. Hanprumep:

- NPOTOKONbI pasaensiemMol cpefibl B OCHOBHOM ncnosb3aytoT B JIBC, n oHn obecneumBaoT MexaHn3Mbl
perynmpoBaHus UCMOSb30BaHUS pasaensieMor cpegbl Mexay coeguHeHHbIMU cuctemamu. Mpu ncnons3osaHum
pasgensieMoii cpeabl BCs MHOpMaLust B ceTu hrU3ndecky AoCTynHa BCeM NoACOEeAUHEHHBIM CUCTEMaM;

- NPOTOKOSbI MapLUPYTU3aLIMKU UCTIONL3YIOT 4SS onpeaeneHna MapLUpYTOB Yepes passinyHble y3nbl, No Ko-
TopbIM NepegatoT uHdopmauumio B 'BC. UHdopmauua cusuyieckn AocTynHa Ans BCex CUCTeM BAONbL MapLupyTa,
U MapLLpyTU3aLusa MOXeT 6bITb U3MeHeHa CryYaHo AN HaMepeHHo;

- npoTtokosbl MPLS (MHOronpoToKONbHOW KOMMYTaLM METOK-NPU3HAKOB), Ha KOTOPbIX OCHOBaHbI pa3Hble
BUAbI ceTel, NPeAoCTaBNSAIOLLMX YCIYTU CBSA3W, MO3BOSAOT MHOTMM YaCTHBIM CETAM AenuTh 6a30BY1o ceTb, Npe-
AOCTaBNSIOLLYIO YCNYTW CBSI3U, MPUYEM HU OAWH U3 YSIEHOB KakoM-nnbo 4acTHOW ceTu He 3HaeT O CyLLecTBOBa-
HWUW OPYTUX YaCTHBLIX CeTei, COBMECTHO UCTONb3ylowmx aTy 6asosyto ceTb. NMpoTokonsl MPLS B ocHoBHOM npu-
meHsioT B VPN, rae ans uaeHtudukaumm n pasgeneHua tpaduka, npuHaanexawero pasHeim VPN, ncnonssytot
meTku-npusHaky (VPN, ocHoBaHHas Ha MPLS, He ocHoBaHa Ha MexaHu3max L poBaHua AaHHbIX). 3To gaet
BO3MOXHOCTb KOpropaT/BHbIM KITMeHTaM nepeAaBaTth CBOK BHYTPEHHIO ceTb MpoBaiaepy ycnyr v, Takum obpa-
30M, n3beratb HeOBXOAMMOCTU pa3BepThLIBATL U OCYLLECTBAATL ynpasneHue cobcTBeHHON 6a30Bol ceTblo Ha
ocHoBe IP-agpecoB. OcHOBHOE NMPerMyLLECTBO COCTOUT B BO3MOXKHOCTU COEANHEHUS CETEBbLIX YCNYT, TaKUX, Kak
nepegava peyn 1 AaHHbIX B CETU, C UCNOMb30BaHWEM MeXaHU3MOB kadecTBa obcnyxusaHusi Ansa obecneyeHus
PYHKLVOHUPOBaHUS B peXMe pearibHOro BpeMeHU.

MHorue npoToKkonbl, UCNonb3yemble B ceTsX, He obecnevunsatoT 6e3onacHocTb. Hanpumep, ons nssneve-
HWsi Naporen U3 ceTeBoro Tpaduka 3rMoyMbILLIEHHUKA 0BbIMHO UCNONL3YIOT UHCTPYMEHTanbHbIe cpeacTBa. 310
aenaeT NpUnoXeHus, noceinarLLme HesalwngpoBaHHbIe Napony Yepes obLLeAoCTyNHbIE CETU, KpaiHe YSI3BUMbI-
MU.

MHorune npoToKobl MOTyT 6bITh UCMONE30BaHLI COBMECTHO € Pa3NUYHLIMU CpedamMu U TOMOMOTUSIMA CETH, a
TaKkKe nyTem nprMeHeHsi NpoBoAHbIX 1 6ecnpoBOAHbLIX TEXHOMOMUIA. Bo MHOMMX crniyqasix aTo okasbiBaeT Aonon-
HUTEeNbHOE BUSIHWE Ha XapakTepUCTUkN 6e30nacHOCTU.

9.4 CeTeBble NPUNOXEHUS

Buabl npunoXeHuid, ncnonb3yeMbix B ceTh, A0SKHbI BbITh pacCMOTPEeHbI B KOHTEKCTe GesonacHocTu. 3Tn
BWAbI MOTYT BKITHOYaTL:!

- PUNOXEHWNS K TOHKOrO» KIMEHTa;

- HacCTorbHbIE NPUNOXEHNUS;

- MPUNOXKEHWS Ha OCHOBE aMYNSILUM TEPMUHANA;

- UHDPACTPYKTYpPbI U MPUNoXKeHUs1 06MeHa COOBLLIEHNSIMU;

- NIPUNOXEHUS «XPaHUTL U HANPaBUTb» UM OCHOBaHHbIE Ha Bydepuraanm;

- MPUNOXKEHUSA KKITUEHT-CepBep».

CnepgytoLue NpumMepbl MoKasbIBatoT, Kak XapakTepUCTUKU NPUNOXEHWA BNUsSIIOT Ha TpeboBaHus 6esonacHo-
CTV CETEBOW cpebl, KOTOPYH OHWU MOTYT UCMOJ1b30BaTb:

- NpUnoXxeHus obmMeHa coobLLeHUsIMU (Takne, Kak LW poBaHME U 3NEKTPOHHbIE LndpoBbie Noanncy anst
coobLLeHnin) MoryT obecneunBaTh afeKkBaTHbIA ypoBeHb besonacHocTy 6es peanusauum cnelpansHelix mep 6e3o-
nacHoOCTK B ceTu;

- ANS peanusaunm COOTBETCTBYIOLLNX (DYHKLMOHANBHBIX BOSMOXHOCTEN MPUNOXEHUSI K TOHKOTO» KIIMeHTa
MoryT TpeboBaTh 3arpysku MobunsHoro koga. Tak kak KoHbuaAeHUWanbHOCTL MOXET BbITb MeHee BaxkHOI npobne-
MOV B 3TOM KOHTEKCTE, YeM LIefIOCTHOCTb, A5l o6ecrneyeHrs BbllLeyKasaHHOro ceTb AOSMKHA NPeaocTaBnATb
COOTBETCTBYHOLLME MeXaHN3Mbl. B kauecTBe anbTepHaTUBLI MPY YCNOBWUMW BbinonHeHust 6onee ctpornx Tpebosa-
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HWUIA 3NeKTpoHHas uudposas noanucb MOBUNBHOMO Kofda obecneyunT LenoCTHOCTL U AOMONMHUTENbHYO ayTeHTU-
dukaLmio. HacTo 3To OCyLLECTBASAETCH B CaMoli CTPYKTYPE NPUNOXEHNs, NO3TOMY HeoBXoAUMOCTU NpeaocTasne-
HUS 3TUX YCNYT B CETU MOXET He BO3HUKHYTh;

- MPUNOXEHWS TUMA «XPaHUTL U HaNpaBUTb» UM OCHOBaHHLIE Ha Bydepusanum NpuNoxeHns oGbIMHO Bpe-
MEHHO XpaHAT BaXkHble AaHHble ANd AanbHenLel 06paboTkM B IPOMEXYTOUHbIX yanax. TpeboBaHns LLenocTHoC-
TW 1 KOHUAEHUMaNbHOCTK ANnga obecrnevyeHns 3amnTbl AaHHbIX BO BpeMsi TpaH3uUTa B ceTu NoTpebyoT CooTBeT-
cTBytoWmMx Mep 6esonacHocTu. OgHaKko U3-3a BPEMEHHOTO XpaHeHUs! AaHHbIX Ha MPOMEXYTOYHbIX XOCTax aTUX
mMep 6e3onacHOCTN MOXeT bbITb HegoCcTaTouHO. TakumM 06pasom, MoryT 6bITb BoCTpeboBaHbl 4OMONHUTENBHbIE
Mepbl 6€30NacCHOCTU ANs 3aLUUThl AaHHBLIX, XPaHSLLMXCA Ha NPOMEXYTOUYHbIX XOCTax.

9.5 TexHonorum, ucnonb3yemMble AN peanusauum cetTen

CeTu MOryT BbITh OpraHM3oBaHbl pasnuuHeiMK cpegctTeaMmu. OBLLYIO CTPYKTYPY 3TUX CPEACTB onpeaensitoT
reorpaduyeckune NpocTpaHCTBa, OXBaTbiBaeMble CEThIO.

9.5.1 lNNokanbHbIe ceTn

TNBC npeactaensieT coboli ceTb AN coeAMHEHUS1 KOMMBIOTEPOB U cepBepPOB Ha HebobLLIOM reorpaduyec-
KOM npocTpaHcTBe. Pasmepbl ceTi BapbUpYOTCA OT HECKOSBKUX CBA3AHHbLIX CUCTEM, Harnpumep opMUpYOLLNX
OOMaLLIHIOW CETb, 40 HECKOMbKUX ThICSIY CUCTEM, HanpuMep B ceTU yHUBepcuTeTckoro ropoaka. ObbluHbIe pea-
nu3yemMble YCryrv BKIYaoT KONNEeKTUBHOE NCMONb30BaHNE Taknx pecypcoB, Kak MpUHTEp, U COBMECTHOE UC-
nonb3oBaHue hainnos n npunoxeHnii. Tawke NIBC obblbuHO 0becneunBaroT LeHTpann3oBaHHbIe yenyru Tuna ob-
MeHa COOBLLEHUAMK MK 3NEKTPOHHOTO kKaneHaaps. B HekoTopblx cnyyasx NIBC Takke UCnonb3yoT Anst 3aMeHbl
TpaauUMOHHOW OYHKLMM APYTX CETEN, Hanpumep, Koraa npoTokonbl 1 cepBucel VolP npegoctaBnsioTcs B Kave-
CTBE 3aMeHbl TenemoHHOW ceTn Ha ocHose oducHo ATC. Hebonblune INBC valle Bcero peanunsytoT ¢ UCNonb-
30BaHVeM TEXHOSOMMI C pasgensiemMoli nponyckHoi cnocobHocThto. Ethernet-npoTtokon npeacrasnset coboi ctax-
OapTHYI0 TeXHOMNOrUo, KoTopasi Bbina paclunpeHa ans obecnedeHns 6ornee BbICOKON NPONYCKHOM CMOCOBHOCTH,
a Takke Ansa nogaepxku 6ecnpoBofHon cpeabl. MockonbKy TEXHONOrUK ¢ pasgensieMoli NponyckHol cnocobHo-
CTbI0, Y BYacTHocTU Ethernet, umetoT orpaHnyeHust B ceTax bonbLiero pasmepa, B cpefe NIBC Takke ncnonbay-
tOT TUNWUYHbIE TexHonorun MBC, Hanpumep MapLLpyTU3Mpyemble NpoTokombl. FIBC MoryT uMeTk NPOBOAHYO UK
6ecnpoBOAHYO OCHOBY.

9.5.1.1 MNposoaHaa JIBC

MpoeoaHas NBC 06bl4HO COCTOUT U3 Y3110B, COEAMHEHHbBIX B CETb Yepes CeTeBOV KOMMYTaTop U KOHLEH-
TpaTop NocpeacTBOM CeTEBLIX kKabenen, KoTopble MOryT obecrnevnBaTb BO3MOXHOCTY BLICOKOCKOPOCTHOM Nepe-
Aaun garHbix. LLnpoko nasectHble TexHonorum NBC skntovatoT Ethernet (IEEE 802.3) 1 Token Ring (IEEE 802.5).

9.5.1.2 becnposogHas JIBC

BecnposogHas nokanbHas ceTb (BEBC) ncnonbayeT paavoBOHbI BLICOKOR YacTOThl AN Nepeaaqn ceTe-
BbIX NaKeTOB No Bo3ayXxy. Ee yHukansHoCTL 3akntovaeTca B GeicTpoTe opraHusaummn NBC 6e3 HeobxoaumocTu
npoknagkx nposogos. LUnpoko nasectHble TexHonorin 6BC skntovatoT peanunsauunn IEEE 802.11 u Bluetooth.

9.5.2 Nno6anbHble BbIMUCNUTENbHBbIE CETU

nobanbHble BblumMcnuTeneHble ceTu (TBC) ncnonb3yoT Ansa coeanHeHns yaaneHHbIX nyHkTos 1 ux JIBC.
MBC mMoxeT 6bITh co3faHa ¢ UCronbL3oBaHUeM kabene 1 kaHanoB CBA3W NpoBakaepa ycnyr Unu, 4To NPoUCxo-
auT Bonee 4acTo, NyTem apeHabl yCnyru y npoeaigepa ceteli cessun. TexHonorum MBC genatoT BO3MOXHbIM
nepegaydy 1 MapLLpyTU3aL o ceTeBOro Tpaduka Ha 6onblune pacCcTosAHUA 1 0BbIMHO obecnevnBatoT LWMPOoKUE
BO3MOXHOCTU MapLLpyTU3aLmmn ans HanpasneHusi ceTeBblX NakeTos B JIBC Hy)KHOro nyHKTa HazHadeHWs1. O6bIYHO
ans ceasun mexay cobon JIBC ncnonbaytoT hnsmyeckyto 06LLeAoCTYMHYIO CeTEBYIO MHPacTPYKTYpy, Hanpumep
BblAeNeHHble MUHUK, CMTYTHUKOBYIO CBSA3b UMM BONOKOHHO-oNTUYeckne kabenw. TBC moxeT BbITb NPOBOAHON UK
6ecnpoBoaHOA.

9.5.2.1 MposoaHasa NBC

MpoeogHasa MBC 06bIYHO COCTOUT M3 YCTPOICTB MapLUpyTU3aLum (Hanpumep, MapLupyT13aTopos), coeau-
HEHHbIX C OBLLEAOCTYNHON UM YaCTHOW CETbIO TENEKOMMYHUKALMOHHBIMY Kabensimu. LLIMpoko N3BECTHbIE TEXHO-
noruv npoBoaHou rnobansHol ceTu BrktodatoT ATM, peTpaHcnsymio Kagpos v MpoTokonbl X.25.

9.5.2.2 becnposogHan 'BC

BecnposogHas MBC 06bI4HO UCNONb3yeT paAnoBOSHbl AN nepefaqn ceTeBbIX NakeToB No BO3AYXY Ha
6onbLUMe pacCTOSIHUSA, KOTOPbIE MOTYT COCTaBNATb A0 AECATN KunoMeTpoB viun 6onee. LUnMpoko n3BecTHble TEXHO-
norunn 6ecnposoaHor rnobansHoin cetu BrntovaoT TDMA, CDMA, GSM 1 npoTtokon IEEE 802.16.

9.6 Opyrue coobpaxeHus

Mpu paccMoTpeHnn ceTeBON apXUTEKTYPLI U MPUITOXKEHUIA credyeT Takke obpaTuTe BHUMaHUe Ha cylle-
CTBYIOLLME BHYTPU OpraHusaunn ceTeBble CoeqUHEHNs], UcxoasLine U3 opraHusauum unu Bxogsiive B Hee, a
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Takke Ha ceTb, C KOTOPOI NpeanonaraeTcsi OCyLLEeCcTBUTL coeanHeHue. CyLLecTByOLMe COeUHEHUA opraHuaa-
LK MOTYT OrpaHUunBaThL UK He JOMYCKaTb CO3AaHne HOBbIX COEAMHEHW, HanprUMep, 3-3a 3akNYeHHbIX COo-
rnalleHuii nnu koHTpakToB. CyLLecTBOBaHWE APYrX COeAMHEeHUI Yy CeTu, K KOTOPOI TpebyeTca noacoeanHeHve,
MOXET NMPUBECTYU K NOABMEHWIO OMONHUTENbHLIX YSI3BUMOCTEW 1, criefqoBaTenbHo, 6onee BbICOKUX PUCKOB, YTO
onpaeabIBaeT NpuMeHeHne 6onee CTPorux Wunu AoNCNHUTENbHLIX Mep 6e30MacHOCTH.

10 UaeHTUhDMKaLmua BUAOB ceTeBbIX COeaUHEHUN

CylectByeT MHOrO 06LLIMX BUAOB CETEBbIX COeAUHEHWUIA, KOTOpbIe MOryT BbITh BOCTpe6oBaHbLI opraHu3auu-
e nnun coobLuecTBOM. HekoTopble 13 3TUX BUAOB COeQUHEHWIA MOXKHO OCYLLECTBMNATL Yepes YacTHbIe ceTu (Aoc-
TYN K KOTOPLIM OrpaHveH onpeaeneHHbIM coobLLecTBOM), a HEKOTOpble — Yepes obLLeA0CTYMHbIe ceTu (AoCTyn
K KOTOPbIM MNOTEHLMansHo BO3MOXeH Moboi opraHnsaLmm unm nuuly). Kpome Toro, 3T BUAbI CETEBLIX COeAUHEHUIA
MOXXHO MCMOMb30BaTb ANsl PasfMUHbIX YCIYT, HAanpUMep SMEKTPOHHOW NOYTbI MU 3NEKTPOHHOro 0bMeHa AaHHbI-
Mu. Takke MOXHO UCToNb30BaTL cpeacTBa MHTepHeTa, MHTpaHeTa Uim akcTpaHeTa, KaxaoMy 13 KOTOPbIX NpUCy-
LW pasnuyHble Noaxoapl, cBszaHHble ¢ obecneveHnem 6ezonacHocTu. Kaxablid BUG cOegUHEeHUA MOXeT UMEeTb
pasfnyHyo CTENEHb YA3BUMOCTU W, crieqoBaTesflbHO, CBA3aHHbIE C HEM pUCKK 6e30NacHOCTH, MOSTOMY B KOHEY-
HOM WTOre AN KaXaoro Buaa MoxeT noTpeboBaTbesi pa3nuyHbIi Habop Mep BesonacHocTy (cM. NCO/M3BK 17799).

MpuBeaeHHas Hke Tabnmua 1 nokasbiBaeT 0gMH U3 cnocoboB knaccudmrkaum obLNX BUOOB ceTeBbIX
coefiMHEeHWIA, KOTopble MOryT noTpeboBaTbecs ANs BedeHns braHeca, ¢ onucaTesibHbIM MpUMepoM A4S KaXaoro
BMaa.

O6paLLas go/mkHoe BHUMaHWe Ha COOTBETCTBYHOLLME CETEBbLIE apXUTEKTYPbI M NpUoxkeHust (cM. pasgen 9),
crnegyert BbIGpaTh OAUH UM HECKONBKO BUAOB U3 NpeAcTaBneHHbIX B Tabnvue 1 B KayecTBe BUAOB, OTBEYAIOLLMX
TpeboBaHNsIM paccMaTpMBaEMOro CETEBOr0 CoeaUHEHNsT (COEAUHEHWN).

Cnegyet OTMETUTE, YTO ONMUCaHHbIE B HACTOSILLIEM CTarAapTe obLme BUAbI CeTeBbIX COeAUHEHUA CTPYKTY-
pUpoBaHbI 1 KnaccunumpoBaHbl CKopee C TOYKK 3peHust BusHeca, YemM C TEXHUYECKOM TOUKU 3peHns. 3TO 03Ha-
YyaeT, YTO ABa pa3fiMYHbLIX BUAa CeTeBbIX COeANHEHNA NHOorga MoryT BbiTb peanv3oBaHbl ¢ UCMONb30BaHUEM
CXOAHbIX TEXHUYECKMNX CPEACTB U YTO B HEKOTOPLIX CryyYasax Mepbl 6€30nacHOCTU MOTyT BbITb CXOAHBLIMU, HO €CTb
W gpyrve crnyyau, B KOTOPbLIX OHU ByayT pasnnuHbIMU.

Tab6nwnuya1—Buabl ceTeBbiX COeANHEHNI

0603HaYeHNe Bup cetesoro MNpumep onucaHun
COeaUHEeHMUs
A CoeavHeHue B npe- CoeguHeHne mexay pasnuuHbIMU YacTAMU OQHOW U TOW e opraHusa-
Aenax eguHCTBEHHOrO | uMn B npeaenax ogHoro U TOro Xe KOHTPONUpyemMoro MecTononoXeHus, To
KOHTPONUPYEMOTO MeC- | €CTb €AUHCTBEHHOIO KOHTPONUPYEMOro CTPOEHUS UMW NNOLWAAKN
TOMOMOXEHNUA OpraHun-
3auumn
B CoeanHeHne Mex- CoegvHeHne mexay permoHanbHbIMU oducamu (Wunu permoHanbHbl-
Ay pasHbiMuU reorpacm- | Myu omucamm ¢ LeHTpanbHOW NOWaaKon) B paMmkax eauHon opraHmsaumm
yeckun pasgeneHHbimu | yepes MBC. Npu aToM Buge ceteBoro coeanHeHns 60nNbWNHCTBO, €CNKU He
YacTsiMM OOHOM U TOW | BCE NOMb30BaTENM, UMEIOT BO3SMOXHOCTb NONY4YMTh AOCTYN K MH(OpMauun-
Xe opraHusaumu OHHbIM CUCTEMAaM uepe3 CeTb, HO HE y BCeX nonb3oBaTenen B npegenax
opranmsaumm 6yaeT caHKUMOHMpOBaHWE ANA AOCTYNa KO BCEM NPUNoXe-
HUSAIM UM MHcpopmauum (TO €cTb AOCTYN Kaxaoro nonb3osartens byaer
OCYLLECTBNATLCA TONbKO B COOTBETCTBUM C NPEAOCTaBNEHHbIMU NPUBUNE-
msamu). OgHMM 13 BMAOB AOCTYNa W3 APYroi 4actu OpraHu3auuym Moxet
6bITb gOCTYN ANs uenei yaaneHHOro TexHU4Yeckoro o6cnyxusanuns. 3tomy
BUZyY nonb3oBaTterniell U cCoOeauHEeHN MOXET NpucBanBaTbesa 6onbwe npu-
BUNerui gocryna
C CoeAMHEHNS1 MEX- Mcnonb3oBaHne MOGUNbHBLIX TEPMUHAMNOB AaHHbIX CRyXawummn (Ha-
Ay NIowaaKoi opraHu- | npumep, NpoAaBLOM, NPOBEPSIOWMM AOCTYNHOCTL TOBapa ¢ Nnow,aaku
3auuM M NepcoHarnomM, | KNueHTa) Unu ycTaHoOBMeHWe YAANEeHHON CBSI3N C BblUMCNUTENbHBIMU CUC-
paboTaiowum Bganu ot | TeMamMu OpraHu3auum crnyxawymu, paGoTalowmmMmm goma unmM Ha apyrmx
opraHMsauum yZAaneHHbIX Nrowaakax, He CBA3aHHbIX CETbI0, NOANEPXKMBAEMON OpraHu-
3aument. [pu 3TOM Buae CeTEBOro COeAUHEHUs NONb30BaTENb aBTOPU3YET-
CSl KAk CUCTEMHbI nornb3oBartens B ceoen JIBC
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Okonyanue mabnuupi 1

0O6o3HaveHne Bua ceresoro Mpumep onucaHus
COeAUHEHUA
D CoeanHeHust Mex- CoeaunHenne mexay ABymsi unu 6onee opraHmsauusiMu, rae cyllecTBy-
Ay pasHbIMK OpraHu3a- | et noTpebHocTb GU3Heca B o6neryeHMn arnekTPOHHbLIX TPaH3aKLUMA Mexay
uMAMKM B npepenax | opraHmsaumaMmy (Hanpumep, aNeKTPOHHbIA nepeBoj nnarexen B 6aHKoB-
3aMKHYTOro coobuwe- | ckoil uHgycTpumn). ATOT BUA CETEBOTO COEAVMHEHUS1 CXOAEH C OMUCAHHBLIM
CTBa, Hanpumep, 13-3a | Boiwe BUAOM B, 3a uckroueHnem TOro, YTo CBsA3aHHbie Mexay coboii nno-
[OTOBOPHLIX MINW APYTMX | Waakvm npuHagnexar AByMm unu bonee opraHusauusiM U YTO COeiMHEHUE
iopunanyeckn o06a3a- | He npeaHa3HaYeHo Ansi NpeAoCcTaBIeHUsl [OCTYNa K NOMHOMY CIEKTPY Nnpu-
TENbHbIX CUTYaUUIA MNW | NOXKEHUIA, UCMIONb3YEMbIX KaXA0M M3 OopraHu3auni-y4acTHUL
M3-3a CXOOHbIX UHTEepe-
coB GuaHeca, Hanpwm-
mep GaHKOBCKMX ycnyr
UNN CTPaxoBaHus
E CoeguHenuns ¢ gpy- 9710 MOXeT ObITb JOCTYN K yAaneHHbIM 6a3am gaHHbIX, nogaepXxuBae-
TMMKU OpraHuM3auusmMm | MbIM ApYrMMW opraHu3aumsimm (Hanpumep, Yepe3 npoBaiepoB YCryr).
Mpu Takom BuOe CETEBOro COEAMHEHUsI BCEX MONb3oBaTene, BKIo4vast
nonb3oBaTternei NoAKMOYaemMoi opraHu3auum, UHAMBUAYarnbHO 3apaHee
aBTOpM3yeT BHELLUHSSI OpraHn3auus, K Ybei nHdopMmauum npeaocTaBnseT-
¢a goctyn. OgHako, XOTs BCe NOSib30BaTeny 3apaHee aBTopu3yoTcs, 34eCb
MOXEeT He OblTb WHOW NPOBEPKM MOTEHUMAanbHbIX Nonb3oBaTenedi, KpoMe
NPOBEPKM, CBSA3AHHOW C MX CNOCOBHOCTLIO NNaTuTh 3a npegraraemoie yc-
nyrn. 910 MOXET OblTb TakKe JOCTYN K NPUITOXEHUSIM B CUCTEMAaX OpraHu-
3auun, XpaHsawum nnu obpabaTbiBaowmm MHGOPMALMIO OpraHM3aumm,
KOTOPbIA MOXET ObiTb NPeaoCTaBIEeH MOMb30BaTENsM M3 BHELWHUX Opra-
Hu3auuii. B aTnx obctosTenscTBax BHeWHWE Nonb3oBaTenu byayT naeecr-
HbIMU 1 aBTOpU30BaHHbIMKU. OAHMM M3 BUOOB A0OCTYNa U3 Opyrow opraHu-
3auum moxeT 6bITe AOCTYN AN Uener yaaneHHoro TeXHu4eckoro obcny-
XKMBaHUA. STOMY BMay MONb30BaTENnen U coeauHeHnin MoxeTt OblTb npu-
CBOEHO Gonblue NpUBUMEriA gocTyna
F CoeavHenus ¢ o6- Mone3oBatenu opraHM3aumMm MoryT MHULMMPOBATL AOCTYN K obwenoc-
WedoCTYNHbBIM gome- | TynHeIM 6a3am gaHHbIxX, BeG-caiitam u/mnu cnyxb6am 3neKTpoHHOW MOoYThI
HOM (Hanpumep, 4Yepe3 VHTepHET), Npu STOM JOCTYN MHUUMMUPYIOT Arsl Taknx
uenem, kak nomck nHcdopmMauun unu nepegada uHopmaumm otT/K nuuam
u/vnu nnowazkam, Kotopele He Obiny cneunanbHO 3apaHee aBTOPU3OBa-
Hbl opraHusauueii. [py 3Tom BUAe coeauHEHUs NONb3oBaTeNn opraHu3a-
LMK MOTYT UCMONb30BaTh 3TO CPEACTBO Ans uenel opraHm3aumm (BO3mMox-
HO, Jaxe 4YacTHbIX); OQHAKO KOHTPOJSb OpraHuM3auuu Hapj nepeaaBaeMoi
nHbopMaumen MoXeT ObiTb NULb HE3HAYUTENbHBIM, €Cr BoobLe oH Oy-
AeT umeTtbesi. BHeWHMMKU nonb3oBartenssMm MoXeT ObiTb MHMUUMPOBAH
DOCTYN K CpeacTBaM opraHmsaumm (Hanpumep, Yyepes MHtepHeT). Mpu atom
BME CETEBOr0 COEAMHEHUS AOCTYN UHAMBUAYAIbHbLIX BHELHUX MOMb30Ba-
Tenemn 3apaHee He Obin crneunanbHO CaHKUMOHUPOBaH OpraHv3auuvei
G CoeguHeHuns ¢ Te- MoxeT 6blTb MHULUMUPOBAH AOCTYN K KOMMYTUpPYeMOh cetun obuiero
negoHHOW ceTblo 06- | nonb3oBaHus ¢ TenecdoHa B IP-ceTn. Takne coeguHeHnst SIBNSAIOTCA HEKOH-
Lero nosib30BaHUS M3 | TPONMPYEMbIMM, Tak Kak 3BOHKM MOTYT NPUHUMATBLCS M3 NMoboi ToUkn Mupa
IP-cpeabl

11 MpoBepkKa ceTeBbIX XapaKTePUCTUK U B3aMMOCBSI3aHHbIX AOBEPUTENbHbIX
OTHOLUEHUW

11.1 CeTeBble XapakTepUCTUKU

CeTeBble XapakTepUCTUKN CyLLEeCTBYIOLLEN WK NpeanaraemMoi ceTn Heobxoaumo npoeepsATs. OcobeHHo
Ba)KHO MOEHTUDULMPOBATL, ABMNAETCA N CETh!

- 06LLea0CTYNHON CEeThio — CeTbIo, KOTOPaa AOCTYNHA KaXKAOMY; UK
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- YaCTHOl ceTblo, HANPUMEpP CeTbi, COCTOSILEN U3 HAXOASALWMXCA B COBCTBEHHOCTU UAN BblAENEHHbIX NN-
HWA 1 NO3TOMY cumMTatLelica 6onee 6e3onacHoii, 4em o6LW,ef0CTyNHAsA CeTb.

Takxe BaXHO 3HaTb B NepefaBaeMbiX CETbI0 AaHHbIX, Hanpumep:

- ceTb Nepepayn AaHHbIX — CeTb, Nepegatollas rnaBHbIM 06pa3oM gaHHble M UCNO/b3YyoLWas NPOTOKObI
nepefayv AaHHbIX;

- ceTb Nepejauun ronoca — ceTb, NpegHasHavyeHHasa gnsa renedoHa, HO Takxe NMpurogHas gnsa nepegavu
OaHHbIX;

- ceTb, 06beAMHAK W AN Nepefayy AaHHbIX, Nepeaady rosoca u (BO3MOXHO) nepegavy BUAEOCUTHAOB.

Takxe 3HaymMma cnepyrouiaa nHopmauma:

- AIBNSAETCA NN CeTb MaKeTHOM CEeTb MM KOMMYTUPYEMOW CETbIO;

- nogAepXuBaeT 1M OHA Ka4yecTBO 06CNYXMUBaHUS, HanpuMmep, B ceTu, paboTatouieli Ha ocHoBe MPLS.

MpumeyaHune — KayecTBo 06CnyXnBaHNsA 03Ha4YaeT nogaepxaHue cTabuibHOCTU XxapakTepuctuk. CeteBble
YCNyr NpUroAHbl Npyu o6ecnevyeHM MUHUMANbLHOTO YPOBHS XapakTepucTuk (PYHKLUMOHMPOBaHWA). Hanpumep, B criyyae
HeaZleKBaTHOCTM MOJIOChI NPOMNYCKaHWA NpU NpefoCTaBMEHUN YCYTU Nepefayn ronoca peds GyAeT NpepbiBaTbCs U UCKa-
Xatbcs. KauecTBo 06CNyXMBaHUS OTHOCUTCSI K CMOCOGHOCTM CETEBOI CUCTEMbI NOAAEPXKMNBATHL AAHHYIO YCIYTy Ha Tpeoby-
€MOM MWHUMaJ/IbHOM YPOBHE (PYHKLMOHUPOBAHUS UM Bbille Hero.

Kpome Toro, crnegyeT ycTaHOBUTb, ABNAETCA /IN COEAMHEHMNE MOCTOAHHBLIM UN OHO yCTaHaB/iMBaeTcs Mo
HeobxoanuMocCTu.

11.2 [JoBepuTesibHble OTHOLIEHUA

Korpa xapakTepucTuku cyliecTByloLlW el nny npegnaraeMoin cetm naoeHTULMpoBaHbl 1, Kak MUHUMYM,
YCTaHOBJ/IEHO, ABMSIETCA NN CeTb 06WefoCTyNHOW nam YacTHoi (cm. 11.1), AONXHbI 6bITb MAEHTUAULUPOBAHDI
B3aMMOCBSA3aHHble JOBEPUTE/IbHbIE OTHOLIEHMNSA.

Bo-nepBbix, HEO6X0AUMO ONpeAennTb CTeNeHb AOBEPUA NPUMEHUMOl cpeabl (Buaa cpefbl), CBA3aHHON C
ceTeBbIM cOoefjuHeHNEM (COeAMHEHNAMN), NYTEM BbiGOpa 13 NPeACTaB/IEHHOIO HUXE Cnucka:

- cpeja C HU3KOW CTeneHblo 40BEPUS, Takas, Kak ceTb C HEM3BECTHbIM KPYrom nosib3oBaTteneii;

- cpefa co cpefHei cTeneHblo 4OBepus, Takas, kak cCeTb C U3BECTHbIM KPYrom nofnb3oBaTeneii u B npege-
nax 3aMKHYTOro 6usHec-coobu,ecTBa (M3 HECKO/IbKUX OpraHn3aymnii);

- cpejfa C BbICOKOW CTeneHbl A0OBepus, Takas, Kak ceTb C M3BECTHbIM KpPYroM nosb3oBaTteneli TONbKo B
npegenax opraHusayum.

Bo-BTOpbIX, YTOGbLI yCTAHOBUTb AOBEPUTE/IbHbIE OTHOLLIEHUSA, COOTBETCTBYHOLLAA CTENEHb JOBEPUSA Cpeabl
(Hn3Kas, cpefHAsa 1 BbicoKas) AO/KHA GbiTb CBA3aHa C NPUMEHUMOI ceTeBOl XxapakTepmucTukon (obwenocTynHas
WM YacTHas ceTb) M BUAOM (BUgamn) 3agenctBoBaHHOro ceteBoro coegmHernus (ot A go G). 3170 MOXeET 6bITb
BbINO/THEHO C UCNO/Ib30BaAHNUEM MaTpuLbl, NOA06HOW Tabnuue 2.

Ta6bnuuya2 — VgeHTudukayns JOBEPUTENbHbBIX OTHOLWEHWNIA
Buapl ceTeBbIX COeAUHEHNI CreneHb gosepusa cpedbl
(cm. pasgen 10)
Huzkas CpepHsist Bblcokas

F D B

o b O6uwepoctynHas
5 g G E C

K -y

8 £ D A
E— YacTHas E B
C

Ha ocHoBe Ta6nuubl 2 4o/mkHa 6bITh ONpeAesieHa cnpaBoyHas MHgopMaumsa no onMcaHnsaM XxapakTepucTuk
AN COOTBETCTBYOLUX KAaTETOPMii OBEPUTENBHBIX OTHOLWEHN. ONUcaHnsi BCEX BO3MOXHbIX KaTeropuii osepu-
TefIbHbIX OTHOLWeEHWI NpeacTaBieHbl B Tabnuue 3.
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T a 6 nwuuya3— Xapakrepuctvka 4OBEpPUTENbHBIX OTHOLLEHWIA

Kateropus poBeputenbHbIX Onucanune
OTHOLLUEHUIA

Huzkas/obwepocTtynHas Huskas cteneHb JOBEpPUSA U UCNONb30BaHWE O6WeQOCTYNHOW ceTn
CpeaHss/obwenoctynHas CpeaHsis cTeneHb A0BepUs U UCNosib3oBaHue obLeaoCTynHON ceTn
Boicokasi/obwenoctynHas Bricokasi cteneHb aoBepus U Ucnonb3oBaHue obweaocTynHow ceTn
Huskasi/uacTtHas Hu3skas cteneHb AOBEpUA U UCNONb30BaHME YaCTHON CeTn
CpepHsisi/uacTHas CpeaHsis cTeneHb AOBEPUS U UCMONb30BaHWE YacTHOW CeTU
Boicokasi/yacTHast Bhicokast cTeneHb AoBepusl U UCNONb30BaHWe YacTHOW ceTu

OTa cnpaBoyHas nHdopmauma AomkHa BbITb UCNONb30BaHa Npu paboTe ¢ pasgenom 12 ana noareepxae-
HWS1 BUOOB PUCKOB 6e30MacHOCTU M nAeHTUMKaLMKN NOTEHUWanbHbIX cdhep KOHTPONA.

BbinonHeHue aTow 3agaqm MoXeT NpyU HeobXoAUMOCTU BbITb NOAAEPKAHO AOCTYNHOW MHDOPMaLMen, UMe-
loLLeiicsl B ceTEBbIX apXMTEKTypax U NPUNoXeHUAX (Nony4eHHOM Npu UCnofbL3oBaHuy pasgena 9).

12 UpeHTuduMKauusa puckos MHGPOPMaLIMOHHON Ge30nacHOCTU

Kak 661110 0TMeuYeHo BhilLe, B HacToswee Bpems 6oMbLWLNHCTBO OpraHu3aLuii 3aBUCAT OT UCNONbL30BaHUSA
NHOPMALMOHHBIX CUCTEM 1 ceTel AN Noaae Pk cBonx BusHec-onepauuii. Kpome Toro, BoO MHOrMX cnydvasx
CyLLleCTBYeT YeTKO BblpaxkeHHoe TpebosaHve 61u3Heca B OTHOLLIEHUW UCNONL30BaHWUA CeTeBbIX COeAUHEHUI MeX-
Ay MHOPMaLMOHHBIMU CUCTEMaMU Ha KaXkAOoH NnoLaake opraHusaumu, a Taioke ¢ ApYrumMmm MecTononNoXeHUaMN
Kak BHYTpW opraHv3aLyu, Tak 1 3a ee npegenamMu, Bknioyas coeguHeHns ¢ obLeaoctynHoim cetoto. Mpu yctaHos-
NeHNn coeguHEHWs ¢ ApYroi ceTblo criegyeT NPOosiBSATE 3HAYUTENbHYHO OCTOPOXHOCTL A5l obecneveHus Toro,
yTOObI OpraHM3aLys, KoTopas NoAKIYaeTcs, He NoaBepranach AONONHUTErNbHBIM puckam (BCneacTBue NoTeH-
LmManbHbIX Yrpos, UCXOAALLMX OT YA3BUMOCTEN). ST PUCKU MOTYT UCXOAWTL, HaNPUMEp, OT CAMOro COeAMHEHUS
VNN OT CETEBbLIX COEANHEHWI Ha APYroM KOHLe ceTu.

HekoTopble U3 aT1X pUCKoB MOryT BbITh CBA3aHbI C obecrneyeHrem cobriogeHUs COOTBETCTBYIOLLErO 3aK0-
HogaTenbcTBa W nonoxenuii. Ocoboe BHUMaHWe criegyeT yaensTb 3akoHaMm O HEMPUKOCHOBEHHOCTU YaCTHOM
XKW3HW U 3aLiuTe AaHHbIX. B HEKOTOpLIX cTpaHax NPUHSATLI 3aKOHbI, yCTaHaBMUBaloLWWe 3alUTHbIe Mepbl Ans
cbopa, 06paboTky U Nepedayn NnepcoHarnbHbIX AaHHbIX, TO €CTb AaHHbIX, KOTOPbIE MOTYT ObITb CBSI3aHbI C KOHK-
PeTHbIM TMLOM UNK nMuamMun. B 3aBMCUMOCTY OT COOTBETCTBYHOLLENO HALMOHANBHOIO 3akoHoAaTeNbCcTBa Takue
mMepbl GesonacHoCTV MoryT HanaraTb cneLuduyeckme obs3aHHOCTH Ha N, cobupatowmx, 0bpabaTbiBatoLLMX 1
PaCcMpPOCTPaHSIOLLMX MepcoHanbHyHo MHOpMaLIMIo Yepes CeTH, a Takke MOryT OrpaHUYMTb BO3MOXHOCTb Nepeaa-
YK 3TUX AaHHBIX B onpeaenieHHble CTpaHbl, co3faas 4oMOSHUTENbHBIE NPoBeMel, cBA3aHHbIe ¢ 6esonacHo-
cTbto. K MeHee o4eBuaHLIM NpuMepam nepegaydu AaHHbIX, NOAHaA30PHbBIX TakoMy 3aKOHOA4ATeNbCTBY, OTHOCST
HekoTopble annapaTHble cpeacTsa U IP-agpeca.

OTpaxeHHble B HAcTosILLieM pasaere Buabl pUcka cesisaHbl ¢ npobreMamm HecaHKLMOHUPOBaHHOIO A4OCTY-
na Kk MHdropmaLmn, HecaHKLMOHUPOBaHHOM Nepeaayn MHdopMaLumm, BHECEHUst BpeAOHOCHOro NporpaMmmMHoro obec-
neyeHusi, oTkasa oT Npuema UnnM UCTOYHUKa UHpopmaLlum, oTkasa B 06CNy>KMBaHUM U HEAOCTYNHOCTU UHbopMa-
uumn unu yenyr. Takum obpa3som, BUAbl pUCKOB 6€30MacHOCTU, C KOTOPLIMU MOXET CTank1BaTbCA opraHu3auus,
CBA3aHbI C yTpaToM:

- KOHbMAEHUMaNsHOCTU UHbopMaLUWK U Koaa (B CETSX U cUcTeMax, COeUHEHHBIX C CETAMU);

- LenocTHOCTU UHchopMaLMK 1 KoAa (B CETAX U CUCTeMaXx, COeAMHEHHbIX C CeTAMM);

- AOCTYMNHOCTU UHOPMaLMK U ceTeBbIX YCAYT (U CUCTEM, COEAUHEHHDBIX C CETAMK);

- HEOTKa3yeMOoCTU ceTeBbIX TpaH3aKLmi (0653aTensCTB);

- NOAOTYETHOCTU CETEBbIX TPaH3aKLUWA;

- ayTEHTUYHOCTM UHdOpMaLIMK (a Takke CeTeBbIX NOMb3oBaTeNei  agMUHUCTPaTOPOB);

- AOCTOBEPHOCTU MHdOpPMaLMK 1 KoAa (B CETAX U cUCTeMax, COeAMHEHHbIX C CEeTAMM);

- CNOCOBHOCTM KOHTPONUPOBAaTb HECaHKLIMOHNMPOBAHHOE UCMONbL30BaHUE U AKCMNyaTaLuio CeTeBbIX pecyp-
COB, BKJ1t0Yast OCYLLECTBIIEHWE 3TOro B KOHTEKCTE NONUTUKN Be3onacHOCTM opraHu3auun (Hanpumep, npogaxa
NONOCbl NPONYCKaHWS MU UCNONb3OBaHUE NONOCHI NPONyCKaHWS Anst cO6CTBEHHON BbIroAbl) U 06a3aHHOCTEl B
OTHOLLUEeHWW 3aKoHoAaTeNbLCTBa (HanpuMep, XpaHeHne AeTCKoM nopHorpadum).
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He Bce BMABI pUCKOB 6E30NAaCHOCTM OTHOCAT K KaXKOOMY MeCTOMONOXKEHWIO UITU K KAXO0M opraHusauuu.
OpaHako AomKHbl BbITb AEHTUDULPOBaHbBI COOTBETCTBYIOLLME BAbI pUCKOB G30NacHOCTH, C TEM YTOOLI MOrnK
6bITb YCTaHOBINEHbI MOTeHUMarbHble cdepbl KOHTPOIS (M B KOHEYHOM cueTe BhlIGpaHbl, CIPOEKTUPOBaHbI, peanu-
30BaHbI M NoaaepxaHbl Mepbl 6e3onacHocTH).

KoHuenTyansHas Mogens ceTeBoin 6e30nacHOCTU, NokasbiBatoLLasl, rae MoryT BO3HUKaTb pasHble BUAbI
puckos 6esonacHocTU, NpeAcTaBrieHa Ha pucyHke 3.

MoanuHHOCTb : : [lNoanuHHoCTb
KoHTponb : K : KowTponb
HECaHKUMOHMPO- & OH(UABHLMANLHOCTS, LIEMNOCTHOCTD, ! HecaHKUMOHMPO-
BaHHOMO E AOCTYNHOCTbL U AOCTOBEPHOCTb E BaHHOMO
UCnomnb3oBaHus & N : UCMOMb30BaHUs!
W eKkcnnyaraumm  : JRe : o I MaKcnnyarauum
CeTeBbIX pecypcoe : JRe I N : CeTesbiX pecypcos
Heotkasyemocte & R4 | S : Heotkasyemoctb
MogoTyeTHOCTL : g : AN : MopoTyeTHoCTb
: ad i M :
' | ~
i i » \ RN : 1
1 H H 1
Y : [laHHbIe U KoA [aHHbIe 4 kop, :  J
: [laHHkIe U KOA NpM TpaH3uTe :
KoHeuHas ; R — : KoHeunas
cucTemMa |g—;in] CeteBoit CeTeBoM |ei cuctema
U Nonb3o- i |anemenr anemeHt| : M rionb3o-
BaTenb : : Barenb

~ ~ -
-~ -
-~ -
-~ -
-~ -
O

MoanuHHOCTL
CaHKuMoHUpoBaHue
YnpasneHue AOCTYNom

PucyHok 3 — KoHuentyansHasa mogenb cdep pucka ceteBon 6esonacHocTn

OonxHa 6bITk cobpaHa nHopmaLuma o NocneacTeUsAX A4nNsa BusHec-onepaumin, CBA3aHHLIX C YNOMAHYTLIMU
BMOaMu puckoB 6e3onacHOCTH, MPU 3TOM HEOBXOANMO YUUTLIBATL KOH(UAEHLWANBHOCTb U 3HAYUMOCTb UC-
nonb3yemoit MHdopMaLmm (BbipakeHHasl Kak NoTeHuWanbHoe HebnaronpuaTHoe BosaencTene Ha BusHec) U ces-
3aHHbIE C HMMW NOTEHUManbHbIE Yrpo3bl U YA3BUMOCTU. B €BA3K € 3TUM, ecnu cyLlecTByeT BeposiTHOCTL 6onee
YeM He3HaunTenbHoro HebnaronpUATHOro BO3AEUCTBUA Ha BU3Hec-onepauvm opraHusauum, cnegyeT obpatuTbes
k Tabnuue 3.

Hy)xHO NogqepKHYTb, UTO MPY BIMOMHEHUM 3TOW 3a4a4u cneayeT UCNONb3oBaTh pesynbTaTbl OLEeHKU pUcka
Ge3onacHoCTV 1 Nposepkt (Mposepok) ™, NpoBeAeHHLIX BLICLLIYM PYKOBOACTBOM B OTHOLLIEHWM CETEBOro coeanHe-
HUS1 (CoegMHEHUA). DTW pesynbTaThbl 4aAyT BO3MOXHOCTb COCPEeA0TONUTLCA A0 TOW cTeneHu nogpobHocTei, ¢
Kakoli 6blna npoeegeHa NpoBepka (MPoBepPKM), Ha NOTeHUManbHbIX HebnaronpUATHLIX BO3AeNCTBUSX Ha BusHec,
CBsI3aHHbIX C MepeYNCIIeHHbIMU BhILLE BUAaMU PUCKOB 6€30NacHOCTH, a Takke Ha BUAax yrpos, ysisBMMOCTel U,
crnegoBaTtenbHO, NpeacTaBnatoLMX Npobnemy pUckos.

Mpu paccMoTpeHnn ceTEBbLIX YA3BUMOCTEN BO BPEMSA OLIEHKWN pucka 6e30nacHOCTU 1 NPOBOAUMON PYKOBOA-
CTBOM MPOBEPKW MOXET BO3HUKHYTb HE0BX0AMMOCTL OTAENBHOMO PAacCCMOTPEHUA pAaa ceTeBbIX acrekTos. B npu-
BeeHHOI Hke Tabnuue 4 nepeuncrneHsl Buabl yA3BUMOCTEN, KOTOPbIE MOTYT BbITb UCNOMb30BaHbI A KaXA0ro
CeTeBOro acrekTa.

1) PykoBoACTBO MO NOAXOAAM K OLIEHKe N MeHeKMeHTy pucka BeaonacHocTu npuseaeHo B UCO/MIK 17799.
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Ta6nuuad — Buabl noTeHUManbHbIX YsI3BUMOCTEH

yTpaTbl Unu npe-
pbiBaHUs yCnyr

unn ceteeas pes-
TENbHOCTb MOTYT

6bITb MO KOHTPO-
nem

W AaHHblE NOMb-
3oBarenemn mMoryT
6bITb MOaUDUUM-
poBaHbl UNK pas-
pywWeHbI

poBaHbl AnNsA nony-
YeHus1 HecaHKUMo-
HUPOBAHHOIO AOC-
Tyna K cpeacTeam

CeteBow Buabl noTeHuManbHbIX yA3BUMOCTEW ceTeBOl Ge3onacHocTu
acnekT
MpepbiBaHue MepexsaT Moaudukauns BropxeHue O6maHn
CeTeBble Monb3oBaTenu TpaH3akuyuu Mogpo6HocTn Monb3oBaTtenu Monb3oeartenu
nons3oBaTenu MOryT CTpagaTh OT | nonb3osarenen u/ | 0 nonb3oBaTensax |MoryT 66T UMUTU- | MOTYT BbITE UMUTH-

poBaHbl ANA Npo-
BeAEHUA MOLWEH-
HWYECKUX TpaH-
3aKkummn

CeTeBble KOHeu-
Hble cucTeMmbl

KoHeuHble cu-
CTeMbl MOTyT CTaTb
BPEMEHHO UNU Ha-
JONro HepocTyn-
HbIMU

HeynonHomo-
YeHHble nuua Mo-
ryT npo4vecTtb AaH-
Hbl€ UMK KOQ HA KO-
HEYHbIX CUcTemax

HaHHble unu
Koa MOryT 6biTh
mogudununpoBa-
Hbl NN paspyuwe-
Hbl

KoHeuHble cuc-
Tembl MOryT 6bITb
MMUTUPOBaHbI AN
norny4eHnst Hecax-
KLUMOHMPOBAHHOIO
poctyna Kk cpeg-
ctBam. Heynonwo-
MOYEHHble nuua
MOTyT MONY4nTL A0-
CTYMN K y4eTHbIM 3a-
NUCSIM CUCTEMBI U
UCNONb30BaTh UX B
uensx Havana
JanbHenwux atak

KoHeuHble cu-
CTeéMbl MOTyT
6bITb UMMTUpOBA-
Hbl ANs NnpoBege-
HUA  MOLLEHHK-
YECKMX TpaH3aK-
Ui unu Hadana
AanbHenlumnx aTtak

CeTeBble npuno-
KeHus

MpunoxeHuns
MOryT cTaTb Bpe-
MEHHO UNu Hagorn-
ro HeJOCTYNHbLIMM

JaHHble unu
koA MOryT 6bITb ne-
pexBaudeHbl BO Bpe-
Ms nepegadvn unm
npountaHbel Ha
cepBepax Heynon-
HOMOYEHHbLIMMU TN-
uamm

HaHHble unu
Kog MoryT 6biTb
moguduunpoBa-
Hbl NN paspyuwe-
Hbl

HeynonHomo-
YEeHHbIe Nuua Mo-
ryT nony4utb goc-
TYN K Y4€THbIM 3a-
NMUCAAM CUCTEMbI M
WCNONb30BaTh UX B
uenax Haudana
AanbHerlunx aTtak

HeynonHomo-
YeHHble nnua Mo-
TyT NOnyunTb A40C-
Tyn K y4eTHbIM 3a-
NUCAM CUCTEMbI U
MCNONb30BaThb X B
uenax Hadana
hanbHenwux atak

CeTeBble cepBU-
cbl

CepBuchl Mo-
ryT ctaTb BpeMeH-
HO MMW HaAomNro
HeoCTYMNHbIMU

[JaHHble wunu
Koz MoryT ObITb ne-
pexBayeHbl BO Bpe-
MSl nmepegayuu unm
npoynTaHbel  Ha
cepBepax Heynon-
HOMOYEHHbIMU NU-
uamm

HanHbie nnun
koA MoryT 6biTb
moandununpoBsa-
Hbl UNK paspyLue-
HbI

HeynonHomo-
YeHHble nuMua Mo-
ryT nony4utb Joc-
TYN K YY4eTHbIM 3a-
NUCAAM CUCTEMbI U
WCNONb30BaTh UX B
uensax Haudana
hanbHENLWnX aTak

CeTteBble cep-
Bepbl U YCTPOUCTBA
MOTyT 6bITE UMNTH-
poBaHbl AN Nony-
YeHUA HecaHK-
LUMOHMPOBAHHOIO
JocTtyna, nepe-
XBaTa CeTeBOro
Tpaduka mnu Ha-
pyWweHus ceTeBbIX
cepBUCOB

CeteBas uHpa-
CTpyKTYpa

Cpegctea mo-
ryT cTatb BPEeMeH-
HO UMW HaAoONro
HegOCTYMHbIMU

HeynonHomo-
YeHHble nNuua Mo-
ryT COBEpLWUTL NPO-
HUKHOBEHWE B K-
3ndeckne cpeact-
Ba

Wcnonbays B kKa4ecTBe OCHOBHOIMO OpUeHTUpa pesynbTaThbl OLEeHKU pUcKa 1 NPOBOAMMON BbICLLMM PYKOBOA-
CTBOM MPOBEPKY, Ha ocHoBe pasdena 11 cnegyeT onpeaenqTb COOTBETCTBYIOLLME XapaKTepUCTUKUA AoBepUTesb-
HbIX OTHOLLIEHWIA U NPeACTaBUTL B BepXHel cTpoke Tabnuuel 5, rae cozgatolume npo6Gnemy Bo3aencTems ykasaHbl
B neBoli rpadbe Tabnuupl. 3aTeM HeobxoaMMO OTMETUTL CChINKU Ha COOTBETCTBYHOLLIME NepeceydeHnsl. ITO CCbINKM
Ha noTeHuuMansHble cpepbl KOHTPOMSA, KoTopble NpeAcTaBneHbl B pasgene 13.
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Ta6nunyab — Buabl puckoB 6e30NaCHOCTU U CCbISIKM Ha NOTeHUManbHble chepbl KOHTPONSA
Buapsl puckos CCbIIKW HA JOBEPUTENbHbIE OTHOLLEHUS
Hunskas/ Cpepnas/ Bbicokas/ Hunskas/ CpepHsas/ Bbicokas/
ob6uienocTyn- obuiegoctyn-  ob6lieaocTyn- yacTHas yacTHas yacTHas
Has Hast Has

13.2.11> 13.2.1 13.2.1 13.2.1 13.2.1 13.2.1
13.2.7 13.2.7 13.2.7 13.2.7 13.2.7 13.2.8
13.2.8 13.2.8 13.2.8 13.2.8 13.2.8 13.2.9
13.2.9 13.2.9 13.2.9 13.2.9 13.2.9 13.3.2
13.3.2 13.3.2 13.3.2 13.3.2 13.3.2 13.3.3
13.3.3 13.3.3 13.3.3 13.3.3 13.3.3 13.3.4
13.3.4 13.3.4 13.3.4 13.3.4 13.3.4 13.3.6
13.3.5 13.3.5 13.3.6 13.3.5 13.3.5 13.3.7
13.3.6 13.3.6 13.3.7 13.3.6 13.3.6 13.4

KOHmMZSL‘ZZbHOCTM 13.3.7 13.3.7 13.4 13.3.7 13.3.7 135
13.4 13.4 13.5 13.4 13.4 13.6.2
13.5 13.5 13.6.2 13.5 13.5 13.6.3
13.6.2 13.6.2 13.6.3 13.6.2 13.6.2 13.6.4
13.6.3 13.6.3 13.6.4 13.6.3 13.6.3 13.6.5
13.6.4 13.6.4 13.6.5 13.6.4 13.6.4 13.7
13.7 13.7 13.7 13.7 13.7 13.8
13.8 13.8 13.8 13.8 13.8 13.9
13.9 13.9 13.9 13.9 13.9 13.10.2
13.10.2 13.10.2 13.10.2 13.10.2 13.10.2 13.10.5
13.10.5 13.10.5 13.10.5 13.10.5 13.10.5 —
13.2.1 13.2.1 13.2.1 13.2.1 13.2.1 13.2.1
13.2.7 13.2.7 13.2.7 13.2.7 13.2.7 13.2.8
13.2.8 13.2.8 13.2.8 13.2.8 13.2.8 13.2.9
13.2.9 13.2.9 13.2.9 13.2.9 13.2.9 13.3.2
13.3.2 13.3.2 13.3.2 13.3.2 13.3.2 13.3.3
13.3.3 13.3.3 13.3.3 13.3.3 13.3.3 13.3.4
13.3.4 13.3.4 13.3.4 13.3.4 13.3.4 13.3.6
13.3.5 13.3.5 13.3.6 13.3.5 13.3.5 13.3.7

floTepn uenoctHocTy 13.3.6 13.3.6 13.3.7 13.3.6 13.3.6 13.4
13.3.7 13.3.7 13.4 13.3.7 13.3.7 13.5
13.4 13.4 13.5 13.4 13.4 13.6.2
13.5 13.5 13.6.2 13.5 13.5 13.6.3
13.6.2 13.6.2 13.6.3 13.6.2 13.6.2 13.6.4
13.6.3 13.6.3 13.6.4 13.6.3 13.6.3 13.6.5
13.6.4 13.6.4 13.6.5 13.6.4 13.6.4 13.7
13.7 13.7 13.7 13.7 13.7 13.8
13.8 13.8 13.8 13.8 13.8 13.9
13.9 13.9 13.9 13.9 13.9 13.10.3
13.10.3 13.10.3 13.10.3 13.10.3 13.10.3 13.10.5
13.10.5 13.10.5 13.10.5 13.10.5 13.10.5 —

1) MpumeHeHne 13.2.1 3aBUCUT OT KOHKPETHOrO CETEBOr0 CUeHapus.
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OKoHYaHMe Tabnuubl 5

Buapsl puckos CCbIIKM Ha [OBEPUTENbHbIE OTHOLLEHUS
Hunskas/ CpepHnas/ Bbicokas/ Hunskas/ CpepHas/ Bbicokas/
ob6uienocTyn- obuiepoctyn-  obuieaocTyn- yacTHas yacTHas yacTHas
Hast Hast Has
13.2.1 13.2.1 13.2.1 13.2.1 13.2.1 13.2.1
13.2.7 13.2.7 13.2.7 13.2.7 13.2.7 13.2.8
13.2.8 13.2.8 13.2.8 13.2.8 13.2.8 13.2.9
13.2.9 13.2.9 13.2.9 13.2.9 13.2.9 13.3.2
13.3.2 13.3.2 13.3.2 13.3.2 13.3.2 13.3.3
13.3.3 13.3.3 13.3.3 13.3.3 13.3.3 13.3.4
13.3.4 13.3.4 13.3.4 13.3.4 13.3.4 13.3.6
13.3.5 13.3.5 13.3.6 13.3.5 13.3.5 13.3.7
13.3.6 13.3.6 13.3.7 13.3.6 13.3.6 13.4
Moreps 13.3.7 13.3.7 13.4 13.3.7 13.3.7 135
LOCTYNHOCTH
13.4 13.4 13.5 13.4 13.4 13.6.2
13.5 13.5 13.6.2 13.5 13.5 13.6.3
13.6.2 13.6.2 13.6.3 13.6.2 13.6.2 13.6.4
13.6.3 13.6.3 13.6.4 13.6.3 13.6.3 13.6.5
13.6.4 13.6.4 13.6.5 13.6.4 13.6.4 13.7
13.7 13.7 13.7 13.7 13.7 13.8
13.8 13.8 13.8 13.8 13.8 13.9
13.9 13.9 13.9 13.9 13.9 13.11
13.11 13.11 13.11 13.11 13.11 —
13.2.1 13.2.1 13.2.1 13.2.1 13.2.1 13.2.1
13.2.7 13.2.7 13.2.7 13.2.7 13.2.7 13.2.8
13.2.8 13.2.8 13.2.8 13.2.8 13.2.8 13.3.2
13.3.2 13.3.2 13.3.2 13.3.2 13.3.2 13.3.3
13.3.3 13.3.3 13.3.3 13.3.3 13.3.3 13.3.4
13.3.4 13.3.4 13.3.4 13.3.4 13.3.4 13.3.6
13.3.5 13.3.5 13.3.6 13.3.5 13.3.5 13.3.7
13.3.6 13.3.6 13.3.7 13.3.6 13.3.6 13.4
13.3.7 13.3.7 13.4 13.3.7 13.3.7 13.5
MoTteps

HeoTKa3yeMocTy 13.4 13.4 13.5 13.4 13.4 13.6.2
13.5 13.5 13.6.2 13.5 13.5 13.6.3
13.6.2 13.6.2 13.6.3 13.6.2 13.6.2 13.6.4
13.6.3 13.6.3 13.6.4 13.6.3 13.6.3 13.6.5
13.6.4 13.6.4 13.6.5 13.6.4 13.6.4 13.7
13.7 13.7 13.7 13.7 13.7 13.8
13.8 13.8 13.8 13.8 13.8 13.9
13.9 13.9 13.9 13.9 13.9 13.10.4
13.10.4 13.10.4 13.10.4 13.10.4 13.10.4 13.10.5
13.10.5 13.10.5 13.10.5 13.10.5 13.10.5 13.11
13.11 13.11 13.11 13.11 13.11 —

CnepyeT OTMETUTb, UTO Ta6n|/|u,a 5 ABHO yKa3blBaeT Ha TO, UTO YEM 6onee AOBEPEHHbLIM ABNAETCA NO/1b30-
BaTesnb, Tem 6onee HeOﬁXO,Cl'I/IMbIMVI CTaHOBATCA Mepbl 6e3onacHoOCTH. [ONna 3TOro Cyw,ecTtByoT ABE MPUYUHDI.
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Bo-nepBebix, cyLlecTByeT komMniekc Mep beszonacHocTu, onncanHbix B MICO/M3K 17799 n noatomy He no-
BTOPSIOLLMXCS B JAaHHOM JOKYMEHTE, KOTOPbIe A0MKHbI 6bITb BblIGpaHbl Ans obecneveHns 3aLlnTbl XOCTOB, BKIHO-
yas mepbl besonacHoCTV AN MAeHTUMMKALUM N ayTEHTUMMKALIMIA M TOTMYECKOro yrpasneHnst goctyrnom. B cuty-
aumsIX C HU3KON cTeneHbo 40BEPUst HaAeXHOCTb Mep 6e3onacHoCT ANst uaeHTUUKaLMmn 1 ayTeHTUdnkaumm n
TOTVYECKOTO YNpaBneHrs 4OCTYNOM A0SKHa ObITh BhILLE, YEM B CUTYaLMsIX C BbICOKOW CTeneHbo Aosepust. Ecnn
3TO Henb3si 06ecneYnTb, 4OSIKHbLI ObITh peanv3oBaHbl COOTBETCTBYOLLME AOMONHUTESNbHBLIE Mepbl 65830MacHOCTN.
KoHdpurypaums paspeLleHnii (NpuBunerii) B CUTYauUusx C HU3KOM CTEMEHbIO 40BEPUst AOMMKHA NOMoYb obecne-
YNTb NPeaoCTaBNeHre AOCTYNa TOSBKO K TEM pecypcam, KOTopble COrnacoBaHbl ¢ MoAenbo AoBepus 1 Tpebosa-
HUSIMW Npenonaraemoro goctyna.

Bo-BTOpbIX, 4OBEPEHHBIM MOMb30BaTENSAM 0OLIYHO MPEAOCTaBNSIIOT 4OCTYN K 6onee BaXXHOW/KPUTUYHON
MHbopMaLMmn U/nnm yHKLUOHANbHEIM BO3MOXHOCTSIM. [0TpebHOCTL B AOMOMHUTESbHLIX Mepax 6e30nacHoCT/ B
AaHHOM crny4vae — nokasaTesb 3Ha4YMMOCTN PECYPCOB, K KOTOPLIM MOMyYeH AO0CTYM, a He CTeNneHb JOBepust K
nonb3oBaTeNsM.

13 UaeHTUMKaLNA COOTBETCTBYHOLWMUX NOTEHLMANbHbLIX cep KOHTpons

13.1 O6Wwme nonoxeHus

Ha ocHoBe pe3ynbTaToB OLLEHKU prcka 1 MPOBOAMMOW BbICLLMM PYKOBOACTBOM MPOBEPKM, a Takke ¢ MoMo-
LLIbHO CChINOK, MAEHTUMDNLIMPOBaHHBIX B pe3ybTaTe UCMoNb30BaHNs pasgena 12, 4omkHbl 6bITb naeHTNdULMpo-
BaHbl 1 BEIGpaHbl 13 pasgena 13 (a Takke n3 MCO/M3K 17799) noTeHumanbHble cdepbl koHTpons. B 13.2 pac-
CMOTPEHbI pasfnyHbIE acneKTbl apXUTEKTYpPbl CETEBOI GE30MacHOCTM 1 B3aMMOCBSI3aHHbIE NOTeHUManbHble cde-
pbl KOHTPONs, a 13.3—13.11 3HakoMAT ¢ APYrYMX B3aUMOCBS3aHHbLIMY MOoTeHLUaneHs6IMN cdhepamm KOHTPOs.
KoHkpeTHoe peLleHue ro obecneydeHmnio 6e30MacHOCT MOXET B AEACTBUTENBHOCTU OXBaTbIBATL PSA NOTEHLMAmNb-
HbIX chep KoHTpons, npeacTaBneHHbIX B 13.2—13.11.

CneayeT nogyepkHyThb, YTO cyLlecTByeT 6a30BbIf koMnnekc mep 6e30MacHOCTM, UMEeRLLMX OTHOLLEHKE K
MHpoPMALMOHHBLIM CUCTEMaM HE3aBUCUMO OT HanMuust NtoBbIX CETEBbIX COeANHEHWA, KoTopble ByayT BeiGpaHbI
nyTem ucnonbsosaHnsa MCO/M3K 17799.

Cnncok naeHTMMUMpoBaHHbIX NOTEHLManbHbIX Mep 6e3onacHoCTM AormKkeH BbIThb TLaTeNbLHO NPOBEPEH B
KOHTEKCTE COOTBETCTBYHOLLUX CETEBbIX apXMTEKTYP U NpunoxeHuii. Cnmcok 4ommkeH ObiTb CKOPPEKTUPOBaH No
mMepe HeobXxoAMMOCTU 1 B MOCIeaytoLLEeM UCTOMb30BaH B KaYeCTBE OCHOBbI AN1s1 peann3aumi HeobXoaAMMbIX Mep
6e3onacHocTu (CM. pasgen 14), a 3aTeM MOHUTOPUWHIa 1 MPOBepKK peanuaaLun (pasgen 15).

13.2 ApxuteKkTypa ceTeBol GezonacHocTU

13.2.1 O6Wme NonoxeHust

[oKkyMeHTUpOBaHME BO3MOXHBIX BApUAHTOB apXUTEKTYpbl BesonacHoCcTu NpeacTasnsieT cobon cpeacTso
ANs U3yYeHUs pasnuyHbIX peLleHnii 1 oCHOBY ANd aHanuaa koMmnpomMuccoB. OHo Takke obreryaeT paspelleHune
npobnem, CBsA3aHHbIX C TEXHUYECKUMM OTPaHNYEHUSIMU U YaCTO BO3HMKAIOLLIMM KOHMNMKTOM Mexay noTpebHoc-
Tamu 61M3Heca 1 NoTpeBGHOCTAMU 6e30MacHOCTL.

Mpy BOKYMEHTUPOBaHWN BapUaHTOB A0MKHOE BHUMaHWE criegyeT yaensTs ntobbim TpeboBaHmsamM kopnopa-
TUBHOW NOMUTUKN MHpopMmaLMoHHOR Be3onacHocTy (CM. pasaen 8), peneBaHTHOl CeTEBOM apXUTEKType v ceTe-
BbIM MPUNOXeHUsIM (CM. pasgen 9), a Takke nepeyHto NoTeHUanbHbIX cep KOHTPOSs!, UAeHTUDULMPOBAHHbIX
nyTem ucnonb3osaHus pasgenos 12 1 13. MNpw BLINONHEHUN 3TOrO cnegyeT NpUHUMaTh B pacyeT Ntobkle cylue-
CTBYOLLME BapuaHTbl apxutekTypbl 6ezonacHocTy. Korga BapnaHTel 6yayT AOKYMEHTannsHO 0hopMIIeHbI 1 NpoBe-
peHbI KaK YacTb NpoLecca NPOeKTMPOBaHUS TEXHUYECKO apXUTEKTYPLI, NpeanovTuTensHast apxutektypa 6eso-
nacHOCTW Ao/KHa 6bITh cornacoBaHa U npeAacTasneHa B AokyMeHTe « CrieLmukasm KOHTPoNSA NpoekTUpOoBaHWS
TEXHUYECKOW apXNTEKTYPbl 6e30MacHOCT» (KOTOPbIA COBMECTUM C MPOEKTOM TEXHUYECKO apXUTEKTYPbI M Haobo-
poT). 3aTem MoryT 6bITb Npon3BeAeHbl U3MEHEHUsI CETEBOI apXMTEKTYpbl 6e30nacHOCTU 1 NpUNoXeHWi (ana obec-
MeYeHnsi COBMECTUMOCTH C NPEANOYTUTENLHOM apXUTEKTYPOI 6e30MacHOCTI) WM NepeYHst NoTeHLMansHbIX Mep
6esonacHocTu (HanpumMep, NOTOMY YTO IOCTUIHYTa JOTOBOPEHHOCTb, YTO apXUTeKTypa 6e30MacHOCT MOXET BbITb
TEXHWYECKN peanuaoBaHa ToNbKo onpeaeneHHbIM cnocoboM, HemsbeXkHo BnekyLnm 3a coboi anbTepHaTuBy
onpegeneHHo Mepe 6e3onacHocTL).

Cnegyet oTMeTuTh, 4To B MICO/M3K 18028-2 onucaHo «YkazaHue no apXuTektype 6esonacHocT», koTo-
poe oYeHb MonesHo B kavyecTBe 6a3nCHON TOUKN:

1) B koHTekcTe MCO/MIK 18028-2 «YkasaHue» B3SITO Ansi 0603Ha4EHUs] OAHOrO U3 NPUMEPOB TOTO, KaK NpeacTaB-
NATb TEXHUYECKYI0 apXUTEKTYPY 6E30NacHOCTU Ha OYEHb BbICOKOM YPOBHE. BO3MOXHbI Apyrue npumepsi.
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- ONA onucaHusa nocrnegoBaTenbHOK CTPYKTYPbI NOAAEPXKKN MIaHWPOBaHWS, MPOEKTUPOBaHUS U peannsa-
LiMn ceTeBon GesonacHoCTH;

- onpegenenns 06X cBA3aHHbIX C 6e30MacHOCTLI0 31eMEHTOB apXUTEKTYPbI, KOTOPbIE B Ciyyae Haale-
Xallero npyMeHeHUs MoryT obecneynTb KOMMIEKCHYI0 ceTeByo 6e30MacHoCTb.

Ha ocHoBe «YkasaHus no apxmTekType 6e3onacHocT» B HAaCTOsILLIeM cTaHaapTe npeAcTaseHbl onvcaHns
pasfIMYHbIX apXUTEKTYP TEXHUYECKOW 6e30MacHOCTH, HeoBXoAMMBIX Af151 y4eTa cerogHsLLHUX TpeboBaHuWii 1 Tpe-
6oBaHwWii 6rnxanwero 6yayLero, koTopble Aanee passusatotes B MICO/M3K 18028-3 — MCO/M3K 18028-5.

MpuHUKMNBLI, ONcaHHbIE B «YKasaHWW NO apXuTekType 6e3onacHoCcTu», MprMeHUMbI K toboMy Buay coBpe-
MeHHOI ceTu, Byab 8T0 ceTb nepedaym AaHHbIX, pedeBbiX COOBLLEHWA U KoHBEpreHTHas ceTb, becnposBoaHas
ceTb UNW pagnoceThb, U MOTYT BbITb MCMNOMb30BaHbLI HE3aBUCUMO OT TEXHOSOMUK CETW UM MECTOMNONOXKEHNS B
CTeke NpoTOKOMOB. B HeM paccMoTpeHbl BOMpockl 6e30MacHOCTU, CBSI3AHHbIE € yNpaBieHUeM, KOHTPONEM 1 nc-
nonbL30BaHWeM CeTeBOoW MHAPaCTPYKTYPbI, CEPBUCOB M MPUIOXKEHWIA, U NPeAoCTaBNSAETCs BCECTOPOHHSAS HUCXO-
JsiLlasi KoOMINeKkcHas nepcrnekTuea ceTeBol 6e3onacHoOCTU. «YKasaHue No apxuTekType esonacHocTu» nmeet
TPW @pXMTEKTYPHbLIX KOMMOHEHTa:

- 06bembl (pasmepbl) 6ezonacHOCTU (KOTopble MOryT BbITh Takke onpeaeneHsb Kak «rpynnsl mep 6esonac-
HOCTWY);

- YpoBHK GesonacHocTM (koTopble MOTYT BblTb Takke onpeerneHbl Kak «3MemMeHTsl ceTeBon Gesonac-
HOCTUY);

- o6nacTu (chepbl) GesonacHocTu (KoTopble MOTyT BTk Taioke onpeaeneHsl kak «40MeHbl 6e30MacHOCT).

MeToapl (HanpaeneHusi) 6e30NacHOCT — 3TO COBOKYMHOCTM 3aLLUTHLIX Mep BesonacHocTy, npeaHasHa-
YeHHble A9 pacCMOTPEHMS KOHKPETHOIO acnekTa ceTesol 6eaonacHocTu. B «YkasaHuu no apxutekType 6esonac-
HOCTU» onpeaeneHbl BOCeMb TaKUX COBOKYNMHOCTEN, KOTOpbIe pacnpocTpaHstoTCs Ha MPUNoXeHNs 1 nHopMa-
LMo KOHEYHBIX NOMb30BaTeNnel, B TOM Yucrne:

- HEOTKa3yeMoCTb;

- KOH(bUAEHUMANBHOCTL AaHHbIX;

- LEeNOCTHOCTb AaHHbIX;

- OOCTYMHOCTb.

[na komnieKkcHoro peLleruns no obecneveHnto 6e3onacHOCT MeTobl (HanpasneHus) 6e30MacHOCTU HyX-
HO NPUMEHMTB K epapxuu rpynn ceTeBoro 06opyaoBaHUs 1 annapaTypsbl, KOTopble HasbIBaloT ypoBHAMU 6esonac-
HOCTK:

- ypoBeHb 6e30MacHOCTU MHGPaCTPYKTYpPhI;

- YpOBEHb Be3onacHoCTU CePBUCOB (YCNyr);

- ypoBeHb 6e30MacHOCTY NPUINOXKEHWIA.

YpoBHW 6e30MacHoCTH BeICTpanBaoT OAUH Hagd ApYrMM ans obecneveHns ceTeBbIX peLleHnid, To ecTb ypo-
BeHb 6e30MacHOCTUN NHDPaCTPYKTYPbI UHULMMPYET ypoBeHb Be3onacHoCTU CepBUCOB, a ypoBeHb 6esonacHocTu
CEPBMUCOB MHMLUMUPYET YpoBeHbL 6e30NacHOCTU NPUIOKEHWIA, U onpeaensioT, rae nyTem npeaocTasneHns nocne-
AoBaTeNbHOW NepcreKTuBbLI ceTeBoN He30nacHOCTU HEOBXOAMMO peanuaoBaTh 6e30MacHOCTb Kak NPU NPUHATUN
peLUEeHWA, TaKk U NPOAYKTOB HEMOCPEeACTBEHHO.

YpoBeHb 6e3onacHOCTU MHGPACTPYKTYpbl NpeacTaBneH ceTeBbIMU cpeAcTBamMu Nepegaym AaHHbIX, a Tak-
e OTAeNbHbLIMU YacTAMU CeTH, 3aLLMLLEHHBIMN MeXaHW3MamMu, KOTopble peanv3oBaHbl 4nsl 06 bemMos 6e3onacHo-
cTu. Mpymepbl KOMMOHEHTOB, MPUHaAIeXaLLMX K YPOBHIO 6e30MacHOCTU UHPPaCTPyKTYpbl, — OTAeNbHbIe MapLu-
pYTU3aTOpPbl, KOMMYTATOPbI U CEPBEPbI, @ Takke MMHUN CBA3W MEXAY OTAEMNbHLIMU MapLLpyTU3aTopaMun, KOMMyTa-
TOopaMu 1 cepeepamu.

BesonacHOCTb ycnyr, NpeaocTaBAseMblX Nposaigepam CBOUM KIIMeHTaM, paccMaTpyBaloT Ha YPOBHe
BesonacHoOCTU cepBUCOB (YCnyr). DTU yCnyru BapbupytoTcsl oT 6a30Boro TpaHCMOpTUPOBaHWS U CBA3HOCTU A0
cpe/IcTB NoaaepXKA CEPBUCOB, MOAOGHBLIX TEM, KOTopble HeobxoauMb AN NpeocTaBieHns aoctyna K HTepHe-
Ty (HanpuMep, cepBUCbI ayTeHTUdMKaLUnU, aBTopusaunmn 1 yyeta, AMHaMU4eckori KoHUrypaLmm XocToB, UMeH
[AOMEHOB U T. A1.), CEPBUCOB C AOMONMHUTESIbHBIMU BO3MOXHOCTSIMU, TaKWX, Kak ycnyra GecnnatHow nepegaym
ronoca, kayectso obcnyxueanusi, VPN U T. a.

YpoBeHb 6e30NacHOCTM NPUIOXKEHWUI cocpeaoToveH Ha 6e30MacHOCTU ceTeBbIX MPUMOXEHUI, K KOTOPLIM
UMetoT AOCTYN KNWMEHTLI MpoBaiaepa ycnyr. 3Tn NpUNoXeHus, 3anyckaemMole B paboTy ceTeBbIMU CepBUCaMi,
BKMouatoT Gazosble NpUNoxeHUs nepedaqy cainos (Hanpumep, npotokonsl FTP) n npocmotpa Be6-cTpaHuu,
OCHOBHbIE NPUNOXEHUs], TaK1e, Kak crpaBoYHasi cnyxba, ceTeBble ronocoBbie COOBLLIEHUS U 3IIeKTPOHHasA noyTa,
a Taloke NPUNOXEeHUS BEICOKOTO YPOBHS, Takue, Kak ynpassieHne B3auMOOTHOLUEHUSIMU C KITMEHTaMK, 31EeKTPOH-
Has/MobunbHasa TOProessi, oHNanHoBoe 0by4eHue, COTPYAHUHECTBO C UCTIONb30BAHUEM BUAEOTEXHUKU, UT. 4.
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MnockocTu 6e3onacHOCT — 3TO onpeaeneHHble BUALI CETEBOW AeATENbHOCTH, 3aLlyLLiaeMble MexaHu3Ma-
MU, KOTOpble peanu3oBaHbl 415 06beMoB 6esonacHocTy. «YkasaHue No apxuTekType 6esonacHocT» onpedensieT
Tpw nnockocTh 6esonacHoCcTy, NpeAcTaBnNsoLLMe BUAbI 3alLMLLIaeMOl eATENBLHOCTU, KOTopasi OCyLLEeCcTBNAeTCs
B CETU:

- MNOCKOCTb CETEBOrO MEHEPKMEHTA;

- MNOCKOCTb CETEBOro KOHTPOSIS U CUrHaNM3auum;

- MIIOCKOCTb KOHEYHbIX NOb30BaTENEeN.

B 3TuX NNOCKOCTAX paccMaTpUBaIOTCA KOHKPETHbIE MOTPeOtHOCTH 6e30MacHOCTU, CBA3aHHbIE COOTBETCTBEH-
HO C MepONPUATUSAMN CETEBOTO MEHEPKMEHTA, MEPOMPUATUSIMUA CETEBOTO KOHTPOIS U CUrHaNM3aUmMm U AeaTenb-
HOCTbHO KOHEYHbIX NonbaosaTenei. CeTn 4oMKHbI BbITb CNPOEKTMPOBaHbI TakiuM 06pasoMm, UTobbl cobbITUsS B 0a-
HOM NNocKocTV 6e30nNacHOCTV OCTaBanCh, HACKOMLKO 3TO A4OMYCTUMO, U30SIMPOBaHHBIMU OT APYTUX NNOCKOCTEN
6e30MacHoCTU.

MocneaytoLme pasfensl 3HAaKOMSAT € pasnYHbIMU acrekTaMu peanbHbIX TEXHUYECKUX apXUTeKTyp 6e3o-
MacHOCTU, OTHOCALLUMUCS K pas3nuyHbIM cchepam opraHusaunm ceTu.

Heobxoanmo nogyepkHyThb, YTO apX1TEKTYpa TeXHUYeckoin BesonacHocTu Ans Noboro NpoekTa AonXHa
6bITb NOHOCTLIO AOKYMEHTarNLHO onncaHa 1 cornacosaHa, npexae Yem 6yaet okoH4YaTenbHo cchopmmnposaH
CMMCOK Mep Be3onacHoCTV Ans peanusaum.

13.2.2 OpraHusauusi nokanbHoOM ceTH

13.2.2.1 O6Lme nonoxeHus

Mpwn ucnonbaosaHun JIBC B npegenax dounandeckun sawmLLieHHbIX obnacter (y4acTkoB), HanpyumMep TOMbKO B
npegenax cobcTBEeHHbIX MOMELLEeHW I opraHn3aLMm, pUcku, BeposiTHO, ByayT TakoBbl, 4TO NOTPeByoTCA TONLKO
6a30Bble TeXHUYecKMe 3alunTHeIe Mepbl. OgHaKo B cnyyae ux Ucnonb3osaHus B 6onee LWIMPOKON cpeae, a Takke
npu ncnosnb3oBaHn 6ecnpoBoaHbIX TexHonoruii (cM. 13.2.4) ogHa Tonbko usndeckas 3awmTa spsg nv 6yaget
rapaHTUpoBaTh NPMeMeMbIN ypoBeHb 6e3onacHoCcTU. Kpome Toro, TEXHOMOrm ¢ pasaesisieMoi NporyCckHOM Cro-
cobHocThI0, Hanbonee YacTo ucrnonbayemele B [IBC, genaoT BO3MOXHbLIM AOCTYM KO BCEMY CEeTEBOMY TpaduKy
c ntoboit cucTeMbl, UCMONb3YIOLLER pasaensemyro NPONYCKHYH CMOCOBHOCTb.

MK npegcraensieT coboit ysisBumyto 061acTb, Tak Kak siBfisieTcsl Nonb3oBaTteribckum nHtepdeicom. Ecnm
MK He 6roknpyeTcs, CyLLecTByeT BepOATHOCTb YCTAHOBKM nonb3osatenem B JIBC HecaHKLMOHNPOBAHHOMO Npo-
rpammHoro obecneveHusi. CepBepbl, UCMOMb3yeMble B KOPNOPATUBHON CETH, KaK Te, KOoTopble NpeAHasHaueHbl
ans IHTepHeTa, Tak U BHYTPEHHUE CepPBEPBI, HE UMEeIoLLnE HeNOCPeACTBEHHOrO CoeAMHEHNUs ¢ UHTepHETOM, cry-
)KaT UCTOYHNKOM MoTeHUManbHoro pucka 6esonacHocTu. XoTta 6onbluMHCTBO cnyX6 UT yTBepaaloT, 4To OHK
BHUMAaTENbHO OTHOCATCS K MPUMEHEHUIO NaTyer No Mepe UX AOCTYNMHOCTU, K 3TOMY PUCKY HY>KHO OTHOCUTLCS
OYeHb CepbesHo, Tak Kak AaXe KpYnHbIM OpraHu3aLusam He yaaBarnoch CBOeBPeMeHHO YCTaHOBWUTL NaTyu Ha BCe
CepBepbI, YTO MPUBOANIIO K PA3pPyLLEHUIO «4ePBAMWN» BHYTPEHHEro ceTesoro Tpaduka.

13.2.2.2 Pucku 6e3onacHocTu

B nposogHbIx JIBC pucku 6esonacHOCTH cosgatoTcs yanamu, ousaniecku coeanHeHHbIMU ¢ ceTbio. OCHOB-
Hble pucky Be3onacHOCTH, CBSA3aHHbIE C NTOKaNbHLIMU CETAMM, BbI3bIBaIOTCS:

- HECaHKLUMOHMPOBAHHbBIM JOCTYNOM U U3MeHeHUAMU, BHocuMbIMK B MK, cepeepbl 1 Apyrie coeanHeHHbIe ¢
JIBC ycTpolicTea;

- cepBepamu, Ha KOTOPbIX He YCTaHOBNEHbI NaT4u;

- HA3KMM Ka4eCcTBOM Nnapornew;

- XULLeHWEeM annapaTHbIX CPEeACT.;

- HApYLUEHUsIMU 3HEpProcHabXeHns;

- IMNOPTOM BPEAOHOCHOTO NPOrpamMmmHoro obecreveHns NOCPeACTBOM 31EKTPOHHON NOYTLI U AOCTYNOM K
Beb-cTpaHuLam;

- Heyaadel pe3epBHOro KOMMPOBaHWUA NIOKanbHbLIX )KeCTKUX ANCKOB;

- 0TKa30M annapaTHbIX CPeAcTB, TakuX, Kak XecTKue AUCKU;

- HeCaHKUMOHpOBaHHbLIMU coeauHeHnamm ¢ NIBC (nanTonbl);

- HECaHKLIMOHMPOBAHHBLIM AOCTYNOM K KOHLEHTpaTopam Ui KOMMYTaLMOHHBIM CTOMKaM;

- MaponsiMu1 Mo yMon4aHUio Ha NopTax ynpasneHWs KOHLEHTPaTopoB U KOMMYTaTOpPOB;

- He4OCTaTOYHOW hM3NUECKOI 3aLUTOMN.

13.2.2.3 Mepbl 6e30nacHOCTU

MoanepxaHne GesonacHocTu NpocTpaHcTea JIBC TpebyeT obecneyerus sawmtsl komnoHeHTos JIBC v noa-
coeauHeHHbIX yCTpoiicTB. Takum obpazom, Mepamu 6esonacHocT Ans 3awuTbl cpeabl JIBC MoryT 6bITb:

- chusmyeckme Mepbl 6esonacHoCTN U Mepbl 6e30MacHOCTU, CBA3aHHbLIE C BIIMSIHUEM OKpY>XKaloLLeh cpeabl:
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- NCMOJIb30BaHNe CUCTEM CTallbHbIX TPOCOB AMSt 3aLLUMTbI LieHTpasbHbIX NPOLEeCCOPOB, MOHUTOPOB 1
KnasuaTyp OT XULLEHUS;
- UCMONb30BaHWe 3aMKOB Ha YCTPOWCTBAX A4S NpedoTBpaLLeHNst XULLIEHUS TakuX YacTel, Kak 3anomMu-
HaloLLue yCTPOUCTBa;
- Ucnonb3oBaHue kamep crexeHust (HabnogeHust) 4nsa npeJoTBpaLLeHUst HeCaHKLMOHWPOBAaHHOTO Bbl-
Hoca 0bopyaoBaHNs € NNoLWaaKM (M3 MOMELLEHNS);
- obecneveHne XxpaHeHNsi KOHLLeHTpaTopoB 1 MapLpyTusaTopos JIBC B dunanyecku 3alluiLeHHbIX LKa-
ax B 6e30nacHbIX MOMELLEHNSIX CBS3U;
- ucrnonb3osarve UBI c asToMaTu4ecKum oTKITIOYEeHWEM ANS KPUTUYECKUX YCTPOWCTB 1 Nonb3oBaTte-
neli MK, ecnv oHW He XOTAT NOTEPATL Haxo4ALLYHCH B poLecce BbINofHeHWs paboTy;
- annaparHbIe 1 NporpaMmMHble Mepbl 6ezonacHocTu:
- KOHPUTYPUPOBaHWME YCTPONCTB € YacTHeIMU IP-aapecamu;
- CTporasi MonuTuka naponew;
- TpeboBaHWe NPOTOKONUPOBAHNUS Ha Kaxkaol paboyeli cTaHL MU C UCMOMb30BaHWEM MO KpalHeh Mepe
napbl «MaeHTUMKaTOP Nosib3oBaTens/naponsy;
- yCTaHOBKa aHTUBMPYCHOro nporpammMHoro obecrneveHust U ero perynapHoe asToMaTuyeckoe
0BHOBMNEHNE;
- peanusaums 6e3onacHbIX YCTaHOBOK NPOTOKONNPOBaHUS,
- GrnokMpoBKa AnckoBoda AnNs XKEeCTKUX AWCKOB, AMCKOBOAA AN KOMMaKT-gUCKOB U NMOPTOB YHUBEP-
canbHol NocnegoBaTenbHOW LUKHBI;
- 3epKkanbHOe KonmupoBaHWe HakonuTenen cepsepa (Mnu peanusauus RAID) ana obecnedveHus
136bITOYHOCTY;
- yoaneHne HeHy>XHOro nporpammMHoro obecneyeHus;
- OpraHu3aLoHHble Mepbl 6e30nacHoCTU:
- DOKYMEHTMPOBaHME YyCTaHOBOK NPOrpaMmmMHoro obecneveHns n 6e3onacHoCTy A NCnonb30BaHKs B
6yayLLeM Npu KOHPUNYPUPOBaHUM HOBbLIX pabounX CTaHLWA;
- MNaHMpoBaHMe NepUoaNYECKOro CKaumBaHMs 1 YCTaHOBKM NaTyel 4ns onepauvoHHOR CUCTEMBI;
- co3faHune 1 nogaepkka TEKYLLMX ANCKOB aBapUIAHOrO BOCCTAHOBIEHMWS U XpaHEHWE NX B KOHTPOMMPY-
€MOM MecTe;
- peanusauus poTokona Anst MKCUpoBaHUsi Npobrem TeXHUYECKOro 0BCNyXUBAHUS 1 HEMPaBUIbHO-
ro Ucrnonb3oBaHUs paboyuunx cTaHLui;
- XpaHeHue B apXx1Be BCel OKYMEHTaL M KOMMOHEHTOB paboyen cTaHuun (QOKyMeHThI, PYKOBOACTBA,
AWCKW) Ans UCronNb30BaHWs cneluanuctamm no obenyxusaHunio obopyaoBaHus;
- obecneyeHne pexrMa pe3epBHOro KONMpoBaHUs;
- obecreveHne N3MeHeH st Nnaponei No yMonyaHuIo Ha BCeX KOHLEeHTpaTopax 1 KoMMyTaTopax;
- yCTaHOBKa COOTBETCTBYHOLLMX MMEH coobLLecTBa/Maponeit B MpOTOKOSE CETEBOTO yNpaBeHus;
- Hagnexallee bopMUPOBaHUE MPOTOKOIOB B Cyvae AOCTYNMHOCTU 1 peanunsauns npoLeayp UX KOHT-
pons;
- NaHMPOBaHNe NeEpPUONYECKON YCTaHOBKN OOHOBNEHHBLIX BEPCUIA MpOrpaMMHo-annapaTHbIX CPeACTR;
- DOKYMEHTMPOBaHWe HacTpoikn 06opyaoBaHNs ANs UCNONb30BaHUs B ByayLLeM Npy MOBTOPHOM €ro
KOHCOUrypUpOBaHUY;
- co3faHue pe3epBHOW KONUK KOHUrypaunoHHoro daiina mapLupytusaTtopa u xpaHeHue ero B 6e3o-
nacHoOM MecTe;
- TeCTMPOBaHKe BCeX NOACOeAUHEHHbIX K JTOKanbHON CeTW YCTPONCTB Ha NpeaMeT Hanuums ya3su-
MOCTW.
13.2.3 OpraHusauus rnoGanbHOi ceTn
13.2.3.1 O6wue nonoxeHus
TpaguumonHas MBC 6bina nepeoHavanbHO co3gaHa ¢ Ucnonb3oBaHneM UKCUPOBaHHBIX NTMHUIA CBA3K MeXay
nomMelleHusiMK (yanamu), apeHayeMbiMu y MpoBangepoB yenyr, npuiem nposanaep ycnyr BbIMOMHAET MUHK-
ManbHyto YNpaBneHYecKyto AesTeNlbHOCTb, CBA3AHHYH0 C 3TUMU JIMHUSIMK CBA3M, MOMUMO obecneyeHns ux yH-
KunoHupoBaHusi. OgHako passuTtue TexHonorum M'BC npreeno Kk nepeknagbiBaHWio OTBETCTBEHHOCTU 3a yripaBere-
HWe Ha NpoBaiaepa ycnyr ¢ BbIro40W AN opraHu3aLmm, 3aknioyaroLencs B 0TCYTCTBUM He0BXoaMMOCTH pa3Bep-
ThbIBaTb COBCTBEHHYIO CETb M YMPaBsiTh et0. 3TO 03HaYaeT, YTO OTBETCTBEHHOCTL No obecneveHuno 6ezonacHocTn
MeHeDKMeHTa CeTu Bo3naraeTcs Ha nposaraepa ycnyr. Kpome Toro, nockonbky MBC rmaBHbIM 06pa3oM Ucnornb-
3yeTcs ANd HanpasneHus ceTeBoro Tpaduka Ha 6onbLUne paccTosHNS, (PYHKLMSA MapLUpyTM3aLmum AomkHa 6biTb
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XOPOLLIO 3aLyLLeHa, YTODbl CKTIOUMTL BEPOSITHOCTL HanpasrneHusi cCeTeBOro Tpaduka B NPEACTaBAAOLLYIO He-

BEpPHbI NYHKT HasHadyeHus NIBC. Takum obpasom, npoxodsiuii Yepes nokaneHylo ceTb Tpaduk nogsepxeH

nepexsaTy nuuamun, uMmeroLmMm goctyn k nidpactpykrype MBC. MNockonbky uHdbpactpyktypa FBC 6onee goc-

TynHa, 4yem nHdpacTpykTypa JIBC, cnegyeT cobnogats OCTOPOXHOCTL, 06ecneuunBas g posaHue nepeaasae-

Moi yepes cpeay MBC 3Haunmon nHdpopmanmm. C nposaigepomM ycnyr AOoMmKeH 6bITh 3aKknNioYeH KOHTpakT, B

KOTOPOM AOMKHO BbITb OBroBOPEHO YCIOBMUE AEMOHCTPaLMK YPOBHA 6€30nacHOCTH, He06X0AUMOro opraHU3aLun.
13.2.3.2 Pucku 6e3onacHocTtn

XoTs npoBoaHasi FBC pasgensieT ocHOBHbIe pucku 6esonacHocTu ¢ nposogHoii JIBC (cMm. 13.2.2), ee uc-
nonb3oBaHve nogpasymMmesaeT 6onbLuee Y1c1o puckoB BesonacHocTv BCneacTeue 6onee sHa4YnTeNbLHON Noasep-
YKEHHOCTUN BO3AeNCTBIMIO ceTeBoro Tpaduka B MBC, UTo 03Ha4aeT HEOBXOAMMOCTL HaNMUUsA CPEACTB KOHTPOSS,
BKIOYas cpecTBa KOHTPOA A0CTyNa, Ans obecneyeHuns Toro, utobel nposoaHyto MBC 66110 Henerko ckomnpo-
MeTUPOBaTh, BbI3bIBasi TEM CaMbIM LLUMPOKO pacnpocTpaHsiioleecs HapyweHue. AHanorm4HelM obpasom, XoTs
6ecnpoBogHas MBC pasgensieT ocHoBHbIe pucki 6esonacHocTn ¢ 6ecnipoogHoii NIBC (cm. 13.2.2), oHa 6onee
nogBepXXeHa paspyLLEeHNIo N3-3a BO3MOXHOCTEN NpegHaMepeHHbIX MOMeX B CUCTEME, UCTIONb3YEeMOW Anst nepe-
Aauu ceTeBbIX NakeToB. OCHOBHbIE pUckX 6e3onacHOCTK, cBa3aHHble ¢ MBC, BkniovaloT:

- BTOPXXEHWE, Koraa MpoucxoauT packpbiTve MHMOPMaLMK UK LENOCTHOCTb AaHHbIX HE MOXeT ObITh rapaH-
TUPOBaHa;

- aTaku oTkasa B 06CNyKMBaHWUM, KOrfa pecypchl CTAHOBSITCA HEAOCTYNMHLIMM AJ151 YNIONTHOMOYEHHbIX MOb30-
BaTenew;

- YYETHbIE 3anncK Ans KOMMYTUpyeMoro goctyna B IHTepHeT 1 coeguHEeHUA C BHELLHEN CTOPOHON Ans
TNINYHOTO UCNONb30BaHMS oMa, KOTOpbIE NEerko MoryT 06xoauThb Nnobble 3alMTHBIE Mepbl, peann3oBaHHbIe Ha
CEeTeBOM W CepBEepHOM YPOBHSIX, MoABeprasi KopnopaTUBHYIO CETb BO3AEHACTBUIO MMEIOLLMXCS B 3NEKTPOHHOM
nouTe «4epBe», KTPOSHCKUX KOHE» 1 APYTrMX BUPYCOB;

- 3anasgbiBaHne, kotTopoe byaeT okasbiBaTh BNMSIHUE Ha rofnocoBylo nepeaady yepes IP-cepBuchl;

- chnykTyaumto caskl B ceTu, KoTopas byaeT okasbiBaTb BNMSHWE Ha KAYECTBO roflocOBOW nepegayuv (Bbl3bl-
BaeMy'o rnaBHbIM 06pa3om B pesynbTaTe UCMOoNb30BaHWs MegHbIX kabenen Ans nocTaBku ycnyr);

- cBoli yCTPOICTB;

- nospexaeHve kabens;

- YCTPOICTBA C HEYCTaHOBEHHbIMW NaTYamu;

- NOTEepIo 3NeKTpocHabXXeHNA Ha TPaH3UTHON NNoLLaake, 3aTparnsaroLLyro MHorve aApyrue niowaaku;

- cpefcTBa CeTeBOro ynpasfieHus nposanaepa ycnyr.

13.2.3.3 CpepncrBa KoHTpons 6e3onacHoCTU

OcHoBHble cpeaicTBa KOHTponA 6e3onacHocTU, HeobxoanMeble Ans obecneveHus sawuTel FBC, BkntovaroT:

- 3aMeHy Hebe3onacHbIX NO CBOEN NpUpoAe NPOTOKONOB, Takux, kak Telnetn FTP, Ha 6e3onacHble NPOToKo-
nNbl, Takue, kak SSH n SCP;

- lWWnhbpoBaHUe KaHanoB ynpasneHus;

- peanusaupmio 6e3onacHon ayTeHTudnkaumm Ana nonyveHus goctyna K yctponctsam MBC ¢ cooTBeTCTBYIO-
LLiell nogayei curHanusauum ans ycTponcTs ¢ ucnonb3osaHuem ot4eTHocT SNMP;

- obecneyveHve 6ezonacHocTu chusndeckoro obopyaosarHus MBC Ha Kaxaoi nnowaake, Takoe, Kak UCNosb-
30BaHue 3anMpaemslx LWkadoB ¢ cUrHanusaumen;

- ucnonb3oBaHue VBT ana obecneveHuns sawunThbl OT HapyLUEHUs1 SHEeprocHabxeHus;

- ABOIHOE coeANHEeHWe NNoLWanok ¢ UCNONb30BaHWEM Pa3HbLIX MapLLPYTOB;

- aKTUBHBIV NocregoBaTenbHbI onpoc ycTpoicTs MBC;

- COCTaBIeHME CXEMbI CETEBbLIX YCTPOWUCTB ANA MASHTUDUKALUN HECAHKLIMOHUPOBAHHBIX YCTPOWUCTB;

- CPEACTBO YNpaBrieHusi naT4amu;

- WudppoBaHHbLIE OBEpen ANA 3HaYMMbIX AaHHbIX;

- Mony4eHune rapaHTuil cepBuca oT NpoBanaepa ycnyr no TakMuM Bonpocam, Kak 3agepxkka u nykryauus
chasbl;

- peanusauumio ayauTa u noaoT4ETHOCTU ANA AocTyna K ycTpoicteam MBC;

- UCMONb30BaHUE MEXKCETEBbIX 3KPaHOB, OTBEpratoLLMX No6or HeoXnaaHHbIA BXOAALWMIA Tpaduk;

- obecneyeHue Toro, uTobbl cTpykTypa MPLS 1 agpeca 6binu ckpbITbiMU;

- npucBoeHue IP-agpecoB, KOTOPbIe He MOTYT 6bITb MapLLIPYTU3NPOoBaHbl Yepes UHTepHeT;

- Ucnonb3oBaHWe TPaHCIISILMKN CeTeBbIX aapecoB, KoTopasl ckpbiBaeT BHyTpeHHWe IP-agpeca, Ho no3sonaeT
YCTPOWCTBaM C HEMapLUpYTU3MPYEMbIMU aapecamn Aenathb 3anpockl us IHTepHeTa;
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- UCNOMNb30BaHWE aHTUBMPYCHOrO NporpaMMHoro obecnedveHust, YTobbl NoMeLLlaTh BpeAOHOCHOMY NporpamMm-
HoMmy obecneyeHnto, TakoMy, Kak « TPOSTHCKUE KOHWU», «4ePBU» W ApYrve BUpYChl, OTKpbIBaTbL f1aseiku B 6esonac-
HOCTW U3HYTPU ceTy;

- Ucnonb3oBaHWe cucTem obHapyXeHUsl BTOpXKeHWI Ana uaeHTuukaumm noaospuTensHoro Tpaduka;

- obecneyeHue nornyeckon 6e3onacHOCTM CUCTEM CETEBOrO YpaBneHus;

- obecneveHune usmyeckoin besonacHOCTU MecT CeTEBOrO yNpaBneHus;

- obecneyeHne pe3epBHOTO KOMMPOBAHWUS YCTPOUCTB;

- NpoBeAeHUe NPOBEPOK HAAEXKHOCTU NepcoHarna, 3aHMMaLWerocst CeTEBbIM MEHEPKMEHTOM.

13.2.4 BecnpoBogHbIe ceTU

13.2.4.1 Obwwme nonoxeHus

BecnpoBoaHble ceTu onpegeneHbl Kak ceTu, oxBaTbiBatoLme HebonbLune B reorpahiyeckom OTHOLEHUN
obnactu n cnonb3ytoLue 6ecnpoBogHbIE CPeACTBA CBSA3W, Takue, Kak PaguoBOSIHBI UM MHbpaKpacHble BOSHbI.
O6bI4HO 6ecnpoBOAHbLIE CETU UCTIONL3YIOT A4S peanv3aLun CBA3SHOCTU, SKBUBANIEHTHOW TOW, 4To obecnevnsaeT-
csa B JIBC, 1 n0aToMy KX Takke HasbiBaloT 6ecnpoBOgHbIMU NTOKanbHbIMU ceTAMU. OCHOBHLIE UCMOSb3YyeMble
TEXHONOMMN CTaHOAPTU3NPOBaHbI B AOKyMeHTax Ha ocHoBe |IEEE 802.11. CneayeT nogvepkHyTb, 4To 6ecnposoa-
Hble CeT! COCTaBNSAOT KaTeropuio ceTel, OTNUYHYI0 OT paguoceTeid, Takux, kak GSM, 3G n OBM, Tak kak Te
UCMOMb3YIOT aHTEeHHbIe MaYTbl ANs nepegayn (cm. 13.2.5).

BBC cTpagailoT oT Bcex ysi3BUMOCTEH NPOBOAHbIX NTOKanbHbIX ceTel 1 BAo6aBoK OT HEKOTOPLIX 0COBbLIX
yAI3BUMOCTEN, CBSA3aHHBIX C XapakTepucTMkamu 6ecnpoBogHol cBA3N. [ina paccMoTpeHns Bonpoca 3TuX A4onon-
HUTENbHbIX Y3BUMOCTEN Obinn paspaboTaHbl 0cobble TeXHONOMKU (FNasHbIM 06pa3oM OCHOBaHHbIE Ha W poBa-
HUK), XoTS y 6onee paHHUX BEpCUiA 3TUX TEXHOSIOTUA (Hanpumep, NPOTOKON WidposaHWA B 6ecnpoBOAHON CBA3N
WEP) umenuck cnabble MecTa apXUTeKTyphbl, U MO3TOMY OHU He COOTBETCTBOBaNU TpeboBaHUAM KoHdUaeHUU-
anbHOCTU.

13.2.4.2 Pucku 6e3onacHocTn

OcHoBHble chepbl puckoB 6e30MacHOCTH, CBsI3aHHbIE C MCNONb30BaHUEM BECNPOBOAHBIX JTOKaINbHbIX Ce-
Ten, BKNIOYaloT:

- noacnyLwmBaHue;

- HeCaHKLMOHNPOBaHHLIA AOCTYN;

- B3aMMHbIe W NpegHamMepeHHbIe moMexu;

- HenpaBuUIbHYHO KOHUrypaLmto;

- OTKITIOYEHWe No ymonyaHuio 6esonacHoro pexvma gocTyna;

- HekoppeKTHbIe npoTokonsl WEP unn TKIP;

- HekoppekTHbI SNMP, ncnonbsyemelid ans ynpaeneHus 6BC;

- BO3MOXHbI€ 3aTpyaHeHWS ¢ naeHTudmnkaumen KoHkpeTHoro nones3osatens bBC.

13.2.4.3 CpeacTBa KOHTpONsS 6e30nacHOCTU

CpepacTBa koHTpons 6esonacHocTn, Heobxoaumele anst BBC, BkntovatoT:

- OpraHM3aLuio MexceTeBol 3alwmTsl BBC oT kopnopaTUBHOW MHMPaCTPyKTYphI;

- peanusaumnio VPN Ha ocHoBe IPsec yepes EBC mexay KNUMEHTOM U NepUMETPOBLIM MEXCETEBbIM
3KpaHoM;

- paccMmoTpeHue Bonpoca ynydlleHus 6e3onacHocTU Kaxgoro yeTporictea BBC nyTem koHbUrypupoBaHust
nepcoHanbHbIX MEXCETEBbIX 3KPaHOB, MPOrpamMMHbIX CpeAcTB 0BHaPYKEHWSI BTOPXKEHWUIA U @aHTUBMPYCHOTO Mpo-
rpammHoro obecrneyeHnst Ha KMMEHTCKOM YCTPONCTBE;

- KOHTPONb YPOBHSA NepegaBaemMoro curHana Ans UCKINYeHUs pacnpocTpaHeHus 3a npeaensl husndeckoi
cchepbl opraHvzaumy;

- koHtpurypuposaHve SNMP Ha gocTyn TofbKO 4151 YTeHuss;

- yrpasfeHve ceTbHo Mo AONOMHUTENbHOMY WdPOBaHHOMY KaHany, Hanpumep ucnonbays SSH;

- noaaepxKky cusmdeckol 6ezonacHocTy Touek 6ecnpoBoAHOrO 4OCTYNA;

- MOBbILLEHUE NPOYHOCTUN NOBLIX CEPBEPHBIX KOMMOHEHTOB;

- TECTUPOBAHUE CUCTEMBI;

- paccMOTpeHKe BONpoca NCNoNb30BaHNS CUCTEMbI OBHapYXeHUS BTOPXEHW Mexay KopriopaTUBHON ce-
Toto M BBC.

13.2.5 Paguocetn

13.2.5.1 O6Lwme nonoxeHus

PagunoceTy onpeaeneHsl kak ceTu, UCNOMb3yoLre paguoBOSIHbl B kKaYeCcTBe CPeACcTBa CBA3M 415 oxBaTa
reorpacpuyecky o6LLNPHbLIX obnactei. TUNUYHBIMU MpUMepamMu paauoceTenl ABNSIOTCS CeTU COTOBOM CBA3N, UC-
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nonb3ytoLLne Takue TexHonoruu, kak GSM unu UMTS, v npegoctasnsiowme o6LLeqocTymnHbIe CepBUCHI roNoco-
BOI CBSI3M 1 Nepegayn gaHHbIX.

CnepyeT Noa4YepKHyTb, YTO CeTW, UCTNOMb3YHoLW e paanoBonHbl 4na oxsaTa HeGonblunx obnacTtel, pac-
CMaTpVBalOTCA Kak Agpyras kateropus (cM. 13.2.4).

MpumMepsl paguoceTen BKITOYAOT:

- TETRA (HazemHasi TpaHK/HroBasi paanoceTh);

- GSM (rnobanbHas cuctema MobunbLHOW CBA3N);

- 3G (Bkntovast UMTS — yHrBepcanbHasi cucteMa MobunsHoR casisn);

- GPRS (nakeTHast paguocsssb 06LLero HazHaveHus);

- CDPD (coTtoBast cucteMa nepeaqu nakeTos LMDPOBbIX AaHHbIX);

- CDMA (MHorocTaHUOHHbI JOCTYM C KOAOBLIM pasgeneHnemM KaHanos).

13.2.5.2 Pucku 6e3onacHocTn

CyuecTsyeT pag obLLmMX cLeHapues yrpo3 6e30nacHoCTH, CBA3AHHLIX C pUcKamiy, MPpUMEeHUMbIMU K paguo-
ceTsIM, BKIoYvast:

- NoAcnyLWnBaHue;

- NepexBart ceaHca CBA3W;

- BblAauvy cebsl 3a Apyroe nuLo (NepcoHauus);

- Yrpo3bl NPUKNaAHOro YPOBHS, HaNpuUMep MOLLUEHHUYECTBO;

- OTKa3 B 06CNyXMBaHNN.

MprMepbl PUCKOB B KOHTEKCTE HEKOTOPLIX BUOOB paanoceTe NpeacTaBneHsl HUXe.

Puckn 6e3onacHocTK, cBazaHHble ¢ GSM:

- anropuTMbl A5/x 1 Comp128-1 He SBMAKTCA CTORKMMU;

- GSM-LwmnbposaHme 0BbIYHO OTKITHOYEHO;

- BO3MOXHO KrnoHupoBaHue SIM-kapT.

Puckun 6e3onacHocTu, cBa3aHHble ¢ 3G:

- TenedoHbl y3BUMbI 45151 3N1EKTPOHHBIX aTak, BKIoYasi BHeCeHWe BpeaoHOCHOTo NporpaMMHoro obecne-
YeHus, HanprUmep BUPYCOB;

- BO3MOXHOCTM ataK BbICOKW, MOTOMY UTO TeniedOHbl 06bIYHO BKOYEHbI;

- YCIyru MOryT NoABepraTbcs NOACNYLLUBAHUIO;

- B paavoceTsaX MoryT 6biTb NpegHamMepeHHbIe NoMexu;

- BO3MOXHO BBEAEHWE NOXHbIX 6a30BbIX CTAHLUI;

- BO3MOXXEH HeCaHKLMOHUPOBaHHbIA AOCTYM K LUM03aMm;

- BO3MOXHbI aTaku yCIyr U HeCaHKLMOHUPOBAHHLIA AOCTYN K yenyram Yepes NIHTepHeT;

- BO3MOXXHO BHECEHWE CMama;

- CUCTEMBbI YNpaBrieHUsi NoABEPXKEHbI HECAHKLIMOHUPOBaHHOMY AoCTyny Yepes RAS;

- yCyrv noABepkeHbl atakaM NnocpeAcTBOM MOTEPSIHHOMO UK NOXULLEHHOTO 060pYAOBaHNA UHXEHEPHO-
TexXHU4Yeckon nomoluy, Bkrtovast KIMK.

UMTS siBnsieTcsl OCHOBHbLIM NpeAcTaBuUTeNeM rnobansHoro cemencTaa texHonoruii 3G 1 npegocrasnset
CylLleCTBEeHHblE BO3MOXHOCTM LUIMPOKOMOSIOCHOM NepeaaYu 1 NPponyckHO cnocoBHOCTM ANns noaaepxku 60nb-
LUero Yy1cra KITMEeHTOB rofIoCoBOM CBSI3U U NepeAayn AaHHbIX. OHa UCnonb3yeT NoNocy 4acToT WupuHoin 5 My,
Ha OgHY HecyLLyto Ans AOCTUXEHUS 3HaUUTeNbHO Bornee BbICOKMX CKOPOCTElN NepeaaYvun AaHHbIX U yBEUYEeHNA
npomnyckHol cnocobHocTH, obecneurBas onTUMansHoe UCMoNb30BaHWe paguopecypcoB, 0cobeHHO ans onepa-
TOPOB C LUMPOKUMU CMEXHBLIMU y4acTkamu crnekTpa, 0bbIidHO npocTupatowmmmcs ot 2:-10 go 2-:20 My, ans cHu-
YXEHUs1 pacxoaoB Ha pa3BepThiBaHWe 3G-ceTel.

GPRS — cyuiecTBeHHbIN War Bnepe K cetaM 3G, Tak kKak BO3pocnu yHKUNOHaNbHbIE BO3MOXHOCTH
GSM-cetu. GPRS — 310 cneuudukaums nepeaaum aaHHbIX B GSM-ceTsx, AatoLas BO3MOXHOCTb CyLLieCTBOBa-
Husi B GSM-uHbpacTpykType 1 nakeTHoro Tpadmka, U Tpadmka ¢ kommyTauuei kaHanos. GPRS ucnoneayet ao
BocbMU 9,05 unu 13,4 K6ut TDMA TaimcnoToB obLuei NponyckHOM cnocobHocThio 72,4 nnu 107,2 Kéut. GPRS
nopgaepxusaet npotokosnbl TCP/IP 1 X.25. GSM-ceTu ¢ TexHonorvei EDGE moryT peanusoebiBaTe EGPRS —
yrnyulieHHyto Bepcuio GPRS, koTopas ysenuumsaeT NponyckHyto crocoBHOCTL Kaxaoro Tanmenota ao 60 Kout.

GPRS pgenaeT BO3MOXHbIM MOCTOSIHHO BKIOYeHHoe MHTepHeT-coeauHEeHue, UTo MOXKeT cTaTb Npobrnemoi
6e3onacHocTn. GPRS-npogaiiaep 06bI4HO cTapaeTcsl NOBbICUTL 6e30nacHOCTL CBsI3U, o6ecneurBas MeXXCeTEeBOM
akpaH mexay GPRS-ceTbio U MIHTEpHETOM, HO 3TO A0MKHO BbITh CKOHUIYPUPOBAHO Tak, YTOObLI AaTh BO3MOX-
HOCTb NPpaBOMePHbLIM cepBucam paboTaTb, U crieqoBaTenbHO, He MOXET ObITb UCMOML30BaHO TPeTbe CTOPOHOM.
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CDPD npegcTaensieT coboli cneuundmkauuto ans nogaepxku 6ecnposogHoro goctyna k IHTepHeTyY 1 apy-
rMM obLLegoCTyMNHLIM CETSIM C KOMMYTaLMeR nakeToB Yepes coToBble TenedoHHble ceTn. CDPD nogaepxusaet
TCP/IP n CLNP. CDPD ncnonbsyeT RC4 noTouHbli windp ¢ 40-6utoBbiMK Kntovamu anst wndpposaHua. CDPD
onpegenexa B ctaHgapTe [S-732. ANropyTm He ABNSETCA CTONKUM 1 MOXKeT 6bITh AellndpoBaH MeTOA0M MOSHO-
ro nepebdopa.

CDMA — chopma pacluMpeHHOro crnekTpa — siBfsieTcs ceMeicTBOM MeToA0B LippoBO CBA3W, KOTOPLIE
NCNoNL30BaNUCh B TeUeHWe MHOrMX NeT. OCHOBHOW NPUHLMM pacLUMPEeHHOro CNekTpa — UCNoMb3oBaHWe LWyMo-
nogo6HbLIX HeCYLLMX, UMEIoLLIMX 6OMbLUYHO LUMPUHY NOMOCHI NPOMyCcKaHUs, Yem TpebyeTcs Ans NpoCcTor NPsMOoN
CBSI3U NpW OOHO 1 TOM 3Ke CKOPOCTU nepegayn AaHHbIX. TexHonorus Ludposoro koamposaHus nossonset CDMA
npegynpexaats NoAcnyLMBaHue, HamepeHHoe unu criydanHoe. TexHonorns CDMA pasbusaet 3ByK Ha dopar-
MEHTbI, NPOoXoasiLLMe NO pacllpeHHOMY CrekTpy YacToT. Kaxabllii dpparMeHT pasroBopa (Unv AaHHbIX) MOeHTU-
urympyeTcs no Lmgposomy koay, nssectHomy Torbko CDMA-TenedoHy 1 6a3oBoi cTaHLum. 310 03HaYaeT, 4To
haKTUYeCcKN HUKaKoe Apyroe YCTPOWCTBO He MOXeT MPUHSATL 3BOHOK. [OCKOMbKY CYLLIECTBYOT MUTIMOHbBI KOAO-
BbIX KOMBUHALMWA, 4OCTYNHBIX AN Nto60ro 3BoHKa, 3To obecneynBaeT 3auTy OT NOACNYLLUNBAHUS.

13.2.5.3 Cpeactea KoHTpons 6e30nacHoCTH

CyLecTByeT psf TEXHUYECKUX CPEACTB KOHTPOst 6e30nNacHOCTV AN OCYLLECTBNEHUSI MEHEDKMEHTA pUC-
KOB paguoceTen OT MAeHTUNLMPOBAHHBIX Yrpo3:

- HagexHasa ayTeHTuduKaums;

- WincppoBaHue ¢ 3 eKTUBHBIMK anropuTMamu;

- 3aLLMLLEeHHble 6a3oBble CTaHLMK;

- MeXceTeBble 3KpaHbl;

- 3aWuTa OT BPegOHOCHOro MPOrpamMmHOro obecneyeHns (BUPYChl, « TPOSIHCKUIA KOHb» U T. 4.);

- aHTVCraMm.

13.2.6 OpraHu13auus LUIMPOKOMONOCHOMW CeTH

13.2.6.1 O6wue nonoxeHus

LLinpokononocHele ceTn — 3TO rpynna TeXHOMOrMiA, No3BonsoLas nHAnBYAyanbHbIM aboHeHTaM ocyLue-
CTBINSATb BbICOKOCKOPOCTHOW AOCTYN K TOUKE NpUCYTCTBMA ceTu MIHTepHeT. B HacTosiLee Bpemsi CyLLecTByeT YeTbl-
pe OCHOBHbIE TEXHOMOMUN:

- 3G;

- kabenbHas;

- CNyTHWKOBAS;

- DSL.

YUTo KacaeTcs DSL, cyliecTByioT ABa OCHOBHbLIX BUAa: acumMeTpudHasa (ADSL), rae ckopocTb NnoToka ot
nonb3oBaTesst HXe (0T YeTBePTU A0 NOIOBUHBLI CKOPOCTU NOTOKa K NONb3oBaTento), U cummeTpudHasa (SDSL),
rae CKopocTU NMOTOKOB B 060UX HanpaBneHUsax oguHakosbl. B nobom cnyvae ckopocTb NOTOKa K MoNb3oBaTento
obbI4Ho coctasnseT oT 128 Kéut/c ao 2—8 M6uT/c B 3aBucumocTtu ot npoaykTta. KabensHas n cnyTHUkoBas
TEXHOIOMM TakKe UMEIOT CXOAHbIe BUALI NPoAYKTa.

OCHOBHbI€e NPUYKHBI BbIGOpa LUMPOKONONOCHBLIX TEXHOSOMIA 3aKNYaOTCA B TOM, YTO 3Ta TEXHONOMMS no-
CTOSIHHOTO NOAKINIOYEHUSI BLICOKOCKOPOCTHAA U CTOUT AeLueBne TpaguLMOHHBIX cuctem ceasun. Bee TexHonornm
AenaioT BO3MOXHbIM AocTyn B UHTEpHET 1, cneaoBaTenbHO, NPOCTUPaTCA TONLKO OT IHTepHeTa A0 NOMeLLEHWUI
aboHeHTa. cnonbaoBaHne MIHTepHeTa B kavecTBe YHUBEPCAIbHOM CNyxObl CBA3M NO3BONAET OLICTPO U AelleBo
OpraH13oBbIBaTh JIMHWU CBSI3U € APYrMMU NAOLLaAKaMu1, BO3MOXHO, ¢ passepToiBaHuem VPN ans 6esonacHbix
TINHUIA CBA3N.

13.2.6.2 Pucku 6esonacHocTu

LLinpokononocHas CBsisb — 3TO NPOCTO BbICOKOCKOPOCTHAS JIMHWUA CBSA3U NOCTOAHHOMO NOAKMIOHMEHNA MeX-
Ay aboHeHTOM U HTepHeTOM. OTU CBOICTBA AeNatoT NOAPLIBHYIO AEATENLHOCTL NPOTUB NOAKNHOHEHHON K LUMPO-
KOMOSOCHOM CBA3W CUCTEMbI NTIErKOW 3adadei AN XakepoB U HeMOCpPeACTBEHHO BeAYT K CneayowmM puckam:

- packpbiTne, MogudukaLs unu yaaneHwe nHopMaLmm B pesynbtaTe HeCaHKLMOHUPOBAHHOMO YAaneHHo-
ro gocTyna;

- pacnpocTpaHeH\e Bpe4OHOCHOTO MPorpamMmMHoro obecneyeHus;

- npuem/nepeaaya v BbINONHEHWE HECAHKLIMOHUPOBAHHbIX MPOrpammM;

- Kpaka JIMYHbIX AaHHbIX;

- HenpaBWnbHOE KOHPUTYpUpOBaHWe CUCTEM KITUEHTQ;

- BHECEHUWe NporpaMMHbIX YsI3BUMOCTEN;

- ceTeBOW 3aTop;

- OTKa3 B 06CNy>XUBaHWK.
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13.2.6.3 CpeacTsa KOHTpoNs 6e30nacHOCTH

CyLuecTByeT psi TEXHUYECKUX CPeACTB KOHTPOsA 6e30nacHOCTY AN OCyLLeCTBNeHUst MeHedKMeHTa puc-
KOB LUMPOKOMNOMOCHOM CBA3N OT AEHTUDULMPOBAHHLIX Yrpo3, BKIOYas:

- MeXceTeBble 3KpaHbl Ansi Manoro AoMallHero ouca;

- NporpaMmHbIe CpeacTBa 3aLlMThbl OT BPEAOHOCHOIo NPorpamMmmHoro obecnedeHus (BKoYasi BUPYChbl);

- CUCTEMbI OBHapPY)KEHWS BTOPXKEHWH, BKIOYasi CUCTEMbI MpeaynpexaeHns BTOPXKeHWH;

- VPN;

- UcnpaBsieHHble BepCUM nporpaMmm/naryu.

13.2.7 WLino3kl 6esonacHocTn

13.2.7.1 O6LWme nonoxeHus

CooTBeTCTBYIOLWMA MexaHU3M LUMt03a 6e3onacHOCTV JoSKeH obecneunBaTh 3almUTy BHYTPEHHUX CUCTEM
opraHusaLmn 1 ocyLLecTBsATL 6esonacHble ynpasneHne 1 KOHTPOIb MPoXoasLLero Yepes Hero Tpadmka B COOT-
BETCTBUW C NPUHATON NONUTUKOA OCTYNa K cepBuCy Luntosa 6esonacHoctn (cm. 13.2.7.3).

13.2.7.2 Pucku 6e3zonacHocTu

Xakepbl NpednpuH1MatoT Bce Gonee N3oLWpPeHHbIe NOMNbITKM B3ioMa ceTel, obcnyxuawLwmx busHec, v B
LieHTpe BHUMaHWS HaXoaaTesl LWto3bl. MonbITKU HeCaHKLIMOHMPOBAHHOMO AOCTYNa MOTYT 6bITh 3rI0HaMepeHHbIMY,
BedyLLMMU, HaNpUMep, B pesysfibTaTe ataku K oTkasy B 06CnyXvMBaHUW, OHX MOTYT BbITb HanpaBeHb! Ha 3110yNoT-
peGneHue pecypcaMmmn UK Ha nonydeHne LeHHol nHdopmMaumm. LLUno3bl 4OMKHbI 3aluLLaTh opraHM3aLmio oT
Takux BTOPXKeHWUA N3BHe, Hanpumep 13 NHTepHeTa nu ceTeli TpeTbei CTOPOHLI. HeKoHTponupyemoe ucxogsilee
13 opraHmaaLmmn MHPopPMaLMOHHOE HarnoHeHWe NPUBOAMT K NPaBoBbLIM Mpobriemam 1 NoTeHUMansHoN notepe
MHTennekTyanbHoin cobecTBeHHOCTU. Mo Mepe Toro kak Bce 6onblue opraHusaLwii yctaHaBnueatoT CBa3b ¢ VHTep-
HEeTOM AN YAOBNETBOPEHMUSI CBOMX OpraHn3auUnoHHbBIX NOTPeBHOCTEN, OHW CTalKMBalTCS C HEOOXOAMMOCTbIO
KOHTPONS AOCTYNa K HeHagnexalum Unm HexxenatenbHelM Beb-cavitam. Bea Takoro KOHTpPoONs opraHM3aLuum puc-
KYtOT NOTEPSITL MPON3BOANTENBHOCTL, MOABEPrHYTECA HENPUATHOCTSIM U HEMPaBWIbHO pacnpeaensiTb Nponyck-
HYH cMocoBHOCTL 13-3a HEMPOAYKTUBHOTO «OnyxaaHusi» no Beb-caiitaM. Ecnu He paccMaTpuyBaTh 3TU yrposbl,
BO3pacTaeT pUCK TOro, YTO COeMHEHMNS1 C BHELUHWM MUPOM MOTYT CTaTb HEAOCTYMNHLIMU, AaHHbIE MOTYT BbITh
MCMOpYEHbI UMK LiEHHbIE aKTWBbI OpraH13aLmMn MoryT NoaseprHy TbCs HeCaHKLIMOHUPOBAHHOMY packpbITuio. [laH-
Hble, pasMeLleHHble Ha Beb-caiTax unv uHbIM o6pa3om nepedaHHble 6e3 Haanexalymx noHOMOYUIA, TOXe MOryT
nosnevs 3a coboit NpaBoBbIe HEMPUATHOCTY, HANPUMEP UHCARAEPCKYIO TOProBAI.

13.2.7.3 Mephl 6esonacHocTy

LLinto3 6esonacHOCTU AOMKEH:

- pasgensitTe normyeckue cetu;

- BbINOMHATL (OYHKLMU OrpaHn4eHns U aHanuaa uHgopmMaLsu, Npoxoasailei Mexay NormieckuMmn ceTamm;

- BbITb CPeaCTBOM KOHTPOIS AOCTYyNa K MHbopMaLmKW, NocTynarLLel B CeTb OpraHusaunm U Beixoaswien
n3 Hee;

- o6ecneunBaTb eAUHCTBEHHYI KOHTPONMPYEMYIO 1 YNpaBisieMyto TOUKY BXoAa B CETb;

- MPOBOAMTL NONUTUKY BE30MacHOCTM OpraHn3aLmmn OTHOCUMTENBHO CeTEBbIX COeANHEHWNN;

- obecnevrBaTh 04HY TOUKY ANS NPOTOKONNPOBaHUS.

Ons kaxgoro Wwntosa 6esonacHoCTU AomkeH ObITb paspaboTaH OTAeNbHbIN JOKYMEHT nonuTuku 6esonac-
HOCTW AOCTYNa K ycryram, ¥ ero cogepkaHue AoMKHO BbIMOMHATLCA AN rapaHTUM NPoXoXaeHWst TONbKO caHKLy-
OHWPOBAaHHOrO Tpadrka. TOT AOKYMEHT AOSKEH cogepkaTb Habop Npasusl, KOTOPLIM LLH03 AOMKEH NOAYUHATL-
s, U KoHbUrypaumio Wwntosa. Heobxogumo caenaTb BO3MOXHBIM onpegeneHue paspeLleHHbIX CoOeguHEHN B
OTAEeNbHOCTM COrNacHo NPOTOKONY CBA3M U ApyrMM AeTansam. Takum o6pas3om, Ans rapaHTUpoBaHUs NonyveHns
AOCTyna oT COeANHEHUIA CUCTEM CBA3W TOSIbKO paspeLleHHbIM Nosib3oBaTesNsiM U Tpaduky B NONUTUKE AOMKHbI
6bITb ONpeaeneHbl 1 NogpobHo 3adhMKCpoBaHbl OrpaHUYeHs 1 Npaeuna, NpUMeHsieMble K Tpadpuky, npoxoas-
Lemy Yepes LWNto3 6ezonacHocTy B 06ovx HanpaeneHnsx, U napaMeTpbl ero yrpasneHus 1 KoHdburypaumu,

Heo6x0AMMO NOMHOCTLIO UCNOSML30BaTh AOCTYMHLIE CpeacTBa AEHTUMUKALUN U ayTeHTUdMKaLMK Nork-
Yeckoro KOHTPOIA AoCTyna 1 ayauTa Lwnto3os 6eaonacHocTy. Kpome Toro, ux Heo6XoAvMO perynsipHo NpoBepsiTh
Ha Hanu4ne HecaHKUMOHNpoBaHHbIX MO n/nnu gaHHbIX; Npu nX 0GHapyXeHUW AOMXHbI BbITb COCTaBMEHbI OTHETHI
06 MHUMaEeHTax B COOTBETCTBUM CO CXEMOI MeHeMKMEHTa HLMAEeHTOR VB opraHusaumm u/unu opraHusadui
(cm. UCO/MBK TO 18044).

Heobxoanmo, 4Tobbl NoAKNHYEHWE K CETU OCYLLECTBSNOCH TOMBLKO NOCHe NPOBEepK/ COOTBETCTBUS BblG-
paHHoro Wwnto3a 6eazonacHocTy TpeboBaHUsIM opraHu3aLmmn u/nnm coobliecTsa 1 BO3MOXHOCTU BesonacHoro Me-
HeKMeHTa BCeX PUCKOB, MponcTeKarLwux 13 nogobHoro coeguHeHust. JormkHa 6bITb rapaHTUpoBaHa HEBO3MOX-
HocTb 06xoaa Lwnto3a 6esonacHocTy.
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XopoLnm NpyuMepom Lto3a 6e30nacHOCTU SBMSIeTC MeXceTeBon akpaH. MexceTeBble 3kpaHbl 06bIMHO
AOMXKHbI 06NaaaTh COOTBETCTBYIOLLEA CTeNeHbH rapaHTum, Cou3MepuMon ¢ OLeHeHHBIM PUCKOM, Korada cTaH-
AapTHbIN Habop NpaBu MeXCceTeBoro skpaHa obbluHO HauMHaeTCsl € 3anpeLLeHnst BCEro 4ocTyna Mexay BHyT-
PEeHHUMU 1 BHELLHUMM ceTamu 1 AoBaBneHns oTaenbHbIX Npasun aAns obecnevyeHnst COOTBETCTBUS TONbKO Heob6-
XOAWMbIM KaHanam CBA3W.

Bonee nogpobHas nHbopmauus o Wwiosax 6esonacHoctn npegctasneHa B UCO/M3K 18028-3 (a Takke B
NCO/M3K 17799).

CnegyeT 0TMeTUTb, YTO, HECMOTPS Ha OTCYTCTBME 0DCY)XAEHUS acreKToB ceTeBoW 6esonacHoOCTH nepco-
HanbHbLIX MEXCETEBbLIX 3KPaHOB (CreLuanLHoro Tuna mexceTeBbix akpaHos) B UCO/MIK 18028-3, oHu Takke
OOSKHBI ObITb PACCMOTPEHbI. B 0TNMYMe 0T 60NbLUMHCTBA LLeHTParnbHbIX Y3M0B, 3aLllMLLEHHbIX crielnansHbIMI
MEXCETEBLIMU 3KpaHaMU, yaaneHHbIe CUCTEMbI He MOTYT BbITb obecnedeHbl SKOHOMUYECKM U NpaKTu4ecku. Baa-
MeH MOXHO 1CMONb30BaTh NepCoHanbHbIA MeXCceTeBOl 3KpaH, KOHTPONUPYIOLLMIA MOTOK MHbopMaLmMK B yaaneH-
HbIA KOMMbIOTEP (M MHOorAa U3 Hero). MepcoHan MoXeT OCYLLEeCTBSATb BbINOMHEHWe NpaBun (MOUTUK) MeXceTe-
BOTO 3KpaHa AUCTaHLMOHHO B LieHTparnbHOM NMyHKTe, ocBoboXAas yaaneHHoro nons3osaTens CUCTeMbl OT Heob-
XOAMMOCTU U3YHeHUs1 TEXHNYECKON CTOpOoHbI NpoLecca. OgHako, ecnin 3To HEBO3MOXHO, crieayeT no3aboTuTees
06 obecneveHnn acpbhekTUBHOW KOHUIYypaLMmn, 0COBEHHO ecnu NnepcoHan Ha yaaneHHOM yane He 3Hakom ¢ UT.
HekoTopble nepcoHarnbHble MeXceTeBble 3KpaHbl, OrpaHW4MBasi pacnpocTpaHeHye BpegoHOCHbIX MporpamMm, Tak-
e MOTYT orpaHu4mMBaTh BOSMOXHOCTU Nepeaaqn No CeTH CaHKLMOHNPOBaHHbLIX NporpaMm (aaxe 6ubnuoTtex).

13.2.8 CepBuchl yaaneHHoro gocryna

13.2.8.1 O6Wume nonoxeHus

Llenbto cepeurcoB yaaneHHoro goctyna (CY[) senseTcs ocylecTneHne obMeHa aaHHbIMU Mexay yaa-
NEeHHbIM Y3510M U LieHTpanbHbIM cepBMCOM. [11151 3TOro CyLLeCcTBYeT psif peLUeHUiA, BKNoYaroLWwmi:

- nepegavy WHdopmaLmn Yepes VIHTepHerT;

- cnyx6y IP aBTomaTnyeckoin TenedoHHOW CBS3N.

CucTembl cBa3mn yepes MIHTepHeT Bce B 6onbLuei cTeneHn UConbaytoT NpegocTaeneHHble HTepHeT-npo-
Balgepom kaHanbl cBa3n ADSL ansa o6ecneyeHunst BLICOKOW MPOMYyCKHOM CNOCOBHOCTU U3 LLeHTParnbHOro yana u
Boree HI3KYH MPOMNYCKHYI0 CMOCOBHOCTL U3 yAaneHHoro y3na K LieHTpanbHoMy. [ins o6ecneveHns 6ezonacHoc-
T NOTOKOB 0BMEHHbIX AaHHbIX (KpOMe HauMeHee 3acekpeyeHHbIX) Heobxoarmo ucnonb3osaTte VPN (cM. 13.2.9).

Cnyx6bl IP aBTOMaTU4eckoi TenedgoHHON CBA3N NO3BONAIOT yAaNeHHOMY Y3y (0BbIMHO OAUHOYHOMY
nonb3oBaTesto) HabupaTtb Homep 61o0ka MOAEMOB Ha LieHTpanbHOM cTaHumu. MNocne ayTeHTudukaumm yctaHasnu-
BaeTCs CBSA3b MeXAy yAaneHHbIM y3/10M U LeHTpasibHbIM CEPBUCOM. ECnv TONLKO B NPUIOXEHWN He UCNOSb3Y-
eTcs NpoTokon 6e30MacHOCTU, B 3TOM pexume cBsasn WnudposaHue obbivHO He npumensioT. floctyn k CY[ peanu-
3ytoT nocpeacTsom cetu ISDN nnu aHanorosbIxX NMUHWA. Tak UK MHaYe NonNb3oBaTeslb 3BOHUT B LIEHTpasbHbIi
y3en, rge umeeTca onpeaeneHHbIN ypoeeHb ayTeHTudukauuun. loctyn k CY[] obecneunsaet nepegady TonNbko
He3aLwngpoBaHHbIX AaHHbIX.

13.2.8.2 Pucku 6e3onacHocTu

CylecTByeT pag puckoB 6e30MacHOCTU, KOTopble MOryT BbITh cBsAzaHbl ¢ CY:

- HECaHKLMOHUPOBAaHHBIA [OCTYN K CUCTEMAaM, cepBUCaM U UHOPMaLIMK opraHusaLum (BkNoYasa Npocny-
LUMBAHWE), NPUBOAALLMIA K PACKPbITUIO, HECAHKLMOHUPOBaHHBIM U3MEHEHUAM UK paspyLUeHuto nHdopmaumn n/
W CEPBUCOB,;

- BBeleHWe BPeAOHOCHOIO KoAa B CUCTEMbl, CEPBUCHI M MHCpOPMaLMIO opraHu3aLum ¢ UX nocneaytouien
mMoaunuKaLmen, HeAOCTYNMHOCTLIO U paspyLLeHUemMm;

- ataka DoS Ha cepBUchl opraHu3saLuu.

13.2.8.3 Mepel 6e3onacHocTU

YaaneHHbIN AOCTYN NoapasyMeBaeT Hanu4ine caMo3allyThl LeHTpanbHbIX CEPBUCOB OT HECaHKLMOHUPOBaH-
Horo gocTtyna. CunMTtaeTcs, UTo caMmu yaaneHHsIe CUCTEMbI UMEIOT 3aLUuTy oT paaa yrpo3 6esonacHocTu. Mepbl
6e30MacHOCTH, KOTOpbIe MOTYT NOTPeboBaTLCSA, BKNOYAIOT:

- MeXceTeBble aKpaHbl (BKIOYas NepCoHanbHble MeXceTeBble aKpaHbl);

- ACL mapLupytusaTopa;

- WncppoBaHue kaHanos goctyna k UHTepHeTy;

- orpegenuTens MHUA BbI3OBA;

- CTPOryto ayTeHTuukaLuio;

- aHTuBMpycHoe MNO;

- yripaerieHue ayauToMm.

Bonee nogpobHas nHdopmaLms o 6esonacHocTn CY[ cogepxutca B8 MICO/M3K 18028-4.
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13.2.9 BupTtyanbHble YacTHble ceTu
13.2.9.1 O6Lume nonoxeHus
VPN sBnsieTcs 4acTHOW CeTblo, KOTopasi peanmayeTcsi C MOMOLLbI0 MHPPaCTPYKTYPbI CYLLECTBYIOLLMX Ce-
Ter. C Touku 3peHus nonbaosaTtens, VPN hyHKLUMOHUPYET Kak YacTHas ceTb U npeanaraeT aHanorudHble oyHKLW-
OHarbHble BO3MOXHOCTU 1 ycnyrin. VPN moxeT 6bITb MCNoNb30BaHa B pasfnyHbIX CUTYaLIMsX:
- peanusauus yganeHHoro gocTyna kK opraHusaunmn anst MobuneHbIX UKW Haxodswmxes 3a npegenamu
opraHmsauum CoTPYAHUKOB;
- CBAI3b MeXay pasinyHbIMU MEeCTONONOXEHUSIMU OpraHu3aLnm, BKIToYas N3bbITOYHbIE CBS3N AN BHeape-
HUS UHPPACTPYKTYPbl BOCCTAHOBNEHUS;
- yCTaHOB/EHWE NOACOeANHEHUI K CeTW OpraHusaLum Ana gpyriux opraHnsaumii/napTHepos no GusHecy.
Opyrumun cnosamu, VPN no3eonsieT ABYM KOMMbOTEPAM UK ceTsiIM 06MeHuBaTbCcs UHpopMaLmen 6e3o-
nacHbIM 06pa3om B He3alLLMLLIEHHOW NepeaatoLLeli cpeae (Hanpumep, B IHTepHeTe). 3ToT 06MeH paHee ocylLe-
CTBNANY ¢ 6oNbLIMMUK 3aTpaTamMm NocpeacTBOM UCMONb30BaHMS apeHayeMbIX TUHUIA ¢ LUndpaTopamm B KaHane
cBsA3n. OgHaKko ¢ NosABNEHNEM BbICOKOCKOPOCTHbIX KaHanoB cBsA3N MIHTepHeTa 1 noaxoaaLLero okoHe4Horo 060~
PYAOBaHWSI Ha KaXA0M KOHLe CeTU MosiBUNach BO3MOXHOCTL YCTaHOBMNEHWS 6e3onacHbIX CBsI3el Mexay yanamm
ceTu ¢ nomotybio VPN,
13.2.9.2 Puckun 6e3onacHocT
KntouyeBoi puck 6e30nacHOCTM AN CUCTEM CBA3U B HE3ALLMULLEHHONW CeTH 3aKToYaeTes B TOM, UTO CeKpeT-
Has uHdopMaLms MoXeT BbITb 4OCTYNHA AN HECaHKLMOHUPOBAHHOMO AOCTYNA, YTO NPUBOAUT K €€ PACKPbITUIO
n/vnn nameHeHuto. B gononHeHne k puckam, oBbIMHO CBSI3aHHBLIM C JTOKanbHLIMU U rNobanbHbIMU CETSIMU
(cm. 13.2.2.2 1 13.2.3.2 COOTBETCTBEHHO), 0BbIYHbIE pUCKU, CBA3aHHbIE ¢ VPN, BKNtoYatoT:
- HesalLMLLEeHHYIo peanuaauuio n3-3a:
* HETECTUPOBAHHOO UK AedhekTHOro Habopa LWNpPoB;
* KONNEKTUBHOM TalHbl, KOTOpasi MOXeT ObITb IErKO PackpbITa;
* NSIOXON TOMOSIOrMYECKOW CXEMbI CETH;
* HeyBepeHHOCTU B 6e30MacHOCTY yAaneHHoro KNUeHTa;
* HEeyBEPEHHOCTU B ayTeHTUhuKaLmm nons3oBaTenei;
- HeyBepeHHOCTb B 6e30MacHOCTU OCHOBHOTO NpoBaiiaepa ycnyr;
- Nnoxme (PyHKLMOHNPOBaHNE UM AOCTYNHOCTL CepBUCa;
- HECOOTBETCTBUE HOPMATUBHbBIM U 3aKoHOAATENbHBIM TPEBOBAHNAM K MPUMEHEHWIO LUNGPPOBAHNS B HEKOTO-
pbIX CTpaHax.
13.2.9.3 Mepebl 6esonacHocTu
B VPN B ceTeBbIX NpoToKonax u/mnu npoTokonax NpUNoxeHWn anga peanmsauumn pyHKLMOHanbHbIX BO3-
MOXXHOCTEN 1 ycnyr B obnacti 6e30nacHocTh 06bIMHO NCMONb3YIOT KpunTorpadmyeckne TeEXHONorMm, ocobeHHo
ecrnu ceTb, Ha koTopoi nocTpoeHa VPN, sisnsieTcs obwenoctynHoi ceTbio (Hanpumep, UHTepHeT). B 60nbLumnH-
cTBe criyyaeB Ans obecnevyerns KoHdUAEHLManbHOCTU MNpU peanusaLumn KaHanbl CBSA3U MeXay yYacTHUKaMmu
3alndpoBbLIBAOT, a AN NOATBEPXKAEHUS UAEHTUYHOCTU cUCTeM, nogktodeHHbIX K VPN, ncnone3syoT npoToko-
nbl ayTeHTUdKkaunn. O6bIMHO 3alLndpoBaHHas UHOPMaLUS NPoXoauT o 6e3onacHoMy TyHHESo, KOTOPbIR Co-
eVHSIeTCS CO LUMH030M OpraHn3aLum, CoXpaHsis KOHMUAEHLMaNnbHOCTb U LeNOCTHOCTL MHpopMauun. 3aTeMm LLnto3
naeHTUULMpYeT yaaneHHoro nonb3oBaTtens u paspellaeT eMy A0CTYN TONBKO K TOW UHhopMaLmMK, Ha nonyye-
HUe KOTOPOW OH UMEET CaHKLuIO.
Takum obpasom, VPN npeacrasnsieT coboi MmexaHn3m, OCHOBbIBaOLNIACS HA TYHHEMPOBaHWUU NPOTOKONa,
— 06paboTka 04HOro NOSTHOro NPOTOKoNA (KIMEHTCKWUIA MPOTOKOI) Kak NPOCTOro NoToKka BUTOB W 3aKnoyeHWe ero
B ApYrov npoTokon (rnasHbI npoTokon). O6biuHo npoTokon HocuTenst VPN obecneunBaeT 6e30nacHoCTb (KOH-
draeHUManbHOCTb ¥ LIENOCTHOCTL) KNMEeHTCKOro npoTtokona(o.). Mpu paccMoTpeHnn ucnons3osaHusi VPN cre-
ayet onpegennTs cnegytolime acnekToel apXUTeKTyphbl:
- 6e30MacHOCTL KOHEYHOW TOYKN;
- 6esonacHOCTb 3aBepLUeHS;
- 3awuTa ot BpegoHocHoro MNO;
- ayTeHTUmKaums;
- 0BHapyKeHue BTOPXKEHWUI;
- W03kl Ge3onacHoCTK (BKNOYas MeXceTeBbIe 3KpaHbl);
- NpOeKTUpoBaHWE ceTu;
- BO3MOXHOCTb ApYroro CoeiMHeHus;
- pasgenbHoe TYHHeNMpoBaHue;
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- NPOTOKONUPOBaHWE AaHHbIX ayanTa U MOHUTOPUHT CEeTHU;

- TEXHUYECKOe yrpaBrieHne yassUMOCTAMU.

Bonee noapobHas nHbopmauusa o VPN, BKoYas KaKablid U3 acnekToB apXMTEKTYphbl, NpeacTaBrieHa B
MCO/M3K 18028-5.

13.2.10 IP-KoHBepreHuus (aaHHble, ronoc, BUAEO)

13.2.10.1 O6wue nonoxeHusi

Mo mepe 3aBoeBaHWs NONYNSAPHOCTU KOHBEPreHLUMei ronoca u AaHHbIX He0BXOAMMO BbISIBASATL U YUUTbI-
BaTb CBsA3aHHbIe C Heli NpobnemMbl 6e3onacHoCTU. XOTa AeACTBYOLLME NpakTuieckue npuemMsl nepeaaydu ronoca
HyXaatTcs B Mepax 6e3onacHocTy ANs NpegoTBpaLleHUst MOLLEeHHWYECTBA, CBA3AaHHOMO ¢ MeXAyHapoaHbIMU
pasroBopamu, rofIOCOBOM MOYTON, U APYTUX Yrpo3 6€30MacHOCTH, 3TU CUCTEeMbl He 06 beAHEHbI B KopriopaTus-
HYI0 ceTb AaHHbIX U He NoABepXKeHbl TEM Xe pUckaM, YTo U ceTu AaHHbIX IP. Mpu koHBEpreHumum ronoca n AaHHbIX
AN yMeHbLUEHWUsA pyUcka aTtak HeobxoarMmo BHeapeHue mep 6e3onacHoCTu.

MpunoxeHune VolP 06blMHO COCTOUT U3 CReLManuanpoBaHHOro NporpaMmMHoro obecneveHust, pasMeLLeHHO-
O Ha OTKPbLITLIX UMW KOMMeEpPYeCKV AOCTYMHbLIX annapaTHbIX CpeacTBax M onepaLuoHHbIX cuctemax. Konvyectso
CepBepoOB 3aBUCUT OT MOCTaBLLUMKA, a Takke OT NX hakTUYECKOro pasmeLLeHusl. OTU KOMMOHEHTbI coobLiatoTes
nocpeacTeom IP no cetu Ethernet n coegnHeHbl Hepes KoMMyTaTopbl /UMK MapLLIPYTU3aTophbI.

13.2.10.2 Pucku 6e3onacHocTu

OcHoBHble 06nacTh pucka MoryT BbITh CBsi3aHbl ¢ aTakamu, OCHOBaHHbIMU Ha IP, Ha cneuuduyeckue ans
nocTasLuka ysissuMocTu N0 1 annapaTHble cpeacTsa Unu niaTgopmy onepaLMoHHON CUCTEMBI, Ha KOTOPOK
pasmeLLeHo npunoxeHue VolP. Pucku, cessaHHble ¢ KOMMoHeHTamu npunoxeHus VolP, BknoyaloT ataku Ha
ceTeBble YCTPOWCTBA U NMPUITOKEHUS, U UM MOTYT COOESNCTBOBaTL YA3BUMOCTU B MPOEKTUPOBaHUU UIK pearnuaaLmm
pelueHus, ceazaHHble ¢ VolP. CyllecTByioT cnedytoLlne obnactu pucka:

- Ka4ecTBO 0BCnyXUBaHNs (6e3 KOHTPONSA KavyecTBa 0BCNYXUBAHUS B LIENTOM MOXET BO3HUKHYTb BEPOSAT-
HOCTb MOTEPY KauecTsa UMK NpepbiBaHWS BbISOBOB U3-3a NOTEpU NakeTa v 3afepXKku pacnpocTpaHeHust curHana B
ceTw);

- He4OCTYMHOCTb YCnyru n3-3a atak DoS unu nuameHeHuii B Tabnuuax MapLupyTusaumm;

- Ha LIeNoCTHOCTb U AOCTYMNMHOCTL MOTYT NOBAUATL BUPYChI, KOTOPbLIE MOTYT NPOHUKHYTL B CETb Yepes Hesa-
LmLeHHble cuctemMbl VOIP 1 yxXyawmnTb Wnu gaxe Bbi3BaTb NOTEPIO CEPBUCA, a Takke MOTYT pacnpocTpaHUTLCS
Ha cepBepbl B CETU, YTO NPUBEAET K X MOBPEXKAEHWUIO;

- NporpamMModoHbI Ha NepcoHarbHbLIX KOMMNbIOTEPaX KIMEHTa ABNSIIOTCA UCTOYHUKOM 3HAYUTENBLHOTO pUC-
Ka, TaK Kak OHW MOTYT cTaTb TOUKaMU NMPOHWKHOBEHWUSI BUDYCOB M BTOPXXEHUS;

- cepBepbl VoIP 1 cuctemMsl ynpaeneHusa VolP sBnaoTcs NCTOYHUKOM pUcKa, ecriv OHU He 3alluLeHbl
MeXCceTeBbIMU IKpaHaMu;

- 6e30NacHOCTb CeTU AlaHHbIX MOXET OKa3aTbCsl oA Yrpo30i U3-3a 60MbLLOro KonMyecTBa NnopToB, OTKPbI-
ThIX Ha MeXceTeBbIX akpaHax Aanst noaaepxku. CearHc VolP ucnonb3yeT MHOXECTBEHHbIE MPOTOKObI U CBAA3aH-
Hble ¢ HUMU HOoMepa nopToB. H.323 ucnonb3yeT MHOroUUCNEHHbIE MPOTOKOSbI ANS NepeAayun curHanos, a H.323
1 SIP ncnonbaytoT npotokonsl RTP. B peaynbTate ceaHc H.323 MoxeT ucnons3osats 4o 11 pa3nuyuHbIX NOPTOB;

- MOLLEHHUYECTBO sIBNSeTCS KrtoueBon npobnemoit VolP, u oTcyTcTBUE BHUMaHUS K npobnemam 6esonac-
HOCTU TOMNbKO f06aBNseT pUcku. Xakepbl MOryT NOMYy4MTb HECaHKLUMOHUPOBaHHBIN gocTyn Kk ycnyre VolP nocpes-
CTBOM MMWUTaLUN aTak BOCNPOM3BEeAEHUS UNU HanaaeHusl Ha coeanHeHust. K 3HauuTenbHbIM pacxogam MoXeT
NpUBECTU MOLUEHHUYECTBO, CBSI3aHHOE C MeXAyHapoAHbIMA pasroBopamMv UNM HecaHKLMOHUPOBaHHLIMM
BbI30BAMU;

- HapyLLleHus koHMAaeHUMaNsHOCTU MOTyT BO3HWKaTh BCNEACTBUE NepexsaTta MHopmaLum B ceTy coTpya-
HUKaMK 1 ApYrMM NepPCoHanoM, MMeLUM JOCTYM K CeTy;

- NpocnyLIMBaHue peveBbiX BbI3OBOB;

- Tak Kak ans pabotbl IP-TenedoHb! HykaalTcA B NUTaHWK, TenedoHHasi ceTb He MOXeT (pyHKLIMOHUPOBaTb
B CIy4ae OTKII0UYEHUS 3NeKTpU4ecTBa;

- cyliecTByeT elle 6onbLKniA puck cbosi y CepBUCOB, CBSI3aHHLIX C FONTIOCOM U Nepegayeil AaHHbIX, U3-3a
MCNoNb30BaHUs 06LLMX KOMMNOHEHTOB, Hanpumep JIBC.

13.2.10.3 Mepbl 6e3onacHocTU

CyllecTByeT psfj TexHU4eckux Mep 6e30nacHOCTU AN MeHePKMEHTa PUCKOB OT MAEHTUMDULIMPOBaHHbIX
yrpo3 KOHBEPrMpoBaHHbLIM IP-ceTsiM, BKIoYaloLLuiA criegyoLLme MNOoNoXeHUsT:

- B 06beIMHEHHYIO CeTb AOIMKHbI BHEAPATLCA CPEACTBA KOHTPOSS KavyecTBa 06Cy>KuBaHUSA, nHave cyle-
CTBYeT BEPOSITHOCTb YXyALLEeHUs1 kauecTsa ronoca. OkasaHue ceTeBbIX YCNyr 1, rae BO3MOXHO, NpeAocTaBneHne
IP-kaHanoB cBsA3W cnegyeT oCyLLecTBAATh N0 BONOKOHHO-OMTUYECKOMY Kabenio Ans MUHUMU3auun ApoXaHus
chasbl (KoTOpoe BAUSIET HAa Ka4eCTBO ronoca);
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- Bce cepBepbl VOIP AomkHbl KOHUTYPUPOBaTLCS € 3aLLMTON OT BpegoHocHoro MO;

- nogaepxwusatoLue MK nporpammodpoHbl A0MKHbI BbITh CHabXeHbI NepCOHaNbHBEIMU MEXCEeTEBLIMU 3Kpa-
Hamu, a MO npoBepky HanM4Ms BUPYCOB SOSKHO perynsipHo 0BHOBNATLCS;

- ANA 3alWuThl OT aTak cepsepbl Nepegadv ronoca no IP 1 cuctemel ynpasneHus VolP gomkHbl 6bITs 3aLLum-
LLIeHbI MEXCeTeBbIMU 3KpaHamu;

- NMPOEKTUPOBLLMKA AOMKHLI rAapaHTUPOBaTh OTKPbITUE MUHUMAaTbHOTO KONMYEeCTBa NOpPTOB MEXKCETEBbIX K-
paHoB Ansa nogaepxku ycnyr no VolP;

- Ans 6opbbbl € MOLLEHHNUYECTBOM, CBA3AHHLIM C MEXAYHapOoAHBIMU pasroBopamu, OMKHbI BHEAPSTLCS
Mepbl 6e30MacHOCTK, Hanpas/eHHbIe NPOTUB MOBTOPHOIO BOCTIpoU3BeAeHNs U Ha 6opbBy ¢ uMnTaumel (cnyduH-
rom), 4ns npedoTepaLLeHVs HanageHUsl Ha coeanHeHs;

- cnegyeT ayTeHTUMULMPOBaTL BECh AOCTYM K cepeepam yrpasrneHus;

- M0 BO3MOXHOCTM YCIyTH, CBSA3aHHbIE C NepedaYyeit ronoca u ganHblX, 40SKHbI BbITh pasaeneHs;

- Heo6X0AMMO PacCMOTPETb BOSMOXHOCTb UCNOMb30BaHUS CUCTEMbl OBHapYXeHWs aTak afsl cepBepos,
noggepusatomx yenyru no VolP;

- HeoBX0AUMO paccMOTPETL BOSMOXKHOCTb LUMDPOBAHWS KaHana NpoxoxaeHus AaHHbIX, korga B cetu VolP
AorkHa obcyxaaTtbes cekpeTHast MHopMaLms;

- IP gomxkHbI NMTaThCs Yepes koHLeHTpaTopkl ceTu Ethernet, nogaoepxusaemsie NBIM;

- MOXeT noTpeboBaTbCsi 06bIKHOBEHHbIN PeYeBOi CEPBUC, KOTOPLINA UMEEeT aBTOHOMHbIA MCTOYHUK NUTaHWS
AN UCNOMNL30BaHWA B aBapUAHbLIX CUTYaLMSIX.

13.2.11 PaspelweHne pgoctyna K ycrnyram, npegocTtaBnsieMbiM BHEWHUMMMU (MO OTHOLUEHUIO
K opraHusaLusim) cetamu

13.2.11.1 O6Lume NonoxeHust

MpegocTaBsneHWe ycnyr aneKTPoHHOM NoYThl U HTepHeTa opraHusauum B Lensx yAoBNETBOPEHUS 3aKOH-
HbIX 61M3Hec-TpeboBaHWA NPUBOAWT K BO3HUKHOBEHWIO pa3HooBbpasHbIX yrpos, KOTOpble MOTYT UCMONb30BaTh Y3-
BUMbIE CUCTEMbI, U €CNN 3TW YCIYTU HEe CIPOEKTUPOBAHLI U HE 3KCNNYaTUPYIOTCH NMPaBUIbHO, TO OHU NPeaCcTaB-
NAOT 3HAYNTENbLHbIA PUCK ANs opraHu3aunn. Hanpumep, HecMoTpsa Ha Gapbepbl, CTosILLME Nepes craMmmepamu,
pacnpocTpaHsIioLWMK CBOIO A4esATENbHOCTE Ha paboTatowuin nepcoHar, cnam sienseTcs 6onbluoi npobnemot
ANs NpeanpuaTAiA n ux nepcoHana. Tak kak cnaMmepbl NbITalTCA Y3HaTb UMeHa COTPYAHUKOB, 60MNbLUMHCTBY
npeanpuaTUA NoHagodbuTca UCNONbL30BaTh TEXHONOMMKU aHTUCNaMa 1 06yUnTL NoNb3oBaTe el 3almaTs CBOM
agpeca anekTpoHHoN no4Tel. KpoMe Toro, nons3osartensam notpedyeTtcs sawmra ot goctyna Kk MHTepHeTy 1 BHe-
ApeHus B opraHusaumio BpegoHocHoro MO, Takoro, Kak « TPOAIHCKUE KOHUY, YTO MOXET NPUHUHUTL 3HAYUTENbHbIRA
yuiep6 MHOPMaLMOHHBIM CUCTEMaM W pENyTaLyW opraHnsaummn. BaxxHo yuntbiBaTth, 4To IHTEpHETY Henb3as AoBe-
PATb NOMHOCTLIO.

13.2.11.2 Pucku 6e3onacHocTn

OCHOBHEIMY 061ACTSIMU pUCKa NPY OCYLLLECTBEHUN 4OCTYNa K ycnyram, NpeaocTaBnsaemMbiM BHELLUHAMW Mo
OTHOLLEHWIO K OpraHu3aLm ceTsiMum, B YCNOBUSIX 9KCNyaTauum yassuMmocTel B cepeucax MHTepHeTa 1 arekTpoH-
HOWM NOYTLI ABMNSIKOTCS:

- noTeHuuanbHoe BBeAeHe BpegoHocHoro MO, Takoro, Kak « TPOAHCKUE KOHWUY;

- NonyyeHue orpomHoro obbema cnama;

- noTepst UHchopMaLK opraHu3aLuK;

- HaHeceHue yuep6a LenocTHoCTU UHpopMaLMn Unu ee noTeps;

- atakun DoS;

- HECaHKLIMOHUPOBaHHOE UCMONb30BaHWe yCnyr HTepHeTa 1 3NeKTPOHHOM NoYThI, BKITHOYas HenoauMHeHue
nonutuke 6e3oMacHOCT opraHn3aLmmn (Hanpumep, UCNoNb3oBaHWe YCAYT B SINYHBLIX LiENsiX) U 3akoHoO4aTensCTBy
(Hanpumep, NoCbUIKa YrpoXKatoLLMX SMEKTPOHHBIX NMUCEM).

13.2.11.3 Mepbl 6e3onacHocTu

TexHu4yeckue MmeponpusaTvs no obecneveHno 6e3onacHOCTU MEHEMKMEHTa PUCKOB, UCXOOSLLMX OT UOAEHTU-
drumposaHHbIX yrpo3s, Ans MHTepHeTa/aneKTpOHHON NOYTLI BKIOYAIOT:

- UCNONb30BaHNE MEXCETEBLIX 9KPAHOB € YPOBHSAMU rapaHTUW, COOTBETCTBYIOLLIMMU OLIEHEHHBIM pUckaMm, 1
HabopoB NpaBu MEXCETEBbIX IKPAHOB, KOTOPLIE OTHOCATCA K CneayloLlwemy:

- NOSNIUTUKE «OTKa3 OT BCEro» Mo yMOMYaHUIo;
- TONbKO UCXOAALWMUM coobLueHusim (Hanpumep, http/https);
- 3NEKTPOHHOM No4Te B 060MX HanpaBneHusx;

- ucnons3soBaHue ACL n npotokonos NAT Ha MapLipyTusaTopax Ansa orpaHUYeHUs U COKPbITUA CTPYKTYPbI

IP-agpecauuy;
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- aKTMBM3auua aHTUcnNyduHra 4na npeaoTepaLleHunst BHelHuX atak. Mepbl 6esonacHocTu aHTUcnyduHra
npuHUMatoT hopMy HENPUHATUA COOBLLIEHNSI CO CTOPOHBI (HanpumMep, U3 MHTepHeTa), ecnv B HeM yTBepxaaeTtcs,
YTO OHO UCXOANT U3HYTPW OpraHn3aLmmn, u HaobopoT;

- aKTUBU3aUnA BeG-moayner u Moaynei arneKTPOHHOM NOoYTLI B Ka4ecTBe NocpeaHuka Mexay nons3osare-
nem paboueli ctaHumn n UHTepHeTOM Tak, 4ToBbI peanpusTue Morsio obecneursaTh 6€30MacHOCTb, aAMUHUCTpa-
TUBHBIA KOHTPOSb U CNYXBY kalnpoBaHWA. BesonacHoOCTb yKpennseTcsl nyTem CpaBHeHUs! 3anpoLLEHHOTo YHU-
duumpoBaHHoro ykaszatens uHbopmMaumnoHHOro pecypca ¢ «6enbiM» 1 «4epHbIM» cnuckamu (ans goctyna B Ux-
TEpHeT), CKaHUPOBaHWA AaHHbIX N0 U3BECTHLIM 0bpasLaM, NnepemeLLeHnst Mexay BHYTPEHHUMU Y BHELLHUMU ag-
pecamu, co3gaHua NpPoTokona ayavTa 3anpocoB U 3anpalLvBatoLLMX CTOPOH U HANUYUSi aHTUBUPYCHBIX CPEACTB,
OCHOBaHHbIX Ha MOAYNsX 4OCTYNa;

- aHTUBUPYCHbIE cpeacTaa 6esonacHOCTU Ha Be6-moaynsix 4ocTyna U Mogynsx AoCTyna 311eKTPOHHOW no-
yTbl. OB6bluHbIE Mepbl 6e30NacHOCTU BKIHOYAIOT CPEeACTBa, U30NUPYOLLMe Noao3puTenbHble dhaitsbl (Hanpumep,
Mo TUNYy COAEPXXMMOro0) M OTCeMBatoLLMe 3anpoLUeHHbIe yHUULMPOBaHHbIEe YkasaTenu MHOPMaLMOHHOIo pecyp-
ca unu agpeca dNEKTPOHHOM NOYTLI MO «4epHOMY» crucky. (CnegyeT OTMETUTh, UTO «4epHbIe» CMIUCKUA He MOTyT
CUMTaTLCA 3aWUTON OT Heymenoro obpaLlleHusl, ocobeHHo, korga NogobHbIe CNUCKU NONY4alT CO CTOPOHLI. B
TakoM criyyae MOXeT NOSABUTLCA ONACHOCTb MOMYyYeHUs! JIOKHBIX MOMNOXKUTENbHLIX BbIBOAOB.) Bonee nogpobHas
nHpopmaLms No aHTUBUPYCHBIM Mepam Be3onacHocTn npeAcTasneHa B 13.9;

- aHTMPETPaHCAATOP Ha cepBepax SNEKTPOHHONU NoUThl U o6paTHbIe NpocMoTpbl DNS. Mephl 6e3onacHocTu
aHTUPETPaHCNATOPOR ONpPeaensAtoT, NocTynaeT N BxoasiLee 311eKTPOHHOE NUCbMO OT HYXXHOW OTnpaBnsioLLe
opraH13aLuu; B MPOTUBHOM cllydae 3/1eKTPOHHOE MUCbMO NPOTOKONUpYeTCs (M1 M30NNpYeTCsl), U cepBep arek-
TPOHHOM NOYTLI He NpeAnpuHUMaeT AanbHENLLMX AEUCTBUIA;

- pa3bnokupoBaHue curHanos Tpesoru u noywek npotokona SNMP. MpoTtokon SNMP moxeT 6biTb UC-
nonb30BaH 4N AMCTaHUUOHHOrO yNpaBfeHusl ceTeBbiM YCTPOUCTBOM U AN1sl MOCLINKW COOBLLEHUI (Mnu «NoBY-
LUEeK») B LieNsiX yBe4OMIEHNS CTaHLMU MOHUTOPUHIA O COCTOSIHUK STOTO YCTPOACTBA;

- MOHWUTOPWHT U MPOTOKONUPOBaHNE AaHHbIX ayavTa ceTn (cM. 13.7);

- YCTaHOBMNEHWE BHEMOOCHOrO YrpaBfieHWs!, CBSI3aHHOMO C NPaKTUKOW UCMONb30BaHWA pasHbiX ceTer aAns
nepegayv AaHHbIX U yNipasneHusl, 4Tobbl caenatb HEBO3MOXHBIM NOAKIIOYEHWE 3/10YMbILLTEeHHWKA K UX YCTPO-
CTBY;

- obecneyeHne JOMKHOM CBA3M ysisBUMOCTEN B knneHTckom MO, ncnonsayeMom gnsa Aoctyna K yenyram
WHTepHeTa (Hanpumep, Be6-6paysep), C COOTBETCTBYHOLLMMU NpoLeccaMm ynpaBneHns ysasBUMOCTAMU U NpUMe-
HEeHWeM naTyen.

13.2.12 ApxuTekTypa pasmelleHnUs HdopmaLmm Ha Be6-yanax

13.2.12.1 O6Lume NnonoxeHus

Ycnyrv no pasmeLleHunio nHcopMaLuum Ha yanax ceTu npeanaratoT MHorve npoBsarigepbl CeTeBbIX YCyr B
hopMe cTaHOaPTUIUPOBAHHOW YCNyri, YacTo BKNoYatoLLeR cpeacTea 6a3kbl AaHHbIX Ans 06paboTku AnNUTensHo
XPaHUMbIX AaHHBIX, @ TakKe OCHOBHYH cpedy BpeMeHU NPoroHa npunoXXeHus. Xots 60MbLLMHCTBO KOMMOHEHTOB,
HeobXoAUMbIX ANS peanusauun U NpearoXeHus ycnyr no pasmeLLeHnio MHdopMaumm Ha y3nax ceTu, HaxoasaTcs
BHe 0bnacTtu npMMeHeHs HacTosILLEero cTaHgapTa (Takue, kak Be6-cepsep nnu MO 6a3bl 4aHHbLIX), 30ech 3adunk-
CUpOBaHbI HEKOTOPbIE MOMOXEHUS NO CaMOI yenyre B LieSIoM, TaK Kak MHOT1e cuuTatoT pasmelleHre nHpopmaumm
Ha y3nax ceT COCTaBHOM YacTblo CETEBOro acCopTUMEHTa.

Y3nbl pasmeLleHns nHpopMaunm nogsepKeHbl pPUCKY CO CTOPOHbBI pazHOoBpasHbIX yrpo3, 0CoOBeHHo Tam,
rae oHU nogkntoyeHsl K IHTepHETY, Hanpumep, rae n3BecTHbIe opraHu3anmm MoryT bbITb aTakoBaHbl nepudepuii-
HbIMU rpynnamu. Takum obpasom, HeobXxoanumbl naeHTUMKaLMS BCeX NoTeHLUManbHbIX yrpos, a 3ateM 6nokupo-
BaHWe BCEX YA3BUMOCTEN, KOTOpbIe MOrnU Bbl 3KCNNyaTMpoBaTLCA 3TUMK Yrpo3aMu. OTO HaumydLWLUM obpasom
JocTAraeTcsl UCKIIOYEHeM YA3BUMOCTEN U3 apXMTEKTYpbI NMPU ee NpoekTupoBaHun. PaccMoTpeHue aTux npo-
61eM B COOTBETCTBUW C NPeACTaBIeHHON pekoMeHgaLMel GOMKHO caenaTb BO3MOXHbIM NpoeKTUpoBaHue 6e3o-
rMacHoro, HaaeXxHoro Beb-yana ¢ HU3KOW CTENEeHbLI0 pUCKa YHUUTOXEHWSI.

13.2.12.2 Puckn 6e3onacHocTy

OcHOBHbIMU 0BracTsIMU pyUcKa SIBIAOTCA:

- AOCTYN 3M10YMbILUNIEHHUKA K NMPUKNaaHOR cucTeMe M JaHHbIM Yepes eqUHCTBEHHY Bpellb B 3aliuTe
nepumeTpa;

- HesalLWLLEeHHOCTL KOMIMOHEHTa UHbpacTpyKTypbl ANS YSI3BUMOCTEN;

- MHOTOMUCEHHbIE OTAESbHbIE KPUTUYECKUe ToUkK (cOos);

- noTeps obcrnyxuBaHa n3-3a cbosi annapaTHbIX CpeacTs;

- HeCrnocoBHOCTL BbIBOAA U3 CTPOS ANs1 06CNyKMBaHWS;
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- HenpeaHamepeHHbIA 4OCTYN OBLLECTBEHHbIX MoNb3oBaTeNel K y4acTkam XpaHeHUs AaHHbIX;

- 3arpyska B cuctemy spegoHocHoro Mo;

- kKOMNpomeTauusa BeG-yana ¢ Ucnons3oBaHMeM PyHKLMOHaNbHOR BO3MOXHOCTM KOMMYTaLK;

- HeCnocoBHOCTL CHATMSA pe3epBHbIX Konuii 6e3 Bo3aencTBUA Ha paboTy Beb-yana;

- HecaHKLMOHMPOBaHHOE pacKpbITUe NnaHa IP-agpecauuu, obnerdatoLlee ataky Ha Be6-ysen;

- NCNONb30BaHUe CoeaNHEHUIA MeXay CTaHLUAMKW ynpaBneHus 1 Be6-y3rnom;

- HeobHapy)XeHHas aTaka;

- TPYAHOCTb B OTCEXUBAHUN BTOPXKEHWIA MexXady YCTPpOACTBaMU;

- HecnocoBHOCTL BOCCTaHaBNNBATL A@HHbIE;

- HeCNocoBHOCTL YAOBNETBOPATL TPEOGOBaHNAM cornalleHusi 06 ypoBHe cepsica;

- HecrnocoBHOCTb NoAAePXKUBATE HENPEPLIBHOCTb YCIYTH;

- HECaHKLMOHNPOBaHHOE UCMOMb30BaHWe BeG-ycnyr, BKIoYas HapyLeHue NonmMTUKA opraHuaaumm (Hanpu-
Mep, MCMOJSIb30BaHWE CEPBEPOB B NTUYHbLIX LIeNsX) U HECOOTBETCTBUE 3aKoHOAaTENLCTBY (Hanpumep, XpaHeHwe
maTepuana, KoTopblil HapyLlaeT aBTOPCKME Npasa, Un AeTckol nopHorpadum).

13.2.12.3 Mepbl 6e3onacHocTu

CylLuecTBYIOT criefytoLLpe TexHuYeckme mepbl 6e30MacHoCTU ANS MeHed)KMeHTa PUCKOB OT MAEHTUULIK-
pOBaHHbIX yrpo3 Ans Be6-y3nos:

- obecnevyeHune TWATeNBHOrO 30HMPOBaHWA 6e30NacHOCTU ANs orpaHNYeHns BO3AeNCTBMS YCnewHon
aTaky;

- cneundmKaLms pasnuyHbIX TUMOB MEXCETEBbLIX 3KPaHOB 4151 NPOTUBOAEUCTBUS BO3MOXHBLIM YA3BUMOC-
TSIM MeXceTeBbIX 3kpaHoB (6onee nogpobHas nHbopMaLusi 0 MeXceTeBbIX aKpaHax npeacTasneHa B 13.2.7 n
MCO/M3K 18028-3);

- YCTOWYMBOCTbL K BHELLHUM BO3AENCTBUSAM: NPOEKT AOSKEH BbITh MPOBEpeH Ha Hannuve noTeHuuanLHo
KPUTUUECKNX TOYEK, KOTOPbIE A0KHbI ObITh YCTPaHeHbI;

- NpeoaoneHne oTkasa/pasfaeneHunst Harpysky gns sawmTel oT cbost B paboTe 06opyaoBaHus;

- KnacTepusauus (cozgaHue KnacTepos), rae TpeboBaHeM SABNAETCS BbICOKUIA YPOBEHL FOTOBHOCTU B Cpe-
e nopsigka 24 X7,

- NpefocTaBneHne NocpeaHUYECKUX YCNyr Ana orpaHuveHus 4ocTyna k Be6-y3ny n obecneveHne BbICOKOR
CTeneHn NPOTOKONMPOBaHMS;

- aHTUBUpPYCHbIe Mepbl 6e30NacHOCTU Ha 3arpyskax 4ns NpeaoTepaLleHs umnopTa spegoHocHoro MO (6o-
nee nogpobHasa uHdopmaLusa o mepax 6e3onacHOCTU Ana 06HapyXeHWUa U NpeaoTBPaLLEHUS BPeAOHOCHOMO Koaa
npegacraeneHa B 13.9);

- KOMMYyTaLMS YPOBHSA 2, 06bI4HO UcnoNb3yeMas B NpoekTe Beb-y3na. KommyTtaums ypoBHs 3 He foskHa
6bITb UCNONbL30BaHa, ecrin 3TO He ABNsieTCs busHec-TpeboBaHWeM (HanpuMep, kak 4nst pacnpegeneHust Harpys-
ku). Kpome Toro, oguH v TOT e (hU3NHECKUin KOMMYTaTOp He AomKeH BbITb cnonb3oBaH 06erMn CTopoHaMm
MeXceTeBOro akpaHa. B npoekT kommyTaTopa cneayeT BKNoYaTb KOHTposnbHble Toukn WLAN, pasgeneHHblie
yHKLMeEN ANa YNPoLLEHMs HAaCTPOUKN CUCTEMBI OBHapYXXeHUA BTOPXKEHWI, TaK Kak CyLLeCTByeT COKpaLLeHHbIN
NpPOTOKOI, HAaCTPOeHHLIN Ha Ntobyto NIBC. Kpome Toro, BHeapeHue pesepsHoli JIBC no3sonsiet akcnnyatnposaTb
pesepBHbIe KONUK B NMo6oe BpeMA CyTOoK, He Noasepras onacHoCTU paboTy caiTa;

- nnaH IP-agpecauun gns orpaHuyeHns KonuyecTsa obLweaoCTyNHbIX aapecoB 40 MUHUMYMA, XPaHSILLIA-
cs1 nof CTPOXaWLIUM CEKPETOM, 3HaHWE KOTOPOro MoXeT 6bITb UCNOMNbL30BaHO ANl UHULMMPOBaHNUS aTaku Ha
Beb-y3en;

- MecTa NoAcoeAHEHUA KaHanoB ynpasneHus K o6LeaoCTyNHLIM CeTsM AoMKHBI WndposaTbea (Gonee
nogpobHyio nHdopmauumio 06 yaaneHHoM goctyne cM. B8 UCO/M3IK 18028-4). D1o BktouaeT No MeHbLUeR mepe
Hanuuve npeaynpexaeHui /nosywek npotokona SNMP Ha coeAMHEHUSIX MOPTOB MyNbTa yNpaBneHus;

- BCe NPOTOKOSbI ayauTa COBbITUIA N TpaH3aKUMIA KaXKAOoro YCTPOMCTBA, CKOMMPOBaHHbIE Ha cepBep ayauTa u
3aTeM Ha HOCUTENW pe3epBHbLIX KOMWIA, Takne, Kak KoMnakT-gucku (bonee nogpobHas nHdopMaums o NPOTOKOU-
pOBaHWUM AaHHbLIX ayauTa M MOHUTOPUHTE CeTU NpeacTaBneHa B nyHkTe 13.7);

- peanu3oBaHHas ycnyra BpeMeHHOW CUHXPOHU3aLIMK, NOCKOMNbKY OHa SIBNSIETCSl OCHOBOW aHasIv3a HecaH-
KLMOHMPOBAHHOr0 AOCTYNa U BO3MOXXHOCTIN OTCI@XNBAaHWUA NO NpoTokonam ayauta. [insa atoro TpebyeTcsa cuHXpo-
HU3auus BCEeX MPOTOKOMOB ayanTa u, cnegosaTtentbHo, cepBepos Ao nitoc/MuHyc 1 C (3aeck yMecTeH NpoTOKON
NTP; 6onee noapobHyio udcpopmaumio cMm. 8 UCO/M3K 17799, noagpasaen 10.6);

- npeanoYTUTENbHA yeyra UeHTpanu3oBaHHOro pe3epBHOro KONMpoBaHUSA, Tak Kak cylecTByeT Hambornb-
Was BEepOSITHOCTb €€ BbIMOSIHEHUS AOKHBLIM 06pasom;
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- HeOBXOAUMOCTbL KPYrNOCYTOYHOro (hyHKLMOHUPOBaHUSI Be6-y3roB TpebyeT BbICOKOKauYeCTBEHHLIX anna-
paTHbIX CPeACTB, KOTOPbIE MOTYT BblAepKaThb YCNOBUS 3TN cpeabl. [ins noanepxkm hyHKLMOHUPOBaHUS B PEXU-
Me 24 x7 B Be6-y3ne gomkHa 6biTb onpegeneHa nHpacTpyktypa cepeepa. BcnoMoratensHele onepauyoHHble
CcUCTEeMbI AOSTIKHBI BbITh YKpernneHbl, 3aTeM Bce cepsepbl U Apyriue YCTpoincTBa He0obXoAMMo TecTMpoBaTh Ha
npegmeT 6e3onacHocTu Ans obecneyeHnst NONHON 3aLLMLLIEHHOCTU BCEX YCTPONCTB;

- BHeApeHHoe HagexHoe npuknaaHoe MO, rae 6bin NpoBepeH kof Ans CTPYKTYPbI, KOTopas siBnseTcs
TNorMyecku KOppeKTHON 1 ucnonb3yeT yTeepxaeHHoe N0 ayTeHTUdukaLmn.

Taicke crnegyet OTMETUTb, UTO MPY NPOEKTUpoBaHWKM Be6-y3na Bonpocsl ynpasreHust HenpepbiBHOCTbIO 613-
Heca 4acTo paccMaTpMBalTCsl He NOMHOCTLIO. B 0THOLWIEHUM Be6-Y3r0oB AeCTBUS NO YNPaBNeHWIO HenpepbIBHO-
CTbl0 BU3HEeca AOMKHbI NPOBOAUTLCA NOMHOCTLIO (Gonee NonHo uHopmaLma 06 ynpasneHUn HenpepbIBHOCTLIO
6usHeca nsnoxexHa B 13.11).

13.3 OcHoBa 6e3onacHoro ynpaBneHus ycrnyramu

13.3.1 YnpaeneHue ycnyramu

KntoueBoe TpeboBaHue 6esonacHocTy K Moboi opraHusauum ceTu — aTo ee nogaepxaHue 4eNcTBUAMN
6e3onacHOro ynpaeneHust ycryramu, KoTopble UHULUAPYHOT U KOHTPONUPYIOT BHeAPeHUe U PYHKLUMOHUpOBaHWe
Mep 6e3onacHocTU. TN AelcTBUA cnyxkaTt ob6ecneyeHunio 6e30nacHOCTU BceX MHMPOPMaLIMOHHBIX CACTEM OpraHu-
3aumm unn cooblyecTea. MeHemKMEHT CETEBbIX COEAMHEHUIA AOIKEH BKITHOYATb:

- onpefeneHue Bcex 06513aHHOCTEN, CBSA3aHHbIX ¢ 6€30MacHOCTLIO OpraHn3aLumn ceTu, U HasHaYeHue me-
Hemkepa nNo 6e30MacHOCTU ¢ 06LLel OTBETCTBEHHOCTLIO;

- BOKYMEHTUPOBaHHYIO NOSIMTUKY 6€30MacHOCTM OpraHnsaLm ceTi 1 CornpoOBOAUTENLHYIO AOKYMEHTUPOBaH-
HYI0 apXUTEKTYpY TeXHUYecKkon besonacHocTy;

- AOKYyMEHTUPOBaHHbIE BCTIOMOraTesibHble onepauum;

- NMpoBeAeHne NPoBEPKM COOTBETCTBUS TpeboBaHusiM 6e30nacHOCTH, BKIMloYas TeCTMpoBaHue Ha besonac-
HocTb Ana obecnedeHns nogaepkaHusi 6esonacHoCcT Ha TpebyeMoM YpoBHE;

- OKYMEHTPOBaHHble ycrioBust 6e30nacHOCTU Ansi COeAMHEHWS], KOTOPble HAAo BbIMOHATL A0 NOSyYeHu s
paspeLleHns Ha COeANHEHNS OT CTOPOHHUX OpraHu3aLuii unu nioaen;

- JOKYMEHTUPOBaHHbIE YCIIOBUSA Be3onacHOCTU ANs NoNb3oBaTerei CeTeBbIX YCnyr;

- CXeMy MeHeQXKMeHTa UHUMAEeHTOB 6e3onacHocTu;

- 32[10KYMEHTUPOBAaHHLIE 1 MPOBEPEHHbIE NaHbI Mo NogaepKaHuio HenpepbiBHOCTU BuaHeca/BoccTaHoBNE-
HUS1 B @BapUiHbIX CUTYaLuUsIX.

CnepyeTt OTMETUTb, YTO 3TOT MyHKT KacaeTcs acrnekToB, onucaHHsix B MCO/M3K 17799. B ctaHgapTe
nogapo6Ho onncaHbl TONMbKo 0Cob0 BaXkHbIE BhiLLeyKa3aHHbIe TEMbI, KacatoLuecs ncnonb3osaHus ceteid. Cneno-
BaTenbHO, 3a 6onee nogpobHol MHOpMaLKWe, Hanpumep, 0 CoAepPXXaHUU NONUTUKM Be30MacHOCTU CETU U one-
paLMoHHbIX Mpoledypax 6e3onacHOCTV U 0 TemMax, He YKasaHHbIX 30ecbk, YATaTento cnegyeT obpaTuThes K
NCO/M3K 17799.

13.3.2 NonuTtnka 6e3onacHocTU ceTen

0O6s3aHHOCTLIO PYKOBOACTBA SBNSIETCA MPUHATUE U NoAAepXKKa MONUTUKK ceTeBoW 6e3onacHoCT opraHu-
3auum (kak ykazaHo B MICO/M3K 17799). 3Ta nonunTtuka ceTeBoit 6€30nacHOCTU A0MKHa BbITEKaTb U3 MONUTUKM
MHdopMaLMoHHOR 6e30nacHOCTM opraHu3aL M 1 cornacoBbiBaTbCA ¢ Hel. MonuTtuka gomkHa 6bITb peanuaye-
MOW, Nerkog4oCTYMNHOR ANsi CAHKUMOHNPOBAHHbIX YIEHOB OpraHm3aLum 1 cogepxaTtb YeTkne hopMynupoBKA:

- MO3VLUK OpraHM3aLm B OTHOLLEHWN MPUEMINEMOrO UCTIONbL30BaHUS CETH;

- AONONHUTENbHBIX MpaBun 6e3onacHoro CNonb30BaHWs creLnansHbIX CETEBLIX PECYPCOB, CEPBUCOB U
NPUAIOXKEHWUI;

- nocneacTeuii c6osi Ans BbINONHEHWS NpaBun 6e30MnacHoCTy;

- OTHOLLEHWS OpraHn3aLmn K HenpaBubHON aKCnnyaTtauum cetu;

- florn4eckoro 060CHOBaHNA() MONUTHKM U crielanbHbIX npasun 6esonacHocTy.

B HekoTOpbIX 06CTOATENLCTBAX TW YETKME hOPMYNMPOBKA MOTYT BbITb BKITOUEHbI B MONUTUKY UHgopMaLm-
OHHol Be3onacHocTu, ecni 310 6onee yaobHo aAns opraHusauum U/vnun aTo genaet NonuTUKy 6onee NoHATHOM
Ansi nepcoHana.

MonuTtuka 6ezonacHOCTU ceTh 0ObIMHO OOMKHa coaepXaTb KPATKOe U3NOXKEHNE pe3ynbTaToB OLeHKU pucka
6e30nacHOCTY M agMUHUCTPaTUBHOTO aHanuaa (4To CnyXmMT 060CHOBaHWEM PacxoAoB Ha Mepbl 6e30MacHoCTH),
BKMtoYasi nogpoBGHOCTM 0 Beex BblbpaHHbIX Mepax 6e3onacHocTU, CopasMepHbIX OLgHeHHbIM prckaM (CM. pas-
gen 12).

13.3.3 Pabouue npouenypbl o6ecneveHns 6esonacHocTu

B nogaepxky nonnTUKK ceTeBoit 6esonacHoCTV Heobxoanumo paspaboTaTh U CoXpaHsATb AOKYMEHTaumMo Nno
BCrioMoraTessHbIM orepaLaM, OXBaTbIBALLYH Kaaoe ceTeBoe coeavHeHWe npu HeobxoauMocTu. B Hell Aormk-
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Hbl coflepXaTbCs AeTanuv NoBceAHEBHBLIX pabounx npoLeayp, cBsizaHHbIX ¢ obecrneyeHnem 6e3onacHocTy, a Tak-
Xe CBefleHNs1 0 NnLax, OTBETCTBEHHbIX 3a UX UCMOSb30BaHUE Y MEHEAXMEHT.

13.3.4 NpoBepka cooTBeTCTBUA TpebGoBaHMsAM 6€30MacHOCTHU

Bce ceTeBble coeanHeHWs HE0BX0AMMO NPOBEPSITL Ha COOTBETCTBUE TpebosaHusiM 6e3onacHOCTY Mo cBoA-
HOMY KOHTPOJIbHOMY CMCKY, COCTaBNEeHHOMY 13 Mep 6e30nacHOCTH, orpeferneHHbIX B:

- nonuTuke 6e30MacHOCTU opraH13aLn ceTu;

- POACTBEHHbIX BCrIoOMOraTebHbIX onepauusx;

- apXUTEKType TeXHNYecKon 6e3onacHoCTy;

- nonuTuke (6esonacHocT) gocTyna K ycnyre Lwnto3a 6esonacHocTy;

- nnaHe(ax) obecneyeHnst HenpepbIBHOCTK B13Heca;

- ycnoBusix 6e30nacHoCTy A4nsi coeaAnHeHus (ecnun Heob6xoamMmo).

MpoBepka gomkHa NPOBOANTLCH A0 BBeAeHUS B AelicTBue noboro ceteBoro coegnHeHusl, 4O HOBOW
OCHOBHOW BepcuU (CBSI3aHHOW CO 3HAUNTENbHBIM U3MEHEHNEM, CBSI3aHHbIM ¢ BU3HECOM UK CeThio), BO BCEM
OCTarlbHOM — eXerofHo.

MpoBepka AormKkHa BKoYaTh NpoBeAeHWe UCTbITaHus besonacHocTy No obLLenpr3HaHHBIM CTaHdapTam B
COOTBETCTBUM CO CTpaTerner UcnbiTaHWs 6e30MacHOCTA U CBSA3aHHBIMU C HEl MnaHaMu, pa3paboTaHHbIMK 3apa-
Hee, TOYHO onpeaensitoLLLMK, Kakue, ¢ YeM, rae 1 Korga AoSMKHbI NPOBOANTLCS UCTbITaHusl. OBbIMHO OHa AoMmkHa
co4eTaTtb MOUCK YSISBUMOCTEN U UCTIbITaHKs Ha MPOHUKHOBEHWE. MNepea Havanom Nto6Goro Takoro UCMbITaHWs! MnaH
UCMbITaHUA HeOBX0ANMO NPOBEPUTL, YTOBLI rAapaHTUPOBaTh NPoBeAeHNE UCTMbITaHUS! B NOMTHOM COOTBETCTBUN C
OelCTBYOLUM 3aKoHoAaTenbLCTBOM. [py NpoBeaeHUM 3TON NPOBEPKU He crieqyeT 3abbiBaTb O TOM, YTO CETb
MOXET He orpaHW4MBaTLCS OQHOW CTPAHOW — OHa MOXET pacrnpoCTPaHATLCS Ha ApYyrve cTpaHbl C pasfuyHbIM
3akoHogaTenscTBOM. Mpy NpoBeAEHNN UCMbITAHKSA B OTYETaX AOMKHbI ObITb ykazaHbl 0coBeHHOCTU 0BHapyXXeH-
HbIX YSI3BUMOCTEN, He0bX0AMMbIE MEPbI MO UX YCTPaHEHWNIO U MPUOPUTET UX MPUHSITUS.

13.3.5 YcnoBusi o6ecneyveHus 6e3onacHoCTU coeAuHeHUs

Mpu oTCYTCTBMM COrNacoBaHHbIX MO KOHTPAKTY YCNoBUiA Be3onacHOCTU coeMHeHUIA opraHnsauust haktu-
YecKU MpUHMMaeT PUCKK, CBA3aHHbIE C APYTUM KOHLIOM CETEBOro coeiMHeHUs BHe ee AomeHa. [NoaobHble pucku
MOTYT BKITHOHATb PUCKM, CBA3AHHbIE C 3aLLMTON NepcoHanbHonW MHopMaumm/gaHHbIX, korga coeguHeHne MOXHO
ncnonb3oBaTh 4151 06MeHa nepcoHanbHbIMU AaHHBIMW, KOTOPbIA NOAYUHSAETCS HAaLUOoHaNbHOMY 3akoHodaTenb-
CTBY, Ha OAHOM UM 0BOKX KOHLaX 1 Koraa APYroi KoHeL, ceTeBoro coeanHeHUs (BHe obnactn AenCcTBUA opraHu-
3auMn) HaXoAUTCS B APYrol CTpaHe U 3aKkoHoAaTeNbCTBO MOXET BbITb Apyrum.

Hanpumep, opraHusauua A MoxeT noTpeboBaTh, 4TO6LI Nepea nogknioveHWeM opraHusauuy B k ee cucte-
MaM yepes ceTeBoe coeguHeHue opraHnsaums B noanepxana n npoaeMoHCTpupoBana onpeaeneHHbIn ypoBeHb
6e30onacHOCTU Ans CBOE! CUCTEMbI, YHaCTBYIOLLEN B 93TOM coeguHeHnW. Taknum o6pas3om opraHusaumio A MOXHO
ybeauThb B TOM, 4TO opraHusauuvsa B ynpaenseT ceonmu puckamum npuemnemMbiMm cnocobom. B nogobHbIx crydasx
opraHusauus A gormkHa npeacTaBuUTb YeroBusi 65e30MacHOCTU Anst AOKYMEHTa NO COEANHEHUIO, KOTOPbIA YTOYHS-
eT Mepbl 6e30MacHOCTH, KOTOPbIE AOMKHBI ObITh MPUHATLI opraHusaumen B. OHW AonKHbI 6bITh peanu3oBaHbl
opraHusauuen B, nocne yero opraHusaums A nognuceiBaeT obsizatensHoe cornaweHue o noaaepxaHun 6eso-
nacHocTu. OpraHusaumsi A coxpaHsieT 3a coboii NpaBo Ha NpoBeAeHne NPoBEPKU NPUHATLIX Mep obecneveHns
6esonacHocTu B opraHusauuu B.

Taicke 6bIBalOT criydau, Korga opraHusauum B coobluecTse 060104HO cornacyoT AOKYMeHT «Ycnosus 6e-
30MacHOCTU ANsi COEAMHEHUs», B KOTOPOM 3anucaHbl 06s13aTenbcTBa U 06513aHHOCTU BCEX CTOPOH, BKITlOYas B3a-
VUMHY'0 NPOBEPKY COOTBETCTBUS.

13.3.6 [lokyMeHTUpOBaHHbIEe yCroBusi 6ezonacHOCTU Ans nonb3oBaTtenei ceTeBbIX ycnyr

Monb3oBarensim, CaHKUMOHUPOBaHHBLIM AJ1s1 yaarneHHon paboTbl, HeobxoauMOo BbiaaBaTh AOKYMEHT «Ycno-
Busi 6ezonacHOCTU ANnsi Nonb3oBartenel ceTeBbIX ycryrn». B Hem gomkHa bbb UanoxeHa 0TBETCTBEHHOCTb NOMNb30-
BaTesnsi 3a nporpaMMHoe obecneveHune, annapaTypy U AaHHble OTHOCUTENBHO CeTU U X 6e30NacHOCTb.

13.3.7 MeHeAXXKMEHT UHLIMAEHTOB

UHumaeHTol VB valle Bcero npoucxoasT (M UX NocrneacTBUs okasbiBaloT 6onee cepbesHoe oTpulaTtensHoe
BO3AeNCTBUE Ha BU3HeC) B MecTax CeTeBbIX CoeAVHEHU, B 0OCOBEHHOCTU B Criydae CeTeBoro CoeAUHEHUN ¢
ApyruMu opraHusauusamu. Takum o6pa3om, MOryT BO3HUKHYTb 3HAUMTENbHbIE lopuandeckue NocneacTeuns, CBs-
3aHHblE C MHLMAEHTaMU.

OpraHu3sauus ¢ ceTeBbIMU COEAUHEHUSIMU JOJTKHA UMETb AOKYMEHTUPOBAaHHYIO U peanu3oBaHHyo cXemy
MeHekKMeHTa uHUMaeHToB VB 1 cBazaHHy1o € Heli MHpacTpyKTypy, CnocobHYo BLICTPO pearnpoBaTh Ha UAEH-
TU(MUUPOBaHHBIE UHUUAEHTLI, CBOAUTL K MMHUMYMY UX BO3AEWACTBME U AenaTb BbIBOALI ANsi NpefoTBpaLleHns
UX MOBTOPHOTO NosiBneHusi. 3ta cxemMa AormkHa 6biTe cnocobHa o6pabaTbiBaTs kak cobbitna UB (naeHTuduum-
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pOBaHHbIE BO3HUKHOBEHWSI COCTOSIHUSI CUCTEMbI, YCIYTN UNK CeTW, yKasbiBaloLme Ha BO3MOXHOE HapyLUueHWe
MoNUTUKW MHPOPMaLMOHHOM 6e30NacHOCTU UK OTKa3 CPEACTB 3aLMThI UK NPEXae HeU3BECTHOMN cUTyaLmm, Ko-
Topasi MOXeT UMeTb 3HaueHve ana 6e3onacHocTn), Tak u MHUMAEHTH VB (eanHUYHOE COBbITUE NN CEPUN HeXe-
narenbHbIX WA HeokuaaHHbIX cobbITUI UIB, KOTOpbIE CO 3HAYUTENBHOM BEPOSITHOCTLIO MOTYT NOABEPTHYTH PUCKY
nposegeHve GusHec-onepauunii n yrpoxats UB).

Bonee nogpobHasa nHpopmMmauusa o MeHepkMeHTe uHumaeHTos UB nsnoxerna 8 UCO/M3K 18044.

13.4 MeHea)XMeHT ceTeBOM 6e30MacHOCTU

13.4.1 O6ume nonoxeHus

YnpasneHuve noboli ceTbio HeobXoANMO OCyLLECTBAATL 6e3onacHbIM cnocobom 1, 6esycnosHo, obecneyu-
BaTb NOAAEPXKKY MeHe)KMeHTa ceTeBol 6e30MacHOCTH C okasaHMeM AOSHKHONO BHUMAHWUA pasfiniHeiM AOCTYN-
HbIM CeTEBbLIM NPOTOKOS1IaM U CBA3aHHLIM C HAMM criy>kGam 6e3onacHocTy.

B noaaepky BeileyKazaHHOTO OpraHu3aLms AOMKHa paccMoTpeTh pag Mep 6esonacHocTy, 6onbLias YacTe
KOTOPbIX MOXeT BbITk onpegeneHa ¢ nomoLsio MCO/MIK 17799. Kpome Toro, AUCTaHUMOHHBIE AnarHoCTU4eckme
MopThbl, Kak BUPTYasnbHble, Tak U husndeckre, A0MKHbI BbiTh 3alluLieHbl OT HECaHKLMOHWPOBaHHOIO AoCTyna.

13.4.2 AcneKkTbl opraHusauum cetu

PasnuuHble acnekTbl opraHnsaLumn ceTu MoryT NoapasaenaTbCca Ha cnegytouime kaTteropum.

Monb3oBaTenu ceT — 31O NEPCOHan, ABMASIIOLLMACSA NONb30BaTEeNAMU U/UNU CETEBLIMU agMUHUCTpaTopa-
mu. PasHoobpasuve nonb3oBaTenei BkNtoYaeT oTAesbHbIX L, UMEeoLLMX A0CTYN K yAaneHHbIM pecypcam Yepes
NHTepHeT, coeanHeHns TenedOHHOR SIMHUM unu 6ecnpoBoaHble CoeaUHEHNUs, Y UL, UCNONb3YIoWMX paboyve
CTaHUUW U NepcoHanbHble KOMMNbHTEPbI, MOAKIIOYEHHbIE K NokanbHoli ceTw. MNMonb3oBaTenu, NoaKNYeHHbIe K
nokanbHbLIM CeTsIM, TaKkke MOryT NOACOEAUHSTLCS K YAaNeHHbIM pecypcam Yepes MexceTeBble CoeAUHEHUS,
KOTOpble MOTYT HAaXOAUTLCSt MeXAY UX NTOKaSIbHOW CeThbio U ApYrnMun ceTaMu. Takvue 6a3oBble CoeanHEHUss MOTyT
6bITb NPO3paYvHbIMK ANs NONb30BaTeNs.

OKoHeYHbIMU CUCTEMaMU ABMSAIOTCA KOMMbIOTEPLI, paboune CTaHLmM U MOBUIbHBIE YCTPORCTBa (Hanpumep,
cmapTdoHbl 1 KIMK), nogkntoveHHble k ceTaM. OHY BKIOYaKOT YCTPOWCTBA, UCNoNb3yeMble AN 4oCTyna K ceTe-
BbIM cpefcTBaM (Hanpumep, KIIMEHTCKUE CUCTEeMbI), U YCTPOCTBA, UCNONb3yeMble AN NpeaocTaBneHns yenyr
(Hanprmep, cepBepbl, CUCTEeMbI FaBHOTO KOMMNbloTepa). 3Ta KaTeropusi BKIo4aeT annapaTtypy, NporpaMmmHoe
obecneyeHve onepawunoHHbIX cucteM 1 ntoboe nporpaMmHoe obecneyeHne nokanbHbIX NPUNOKEHUH, BKOYas
nporpaMmmHoe obecneyeHre, KOTOPOe UCMONL3YIOT Af1s AOCTYNAa K CeTw.

O6beanHeHHbIe B ceTb MPUTOXEHNSt — NporpammHoe obecneveHune NnpuknagHbIxX NporpaMm, paboTatollee
Ha 06beguHEeHHBIX B CeTb cepBepax 1 6a3ncHbIX cucTeMax U AOCTYNHOE Yepes KOMNbIoTepHbIe ceTeBble coean-
HeHWs ANs npedocTaBNeHNst:

- YCNyr Mo ocyLlecTBReHNo hHaHCOBbLIX onepaLuii;

- yenyr MO npegnpusatua (Hanpumep, CRM, ynpasneHyeckas nHcdopMaunoHHaa cuctema, ctaHgapt MRP
MT. A.);

- Be6-ycnyr;

- YCIYr MHTEPaKTUBHBLIX 6a3 AaHHbIX;

- cpeacTB onepaTUBHON NaMaATH.

CemesbiMu ycriyeamu SBNAOTCA YCNYTK, NpeaocTaensiemMble ceTbio, KoTopble 06blMHO peanusytot MO
B KOHEYHbIX 6a3UCHbIX UM cepBepPHbIX cucTeMax, 0bpasyowmx YacTb MHPPaCTPYKTYpbl CETH, Hanpumep:

- COeNHAEMOCTb;

- 3NEeKTPOHHas nouTa;

- nepedava caiinos;

- cnyx06bl KaTanoros.

CerTeBble ycnyrm MoryT:

- pUHagnexaTs opraHu3auuy U 6bITb AKCIyaTupyembeiMu eto;

- NpUHagnexaTb opraHusaumu, Ho BbITb akcnnyaTupyemMbiMU BHELLHUMW OPraHU3aunsaMmU No KOHTPaKTY;

- 6bITb apeHAOBaHbI y CTOPOHHUX OpraHu3aLLvii;

- BbITb CNeymansHo NPMoBpPEeTeHbI y CTOPOHHMX NpoBaaepoB;

- 6bITb KOMBGUHALMEN BbILLEN3NOXEHHBIX MYHKTOB.

Ungbpacmpykmypol cemu aBnsaoTca 6asoBoe obopyaosaHue And annapatypsl 1 MO, Hanpumep:

- NOMeELLEHUS;

- MOHTaX kabenbHON NPOBOAKY;

- 6ecnpoBoaHble cpeacTea;

- ceTeBble YCTpoicTBa (HAaNpUMep, MapLLpyTU3aTopbl, KOMMYTaTOpPbl, MOAEMbI U T. A.).
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Kak yKa3aHo B pasgene 12, 3TK acnekTbl ceTeBon 6e30MacHOCTU JOMKHBI MOAENUPOBATLCA KaK acneKTbl
ceTn. AT acnekTbl CTPOATCA 04WH Ha OCHOBE Apyroro B Lienax co3fgaHna cXeMbl MEHEPKMEHTa ceTeBoi 6esonac-
HOCTW, KaK NOKa3aHO Ha pPUCyHKe 4.

Monb3oBatenu cetu

OKOHEYHbIE CUCTEMbI CeTH

O6beguHeHHble B CETb MPUIIOXKEHUS

CerteBble ycnyrm

WHdppacTpykTypa cetu

PucyHok 4 — AcnekTbl CXeMbl MeHegKMeHTa ceTeBol 6esonacHocTn

CyLiecTtByeT onpeaeneHHoe HensbexxHoe coBrnageHne ¢ HeKOTOPLIMU CUCTEMaMU, UCMONHSAOLLMMI MHOXE-
CTBEHHbIe ponu B Mtobom peanucTUYHOM cLueHapun ceTi. OgHako 3TW KOHLEeNTyasbHble acnekTbl hyHKLUMOoHab-
HbIX BO3MOXHOCTEN A0MKHbLI COAeACTBOBaTL HEOBX0OUMOMY CUCTEMATUYECKOMY NPOLIECCY OLeHKU, TpebyeMomy
Ans onpegeneHnst puckos 6e30nacHOCTW, MPUCYTCTBYIOLLMX B 1I060M OTAENLHOM cLeHapun ceTu. Kaxaelii ac-
MEeKT B 3TOM KOHLeNTyanbHoN cxemMe 6e30MacHoCTH A0SKEH YNpaBnsaTbCst MHAVBUAYaTbHO, a BCe acneKTbl AoSK-
Hbl YNPaBnATLCSA KOMNEKTUBHO A5t obecneyeHns CooTBETCTBUSA OBLLMX Lienei NoHATMIo 6eaonacHol ceTu.

13.4.3 Ponu n o6s3aHHOCTU

Ponu 1 06s3aHHOCTH, KOTOPbIE AOMKHbI BbINOMHATLCS COBMECTHO C MeHeXKMeEHTOM ceTeBon 6esonacHoc-
T, ABNSOTCA crnegyowumm (cnegyeT OTMETUTb, YTO B 3aBUCMMOCTM OT MacluTaba opraHnsaLum aTu ponu MoryT
0bbeanHaTLES):

1 Ans BbiCLUEro pykoBOACTRA:

- onpegensaTh Lenu 6e3onacHOCTW opraHn3aLmu;

- UHWLMUPOBATb, YTBEPXAATb, ONyBIMKOBLIBATEL U NpeAnUcsIBaThL NONUTUKY, Npoueaypsbl U npasuna 6e3o-
MacHOCTU opraHm3aumy;

- UHWLMUPOBATL, YTBEPXKAATb, BbIMyCKaThb U MpeAnucbIBaTh NOMUTUKY UCNONb30BaHNS UHGOPMALMOHHBIX
TEXHOJIOTUIA B opraHnsaumuy;

- obecnevnBaTh ¥ NPUBOANTL B UCMOMHEHWE MONUTUKM 6e30NacHOCTU NPUEMIIEMOrO UCNOMNb30BaHUS.

2 [Ins ceTeBOro MeHeMKMeHTa:

- paspabaTbiBaTh AeTanbHYH NONUTUKY CeTeBo BesonacHocTy;

- peanunsoBbIBaTL NOMUTHKY ceTeBol 6e3onacHoCTK;

- BBOAWTb B AECTBUE NPpUEeMNeMyHo NOAUTUKY UCTIONb30BaHUS;

- YNpaBnsTb B3auMoaelcTBMEM CO CTOPOHHUMM 3aMHTEPECOBaHHLIMW OpraHM3aLUsMU/CTOPOHHUMU NPoBaii-
aepamu ycnyr ans obecneveHns CoOoTBETCTBUA BHELLHEW U BHYTPEHHEe! NoNuTMKkam ceTeBoi 6e3onacHocTu.

3 ina rpynnel o6ecneveHna ceTesoi 6e30nacHOCTU:

- npuobpeTaTb, paspabaTbiBaTh, UCMbITLIBATL, KOHTPONUPOBATL U OBCNYXKUBATHL KOMMOHEHTLI U CPeaAcTBa
6e3onacHoCTy;

- noaaepXunBaTh cpeacTea U KOMMOHEHTLI 6e3onacHOCTV ANA TWaTeNbHOMo CIeXXeHUs 3a 3BOroUUEn yrpos
(Hanpumep o06HOBNAA halnbl CUrHaTYpLI BUPYCa);

- 06HOBNATL 3HAYUMBbIE KOHDUrypauun 6e30MacHOCTU (HanpumMep, CNUCKU KOHTPONS A40CTyna) CornacHo
U3MEHSIIOLLIMMCA NOTpebHOCTAM BusHeca.

4 [ins aagMUHUCTPaTOPOB CETU:

- yCTaHaBnNMBaTh, OGHOBNATL U 3aLLMLLaTh CEPBUCHI U KOMMOHEHTLI ceTeBol be3onacHoCTY;

- BbIMONHATL HEO6X0ANMbIE eXeAHEBHble 3afaun No NPUMEHEHWIo cneLudukaluia, npasun U napaMeTpoB
6esonacHocTH, Tpebyembix Ana AeRCTBYOWMX NONUMTUK BesonacHoCTH;

- NpeanpuyHUMaTh COOTBETCTBYHOLLME Mepbl ANst obecneveHns 3aLuTbl KOMMNOHEHTOB ceTeBol 6e3onacHoC-
TV (HanpuMep, pe3epBHOE KONUPOBaHWE, MOHUTOPUHI CETEBOW AEATENBHOCTHU, pearMposaHue Ha UHUMAeHTLI 6e3o-
NacHOCTU UNU aBapuiiHble CUrHanbl N T. 4.).

5 [lns nonb3oBaTtenen ceTu:

- coobLyath 0 ceoux TpebosaHnax 6esonacHoCTy;

- NOAYMHATLCA KOPNOPaTUBHOM NONUTUKe Be3onacHoCTH;
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- MOAUMHSITLCSA KOPropaTUBHBLIM MONIMTUKAM NPUEMIEMOro UCTIONB30BaHUS CETEBLIX PECYPCOB;

- coobLatb 06 MHUMAEeHTax ceTeBoin 6e30nacHoCTy,

- obecneunBaTb 06paTHYIO CBA3b Mo Bonpocam ahdeKTUBHOCTU ceTeBo 6e3onacHoCTH.

6 [ns ayauTopoB (BHYTPEHHUX U/ BHELLHKX):

- aHanM3MpoBaTh U NPOBOANTL ayauT (HanpuMep, NepUuoandecky NpoBepsiTe 3hpeKTUBHOCTL ceTeBomn be-
30MacHOCTH);

- NPOBEPSITL COOTBETCTBME CUCTEM NOJINTUKE ceTeBoW BesonacHocTy;

- MPOBEPSATb U UCMbITbIBATL COBMECTUMOCTb AEUCTBYOLMUX NpaBun 6e30nacHOCTU ¢ TeKyLMn BusHec-
TpeboBaHUAMU 1 NPABOBLIMU OrpaHNYEHUSIMU (HanpruMep, CIIUCKX Ha NonyyYeHne 4oCTyna K ceTn).

13.4.4 MOHUTOPUHT ceTun

MOHUTOPUHT ceTU IBNSIETCA O4eHb BAXKHOM YacTbio MeHekMeHTa ceTeBor 6ezonacHocT. OH paccMOTpeH
B13.7.

13.4.5 OueHka ceTeBoM 6e3onacHocTuU

CeTeBasi 6e3onacHoCTb ABNsieTCA AnHamMU4HbIM noHsTuem. MepcoHan o6ecnedeHnss GesonacHoOCT Aon-
XeH BbITb B Kypce coBpeMeHHbIX pa3paboTok B 3Tol obnactu n obecrnednBaTh HENPEPbLIBHOCTE paboThl Noboi
CEeTU C CaMbIMN COBPEMEHHBLIMU NaT4amu 6esonacHocT U opaboTkaMu, UMerLLMMACA y NoCTaBLLMKoB. Heobxo-
OVMO Neproguyeckn NpeanpuHUMaTh Larn no npoBepKe MMetoLLMXcsl Mep 6€30NacHOCTU Mo OTHOLLEHUIO K yCTa-
HOBMEHHLIM KOHTPOJIbHbLIM TOYKaM, BKITloYasi TeCTMpoBaHue 6e3o0nacHoCcT — Nouck yasBuMocTel 1 T. g. beso-
NacHOCTb A0MKHa ObITb OCHOBHLIM (DaKTOPOM MPU OLIEHKE HOBOW TEXHOMOTN CETU.

13.5 YnpaBneHue TeXHUYECKUMU YAIBUMOCTSIMU

CeTeBble cpefbl, Kak U Apyrue CroKHbIE CUCTEMBbI, He CBOGOAHLI OT NorpeLlHocTel. B komnoHeHTax, yacto
MCNoMb3yeMbIX B CETSX, MPUCYTCTBYIOT U BOCTIPOU3BOAATCA TEXHUYECKUE YA3BUMOCTUW. SKCNyaTaumsa aTux Tex-
HUYECKNX YSI3BUMOCTEN MOXKET CUIbHO MOBMMATL Ha 6e3onacHoCTb ceTu, YTO Hanbornee YacTo NpoucxoanT B
obnacTax goCTynHOCTW 1 KoHdUaeHUManbHocTh. CnegoBaTenbHO, AOMKHO ObITh YNpaBneHue TeXHUYeCKUMuy
YSI3BUMOCTSIMW, OXBaTbIBaIOLLIEE BCE KOMMOHEHTBLI CETH, KOTOPOE A0MMKHO BKITHOYaTh!

- CBOEBpPEMEHHOE NonyyeHne HopMaLMn O TEXHUYECKUX YSI3BUMOCTSIX;

- OLIEHKY NMOABEPXKEHHOCTU CeTU MOA0GHBIM YSA3BUMOCTSIM;

- onpejerneHvie COOTBETCTBYIOLLMX Mep 6e3onacHoCTW A4 paboTbl CO CBA3AHHLIMU C 3TUMU YA3BUMOCTAMMU
pyckamu;

- BBeeHWe 1 MpoBepKy onpegeneHHbIX Mmep 6e3onacHocTy.

Mpeanocbinkoin Ans ynpasneHUs TEXHNYECKMMMN YA3BUMOCTSIMU JOSIKHO ObITh HanMumMe COBPEMEHHOTO 1
MOJSTHOTO CNCKa BCEX KOMIMOHEHTOB ceTu, obecnevnBaroLLero Heo6xoaMMyH TEXHUUECKYHO MHAOpMAaLIMIO, Harpuy-
Mep, 0 TUNe yCTPOWCTBa, MOCTaBLLMKe, HOMepe Bepcum annapaTyphbl, IporpaMMHo-annapaTHbIxX cpeacts umm MO,
a Takke nHcpopmMaumto 06 opraHnsaumm, Hanpumep 06 OTBETCTBEHHbLIX aAMUHUCTPATMBHbIX NULAX.

Ecnuv oprannsauus yxxe pazpabotana obLLyto nporpamMmmy ynpasneHUsi TEXHUUYECKUMN YSI3BUMOCT MU, Npea-
MOYTUTENLHBIM peLleHneM NpobnemMsl AosmkHa BbITb MHTErpaLUs YNpaBneHUst TEXHUUECKMU YSI3BUMOCTSIMU KOM-
MOoHeHTOB ceTu B 0bLuyto 3agavy. (Bonee noapobHyto nHdbopmaLmio 06 ynpaBneHUn TEXHUYECKUMU YA3BUMOCTSI-
MW, BKIOYasi pekoMeHaaLuio no BHeApeHWo, MoxHo HainTn B MCO/MBK 17799.)

13.6 UaeHTudukaunna n ayreHtudukayms

13.6.1 OOwMe nonoxeHus

BaxxHo o6ecneunTb coxpaHeHne 6e30nacHOCT CEeTeBOro cepBuca U CBA3AHHON C HAM MHbopMaLMK No-
CPeACTBOM OrpaHUYeHNst 4OCTYMa Yepes coeanHEHUsT CaHKLMOHMPOBaHHOrO NepcoHana (ABnsitoLLerocs Ans opra-
HM3aLUMU BHELUHUM UK BHYTPEHHUM). Tpe6oBaHWs 4ns HUX He MOTYT BbITb SKCKITHO3UBHBLIMU 45151 UICMOMb30BaHNSA
CeTEeBbIX COEUHEHWIA, Y MO3TOMY NoAPOGHLIE pa3bsACHEHUS, OTHOCSLLMECS K UCMONb30BaHMIo Kakoro-nnbo ceTe-
BOr0 coeaMHeHUs, A0MXKHbI BbITb NonyyeHbl ¢ nomollsto MCO/MIK 17799.

YeTblpe KOHTpONMpyeMble 0bnacTu, KoTopble MOrnK Bbl UMETbL 3HAaYEHWE A5 UCMONb30BaHUS CETEBbIX
coeauHeHW N MHPOPMaLMOHHBIX CUCTEM, HEMOCPEACTBEHHO CBA3aHHbLIX C NOA0OHBLIMI COEaNHEHUSIMUA, MPUBE-
neHbl B 13.6.2—13.6.5.

13.6.2 YaaneHHbIN BXOA B CUCTEMY

YaaneHHble BXodbl B CUCTEMY CaHKLIMOHWPOBAHHOMO NepcoHana, paboTaloLero ganeko oT opraHusanum,
yaaneHHoro o6cnykmBaroLLero nepcoHana nim nepcoHana apyrux opraHnsauuii ocyllecTensaTces Nnbo yepes
KOOOBbIV BbI30B B OpraHm3aLuuio, MIHTepHeT-coeanHeHus!, cneyunanbHble KaHanbl CBA3W U3 ApYrX opraHusauui,
nn6o nocpeacTBOM KOMMEKTUBHOMO AocTyna Yepes NHTepHeT. 3T coeAnHeHNst codaaHbl No HeobxoaumocTu
6o BHYTPEHHUMU cucTeMamu, Nbo napTHepamMm No KOHTPaKTY € MOMOLLbL0 06LLef0CTYMHbIX ceTel. Kaxabii
TUN yAaneHHoro Bxoda B CUCTeMY AOSMKEH UMeTb A0NoNHUTeNbHble Mepbl 6e30nacHOCTU, COOTBETCTBYIOLWNE
XapaKkTepy Tvna CoeaANHEHNSI.
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Mpumepkl Mep BesonacHocTU:

- HegonyLieHWe NpsIMOro AocTyna kK CUCTEMHOMY U CETEBOMY pecypcam, UCTIONb3YIoLMMCA ANS yaaneH-
HOro 4OoCTyNa, 3a UCKNIYEHNEM CnyYaes NpeaocTaBneHns OMNoNHUTENbHOW ayTeHTuduKkauum (cMm. 13.6.3) u,
BO3MOXHO, LWKhpoBaHUA No BCel ceTu;

- 3aLuTa OT HeCaHKUMOHWPOBAHHOO AOCTyNa K uHchopmaumu, cesisaHHoW ¢ MO anekTpoHHOR NoYTLI U AaH-
HbIMW KaTanora, XpaHAWNMUCA B NEPCOHaNbHbIX M AOPOXKHBLIX KOMMbIOTEPAX, UCMOMNb3YIOLLUXCS €8 NepCoHanom
3a npegenamu ochMCoB opraHn3auuu.

13.6.3 YcnoxHeHue ayteHTUdUKaLm

UcnonbaosaHue naeHtudunkaTopa nonb3osatens/nap naponei — npoctoi cnocob ayteHTudukaLmm nonb3o-
BaTernen, Ho UX (MAeHTUUKaTOPLI 1 Napbl Naporien) MOXXHO CKOMIMPOMeTUPOoBaTb UK pasragaTh. CyliecTsyoT
Aapyrve, 6onee 6esonacHble cnocobbl ayTeHTUdMKaLum nonb3oBartenei, o0cobeHHOo yaaneHHbIX Nonb3osaTenei.
YcnoxHeHue ayTeHTudmkaumm Heo6xoanmMo rnpu HariMuum BbICOKOW BEPOSITHOCTU NOSyYeHUs 40CTyNa HeynosnHo-
MOYEHHOTO N1La K 3alULLEHHBIM U BaXKHBIM cucTeMam. 3T0 MOXeT BbiTb, Hanpumep, creacTBUeM BO3MOXHOCTU
UHALMMPOBaHWA AocTyna Yepes obLeaocTynHble ceTu, Unn AOCTYN K cucTeMe (Hanpumep, Yepes A0POXKHbI
KOMIMbIOTEP) MOXET HaxoAWUTbCS 3a Npeaenamm NPsIMoro KOHTPOISi opraHu3auum.

B cnyyasx Tpe6osaHus (Hanpumep, No KOHTPaKTy) yCNoXHEeHUs1 ayTeHTUdUKaLmum no ceTeBblIM CoeANHEHU-
SIM UK ero 060CHOBaHUSI pUCKaMmM OpraHusaLum cnegyeT paccMOTPeTb BO3MOXHOCTb YCUIEHUA NpoLecca ayTeH-
TdUKaLMK TIMYHOCTM NOCPEACTBOM BHEAPEHUsSI COOTBETCTBYIOLLMX Mep 6e3onacHoCTU.

MpocTble NpuMepbl Mep 6€30MacHOCTU UCTIOSb3YIOT:

- CLID, koTOpbIA MOXHO CHATATb UCXOASILLIMM TenedOHHbIM HOMEPOM, MPUHUMaeMbIM NPUEMHON annaparTy-
poii. Xots CLID nmMeeT onpeaeneHHYH 3HaUMMOCTb KaK YTBEPXKAEHHbIA naeHTUUKaTop BbI3bIBaOLLIEH CTOPOHbI,
OH OTKPbIT AN cnydrHra n He A4OMKEH UCMONbL30BaThCs B KadyecTBe noareepxkaeHHoro ID 6e3 ganbHenwen
ayTeHTudmkaumn. CLID yacTo Mcnonb3ytoT kak 6bICTpbIi naeHTUUKATOp yCTaHOBMEHNUS pe3epBHbIX CBA3EN (0COo-
BeHHO B LPOBbLIX CETAX C UHTErPUPOBAHHLIM 06CYKUBAHWEM) MeXayY cakTamu;

- CBSI3U Yepe3 MOAEMbI, KOTOPbIE OTKITIOYATCS, KOTAia He UCTIONb3YHTCS, U UHULMUPYIOTCA TONLKO Nocne
noATBepXAeHV MOEHTUYHOCTU BbI3biBalOLLEro oneparopa.

Bonee cnoxHelMu, HO O4eHb BaXXHbIMU NpUMepaMu, 0COBEHHO B KOHTEKCTe yaaneHHoro 4octyna, ABns-
foTes:

- Ucnonb3oBaHwe Apyrux cpeacTs naeHTudMKaumm 4ns noaaepXkku ayTeHTudmkaumm nonb3osartenein, Ta-
KWX, KaK AUCTaHLWOHHO MPOBEPEHHbIE MapKepbl U cMapT-kapTbl (HanpumMep, Yepes CHUTLIBaLLUE YCTPOUCTBRA,
noakntoyeHHble k MK), pyyHble yCcTpoiicTBa co3aaHnst 0AHOPa3oBOro Knoya 4oCTyna U OCHOBaHHbIE Ha MpYMeHe-
HUW BUOMETPUM CpeacTBa;

- obecneyeHne hyHKLMOHNPOBaHUSA MapKkepa Uv cMapT-KapThbl TONBKO COBMECTHO C ayTeHTU(ULMpoBaH-
HbIM aboHeHTOM nonb3osaTens (U npegnouTuTensHo — MK 1 MecTopacnonoxeHne/Touka 4oCTyna 3TOro nosb3o-
BaTens) u, Hanpumep, Ntobeim cooTeTCTBYOWMM PIN-KOAOM M BruomeTprieckumM npodunem.

B o6Lem, 3To HasblBaeTCs CTPOrov ayTeHTUKaumel, cocTosLen ns asyx dakropos. MNpu ucnonb3osa-
HUW MapKepoB Norb3oBaTeso Heobxoanmo 3HaTh PIN, KOTOpbIi BMeCTe ¢ MapKepoM AenaeT BO3MOXHBLIM OCyLLe-
CTBNEeHWe ayTeHTUhMKaLWM C eQUHCTBEHHBIM 3HaYeHUEeM. YTo kacaeTcs cMapT-KapT, OHW MOTYT paccMaTpuBaThes
Kak aBToMaTun3aLus UCronb3oBaHUs JOCTYNa Yepes Mapkep. UTobbl «OTKPbITLCS», MoSb3oBaTe b AOMKeH Aoba-
BUTb PIN-koA K KapTe nocne ee BCTaBNEHWS B CUMTLIBAKOLLEE YCTPOUCTBO CMapT-KkapT. 3aTeM Kakabli pas, korga
ayTeHTUdmKaLms TpebyeTcs AN LeHTparnbHbIX UK yYAaneHHbIX CUCTEM, cMapT-kapTa MOXeT ObITb Bbl3BaHa He-
nocpeacTBEHHO ANs «nodnucaHus» gaHHbIX (MoaTeepxaas ayTeHTudKKaLmuio) NOCpeAcTBOM KiTloya, cogepka-
Lerocsl B cMapT-KapTe.

13.6.4 NaeHTudMKaumnn yganeHHon cuctemMbl

Kak npegnonaranocs B 13.6.3, 3HauMmas ayTeHTUdMKaLWs 4OKHa YCOBEPLLEHCTBOBaTLCSA NMyTEM NpoBep-
KM NOSTHOMOYUWI cUCTEeMBI (M ee MecTa PacrofoXKeHWs/TOYKM 4OCTYyNa), U3 KOTOPOW OCYLLLECTBNSAETCS BHELLHWIA
JocTyn.

CnegyeT NpuaHaTh, YTO pasfivyHble CeTEBbLIE apXMTEKTYPLI MOTYT NpeanaraTth oTinyaroLwecs Apyr oT Apy-
ra noTeHumarnbHbIe BO3MOXHOCTU naeHTUdukaumm. Takum obpasomM, opraHusaL s MOXET NOMyYnuTb yiydllueHve
naeHTUUKaL MK, Bolbpas COOTBETCTBYIOLLYIO apXUTEKTYPY ceTU. HeobxoaumMo paccMaTtpumBaTh BCe BOSMOXKHOCTH
ynpasneHnst 6e30NacHOCTLIO BbIGPaHHOR apXMTEKTYPbI CETH.

13.6.5 BesonacHoe ogHopa3oBoe NpeabsABNEHUe Napons

Tam, rae 3a4eicTBYIOT CeTeBble COeUHEHWs], MONb30BaTENN MOTYT CTankMBaTbCA C MHOrOYUCIEHHBIMU
npoBepkaMu naeHTudKKaLmm 1 aytTeHTudukaummn. B nogobHbIX o6cTosTENLCTBAX Y NOSb30BaTENe MOXeT BO3-
HWKHYTb cobnasH ucnone3osath HebesonacHble MeToAbl, TakmMe, Kak 3anuce naponer U NOBTOPHOE UCMOoNb30-
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BaHWe OgHUX U TeX e AaHHbIX ayTeHTUdMKaLum. besonacHoe ogHopasoBoe NpeabsBIieHNe Naporis MOXET YMEHb-
LWNTb PUCKM NOJOBHBIX AEUCTBUIA NyTEM COKpaLLeHWs KonuyecTsa naposei, KoTopble Nons3oBaTesb AOMKeH
3anoMHWTL. Hapsigy ¢ yMeHbLUIeHNeM PUCKOB MOXKHO MOBLICUTL NPOAYKTMBHOCTL paboThl Nonb3oBaTens, a pabo-
yMe HarpysKku «CnpaBoYHOro CToMay, CBA3aHHbIE C MOBTOPHOW YCTAHOBKOW Naposnei, MoryT 6biTb YMeHbLUEHbI.

OpHako cnegyeT 0TMETUTb, YTO NocneacTeus c6osi cuctemsl 6e3onacHoOro 04HOPa30BOro NpeabABNeHNs
napons MoryT 6bITb Cepbe3HbIMU, TaK Kak He 0AHa, @ MHOro CUCTEM W NMPUIIOKEHWIA NOABEPTHYTCS pPUCKY W ByayT
OTKPbITHI 4151 KOMMIpOMETaLN.

CnepgoBaTenbHo, MOryT noTpeboBaThca MexaHu3Mbl MaeHTUUKaLMKU 1 ayTeHTUdUKaLMK MoLLHee 0BbIy-
HbIX, ¥ OHU MOTYT BbITb BOCTPe60BaHbI AN UCKTHYEHNS aeHTUMKaLUn 1 ayTeHTugnKaumm pyHKLUMIA C BbICOKO
CTEMNeHbIO NMPUBUIIEMNMPOBAHHOCTM (CUCTEMHBIA YPOBEHL) M3 peXxrMa Be3onacHoro 0aHOPa3oBoro NpeabsBeHns
naponsi.

13.7 NMpoToKonupoBaHWe JaHHbIX ayAUTa U MOHUTOPUHT CceTn

OueHb BaxHO obecneunTb athbpeKTUBHOCTE ceTeBOW 6e30MacHOCTH NocpeACTBOM NPOTOKONUPOBAHUA AaH-
HbIX ayauTa 1 ero TeKyLLLero MOHUTOPWHIa ¢ BbICTpbIM 0BHapykeHueM 1 nccnegosaHnem cobbITuiA 6e3onacHoOCTH,
coobLLEeHNEM O HMX 1 pearMpoBaHWeM Ha HUX, a 3aTeM Ha UHUMAEHTLI. Be3 aToi AesTensHOCTU Henb3s 6bITh
yBEpEHHbIM B NOCTOSIHHOW 3chhekTMBHOCTH Mep 6e30NacHOCTM U B TOM, UTO He ByayT NpomcxoanTb MHLMOEHTbI
6e30MacHOCTM ¢ HebNaronpMATHLIMK BO3AENCTBUSIMU Ha BU3HEeC-onepaLum.

B npoTokone ayanta Heo6X0AMMO perncTpupoBaTh AOCTaTOUHbIN 06beM MHdopMaLIMK O COCTOSIHMSX OLLING-
KW 1 OEACTBUTENbHBIX CODBITUSIX AN OCYLLECTBNEHUS TLLATENBbHOro aHanunsa npegnonaraembix U hakTuieckmnx
UHUmAeHToB. OaHako, Npr3Hasas To, YTO NPOTOKONMPOBaHKE OrpoMHOro obbema nHpopmaLmy, cessaHHol ¢ ayan-
TOM, MOXeT 3aTPYAHWTb YNpasfeHue aHannaom 1 NoBAWSATb Ha ero NPoAyKTUBHOCTL, CO BpeMeHeM Hago 6yaeT
cobntogaTtb OCTOPOXKHOCTL B OTHOLLEHMKU NPOTOKONMPYEeMOW MHdopMaLmMK. [ns ceTeBbIX coegMHeHWi Heobxoan-
MO MPOTOKONMPOBATL AaHHbIe ayauTa, BKIYaLwue creayroLLme Tunbl cobbITHiA:

- OUCTaHUMOHHbIE HeyAaBLUMECS MOMbITKU BXoAa B CUCTEMY C AAaTOl U BpeMEHeM;

- CODObITVS HeyAa4HON MOBTOPHOM ayTeHTUdMKaLmKW (M UCNonb3oBaHUS MapKepa);

- HapyLleHWs Tpadmka Yepes L3kl 6e30nacHoCTy;

- AUCTaHLMOHHbIE NOMbITKM MoyYeHns AocTyna K NpoTokonam ayanTa;

- NpeaynpexaeHus/aBapuiiHele curHasbl Ans ynpasieHusi CUCTeMOol ¢ NocneacTBuAMU ans 6esonacHocTu
(Hanpumep, aybnvposarve IP-agpeca, HapyLeHnst busnmyeckoi Lenu).

B koHTekcTe ceTe MHdOPMaLWSA AN NPOTOKOMOB ayanTa AOMKHA NoSyYaTbCsl OT Pa3fMyHbIX UCTOHHUKOB,
TaKMX, Kak MapLUPyTU3aTopbl, MEXCeTeBbIe 3KpaHbl, CUCTEMbI 0BHAPYXXEeHWUA aTak, u AosKHa nepeaBaTbCcs Ha
LieHTpanbHbIi cepBep ayauTa ans o6begvHeHWs 1 TwaTensHoro aHanusa. Bee npoTtokonel ayguta cnegyet npo-
BEPATb KaK B PEXVME pearnibHoro BpeMeHu, Tak U B aBTOHOMHOM pexuMe. B pexxumMe peanbHOro BpemMeHu NpoTo-
KOnbl ayauTa MOryT oTobpaxaTbCsi Ha akpaHe NPOKPYTKU U BbITb UCNONL30OBaAHHLIMU ANsl NpegynpeXaeHusi o
noTeHUManbHbIX aTakax. ABTOHOMHBIA aHann3 umeeT Bonbluoe 3HaveHWe, Tak Kak OH MNO3BoNsieT onpeaensTb
GonMbLUYH KAaPTUHY C MOMOLLIbIO aHanu3a TeHaeHUun. MNepebiMn ykazaHUAMK Ha aTaky MOryT ObiTb 3HaUUTENbHbIE
«cnefpl» B NMPOTOKOIax MeXceTeBbIX 3KPaHOB, YKasblBaloLmMe Ha 30HANPYIOLLYIO AeATENbHOCTbL N0 OTHOLLEHUIO
K noTeHumaneHor Lenu. Cuctema obHapyXeHUa atak Takke MOXeT 3To 06HapyXUTb B peXXMMe pearnbHoro BpemMe-
HW MO OTHOLLEHMIO K cUrHaType ataku. Takum o6pasom, nog4epknaeTcs, UTo AN nonyydeHus buicTpbix, cneuya-
JIM3MPOBAHHbIX U MOHATHBIX Pe3yNbTaToB HaAo ObITb O4eHb OCTOPOXXHBLIM NPY BLIGOPE NPaBUITLHOTO MHCTPYMEHTa-
pvsi aHanu3a nNpoTokona ayaura.

KoHTpornbHble 3anncy Heo6XoaMMO COXpaHATL B onNepaTUBHOM peXuMe Ha onpeaeneHHbIN nepuog B COOT-
BETCTBMU C MOTPEOHOCTSIMY OpraH13aLun n BCe KOHTPONbHbIE 3anMcn Heobxoammo AybnmpoBaTs U apXMBMPOBaTL
cnocobom, rapaHTUPYHOLLUM WX LENOCTHOCTb U AOCTYMHOCTL, HanpuMep C NOMOLLbI0 HOCUTENEeN C OAHOKPaTHOM
3aMMUChI0 U MHOTOKPaTHBLIM CHUTLIBAHWEM, Takux, Kak koMnakT-guck. Kpome Toro, npoTokonbl ayauTa cogepxkar
CeKpeTHyI0 MHchopMaLmio UNKU MHpOPMaLMIo NO UCNOMBL3OBaHUIO AN TEX, KTO MOXKET 3aX0TeTb aTakoBaTb CUCTe-
My Yepes ceTeBble coeuHeHWs, U obnagaHue NPoToKoNamy ayauta MoXeT NpeaocTaBUTb AoKasaTenbCTBO nepe-
MELLEHWS MO CEeTU B CNy4ae BO3HWUKHOBEHUWA CNOpa, B CUIY Yero 3TU NpoToKo-bI IBNSKOTCSl 0cobeHHO Heobxoan-
MbIMU B KOHTEKCTE obecnedeHus LenocTHOCTU U HeoTkadyeMocTU. CnegoBaTenbHO, BCe NPOTOKOMbI ayauTa Aos-
XHbI ObITb COOTBETCTBYHIOLLMM 0O6Pa30M 3aLLULLEHbI, BKNHOYASA Cyyan YHUHTOXEHUSI apXUBUPOBaHHBLIX KOMMaKT-
ANCKOB B Ha3Ha4eHHbI CpoK. KOHTpONbHbIE 3anuey A0MKHbI XpaHuTbesl 6e3onacHbIiM 06pa3om B TeYEHME Nepu-
0Ja BpeMeHW, COOTBETCTBYHOLLEro TpeboBaHWAM opraHvW3aummn 1 HauMoHasIbHOMY 3akoHoAaTeENLCTBY. Takke Bax-
HO, YTOBbI A1151 BCEX KOHTPOSbHBIX 3anNUCcei N CBA3aHHLIX C HUMW CepBEPOB Haa/1eXalLym o6pasom yuuTbiBanach
BpeMeHHasi CUHXPOHU3aLusa, Hanpumep Npu ncnonb3osaHuu npotokonos NTP, ocobeHHo B xoae cyae6HoN aKkc-
nepTu3bl U NPy BO3MOXHOM cyAebHOM npecneaoBaHunu.
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TekyLwniA MOHUTOPUHT JOSKEH OXBaTbIBaTh!

- MPOTOKOMbI ayAuUTa MEXCETEBLIX 3KPaHOB, MapLUPYyTU3aToOpOB, CEPBEPOB U T. A.;

- NpegynpexaeHvsi/aBapuitHble CUrHarbl U3 MPOTOKOSIOB ayauTa, NpeaBapuTenbHO KOHAUIYPUPOBaHHbIX
Ansa yBegomneHns 06 onpegeneHHbIX Tunax cobbITUiA, OT MeXCeTeBbIX 9KpaHOB, MapLLpyTM3aTOPOB, CEPBEPOB
nT. a.;

- BbIXOAHbIE AaHHbIe CUCTEM OBHapyXeHus aTak;

- pe3ynbTaTbl AEATENBHOCTW CKaHUPOBaHWS ceTeBO Be3onacHocTy;

- MHhopMaLUIo 0 COBBLITUSX N MHLMAEHTaX, O KOTOPLIX COOBLLMNM NoNb30BaTENN 1 BCTIOMOraTebHbI nep-
coHar;

- pesynbTaThl aHanusa cooTBeTCTBMA 6€30MacHOCTU.

CobbITusi Mornu okasaTtbest MHLMAeHTOM 6esonacHoCTU, HO BbINy NpeaoTBpaLLEHbI, HANPUMEp «HeHaane-
Xalluii» BXoZ B CUCTEMY, UK hakTUIeCKN BbI3BaW MHUMAEHT, Ho 6kl o6HapyXXeHbl, Hanpumep pacnosHaBa-
HWe NoNb30BaTENs, KOTOPbIA COBEPLUNI HECAHKLMOHNPOBaHHOE U3MeHeHne 6a3sbl AaHHbIX.

MoayepknBaeTcs, YTO MOHUTOPUHT CeTW AOSKEH NMPOBOAUTLCA CNOCOBOM, MONHOCTLIO COrfacyoLLMMEs
C COOTBETCTBYHOLLMMUN HALMOHaNbHBIM Y MeXAYHAapPOAHEIM 3aKOHOAATENLCTBOM U MONOXEHUAMU. DTO nogpasy-
MeBaeT 3aKoHoAaTebCTBO MO 3aLiuTe AaHHbIX U AN pernaMmeHTUpoBaHUA AeACTBUI CneacTBeHHbIX opraHoB
(rae no 3aKkoHy Bce NMosib3oBaTenu AOMMKHbI BbITb MPOMHOPMUPOBaHLI O MOHUTOPUHIE A0 €ro NpoBeaeHUs).
B 061X uepTax MOHUTOPUHT criegyeT NpoBOAUTL OTBETCTBEHHO U HE UCTIONb30BaTb, HanpuMep, Ana aHanusa
noBeAeHNsi COTPYAHNKOB B CTPaHax ¢ 04eHb OrpaHUY4E€HHbLIMA HOpMaMu Npasa, OXPaHALLMMIW HEMPUKOCHOBEH-
HOCTb NTUYHOM XU3HU. OYEBUAHO, YTO MPOBOAMMbIE AEACTBUS HEOOXOAMMO COrNacoBbIBaTh C NOIMTUKaMKN Be3o-
MacHOCTW U HEeMPUKOCHOBEHHOCTU YaCTHOM XXU3HWU OpraHu3aLim U COOTBETCTBYIOLLIMMM NpoLieaypamu. MpoTokonu-
poBaHVe AaHHbIX ayauTa U MOHUTOPUHT CEeTU Takke AOMKHbI MPoBOAUTLCS Be3onacHbIM B NPaBOBOM CMbICHE
obpaszom, ecnv CBMAETENLCTBO U3 MPOTOKOMa ayauTa HeobXxoaumo Ucnonb30BaTh NPY YrONOBHOM UMK rpakaaH-
CKOM npecrnegoBaHum.

BonbLuyto yacTe Mep 6e3onacHOCTU MO NPOTOKONIMPOBAHUIO AaHHBIX ayAuTa U MOHUTOPUHIY CETU, BOCTPE-
60BaHHbIX B OTHOLLEHUW CeTEeBbIX COEAUHEHUIA U MHEDOPMALMOHHBIX CUCTEM, CBSI3AHHBLIX C HUMU, MOXHO onpeje-
nnTh ¢ nomolbio MCO/M3K 17799.

13.8 O6HapyxeHue BTOpPXeHUH

Mo Mmepe yBenuyeHns konudecTsa ceTeBbIX COeANHEHWNI 3N0YMBILLNIEHHUKaM CTarno npoLue:

- HaxoaWTb MHOTOUUCEHHbIE CNocobbl NPOHUKHOBEHWUSA B UH(POPMALIMOHHBIE CUCTEMbI U CETU OpraHM3auun
nnun cooblecTsa;

- MacKvpoBaTb CBOW UCXOAHbIE TOYKU AOCTYNA;

- nonyyaTh AOCTYN Yepes ceTu 1 BHyTPeHHWe MHOPMaLMOHHbIE CUCTEMBI.

Kpome Toro, 3noyMbILLNEHHNKN CTAHOBATCS Gonee N3oLWwpeHHbIMY, a bonee ycoBepLLIEHCTBOBaHHbIE MEeTO-
Abl U cpeacTsa aTak — NerkogocTynHeIMU B VIHTepHeTe unu B 0TKpbITO nevaTu. JecTBUTENBHO, MHOTMEe U3 3TUX
CPeaCTB SIBNATCS aBTOMaTMN3MPOBAHHLIMU, MOTYT BbITh 04eHb 3hEKTUBHBIMK U MPOCTLIMU B UCNONL30BaHUW, B
TOM Yucne 4Ns nuL ¢ orpaHnyeHHbIM OMNbITOM.

Ons 60nbLWWHCTBA OpraHn3aLmii 3KOHOMUYECK HEBO3MOXHO NMpegoTBPaTUTL BCe NOTeHLManbHbIe MPOHKK-
HoBeHusi. CnefdoBaTernbHO, BENMKa BEPOSITHOCTb OCYLLECTBINEHUS] KaKUX-TMBO BTOPXKEHWIA. PUCKK, CBSA3aHHbIE C
BONbLUMHCTBOM 3TUX BTOPXKEHWIA, HAANEXNUT paccMaTpuBaTh Yepes NpnamMy BHEAPEHWS Ka4eCTBEeHHbIX MOEHTU-
dmKaLum n ayTeHTUdrKaLmu, Nornyeckoro KOHTPONA AoCTyNa, BeAeHWs ydeTa v CpeACTBa KOHTPONA ayanTau,
ecnuv 3To onpasdaHo, BMeCTe CO CMOCOBHOCTLI0 0bHapyXeHus BTopxeHus. [NogobHeli noaxo obecnevuvsaeT
cpeacTBa NPOrHo3NpPOoBaHUS U MAEHTUUKALUN BTOPXKEHWIA B pEXUME pearibHOro BpeMeHn 1 nogadn cooTeeT-
CTBYHOLLUX TPEBOXHbLIX cUrHanoB. OH Takke AaeT BO3MOXXHOCTb NToKarnbHoro céopa nHopmaLmm no BTOPXKEeHUAM
u nocneaytoLlero ee 0606LLeHNs U aHann3a, a Takke aHanuaa o6bI4HbIX Mogeneli NnoBeaeHUsA/MCnonb3oBaHNs
MHPOPMaLIMOHHbIX CUCTEM OpraHv3aLu.

Bo MHOMMX CUTyaLmMsIX cpasy CTaHOBUTCS SICHO, YTO MPOUCXOANT HECaHKLIMOHUPOBAHHOE UK HexxenaTtenbs-
Hoe cobbITe. 3TO MOXKET BbITb HE3HAUUTENBHOE YXYALLUEHWE YCIYT Mo koBbl HEN3BECTHLIM NPUYUHAM, NN He-
OXVAaHHOe KONMYECTBO AOCTYNOB B HEODbIYHOE BpeMsl, Ui OTKa3 B KOHKPETHbIX ycnyrax. B 6onblinHcTBE
CUTYaLMIA BaXKHO Kak MOXHO ckopee y3HaTb MpUdnHy, Maclutab n obnacTte 4eACTBUSI BTOPXKEHUS.

Cnegyet oTMETUTb, 4TO 3Ta cUCTEMa OBGHaPYXEeHWS1 BTOPUYHbIX aTak ABNsieTcs bonee coBepLUeHHOW Mepol
obecneveHus 6e3onacHOCTH, YeM cpedcTBa M MeTOAbl aHanu3a NpoTOKOOB ayanTa, U3noXeHHsle B 13.7 1 poa-
cTBeHHbIX nyHkTax MCO/MOIK 17799. Bonee acbhekT1BHbIE NOTeHLManbHbIe BO3MOXHOCTU 0GHapYXeHUs BTOp-
YXEeHUA NCMonNb3yT cneunanbHbie MOCTNPOLLECCOPLI, KOTOpbIe NpeaHa3HaueHbl ANs UCMOSb30BaHNUs NpaBu aB-
TOMaTUYeCKOro aHanusa npolleALwnx AeACTBUN, 3apercTpupoBaHHbLIX B KOHTPOSbHBIX 3arUCsiX U ApYruX npo-
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ToKoNnax Ans NPOrHO3MPOBaHUS BTOPXEHUI U ANs aHaIn3a KOHTPOSIbHBIX 3anucei M3BeCTHLIX Moaenel Bpedo-
HOCHOTO NoBeAeHWUs UNu NMOBEAEHUS, KOTOPOe He ABNAETCA TUNUYHBIM NPYU 06bIMHOM UCNONb30BaHWK.

CnepoeatenbHo, cuctema obHapyxeHus atak (COA) saisnseTca cuctemoit 06HapyXeHUs BTOPXKEHWIA B CETb.
EcTb aBa Tvna COA:

- ceTeBasi cuctema obHapyxeHusa cetebix atak (CCOCA);

- cuctema obHapyxeHus atak Ha xocTbl (COAX).

CCOCA ocyLecTBsIET TEKYLMIA KOHTPOSb NAKETOB B CETU U NbITAaeTCA OBHaPYXUTb 3N0YMbILLNEHHUKA
nocpedCcTBOM COMOCTaBEeHUst MoAenu ataku ¢ 6a3oi AaHHBIX U3BECTHLIX Mogdenel ataku. TUNUYHBIM NPUMEPOM
SIBNSAETCSA MOUCK BOMLLIOIO KONMUEeCTBa 3anpocoB coeanHeHuin npotokonos TCP no MHorMm pasnuyHbIM nopTam
Ha LieneBoi MalluvHe, Takum o6pa3omM o6HapyXXuBas, YTO KTO-TO NblTaeTcs CKaHNMpoBaThb NOpT NnpoTokona TCP.
Cucrema obHapy>xeHUs1 BTOpXeHuWI ceTh HabnoaaeT 3a ceTeBbIM Tpachkom NOCPeACTBOM CMIIOLLHOMO CEXEeHUs!
3a BceM ceTeBbIM TpadMkom.

COAX ocylliecTBNsIeT TEKYLWUIA KOHTPONb AeATENbHOCTU Ha XocTax (cepeepax). OHa ocyliecTBnseT 310
nyTeM MOHUTOPWHIa MPOTOKONOB COBLITUI 6e30MacHOCTV N NPOBEPKU U3MEHEHWIA B CUCTEME, TaKUX, Kak u3me-
HEeHUSA B KpUTUYECKUX tpannax cuctemMel unu peectpe cuctem. CyulectsyeT Asa Tuna COAX:

- porpamMmmbl KOHTPOIS LIENOCTHOCTU CUCTEMbI, KOTOPbIE OCYLLECTBASAIOT TEKYLLMUIA KOHTPOSIb CUCTEMHBIX
chalinos 1 peecTpa cUcTeM Ansl BbIABNEHUA U3MEHEHUW, BHECEHHbIX 3/10YMbILLSIEHHUKaMMK;

- MOHUTOPWHT MPOTOKOMOB (OCYLLECTBNEHWE TEKYLLEro KOHTPONSA NPOToKonNoB). OnepaunoHHbIE CUCTEMBI
nopoxaatoT cobblTus 6e30NacHOCTU, CBA3AHHbIE C KPUTUHECKU BaXKHBIMU BoNpocaMu 6e3onacHocTu, Hanpumep,
nonb3oBaTtenb NosyvyaeT NPMBUIErk Ha ypoBHE aAMUHUCTPaTopa/kopHEBOro KaTanora.

B HekoTOpbIX cnyyasx peakuun Ha o6Hapy>KeHHbIE BTOPXKEHUA MOTyT 6bITb aBTOMaTU3UpoBaHHbLIMU B IDS.

Bonee nogpobHas nHpopmaums o6 o6HapyxeHun BTopkeHuin npeactasneHa 8 MICO/MIK 18043.

13.9 3awura oT BpeAoOHOCHOro Koaa

Monb3oBaTenun A0MKHbI 3HaTb, UTO Yepes CeTeBble COeANHEHNS B UX cpeay MOXeT ObiTk BBeAeH BpeaoHOC-
HbIlA Kog (BUPYC). BpeAOHOCHBIW Kog MOXET 3aCTaBUTb KOMMNLIOTEP BbINOMHATL HECAHKLMOHUPOBaHHbIE hyHKLWK
(Hanpumep, 6ombaparpoBaTh AaHHYIO Lenb COOBLEHNAMU B AaHHOE YUCO U Bpemst) Unu hakTUIeCcKn YHUITO-
XWTb BaXKHbIE pecypchl (Harnpumep, ctepeTb halinsl), Kak ToNbKo oH 6bin NpogydénuposaH, 4Tobbl NonbITaTLCA
HalTW Apyrue yassrMble XOCThl. BpeaoHOCHbIN koA He MoXeT BbITb 06HapyXeH A0 HaHeceHUs1 UM yluepba, ecnu
TONbKO He MPUMEHSATL COOTBETCTBYHOLLME Mepbl 6e3onacHOCTU. BpeOHOCHBIV Kog MOXeT NPMBECTU K KOMMpOMe-
Tauum mep 6esonacHocTy (Hanpumep, 3axeaTy U packpbITUIO Naposeit), HenpegHamepeHHOMY packpbITviO HGopP-
Maumu, HenpegHaMepeHHbIM €€ U3MEHEHUSIM, YHUHTOXEHUIO MH(popMaLMm 1 /Mnu HeCaHKLMOHUPOBAHHOMY UC-
MoSb30BaHUIO PECYPCOB CUCTEMBI.

HekoTopble popMbl BpeAOHOCHOMO Kofia MOryT BbiTh 06HapyXXeHbl U yaaneHbl cneuyansHbIM CKaHUpyHo-
wmm MO. CeTeBble 3kpaHbl, hainoBbie cepBepbl M paboune cTaHUUKM UMEIT cKaHepbl AJ11 HEKOTOPbIX TUMOB
BpeaoHoCcHoro koda. B aanbHeluemM anst cozgaHusi BO3MOXHOCTU 0BHapyXXeHUs1 HOBOTO BPEAOHOCHOro koga
o4eHb BaXKHO obecneynTs NOCTOSIHHOE COOTBETCTBUE ckaHupytowero MO ypoBHI0 cOBpeMeHHbIX TpeboBaHuiA,
XenarernbHo NocpeacTBOM exxeAHeBHbIX 06HoBNeHUA. OgHaKo NonbL3oBaTeny U agMUHUCTPaTOPbI AOMKHbI 3HATD,
YTO Ha CKkaHepbl Henb3s nonaraTbesl Anst 0bHapykeHWs! BcexX BPEAOHOCHbIX KOAOB (JaXe eCrn 3T0 Bpe4OHOCHbIE
kodbl orpedeneHHoro TMna), Tak Kak MOCTOSIHHO NOSIBASIOTCS BCe HOBbIe (hopMbl BpeAoHOCHOro koga. O6bIuHO
ONst YCUINEeHUs 3aluThl, NPefocTaBnsieMol ckaHepamu (rae oHu umetoTcest), Tpebytotes apyrve dopmbl 6e3-
OMacHOCTK.

nasHoi 3agaveii MO, npegHasHayeHHoro Anst 6opL6bI ¢ Bpe4OHOCHLIM KOAOM, CTano CkaHMpoBaHUe UH-
dopmaLmm 1 NporpamMm aAnst naeHTuduKaLmmn NnogospuTensHbLIX Moaenei, CBSI3aHHbIX C BUpyCaMy, K4EPBSAMUY U
TPOSTHCKMMU KOHAIMUY» (KOTOpbIe MHOTAA Ha3bIBaloT «BPEAOHOCHOE NporpaMmMHoe obecneyeHvey). bubnuoteka
cKaHMpyeMbIX MoAaenei, M3BeCTHast Kak CUrHaTypbl, 4OMKHA 0BGHOBMSATLCS Yepes onpeaAeneHHbIe NPOMEXYTKN
BPEMEHU UNW KaXKAbIlA pas, Koraa CTaHOBATCS AOCTYNHLIMU HOBLIE CUrHATYpbI 4115l NpeaynpexaeHnii 0 BpeaoHoC-
Hom [NO ¢ BbICOKOW cTeneHbIo pucka. B koHTekcTe yaaneHHoro goctyna aHtueupycHoe MO 4omkHO NporoHATLES
Ha yaaneHHbIX CUCTeMax, a Takke Ha cepBepax LieHTpanbHOW cucteMsl, ocobeHHo Ha cepepax Windows u
ANEKTPOHHOW NOYTHI.

Monb3oBaTeny 1 agMUHUCTPaTOpPbl CUCTEM C CETEBLIMU COEAUHEHUSIMU AOMKHbI 3HaTb, YTO CYLLIECTBYIOT
6onbLune, YeM 0BbIMHO, PUCKK, CBSI3AaHHBIE C BPEAOHOCHBIM NPOrpaMMHbLIM obecrnevyeHeM Npyu B3aumMoaencTBUmM
CO CTOPOHHMMMU OpraH13aLMsIMK Mo BHELLHWMM KaHanam cBsiav. [lomkHbl ObITe pazpaboTaHbl pekoMeHdauum ansi
nonb3oBartenen u aAMMHACTPATOPOB, onpeaensioLLme npoLeaypbl U NpakTuieckie npuemMbl Ansi cBeAeHUs K Mu-
HUMYMY BO3MOXHOCTU BHEAPEHUSI BpEAOHOCHOTO Koaa.
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Monb3oBaTenu n aAMUHUCTPATOPbI 4OMKHBLI 0COB0 N03abOTUTECS O KOHPUTYPUPOBAHUM CUCTEM U NPUNOXKEe-
HWIA, CBSI3aHHbBIX C CETEBLIMU COEANHEHMSMM, UTOObLI 610KMPOBAaTE (hyHKLMM, KOTOPLIE HE SIBNSIHOTCS HeoBXoaUMbI-
MU B AaHHbIX o6cToaTenscTBax. (Hanpumep, npunoxeHus MK moryTt koHpurypmupoBaTbes Takum obpasom, 4To
MaKposiHeik BroKMpyoTea Mo yMonyvaHuio unu TpebytoT NoaTBepXAeHUs Nofb3oBaTtens nepes BolnofHeHWeM
MakpokomaHa.)

Bonee nogpobHas nHdopmMaLms o 3almTe 0T BpeAoHocHoro koga npeactasneHa B UCO/M3K 17799.

13.10 KpunTtorpaduyeckue ycnyru B obuieit MHcppacTpykType

13.10.1 O6Wwme nonoxeHus

MoTpebHocTb B 6€30MacHOCTM 1 MOBbLILLEHUN HENMPUKOCHOBEHHOCTU YaCTHOW XKU3HW pacTeT Mo Mepe BblTec-
HEHUs1 AMEKTPOHHBIMW (hOpPMaMmM CBOUX BYMakHbIX aKBUBanNeHToB. MosisnexHve cetn IHTEpHET 1 paclumpeHune
KOpropaTMBHBIX CETER AN OCYLLECTBEHWS 4OCTYNa KITMEHTOB 1 MOCTaBLUMKOB, HAXOASLLMXCS 3a Npeaenamm
opraHusaumu, yeununm noTpebHOCTb B peLleHWsIX, 0CHOBaHHbIX Ha KpunTorpaduu, Ana NoaaepXKky ayTeHTUdu-
kaumn n VPN, a Takke ans obecneveHnst KoHnaeHUNanbHOCTL.

13.10.2 KoHdomaeHUMaNbHOCTb AaHHbIX B CeTAX

B ycnoBusix, koraa coxpaHeHue koHbuaeHLansHoCTh MMeeT GonbLLoe 3HaveHne, Ans LWndpoBaHWs NH-
dhopmaLim, NpoxodsLLer No ceTeBbIM CoeAMHEHNAM, He0BX0AMMO paccMOoTpeTb Mepbl 6e3onacHoCTU W poBa-
Hus. Mpu NpUHATUM pelleHna 06 ucnonb3oBaHuM Mep 6e3onacHoOCTM WnpoBaHUS Heo0BXoANMO NPUHUMATL BO
BHUMaHWe COOTBETCTBYOLLME NPaBUTENbCTBEHHbIE 3aKOHbI 1 NOSIOXKEHWS, TpeboBaHWA K pacrnpeaeneHuio Kito-
Yyel, NPUrogHOCTb UCMOMb3YIOLLMXCS MEXaHN3MOB LUNGPOBaHUS Anst 3aAeCTBOBaHHOIO THMNa CeTeBOro coeu-
HeHWs1 1 HeobxoayrMyto cTeneHb 3aLLnTbl. MexaHnamMbl WindpoBaHus cTaHgapTaosaHsl B MICO/M3K 18033. OguH
LUMPOKO NpUMeEHsieMbI MeTo LN poBaHKs U3BECTEH Kak 6104HbIN WpKUdT, a cnocobbl Mcnonb3oBaHKs 6ro4-
HbIX LUPUOTOB AN 3aLLMTbI LW poBaHNA (pexnMbl paboTel) cTaHaapTuaoBaHbl B MICO/M3K 10116.

13.10.3 LlenoCTHOCTb AaHHbIX B CEeTAX

B ycrnoBusix, korga coxpaHeHue LenocTHOCTU nMeeT Borbluoe 3HaueHne, HeobXoaAMMO paccMOTPETL Mepbl
6e3onacHoCcTM LndpOoBOIA MOANMUCU U/MMN LENOCTHOCTH coobLLEHNS ANs 3aLLMThI MHOPMaLMK, NPOoXoasiLLEei no
ceTeBbIM coefMHeHusaM. Mepbl 6esonacHoCTH LM posoi noganucy MmoryT obecnednTb nogobHyo 3aLlmTy Mepam
6e3onacHocTy ayTeHTUdMKaLumn coobLLEHNIA, Takke OHY 0b6nagatoT CBOWCTBaMM, KOTOPbIE MO3BOMSOT UM BbIMOST-
HATb NpoLieaypbl HeoTkaszyemocTy (cM. 13.10.4). Mpu NpuHATUK peLlueHnst 06 Ucrnosb3oBaHNM Mep 6e30nacHoCTy
UMb pOBOI MOANMCHU UMW LENOCTHOCTY COOBLLEHUIA cneayeT YUNThIBaTL COOTBETCTBYHOLLME NPABUTENLCTBEHHLIE
3aKOHbI U NOMNOXEHWS, COOTBETCTBYOLLME UHDPACTPYKTYPbI OTKPLITOro KNtoya, TpeboBaHus K pacnpeaeneHunto
KItoYen 1 NpUrogHoCcTb UCTonb3yemblX 6a30BbIX MEXaHN3MOB A5 3a4eiCTBOBAaHHOIO TUna ceTeBOro coequHe-
HUS1 M HeODXOA4MMYIO CTEMEHb 3aLLUThI, @ TAKKE HAOEeXHOe 1 JOBEepUTENbHOE MPOTOKONMPOBaHWE NoMb3oBaTenen
N 06 LEKTOB, CBA3AHHbIX C KItovamu (Mpu HeobxoaumMocT cepTUULMPOBAHHBIMM), UCTIONB3YEMBIMI B MPOTO-
Konax L poBoi nognucu.

Mepbl 6e30nacHOCTH LIeNOCTHOCTY COOBLLEHUIA, U3BECTHBIE Kak Kogbl ayTeHTurkaumm coobiuenni (KAC),
ctangapTusoBaHbl B UCO/M3K 9797. TexHonorum uudpposoi noanucu ctaHgapTruaoaHsl B MCO/M3IK 9796 1
NCO/M3K 14888.

13.10.4 HeoTkasyemMocTb

Mpu Hannumm TpeboBaHs NpegocTasneHns yeeauTenbHOro fokasaTenbCcTea NpoxoxaeHns nHgpopmarum
Mo ceT HeobXxoaMMO pacCcMOTPEThL credytoLue Mepbl 6e30nacHoCTU:

- KOMMYHVKaLOHHbIE NPOTOKONbI, MPpeAoCTaBNsoLME NOATBEPXKASHWE Nepeaavu;

- MPOTOKOIbI MPUIIOKEHWIA, KOTOpbIE TPEOYIOT NPedoCTaBNeHNs agpeca nHULMaTopa unu naeHtudukatopa
NPOBEPSIOT HANM4KNE 3T MHpopMaumy;

- LLMH03bl, KOTOpble NpoBepsAtoT hopMaThl agpeca oTrpaBuTens U Nonyyartens Ha TOYHOCTb CUHTaKcuca u
COOTBETCTBME MH(POPMALIMKU B COOTBETCTBYOLLUX KaTarnorax;

- NPOTOKOSbI, KOTOPLIE MOATBEPXKAAIT AOCTABKY U3 CeTel U NO3BONSIOT onpeaensaTs NopsaoKk cnegoBaHunst
nHdopmaLm.

Korpa TpebyeTtcs nogTBepxaeHne nepegaydun unu nonyvyeHus nHpopmaumm B criydae BO3HUKHOBEHUS Criop-
HOWM cUTyaummn, HeobxoaUMOo NPeaoCTaBUTL rapaHTU, UCNOMb3YS CTaHAapTHLIN MeTo Lndposor nognucu. Kor-
Aa TpebyeTcsa noaTBEPXKAEHUE UCTOUHMKA, OTNPaBUTENM MHOPMAaLIMKM AOMKHBI oreYaTbiBaTh MHopMaLmio, Uc-
nonb3ays LudpoByto nognuck no obLemy ctaHgapty. MNMpu TpeboBaHUKM NOATBEPXKAEHUS AOCTaBKM OTNpaBuTenu
OOIMKHBI 3aNpocnuTh OTBET, CHabBXeHHbIN LindpoBoii noanuceto. bonee nogpobHas nHgpopmaL st o HeoTkasyemo-
cTu npeactasneHa B MCO/M3K 14516 n MICO/M3K 13888.
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13.10.5 PacnpegeneHue Kniouen

13.10.5.1 O6Lme nonoxeHuns

PacnpepeneHue kntovei obecnevnBaeT B Ka4eCTBE OCHOBHOM YCNyri cpeau Bcex Apyrux Kpuntorpadu-
YecKMX YCryr ynpasneHne BCeMN HeobxoanMbIMKM Kitodamu LM poBaHUst BO BPEMS UX MOJTHOTO XU3HEHHOro
Uukna u ux ncnonb3osaHue 6ezonacHeIM cnocobom.

B To BpeMsi kak B 04eHb MareHbK1X cpefax NnLb C HECKOMbKMMN COeQUHEHUAMI 3TO MOXET ObITb AOCTUI-
HYTO PYYHBIMY OpraHu3auoHHLIMU NpoLiedypamMu (Hanpumep, nocpeacTBOM PyHHOro KOMMYTaTopa Krtodei cuMm-
MeTpUYHOro LWndpoBaHusl), B 6onee KpymHbIX cpegax HeobxoarMbl NpeaBapuTenbHO onpeaeneHHsle U asToma-
TU3NMPOBaHHbIE NpoLieaypsl, ¥ B 60MbLIMHCTBE CryvaeB UCMOSIb30BaHWE TEXHOMOMMIA LWPOBaHUA C MOMOLLbIO
OTKPBITBIX/CEKPETHBIX KItouer ByaeT BbIrogHbIM.

TexHonornu WudpoBaHUS ¢ MOMOLLBIO OTKPbITbIX/CEKPETHLIX KItoUel peLllatoT ogHy rnaBHyto npobnemy
TEXHOMOMMi CUMMETPUYHOTO LWdpoBaHUs. CUMMETPUYHbBIE TEXHOIOTMK TPEBYIOT HaNMUMs 0 4MHaKOBOrO Kitova
Ha 06enx cTopoHaXx kaHasa CBA3N (MX Takke HasblBatoT COBMECTHO UCMOMb3YeMbIMU CEKPETHBIMM TEXHOSOTMSIMUA)
W, cnegoaTenbHo, NpeAnonaraoT nepeaady Kova CMMMEeTPUYHOro LWndpoBaHust. Tak kak caMm KoY cCUuMMeT-
PUYHOrO LWNhpoBaHWst HeOBX0aMMO XpaHUTL B TaliHe, HeobXxo4MM 3apaHee co3fdaHHbIN 3allMLLEHHbIR kKaHan ne-
pegayu gaHHbIX 4ns obMeHa kntouamu. TexHoNornm WiudpoBaHns ¢ MOMOLLbI0 OTKPLITOrO/CEKPETHOTO Kitova
peLlaroT 3Ty Npobriemy MyTem npegocTaBneHUs ABYX KNtoUein 1 HeoBXoAMMOCTHM NepedaYm ToSbKO O4HOO U3 HX
apyroMmy o6bekTy KOMMYyHUKaLmKn. MocKonbKy STOT KIoY He SIBNSETCSA CEKPETHBLIM (OH Ha3biBAaEeTCA OTKPbLITLIM
KNHOYOM), OH MOXKET nepedaBaThCsl MO OTKPLITLIM kKaHanam cas3un. C Apyrim Knoyom, He NpegHasHavyeHHbIM ans
nepegayu, Hago obpallaTthesa KoHbUAEHLMANLHO (OH Ha3biBaeTCst CEKPETHLIM KITHOUOM).

OpaHako elle ocTaloTcs Npobnemsl:

- ayTeHTUYHasi nepedada OTKPbITOro Ktoua, UNn Kak ayTEHTUYHO NOMYyYnThb OTKPLITBINA KITkoY Apyroro o6bek-
Ta KOMMYHUWKa LK,

- afeKBaTHasi 3alLLMTa CeKpeTHOro Kioya.

Mepeaaya OTKPLITOrO KItoya AOMKHa rapaHTUPOoBaTh NonyveHre NPUHUMaIOLLLIMM OB bEKTOM OTKPLITOrO KIlto-
Ya, nocolnaemMoro nepegatolmm obbektTom. Apyrumm cnosamu, nepeaada AoimkHa 6bITb ayTEHTUHHOW, UHaYe
BO3MOXHbIV 3MOYMBbILLIEHHMK, HabnoaaloLmi 3a nepegadeid OTKPLITOro KIoYya, MOXeT OBMEHSTL Hey3HaHHbIN
KItoY Ha OpYrou.

CyLiecTByeT HECKOMbKO METOAO0B NPOBEPKM ayTEHTUHHOCTU NepeaHHOro OTKPLITOro knoya. Cambli ove-
BUAHLIA MeTO4 — MpoBepka Ha TOXAECTBEHHOCTL NOCNAHHOMO U NOSTYYEHHOro OTKPLITOro Ktova. OBbIYHO 3TO
gernaeTcs MyTemM cpaBHEHUA 3HavYeHUA XeLw-cbyHKLMM (B JAHHOM KOHTEKCTE YacTo Ha3blBaeTCA «OTNeYaToK narb-
LieB») MOCNAHHOIO KItoYa U NOAYYEHHOTO Krtova UHTepakTUBHBIM crocobom. OTNpaBnsitoLLmnin U NPUHUMAIOLLIANA
Knto4 06 bekTbl TakuM 06pasoM MOTyT UCNOMb30BaTh OTAENbHbIV kKaHan (Hanpumep, TenedoHHYIO TMHUIO), U BaX-
HO, YTOObI 3TOT KaHas No3BOoNAN OCYLLECTBISATL AOIKHYIO ayTeHTUUKALIMIO OTNPAaBMSIIOLLErO U NPUHUMALOLLLEro
06BEKTOB (HanpuMep, ecnuv NPUHUMAaOLLUIA 06 LEKT MOXKET YCTaHOBUTL MOANUHHOCTL OTMNpaBnAoLWero obbekra
nocpeACcTBOM OMO3HaHWS ero/ee ronoca).

MockonbKy 3TOT ABYCTOPOHHWI cNocob obmeHa OTKPLITLIM KITlo4oM paboTaeTt Npy yCroBUKU y4acTUS TONbKO
HeGOosbLLIOro KONMYeCTBa 06LLaLLNXCA 06 BEKTOB, OH HE SIBMSIETCS LUMPOKO pacrnpocTpaHeHHbIM. ITy npobnemy
MOXHO peLUMTb MyTeM BBeaeHUst uHbpacTpyKTyp, obecrneumBatoLLmMX OTKPLITHIM KITOHOM KaxKabIi O6beKT U cepTu-
hULMPYIOLLIMX @y TEHTUYHOCTb MPeAOCTaBIEHHbIX OTKPLITLIX Kitouei. MoaobHble HPacTpyKTypbl, 06bIMHO Ha3bl-
BaeMble MHbpacTpyKTypamm oTKpbIThIX Kitouer (MOK), cocTosIT u3 pasnuyHbiX KOMNoHeHToB. HoBble npucoean-
HAtoLMecsa 06bEKTbI NPOTOKONUPYIOTCS NPOTOKONMPYIOLLIMM OpraHOM, OCHOBHOW 3aayeit KOTOporo ABMseTCA Npo-
Bepka MaeHTUIHOCTM 06bekTa. OCHOBLIBAsICH HA NPOTOKOIMPOBAHUK, CEPTUDMKALIMOHHLIA OpraH MoXeT cepTudu-
LMpoBaTh OTKPLITHINA KoY 06bekTa, a cryx0bl kaTanoros 06bIMHO AeNatoT cepTUMLIMPOBAHHbBIE OTKPLITLIE KIHOYM
(06bI4MHO Ha3bIBaeMble NPOCTO «cepTudunkaTbI») OCTYMHLIMU BCeM 06bekTam, npegHasHavyeHHbIM A5 UCNOSb30-
BaHWA cucteMbl. TexHu4Yecku ceptudukaTt cocTouTt 13 onpedeneHHoro Habopa atpubyToB obbekTa (NpyMepom
SIBMSIETCA Ha3BaHWe 1 3NEKTPOHHbLIN afpec NoMb30BaTeslbCKUX 0O LEKTOB) N OTKPLITOTO KiTloua 0O6BbEKToB, a ayTeH-
TUYHOCTb 3TOI MHOPMaLWK rapaHTUpoBaHa UUcPOBOA NOANUCHIO 3TOK MH(OpMaLUK cepTUDUKALNOHHBIM
opraHom.

Tak kak 6e30nacHOCTb BCceX Kpuntorpadunyecknx ycnyr, OCHOBaHHbIX Ha UCMONb30BaHUA OTKPLITLIX KNHo-
yeit, obecneunsaetca n ynpasnsietcs MOK, ocHoBbIBaeTCS Ha ayTEHTUYHOCTU 3TUX Kitover, MOK nmeroT oveHb
BbIicOkue TpeboBaHua 6esonacHocTW. Hanpumep, ecnu 3n1oyMbILLIIEHHUK MOAYYMT [OCTYM K MHGPpacTpyKType cep-
TUMKaLMOHHOro opraHa, OH/oHa CMOXeT BbIMYCTUTL CepTUdMKaThl, KOTOpbIE AaAyT UM BO3MOXHOCTL BblAaBaTtb
cebs 3a Apyrue o6bLeKTHI.
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Mo NpuynHam, CBA3aHHBIM C (hyHKLMOHAMbHBIMU BOIMOXKHOCTAIMU, GonblunHeTeo MOK gomkHo npuaasats-
cA ceTw, cnegoBaTenbHoO, 0coboe BHUMaHWe AOSMKHO BbITb yAeneHo COOTBETCTBYOLWMM Mepam ceTeBol 6e3o-
nacHoCTU, YTO6bI BbINO BO3MOXHO BbIMONHWUTE BCe TpeboraHusa 6esonacHocT MOK. Bo MHOMMX cryqasx atu
mMepbl 6e30MacHOCTM BKIOUAKOT CO3AaHNe creLmanbHoi ceTu Ans KioYveBbIX koMmnoHeHTos MOK 1 Ansi 3awmThbl
3TOW CeT! COOTBETCTBYHOLLMMU LUN03amMy 6e30nacHOCTM U ceTeBbIMU aKpaHaMu.

UT0 KacaeTcsl COOTBETCTBYIOLLIEN 3aLLMTLI CEKPETHbIX KIOYEW, 3Ta 3aLliuTa TakKe ABNAETCS KpUTUYECKn
BabkHOW Ans 6e30nacHoCTY, Tak KaK, eCni 3NoyMbILLIEHHUK UMeeT A0CTYMN K CEKPETHOMY Kntody o6bekTa, oH/oHa
MOXeT MMETb BO3MOXHOCTb BblAaTh cebs 3a aToT 06bekT. OBbIMHO B 3aBUCMMOCTM OT TpebosaHuil 6escnacHocTu
KOHKPETHbIX OpraHv3aLii, cpeapbl N MPUNOXKEHW eCTb HECKOSBKO peLleHniA 3TOW Npobriembi.

Camoe npocToe pelleHne — 3aLnTa CEeKPETHOro Krtova MyTem XpaHeH s ero B CMMMEeTPUYHO 3alundgpo-
BaHHOI cbopme B cMcTeMax opraHusaLumn Unum, UTo HEMHOMMM Nydlle, Ha CbeMHbIX HocuTensix. Torga Koy
o06bekTa 00bIMHO HAaXoAMTCA B Naporne (KOTopbI COCTABMASET KIoY CUMMETPUYHOTO LWndpoBaHWs) Ans pa3bnoku-
pOBaHWA CeKpeTHOro Krtoyda U YTobbl caenath ero 4OCTYMHbLIM 4715 CEPBUCOB U NPUIOXKEHWI B LieNnsX ganbHen-
Lwero ucrnosbaosaHus. OCHOBLIBAsICL MOSTHOCTLIO HAa NporpamMMHoM obecreyeHun, 3To pelleHne gaeT 3HaunTenb-
HOe NPenMyLLEeCTBO U, CriedoBaTenbHO, MOXET OTHOCUTESIbHO Nerko 6bITb peanv3oBaHo B pasfiMyHbIX YCIOBUSIX.
OpfHako ¢ TOUKM 3peHns 6e30NacHOCTH Y HEro UMeHTCS KpYMHble HeAOCTaTKU, Tak Kak 3alura:

- 3aBUCUT OT KadecTBa BbIGpaHHOro naporns;

- nonaraeTcs Ha LeNoCTHOCTbL CUCTEMBI, MCToNb3yemol 06 bekToM. Ecnn 3noyMbILLneHHUK NonyqaeT KOHT-
pOorb Had 3TON CUCTEMOIA, OH/OHa MOXKET CKOMMPOBATbL CEKPETHBIN KIMHoY, XpaHSILLUACS B NaMsiTW B Hesaluudpo-
BaHHOM BMAe, BO BpeMsi 06paboTku kpunTorpadunieckux pyHKLUA, U oH/OHa MOXET JOCTUYb 3TOTO XKE pe3yib-
TaTa, nony4as Naposnb U OTKPbITLIN KoY 06bekTa B 3alumdposaHHOM BUAE.

[ns npeogoneHns aTNX HegoCTaTKOB eCTh peLleHUsi, OCHOBaHHbIE Ha MpUMeHeHWU cmapT-KapT, 6asupyto-
Lmecs Ha AByX thakTopax: ayTeHTUdmKaLum Ans nonyv4eHust 4ocTyna K cCeKpeTHOMY Kitovy (0bbMHO 3T0 obriaga-
HWe cMapT-KkapToW) U 3HaHWW napons unn PIN-koga ans ero oTkpbITvs. X apxutekTypa rapaHTUpyeT, UTo CekpeT-
HbI KMHOY HUKOrAA He NMOKMHET cMapT-kapTy, YTo nogpasymeBaeT 06paboTKy Bcex KpunTorpacduyeckux Belducne-
HWA, TpeBYIoLLMX MPUMEHEHMS CEeKPETHOTO KITtoYa, Ha caMoli cMapT-kapTe. 3HaunTeNbHbIM NPEeUMYLLECTBOM AB-
NAIeTCs TO, YTO 3TO PELLEHME 3allyLLaeT CeKpeTHbIW KoY Aaxe B CUTyaLusix, Korga KoMNpoMeTUpyeTcs LenocT-
HOCTb CUMCTEMbI, MCnonb3aytoLLeics 06bekToM. OCHOBHOW HeAOCTaTOK pelleHUA, OCHOBaHHBIX Ha MPUMEHEHWM
cMapT-KapT, 3aKnoYvaeTcsl B He06XoAMMOCTU pacnpeaensite U UHTErPUPOBAaTh KOHKPETHYHO annapaTtypy, CBsi3aH-
Hyt0 CO cMapT-kapTamu, no obbekTam 1 Ux cucteMam. XoTsl B 3To 06nacTu CyLLecTBYIOT TEXHAYECKUe cTaHaap-
Thl, CaM npoLiecc 06bIMHO SBNAETCA AOBOMbHO CMOXHBIM U IOPOrOCTOSILLUM.

BaxHO OTMETUTB, YTO B 3TOM MyHKTE NpeAcTaBMNeH TONMbKO KpaTkuii 0630p npoLecca pacnpeaeneHust K-
yeli. bonee nogpobHas MHopMaLus No 3Tol Teme ¥ pOACTBEHHbLIM TeMaM, Takum, kak MOK, unu 6onee Bceobs-
eMITIoLL MM TemaM, TakMM, Kak yrpasneHne ToX4eCTBEHHOCTBIO, COAePXKUTCS B AOKYMEHTax U cTaHgapTax:

- NCO/M3K 9594-8 UHdbopMaLoHHble TexHomoruu. BaanMocBsasb OTKpbITEIX cucTem. [upekropus.
UacTb 8. Crctema NoHATWI ayTeHTUuKaLmm;

-NCO/M3K 11770 (Bce 4acTun) MHbopmaLmoHHas TexHonorms. MeToasl M cpeacTBa obecneyeHus 6esonac-
HOCTU. YNpaBreHne Kniovamu;

- NICO 11166-2 BaHkoBckoe Aeno. YnpasneHne Kniovamu ¢ NOMOLLLI0 aCCUMETPUYHBIX anropuTMOB.
YacTb 2. YTBepXKAeHHbIe anropUTMbl C UCMONL30BaHNEM kpuntocuctembl RSA;

-NCO 11568 (Bce yacTun) baHkoBcKkoe Aeno. YnpasneHue kioyamu. Po3HnYHast TOproens;

-NCO 11649 duHaHcoBble yenyru. baHkoBckoe aeno. CTpyKTYpUpoBaHHas KpeanTopcKas ceblika Ha UH-
hopmaLmio o nepeckinaemol cymme;

- NCO 13492 baHkoBcKkoe Aeno. AneMeHT AaHHbIX, CBA3aHHbIV ¢ ynpaBneHneMm kritodamu. MNprmeHeHne
1 UCMonb3oBaHue anemMmeHToB AaHHbIX 53 1 96 no ISO 8583;

- NCO 21118 UHhopMauums, BktodaemMas B cneLmdukaunoHHble nucTel. MNpoeKkTopbl AaHHbIX.

13.10.5.2 Bonpockl 6esonacHocTn

CyLuecTByeT psif BONpocoB 6e30nacHOCTH, KOTOpble A0MKHbI ObITh paCCMOTPEHbI B KOHTEKCTE pacrnpeaene-
HUS KNtoYer, B 0co0BeHHOCTU NpU MCNonb3oBaHUK Unu peanuaauum yenyr NOK.

3TU BOMPOCHI OXBaTbIBAOT CrieayoLye TeMbI:

- obnacTb AelicTBUA 1 UcToNb3oBaHWe — ncnonb3osaHe MOK no HasHauyeHWo oKkasbiBaeT 3HaunTensHoe
BMUSHWE Ha cocTosiHWe BesonacHocTy. Hanprmep, ucnonb3osaHue BbldaHHbIX CepTUdnKaToB BNUAET rNaBHbIM
obpasoM Ha TpebosaHus 6esonacHocT MOK,;
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- NoNUTUKN — npegoctaenaemMele yenyru MOK 1 nx HasHaueHne, ypoBeHb peanu3oBaHHoN 3awwmTel B MOK
1 MpoLLeCcChbl B3auMOAeNCTBMS JOJTKHLI COOTBETCTBYOLLUM 06pa3om OKYMEHTUPOBATLCS B CepTUUKALMOHHON
MONUTUKE U NONOXEHUN O CEPTUPMKALMOHHOW NPaKTUKE;

- BOMpPOChI peanunsauum — opraHusaums MoxeT BelbpaTh peanusauuio MOK Ha mecTe («NOK ans BHYTpeH-
Hero Nnonb30BaHWs»), UMM MOXET NPUHATL peLleHne NpocTo 3akynuTe yenyrn MOK («npuobpeTeHHble Ha cTopoHe
MOK»), nnv moxeT BelbpaTs KOMBUHaLMI0 TOro 1 ApYroro (Hanpumep, 3akynaTb TOMbKO KItodeBble cepTudukaum-
OHHbIE YCNyru, a peanv3oBbIBaTb APYrUe YCNYrn, Takne, Kak kKatanor poyMyHra, nokanbHo);

- KOHKpeTHble (hyHKLMOHaMbHbIe TpeboBaHWA, HaNnpMMep AN nofb3oBaTenei pOyMuHra, — MHorue hyHk-
LMoHanbHble TpeboBaHWS HYyXKAaTCs B KOHKPETHBLIX Mepax 6e3onacHocTy. Hanpumep, kak obecneunTs 3awuty
CeKpPETHBIX KIoYel 1 AoCTyN K cepTudpmkaTam Ans nonb3oBaTener poyMnHra; OgHUM 13 peLleHuii sBnsieTcst
UCMONb30BaHNE CMapT-KapT (CM. HXKE);

- Ucnonb3oBaHne cMapT-KapT — CMapT-KapTbl MOTYT BbITb UCMOMb30BaHbI 4115 BbINONHEHWS 6onee CTpornx
TpeboBaHmWii 6e3onacHoCTX (HanpuMep, kak ynommHaeTcs B 13.10.5.1) unu pelueHns npobiem B KOHTEKCTE NOSb30-
Batener poymuHra. OgHako Ucronb3oBaHne cMmapT-KapT TpebyeT 6onee TLaTensHOro paccMOTPEHNS Taknx BOM-
POCOB, KaK MPOLLECC JXUIHEHHOTO LiKIa cMapT-KapT, (hnsnyeckoe pacnpocTpaHeHne cMapT-kapT U MaHUMynmpo-
BaHWe MU, NPOLECC BOCCTaHOBMEHUS MOCe oTKkasa (HanpyumMep, Korga nonb3oBaTtenb 3abbiBaeT CBO cMapT-
KapTy), BOMpocoB 6e30MacHOCTU, CBSA3AHHbIX C UCMONB30BaHWEM annapaTtypbl CHUTLIBAKOLLEro YCTPONCTBA U CO-
OTBETCTBYHOLLUM MHTErpaLMOHHLIM MPOorpaMMHbIM obecrnevyeHnemM B cucTeMe KIeHTa;

- onepaTuBHbIE BOMPOCHI, HanpuMep MyHKLMOHMPOBaHWE B OrepaTMBHOM /aBTOHOMHOM PEXUME KOPHEBOTrO
cepTrUKaLNOHHOro opraHa, — Ans BbINOSHEHWS YCTaHOBMNEHHbLIX TpeboBaHui 6e3onacHOCTM MOTYT UCTIONB30-
BaTbCA creumndryeckne skcrnyaTauMoHHble Mepbl. Hanpumep, ncnonb3oBaHre B aBTOHOMHOM pexume cepTudn-
KaLMOHHOMo opraHa KoOpHeBOro KkaTanora, Koraa ero ycnyru He BoctpeboBaHbl, B coMeTaHuW ¢ afekBaTHON puaun-
YeCKOoW 3aLLmTolr MoXeT obecneuntb bonee BbICOKMIA YPOBEHb 3aLLMTHI CaMbIX CEKPETHBLIX YacTel CUCTEMbI.

13.11 YnpaBneHue HenpepbIBHOCTLIO 6U3Heca

BaxHo Hanuuve mep 6e3onacHoCTy ANs rapaHTMPOBaHUS HeNpepbIBHOCTY (OYHKLMOHMPOBaHWS BuusHeca B
cryvae aBapuinHON cutyauum nytem obecneyeHus CnocobHOCTN BOCCTAHOBEHWS KXol YacTu BusHec-npoLec-
ca rnocne HapyLLeHWs ero xoga 3a COOTBETCTBYIOLLMIA MHTEPBas BpeMeHu. Takum o6pasom, y opraHvsaLmm gon-
XHa BbITb NporpaMmma yrnpaeneH1st HenpepbIBHOCTLIO BU3Heca ¢ npoLeccami, OXBaTbiBakoLLasi BCe CTOPOHbI 0bec-
neyveHust HenpepbIBHOCTM B3Heca 1 BKIoYatoLLas:

- yCTaHOBIEeHWe NPUOPUTETOB BOCCTAHOBNEHWA BU3Heca;

- BPEMeHHbIe MHTepBarbl M TpeboBaHKA (NogaepK1BaeTCa NPOBEPKON aHanusa BAUsHUA Ha BU3HeC);

- hopmynmpoBaHue cTpaternm obecneveHust HenpepbiBHOCTY BU3Heca;

- pa3paboTKy NNaHOB HENPEPLIBHOCTY BU3Heca, TECTMPOBaHWE MTaHOB HEMpepbIBHOCTM BraHeca, UTo obec-
neymBaeT OCBEAOMIIEHHOCTL BCErO NepcoHana o HenpepbIBHOCTM G13Heca;

- nogaepxaHve nnaHa HenpepbIBHOCTU BU3Heca U CHXKEHWe pyUcka.

Tonbko cregoBaHve 3TUM CTaansIM MOXET rapaHTUPOBaTh, UTO:

- HeobxoaMMble MpYOPUTETLI BU3HECAa 1 BpeMEHHbIE MHTEPBaSbI cCornacytoTesl ¢ noTpebHocTsiMmn GrsHeca;

- aeHTMMLMPOBaHHbIE NPeanoYTUTENIbHLIE BEPCUN CTPaTErMil HenpepbIBHOCTU B3Heca COOTBETCTBYIOT
3TUM NpropuTETaM U BpEMEHHBLIM UHTEpBanam;

- CYLLEECTBYIOT M NPOTECTUPOBaHbI KOPPEKTHbIE M HeobxoaVMbIe NNaHbl U CpeacTBa, OXBaTbiBaloLe HGop-
Maumio, bruaHec-npouecchl, MHOPMAaLIMOHHBIE CUCTEMBI U YCIYTW, PEYEBYIO CBA3b W Nepeaavy AaHHbIX, nogei 1
usnyeckoe obopyagoBaHue.

PykoBoacTBO No ynpaeneHuio HenpepbIBHOCTLI0 B1M3Heca B LienoM, BKtoYasi pa3paboTKy COOTBETCTBYHO-
LLel cTpaTeruu HenpepbIBHOCTY BU3Heca 1 CBA3aHHLIX C HE NNaHoB K KX Nocneaytolliee TeCTUpoBaHUe, MOXHO
nonyunts B MICO/M3IK 17799.

B nepcnekTuBe npu opraHusauum ceTu cnegyeT y4nTbiBaThb NogaepkaHne ceTeBbiX CoOeanHEHNH, BHeagpe-
HWe anbTepHaTUBHbIX COEANHEHWI C 4OCTATOYHON MPONYCKHOM CMOCOBHOCTLIO 1 BOCCTAHOBNEHUE COeAUHEHWI
nocre HexenartenbHOro cobblTa. 3TW acnekTbl U TpeboBaHWA AOKHbI BbITh OCHOBaHbLI Ha BaXXHOCTU CoeIHe-
HWI AN PYHKLMOHUPOBaHNSA BaHeca Nno NpoLlecTBMM BPEMEHU U MPOrHO3MpyeMbIX HeGnaronpusiTHeIX Bo3gen-
CTBWIA Ha BM3Hec B cryyae HapyLleHnst brsHec-npouecca. B To Bpems kak cnocoBHOCTE K NOAKIHOYEHWIO MOXET
AaBaTb MHOTO NPEeMYyLLECTB OpraHv3aLi B OTHOLLIEHUU TMBKOCTU U CMOCOBHOCTM MCNOMNb30BaTh KpeaTUBHLIE
nogxodbl B criydae HapyLleHWs BusHec-npoLecca, OHW Takke MOTyT UMETb TOUKW YSI3BUMOCTU U OTAESIbHbIE TOYKU
c604, KOTOpble MOTYT OKa3aTb CUIbHOE paspyLuatoLlee Bo3geCTBME Ha OpraHm3aLuio.
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14 Peanusauua n yHKUMOHMPOBaHMEe Mep 6e30MacHOCTU

Mocne onpegenexHus, AOKYMEHTUPOBaHUS 1 COTMaCcoBaHUS apXUTEKTYPbI TEXHUYECKoR 6e3onacHocTy U Mep
6e30MacHOCTU 4OMKHbEI BHEAPATLCA Mepbl ceTeBor 6eaonacHocTy. MNepea TeM Kak paspeLlnTb Havano onepacuii
Mo opraHW3aLum ceTi, AOMKHbI BbITh MpoBepeHbl, 06CyXaeHsl Y MPOTeCTUPOBaHbI MTiobble BbiSBNEHHbLIe HegocTar-
ki GesonacHocTu (cM. pasgen 15). 3aTem nocne oLeHKY CoCTOsIHWSE 6e30MacHOCTH AOMKHbLI Ha4YMHATLCA paboune
onepaumu. Mo NpoLIecTBMM BpEMeHU 1 B Criydae BOSHUKHOBEHUS 3HaUMTeNbHbIX U3MeHeHU crneadyeT NpoBOAnTb
AanbHelwne npoBepky BHegpeHua (cM. pasgen 15).

15 MOHUTOPVHI U aHanNu3 BBoAa B 3KCNNyaTauuio

Kak ykazaHo B pasgene 14, nepBblli BBOA B 3KCMNyaTaLuto 4omkeH 6bITb NPOBEepeH Ha COOTBETCTBUE AOKY-
MEHTVPOBaHHOW apXMUTEKType TexHn4eckol 6esonacHocTu 1 Tpebyembim Mepam 6e3onacHocTu, onpeaeneHHLIM B
cregyoLmxX 4OKYMeHTax:

- apXUTEKTypa TexHNYeckor 6esonacHocTy,;

- nonuTUKa 6e3onacHOCTN opraHu3aLum ceTu;

- POACTBEHHbIE BCOMOraTenbHble onepaLuu;

- nonuTKKa (beszonacHocTK) 4OCTyna K ycnyram Lwno3a besonacHocTy;

- MnaH(bl) HenpepbIBHOCTY BU3Heca;

- ycrnosusi 6ezonacHocT Ans coegnHeHus (npyM HeobxoauMocTh).

MpoBepka Ha cooTBETCTBUE AOMKHa ObITh 3aBepLLeHa A0 onepaTUBHOW akcnyaTaumu. Mpoeepka cuntaeT-
Cs1 NOSTHOM, KorAa BCe HeJoCTaTKN BbISIBNIEHbI Y YCTPaHEHbI, UTO yTBEPXKAEHO BbICLLUMM pykoBoAcTBOM. B npouec-
ce ornepaTMBHON aKCrnyaTauum Takke HeobXoAUMO NMPOBOAUTE TEKYLLIMIA MOHUTOPUHT U NPOBEPOYHbIE AeNCTBIS,
ocobeHHO nepepq BbIMYCKOM 3HAUUTENbHOW HOBOW BEPCUU, CBSI3AHHOMN ¢ 60NbWMMU U3MEHeHUAMU B BusHec-
noTpebHOCTAX, TEXHOMOMMIN U peLleHusix no 6e30NacHOCTU U T. A., B OCTalNbHbIX CAy4asX — eXerogHo.

Ba)xHo, UTO MOHWUTOPWHT 1 NPOBEPKa A0SMKHbLI BKMHOYATL NPOBeAeHWe TeCTUpoBaHUA 6e3onacHoCTy No Npu-
3HaHHbIM CTaH4apTam ¢ npegsapuTensHo pa3paboTaHHbEIMKU CTpaTermei TecTuposaHna 6e3onacHoCcT U CBA3aH-
HbIMU C Heli NnaHaMu, TOYHO YCTaHaBMUBas, Kakue TecTbl, C YeM, rae v korga cnegyet npooauTs. O6bIMHO Npy
3TOM JOMKHa BbITh UCMONB30BaHA KOMBUHALMSI CKAHMPOBAHUA YA3BUMOCTIN N TECTUPOBaHWUSA Ha MPOHUKHOBEHUE.
Mepen Havanom nogo6GHOro TeCTUPOBaHUSI HEOGXOAMMO NPOBEPUTL NNAH TECTUPOBAHUSA, YTODLI rapaHTMPOBaThb,
YTO OHO ByaeT npoBeaeHo crocoboM, MOTHOCTHI0 COBMECTUMBIM C COOTBETCTBYIOLLIMM 3aKoHoaaTenscTeom. Mpu
npoBeaeHN 3TOW NPOBEPKM He credyeT 3abbiBaTh, YTO CETb MOXET He BblTb orpaHnyYeHa TONbKO OAHOW CTPaHOW,
OHa MoxeT BbITb pacnpocTpaHeHa B pasnuyHbIX CTpaHax C pasHbIM 3akoHogaTenbCcTBOM. Mocne TecTupoBaHus B
oT4eTax AOMKHbI BbITb YKkasaHbl 0COBEHHOCTUN 0BHAPYKEHHbIX YA3BUMOCTEN, Tpebyemble NyTu 1 o4epeHOCTb UX
yCTpaHeHus ¢ NpUoXeHWeM, NoATBEpPXKAatoLLMM, YTO BbINK NMPpUMEHEHbI BCe COrfiacoBaHHble peLLeHs Npobrem.
Takue oTyeThbl AOMKHO YTBEPXKAATH BbICLLEe PYKOBOACTEO.
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MpunoxeHne A

(cnpaBo4Hoe)

CeepgeHUs1 0 COOTBETCTBUU CChINOYHbIX MeXAYHapoAHbIX CTaHAAPTOB
CCbINOYHLIM HauMoHanbHbIM cTaHaapTam Poccuinckon Peaepaymun

Tab6bnuualdA.l

0603Ha4YeHne CCLINOYHOro CreneHsb 0603HavYeHne U HauMeHoBaHue
MeXOYyHapOOHOro craHpapra COOTBETCTBUA COOTBETCTBYIOLLEro HALWOHANbLHOroO craHgapra

NCO/MOK 18028-2:2005 — *

NCO/MOK 18028-3:2005 — *

NCO/MOK 18028-4:2005 — *

NCO/M3K 18028-5 — *

NCO/MOK 13335-1:2004 IDT FOCT P NCO/MAK 13335-1—2006 «WHdopmaumoHHas
TexHonorms. Metogbl n cpeagctea obecneveHnss 6esonacHoc-
™. Yactb 1. KoHuenuus u mogenn MeHemgkmeHTa Gesonac-
HOCTW MH(POPMAUMOHHBIX U TENEKOMMYHWKALMOHHBLIX TEXHO-
nornmn»

MCO/M3K 17799:2005 IDT FOCT P MCO/MOK 17799—2005 «MHhopmaLMoHHas Tex-
Honorus. lMpakTudeckue npaeuna ynpasrnenust MHpopmaum-
OHHOWM 6e30MacHOCTbIO»

MCO/M3K 18044:2004 IDT FOCT P MCO/MBK TO 18044—2007 «WHdbopmaumnoHHas
TexHonormsi. Metogbl n cpeactea obecneveHnss 6esonacHoc-
™. MeHempKMEeHT MHUMAEHTOB MHdopMaunoHHol Gesonac-
HOCTU»

NCO/M3K 18043 — *

NCO/M3K TO 14516:2002 — *

MCO/M3K 13888:2004 — *

NCO/M3K 7498-1:1994 IDT FOCT P NCO/MBK 7498-1—1999 «UHdbopmaLmoHHas
TexHonorus. Baanmogencrene OTKpbITHIX cucTeM. basoeas
3TanoHHas moaenb. Yacte 1. basoBasi mogenby

NCO 7498-2:1989 IDT FOCT P NCO 7498-2—1999 «WMHdopmauroHHasa TexXHO-
norvs. Bsanmogericterne oTkpbIThIX cucTem. basoBas sTanoH-
Hast mogenb. Yactb 2. ApxuTekTypa 3awmTsl MHOPMaL My

NCO 7498-3:1997 IDT FOCT P NCO 7498-3—1997 «MHopMaLMOHHast TeXHO-
norvs. Bsanmogericterne oTkpbIThIX cucTem. basoBas sTanoH-
Hasa mogenb. YacTtb 3. MNpuceoeHne nmeH u agpecaumsa»

NCO/M3K 7498-4:1989 IDT FOCT P NCO/MBK 7498-4—1999 «UHdbopmaLmoHHas
TexHonorus. Baanmogencrene OTKpbITHIX cucTeM. basoeas
3TanoHHasa mogenb. Yactb 4. OCHOBbI agMWMHUCTPATMBHOIO
yrnpagneHus»

MCO/M3K 27001:2005 IDT FOCT P MCO/MOK 27001—2006 «MHhopmaLMoHHas Tex-

Honorusi. Metoabl 1 cpeactea obecneveHust 6e30MacHOCTU.
CuctemMbl MeHeaXMeHTa UHPOPMALNOHHON 6e30MacHOCTH.
TpeGoBaHus»

NCO/M3OK 10181:1996

COOTBETCTBUA CTaHOAPTOB!

- IDT — naeHTnYHble CTandapThI.

* COOTBETCTBYIOLWMI HALMOHaNbHbIN cTaHAapT oTcyTcTByeT. [lo ero yTBepxaeHusi pekoMeHayeTcst UCNonb30BaTh
nepeBod Ha PYCCKMI fA3bIK AaHHOTO MexayHapogHoro crtaHgapta. NepeBof AaHHOro MexayHapogHOoro crtaHgapTa
HaxognTca B PegepanbHOM UHAOPMAaLMOHHOM POHAE TeXHUYECKMX PernameHTOB W CTaHdapToB.

MpumMedyaHune— B HacToswel Tabnmue Ucnonb3oBaHo criegylolee ycroBHoe 0003Ha4YeHne cTeneHu
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NCO/M3K TO 14516:2002
ISO/IEC TR 14516:2002
MCO/M3K 13888

(BCe vacTn)

ISO/IEC 13888 (all pats)
NCO/M3K 7498-1:1994
ISO/IEC 7498-1:1994
NCO 7498-2:1989

ISO 7498-2:1989

NCO 7498-3:1997

ISO 7498-3:1997
MNCO/M3BK 7498-4:1989
ISO/IEC 7498-4:1989
MCO/M3K 27001:2005
ISO/IEC 27001:2005
NCO/M3K 10181-1:1996

ISO/IEC 10181-1:1996
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Bu6nuorpadus

WHdpopmaunoHHast TexHonormsl. MeTtoabl u cpegctea obecneyeHns 6esonacHocTn. Peko-
MeHOAUMU MO NMPUMEHEHUIO U YNPAaBINEHNIO YCIyraMu JAOBEPEHHON TPETLEW CTOPOHbI
(Information technology — Security techniques — Guidelines for the use and management
of Trusted Third Party services)

WHodopmaumoHHast TexHonorms. Metogpl u cpeacrtea obecnedeHus 6esonacHoctu. He-
OTKa3yemMoCTb

(Information technology — IT security techniques — Non-repudiation)
WHcopmaymnoHHast TexHonorus. Baanmopgenctene OTKpbITbIX cucTem. basoBasi aTanoH-
Has mogenb. YacTtb 1. basoBas mogenb
(Information technology — Open Systems
Part 1: The Basic Model)

Cuctembl 00paboTkm wHopmauun. BaammopgencTeue oTKpbITbiXx cucteM. basoBas ata-
NoHHas moaenk. Yactb 2. Apxutektypa 6e3onacHocTu

(Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture)

MHdbopmaymoHHasa TexHonorus. Baanmopenctene oTkpbiThiXx cucteM. baszosas atanow-
Has mogenb. Yactb 3. MNprcBoeHne nMeH K agpecauust

(Information technology — Open Systems Interconnection — Basic Reference Model —
Part 3: Naming and addressing)

CuctemMbl 06paboTkm uHpopmaumu. Baaumogericteue OTKpbIThIX cucteM. basoBas aTa-
noHHas mogenb. YacTtb 4. Cxema ynpaeneHus

(Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 4: Management framework)

WHdbopmaumoHHast TexHonorusi. Metoabl u cpeactBa obecnedenns G6esonacHocTn. Cuc-
TEMbl MEHEePKMEHTa MHAOPMaUMOHHON GesonacHocTh. TpeboBaHus

(Information technology — Security techniques — Information security management
systems — Requirements)

MudbopmaumnoHHas TexHonorus. BaaumopgeincTBue oTKpbIThIX cucTeM. Cxembl Gesonac-
HOCTW Anst OTKPbITbIX cucTem. Yacte 1. O6wme nonoxexust

(Information technology — Open Systems Interconnection —Security frameworks for open
systems — Part 1:Overview)

Interconnection. Basic Reference Model.

KomuteT IETF CnpaBoynuk no 6esonacHocTn yanos (RFC 2196), ceHtabpb 1997 r.

(Site Security Handbook (RFC 2196))

KomuteT IETF MNpoTokon IP JopoxHas kapta gokymeHTauum no 6e3onacHoctu

(IP Security Document Roadmap (RFC 2411))

KomuteT IETF Apxutektypa 6e3onacHoctu npotokona IP (RFC 2401), Hosabpb 1998 r.

(Security Architecture for the Internet Protocol (RFC 2401))

KomuteT IETF Pacnpegenenve agpecoB anst yactHbiX MHTepHeT-ceTeli (RFC 1918), cheBpanb 1996 r.
(Address Allocation for Private Internets (RFC 1918))

KomuteT IETF Mpotokon SNMP MpoTokonbl 6e3onacHoctn (RFC 1352), nionb 1992 r.

(SNMP Security Protocols (RFC 1352))

KomuteT IETF moccapwii no komnbtotepHol 6e3onacHoctn (RFC 2828), maii 2000 r.

(Internet Security Glossary (RFC 2828))

NIST CneuunanbHas nybnvkaums cepus 800 no komnbloTepHol 6e3onacHocTu, Bktovas: CrneunanbHasa nybnvkauus
800-10 NIST: MNopaepxxaHne Ge3onacHOCTU Ballero koMnbloTepa: BeogHas YacTb NO CETEBLIM IKpaHam
(NIST Special Publications 800 series on Computer Security, including:

NIST Special Publication 800-10: Keeping Your Site Comfortably Secure: An Introduction to Firewalls)
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