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MpepucnoBue

Llenu 1 npuHUMnbl ctaHgapTusauun B Pocculickoi ®eaepauum yctaHoeneHsl PeaepansbHsIM 3akoHOM OT
27 nekabpst 2002 r. Ne 184-d3 «O TexHM4eCKoM perynuposaHumy, a npasuna npumMmeHeHns HauoHanbHbIX cTaH-
naptoB Poccuiickoii ®epgepaummn —FOCT P 1.0—2004 «CrangapTtusauus B Poccuiickoi Peaepauyn. OCHOBHbIe
NMONOXKEHUST»

CeegeHus o cTaHgapTe

1 NOArOTOBNEH ®egeparbHbIM rocyaapcTBeHHbIM yupexaeHueM «LieHTpanbHblid Hay4qHo-ccneaosa-
TeNbCKWIA MHCTUTYT opraHn3aLymn 1 nHdopmaTusaummn sgpasooxpaHerust Pocsgpasa» (LLHWMMOWS Pocsapasa) 1
FoCyaapCTBEHHLIM Hay4HbIM yupexaeHneM «LieHTparnbHbIi Hay4yHo-MCCrIeaoBaTENbCKUA 1 OMBITHO-KOHCTPYKTOP-
CKUIA MHCTUTYT POBOTOTEXHUK 1 TEXHNHECKOHA KUBEPHETUKM» Ha OCHOBE COBCTBEHHOrO ayTeHTUYHOro Nepesoda Ha
PYCCKUIA S13bIK CTaHAapTa, ykasaHHoro B MyHKTe 4

2 BHECEH TexHu4eckum komuteToM no ctaHgapTusaummn TK 468 «UHdopmaThsaLus 3gopoBbsa» nNpu
LHWUMOWS Pocsapasa — eanHonmyHeIM npeactasutenem MCO TK 215

3 YTBEP>XOEH W BBEOEH B AENCTBMUE lMpukazom deaepansHOro areHTCTaa Mo TeXHUYECKoMy perynit-
poBaHuio U MeTposorum ot 14 ceHTsbps 2009 r. Ne 403-ct

4 HacToswuidi cTaHgapT uaeHTWdeH MexayHapogHomy ctaHgapty MCO/TC 17090-1:2002 «UHdbop-
mMaTtusaLusi 30opoBbsi. MHpacTpykTypa ¢ OTKpbITEIM KitouoM. YacTs 1. CTpykTypa v obiume ceoicteay (ISO/TS
17090-1:2002 «Health informatics — Public key infrastructure — Part 1: Framework and overview»).

Mpv NpUMeHeHUK HacTosILLero CTaHAapTa PeKOMEHAYETCA UCNOMb30BaTb BMECTO CChINIOYHbLIX MeXayHa-
POAHLIX CTaHAaPTOB COOTBETCTBYIOLLME UM HaloHanbHbIe cTaHaapTel Poccuiickoin deaepaunun, cesefeHms o
KOTOPbIX MpUBeAeHbl B AOMONHUTENBLHOM NpunoxeHnn AA

5 BBEJEH BINEPBbIE

UHgbopmayus 06 USMEHEHUSX K HacmosiweMy cmaHOapmy nybiukyemcs 8 exe200Ho uzdasaeMom UH-
popmMayUOHHOM yKkazamerie «HayuoHansHble cmaHdapmel», @ meKcm USMeHeHUU U rnornpasoK — 8 eXeMecayHo
usdasaeMblix UHGhopMaUUOHHbIX yKkazamersisx «HayuoHabHble cmaHGapmbi». B criydae nepecmompa (3amMeHbl)
unu ommeHbl Hacmosweeo cmaHdapma coomeemcmayroujee ysedomieHue bydem orybriuKo8aHo 8 exeme-
CAYHO UsdasaeMOoM UHGDOpMaYUOHHOM yKkasamene «HayuornanbHbie cmaHOapmbly. Coomeemcemeyrowas UH-
opmayusi, yaedoMreHUe U meKkcmal pasMew,aromes makxke 8 UHghopMayUoHHOU cucmemMe 0bwe20 rnoss3oea-
HUs1 — Ha obuyuansHoM calime @edeparibHo20 azeHmMemea 1o MexHUYeCKoOMY peayriuposaHuio U Memposnoauu
8 cemu VIHmepHem

© CtaHgapTtuHdopm, 2010

HacToswwui ctaHaapT He MOXET BbITb MOMHOCTLIO U YaCTUYHO BOCMpoOKn3BedeH, TupaxkmnposaH U pacnpo-
CTpaHeH B kadecTBe opuLmanbHOro nagaHus 6es paspeleHns ¢ep,epan bHOMo areHTCTBa No TEXHNYECKOMY pery-
npoBaHUIo 1 METPOIIoTUA
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BBegexHue

B nHaycTpumn 3gpasooxpaHeHunsi Bo3HUKNa npobnema cokpalleHus pacxogos nyTem nepexoga oT bymax-
HOI AOKYMEeHTaLMM K aBTOMaT/3UPOBaHHOMY 311EKTPOHHOMY y4eTy. HoBble MoAenu npeaocTasneHusl yenyr B
obnacTu 3apaBooXpaHeHns ocobo nogyepkusatoT HeobxoaAMMocTb 0bMeHa nHopmaLmeit 0 NauneHTe Mexay Bce
pacLLMPSIOLLIMMCS KPYroM MeAULIMHCKUMX CrneuuanucToB, BbIXOAALWEro 3a pamMmkn TpaauLUoHHbIX OpraHu3aumnoH-
HbIXx 6apbepoB.

MeauuuHekas nHdopMaLms, Kacatowasacs oTAenbHbIX rpaxaaH, o6biYHO nepeaaeTca NoCpeCTBOM Sr1eK-
TPOHHOI NOYTbI, AOCTYNa K yaaneHHo! 6a3e AaHHbIX, 06MeHa AaHHLIMU B 31€KTPOHHOM BUAE W APYIUX NPUMoXe-
HUIA. MHTepHeT SABNSAeTCS BbICOKOAh(PEeKTUBHBIM U AOCTYNHBIM CpeacTBOM 0bMeHa MHopMaLMeit, oaHaKo aTo
Takke HebesonacHas cpeaa, TpebytoLasa NPUHATUS AONONHUTENbHBIX Mep ANA cobnioaeHns CeKPEeTHOCTU U KOH-
hmaeHUmansHoCTM nHdbopMaLmy. BospacTtaeT yrposa pasrialleHus MeauunHCKon MHhopMaLmn Yepes HecaHKLM-
OHUPOBaHHbIM AOCTYN (CNyYaiHbIiA Ny NpegHaMepeHHbIR). Cucteme sgpaBooxpaHeHns HeobxoaMMO UMeTb Ha-
AeXHble cpeacTea 3anThl MHOPMaLUK, MUHUMAU3UPYHOLLME PUCK HECaHKLMOHUPOBAHHOIO AoCTyna.

Kak>xe B HAYCTpUn 3gpaBooxpaHeHns obecneunBaeTca COOTBETCTBYIOWAA HagexHaa n adhdekTueHas
3almTa npu nepedade gaHHbIX Yepes UHTepHeT? TexHonornm nHppacTpykTypbl ¢ OTKPbITLIM Kitodom (MOK) no-
3BOMSIOT HANTM NOAX0A K PEeLLEHNO AaHHOK NpobrieMbl.

NOK siBnsieTcs coveTaHemM TEXHOMOMMYECKMX, METOAMYECKUX U aAMUHUCTPAaTUBHBIX NpoLeccos, obecne-
unBaroLLMX 06MeH KoHbuaeHUMansHbBIMU 4aHHLIMU B HE3ALLMLLEHHOM cpeae Npy UCNonNb3oBaHUU MeToaa «Wwnd-
POBaHWSA C OTKPLITLIM KNIOUYOM» ANS 3aWmnTbl MHopMaLmMK Npy Nnepegade U «ceptTudnkaTosy Ana NoaTeepxae-
HUS IMYHOCTM YenoBeKa Unn nogvHHoOCT obbekTa. B cihepe 3gpaBooxpaHeHus, B UOK npumeHsiioTca ayTeHTu-
brkaums, LW poBaHne 1 3MeKTpoHHbIE nognucy anst obnerdyeHnst KoHbUAeHUMaNbLHOro Ao0CTyNa U nepeagaYu
NHAMBNAYaNbHBIX MEAULMHCKUX AOKYMEHTOB, UTO OTBEYAET Kak KIMHUYECKUM, Tak U agMUHUCTPaTUBHLIM NOTPe6-
HocTam. Cepeucel, Npegoctaensiembie MOK (Bkntovas windpoBaHue, LenocTHOCTb MHDOPMaLMK U SNEKTPOHHbLIE
nognucu), yaoeneTBopsitoT MHOTUM TpebosaHusM K cucTtemam 6esonacHocTn. Ocobo acpdekTnBHO ncnonb3osa-
Hue MOK B coveTaHun ¢ ocpmumansHbeiM cTaHAapTOM 3auThl Hopmauun. MHorve opraHusaumm Bo BCeM Mupe
npucTynunmn K ncnonssosanuio MOK ans atoi uenu.

®yHKUMOHanNLHasa coBMecTUMOCTb TexHonormn MOK n nogaepxxuvsaroLLmx ee NonuTrK, npoueayp U npaktm-
YeCKMX NPMEMOB UMEET NPUHLMNUANbLHOE 3Ha4YeHne, ecnn obMeH MHdopMaLmelt A0KEH MPOUCX0oANUTL MeXay
opraHM3aLmsamMm 1 MegauUMHCKUMK yupeXaeHUAMU pas3Hoi NoABEAOMCTBEHHOCTY (HanpuMep, Mexay 6onbHULEen 1
panoHHbIM TepaneBToM, paboTaroLLUMU C OQHUM U TeM Xe MauueHToM).

ObecneyeHne yHKLMOHANBEHON COBMECTUMOCTU Mexay pasHeiMu cxemammn MOK TpebyeT cozaaHms cuc-
TeMbl JOBEPUS], MPY KOTOPOA CTOPOHbI, OTBETCTBEHHbIE 3a 3aLLMTY NpaB Ha HENPUKOCHOBEHHOCTb NINYHOM UHpop-
MaLuu, MOTYT onepeTbes Ha MeTOAMKA U NpaKTUYECK1e Npuembl 1, Kak AoONOSIHEHWe, Ha NOASIMHHOCTb 3S1EKTPOH-
HbIX CEPTUUKATOB, BbIAAHHbLIX APYMMMW YNONHOMOYEHHBIMU YUPEXAESHUAMU.

MHorue ctpaHbl BHegpsaoT MOK ans noaaepxku 6esonacHoro obmeHa nHcdopmaumer B npeaenax cBomx
HauWoHasbHbIX rpaHunL,. HecoBMeCTUMOCTb METOAMK M NPaKTUYECKUX NPUEMOB MeXAY BblaatoLwmmm cepTruduka-
Thl YUPEXAEHUAMU U PETUCTPaLMOHHBIMU YUPEXKAEHUAMU PasHbIX CTpaH NPOABNAETCA, ecnu AesiTenbHOCTb No
paspaboTke cTaHgapTos MOK orpaHuyeHa npeaenamu HauMoHanbHbIX rpaHuL,.

TexHonornsa MOK HaxoguTcs B cTagun akTUBHOTO pasBUTUA NO onpeAeneHHbIM HanpasrieHUsIM, KOTopble He
orpaHN4nBaloTCS TONBKO 3apaBooxXpaHeHWeM. HenpepbIBHO NPOBOAUTCA BaXHeNLWan paboTa no ctaHaapTM3aummn
W, B HEKOTOPLIX Cryyasix, no npasosomMy obecneyeHmno. C Apyroii CTOPOHbI, NOCTaBLLWKA MEAULIMHCKUX YCNYT BO
MHOTMX CTpaHax y)xe NCMOonb3yoT UK NNaHupytoT ucnonb3osaTtb MOK. HacToawumii ctaHaapT npussaH yaoeneT-
BOPWTL NOTPEBHOCTL B yNPaBneHn gaHHbIM UHTEHCUMBHBIM MeXayHapoaHbLIM MPOLIECCOM.

HacTtoawmii ctaHgapT cogepkut obmne TexHu4eckue, akcnnyaTaumoHHbIe 1 meToauyeckue TpebosaHus,
KOTOpble A0MKHbI BbITb YAOBNETBOPEHbI ANA obecneyeHus ncnonb3osaHusa MOK ana sawmutel obmeHa MeauumH-
CKOM MHbopMaLmeli B Npeaenax ogHoOW ceTh, Mexay ceTsiMy 1 3a npegenamu rpaHuL, oaHoN topucankumn. Ero
OCHOBHOI Liefblo IBNSIeTCS Co3AaHMe OCHOBbI Ansl rnobanbHOoro B3aumoaencTems.

OH n3HavanbHo NpeaHasHaveH ana noaaepxku MexayHapogHoro obmeHa aaHHbIMK Ha ocHose NOK, oa-
HaKo MOXET Takoke CNyXWTb PYKOBOACTBOM AN CO3AaHWUs HauuoHanbHbIX Unu pernoHansHeix MOK B obnactu
34paBooxpaHeHns. MIHTepHeT Bce umMpe UCNosib3ayeTcs Kak cpeACcTBO Nepefayn MeauLMHCKUX AaHHbIX MeXay
opraHusauusaMm 3apaBooXpaHeH1s U IBNAeTCS eQUHCTBEHHLIM pearibHbIM BapuaHToM 4J151 MexayHapoaHoro o6-
MeHa AaHHbIMKW B 3TOK obnacTtu.
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HacTtoswwumin cTaHgapT A0KeH paccMaTpuBaThCs kak eanHoe Lienoe, MocKonbKy kaxkaas U3 Tpex ero yvac-
Tel BHOCUT CBOW BKag B onpegenerue Toro, kak MOK moxeT GbITb CNonb3oBaHa ans oGecneyeHnss CepBucoB
6e30MacHOCTU B MHAYCTPMM 30paBOOXPaHEHS, BKITOYas ayTeHTUMKaL Mo, KOHDUAEHUMANBHOCTb, LLEeNOCTHOCTD
[AaHHbIX M TEXHWYECKME BO3MOXHOCTHM NOoAAEepKKN KauecTBa a/1eKTPOHHO nognmcu.

NCO/TC 17090-1 onpegensieT ocHoBHbIe NprHLMNEI MOK B chepe 3apaBooxpaHeHust U onpeaensieT CTpyK-
Typy TpeboBaHuWii No hyHKLMOHANBEHOW COBMECTUMOCTU, HEOBX0oAMMbIX AN CO34aHUs CUCTEMbI 3aLLULLEHHOTO
obmeHa MeguUMHCKo MHdopMaumeli Ha ocHose NOK.

NCO/TC 17090-2 onpegensieT cneunduyHble 4ns cdepbl 3gpaBooxpaHeHns podunn 3NeKTPOHHbIX cep-
TuchunkatoB Ha ocHoBe MexayHapogHoro ctaHgapTa X.509, npodune kotoporo onpeaeneH B IETF/RFC 2459 ans
pasHbIX TUMOB cepTUdMKaToB.

NCO/TC 17090-3 oTHOCUTCA K Npobiemam yrnpasfieHns1, BO3HUKAIOLLIMM MpY BHEAPEHUW U SKCnyaTaLmm
MOK B chepe 3apaBooxpaHeHus. B Hem onpegeneHsbl CTPYKTYpa U MUHUManbHbIe TpeboBaHWs K MoNnTMKam no
cepTucdukaTam, a Takke CTPYKTypa ComnyTCTBYHOLLUX OTHYETOB MO NpakTU4eckoMy NpMMeHeHno cepTudmrkaumm.
[HaHHas yacTb 6asunpyeTcs Ha pekomeHgaumax IETF/RFC 2527 «MHTepHeT X.509: MonuTuka cepTudmkaTos uH-
pacTPYKTYpPbl C OTKPLITLIM KITHOHOM U OCHOBbI NPaKTUYECKOro NpUMeHEHWs cepTudpmkaLmy» 1 onpegensieT NpuHLm-
Mbl 3aLLUMTLI MHOPMaLIMK B cchbepe 3apaBooXpaHeHs npy MexayHapoaHOM B3auMoaeicTBUW. B Held Takcke onpe-
AeneH HeobxoaMbIii MUHUManbHBIA ypoBeHb 6e30nacHOCTV NPUMEHUTENBHO K acnekTam, cneLlmduyHbIM A8
30paBOOXpPaHEHUsI.

Vi



rocT P UCO/TC 17090-1—2009

HAUUWOHANbHBLIW CTAHOAPT POCCUUCKOWN ®EOEPALMUMU

UHdopmaTusauun 3nopoBbLA
UHOPACTPYKTYPA C OTKPbITbIM KNKOYOM

Yactb 1

CTpykTypa 1 o61me cBeaeHUn

Health informatics. Public key infrastructure. Part 1. Framework and overview

Oata BBegeuns — 2010 — 07— 01

1 O6nacTb npuMeHeHus

HacTosawwmin ctaHgapT onpeaensieT OCHOBHbIE MOHATUA UHPaCTPYKTYpPbI C OTKpbITbIM Kitodom (MOK) B cchepe
3ApaBooxXpaHeHus n onpeaensaeT CTPYKTYpy TpeboBaHuii No hyHKLUMOHANBEHOW COBMECTUMOCTH, HEOBX0AUMBIX
AN cosgaHusi cUCTeMbl 3allmLLeHHOro obMeHa MeauLMHekon nHcopmaumein Ha ocHose MOK. B HeM Takke ycTa-
HOBEHbI OCHOBHbIE CTOPOHLI, 06MEeHMBatoLLMecs MeaLMHCKOK MHhopMaLMeN, a Taioke OCHOBHbIE CepBUCHI 0bec-
neyeHus 6e30nacHOCTU, HeobBXxoanMble Npy 0BMeHe MeauLMHCKOWM MHdopMaLielt, rae MoxeT BbITb BocTpeboBaHa
MOK.

B HacTosLeM cTaHgapTe npeAcTaeneHbl KpaTkoe BBeAeHUe B LuMbpoBaHUe € OTKPLITLIM KIHoUOM 1 6a30-
Bble koMrnoHeHTbl MOK B cihepe 3apaooxpaHeHns. Kpome Toro, B Hem onpeaeneHsl cepTudmkaTsl pasnuuHbIX
TUNOB, cepTUdUKaTbl NOANMHHOCTU OTKPLITOrO KNtoya 1 CBsI3aHHbIEe ¢ HUMU cepTudmkaTel aTpubyToB Ana yya-
CTBYHOLLMX CTOPOH, CaMOyAOCTOBEPEHHbIE CepTUhUKaTbI YIONHOMOUEHHbIX 1L, no cepTucbukauun (YC), nepap-
XUU 1 06begUHsIOLLIME CTPYKTYPBI YNONHOMOYEHHBIX ML, Mo cepTudbuKaumu.

2 HopmaTuBHbIe CCbINKK

B HacTosiLeM cTaHaAapTe UCNoMb30BaHbl HOPMAaTUBHbIE CCbINKW Ha crneaylolme MexayHapoaHble cTaH-
JapTbl:

NCO 7498-2:1989 Cuctembl 06paboTku nHpopmaLmm. Bsaumocsasb OTKpbIThIX cUcTeM. BazoBas aTanoH-
Hast mogdenb. YacTb 2. ApxutekTypa 3awmThl (ISO 7498-2:1989, Information processing systems — Open Systems
Interconnection — Basic Reference Model — Part 2: Security Architecture)

NCO/MKD3 9594-8:2001 UHdbopMaLumMoHHbIe TexHonorun. Baaumocsasb OTKPLITLIX cucTeM. [IupekTopust.
YacTb 8. CTpykTypa cepTUdmMKaToB OTKPLITOro Knkoda u atpubyTos (ISO/IEC 9594-8:2001, Information technology
— Open Systems Interconnection — The Directory: Public-key and attribute certificate frameworks — Part 8)

NCO/TC 17090-2:2002 NHpopmaTuzaLms 3a0poBbs. UHpacTpyKTypa ¢ OTKPLITIM KNtovoM. YacTs 2. Mpo-
dunb ceptudpukata (ISO/TS 17090-2:2002, Health informatics — Public key infrastructure — Part 2: Certificate
profile)

NCO/TC 17090-3:2002 NHdopmaTusaums 30oposbst. UHpacTpykTypa ¢ oTKpbITHIM KNtodomM. YacTb 3. Y-
paBrieHue NonMTMKamu ynosiHoMoYeHHoro nuua no ceptudukauum (ISO/TS 17090-3:2002, Health informatics —
Public key infrastructure — Part 3: Policy management of certification authority)

NCO/MKD 17799:2000 NHdopmaumoHHble TexHosiory. CeoA Npasun NO yNpaeneHuio 3aWwmuToi uHdopma-
umm (ISO/IEC 17799:2000, Information technology — Code of practice for information security management)

Uzpanvne obnuymnansHoe
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3 TepmuHbI ¥ onpegeneHus

B HacTosiLem cTaHaapTe NpUMeHeHbI crneayowme TepMUHbLI C COOTBETCTBYHOWUMN onpeaeneHUsIMu:

3.1 TepMuHbI chepbl 3apaBoOOXpPaHEHUs

3.1.1 npunoxeHue (application): UaeHTUhMUMPYEMBI U BLINOMHSIEMBIA KOMNBHOTEPOM NPOrPaMMHbIA NPo-
Lecc, BnagaeloLmin CeKpeTHLIM KIioYoM LndpoBaHuUS.

MpumeyvaHusn

1 MNpunoxeHnem B AaHHOM KOHTEKCTe MOXeT 6biTb Nnio6oi NporpaMmmHbIf NPOLECC, UCMONb3YEMbIV B MEANLINH-
CKMX MHGOPMALIMOHHBIX CUCTEMAX, BKMIOYasA MPOLIECCH], HE UMEIOLLME MPSIMOTO OTHOLLEHUA K NEYEHNI0 WNn auarHoc-
TMKE.

2 B HEKOTOpbIX Cry4yasix B NMPOrpamMmmHbI€ MpPOLECcChl MOTyT ObiTb BKITIOUEHbI YNPABNAEMbIE MEAULMHCKNE YCTPON-
cTBa.

3.1.2 ycrpoiicTBo (device): UneHTUdMLMPYeMbIi yNpaBnsieMblii KOMMNBIOTEPOM annapat unu npuéop, Bna-
OeloLLUii ceKpeTHbIM KIHoUYOM LU POBaHUS.

MpumevaHnusn

1 [JaHHbIi TEPMUH OTHOCUTCS TakKe K Knaccy ynpaensieMbiX MeQULIMHCKUX YCTPOMCTB, COOTBETCTBYIOWMX NpuBe-
AEHHOMY Bbllle onpeaeneHuio.

2 YCTpOICTBOM B JAHHOM KOHTEKCTE sIBrisieTcs Nioboe yCTPOUCTBO, UCMONb3yeMOe B MeANUMHCKMX MHPOPMAaLMOH-
HbIX CUCTeMax, BKIlo4vas yCTpOﬁCTBa, HE nMmerwme nNpamMoro OTHOLWEHUs K nNe4vYeHnto unn amarHoctuke.

3.1.3 yyacTHUK cucTeMbl 3gpaBooxpaHeHus (healthcare actor): KsanudpuumpoBaHHbI MeaULIMHCKWIA
paboTHWK, BCOMOraTenbHbI paboTHUK 3gpaBooxXpaHeHus1, cybcuanpyeMblid NOCTaBLLUK MeAULMHCKUX YCITYT,
paboTHUK NogaepK1BaroLLIe opraHusaumu, nauueHT unu noTpebutens MeaULMHCKUX YCnyr, opraHusauus sapa-
BOOXpaHeHUs1, yCTPOWCTBO UIK NPUNOXeHUe, ucnorb3yemele B chepe 3apaBooxpaHeHus u TpedyroLme ceptu-
dukaTa ans cuctemol 6esonacHocTn Ha ocHoe MOK.

3.1.4 opraHusauusn 3gpaBooxpaHeHus (healthcare organization): OcpuLmansHo 3aperucTpupoBaHHas opra-
HW3aLMsi, OCHOBHas AeATeNbHOCTb KOTOPOW CBsi3aHa ¢ NpefocTaBrneHMeM MegULIMHCKUX YCNyT U NpodunakTukon
300pOBbA.

Mpumep — BonbHuybl, npoealidepsi eeb-calimoe Ha memMy 30paeooxpaHeHusi e UnmepHeme, MeduyuHCKue
uccnedosamesnibCKue UHCMuUMymai.

MpumeyaHus

1 Opranusauusi, koTopasi NpU3HaHa HecyLwen Iopuanyeckylo OTBETCTBEHHOCTb 3a CBOM AENCTBUSA, He obsi3aHa
nony4arb perctpaumio Ha crneunuduyeckyto AeaTenbHOCTb B 06MacTu 3apaBooXpaHeHus.

2 CocTaBHasi 4acTb OpraHM3aumn HasblBaeTcs OTAENeHneM opraHmsaumu cornacHo X.501.

3.1.5 BcnomoraTenbHbIA paboTHUK 3apaBooxpaHeHus (non-regulated health professional): INuuo, pa6o-
TaloLLlee B opraHv3aLuy 30paBooXpaHeHns, HO He sIBNsiioLLeecst MeAULUHCKUM paBoTHUKOM.

NMpumep — Pezucmpamop unu cekpemapb 8 NPUeMHOU, KOMOPbIU Ha3HavYaen npuem, Unu ynpasnsrouuil
Oenamu, komopblili Hecem omeemcmMeeHHOCMb 3a nodmeepxdeHue MeOUUUHCKOU CMpaxoeKu nayueHma.

MpwumedaHune—ToT dakT, UTo NpodeccuoHanbHas komneTeHuMs paboTHUKa He noaTeepXxaeHa odUUNanLHO
He3aBucuMbIM OT paboTogarensi OpraHoM, KOHeYHO, He nogpasyMeBaeT, YTO paboTHUK He ABNAeTCsl cneunanucToM B
chepe BbIMOMHAEMbIX UM 06S3aHHOCTEN.

3.1.6 naumeHT, noTpebutens (patient, consumer): Iluuo, nonyyatoLlee MeaULUHCKUE YCIyTv U ABASIOLLE-
€CS1 y4aCTHUKOM MEAULIMHCKON MHEOPMAaLIMOHHOK CUCTEMBI.

3.1.7 3awmTa OT HecaHKLMOHUPOBAHHOro AocTyna (privacy): 3awuTa oT BMellaTenbCTBa B YacTHYI0
XWU3Hb UMK gena oTAeNbHOW JIMYHOCTU B CryYae HeYMEeCTHOTo U He3akoHHOro cbopa 1 Ucnonb3oBaHWs gaH-
HbIX 06 aTOW NU4YHOCTU [1].

3.1.8 kBanudmumnpoBaHHbIN MeaUUUHCKUIA paboTHUK (regulated health professional): Jluuo ¢ nogTeep-
YXAEHHOW YNONMHOMOYEHHbBIM FrOCy4apCTBEHHBIM OpraHoM KBanudvkaumen Ans npeaocTaBneHunsl onpeaeneHHbIX
MEAULIMHCKUX YCIIyT.

lMpumep — Bpayu, keanuguyuposaHHbie Medcecmpbl, hapMayesmsi.

MpumevaHusn
1 Tunbl PerncTpUpYIOLLMX UMK BbIAAIOWMX akKpeaMTaLMIO OPraHoB PasnuyHbl B Pa3HbIX CTpaHax v Ans pasHbiX
npodeccuin. K ynornHOMOYEHHbIM rocyAapCTBEHHBIM OpraHam OTHOCATCS MECTHbIE UNWN PerMoHanbHbIEe NPAaBUTENBCTBEH-

2
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Hble areHTCTBa, He3aBUCMMble NMPOdECCUMOHalbHbIE accoumauum u apyrme ouUnansHO U B rocyapcTBEHHOM MacluTa-
6e ynonHoMoueHHble opraHn3aumm. OHKM MOTyT BbiTb Kak MECTHLIMM, TaK U MEXTEPPUTOPUATbHLIMU.

2 TepMUH «YNONHOMOYEHHbIV FOCYAapCTBEHHbIN OpraH» B AAHHOM OnpefeneHnn He noapasymeBaeT CyLlecTBo-
BaHWe eaVHOIN MOAKOHTPOIBHONM rocyaapcTBy CUCTEMbI NMpodeccmoHanbHo perncTpauunm, Ho Anst CoaencTBus Mexay-
HapOAHOMY B3aUMOAEWCTBMIO NPeanoYTMTENbHBIM ABISIETCS HanW4Me eauHoro obLeHaLuoHanbHOro CnpaBoYHuKa op-
raHoB, PErMCTPUPYIOLWLMX MEeONLMHCKMX PabOTHMKOB.

3.1.9 cy6cnanpyembliii nocTaBLYMK MegUMUMHCKUX yenyr (sponsored healthcare provider): MNocTtasLyuk
ycnyr B obnacTtu 3gpaBooxpaHeHust, He SIBMSLLUACA oduLMansHO MPU3HaHHBIM CrieLmanucToM no pogy cBoei
AesiTenlbHOCTW, HO paboTatoLwuii B cchepe 3apaBooxXpaHeHns n cybecuavpyemlii ouLmnansHoM opraHusaumei
34paBoOXpaHeHus.

Mpumep — UHcnekmop cnyx6bl HapKO/T02U4ECKO20 NpoceeleHus], pabomarowuli ¢ onpedeneHHOU dMHu-
qyeckoli 2pynnol, unu Mmeduko-caHuMapHhbiii paboMmHUK 8 paszsusaroujelics cmpaHe.

3.1.10 noaaepxu1BaroLas opraHusauma (supporting organization): OdwvumansHO 3aperucTpuposaHHas
opraHusaLus, npeaocTaBnaoLas yecnyru opraHusasmmn 34pasooxpaHeHus, Ho He MpegocTasnsioLLas cama Me-
AVLUMHCKMX YCIyT.

Mpumep — Ope2aHbl, huHaHcupyoujue cucmemy 30pasooxpaHeHusi, Hahpumep cmpaxoebie KOMNaHuu, no-
cmasuwuku hapmayeemuyecKkux u Gpyaux moeapos.

3.1.11 paboTHMK NoaaepKUBaloLLE opraHu3aLum (supporting organization employee): Nuuo, paboTato-
Liee B MoAAEpKUBaIOLLIE OpraHu3aLumu.

Mpumep — PabomHuku, nepesanucbkiearoujue 0aHHbie MeOUUUHCKUX Kapm, UHCNeKmMopbl CMpaxoebix Medu-
YUHCKUX KOMNnaHull, pabomHuku, ohopmsiroujue 3aKka3 Ha MedukamMeHMbI.

3.2 TepmuHbl cchepbl obecnevyeHns 6ezonacHoCcTH

3.2.1 koHTpONb pgocTtyna (access control): Cpeactsa, obecneumBatoLe AOCTYN K pecypcam cucTembl
06paboTk1 AaHHbIX TOMBKO aBTOPU30BAHHBIM CyGbeKTam aBTopu3oBaHHbIMU cnocobamu [1].

3.2.2 otcnexuBaemocTb (accountability): CeoiicTBO, rapaHTUpyroLLee ogHO3HaYHoe oTCNeXusaHue aen-
cTBUi obbekTa (MCO 7498-2).

3.2.3 acumMeTpuyYHbIA anropuTtM WwndpoBaHus (asymmetric cryptographic algorithm): Anroput™ wudp-
pOBaHWA U COOTBETCTBYIOLLEro AelundpoBaHus, B KOTOPOM As WiudppoBaHNA 1 AeluncpoBaHNS UCNONb3YHOTCA
pasHble knoum [3].

3.2.4 ayreHTudbukaumna (authentication): Mpouecc goctoBepHol ngeHTUKUKaLUMKN Cy6beKToB nHopMaLu-
OHHoli 6e3onacHOCTH NOCPeACTBOM HafAEXHOM CBA3W Mexay uaeHTuuLmpyembIM Cy6bekTom 1 ero yaoctosepe-
Huem (MCO 7498-2).

MpumeyaHne— Cm. Takke ayTEHTUDUKALMIO NMPOUCXOXKAEHUSA AAHHBIX U ayTEHTUDUKALMIO PABHONPABHbIX
06BbeKTOoB.

3.2.5 aBTropusauus (authorization): MNpegocTtasneHue npas, BKIoYasi NpegocTaBneHne 4ocTyna Ha OCHO-
Be npas aoctyna (UCO 7498-2).

3.2.6 poctynHocTb (availability): CBoWCTBO 6bITb AOCTYNHBLIM U FOAHBIM K UCMONBL30BaHWIO NO 3anpocy
aBTOopusoBaHHoro cybbekra (MCO 7498-2).

3.2.7 wndporpamma (ciphertext): laHHble, cozgaHHble NyTem NpUMeHeHUs Wi poBaHUs, CMbICITOBOE
cofepxaHue KOTOPbIX HeAOCTYMHO.

MpwumeyaHune— 3anmcTBoBaHo 3 MCO 7498-2.

3.2.8 koHdmaeHUManbHocTb (confidentiality): CBoicTBO, 3akniovaroLLeecs B TOM, UTO MHpopmauus He
MOXeT 6bITb AOCTYNHOW UIIM PAcKpLITOA ANs HeaBTOPWU30BaHHbLIX N, 06bekToB UK npoueccos (MCO 7498-2).

3.2.9 kpunTorpadwms (cryptography): O6nacTb 3HaHUiA, OXBaTbiBarOLLaA NPUHLMNbLI, CpeacTBa U MeToabl
npeobpa3oBaHus AaHHBLIX ANs COKPbITUSI UX UHCHOPMATUBHOMO coepXKaHWs € Lienbio NpeAoTBPaLLEHUs UX Cny-
YariHou MoaucukaLmm n/unv HecaHKLIMOHMPOBaHHOTO UCMONb3oBaHus (MCO 7498-2).

3.2.10 kpunTorpaduyeckuit anropuTm, wudp (cryptographic algorithm, cipher): Cnocob npeo6pasosa-
HUA AaHHBIX 1151 COKPLITUS UX UHGPOPMAaTUBHOTO CoAepXXaHus ¢ Lienbio NpegoTepaLleHns X cnyvainHoin mogu-
dourkaumm nunm HecaHKLIMOHMPOBaHHOTO Ucronb3oBaHust (MCO 7498-2).

3.2.11 uenocTHoCTb AaHHbIX (data integrity): CBoiCcTBO, yaocToBepsitoLiee, UTO AaHHbIE He b U3MeHe-
Hbl UNIX YHUYTOXEHBI HENPaBOMOYHbLIM obpasom (MCO 7498-2).
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3.2.12 ayTeHTUdUKaLUA npoucxoxaeHus gaHHbIx (data origin authentication): MoaTteepxaeHue Toro,
YTO UCTOHHUK MONYYeHHbIX AaHHBIX COOTBETCTBYET 3asisneHHomy (MCO 7498-2).

3.2.13 pewndpoBaHue, gekogupoBaHue (decipherment, decryption): Mpouecc nonyyeHus us wudpo-
rpaMMbl UCXOAHBIX AaHHbIX [1].

MpumeyaHwune — Ludbporpamma moxeT ObiTh 3alwmdpoBaHa BTOPUYHO, U B STOM Cryvae ofHOKpaTHoe
gewndpoBaHne He NO3BONMUT NONMY4YUTb UCXOAHbBIA OTKPbITbIA TEKCT.

3.2.14 anekTpoHHas nognucs (digital signature): MprcoeayHeHHbIE AaHHbIe UK KpUMTOrpadMUyecky npe-
ob6pasoBaHHbIi 610K AaHHbLIX, MO3BOMsIOLLME NosyyaTento 6noka AaHHbIX NOATBEPAUTL UCTOUHUK U LLeNOCTHOCTb
6oka AaHHbIX W 3aLLMTUTb UX OT noadenku, Hanpumep nonydatenem (MCO 7498-2).

MpumedaHue— Cwm. kpuntorpadus.

3.2.15 wudbpoBaHue, kogupoBaHue (encipherment, encryption): Kpuntorpadpudeckoe npeobpasosaHue
AaHHbIX ANns nonydeHuns wudporpammel (MCO 7498-2).

[MTpumedyaHune— Cwm. kpuntorpadws.

3.2.16 ngenTudmkauus (identification): BeinonHeHve npoBepok, no3sonsitownx cucreme o6paboTkm AaH-
HbIX pacnosHaeaTe 06bekTbI [1].

3.2.17 ngeHtudmkarop (identifier): indopmaLMoHHbI 06BEKT, NConbayeMblli Anst 06 bsIBNEHUS MASHTUY-
HOCTW 10 NOTEHLMAanbHOro NOATBEPXKAEHUS COOTBETCTBYIOLLMM ayTeHTUdMKaTopoM [7].

3.2.18 uenoctHocTb (integrity): FapaHTWs Toro, 4To coaepkaHue coobLleHns He BbINo cryYaiHo unu npea-
HamepeHHO U3MeHeHo kakum-nmbo obpa3om B xode nepeaadn.

MpumeyaHwne— 3anmcTeoBaHo n3 CO 7498-2.

3.2.19 knrou (key): MocnegoeaTeslbHOCTbL CMMBOSIOB, YNPaBnsaoLLas onepauusaMu WindpoBaHua 1 gewwmnd-
poeaHrus (MCO 7498-2).

3.2.20 ynpaBneHue kntovamu (key management): CosgaHue, xpaHeHue, pacripocTpaHeHue, yaaneHue,
apX1BMpOBaHue 1 MPUMEHeHWe KItoYe B COOTBETCTBWW C MONUTUKoN obecneyerus 6esonacHocTu (MCO 7498-2).

3.2.21 HeocnopuMocTb (non-repudiation): Cepauc, obecneumBaloLLuin NoATBEPXAEHUE LIENOCTHOCTM U MPo-
NCXOXAEHWA AaHHbIX (Hepa3pbiBHO APYr OT Apyra) Nio6oii U3 y4acTBYIOWUX CTOPOH.

MpunmeyaHwune— 3anmctBoBaHO M3 [13].

3.2.22 ceKpeTHbIN Kkntoy (private key): Kntoy, ncnonb3ayemblil B aCUMMETPUYHOM KpunTorpadgpuyeckom
anropuTtMe, obnagaHue KoTopbIM OrpaHM4eHo (0BLIMHO TONBKO OAHUM Cy6bekToMm) [3].

3.2.23 oTKpbITbIA KNKoY (public key): Kntou, ncnonssyemblii B aCUMMETPUYHOM KpunTorpaduieckom an-
ropuTMe, KOTOPbIA MOXeT BbITe caenaH obLeaocTynHbIM [3].

3.2.24 ponb (role): MoBeaeHYeckuii KOMMNEKC, CBA3AHHbBIA C HEKOTOPLIM 3adaHneM.

3.2.25 6esonacHocTb (security): CoueTaHne 4OCTYNHOCTU, KOHDUAEHUMASIBHOCTU, LENOCTHOCTU U OTChe-
XnBaemocT [7].

3.2.26 nonuTtuka 6e3onacHocTH (security policy): YTBepxaeHHbI nnaH unu cnocob gencTeuii no obecne-
YeHWo nHbopMaLMoHHoR BesonacHocTu [1].

3.2.27 cepBuc 6e3onacHocTU (security service): CepBuc, npegocTaBnsieMblli ypoBHEM B3aUMMOAEACTBUS
OTKPbITLIX CUCTEM, 0becrneyvnBaroLLMiA HaanexaLlyto cTeneHb 6e3onacHoOCTU cucTeM unu nepedayum AaHHbLIX (MCO
7498-2).

3.3 TepMuHbI, oOTHOCALWMECS K UHPACTPYKTYpPE C OTKPbLITLIM KNIOYOM

3.3.1 ynonHomou4eHHoe nuuo no arpubyrtam; YA (attribute authority; AA): YnonHomouyeHHoe nuuo, Ha-
3HavatoLee NoNHOMOYMS NyTeM Bbldauun cepTudrKaTos aTpubyTos [9].

3.3.2 cepTudbukar atpubyTa (attribute certificate): Ctpyktypa AaHHbIX, 3aBepeHHas aNeKTPOHHOR noanu-
Cbt0 YNOMHOMOYEHHOrO NiLa No aTpmubyTam, KoTopasi CBA3LIBAET HEKOTOPLIE 3HaYeHUsl aTpubyTa ¢ aeHTUdUKa-
Uuuelt ero Bnagensua[9].

3.3.3 cepTudbmukart ynonHomoueHHoro nuua (authority certificate): Ceptudmkat, BbigaHHbIA yNONIHOMO-
YeHHOMY NuLy No cepTUbuKaLmm UM yrnornHOMoOUYEHHOMY fuLly no aTpubyTam.

[TpumMedaHune— 3anmcTBoBaHo U3 [9].

3.3.4 cepTudukar (certificate): CepTudukat OTKPLITOro Kntova.
3.3.5 Bblgava ceptudpmkaros (certificate distribution): JelicTere no BbINycky 1 nepegade cepTUdUKaTOB
cybbekTam cucTemMbl obecrneveHns GesonacHoCTy.

4
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3.3.6 pacwupenue ceptudukaros (certificate extension): Monsa paclumnpeHuii (HasbiBaeMble NPOCTO pac-
LwunpeHuamMn) B ceptucbmkatax no X.509, npegHasHaveHHble ans obecneyeHuns cnoco6oB cBSA3bIBaHWSA 4OMOMHU-
TenbHbIX aTPUBYTOB € NONL30BATENAMM UM OTKPLITHIMU KSIO4aMU U YIpaBreHUst uepapxuyeckoi CTPYKTYpOid
cepTudmrkaLmm.

Mpwnmeyanune— Pacwmpenns ceptudmkata MoryT 6biTb NMGO KPUTUHECKMMU (T.€. CUCTEMA, UCTIONb3YloLLast

cepTudukart, JOMKHA OTKNOHUTL cepTUdMKaT, eCnu OH COAEPXUT HE PacNo3HABAEMOE CUCTEMOI KPUTUYECKOE paclum-
peHue), NMbo HekpUTUHEeCKMMHU (T.e. He pacno3HaBaeMoe CUCTEMON pacluMpeHne MOXeT ObiTb NPOMIHOPUPOBAHO).

3.3.7 hopmupoBaHue ceptucdukaroB (certificate generation): lesatensHocTb NO co3gaHuIo cepTu-
cukaToB.

3.3.8 ynpaBneHue cepTtudukatamu (certificate management): Npoueaypsbl, cBsi3aHHbIE € cepTUtmkaTa-
MW, TO ecTb (hopMUpPOBaHUe cepTUUKaTOB, Bbigada cepTucdUKaToB, apXMBUPOBaHUE U aHHYNIMpPOBaHWe cepTudu-
KaToB.

3.3.9 npodmnb cepTudbmkara (certificate profile): Cneuudmkaums cTpykTypbl 1 4ONYCTUMOro cogepkaHus
cepTudrKaTHOrO TUNa.

3.3.10 aHHynupoBaHue cepTudmkara (certificate revocation): [leiicTere no yganeHuio Bcex AeACTBYIO-
LLMX cBsIzel Mexay cepTudnkaTom v ero Bnagensuem (Unu BnagensLemM cybbekta cuctemsl 6esonacHocTu) no
Nnpu4vrHe yTepu JoBepust K cepTudmkaTy, Aaxke NpU HEUCTEKLLIEM CPOKE ero AEUCTBUS.

3.3.11 pepxatenb cepTudukara (certificate holder): O6bekT, NpU3HaHHLIA CyGbEeKTOM AEACTBYOLLLETO Cep-
Tucbukara.

3.3.12 npoBepka ceptudmkara (certificate verification): MoaresepxaeHue Toro, Uto cepTudUkaT ABNseTcs
NOAMHHBIM.

3.3.13 cepTudukauums (certification): MpoLeaypa, B COOTBETCTBUM C KOTOPOW TPETbSI CTOPOHA NpeoCTaB-
nAeT rapaHTuio, YTO BCS crcTeMa 06paboTkn AaHHbIX UMK ee YacTb COOTBETCTBYET TpeboBaHusiM obecneyeHunst
6esonacHocTy [1].

3.3.14 ynonHomouveHHoe nuuo no ceptudukauunm; YC, amuteHT ceptudumkara (certification authority;
CA, certificate issuer): YnonHomoueHHOe NLO, KOTOPOMY OAHa UMM HECKOMBKO YYACTBYHOLLMX CTOPOH A0BEPUN
co3faHune 1 NpUCBoeHKe cepTUMKATOB M KOTOPOE MOXET 4ONONHUTENLHO CO34aBaTh KMHOHU AN AOBEPSIOLLMX
CTOPOH.

MpumevaHusa

1 BanmcteoBaHo ns MCO 9594-8.

2 lMopa ynornHOMOYEHHbIM NULOM B SAHHOM OMNpeAeneHun He nogpasymMeBaeTcsl kakon-nubo oduumnanbHbIv npa-
BUTENbCTBEHHBIV OpraH; emMy NpoCcTO BblKa3blBaloT fOBEPUE YHACTBYOLLME CTOPOHbI.

3 TepMuH «3MUTEHT cepTudmkaTa» MoxeT ObiTb Gonee yaauHblM, OQHAKO TEPMUH «YNONHOMOYEHHOE NMUO No
cepTUdUnKaLMmn» NCnonb3yeTcsl OHYeHb WKPOKO.

3.3.15 nonuTtuka no ceptudomkaram; NC (certificate policy; CP): Csoag npasun, KOTOPOMY NPUCBOEHO
HavMeHoBaHWe, onpeaensAoLLInA NPUMEHUMOCTb cepTudrkaTa K onpegeneHHoMy coobLLeCTBY W/UnW Knaccy npu-
NOXeHus ¢ obLmmMm TpeboBaHmsMU k obecneveHuto 6esonacHocTy [9].

3.3.16 ceog npaeun no ceptudukaumm; CriC (certification practices statement; CPS): dopmynuposka
npaswun, KOTOPbIe YNOSHOMOYEHHOE Lo No cepTudMKaLMm UCronbayeT Npu Bbigade cepTudmkaTos [9].

3.3.17 ceptudmkar otkpbiToro kntoua; COK (public key certificate; PKC): CepTudukaTsl OTKPLITOrO Kito-
ya no X.509, ceasbiBaloLLme yaoCTOBEPEHNE NOASIMHHOCTM C OTKPbITHIM KITOYOM; YAOCTOBEPEeHME NOAIMHHOCTM
MOXET UCNOMb30BaTLCA AN MOAASPKKU MPUHATUS PELLEHWUIA MO KOHTPOII0 4OCTYNa, OCHOBAaHHOMY Ha NMogsIMHHO-
CTU, nocne NoATBEPXKAEHNA KIIMEHTOM Hannuusl y Hero 4oCTyna K CEKpeTHOMY KIody, COOTBETCTBYIOLLIEMY OT-
KpbITOMY Krtouy, cogepxaliemycs B COK.

[MTpumeyaHne— 3anmcteoBaHo 13 [8].

3.3.18 uHdbpacTpyKkTypa ¢ oTKpbITbIM KnkodoM; MOK (public key infrastructure; PKI): UHdpacTpykTypa,
Mcnosb3yemas B OTHOLLEHUSAX MeXAy AepXKaTenem Knoya U 4oBepsiioLLeli CTOPOHON, KoTopasi No3BoNseT 4oBe-
psitoLLLe CTOPOHE UCMONb30BaTL CepTUdMKaT, OTHOCALLMIACS K AepXKaTesto Kntoua, Mo kpaHen Mepe, Anst 04HOro
npYMeHeHNs, UCMOosb3Ys CEPBUC CUCTEMbI 0becneyeHns 6e3onacHoCcT Ha ocHOBe OTKpbIToro kitova. MOK sknto-
YyaeT B ce6s yNonHOMoYeHHoe NuLo No cepTudmkaTam, CTPYKTYpY AaHHbIX cepTudukaTos, cpeacTea NonyYeHns
AOBepsioLLEl CTOPOHOM TekyLLer MHdopMaLmm o ctaTyce cepTudmkaTa, NoaMTUKY cepTudmKalmm 1 cnocobsl
NpOoBePKY NOASIMHHOCTU cepTudKaToB NPU UCMOSL30BaHNM.
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3.3.19 aTTecTauMoHHbIi cepTudukar (qualified certificate): CepTudmkart, ocHoBHOE HasHa4YeHe KoTopo-
ro COCTOUT B MAEHTUMKALMM NIMYHOCTM C BICOKOW CTENEHbH AOCTOBEPHOCTU B MYBIUYHbLIX CEpBUCaX C AEHTK-
cdukaLmen aBTopcTBA.

MpumeyaHune— PeanbHble MeXaHN3Mbl NPUHATUS PELUEHWS O TOM, JOMKEH MW HET cepTudumKaT paccmart-
PUBAaTLCA KaK «aTTECTaLUOHHbIA CepTMMdUKAT» B OTHOLEHMN KaKOro-Nnbo 3akoHodaTenbCcTBa, HaxoaaTesl BHe obnactu
NpyMEHEeHWs1 HacTosWero craHgapTa.

3.3.20 ynonHomoueHHoe nuuo no peructpauuu; YP (registration authority, RA): O6bekT, OTBETCTBEHHbII
3a ugeHTUdMKaLmo 1 ayTeHTudgukaumno cybbekToB cepTUdrnKaToB, HO He NOAMMUCHIBAOLLMIA U He BblAatoLWnii
cepTudmkaThl (To ecTb YP nopyyeHo BbiNonHeHWe onpeaeneHHol paboTsl oT umermn YC) [9].

3.3.21 poBepsiowan cTopoHa (relying party): Monyvatens cepTudukaTa, KOTOpPLI ASACTBYET, ONUPasch
Ha AaHHbIA cepTudonKaT W/MNK SNEKTPOHHYIO NOANKCH, MOATBEPXKAEHHYHO NOCPeACTBOM AaHHOro cepTudmkata [9].

3.3.22 TpeTbs cTOpoHa (third party): CTopoHa, He ABRsOLLasica cosaaTenemM Ui nonyyarenem gaHHbix,
HO HeobxoaMMas ANA BbINoNHeHUs oyHKLM obecnedeHmnst 6e30nacHOCTW Kak YacTu npoTokona obMeHa UHdop-
Maupen.

3.3.23 poBepeHHas TpeTbA cTopoHa; ATC (trusted third party; TTP): TpeTbs cTopoHa, koTopas HageneHa
MOSIHOMOYUAMW 4NSA peanv3alumn npotokona obecneveHuns 6esonacHocTu [7].

MpumeyaHwne— [aHHbIn TEPMUH NCMONbB3YeTCA BO MHOMMX MexayHapoaHbix ctangaptax MCO/M3K n gpyrmx
AOKYMEHTax, rmaBHbIM 06pa3om onuckiBaowyx yenyrn YC. OgHako 3T0 NOHATWE WMPe W BKIOYaeT B cebsa Takve yeryri,
KaK OTCHeT BPEMEHW U, BO3MOXHO, nepegavy Ha BPEMEeHHOe XpaHeHue.

4 Ccepa 3gpaBooxpaHeHUs

4.1 Knaccbl yyacTHMKOB UHPACTPYKTYPbI C OTKPbITLIM KNHYOM B chepe 3A4paBoOXpaHEeHUsA

Ons ynpolleHusi npoLecca paccMoTpeHust TpebosaHuii K MOK BBeaeHbI criegytoLLe Kracchbl y4acTHUKOB.
370 He 03HayvaeT, 4YTOo Apyrune Kacchl U onpeaeneHus He AN TCA 6onee NoAXoASALLMMA B UHOM KOHTEKCTE.

B naHHOM cnyvae BHUMaHWe cocpeoToYeHO Ha ydacTHUKaX, HenocpeACTBEHHO BOBIIEYEHHbIX B 0OMeH
MeAMLMHCKOW MHdopMaLMet, KOTOpbIM MOXET NoTpebosaThes cepTudukat Ansa cuctemel obecneveHus 6esonac-
HocTu Ha 6a3e MOK. OnpeaeneHns y4acTHUKOB, MepeynciieHHbIX Huxe, npuseaeHsl B 3.1.

MepcoHan:

- KBANUMULMPOBAHHbBIA MeaULMHCKIA pabOTHUK;

- BCroMoraTtenbHblii paboTHUK 30paBooXpaHeHust;

- nauyueHT/noTpebutens yenyr;

- cy6enampyemslii nocTaBLLK MEeAULIMHCKUX YCITYT;

- paboTHWK NogaepXKBatoLLei opraHusaLmm.

OpraHuzaumm:

- OpraHv3aLus 30paBooOXpaHeHust;

- nogaepXxvBaroLLas opraH1saLys.

Opyrune o6bekThbI:

- YCTPOICTBA;

- yripasnsiemMble MeAVLMHCK/E YCTPOICTBA;

- IPUNOXKEHUS.

MoMMMO NepeYnCneHHbIX y4acTHUKOB, ANt UHPACTPYKTYPLI C OTKPLITHIM KITIOHYOM HEOTbEeMIIEMBIMU Yac-
TAMUW BCEI CUCTEMbI JOMKHbI ObITh YIONHOMOYEHHBIE NULA NO cepTUtUKaLmm U perucTpaumm, ABNSIOLLNECA BaX-
HbIMK AepXXaTensimu cepTurkaToB B AaHHON UHDpacTpyKType.

HekoTopble paboTHWKN B 06nacTu 34paBooxpaHeHns CBA3aHbl CO MHOTVMUW OpraHU3aLmMsiMu 30paBooXpaHe-
HWs1. B 3gpaBooxpaHeHnm cyLLecTByeT nepBocTeneHHas HeobxoaMMOCTb usbexartb AybnupyioLlein nu n3bbITod-
HO perncTpaumu, BnekyLLein 3a coboi HenzbexxHble pacxodbl U MHOXECTBEHHOCTb CepTUdUKaTOB.

B pamkax cchepbl 3gpaBooxpaHeHust HasHaveHem YP asnseTca nageHtTudukauma ydactHMka nmbo kak yao-
CTOBEPEeHHOro MeauLIMHCKOro paboTHWKa, BEIMOSHAOLLEro 3agaHHyo ponb, nbo kak notTpebutens, obnagatoLue-
ro npasamu Ha CBOLO NepcoHankeHyo nHdopmauuo. Kpome Toro, Heobxoanmo pernctpupoBarthb nepcoHan, 06-
CNy>XVBaIOLLWIA Bpayei YacTHOW NPaKTUKK (cekpeTapu B MpreMHOW, Niua, BbINUCbIBaKOLLMe cYeTa, percTpatopbl
1 T.4.). JaHHble nuua He cBsi3aHbl C TAaKUMU UHCTUTYTaMK, kak 60NbHULBI, KOTOPblE HaxXoaATCs B MOAYMHEHUN
obLLeHaUnoHanbHbIX, rocyaapCTBEHHbIX UMW perMoHanbHbIX OpraHoB 30paBoOXpaHEeHUs!.
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4.2 NMpumepbl yHacTHUKOB

4.2.1 KsanudmumnpoBaHHbI# MegULIMHCKNIA paboTHUK

Mpumepamu KBanMULIMPOBaHHLIX MeauLMHCKUX paboTHUKOB SIBMSHOTCA: BpaYW, CTOMaTosomM, cepTuduum-
poBaHHble MeacecTpbl U hapmaLesThel. CyLecTByeT MHOIO pasnuyHbIX KnaccudukaLuii opuLmansHo pernameH-
TUpOBaHHbIX/akkpeAUTOBaHHbIX Mpodheccnii B obnacTu 3gpaBooxpaHeHns B pasHbiX cTpaHax. BaxkHol sagaveit B
6yayLueit paboTe no ctaHaapTusaumun B ICO asnsieTca cozganne rnobanbHOR CUCTEMbI COOTBETCTBUI MEXAY
3TUMU KnaccupukaLsamm, Ho B HacTosILLEeM cTaHaapTe npegnonaraeTcs, YTo TONbKO camble oblyme knacchl
MOryT 6bITb NpU3HaHLI B MUpoBoM MacliTabe. B UCO/TC 17090-2 onpeaeneHa CTPYKTypa AaHHbIX, AONycKato-
LLasi napannensHoe NCronb3oBaHue obLueli MexxayHapoaHowu knaccudukaummn 1 bornee aetanvavpoBaHHOW Knac-
cuhuKaLumm, KoTopas MOXKeT BbITb HaLOHaNBHOW UM COOTBETCTBOBATL UHOW FOPUCAUKLAW, Hanpumep Keanudu-
LpoBaHHble MeanLUHCKME pabOTHMKN B HEKOTOPBIX CTpaHaX akkpeanTYOTCS B MPOBUHLMSIX UKW LUTaTax.

4.2.2 BcnomoratenbHbI paboTHUK 3gpaBoOXpaHeHuUs

BcnomorateneHbIMU paboTHUKaMK 30paBooXpaHeHnst ABNSIKOTCS Nvua, paboTartoLLye B opraH13aumsx 3apa-
BOOXpaHEeHWs, HO He UMetoLLe MeanLMHCKON KBanudukaummn. K HUM OTHOCATCS MeauLMHCKUE cekpeTapu, pernc-
TpaTopbl, MaLLWHWCTKX, NepeneYaTbiBaroLLMe HaANKTOBaHHbIV TEKCT, 3anucaHHbIA Ha HocuTene, NiLa, BbiNUChIBa-
foLMe cHeT, U Mraglinve MeauumHekne cectpbl. [ns HacTosiLero ctaHaapTa BaXKHO BKIOUATL B3aUMOCBSI3b
Mexay HaHuMaroLell MeaULIMHCKOW opraHusaLei n paboTHUKOM B cepTudukat ans cnyxo obecneveHus 6e3o-
nacHocTU. [Ans MegnUMHCKMX CNeLManncToB BaXXHO BKITHOUUTL UX B3aNMOCBSA3b C NpodieccroHarnsHbIM perucTpu-
pytoLLMM opraHoM B cTpykType NOK, HO BaXKHBIM Takke MOXET ObiTb BOSMOXHAS AOIMKHOCTL UK NPUHAANeX-
HOCTb K HEKOTOPOW KaTeropum, Hanpumep K Bpaqam.

CyLuecTByeT MHOXECTBO pa3fnyHbIX TUMNOB poselt nnn AomKHocTel Ans paboTHUKOB B cihepe 3apaBooxpa-
HeHWs1, HO B HAacTosILLIEeM cTaHAapTe He onpegensieTcs kakas-nmbo knaccudunkalmoHHas cxema.

MpumedaHune— ToT hakr, 4To NpodeccuoHanbHas kKoMmneTeHUKst paboTHUKA HE NoATBepXAeHa ouumansHO
He3aBUCMMbIM OT paboTogaTtens opraHoM, KOHEYHO, He NMoapasyMeBaeT, YTo PaGoOTHUK He SABMSAETCHA CneumanucTom B
chepe BbIMOMHAEMbIX UM 0GA3aHHOCTEN.

4.2.3 NauuneHt/noTpebutens ycnyr

Jvuo, nonyyatoLLiee yenyru B cchepe 3apaBooxpaHeHns, NpeumyLLiecTBeHHO HasbiBaeTCA NaLUeHToM, HO B
oTAenbHbIX CyyasiX, B YaCcTHOCTU, KOrAa peyb AET O 340PO0BOM YesioBeKe NN O KOHTPaKTHBIX OTHOLLIEHUAX C
MocTaBLUMKOM MeguLMHCKUX ycryr, 6onee yMecTHO HasblBaTk aHHOe NuLo NoTpebutenem ycnyr sapasooxpaHe-
HUs. B gaHHOM KOHTEKCTe nog naupyeHTom/notpebrntenem yecnyr NOHUMaeTCa TONbKO HenocpeACTBEHHbIA NONb30-
BaTeNb MeAULIMHCKOW MHPOPMALMOHHOW CUCTEMBI.

4.2.4 Cy6cmnanpyembiii NocTaBLIUK MEAULIMHCKMX yCnyT

CyLLecTBYeT HECKOSbKO TUMOB NL, ABMSIOLLIMXCS NOCTaBLUKaMN MeQULMHCKNUX YCNYT, HO He pernamMeHTun-
POBaHHBIX B IaHHOW KOPUCOMKLMM, KOTOPbIE aKTUBHO Y4acTBYIOT B cchepe 3apaBooxpaHeHus, rae ux npodpeccuo-
HanbHas pofb MOXeT BbITb cepTudmumnpoBaHa 1 cybecnanpoBaHa ohuLmanbHOR opraHusaumein 3apaBooxpaHe-
Hus1. MpuMepammn B HEKOTOPbIX CTpaHax MOryT BbITb CecTpbl, MOMOoratoLLme Npy poaax (KoTopble MOryT cybeuau-
poBaTLCA akyLiepamu unu apyrumu padamu), ousnotepanesTsl BCeX BUAOB, NiLa, OCYLLECTBNAIOLWME YX0A 3a
WHBaNMaamm 1 npectapesbiMy NioasMU (KOTOpbie MOTyT CybcranpoBaTbCs BpadaMmn obLLeit NpakTukn nnmn 6osb-
HUUamMK).

4.2.5 PaboTHUK nogaepxuBaloLleil opraHuszauum

PaGoTHUKOM noanepXxvBaioLLer opraHnsaLmm aBnsieTcs nuuo, paboTatoLLee B NoaaepXvBaroLLLen opraHu-
3aUuK 1 He sinsaoLeecs KBanuduumposaHHLIM MeaULMHCKUM paboTHUKOM NN BCnoMoraTtesibHbIM paboTHUKOM
30paBOOXPaHEHUS.

4.2.6 OpraHu3sauus 3apaBooxXpaHeHusn

Mpumepamun ocpyLmManbHO 3aperncTpupoBaHHbLIX OpraHU3aLyii, OCHOBHasA AeATENbHOCTL KOTOPLIX CBA3aHa
c NpegocTaBneHnem ycyr B ccepe 3apaBooxpaHeHnst v npodunakTMkon 300poBbs, ABAAITCA NOCTaBLLNKK
MEOULIMHCKUX YCNYT, opraHbl (hMHaHCUPOBaHUS 3ApaBOOXpaHeHUst (CTpaxoBble KOMMaHWM UNn opraHel rocyaap-
CTBEHHOI cucTeMbl (PUHAHCUPOBAHUS 3APaBOOXPaHEeHUs) U MegULIMHCKUE Hay4YHO-UccneaoBaTenbCckue UHCTU-
TyTbl.

4.2.7 MoaaepxxusaroLian opraHusauun

MopaepXxuBaloLme opraHusaLum NpeaocTaBnsioT YCIyri opraHusauyam sgpaBooxpaHeHns, Ho Henocpea-
CTBEHHO He 0Ka3sblBaloT MeaULUNHCKUX YCITyr.
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4.2.8 YcTponcTBa

K yctpoiictsam oTHocuTcst o6opyaoBaHue, Takoe kak annapatbl SKI, asTomaTnanposaHHoe nabopaTtopHoe
obopyaoBaHue, pasnMyHoe NepeHocHoe anarHocTuyeckoe obopyaoBaHve, usmepsioLiee pasnuyHble pusnono-
rmyeckve napameTpbl NauueHTa. Kpome Toro, K ycTpoicTBaM OTHOCUTCSA KOMIbloTepHOe 060pyaoBaHue, Hanpw-
Mep CepBepbI ANEKTPOHHOM NoYTLI, BeB-cepBepbl 1 cepBEpPbI NMPUITOXEHNA.

4.2.9 MpunoxeHun

MpUNOXEHNss — 3TO KOMMbIOTEPHbIE MPOrPamMMbl, BbIMOSHSEMbIe Ha MePCOHaNbHBIX KOMMNboTepax U/unn B
ceTax. B cchepe 3gpaBooxpaHeHns npunoxeHns MoryT bbiTk YacTbio MOK v BknlouaTs B ceba nHTerpuposaHHbie
CcUCTeMbI YNIpaBneHUst KIMHWUKON, MporpamMmel 3M1EKTPOHHOTO MeAULIMHCKOTO yyeTa, MHopMaLMoHHY0 cucTemy
OTAeNeHNs CKOpPOoi MOMOLLM, cucTeMy 0bpaboTku N30bpaXkeHWI, cucTemy ynpasneHusi npeanucaHuemM U HasHa-
YeHneM fekapcTBeHHbIX CpeacTs.

4.3 NMpuMmeHUMOCTb UHGPACTPYKTYPbI C OTKPbLITLIM KIKOYOM K 34paBoOXpaHeHUo

HacTtoswwuii ctTaHg4apT OTHOCUTCS K MHAYCTPUM 30paBoOXpaHeHus], Kak B HaLMOHaNbHOM, TaK ¥ B MexayHa-
pogHom MacwiTabe. Ero gelicTere pacnpocTtpaHsieTcs Ha rocyaapcTBeHHble (NpaBUTenbCTBEHHbIE) MeauLMHCKue
yUpeXaeHust, YacTHbIX MOCTaBLLMKOB MeANLMHCKUX yCIyr BO BCeM AuanasoHe, BKitoyast 6onbHULBI, caHUTapHo-
npoceeTUTENbCKYH0 paboTy 1 06LLyto NpakTuky. OH Takke pacnpocTpaHsieTcsl Ha MegULIMHCKWE CTpaxoBble opra-
HW3auuKn, MeguumHckue obpasoBaTesbHbIe yUpeKaAeHUs U APYTYIo AeATernbHOCTb, CBSA3AaHHYIO CO 3ApaBooXpaHe-
HWeM (Hanpumep, yxoa Ha Aomy).

XOTS1 OCHOBHO LieNbHo HACTOoSALLEro cTaHAapTa ABnseTcsa co3gaHue 6a3oBol CTPYKTYpbI, B paMKax KOTOPOWM
MeanumnHeKkne paboTHUKK, opraHn3alum 30paBooXpaHeHs U cTpaxoBble KoMnaHuyM MoryT 6e3onacHo obmeHu-
BaTbLCA MeAULMHCKOR MHpopMaLMelt, OH Takke NpeaHasHaveH anst obecneyeHmst BO3MOXHOCTU NOTpebutensam
nUmeTb 6e3onacHel AoCTyN K MHbopmaLmm 06 nx cobcTBeHHOM 300poBbe. TpaH3aKLMM MOTyT NPOUCXOANUTL NpU
yyacTun YC 1 YP, AeACTBYIOLLNX KakK JOBEPEHHbIE TPeTbM CTOPOHBI, YTOBLI 06eCcneyYnTb BO3MOXHOCTL 0BMeHa
WHdbopMaLWei nocTasLLUKaM MEANLUHCKUX YCNYT, CTPaxoBbIM KOMMaHUSIM U NoTpebuTensm ¢ rapaHTuein 6eso-
MacHOCTK, 3aLMLLEHHOCTU MHbopMaLMK U HEMeaIEHHOro OMOBELLIEHUS B Clydae HapyLLEHUs! ee LLeNoCTHOCTY.

MpunoxeHusmMK, NogxodaLLMmn Ans ncnons3osaHus B pamkax MOK ccepel 3apaBooxpaHeHus, ABNSoTCs
cnegylouive:

a) besonacHas anekTpoHHasi Mo4Ta;

b) 3anpockl Ha 4oCcTyn OT NPUNOXEHWUA, UCMOMb3YEMbIX MECTHLIMU MEeANLMHCKUMU cneumanucTamu ans
nonyyeHns MHopmaLmmn o nauneHTax B UHMOPMaLMOHHBIX CUCTEMaX NevebHbIX yupexaeHuin;

C) 3anpockl Ha OCTYN OT NPUOXKEHUH, MCNONbL3YEMbIX B MHDOPMALIMOHHBIX CUCTeMaX NevebHbIX yupex-
AeHuii. K Takum cuctemam MoryT OTHOCUTLCA MHAOPMALMOHHBbIE CUCTEMBI BEASHUA MEAULNHCKUX KapT NauneH-
TOB, YrpaBIieHNs TeYeHneM, BeAeHUs AaHHbIX O NaToNorMsix, PEHTreHONOrMYEeCcKUX uccneqoBaHuaX, pexmnmax
nUTaHUA U T.4.;

d) dmHaHCoBbIE NPUNOXEHUS, KOTOPbIE TPEBYIOT MaeHTUMKALIMM aBTOPCTBA, LIENOCTHOCTU COOBLLEHWIA, KOH-
raeHLMansLHOCTU M ayTeHTUDNKaLUA NaLMEeHTOB, MOCTaBLLMKOB MEAULIMHCKMX YCIYT U MEAULMHCKUX CTPaXOBbIX
KOMNaHWi, a Takke (B HEKOTOPbIX OPUCAUKLMAX) 3aLLWThI OT MOLUEHHUYECTBa;

€) NPUIOoXKeHWs1 ANCTaHLMOHHOR 06paboTku N30OpaKeHWI, KOTopble TPebyHoT HaaeXXHON CBA3N Mexay U306-
pakeHWeM U IMYHOCTLIO MaLMeHTa Hapsidy ¢ ayTeHTUudrKauen MeauLmMHCKOro creumanueTa;

f) npunoxeHua KOHTPONA yaaneHHoro 4ocTyna, KoTopble 0Co60 HyXXAaloTCsl B MPOBEPKe ayTEHTUUHOCTH,
KOH(bAEHUMANbHOCTW U LIeNOCTHOCTH;

g) NPUNOXEHWS 3NEKTPOHHBIX MpeanucaHnii, kKoTopble TpebyloT BCEBO3MOXHbIX CEPBUCOB obecneveHust
6e3onacHocTy ayTeHTuuHocTM MOK, 4ToBhI rapaHTupoBaTh, 4T AaHHOe NpegncaHue caenaHo KOHKpeTHbIM Me-
ANLUMHCKUM paboTHUKOM W HarNpaeneHo Hy)XXHOMY nauueHTy. FapaHTus oTcyTcTBUS oLUMBOK Npy nepegade TpebyeT
Hannumsa cepBuUca NPoOBEPKM LIENOCTHOCTM AaHHbIX, @ KOHTPONUPYEMOCTL NpoLiecca neveHusi TpebyeT cepeuca
naeHTurKaLmm aBTopcTBa,;

h) nognucaHHble B 31eKTPOHHOR hopMe AoKYMeHTbl 06 MHEPOPMUPOBAHHOM COrnacuu NaumeHTa;

i) cepBUChI Nepeaayn MHpopmaLunm 3a npeaensl rocyAapCTBEHHbIX FPaHuLL;

j) Apyrue cucTemMbl, COOTBETCTBYIOLLME MECTHOMY 3aKoHOAaTeNbCTBY.

MecTHoe 3akoHOAaTeNbCTBO MOXET UCKNHOUUTL OOHO UITM HECKOMBKO U3 BbiLLENEepevMCeHHbIX MpUIoXe-
HWIA M3 ucnonb3oBaHWs B pamkax MOK.

HekoTopble clueHapuy NpUMEHeHNs HpacTPYKTYpbl C OTKPbLITLIM KIIOYOM AeTan3vpoBaHbl B NpUIioxe-
HUK A,
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5 TpebGoBaHusA kK cepBucam obecnevyeHns 6e3onNacHOCTU
B MeAULMHCKUX MPUIOKEHUX

5.1 MepuUUHCKMeE XapaKTepUCTUKMN

MRaycTpus 3gpaBooxpaHeHst npegbsensieT onpeaesieHHble TpeboBaHWsa 6e30nacHoCTH, KoTopble TpebytoT
OTAeNLHOro PacCMOTPEHUS, YTO Y1 MOCYXXMUIO NPUYNHOW co3aaHns AaHHOM TeEXHUYECKoW cnelndmkaumnn. Nanee
nepeyvncrneHbsl KOHKPETHbIE MEAMLMHCKNE XapaKTepUCTUKA.

a) MeguumHckas nHdopmaLmsa gonyckaeT MHOroKpaTHOe UCMNONb30BaHNE U MOXET CyLLECTBOBAaTL B TeYe-
HUe BCeW XN3HW LA, K KOTOPOMY OTHOCUTCS, U AaXe AorbLue.

b) CyLLecTByHOT BaxHble NOTPEBUTENN U MOCTABLLMKA MEAULMHCKUX YCIYT, 3aUHTEPeCcOoBaHHbLIE B TOM, YTO-
6bl Nony4yeHHas MeauumHeKas HopMaLmWs UCNoNb3oBanack B MEAULIMHCKUX LIeNsIX U HUKaK MHade, 3a UCKITIo-
YeHneM cnyyaes, korga nauveHT gan 4obpoBonbHOE cornacue Ha Ucnonb3oBaHue gaHHoW HdopmMauuy (Hanpu-
Mep, aHOHUMHbIE CBeEeHWs O NauneHTe MoryT ObITk UCTIONb30BaHbI B 06pasoBaTebHbIX U UCCeaoBaTeNbCKUX
Lensix).

c) CywiecTByeT HeobX0ANMOCTb YKPENUTL YBEPeHHOCTE NoTpebuTenelt MeauLMHCKUX YCIyr B CNOCOBHOCTH
CUCTEMbI 30paBOOXpaHEHNS OMNepUpoBaThL X MHPOPMaLIMEN.

d) CywlectByeT He0bX0AUMOCTb B TOM, UTOBLI MeanLMHCKKe paboTHUKM 1 opraHusaLmn cobntoganv obs3a-
TenbCTBa Mo 3aLmTe MHgopMaLMm NpU OCyLLECTBNEHUN MeANLMHCKOro 0B6CNYyXUBaHNS.

e) CyLlecTByeT HeobX0AMMOCTb MONYYNTE MOATBEPXKAEHNE, UTO MeguLMHCKMe paboTHWKU, TOProBble NapT-
Hepbl M CTOPOHBI, YHacTBYHOLLME B MHPACTPYKTYPE C OTKPLITLIM KITHOYOM B cdhepe 34paBooXpaHeHust, yBepeHbl B
Mepax obecrneveHns 3aWwuTbl TIMYHON 1 cekpeTHO MHdopMaLIMK O NaLueHTe.

HeobxoanmocTb 3anTel 6e3onacHOCTH B chepe 3apaBooxXpaHeHnst CTaHOBUTCS BCe Bornee siBHOMW, No Mepe
TOrO KaK AN XpaHeHUsi MeaULMHCKO MHpopMaLIMmn BCe Yalle NPUMEeHSIIOTCS 3N1EKTPOHHbIE MH(POPMAaLMOHHbIE
CUCTeMbI BMecTo ByMarkHoM gokyMeHTauuu. MNepBoovepeHoi 3agader MHQYCTPUKU 30paBooXpaHeHUs siBnseTcs
3aLUMTa TMYHON HEMPUKOCHOBEHHOCTU U GesonacHOCTW NaumeHTa. B yacTHoCcTH, aHHas 3agada nogpasymeBaeT
Heo6X0AUMOCTb COrNlacoBaHHOCTM C COOTBETCTBYIOLLUM 3aKOHOM 00 0XpaHe YaCTHOM XKU3HU B YCIIOBUAX Nepe-
OBWKEHUSI MegULIMHCKOR MHcbopMaLIMn B MeXAYHapOAHOM NpocTpaHcTee. Ecnun nHopmMaLuoHHas cuctema npeg-
HasHa4aeTcs ANs UCNONL30BaHUA U MeAWLMHCKUMU crieLyanucTamm, U nauueHTaMu/noTpeburensimm, oHa AomkK-
Ha BbI3bIBaTh goBepue. Mo 3ToW NpuuMHe yaoBNeTBOpeHWe TpeboBaHui No 3aLumTe IMYHON HeNPUKOCHOBEHHOCTU
1 6e30MacHOCTM UMeeT 0cobyto BaXKHOCTb Ans UHPOPMaLIMOHHBIX CUCTEM B chepe 34paBooXpaHeHust.

5.2 TexHUYeckue TpeOGoBaHMUA K UH(PACTPYKTYpPe C OTKPLITLIM KIHOYOM B cdepe 34paBOOX-
paHeHusA

5.2.1 O6wWwume nonoxeHus

OcCHOBHbIMU yrpo3aMmn 6e30MacHOCTU, KOTOPbIE MOTYT BO3HUKHYTb A1t MEAULMHCKUX UHEPOPMALIMOHHBIX 1
KOMMYHUKaLIMOHHBIX CUCTEM, SIBNSIOTCS HeCaHKLIMOHUPOBAaHHbIN JOCTYN NyTeM KpaXkyu CEKPETHOTO KItoYa Y 3aKoH-
HOro Aepxarensi cepTucukata u nocneayoLlan HesakoHHas AeATEeNLHOCTL OT MMEHU AepaTens cepTudukara.
Mono6HBIN HeCcaHKUMOHUPOBaHHBIA AOCTYN MOXET NPUBECTU K USBMEHEHWIO, YTepe UNN KONMPOBaHWIO MEAULIMH-
ckol MHdopMavumu. MHdpacTpyKTypa ¢ OTKPbITLIM KNHOYOM, UCTIONb3yeMast B codeTaHun co cTaHaapTom obecne-
YyeHus 6esonacHocTn, Hanpumep MCO/M3IK 17799, MOXET 3HaUUTENbHO CHU3WUTbL PUCK HECAHKLIMOHUPOBAHHOTO
goctyna.

NOK siBnsieTcst eAMHCTBEHHBLIM KOMMIIEKCOM MOSIMTUKW, METOAO0B U TEXHONOMMK, NpeanaraloLLM CEpBUCHI
ayTeHTUdMKaLum, LenocTHOCTU, KOHUASHLMANLHOCTM U 3NEeKTPOHHOM nognucu. B pamkax cdepbl 3apaBooxpa-
HeHust UOK aaeT BO3MOXHOCTb NOCTaBLLMKaM U NOTpebUTensaim MeauLMHCKUX YCAYT, KOTopble MOTYT He 3HaTb
Apyr Apyra, yBepeHHO ocyLLeCTBNSATL 6e3onacHbIi 06MeH MHdopmauueid B aneKTpOHHON cpefe, OCHOBAaHHOW Ha
aoBepuun.

MOK moxeT npeanoxuTs cepBurchl, 0cob0 BocTpeboBaHHbIe MHAYCTpUel 3apasooxpaHeHus. [laHHble cep-
BUCbI U UX MPUMEHEHUE B 34paBOOXpaHEHUN Nogpo6HO onucaHbl HUXe.

5.2.2 AyteHTudpukauua

3apaBooxpaHeHWe SIBNSIeTCS MHOTOrpaHHoOW 0bnacTbio MUHTEPECOB, U MeaAULIMHCKUE paboTHUKU NOCTOSIHHO
nonaratoTcsi Ha KOMNETEHTHOCTb APYrMX MOCTaBLLMKOB MEAULMHCKUX YCIYT NpU aHanuae MeauLMHCKUX KapT na-
LUMEHTOB, pe3ynbTaToB KOHCUITMYMOB U ApYTMX JOKYMEHTOB, COAEePXXaLLUX TMYHYH MeANLUHCKYIO UHOopMaLmIo.
Ecnu 3T AOKYMeHTbI U3yqaroTcsl 1 06HOBNAIOTCS B 3NEKTPOHHOM BMAe, TO Heobxoauma yBepeHHOCTb, YTO Co-
Aepxaluasicsl B HAX MHdopMaLms AeiCTBUTENbHO NpegocTaBneHa ykazaHHbIMY UL amu.

KpaiiHe BaxkHO, UTo6bl MeaguUMHCcKUe paboTHMKM MOrMK NonyYaTtb AOCTYN K KOHpUASHLUMAaNLHOR TIMYHOR
MeAULIMHCKON MHhopMaLLMK M3 pasHbIX MeAULMHCKUX yUpeXaeHWI 1 B TO e Bpemsi obecneunTb 3aLumTy AaHHON
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nHdopMaLum OT 4OCTYNa N U3MEHEHWs1 CO CTOPOHbI HeaBTOPU3OBaHHbIX NULL. AyTeHTUdKKaLMsi paccMoTpeHa
B6.4.

5.2.3 LlenocTHoCTb

MoanepxaHune LenoCcTHOCTY TMYHOK MeguLMHCKOM MHAbopMaLMU MOXET ByKBasibHO CTaTb BOMPOCOM XU3HM
W CMepTHU, Koraa Takasi uHpopmMaums Heobxoguma npu okasaHUum HeOTNOXHON MeauLIMHCKoR nomMoLun. Bonee
TOrO, CyLLEeCTBYIOT BECKME CTUMYIbI ANS HAPYLLEHWS LIeNIOCTHOCTU HEKOTOPbIX hopM NMUYHOK MEAULMHCKON UH-
opMaLum (HanpumMep, NPU HasHa4YeHNN HapKOTUYECKUX CPEACTB).

5.2.4 KoHdmpeHUManbHoCTb

JTnuHas megnumHckas nHopmaLms YacTo paccmaTprBaeTcs kak Hanbonee koHdraeHUManbHas nHgopma-
UMsi B MOBCEOHEBHOM XM3HW. B oTnuumne oT anekTpoHHOro obmeHa nHpopmMaLmert B 3NeKTPOHHOR TOProBrie, KoH-
raeHUMansHOCTb TMYHOM MeauLMHCKO MHdbopMaLn He MOXET BbiTb BbipakeHa B AeHEXXHOM 3KBMBaNEHTE, 1
ogHaxabl HapyLleHHoe NpaBo NauueHTa Ha HeMPUKOCHOBEHHOCTL YaCTHOW XKU3HW He MOXeT BbIThb J1erko BoccTa-
HOBIMEHO.

5.2.5 OneKkTpoHHas noanuchb

OneKTPOHHbIe NOANMUCH, UCNIONb3YEeMbIe B 30paBOOXPaHEHMI, @ TakKe NONUTUKU U MpakTUdeckue npuemsl
Mo noaTBEPXAEeHWIO UX LIeNIOCTHOCTM, B KOHEYHOM cyeTe MOoryT 6bITb 06bekTamu ocoboro MHTepeca B Xxoae ciy-
LUaHWIA Ha cneacTBMK, paccMOTPeHWst Aen o BpavebHon olunbke, 3acefaHnin npodeccnoHanbHeIX AUCUMNIMHaP-
HbIX KOMUTETOB W APYrMX MPaBOMEPHbIX UW KBa3nnpaBoMepHbIX MEPONPUSATUIA, KOrAa AOKYMEHTbI C 3/IeKTPOHHON
nognuceto NPeacTaBnsoTCsA B Ka4YECTBE BELLECTBEHHbIX JoKa3aTeNbCTB.

MOK Takxe nogaepxmBaeT CepBrChI aBTOPU3aLMn 1 OCHOBaHHOTO Ha PoNsix KOHTpons goctyna. aHHblie
CEepBUChI XXU3HEHHO HeobxoanMbl B cdrepe 30paBooXpaHeHUs], MOCKOSbKY B HEl CYLLIECTBYET MHOXECTBO creLm-
anvsauuin u cuTyauuii, TpebytoLmx pasHblX YPOBHEN AocTyna K hparMeHTam NNYHON MeanLMHCKOM nHdpopmaLmm
B 3aBUCUMOCTM OT CUTYaLM U PONU MPUBAEYEHHOTo MeauLMHCKOro paboTHuKa.

5.2.6 ABTOpM3aumA

B cihepe 3apaBooxpaHeHnst BaykHO, YTobbI NpaBa Ha AOCTYN K IMYHOW MeAUMLIMHCKOW MHCbopMaLun npeao-
CTaBMANMCh TOMLKO NLLAaM, KOTOPLIM OHa HeobxoavMa Ana neveHust naueHTa/noTpebutens ycnyr, unu apyrum
nmuam, KoTopbiM gaHo MHPOPMUPOBaHHOE cornacue nauueHTa.

5.2.7 KoHTponb goctyna

B cihepe 3gpaBooxpaHeHusi BaxHo, 4Tobbl MMenuck cpeacTea, obecneunsatowme AoCTyn K pecypcam
cucTeMbl 06paboTKM AaHHBLIX TONMBKO aBTOPU30BaHHBLIM NULIAM, aBTOPU3OBaHHLIMU cCNocobaMu U ANA aBTOPU3O-
BaHHbIX LieN1er Ui hyHKUMIA, MOCKOMbKY NOCneACcTBUS HEaBTOPU3OBAHHOO AOCTYNa MOTYT BbITb HeOBpaTUMBIMK.

Mpu ncnonb3oBaHUK B cOYETaHMM C COOTBETCTBYIOLLMM CTaHAapToM obecneyeHusa 6esonacHocTn MOK
MOXET 3HaUMTENIbHO CHU3UTb PUCK HEABTOPU3OBAHHOIO AOCTYNa K MEAULIMHCKOW MHdopMaumy naupeHTa.

Llensto HacTosiLero cTaHaapTa sisnsieTcs onpegeneHune obwmx anemeHtos MOK, koTopble obecnevar ue-
NoyKy gosepust Npyu 0bMeHe MeaMLMHCKOK HdopMaLmein B MexayHapoaHoM MacluTabe.

5.3 Otnuymne ayteHTUdUKaLMm oT WwnudpoBaHUA

B vHaycTpun 3apaBooXpaHeHust cylecTBYeT YeTkasa NoTpebHOCTL oTAeNeHUs NoANNCcaHUA oT byHKLUA
wudppoBaHus. MpuurHa 3aknoyaeTcst B TOM, YTO aBTOPU30BaHHLIM MEAULIMHCKUM crieuanucTam MoxeT notpebo-
BaTbCS AOCTYN K MEAVULMHCKOMW KapTe nauueHTa B CPOHHbLIX NN 0cobbiX cUTyaumsx, koraa MeauUMHCKUIA crneLuya-
NNCT, ANsi KOToporo coobLeHre NpegHasHavanoch, OTCYTCTBYET Ha MecTe Unun HegocTyneH. B cucteme 6esonac-
HOCTM B 34paBOOXpaHeHU 0BbIMHOM NPaKTUKOW SIBMAETCA HanuuMe MHANBUAYaSIbHOro WAeHTUUKaLMOHHOTO cep-
TuUchukaTta, ucnonb3yemMoro Ansi ayTeHTudukaLmm, u ceptudukaTa opraHu3aLMoOHHON CTPYKTYPbI, UCNOSNL3YEeMOro
Anst WudpoBaHus.

Hacrosiuuii ctaHgapT nogaepXueaeT pasnuyeHue CepTUgUKaTOB U CBA3AHHBLIX C HUMW KNKOYEN, UCNONb3y-
eMbIX Ans ayTeHTudmrKaumm 1 windposaHus (0becneunsarownx KoHMAeHUMaNLHOCTL). B HeM Takke noaTBepx-
AaeTcst HeobXoAMMOCTL UMETh oTAErNbHbIE cepTudmKaTbl 4NA YCTaHOBNEHWUA NUYHOCTU U ANA YNpaBrieHUs KOHT-
ponem gocTtyna, NPUBsI3aHHbIE K KINoYy ayTeHTUdMKauumn cybbekTa.

5.4 CTpykTypa ynpaBneHus 6esonacHoctbio UOK B UHAYCTpUK 3apaBoOXpaHeHUA

MHbpacTpykTypa ¢ OTKpbITLIM KIMo4oM, HeobxoaumMas ana noaaepxku 6esonacHoro obmeHa MeULIMHCKOM
nHcdopmaLmeit M 4oCTyna K AaHHLIM B HaUMOHanbHOM 1 MexayHapogHoM MacliTabe, AomkHa NoAaepKUBaThLCA
CTPYKTYpOW 0BLLMX MONMUTUK MO ynpasneHuto 6esonacHocTbio. UTobbl 06ecneynTs yBepeHHOCTL B TOM, YTO AaH-
Has uHdpacTpykTypa byHKUMOHUpYeT BesonacHo, Heo6XoANMO YCTaHOBUTL HOPMbI Y NpaBuna no yrpaeneHuo
6e30nNacHOCTbLIO.

CraHgapThl, onpeaensiioLye HopMbl U Npasuia no ynpaeneHuo HopMauroHHoW 6e30MacHOCTLIO, Yxe
cywiecTytoT U sisnsiotcs obLenpuHaTeiMu. UCO/M3IK 17799, UCO/TO 13335-1 [4]  cneundukaums COBIT [16]
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ycTaHaBnMBatoT Npasuia ans naeHTudmrKaumm pucko 6e3onacHOCTK, a Takke Ans MPUMEHEHUs1 COOTBETCTBYHo-
LLMX CpecTB yrpasneHus 3TUMU puckamu.

MogoGHbIe HOpMbI U MpaBWa HaknaabIBaloT HeGonbLUME OrpaHNYeHUs UMM He HaknaabieakoT BoobLLe HMKa-
KMX OrpaHUYeHniA Ha cepBM1ChIl, KOTOPbIE MOTYT BbITh NpegocTaBneHbl MHPPACTPYKTYPOR C OTKPbLITLIM KNOYOM B
cpepe 30paBoOOXpPAHEHWS, 1 43T NOAMNMChIBAOLLEMY UM MPOBEPSIOLLEMY NULLY YBEPEHHOCTb B TOM, YTO 3/1eK-
TPOHHasA NOANUCH He YTPaTWT akTyarnbHOCTH 13-3a NAOXOro ynpasneHus 6e3onacHoCTbIO.

MoaToMy HacTosLwMiA cTaHaapT ceelnaetes Ha MCO/M3K 17799 npu pelleHnn BONpocoB obecneyeHns
6e30MacHOCTM, U3NOXEHHbIX B [9].

5.5 Tpe6oBaHuA k nonutukam gnsa MOK B cchepe 3gpaBooxpaHeHUs

TpeboBaHKsa K NONMTUKAM U cBAI3aHHbIe ¢ HUMK Npasuna anst MOK B cchepe 3apaBooxpaHeHus onpeaene-
Hbl B MICO/TC 17090-3.

6 Kpuntorpadusa ¢ OTKpPbITLIM KIHOYOM

6.1 CuMMeTpUYHaA U acMMMeTpUYHas Kpuntorpadgus

B cuMMeTpuYHOi KpunTorpadui CeKpeTHBbIR KoY MCNonb3yeTcest ANnsl LWMpoBaHnst OTKPLITOTO TEeKCTa B
HeuuTaemyto Kpuntorpammy. Takas salldpoBaHHas MHopMaLums MOXeT BbITb AeLllndpoBaHa ¢ MOMOLLIbIO TOFo
)Xe CeKpeTHOro KrtoYa nocpeacTsom obpaTHoro WwWindpposaHuio nopsaka AeicTBUi. JaHHbIn TUn kpuntorpadudec-
KOW cUCTEMbI LUIMPOKO UcronbayeTcs Ans obecrneveHns KOoHPUAEHLMaNbHOCTU 1 Ha3biBaeTC CUMMETPUYHOR cuc-
TEeMOW UNU CUCTEMOIA C CEKPETHBIM KITHOYOM.

KpunTorpadusi ¢ OTKpbITbIM KMo4oM Gbina Brnepsble onuncaHa Yutdungom Quddu u MaptuHom Xennma-
Hom B 1976 r. B gaHHOM nogxoae UCnonb3yoTcA ABa pasHbIX KIova — OTKPbITLIA U cekpeTHbI. Jlioboi obnaga-
TeNb OTKPLITOro KrtoYva MOXeT 3allngpoBaTs cooblieHre, HO He MOXeT ero paclumdposats. PaclumndgposaTh
coobLLeHNe MOXET TOJbKO BradeneL, CEeKpETHOro Krtoya. HeBO3MOXHO BLIMUCIIMTL CEKPETHBIN KIToY, 3Has TOSb-
KO OTKPbITHIA KoY, MOSTOMY OTKPbLITBIA KItoY MOXET BbITh U3BECTEH BCeM 6e3 yrposbl HapyLUeHUsl KoHbuaeHUu-
anbHOCTW.

Takas kpynTorpaduyeckas cucteMa HasbiBaeTcsl acuMMeTpudHoli. LLInpoko ucnons3yeTca acuMMeTpuy-
Hblli anropuTM RSA, HasBaHHbI B 4ecTb Tpex ero nsobpertartenei (Rivest, Shamir n Adelman), kak camocTtos-
TENbHO, Tak U B COMETAHMMN C CUMMETPUYHBLIMU KpUnNTorpachuyeckumm cucteMamn. B Takux rubpuaHbix cuctemax
aCUMMETPUYHBIA anropuTM NCMONb3YETCA AMNS 3alUTbl CEKPETHOrO KNoYa CUMMETPUYHON KpunTorpadu4eckon
CcUCTEMbI.

AcvMMeTpUYHbIe KpunTorpaduieckue CUCTEMbI MOMYT NOBLICUTL 3PEPEKTUBHOCTL CUMMETPUYHBIX KPUNTO-
rpadunyecknx cUCTeM UK BUPTYyanbHbIX YacTHbIX ceTel, obecneunBasi ayTeHTUUKaLmIo yHacTBYIOLLUX CTOPOH
nocpeacTBOM rapaHTVpOBaHHOW LLEENOCTHOCTU AaHHbIX Npy 0OMeHe, a Takke aBTopU3aLnio U KOHTPOSb AOCTYNA.

HekoTopble anropnTMbl OTKPLITOTO Krtoya, HanpuMep RSA, MoryT 661Tb MCNONb30BaHbI ANA BOCCTaHOBMNe-
HUS1 UCXOZHOTO COOBLLEHUS 1 MO3TOMY NPUroAHbI 411 3aLUMThl KOHMMASHUMANBHOCTU NPU BbILLEONUCaHHOM LWind-
poBaHuK. [laHHbIA anropuTM MOXET BbITb Takke UCMONb30BaH B 06paTHOM HanpasneHun, koraa TekeT, 3awudpo-
BaHHBIN C MOMOLLbIO CEKPETHOrO KItoya, MoXeT 6bITb pacludpoBaH ¢ MOMOLLBIO OTKPLITOroO Kntova. JaHHbIN
NPUHLWMN He NOAXoAWT ANs 3aluUThl KOHUAEHLUANBHOCTU, HO MOXeET BbITh UCNOML30BaH ANA ayTeHTuduKaumm.
Tonbko gepXkaTenb CEKPETHOrO KMova MOXET co3faTb KpUnTorpammy, KoTopas MoXxeT 6bITb paclundposaHa ¢
MOMOLLIbH COOTBETCTBYHOLLLErO CEKPETHOro Kntoya. [laHHoe CBOMCTBO MOXKET 6bITb UCNOSB30BAHO ANA ayTEHTU-
drKaLmMm NCTOYHMKa COODLLEHUI BNaaenbLEeM CEKPeTHOTO KIoua.

6.2 LincdbpoBkle cepTudukarthbl

Lindpposolii cepTudukaT — aTO CTPYKTYpa AaHHbIX, CBS3bIBaOLLAst OTKPLITbIN KoY cybbekTa u oauH unu
HecKomnbKo aTpubyTOoB, oNpeaensitoLLMX IMHHOCTL CyObekTa, OTKpbIThIE KIMo4M cybbekTa U Apyryro nHgpopmauuio,
BOCMPON3BOANMYI0 6e3 NCKaXKeHUI nocne WnucpoBaHUsi ¢ UCNONb30BaHUMEM ceKpeTHoro knoYa YC, BelgaHHOro B
cootBeTcTBUN ¢ MICO/M3K 9594-8. OgHMM 13 aTpUbyTOB, OTHOCALLMXCS K IMYHOCTU, SIBMSIETCA HAa3HauYeHHoe el
UMS, MO KOTOPOMY AaHHbIV CYObeKT MOXeT ObITb aeHTUULMPOBaH.

Cyb6bekToM MOXeT BbITh husnyeckoe UL, nogpasaerieHne opraHMsaLun, NPUoXeHne, cepeep Unu Tex-
HU4Yeckoe ycTpoicTBo. HasHaueHnem uudposoro cepTudbmkaTta sisnsetcs obecneveHne onpeaeneHHon crenexHn
YBEPEHHOCTW B TOM, YTO OTKPbITbIA KIHOY NPUHAANEXUT MAEHTUMLUMPOBAHHOMY CYGbEKTY U YTO AaHHBIA Cy6BbeKT
BrnageeT COOTBETCTBYIOLLVM CEKPETHBIM KITIOUOM.

CreneHb yBepeHHOCTM 0becneurBaeTcsl yNOSIHOMOYEHHBLIM JIULIOM Mo cepTudmkaLm, nognucasLLnm Lnd-
poBoWi cepTudmkaT CBOMM COBCTBEHHBIM cekpeTHbIM KitouoMm. Moanuckisas umdposoii ceptudmkat, YC 6epeT Ha
cebs1 0OTBETCTBEHHOCTL 3a UHChopMaLMIo, cogepKaLLytocs B LMcbpoBom cepTudmkaTe, 1 3a obecnedeHune aepxa-
Tens cepTudprkaTa onpeaeneHHLIM ypoBHEM ayTeHTUDUKaLWA.
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YC BbinyckaeT cepTudmKaThl, BEAET KaTanor cepTudukaTos (BMECTE C UX OTKPLITEIMU KItoYamu), aHHY -
pyeT cepTUduKaThl, KOTOpPbIe MOTYT CTaTb HeAeNCTBUTENbHEIMM, M 0BecnevnBaeT CBOEBpeMeEHHOe MHOPMUPOBa-
HWe BCeX y4acTBYIOLLIMX CTOPOH 06 aHHYNUpoBaHWK cepTudmkaTtos. [MNpoLecc ynpasneHus cepTudukataMmu onpe-
AeneH B UCO/TC 17090-3, B kKoTOpOM Takke onpegeneHsl pornb YP 1 orpaHuyYeHns Ha Tex, KTo MOXeT UCTIONHATL
porb YP.

6.3 AneKTpoHHbIe Nognucu

OnekTpoHHas nognuce npedctaensieT coboi npucoeanHeHHbIe AaHHbIe UK KpunTorpaduyeckoe npeobpa-
30BaHue Brioka AaHHbIX, MO3BONsoLLEe NonyyaTtento aToro 6roka gaHHbIX NoATBEPANTL NPOUCXOXKAEHWE U Leno-
CTHOCTb AaHHbIX U 3aLLMTUTL UX OT Nogaenku, Hanpumep, nonyvatenem no NCO 7498-2.

ONeKTPOHHYIO MOANUCE CO3Aat0T NOCPEeACTBOM UCTONb30BaHWA CEKPETHOrO KtoYa oTnpasuTens Ans Bbl-
MOMTHEHWSA HEKOTOPOW MaTemaTU4eckor onepauun Hag nocelnaemsiM cooblleHneM. MeToa 3akioyaeTes B UC-
MonbL30BaHUW CEKPETHOrO Krtoda 1 0AHOCTOPOHHEW MaTeMaTUYeCKor (oyHKLMN, U3BECTHOW KaK anropuTm xXeLlu-
poBaHus, Ans co3aaHusi XeLl-kogda (HeKoero YmMcna) s CXoaHoro coobLleHns. Xel-thyHKLUS UMeeT CBOIMCTBO
HeobpaTUMOCTH, 3aKoYatoLLLEecs B HEBO3SMOXHOCTU MONYyYEHUS UCXOAHOTO COOBLLEHMS NI CEKPETHOrO KioYa
u3 xell-koda. XeLl-koa MPUCOEAUHSIIOT K COOBLLEHNI0 U MoCckiNaT BMecTe ¢ HUM. MNonyyaTtens ncnonbsyer
OTPbITLIN KNHOY OTMPaBUTENSN AN BbINONHEHWS Takol e onepauum Hag coobLleHneM 1 cpaBHUBaET NoNyYaBLUni-
Csl B pe3ysnbTaTte Xell-kog ¢ TeM, KoTopblli Bbln NnpucnaH ¢ cooblyeHreM. Ecnn aTn xeww-koaesl coBnagaoT, To
nonydartesib UMeeT onpeaeneHHyo cTeneHs YyBePEeHHOCTU, YTO coobLLeHne 6biNo OTNPaBNeHO UMEHHO TEM UCTOM-
HMKOM, KOTOPbIA 3a5BKN 00 ero oTnpaske.

MockonbKy CekpeTHbIN KoY SIBMSETCS YaCTbIo Napbl KtoYel, B KOTOPOW OTKPbIThIV KITloY CBAI3aH C JINYHO-
CTbH0, YKa3aHHOM B LnudpoBOM cepTudmkaTe, TO IMYHOCTE OTNPaBUTENs MOXeT BbITb yCTaHOBIEHA C paHee He-
AOCTUXKMMON CTeneHb0 yBepeHHocTU. CTeneHb yBepeHHOCTU rapaHTupyeTea YC, nognucasLuum LndpoBoli cep-
TuUbukaT cBOUM COBCTBEHHBIM cekpeTHbIM Knovom. Moanuceisan undposol ceptudmkart, YC 6epet Ha ceba
OTBETCTBEHHOCTb 3a MHGOPMaLWIO, cogepxallytocs B undposom cepTudukarte, 1 3a obecneyeHve gepxatens
cepTucbukaTa onpeaeneHHbIM YpoBHEM ayTeHTUUKaumm.

CreneHb yBepeHHOCTHN 3aBUCUT OT NOAUTUK U Npasun YC 1 ynpasneHus KIov4ammn y4acTBYIOLLMMU CTOPO-
Hamu.

Momumo obecneueHnst onpeaeneHHoW cTeneH yBepeHHOCTU Npy ayTeHTudMKaumum oTnpasuTenei, cnone-
30BaHWe 3NeKTPOHHOW NoAMUCK MOXET rapaHTUpoBaTh onpeaeneHHyo cTeneHb YBepeHHOCTU B LIeNOCTHOCTU AaH-
HbIX MpK 06MeHe, NOCKOSLKY COBNaAeHNe XeL-KoA0B MOXET UMETb MeCTO, TONBLKO eCfiv COOBLLEHUs, UCNOMb30-
BaHHbIe ANsi UX NOMyYeHUsl, MOEHTUYHBI Ha NepeaatoLLen U NPUHUMALOLLE CTOPOHAaX.

6.4 3awWuTa ceKpeTHOro Knua

CepTudmkaT He CBA3BLIBAET KITHOUM C IMMHOCTSIMU; OH CBA3LIBAET KNHOUM TONBKO € UMEHEM NnYHOCTU. Heob-
X0AVMO BbINOMHUTL CreuMarbHble AeCTBUS 4N NOMHON NPUBA3KA CEKPETHOTO KIoYa K SIMYHOCTH, YTo6bI 06ec-
neynTb BO3MOXXHOCTb UCMIONb30BAHUS AaHHOTO CEKPETHOrO KItoua TOSbKO HA3BaHHOM NUYHOCTLIO. MoaToMy Ans
ycneluHoro dyHKLMoHupoBaHus no6oi MOK B cthepe 3apaBooxpaHeHus pellaroLLee sHaueHne UMeeT Haanexa-
Lliee ynpaBneHue cekpeTHbIMU Krtodamu. Ecnn cekpeTHbIn kintou paccekpedeH, To MOK He asnaeTca 6onblue
ahheKTUBHOW 3aLLMTON MHhopMaLMK, NnepefaBaeMoii U XpaHUMOW C UCMONb30BaHNEM AaHHOM Napbl OTKPLITOro U
cekpeTHoro kntodei. Bonee Toro, ecnu cekpeTHbIN kntod YC paccekpeyeH, To cuctema 6e30nacHOCTU 30HbI AaH-
Horo YC MoXeT PyXHYTb.

3alumTa cekpeTHOro knoya TpebyeT coveTaHusi ynpaeneH4eCckuxX NpoLeccoB U TeXHUYeckux metoaos. Ka-
Kue 6bl TeXHWYECKMe cpeacTBa HY MCMOb30BaNNUCh, 3aluTa KnoYa 4omkHa NoAAepPXXUBaTLCA B paMKkax Bceob-
LLEel CTPYKTYPbI YNpaBneHns nHdopmaLnoHHor 6e3onacHocTbio B cooteeTcTBUM ¢ UCO 17799.

CekpeTHbIi knkod MoXeT BbITb 3aLLMLLEH NOCPEeACTBOM 3/1EKTPOHHOIO YCTPOWCTBA, B KOTOPOM OH XpaHWUTCS
N KOTOPOE MOXET OCYLLECTBATL KpunTorpadudeckue setimucneHuns. [ocTtyn K TakoMy YCTPONCTBY AepxaTenb
cepTudmKaTa MOXET NOMy4MTb C UCTIONL30BaHWEM Napons, kogosow dpasbl N BuomMeTpUIeckUX AaHHbIX. ITO
Bonee HagexXHbI MeTo 3aLLMThl CEKPETHOTO KNtoYa, MOCKOMLKY OH He TpebyeT anekTpuieckoro CoeanHeHns ¢
KOMMbIOTEPOM, K HEMY HEBO3MOXHO MOMYYNTL AOCTYMN Yepes CeTb U B HEM MOTYT UCNONbL30BaTLCA CAOXHbLIE
anropuTMbl ayTeHTudukaumn. OnpegeneHHble TUNbl CMapT-KapT MOTYT BbINOMHATE Poslb NOAOBGHBLIX 31E€KTPOHHBLIX
ycTpoiicTB. Takke BO3MOXHO ncnons3osaHne USB-ycTpoicTea nnm nogobHbIX 3/1eKTPOHHBIX YCTPOWCTB, B KOTO-
PbIX XpaHWUTCS TONBKO CEKPETHBIN KIou, a KpUnTorpatpuyeckunii anroputM XpaHUTcs Ha KoMMbloTepe.

CeKpeTHbIN KN4 MOXET Takke XpaHUTLCA Ha guckeTte. OTo MeHee 6e3onacHo. CekpeTHbI KoY MoXeT
TakkKe XPaHWUTLCS Ha XXeCTKOM aucke paboyen cTaHumn, 310 HauMmeHee 6esonacHeli cnoco®, NocKobKy 4OCTYM K
CeKpeTHOMY KITHoUy MOXET ObITb OCYLLIECTBEH Yepes CeTb, K KOTOPOI nogkoyeHa pabodasi CTaHLMS.
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Onsa nonyyeHWs gocTyna K CEKPETHOMY KoYy, XpaHsiLLeMycsi Ha OHOM W3 BhilLenepeyncrieHHbIX yCT-
poWCTB, AepxaTento cepTucunkara nMbo Apyromy yCTporACTBY UK NPUINOKEHUIO HeoBX0AUMO NPOATU ayTeHTudu-
Kauuio, Yalle Bcero nocpeacTBoM BBoAa Naponst, KoAoBoM pasbl UM BUoMeTpuiecknx AaHHbIX. CylLecTBYOT
pasHble cnocobbl ayTeHTUdUKALMK, FNaBHLIM 06pa3oM OCHOBaHHbLIE Ha TakUX XapaKTepucTukax ayTeHTuuLmpy-
eMOro, Kak ero MecToHaxoXaeHue, HeYTO eMy M3BECTHOE, ero CreLUanibHOCTb UMK HEYTO eMy NpuHaanexatyee.
Hanpumep, TpebyeTtca BBoA Napons (HEYTO eMy U3BECTHOE) C UCTIONb30BAHUEM SIIEKTPOHHOTO YCTPOWCTBA (HEeUTO
emy nNpuHagnexatiee). PekomeHgyeTcsi ucnons3oBaHue 6onee ogHoro crnocoba ayTeHTUthukaumum, HasbiBaemoe
[ABYXCTYNEHYaTON ayTeHTUDMKaLMeNR, 3HaUUTENBHO NOBbILLAIOLLEE 3ALUMLLEHHOCTb CEKPETHOrO KItoua.

Hacroawwii ctaHgapT onpegensieT Heo6xoANMMOCTb MHOTOYPOBHEBOW 3aLLUMTLI M YCTaHaBNMBAET, UTO AN
6onee BbICOKUX YPOBHe 6e30NacHOCTU 3aLLuTa CEKPETHOTO Kitoya A0MkHa OCYLLECTBSITLCS C MOMOLLLLIO 3f1ek-
TPOHHbIX YCTPOWCTB. YNpaBneHne cekpeTHbIM Kriouom onpegeneHo nogpobHo 8 UCO/TC 17090-3.

MepemelleHne NUYHON MeANLMHCKOW MHopMaLIMK Mexay BeJOMCTBaMU, 3a npedernbl rocyAapcTBEHHbIX
rpaHuL ¢ UICNOSIb30BaHWeM HesallMLLEeHHON cpedbl, Hanpumep MHTepHeT, B KOTOPOW oTnpaBuTeNb U nonyyartesbs
paHblue He BCTyNanu B KOHTaKT U He 3Hanu Apyr Apyra nu4Ho, TpebyeT Hanuumusa cnocoboB ayTeHTUdukaumm
y4acTBylOLLMX CTOPOH Ans obecnedeHus Toro, 4tobbl Nnepegasaemas M XxpaHumasi UHopmaLusl ocTaBanach KoH-
dmaeHunansHo|, He Bbina U3MeHeHa Npu nepeaade UYToGbl HYU 0gHA U3 CTOPOH HE CMOMNa No3Xe oTpULaTh chakT
OTNPaBNEHWs UMK NonyYeHns uHgpopMaLmu. ATo SBNSETCA OCHOBHLIM TpeGoBaHWEM MHAYCTPUN 3ApaBOOXpaHe-
HUs1 K cepBucam obecneveHus 6esonacHocTu, ucnonbsyemoim 8 MOK.

7 UHdbpacTpyKTypa C OTKPbITbIM KINHOYOM

7.1 KoMnoHeHTbI UHDPACTPYKTYPbI C OTKPLITbIM KITHOYOM

7.1.1 O6LWwue nonoxeHusa

NOK siBnsieTcs MHpacTpyKTYpOoil, coepKallieil nepeyncneHHbIe HKE KOMMNOHEHTLI U UCTONb3yeMol B
npoLecce B3anMOAeNCTBUSI MEXAY AepXaTeneMm Kro4a U y4acTByHoLLeil CTOPOHOW, BKNovasa YC, koTopasi no3so-
NseT ydacTBYOLLEl CTOPOHE NUCMOoNb30BaThL cepTUdUKaT, CBA3aHHLIN C AepXaTeneM knoda, no KpaiHen mepe,
ANs1 0OQHON onepaLum ¢ Ucrosb3osaHneM ceperca obecneveHns 6e30MacHOCTU Ha OCHOBE OTKPbLITOTO KiTloYa.

7.1.2 NonuTtuka no ceptucdpukaram

MonwuTuka no ceptudmkatam (MC) npeactasnsiet cobo NOMMEHOBaHHBIA CBOA NPaBwIl, onpeaensowunii
NMPUMEHUMOCTL cepTudMKaTa B onpeaeneHHoN 0Tpacnm 3ApaBooxXpaHeHns U/Mnu knacce NpunoXKeHui ¢ obLmmMm
Tpe6osaHUsIMU K 06ecnedeHnto GesonacHocTn. CepTudmkaThl, ocHoBaHHble Ha NMC, koTopasi cneyuanbHO paspa-
6oTaHa Ansa ygosneTBopeHusi notpebHocTel MeanuuHeKkon nHdopMauuv, NoAAEPKUBAIOT Takue CePBUCHI, Kak
aBTOpPM3aLWA, KOHTPOSb AOCTYNA U LIenocTHOCTb MHdopmaumu. Cieuududeckne notpebHOCTU cucTembl 3apaBo-
oxpaHeHUs1, onucaHHble B pasgene 5, TpebytoT, 4Tobbl undpoBble cepTudnkatbl 6binu onpegeneHbl 0cobbiM
o6pa3om MeHHO Ans HYXA 30paBOoOXpaHEHUS.

7.1.3 Ceop npaBun no ceptudmkauum

Csog npaswun no ceptudukauum (CrC) npeactasnsieT cobow copMynNMPOBKY NpaBuii, KOTOPbIE YNOSTHOMO-
YeHHoe UL Mo cepTUdmKaLmm ncnonbayeT Npu Boigade cepTudukaTtos, peanuaya NMC. Hanpumep, B CIC ykasa-
Hbl AEACTBUS, KOTOPblE HEOBX0AMMO NPeANPUHATL, KOraa U3 MeAULMHCKONO yupeXaeHns NocTynaeT 3anpoc Ha
BblAadvy cepTudmkaTa MeguLMHCKoMy paboTHUKY.

7.1.4 YnonHoMou4YeHHoe NuLo no cepruduxkalmm

YnonHomo4eHHoe nuLo no cepTudmkaumm (YC) siBnsieTcs A0BepEHHBIM CYOHEKTOM, KOTOPbI NoATBEepXaaeT
NMYHOCTbL AepxaTens cepTudmrkaTa u NnpucBamBaeT «NepcoHanbLHOe UMsI» AaHHOMY AepXaTento cepTudukara.
YC Takke noaTeepxaaeT NpPaBUbHOCTL MHGOPMaLIMK, OTHOCSILLIEACS K TMMHOCTU AiepkaTtens cepTudukara, nog-
nucbIBasi JaHHbIe Y Takum 06pasom noATBepkaast CBsI3b MeXay UMeHaM1 UNW TIMYHOCTSIMU U OTKPLITHIMU KIloYa-
MU, KOTOpPbIE YCTaHaBNUBAIOT 3MIEKTPOHHYIO NOANUCH ANs AaHHOTO AiepaTens cepTudukarta. Hekotopble U3 aTux
yHKUMA MOTyT 6bITb AenernpoBaHbl YP (cM. 7.1.5), Hanpumep cyHKLMM NOATBEPXKAEHUSI TMYHOCTM U NPUCBOE-
HUS NEPCOHaNBbHOMO UMEHW, MOCKOMbLKY AaHHble (YHKLUM Haumy4Lwnum 06pasomM MoryT 6bITb BbINOHEHbI HA MeCT-
HOM ypOBHe.

CeKkpeTHbIl KIlo4 MOXEeT XpaHUTLCS Ha KoMMbloTepe cybbekTa, AucKeTe Unu ApyromMm Hocutene, Harnpumep
cmapT-kapTe. OBbIMHO AOCTYM K KIOUY OCYLLECTBIISIETCA AepXaTenemM cepTudukara nocpeAcTBOM BBoAa KOAo-
BOW hpasbl.

HacTosawuin ctanaapT gonyckaeT, YTo MeQULIMHCKUE YyYpeXXaeHUst MOryT nosflyyath YCryri no ceptuduka-
Luuu pasHbiMy cnocobamun. HekoTopble MOMyT OCYLLLECTBIATL 3Ty AESATENbHOCTb CAaMOCTOSITENBHO, ApYrue MoryT
nepeaartb NOTHOMOYUA Ha Hee YNOMHOMOYEHHbIM YacTHbIM opraHu3auusiM. Kpome Toro, MoryT cyliecTsoBaTb
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pasnuyHble cMCTeMbI cepTUdukaLMm B 3aBUCUMOCTM OT HasHauyeHUs1 BbilyckaeMblx cepTudmkatoB. depxartenu
cepTUUKaTOB Takke MOTyT UMeTb pasHble cepTuduKaTbl.

B 3aBuncumoctu ot cnocoba opraHnsauumn MOK B chepe 3gpaBooOXpaHeHUs1 B KOHKPETHOM CTpaHe MoXeT
CyLLecTBOBaTb HECKONLKO YpoBHe YC, BbinyckaloWwmx cepTudukaTol Ansg agepxarenei ceptudukaTtoB B Meau-
LIMHCKOM yUpexaeHum, 415 CUCTEMbl 34paBoOXpaHEeHNs B LIENom Uy Ans ioboro Xutens sTol cTpaHbl.

YC gonxkHo 6bITh 06LLENPU3HAHHONM opraHusaumei, obnagaroLLeil CobCTBEHHOW CUCTEMOI KOHTPONS U Npa-
BWN, Heobxogumoli ans obecneyeHuns Tpebyemoli cteneHm gosepus. o MeHbLLel Mepe, cUCTeMa KOHTPONA U
npasun gomkHa cootsetcTeosaTb MCO 17799 (unum ero aHanory) u, rae 3To BO3MOXHO, MPUHSITON cxeMe 6e30-
nacHocT MOK B npegenax ccpepbl MOSHOMOYMIA BEIMOMHAEMOro AeACTBUS.

7.1.5 YnonHoMo4eHHO€ NALo No perucrpayum

YnonHomoueHHoe 1L no perncTpauunm (YP) sensieTca cybbekToM, ycTaHaBNUBaoLWUM JIMYHOCTU Aepxa-
Tenel cepTudMKaTOB U perncTpUpyoLLMM Ux TpebosaHWs No cepTudmkaumm, HanpasneHHble YC. YP MoxXeT Taioke
NpOBEPSTh POk, CYXebHoe NoNoXeHUe UK CTaTyc 3aHATOCTM AepxaTens cepTudukara Ha COOTBETCTBUE WUH-
dopmaLmm, sanvcaHHol B cepTudpukate atpubyTos. B aaHHOM cnyvae YP MOXeT NpoBepuUTh, YTO Takum aTpuby-
TOM, KaK CTaTyC 3aHATOCTU (Hanpumep, agMUHUCTPaLMS rocyaapcTBeHHON BonbHULEI), MOXeT BbiThb Apyroe YP,
OTHOCSILLIeECs K OpraHu3auum, kotopas nogreepaaeT npodeccroHansHyo Ksanuukaumio MeauuMHcKux paboT-
HWKOB (Hanpumep, KOMUTET Mo perucTpaL M MegULIMHCKNX paboTHWKOB).

MaeHTunbukaumns ponn MeaMUMHCKNX paboTHUKOB MOXET OCYLLEeCTBAATLCA CrieayoLuMm opraHamu:

- HaUMOHabHLIMK, PerMoHaneHbIMU UM MECTHBIMU OPraHaMu 34paBooXpaHeHUs (BKITIOYast OTHOCSALLMECS K
HWUM BOMbHULbI 1 MEANLMHCK/E yYpexaeHust);

- opraHamu rno pernucTpauuy MeauLMHCKUX cneLmanicToB 1 paboTHUKOB 3ApaBOOXpaHEHUs;

- npodeccroHanbHbIMM MeAULUMHCKUMU 06 beaUHEHNSIMU, HanpyuMep, KonnerusiMm Xupypros, ncuxmaTo-
poB, MeacecTep;

- 4aCTHLIMU UK rocyAapCTBEHHLIMU OpraH13auaMy MeguLMHCKOro CTpaxoBaHusl.

NOK B cohbepe 3apaBooOXpaHeHUs MOXEeT onupaThCsi Ha OAWH U HECKOSTbKO TakUX OpraHoB Ans NoATeep-
XAEHWs1 NONTHOMOYKIA MeauUMHCKKX paBoTHUKOB. Mpoueaypbl peructpauumn onpegenersl 8 UICO/TC 17090-3.

7.2 YcTaHOBNEHWe NMYHOCTU NOCPEeACTBOM aTTeCTaUMOHHbLIX cepTUdUKaToB

ATTecTalWOHHblE cepTUMKaTEl OTHOCATCS K TUMY CepTUDNKATOB, OCHOBHBIM Ha3Ha4Ye€HUEM KOTOPbLIX SIBMS-
eTcs aeHTUdMKaLNA NIMYHOCTU C BbICOKOI CTEMNEHbI0 YBEPEHHOCTU B CEPBUCAX, UCNONbIYIOLWNX 3NEKTPOHHbIEe
nognucu. ATtecTauuoHHble cepTudukaTel UMetoT ocoboe 3HadeHue Ana opuupansHOro pacno3HaBaHUA 3NeKT-
POHHBIX Nognuceii. Hactosiumii ctaHgapT obecrneurBaeT CMONb30BaHUE aTTeCTaLMOHHBIX CepPTUCMKATOB B CBA3N
C MOCTOSIHHO BO3pacTatoLM YMCIIOM CTPaH, 3aKkoHoAaTeNbHO yecTaHasnuasaLwmx TpebosaHusa K nocTasLukam
MeANLMHCKUX N APYTUX YCIYT, UCMOSb3YIOLWMX 3/1eKTPOHHbIE MOANUCH, a Takke K nuuam, CTaBALLUM U NOATBEPX-
A2lOLLIMM 3M1eKTPOHHYH0 NOANUCE, C TEM YTOObI 3MeKTPoHHasi NoAnuck Morna 6bIT PUANYECKU NPU3HaHa.

HeobxogumocTb aTTecTaunoHHbIX cepTudmrkaToB bbina npusHaHa Paboveit rpynnoti no paspaboTke cTaH-
AapToB anga cetn MHTepHeT (Internet Engineering Task Force; IETF), BeinycTUBLLIEH COOTBETCTBYOLLUA AOKYMEHT
[10]. B maHHOM foKyMeHTe ycTaHOBMNEH Npochrnb ANs aTTecTauuoHHbIX CEPTUDUKATOB, a ero Lesnbio ABNAETCA
onpeaeneHne 6azoBOro cUHTaKkcuca He3aBUCMMOro OT TpeboBaHWUiA MeCTHOro 3akoHogaTenbcTea. MNpoduns aT-
TecTaunoHHbIX cepTudmkaToB ucnoneayetcs IETF ansa onucanns cpopmata cepTudmkaTa, OCHOBHLIM Ha3Ha4eHU-
€M KOTOpOro siBnsieTcsl HagexHas ngeHTudmnkaums ousmdeckux nuu,. MNpodune aTTecTayunoHHbIX cepTudukaTon
IETF ucnonb3yeTcs B HACTOSILLIEM CTaHAapTe Kak OCHOBa AJ151 NOAAEPXKKN aTTecTaumoHHbIX cepTudukaTos. Mpo-
¢unb aTTecTaumoHHbIX cepTudpmkatos onpegeneH B UCO/TC 17090-2.

B cepe 3gpaBooxpaHeHysi aTTecTaumoHHbIe cepTudurkaTbl MOryT UCNOSb30BaTLCA ANA HAAEXKHOW UASHTU-
hukaumm oTAenbHbIX NOCTABLLMKOB UMW NOTpebUTenen MeamuMHCKUX YCYr ¢ TOW CTEMNEHbI YBEPEHHOCTU, KOTO-
past No3BONUT NOATBEPAUTL SNEKTPOHHYIO NOANUCH AaHHOTo Nuua. HacToawmin ctaHgapT pekomeHayeT UCnonb-
30BaTb aTTecTaUMoHHbIE cepTudukaTbl 4ns KBanMULMPOBaHHbLIX MEANLIMHCKUX paBOTHUKOB U BCNOMOraTeNbHbIX
paboTHUKOB 3ApaBOOXPaHEHUSI.

7.3 YcTaHOBneHue cneLyManu3almm U pornei nocpeacTesoM uaeHtTuduumnpyrowmux ceptudukaros

HacTtosiwuid ctaHaapT yuuThIBaET, YTO HE BCe Bpauu OAMHAKOBbI C TOYKW 3peHus nauveHTa/notpeburens
ycnyr. MauueHTbl/noTpebutenu ycnyr, Mmetowime pasHblie npobnemsl Co 340pOBbEM, MOTYT 06paLLaThCA K pas-
HbIM Bpadam. BUY/CINNI, nHdekLumoHHbIe 6onesHu, ncuxmyeckue 3abonesaHna ABNATCA TONbKO HEKOTOPLIMU
13 npobnem co 370poBLEM, KOrAa NoAW BCTYNaT B 0TAENbHbIE OTHOLWEHUA. B pesynbTaTe pelleHue o paspe-
LLEHWUW A0CTYrMa MeaMLIMHCKOro paboTHUKA K KOHKPETHBIM faHHLIM MeAULMHCKOWM KapTbl NauveHTa/noTpebutens
ycnyr 06bIMHO 3aBUCUT OT crieuyanusaumm 4aHHOro MeguLUMHCKOro paboTHUKa, Hanpumep XUpypr, U ero ponu,
Hanpumep AeXXypHbIA XUpYpr oTAENEeHUsi CKOPO NOMOLLM LIeHTparnbHON ropoAckor 60nbHULI.
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BaxkHo 0TMeTUTb, UTO MH(OPMaLIMS aBTOPU3aLMN HE UMEET TOTO e Cpoka AEUCTBIS, YTO U NpUBSA3Ka yA0C-
TOBEPEHNS IMYHOCTU K OTKPLITOMY KITHOUY, U HAMHOMO MeHbLUE CpoKa NepBUYHOW MeaULMHCKOK KBanudukauuu.
Hanpumep, yenosek MOXeT BbITb NpodheccnoHanbHLIM Bpadom co ctaxkeM 40 neT, Ho BbITb MPUHATLIM Ha paboTy
Ha OOMKHOCTb KOHCYMbTUPYIOLLLEro NCMXuaTopa B KOHKPETHYH 6oNbHULY BCEro Ha HeCKoNbKo Mecaues. Ecnn
nHpopmMaLms asTopusaLum kogupyetcs B pacwmperHnn COK, To 06bIMHBIM pe3ynbTaToM SIBNSIETCS CoKpaLleHne
cpoka gerictems COK. Kpome Toro amuteHT COK 06bI4HO He oTBeYaeT 3a UHdopmMaLuio asTopusauun. B aaHHoM
cnyyae asmuteHT COK MOXeT UMEeTb BO3MOXHOCTb MPOBEPUTL, HTO YKazaHHOe NIMLO SIBMSIETCS KOHKPETHLIM Meau-
LIMHCKUM PabOoTHMKOM, O4HaKO MeHee BEPOSITHO, UTO OH MMEET BO3MOXHOCTb NPOBEPUTD, YTO AaHHOE N0 3aHK-
MaeT A0MKHOCTb KOHCYNbTUPYIOLLEro NcuxnuaTopa B KOHKpeTHOM 6onbHULe. 3TO NPUBOAUT K HEOBX0AUMOCTH
AOMONHUTENBHLIX AeNCTBUIA cO CTOPOHLI sMuUTeHTa COK, 4To6bl NONYYUTL MHOPMALWMIO U3 aBTOPUTETHOTO UCTOY-
HUKa. 3TO MOXET Takke NPUBECTU K CoKpaLleHuto cpoka aenctema COK, nockonbKy HekoTopasi nHopmMauums,
cofepxallasica B Hem, 6orbLue He 0CTOBEPHa, YTO BbI3bIBaET yBesiieHne obbema agMUHUCTPaTUBHOW paboThl
no aHHynMposaHuio gaHHoro COK 1 Beinycky HoBoro. Mo aTuM npuunHam 3adacTtyto yaobHee otaennTb uHdop-
mauuto asTopusaumm oT COK. PaboTa no getansHoi cneuvdukauum ceptudpmnkaTos aTpubyTos Bee eLle Npoaos-
XaeTcs, 1 cyllecTByeT HeobxoaumocTb Bonee WUPokoro BHeApPeHUs AaHHOW cneundukaumMm B UHAYCTPUIO
nporpamMmmHoro obecnedeHus (cMm. [25]).

XoTs cneuundmkaums ceptudmnkatos atpubyTos IETF onuckiBaeT MCNonNb30BaHNe OTKPLITOrO KNoYa Ans
noaTBEPKAEHWNS SNEKTPOHHLIX MOANUCEN Uy onepauuii No ynpaeneHunto KpuntorpacuieckumMm Knovamu, oHa
yCTaHaBM1BaeT, YTO He BCe 3anpochl U peLleHns o NpegocTaBneHn nHopmaLmm ocCHoBaHbl Ha naeHTUUKaLmmn
nnyHocTu. Mogo6Hble peLLleHus, KacatoLmMecs KOHTPONA AoCTyNa, MoryT BbITb Takke OCHOBaHbI Ha Npasunax,
pOnsiX U KaTeropusix, U NoaToMy TpeboBaTh AoNonHUTENBHOW MHopMaLmK. Hanpumep, uHdopmauma o MeguumH-
ckoM paboTHVKe KaK O crieLmanucTe B KOHKPeTHOM 061acTu MOXeT BbITb 6onee BaXKHON NPU NPUHATUN PELLEHNS O
AocTyne, Yem MHdopmaums o ero nMYHocTU. B nogo6HbIX cnyvasx uHdopmayusa astopusauum, Heobxoanumas
AN NOASEPXKKN NPUHATUA TaKUX peLleHnin, moxeT BbITb 3akoanposaHa B pacwmnpeHun COK nnu B otaensHOM
cepTupukaTte atpubyta cornacHo [25] u UCO/TC 17090-2.

HacTrosiuii ctaHaapT pekomeHayeT, 4Tobbl 0CHOBHBLIM HasHaveHWem COK siBnanock noareepxaeHue nuy-
HocTh. MHtbopMauums 0 NYHOCTU AepkaTens cepTudukata, cogepxallanca B ceptucmkatax X.509, MmoxeT 6biTb
MCMoNb30BaHa B kauecTBe OCHOBaHUS ANS NPUHATUSA peLleHni 0 NpeaocTaBneHu MHopMaLumMm B OTBET Ha 3an-
poc, nocnaHHbIl Ha cepeep ¢ onpeaeneHHon uenbio. COK no X.509 cBaA3biBaeT NMMYHOCTL KIIMEHTa C OTKPLITbIM
krntodoMm. MiHdopMaumsi 0 TMYHOCTU MOXKET BbITb UCMONb30BaHa Anst NOAAEPXKKU NMPUHSITUSI PELLEHWIA Ha OCHOBe
naeHTUdUKaLMM NMYHOCTK, YNPaBnAoLLMX 3anpocaMun U npegocTaBneHneM nHpopmaLmu, nocne Toro kak aep-
XaTtesb cepTudmkaTa NoATBEPANT, HTO €ro CeKPETHBbIW KITtoY COOTBETCTBYET OTKPLITOMY KItouy, cogepXallemMycs
B COK (cm. [25]).

Mocne Toro Kak NMM4YHOCTL NoATBEPXAeHa, cepTudukarbl aTpubyToB MOryT ObITh UCNONbL30BaHbI Anst bonee
noaxodsiLLero yrnpaeneHus ¢ MHdbopMaumen B cutyauusix, koraa Hekotopast uHcbopmMauums, cesizaHHas ¢ COK,
Bonee n3MeH4MBa MK HeQoONroBeYHa, YeM ocTanbHas uHdopmaums. Mo aTol npuunHe HacToAWMIA cTaHaapT
CoOepXNT NoroXxeHue o cepTudpmkatax atpubyTos.

BmecTe ¢ TeM AaHHbIR nogxod cTankveaeTcs ¢ psgom TpyaHocTel. MoapobHas cneuundmkaumsa ceptucu-
KaToB aTpubyTOB BCe ellle HaxoaMTcsl B cTagun paspaboTku, u cyliecTsyeT HeobxoaMmMocTb Bonee Lnpokoro
BHeApeHWsl AaHHOW cneLmdmrkaumm B UHAYCTpUto NporpammHoro obecnedenusi. Bonee Toro, MHopMauums o cne-
upnanusaLmmn megmunHekoro paboTHUKa, HanpyMep NcuxuaTpust, NneauaTpusi U Ypornorusi, UMeeT onpeaeneHHbINn
Cpok aericTeus. Kpome Toro, 40mKHa CyLLIeCTBOBaTL BO3MOXHOCTb percTpaLum MHdopMaLum o pony nauveHTa/
notpebutens ycayr. Mo atum npuauHam B UCO/TC 17090-2 onpegeneHo pacluMpeHne UaeHTUULMPYIOLLUX TU-
nos ceptudmkatos COK nog HazsaHnem HCRole.

7.4 Ucnonb3oBaHue cepTucmkaToB aTpubyToB ANs aBTOpPU3aL UM U KOHTPOSi AocTyna

Cneuudkaums ceptudmkaro atpubyTtos IETF onpeaensiet, 4To pasmellieHve MHdopMaLMm asTopusaumm B
COK HexxenaTtensHo. HacTosilwmia ctaHgapT npusHaeT XenaTenbHOCTb MHOTOKpaTHOro UCNOoNb30BaHUS U HEO6XO-
AVMOCTb MUHYMU3aLMK MHopMaLmK, coaepkallecs B uaeHTuduumpyrowmx ceptudmkatax. PekomeHgyetces,
yToObI MHCPOPMALIMA O AOMONMHUTESBHBIX POJISIX, FPYNMOBOA NPUHAANEXHOCTU, KaTeropum AonycKka pasmeLlanach
B COMYTCTBYIOLLUX cepTucpukarax atpubyTos.

CnegnyeT OTMETUTb, YTO UHOPMAaLIMS aBTOpU3ALMK OTIIMHAETCA OT NHpopMaLIMK O MEANLIMHCKUX PONAX U
NMUEH3MSX, KoTopasi MoXeT H6bITb COOTBETCTBYOLLMM 06pasom BkntoveHa B COK. Ponb unu nuueHansa nogpasy-
MeBaeT Hekuii ypoBeHb aBTopu3aLmm, ogHaKko camu no cebe oHW He ABNAOTCA HeobxoauMoln Hdopmaumei
aBTopu3auuun. Hactoswuii ctaHaapT obecneumBaeT UCTIONb30BaHWe cepTUUKaToB aTpUbyToB ANA NOAAEPKKM
nepeaaqv MHpopmaumm Ha OCHOBE porieli OTHOCUTESNLHO MOCTaBLLUKOB MEAULIMHCKUX YCAYT.
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XoTsa naeHTudnLMpyoLLMiA cepTrdmkar, BeinyLeHHbIn COK, MoXeT npeannceiBaTh HEKOTOPYHO POSlb, BO
MHOTMX CUTYaLMAX OH HE COOEPXKMT AOCTAaTOYHOW MHOpMAaLIMK ANS NPUHATUS peLleHns o paspeLleHnn JocTyna.
Hanpumep, xota COK, BbigaHHkI Bpady oT umenn YP, HanpumMep Xupyprudeckoli Konneruuw, nogrsepxagaeT, 4To
BpaY IBMSIETCA XNPYProM, B HeM 0BbIMHO He COAePXUTCA OCTaTOMHOW MHGOpMaLMmn Ana asTopusaLn AaHHOro
Bpaya, HECMOTPsI Ha TO, YTO OH SIBNSIETCA LUTATHLIM COTPYAHNKOM OTAENEeHWUS1 CKOPOI MOMOLLM KOHKPeTHOW 60onb-
HULBI, YTOBLI MPMHUMATL NauueHTa B 6onsbHULE.

MopobHas aetansHas UHgopmMaLnsa naeHTUdnKaLmm 6onee yecneLwwHo nNpegocTasisieTcs NocpeacTsoM Uc-
nonb3oBaHWs cepTudukarta atpubyTa, CBA3aHHOO C OTKPbITLIM KITHO4YOM MeguLIMHCKoro paboTHuka. MeguumHekmi
paboTHUK MOXET UMETL MHOIO cepTUdbrKaToB aTpMBYTOR, OTpaXKatoLLUX €ro MHOrOYMCIEHHbIEe ponn. Takue cepTu-
dukaTbl aTpMbYTOB 0OLIYHO UMEIOT Boree KOPOTKUIA CPOK AENCTBUSA, YeM MOEHTUDULIMPYIOLLWIA cepTudmKarT.

IETF Takke KoHCTaTUpyeT, 4To nHdopmMaLust aBTopusaLum AoskHa 6bITh 3alimileHa aHanornyHo COK
cepTtudukat aTpubyTa obecneunBaeT Takyto 3almTy. OH NpeactasnsieT coboi npocto Habop aTpnbyToB, Noanu-
CaHHbIV UK cepTUULMPOBaHHEIA B 3NeKTpoHHON dhopme. CepTudumkat atpubyTa no cTpyktype nogobeH COK;
OCHOBHOE OT/IMYME COCTOWUT B TOM, 4TO OH HE COAEPXKMT OTKPLITLIN Kitod. OH MOXET coaepaTtb aTpubyTel, onpe-
AenstoLyne rpynnoByro NPUHaANEXHOCTb, POflb, KAaTeropuio A4onycka 1 Apyryto MHopMaLmio Mo KOHTPOIo Ao-
nycka, OTHOCSILLYIOCA K BNnaaenbLy cepTudmkara atpubyra.

CneuudukaLms aneMeHToB AaHHbIX B cepTudukaTte aTpubyTa, cooTBeTCTBYtoLWas [25], onpeaeneHa 8 UCO/
TC 17090-2. MockonbKy crieuudmkaLmsa cepTudmkaToB aTpubyToB BCe eLLe HaXoauTCs B CTagun paspaboTky,
TUMbl MEAULIMHCKMX cepTudhnkaToB aTpnbyToB 6onee NnogpobHO AoMkKHbI BbITh onpeaeneHbl B NocrneayroLwmx
M3gaHusIX HacTosILLero cTangapTa.

8 TpeboBaHuA K onepauMOHHON COBMECTUMOCTMU

8.1 O630p

HacTtoawwii ctaHaapT obecneunBaeT nogaepky 6e3onacHoi anekTpoHHON nepeaaye MeauULUHCKON UH-
dopmaLluy B MexgyHapogHoM maclutabe Ha ocHose AopaboTkm aokymeHToB IETF u apyrux cywecTByioLmx
cTaHgapToB no 6esonacHocTy. Bee valle B kauecTBe cpefpl Ans MexgyHapogHoro obMeHa uHdopmaumer uc-
nonbayeTcs VIHTepHeT.

Llenbto HacTosiLero ctaHgapTa asnaeTca onpeaeneHve anemeHTos NOK B cchepe 3gpaBooxpaHeHus, He-
obxoauMbIx Ans nogaepkky 6esonacHoro obmeHa MeguUMHCKOW UHbopMaLmen B MexayHapoaHOM macluTabe.
Ans peanusauum MexayHapogHoro obmeHa nHcopmMaumein oH aomkeH 6asnposatbea Ha MIHTepHeT-TEXHONMOormsX.
MoaToMy B kauecTBEe OCHOBbI HACTOSALLLEro cTaHAapTa B3AT AOKYMEHT, yKasaHHbIN B [9], 1 no mepe Heobxoanumo-
CTW UCNONb30BaHbI Apyrue AokymeHTbl IETF.

BesonacHas nepegaya MeguLIMHCKOW MHpopMaLmn B MeXayHapoAHOM MacluTabe MoXeT BbITb obecneye-
Ha y4acTBYHOLLMMU CTpaHaMy NyTeM B3aUMHOrO NPU3HaHWA cnocoboB, UCNOMb3yeMblX B KaXaol cTpaHe Ans
peanu3savum NoauTUK, NpakTUHeckUx NpUeMoB 1 Npoueayp akkpeauTaumm YC.

YnpasneHue MOK B cchepe 3apaBooxpaHeHus TpebyeT AanbHeliLLei NpopaboTkn U HaxoaUTCA BHe obnacTtu
npUMeHeHUs HacTosILLLEero cTaHaapTa. HactoAwuii ctaHaapT npeanaraet, 4Tobbl hyHKUMOoHansHasi COBMECTUMOCTb
B MeXayHapoAHoM MacluTabe 6bina 4oCTUrHYTa NyTeM nognucaHus cepun ABYCTOPOHHUX U MHOTOCTOPOHHUX
cornalleHuin mexay cTpaHamu, OCHOBaHHbIX Ha MWHWManbHbIX TpeboBaHusx, onpeaeneHHblx B UCO/TC
17090-3. B koHeYHOM cyeTe JOBEPSIOLLEN CTOPOHE HYXXHbI YC, YTOBLI yCTaHOBUTL HEOBXoAUMBIE NpoLeaypbl A4S
obecneyeHns UCMONbL30BaHNUS UMEIOLLEACA MHPaCTPYKTYpbl ¢ TpebyeMbiM ypoBHEM rapaHTun 6e3onacHocTy.

8.2 BoaMoxHble BapuaHTbl co3ganusa UOK B cchepe sapaBooxpaHeHUsi B MeXayHapoAHOM MacLu-
Tabe

8.2.1 BBegeHue

OcHogHol npobnemoit ansa noboii MOK, cTpeMsLwlencs oOXBaTUTb pasHble PUCOMKLMMY, BKITIOYas rocyaap-
CTBEHHbIe rpaHu1Lbl, sIBNseTca gosepue. [losepne — 370 NUHUA MOBEAEHUSI MHOTUX CTOPOH, OCHOBaHHasA Ha nonu-
TUKaxX U NPaKTUYECKUX NpuemMax u, Kak npofaoshkeHve, Ha 4OCTOBEPHOCTU 3N1eKTPOHHBIX cepTUdmKaToB, BelAAH-
HbIX AepxaTento cepTudmkara ynonHOMoYeHHbIM opraHoM. Huxke nprveeaeH 0630p BO3MOXHbIX BapUaHTOB NOCT-
poeHus apxutekTypbl MOK B cihepe 3apaBooxpaHeHus.

8.2.2 BapuanTt 1 — Egunan nepapxusa UOK

C TexHUYECKOM TOUKM 3peHUs1 3TO camblii NpocTol BapuaHT. OgHako HepeanbHo co3gate MOK B ciepe
30paBOOXPaHEHUS], OXBATLIBAKOLLYIO BECb MUP, C €ANHBIM LeHTParn3oBaHHbLIM PErMCTPUPYOLLMM U BbiAaoLLUM
cepTudmkaTbl opraHoM. NMonHOMOYMS o perncTpaummn B 4aHHOM BapuaHTe MoryT 6bITh NepegaHbl Apyromy opra-
Hy. OHaKo B 9TOM criydae CTpyKTypa ynpaBrieHUs MOXeT okasaTbest HepaboTOCNOCOBHOM.
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8.2.3 BapuaHT 2 — YnpaBrneHue goBepueM goBepsoLeil CTOPOHON

B naHHOM BapuaHTe Ha goBepsitoLLeli CTOPOHE NeXUT OTBETCTBEHHOCTL 3a MPUHATUE peLleHns 0 A0Bepumn
AaHHomy YC. OTOT BapuaHT MMeeT CBOW HeJOCTaTKu1, Tak kak TpebyeT, YTobbl NpUHATUE peLLeHns O JOBEepumn
nexano Ha JOBEPSIOLLEA CTOPOHE 1, B HEKOTOPbIX CIyYasX, 3T0 MOXeT NPUBECTU K CIIULLKOM BbICOKOR CTeneHu
OTBETCTBEHHOCTY ANs A0BEPSIOLLEN CTOPOHLI, Y KOTOPOA MOXET ObITb He4OCTaTOUHO MHpOpMaLMKW NS NMPUHATUS
060CHOBaHHOrO peLLIeHUs.

8.2.4 BapuaHT 3 — lNepekpecTHOe pacno3HaBaHue

MepekpecTHoe pacnosHaBaHve NpeacTasnsaeT coboi BapuaHT yperynmpoBaHust hyHKLNOHarNbHON CoBMeC-
TUMOCTH, NPU KOTOPOM AOBepsitoLLIas CTOpOoHa U3 30HbI oaHoM MOK MoXeT ncnons3osath MHpopmMaLuio o6 yron-
HOMOYeHHOM opraHe 13 3oHbl Apyron MOK ana ayteHTndmkauum cybbekta na 3oHbl Apyroin MOK n HaoboporT.
O6bluHO NoaobHas nHpopMaLms 06 YNoNHOMOUYEHHOM opraHe SIBnseTcs pe3ynstaToM fbo ohuLmMansHoro npo-
Lecca NLEeH3NPOBaHNS MW akkpeauTaLmm B pamkax ropucavkumnm 3oHbl apyroi MOK, nnbo npouecca ocduumans-
Horo ayauTa, BbINOMHsiEeMOro npeacTasmTenbHeiM YC (camuM unu no ero nopy4deruto) soHsl MOK gosepsioLLei
cTopoHbI. C TEXHUYECKOM TOUKN 3peHNst AaHHas MHOpMaLIMEA MOXET XpaHUTLCA B BUAE 3HaYeHUA Nonsa cepTudu-
KaTa, 4OCTYMHOro AOBEPSIOLLEN CTOPOHE.

B oTnuune oT nepekpecTHoW cepTudukaLmn, OTBETCTBEHHOCTL 3a NPUHATUE peLleHns 0 AOBEPUU 30HE ApY-
ron NOK nexxut Ha AoBepsitoLLeil CTOPOHe U Ha BRagenbLe NPUoXeHUs Unn cepauca, a He Ha YC, KoTopomy
HernocpeaCcTBEHHO A0BepseT AoBepsioLas ctopoHa. Mpu aTom He obsizaTenbHO UMeTb NOANUCaHHbIA 4OroBOP
unu cornatleHune mexgy soHamu asyx AOK.

Mpu nepekpecTHOM pacnosHaBaHuu noapobHoe otobpaxeHue NC n CINC He asnseTca HeobxoaMbIM. Bme-
CTO 3TOro A0oBepSAtoLLas CTOpoHa (NOCPeaCTBOM UMEIOLLLErocsl NPUMOXEHUs) MPUHUMAET peLleHne O NPUHATUM
BHeLLHero cepTudkaTa 45151 3asiBNeHHbIX Liernei B 3aBUCUMOCTM OT TOro, 61 1n cepTudmkaT BelaaH 3acnyxvea-
oM gosepue BHelwHUM YC.

YC cunTaeTcs 3acnyXMBaroLLMm AoBepye, eCciiv OHO MOSTYYUIIo NULEH3Mo/akkpeanTaLumio oT ocbuumanbHo-
ro opraHa no NMLeH3nMpoBaHuto/akkpeguTaLumM Um NPoLLo oduLimanbHyo NPOBEPKY HE3aBUCUMON A0BEPEHHOM
CTOpoHOI. Kpome Toro, osepsitoLLaa CTopoHa A0MKHa UMETb BO3MOXHOCTb B OAHOCTOPOHHEM NOpSAAKe NPUHKU-
MaTb 060CHOBaHHOE pelueHne, onMpasicb Ha NONMUTUKN, ycTaHoBreHHble B INC 1 CMC B 30He BHewHen NOK.
CnegoBatesbHO, AaHHbI NPOLEeCC CpaBHUTESTLHO MEHee CIoXeH, YeM nepekpecTHas cepTudunkaumns, ocobeHHo
B OTHOLUEHWU NOMUTMKM U cornacoBaHust NpaBoBoro obecneverus. [laHHbIA npouecc No CBoel cyTu SABNseTcs
Talke MacwTabupyembim.

OpgHako nepekpecTHOe pacno3HaBaHne MeTog0NOMMYEeCKU ABNAETCA MeHee CTPOr1Mm, Yem nepekpecTHast
cepTuhuKalus, 1 BosnaraeT NoTeHUMansHyo OTBETCTBEHHOCTb Ha AOBEPSAIOLLYIO CTOPOHY, KOTOpasi MOXET ObITb
He ocBedoMneHa 060 Bcex BO3MOXHbIX MOCNEACTBUSIX NPUHATUSA cepTudukata (cm. [12]).

Mpu NepekpecTHOM pacrno3HaBaHUM MPUHATUE peLLeHUst 0 JOBEPUN BHELWIHEMY cepTudbrKaTy NexuT Ha 4o-
BepsoLLeli CTopoHe, a He Ha YC.

8.2.5 BapuaHTt 4 — NepekpecTHas cepTudmrkaums

Mpy NepekpecTHon cepTuuKaLLm NPUHATUE PELLEHWIA O JOBEPUW NEPEXOAMNT K NpoTokonam, PYyHKLMOHUPY-
IOLLMM B pamMKax nHdppacTpykTypbl MOK. OaHHas mogens asnsieTcs 6ornee CnoXHon 4na peanusauum, 4em Bapu-
aHTbl 1, 2 UnKn 3, HO oHa siBNAeTcs bonee Npo3padHol ANd NoNL30BATENNA U, CrnegoBaTenbHO, bonee nerkow Ans
NoAAEPKKY C MO3NULUN KOHEYHOTO NOMb3oBaTens. ATO Takke 03HAYAET, YTO KOHEYHbIN nonb3oBaTenb He o6si3aH
npuHMMaTh Ha cebs OTBETCTBEHHOCTL 3a NPUHATWE PELLEHNUs O JOBEPUM, MOCKOMLKY AaHHAA YHKLMA MOXeT
6bITb NepegaHa YC 30Hbl AaHHOrO KOHEYHOrO NoJL30BaTENS.

MepekpecTHas cepTuukaL s NPUBOANT K ABYCTOPOHHEMY COMMKeHUIo, koraa 3oHbl AByx MOK (uenvkom
WM YacTu4Ho) 06 beanHATCS B 0aHY Gonee KpynHyo 30HY MOCpeacTBOM AeTalbHO paspaboTaHHOro npouecca,
OCyLLIeCTBsSIeMOro ABYMs nNpeAcTaBuTensHeiMu YC. Ang nepapxumdeckux MOK npeactasmteneHeiM YC 06bIbHO
siBnsieTcs kopHeBor YC. OgHako nepekpecTHas cepTudmKaLma MOXeT Taikke ObITb peanusoBaHa Mexay NtoGbimu
asyms YC. B nocneaHem cniydae 3oHa kaxxgoi MOK cosgaeT Tonbko ogHo YC 1 ero aboHeHToB. [nst TOro 4tobsl
nepekpecTHas cepTudukaLms 6blna BOIMOXHa, AOMKHA UMETb MECTO COBMECTUMOCTL Ha NPUKNaaHoM, MeToau-
YeCKOM U TEXHUYECKOM YpoBHsIX. Ecnu aTo ycnoBue gocTUrHyTO, TO ANst A0BEpsitoLLeli CTOpoHbI B 3oHax YC,
oXBaTbIBaeMbIX NepeKpecTHon cepTudrkaLmet, nepeMeLleHe MHgopmMaLum ABNSETCS Npo3padHbiM, a 3a NpuHsS-
TWe peLleHus o JoBepumn oTBeqatoT YC.

MpoLecc nepekpecTHO cepTudmKaummn TpebyeT AeTansHOrO 0OTOBPaKEHUS1 COOTBETCTBYHOLLMX MONMUTUK Kak-
poro YC, a Heobxogumele Ansa 3Toro ycunusa 6yayT Bo3pactaTtb B reOMeTPUYECKOW Nporpeccii ¢ BKIHYEHUEM B
3oHy NOK kaxxgoii nocneaytower 3o0Hb1 YC. 3710 Bbi3biBaeT npobnemMsl MacwTabupyemoctu. CyLlecTByeT Takke
puck, 4to TpeTbe YC MOXeT UMeTb NepekpecTHyto cepTudukaLnio co BTopbiM YC, HO Npy 3TOM cHMTaTh NOMUTUKY
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nepeoro YC HenoaxogasiLen. B nogo6Hol cutyaummn YC-3 He moxXeT nckntodutb YC-1. B peaynbTaTe nepekpect-
Has cepTudmKkaLma 6onblue NoaxoauT ANs OTHOCUTENLHO 3aKPbITLIX MOAeNel 34paBoOXpaHEeHUs U HaUyYLLUM
0bpazoM — A58 OTKPLITLIX, HO OrpaHUYeHHbIX cucTeM. MNMpeagnodTuTensHel Beero, ecnu 3oHbl Asyx MOK npuHaa-
nexar KABYM pabounM CTpyKTypam, Mexay KOTOpbIMU HanaxeHo TecHoe onepaTuBHoe B3aumoaencTaune. Hanpu-
mep, obe paboure 30HbI MOryT COBMECTHO UCMOMb30BaTh OANH HABOP NPUIIOXEHWUIA U CEPBUCOB, HAaNPUMep aS1eK-
TPOHHYI0 MOYTY M ByxranTepckue npuknagHbie nporpammbl (CM. [12]).

Mpu nepekpecTHOl cepTUdUKaLMN NPUHATUE PeLLeHs 0 A0BEpPUN BHELLHEMY cepTudukaTy BO3NIOXKEHO
HaYC.

8.2.6 BapuaHTt 5 — MocTt mexay YC

Mogenb mocTta Mmexay YC 6asnpyeTcst Ha NpuHATUM BceMun Y C B paMKax NoTeHLManbHOro o6beauHeHns
30H YC 06Lero MmHumMansHoro Habopa ctaHgapToB. JaHHbIi MUHMMYM CTaHAapToB 3aTeM BKovaeTcs B UX
cobeTtBeHHble [NC 1 CrC. OTnnure gaHHOR Moaen oT nepekpecTHOW cepTudUukaumm COCTOUT B TOM, YTO OTAENb-
Hble YC MOryT UMeTb CBOW COBCTBEHHbIE NoKasibHble TpeboBaHUs!, MOMUMO ObLLEero MUHUMYMa cTaHgapToB. daH-
Hble NoKarnbHble TpeboBaHUsA He SABNSATCA HeobXoAMMbBIMK ANt cepTU(UKaTOR MOCTa OT AOBEPSAOLLNX CTOPOH,
He OTHOCALLMXCA K 30He AaHHoro nokaneHoro YC. laHHaa Mogenb nydwe Bcero pabotaet Tam, rae sce YC
UMEIOT 3HaUNTENbHbIA OBLNIA MHTEpPeC U roTOBbLI AONYCTUTL HEKOTOPLIE NTOKanbHbIE OTKNIOHEHWS, HanpuMep, B
cnyvae nepekpecTHON cepTudmrkaLmm mexay rocyaapCTBeHHbIMU U perMoHanbHLIMU YNONHOMOYEHHBIMU Meau-
LIMHCKMMW OpraHamiu CTpaHsl.

B naHHol mogenu opraHusaumm MoryT cosaaBaTth CBou cobcTBeHHble YC, a NOTOM pellaTth, IPUCOeaNHATb-
¢ K mocTy mexay YC unu Her.

B mogenu mocta mexgy YC npuHaTUE pelleHns 0 A0BepUK BHeLLHeMY cepTudmkaTy Bo3noxeHo Ha YC, a
He Ha AOBEPSIIOLLYI0 CTOPOHY.

8.3 MpakTnyeckoe NpuMeHeHUe BapUaHTOB

HacTtosLumin cTaHaapT NPU3HAeT, 4To MeXay IPUCANKLUUAMU CYLLLECTBYIOT aAMUHUCTPATUBHLIE U MONUTU-
yeckue pasnunuus. NMostomMy MOXeT BbITh NPUHAT N06OIM U3 NpeacTaBNeHHbIX Bblle BapuaHToB. Kakol 6bl Bapu-
aHT HUY 6b1N1 BeIBpaH, UCMNonNb30BaHMe HAcTOALLEro cTaHaapTa Npy ero peanuaauun 6yaeTt NonesHbIM.

Ons goctmkeHnsa makcumansHol rmbkocty B UCO/TC 17090-2 onpeaeneHsl npodunv ana ceptudmnkaTos
MocTa 1 nong ceptudumkaTos YC ansa ctaTtyca ayamTa YC v akkpeauTaumm ayauTopos, nogaepxueatoLLme nepe-
KpecTHoe pacriosHasaHue.
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MpunoxeHne A
(cnpaBouHoe)

CueHapuu UCNONbL30BaHUA MH(PACTPYKTYPbI C OTKPbITLIM KITIOYOM
B 34paBOOXPaHEeHUU

A.1 Beegenne

MpuBeaeHHbIE B HACTOAWEM NPUNOXEHUN BbICOKOYPOBHEBbIE BapuaHThl peanusaumm unn cueHapum npeacras-
NS0T OCHOBHbIE aAMUHUCTPaTUBHbBIE W TEXHWYeckne TpeboBaHus k pewennam no NOK, nogaepxveatowme WUPOKUii
npocdune cdepol 3npaBoOXpaHEHUs.

CHavana u3anoxeHbl obwye TpeboeaHna, OTHOCSLWMECS K OCHOBHbLIM NMpUHLUMNamM obecnevennsa koHuaeHunan.-
HoCTM U 6e3onacHOCTH, a Takke K OCHOBHbIM NOoTpebHocTAM cihepbl 3gpaBooxpaHenust. Kaxablii cueHapuii coaepkuT:

- OnMcaHWe CLueHapua UKW cUTyaumuu B 3apaBoOXpaHeHum, B KOTOPbIX Tpebyertcs 6eszonacHbili koHdUAEHUNANb-
Hblli 0o6MeH MHopMauune;

- aAMUHNCTPaTUBHbIE U TEXHUYeCKNe TpeboBaHus, KOTOPLIM AOIMKHO COOTBETCTBOBATL peweHne no NOK.

A.2 KomMeHTapum K cueHapuam

MeguumHcKkre cueHapum, nanoxeHHole B A.3, nokasbiBaioT, kak MOK moxeT 6bITb ncnonb3oBaHa B 3apaBooXpaHe-
HUW. Kaxablii M3 cueHapueB OOMXKeH:

- YyNpaBnATbCA MOMMTUKON: CLEeHapum npegHasHadveHsl AnA AeMOHcTpaumm Toro, kak MOK moxet obecneunBath
BbINONHeHne TpeboBaHmWii cdepsl 30paBOOXpaHEHNs C YHETOM MEXAYHapOAHLIX, HALMOHANbHLIX U MeCTHbIX Tpeboea-
HWI ¢ Lenblo obecneYveHns NCnonb3oBaHNWA NO HasHaueHuio nHdopmauum, Heobxoaumor AnA NpeaocTaBNeHna Meau-
LIMHCKOW MOMOLLM OTAENbHbIM NuaM K coobliecteam niogen;

- COOTBETCTBOBaTb chepe 34paBOOXPaHEHWs: B CBS3W C pacnpefeneHHbIM XapakTepoM oKasaHusa MeauuUHCKUX
ycryr BO BCEM MUpe, a Takke LUMPOKMM AManasoHoM MWL, U OpraHu3aumii, KOTopble AOMKHbI aKTUBHO COTPYAHWYaTL Ans
obecneyeHns HENPepbLIBHOMO OKas3aHWs MeauLMHCKMX ycnyr, Heobxoammo, utobbl niobas NOK morna dpyHkumoHupoeaTh
B pasHbiX YCMOBUSIX OpraHu3auuy 3gpaBooXpaHeHusl, BKoYas neveHme B 6onbHMLAx U Ha AOMY, rocyaapCTBEHHbIN U
YaCTHBIA CEKTOPbI;

- ObITb TEXHONMOMMYECKN HelTparbHbIM: OOHOM M3 TNaeHbIX Lenei pa3paboTkm TexHuqeckon cneundukauymm MOK
ansa cepbl 3apaBooxpaHeHust AensieTca obecneveHne Toro, YTo uHdopmauums MoxeT 6e3onacHo NnepegaBaTbCa MeX-
Ay NOCTaBLUKaMK yCryr, noTpebutensimm, CTpaxoBLMKaMm M ApyrMMmM yHacTeyOWUMKN CTOPOHaMK HE3aBUCKUMO OT Mo-
cTaBLlMKa, annapaTHoro obecrneyeHusi, onepaunoHHON CUCTEMBI UMW BbINOMHAEMBIX MPUITOXEHWIA;

- YOOBMNETBOPSATb CYLLECTBYIOWUM M BO3HUKaOWMUM TPe6OBaHUAM K KOH(DUAEHLMANBHOCTU: €CINU 3EKTPOHHbIE
MeaNUNHCKUE NPUnoXeHus OOIKHbl CTaTb WMPOKO NCMONb3yeMbiMNU, TO UM QOMKHbLI AOBEPATb NMOCTABLUUKA YCIyr U
naumeHTbl. 3a6oTa 0 koHUAEHUMANBHOCTM U Ge30NacHOCTU Npu3BaHa 06ecnevnTb KpeauT gOBEpUs;

- BbITb YAOBHBIMU B MCMNONb30BaHMKW: cepBuckl obecnedeHns 6esonacHocTn, npegocraensiembie MOK, He AormkHbI
MelLaTb BbIMNOMHEHWIO aBTOPU3OBAHHOW (PYHKLUUM MEOQMLMHCKOrO cneunanucta unu opraHmnsauum. Ecnu noBcegHeBHas
paboTa cuctembl obecneveHnst 6Ge30NacHOCTU CTaHeT CIUILKOM 0GpeMeHUTEeNbHOW, TO Bpayu MnonbiTalnTcsl UTHOpPUPO-
BaTb €e Unu He ByayT AOCTATOMHO TOYHO BLIMOMHSATE HeobxoanMble npouedypul. Ecnu aTo nponsoigeTt, TO BO3HUKHET
3HauUMTENbHLIA pUCK HapyleHus Be3onacHocTw.

A.3 CepBuCbI, UNMIOCTPUPYEMbIE MEAVNLMHCKMMU CLLeHAPNAMMN

MeanumHckne cepBUCHl M CLUEHapuy npeacTaeneHsl B Tabnuue A.1.

Tabnunua A1 — MeguumHckue cepBuUcChl U CLEHApUK

Cepauc Homep cuenapus
1 2 3 4 5 6 7 8 9 10 11 12 | 13 14 15
AyTeHTdmKauma X| —] X| X| X X X X | X X| X X| X X| X
KoHdungeHumanbHOCTb X| —] X| —]| —1]X X X | X X| X — | X | =] —
LlenocTtHoCTb — | X| =] X| X| =] X X —1—=]1=—1—=—1—1| X|—
OnekTpoHHas noanuch — | X =] X X|—-—]—=—] X ]=]—|X X| X X| X

Cuenapun:

1 JocTtyn K MeAWUMHCKUM KapTam Ana oTAeneHusi CKOPor NOMOLLU
2 BpemeHHoe obcnyxueaHue (ckopas NoMoLLb)

3 PemcTpauusa HOBOro knumeHTa

4 lMepepava n3obpaxeHnn

5 ABToMmaTtu4eckas nepegaqa pesynbTatoB ob6crejoBaHus Bpady
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OkoHyaHue mabnuubi A.1

6 O6cyxaeHne pesynbTaTtoB aHanM3a ¢ Bpayom

7 ObcyxaeHne xoaa neyvyeHns Mexay BpayvoM U naumeHToM

8 CocraBrneHnne BbINUCKM MO pesynbraTam NeYvYeHunsl naumeHTa

9 Bonpoc nauneHTta chapmauesty

10 lMepenuncka naumeHTa ¢ Bpa4oMm

11 AncTaHumoHHBIN AOCTYN K MeAWUMHCKOW MHOPMALIMOHHON cucteme
12 JocTyn B 3KCTPEHHON cuTyauum

13 OuctaHunoHHOE MeauUUHCKOe 3aKrioveHue

14 3nekTpOHHbIN peuenT

15 AyTeHTudmkaumsa Ha3HaveHusa Bpada

A.4 Onucanwe cuenapues

A.4.1 flocTyn K MEAMLIMHCKUM KapTam Ansa oTAerneHus CKOPoW nomMowm

Onucanue cuenapus: MaumeHT, npubbIBLLKIA N3 OPYroOl CTpaHbl, AOCTaBNEH B oTAeneHne ckopoi nomowum. Maum-
€HT He MOXET CBA3HO OTBEeYaTb HA BONPOCHI, U UCTOPMIO GonesHn JOCTOBEPHO NONY1YUTL HEBO3MOXHO. [Tonuc MeanumH-
CKOro CTPaxoBaHWUA HaXoAMTCA B €ro DymakHuKe, a ero NIMYHOCTb YCTaHOBIIeHa No Nacnopry.

Cutyauus 6e3 NOK:

Wcnonb3ysa nudopmaumio ua nonuca MeamuUMHCKOro CTpaxoBaHus, AEXYPHbIA Bpay OTAENEHUs CKOPOi NOMOLLU
AenaeT MexayHapoaHbI 3BOHOK B YKa3aHHYIO MEAULIMHCKYIO CTPaxXOBYIO KOMNaHWI0. MOCKONbKY BpeMEHHbIE 30HbI pas-
nuyaioTcA, Bpaya npocsT Nepe3BOHNUTb, KOrAa OTKPOETCs afiMMHUCTPATUBHLIN ocduc. Bpay ocmaTtpuBaet naumenTa. MNpu-
4nHa 6eCCBA3HOCTM peun nauveHTa HesicHa.

Cutyauus ¢ MOK:

Wcnonb3ys nHdopmaumio ua nonuca MeamuUMHCKOro CTPaxoBaHUs, AEXYPHbIA Bpay OTAENEHUs CKOPOi NOMOLLU
BbIXOAMT Yepe3 VIHTepHeT Ha CaiT MeQULMHCKON CTPaxXOBOW KOMMAaHUM NauueHTa U BBOAWUT CBOW SNEKTPOHHbIN cepTudu-
KaT, uaeHTnuLUmpys cebs B CBOel TeKylLel pornuv Kak Bpada oTaeneHust ckopow nomowm. Beb6-cepBuc meamumHckomn
CTPaxoBOVi KOMNaHUW NPOBepPsieT JOCTOBEPHOCTb SMEKTPOHHOIO YAOCTOBEPEHUSI NMNYHOCTU NyTEM NPOBEPKU NOANWUHHO-
CTW 3NEeKTPOHHOW NOANUCHK W TOFO, YTO CepTUUKaT He aHHYTNIMPOBAH U CPOK ero AerCTBUA He ncTek. MNockoneky yaocToBe-
peHue NIMYHOCTU NOATBEPXKAEHO U COOTBETCTBYET CYLLECTBYIOWMM CTaHAapTam, OHO NPpUHUMaeTcst BeG-cepBuCOM meau-
LMHCKOWN CTPaxoBOK KOMMaHUKN U paspeLuaeTcst J4oCTyn K MEeOMUUHCKONW kapTe nauueHTa. Co3aaerca AOKyMEHTUPYIOWAn
JOCTYN y4eTHas 3anuck ¢ AaTOW, BPEMEHeM, MOMHLIM UMEHEM M HOMEPOM MEAMLIMHCKON NULIEH3UN AEXYPHOIO Bpayda n
ngeHTuduKkaLmen otaeneHnsi ckopor noMmowum. Bpay yaHaet ua nctopum 6onesHn o6 annepruieckux peakumsix, TeKyLmx
Ha3Ha4YeHUsX NeKapCTBEHHbIX NPenaparoB M HeOQaBHUX W3MEHEHNAX B HasHa4YeHUsix, KOTOpble MOIMM Bbi3BaTb No6GoY-
Hyto peakuuto. [ocne ocmoTpa nauneHTa Bpay oTAeneHnsl CKOPOR NOMOoLLM OTnpaBnseT 3awndpoBaHHoe cooblieHne ¢
3MNEeKTPOHHOW MOAMNWUCHI0 O MOCELLEeHUN OTAENEHUs1 CKOpPOW MOMOLWM B MEAMLMHCKYIO CTPaxOBYIO KOMMaHWIo, KoTopas
noMeLLaeT ero B 3M1eKTPOHHYI0 MEOULIMHCKYIO KapTy NauueHTa, ykasbiBasi BCE CUMMTOMbI, NOCTaBMNEHHbIA AUarHos, oka-
3aHHOE NleYeHue U npegnucaHue.

A.4.2 BpemeHHOe 06¢cnyxnBaHue (CKopasi NOMOLLb)

Onuncanune cueHapus:

CurnbHoe 3emneTpsiceHne NpUBOAUT K MACCOBLIM paspylleHWsM Ha oBWUPHON TeppuTopumn ropoga. MecTHble
6ONbHULbI U KIIMHWKU TakKe paspylleHbl, 3apMKCUPOBAHO OFPOMHOE YMUCIO pPaHeHbIX W normbwwux. HaumoHanbHble
cnyx0bl 30paBoOOXpaHEHNs He CNPaBNsIOTCA C CUTyauuel, U NPUHATBI MEeXAyHapOAHbIe MPEeAnoXeHust Mo oKasaHuio
NnomoLLm.

Cutyaums 6e3 MOK:

HeB03MOXHO cpasy e NpoBepuTb KBanuukauuio n nUUeH3un MeauuuHCKMX paboTHUKOB, npeanaralowpmx no-
MOLLb. Takke HEBO3MOXHO rapaHTUPOBaTh TO, YTO B paHee NpeanoXeHHoW noMowm He ByaeT oTkasaHo.

Cutyaumsa ¢ NOK:

MpennoxeHnst NOMOWM OT MEeAMUUHCKMX paGOTHUKOB HEMENEHHO NPOBEPSAIOTCA Ha AOCTOBEPHOCTb Mocpe-
CTBOM CUUTLIBAHUSI UX 3NEKTPOHHbLIX cepTudukaToB. CoobLLeHNs € NpeaokeHnemM NoMOLWM He MOTyT ObiTb OTBEPIHYTHI,
MOCKOMbKY OHW 3aBM3WPOBaHbI 3MEKTPOHHOW MOAMNMCHIO C UCMOMNb30OBAHWMEM CEKPETHOrO KIoYa Nuu, NpeanoXuBLIKNX
NoMOLLb.

A.4.3 Pernctpaumnsa HOBOro KnueHTa

Onucanue cueHapwsi:

Cobupasick yexaTb Ha Cpok OT 6 40 12 mMecC B Apyryto CTpaHy, rnaea CeMbMW COTNMacoBbIBAET YCIIOBKS CTPaxOBKU.

Byaywwii knmeHT, mucTtep Yapnes, cobupaeTcs 3aaperncTpmpoBaTth NnaH MeauUmMHCKoro cTpaxosanus. OH obpala-
ercsa K goMalluHel cTpaHuue MeguUMHCKOV CTPaxoBoW KOMNaHWM, Ha KOTOPOW BblNoXeHsl o6pasubl hopm pervctpaumm.
OH 3anonHseT hopMy U NOCbINaeT ee Ha 3MNEeKTPOHHbIN MOYTOBLIV AWK PerncTpaunoHHoro otaena. dopma npoeepsiet-
Csl 1 HanpaenseTcsl B 0TAen meguumHckoro ocmoTtpa. OTgen MeauuuHCKOro OCMOTpa HasHavaeT npuem byayuiemy
KITMEHTY ANS NPOXOXAEeHWs MegocMoTpa, O YeM MHAPOPMUPYET ero NUcbMoM. Byaywmii KMMEHT NpuxoauT Ha npvem, u
Bpay onpeaensieT, YTo OH MOXET cTaTb KNMEHTOM CTPaxoBoi koMnaHuv. Bpad yeegomnseT o6 3ToM oTaen MeauumHCKo-
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ro ocmMoTpa, U gaHHas nHdopmaums nepegaetcs obpaTHO B oTAen permctpaumm knueHtoB. OTaen pernctpauum KeH-
TOB NOCbINaeT MMCTepy Yapnb3y KOHTPaKT, MO KOTOPOMY OH 0653yeTcs OnnaqnBaTh eXXeMecsiHHbI B3HOC, KOTOPLIN yaep-
XuBaeTcs ¢ ero Tekywero cyeta. Otaen permcrTpauun KNveHToB NPYHUMAaeT HOBOFO KITMEHTa U OTMNpaBnseT pacnopsixe-
HWe O Bbigaqe ero CTpaxoBoro nonuca c gpotorpadueli. B npouecce permctpauum B Ka4ecTBe HOBOIO KMeHTa OyayLumii
KIMEHT AOMKEeH NpeabsABMTb BOAMTENbCKME NpaBa unu apyroe yaocToBepeHne NMYHocTH ¢ chotorpaduei. Korga muctep
Yapnba nony4aeTt HOBbIV CTpaxoBol nonuc ¢ dpotorpadueit, OH Takke NonyyaeT MHCTPYKUMU MO 3arpy3ke 3M1eKTPOHHOro
ceptTudmkata U3 nnaHa MeguLUMHCKOro CTpaxoBaHusl.

CuTtyaumn 6e3 NOK:

Hu HOBBbIl KNMMEHT He MMeeT BO3MOXKHOCTU HaAEXHO YAOCTOBEPUTL CBOIO NTMYHOCTL AMsi Bpaya, HU Bpay He MOXeT
naeHTuduUMpoBaTh cebs naumeHTy. XoTsi CyLWecTBYIOT Apyrue cpeacTea WndpoBaHust COOBLWEHUA, KOTOPLIMWU OHK 06-
MEHMBAlOTCA, HO CoYeTaHWe ayTeHTUYHOCTU M KOHMWAEHUNANbHOCTN HEBO3MOXHO.

Cutyaums ¢ MOK:

Wcnonb3ays BblAaHHbIA HOBbIA 3NEKTPOHHLIV cepTudumkaT, Muctep Yapnb3 MoxeT nonyuntb 4oCcTyn kK cnyxbe nog-
OEPXKKN KIMEHTOB Yepe3 VIHTepHeT, BKIoYas ero nepcoHarnbHble MeguLMHCKME AaHHble, 1 0OMEHUBATLCA 3alUMLLLEHHDbI-
MW SMEKTPOHHBIMU NUCbMaMK C BPajoM.

A.4.4 Nepepa4va naobpaxeHuin

Onucanve cueHapwsi:

Bpau-cneunanmceT paclumdpoBbIBAET CEPUIO PEHTIEHONPaMM, BbIBEAEHHBIX HA 3KPaH NEPCOHaNbHOIO KOMIbIOTE-
pa, U nevartaeT TeKCT 3aKnoYeHus. Y Bpada Boicokasi paboyas Harpyska (10—15 nauneHTOB B AeHb), U OH npeanoumtaeT
B3ATb 4YacTb paboTbl Ha goM. Joma Bpay BbIxoaMT Yepe3 MIHTEepHEeT Ha cepBep ¢ peHTreHorpaMMamu, MCnonb3ysi CBOM
3MNEeKTPOHHbLIN cepTudukaT ans uaeHTudurkaummn, u sarpyxaet nsobpaxenusi. Bo Bpems npocmoTpa m3obpaxeHuii Ha
CBOEM KOMMblOTEpe Bpad Takke rnonydaeT vepe3 WHTepHeT AocTyn k 6asze MeauLUMHCKUX AAHHbIX yYpeXaeHusi, UToObl
NonNy4nTb OCTanNbHYO MegUUMHCKYI0 MHdopMauuio o nauveHTe. Bpay yBepeH B NpaBuibHOCT M300paXeHwWi, NOCKONbKY
npvMeHsiemMas nporpaMmMa BKrodaeT B cebst (DYHKLUMIO NPOBEPKU LIENOCTHOCTU C UCMONb30BaHMEM arnropuTMa Xewmpo-
BaHWsl, KOTOPbIM NOATBEPXAAET LeNoCTHOCTL coobuieHns. Bpay 3aHocHT pesynbTaTthl aHanusa u3obpaxeHusi B 3akrio-
YeHUe W NPUMEHSIET CXeMy AWCTAHLWOHHOW 3MNeKTPOHHOW NOoANUCcY 3aKrioueHus.

CuTtyaumn 6e3 NOK:

Bpay He B COCTOSIHMM OCYLWECTBUTb CBOK ayTeHTudukaumio B ne4ebHOM yupexaeHun Ha TOM e YPOoBHe KOHM-
OEeHUManbHOCTH, KakK B Crlydae UCNosib30BaHUst 3reKTPOHHOIO cepTudmkara, UTo 03Ha4YaeT HanMumMe arfiemMmeHTa pucka s
neyebHOro yupexaeHus,, Tak kak nsobpaxeHme moxeT 6biTb NepenaHo nonb3oBaTtenio, BoijalowemMy cebs 3a gpyroe
nvuo. OTnpaeneHHbIe B 3MeKTPOHHOM BUAE BbIBOAbI M 3aKIIOYMEHWe Bpaya NoABEPraloTca ToMmy xe pucky. Bpay takke He
MOXeT BblTb YBEPEH, YTO 3arpyxeHHble 3obpaxeHnn He nocTpaganu ot c6oeB Npu Nepeaaqe Unu us-3a NpegHamepeH-
HOr0 U3MEHEeHWS.

Cutyaums ¢ MOK:

Bpau moxeT ayTeHTMdnuupoBath ceba B ne4ebHOM yupexxaeHumn ¢ ypoBHEM KOHMAEHUNANLHOCTU, COOTBETCTBY-
IOWUM OENCTBYOWEMY 3akOHOAATenbCTBY. Bpay MoxeT 6biTb yBEpPEH, UTO 3arpyXeHHble U300paKeHNs He UCKaXKeHb! U
YTO OH HE JAcT 3aKnioYeHne NO UCKAKEHHbIM n3o6paxeHusim. NleyebHoe y4pexgeHne Takke MOXET AOBEpPATb SNEKT-
POHHOM MoAgnucK Bpada, NoaTeepxXAaaloleli NnepeaaHHOe UM 3akKiioveHue.

A.4.5 ABTOMaTn4eckan nepefaya pe3ynbLTaTtoB 0bcnegoBaHus Bpavy

Onucanve cueHapwms:

Bo BTOpHUK NaumeHT npuxoauT B nabopatopumio, rae y Hero 6epyT kKpoBb Ha aHanu3. Korga pesynbtar rotos, cucre-
Ma aBTOMaTu4ecky oTnpaensaeT coobuieHue Bpady, MHPOPMUPYsI Er0 O TOTOBHOCTU pe3ynbTaToB. B yeTBepr Bpay pernc-
TpupyeTcsa Ha Beb-calite nevyebHOro yupexaeHus, ucnonbaysa cBoi ugeHtudukaTop megnumHckoro pabotHuka (ID) u
MUH-kog (PIN), n Buaut, 4to ero oxugaet coobuweHne. OH OTKPLIBAET CBOW 3MEKTPOHHLIA NOYTOBLIN AWMK U HaXoaAUT B
Hem coobLeHne, B TeMe KOTOPOro yka3aHo: « TecT Ha xonecTepuH». Bpay y3HaeT U3 coobLieHus, 4To ypoBeHb XornecTe-
pvHa ero nauymeHTta cocraenseTt 220, 4To NepeBOAMT NauueHTa B KaTeropuio ymepeHHoro pucka. Bpau obcyxpaet pe-
3ynbTaTbl aHanM3a ¢ NauneHToM 1 npeanaraeT NAuUeHTy o6paTUTLCS B IPYIY MO KOHTPOSII0 MAcChl Tena, 4Tobbl y3HaTh,
KaK MO>XHO CHU3WTb YPOBEHb XONecTeprHa ¢ NOMOLWLIO AVET W ynpaxkHeHWi. Bpau Taicke pekoMeHgyeT nauneHTy npoeo-
OVTb aHanu3 Ha YpOBEeHb XOrecTeprHa n NpuxoanTb Ha Npuem pas B nonroga. lNauueHT npocuT Bpava BHECTU pesynbTa-
Thbl B CUCTEMY SMEKTPOHHOTIO y4eTa ero 3aopoBbs, 4OCTYNHY0 Yepe3 MHTepHeT. Beb-caliT naumeHTa coaepxumT HECKONbKO
CCbINOK Ha AONONHUTENbHYO MHdopmaumio. OgHa U3 CCbiNoK CBA3aHa ¢ MHGOPMaLMeEn NO CaMOMy aHanu3y KpoBu Ha
YPOBEHb XONecTepuHa, Apyras — C PEeXMMOM, HAa3HAYEHHbIM CreuuanucTaMmm Nno KOHTPOMIO Hag nunugamu, a Tpetbs
CChINKa CBA3aHA ¢ PEKOMEHAALMSIMU MO NEPCOHANBbHON ANETE HA OCHOBE TEKYLLMX KITMHUYECKNX JAaHHbIX, KOTOPbIE BKIIO-
YaloT B cebs pasnuyHble gaHHble 0 nauueHTe (Hanpumep, Bo3pacT). PekoMeHgauum no avete cogepxar ganbHenwme
CCBIMKW Ha MpOorpaMmy no NMaHupoBaHWIO U3MEHEHUS PEeXMma, KOTopasi MOMOXeT emy paspabotaTe cCOGCTBEHHYIO
AVeTy U NMpUaepXuBaTbCA ee B TeveHne 6 mec.

CuTtyaumn 6e3 NOK:

JlaBopatopus He MmoxeT BbiTe YBEpeHa, YTO Bpay nonyuun coobuwenune. HeT rapanTuii, 4to coobueHne He bbino
NpoOYNTaAHO MU U3MEHEHO.
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Curtyaums ¢ UOK:

OneKTPOHHAasA NOANUCH NOATBEPAUT BPady, 4To cooblieHne 6biro AericTBUTENBHO OTNpaBneHo n3 naboparopum, u
CCbIMKK, YKa3biBaIOLWLME HA PEKOMEHA0BaHHbIE NALUNEHTY AeWCTBUA ANl KOHTPOMS COCTOSIHUSI €70 YPOBHSI XONecTepuHa,
ABNAIOTCH AENCTBUTENbHLIMW. YBEAOMIIEHME O AOCTaBKe COOGWEHUS C 3NeKTPOHHOW NOANUCHIO NOATBEPAUT, YTO Bpay
OeNCTBUTENBHO Norny4un coobuueHue.

A.4.6 ObcyxpeHmne pe3ynbTaToB aHanu3a ¢ Bpauom

Onwncanune cueHapwms:

Bo Bpems nnaHoBOro npmema Bpay Ha3HavaeT NauueHTy KNeTouHbIi aHarm3 kpoeu. Obcyame ¢ naumeHToM ya06-
HyI0 daTy v Bpemsi, Bpa4 BBOAUT B KOMMbIOTEP 3anuCb O HA3HAYeHWM, NOMeYast, YTo pe3ynbraTbl criegyeT OTnpaBUTb
nauneHTy Yepes VMIHTepHeT nocne Toro, Kak Bpay 03HAKOMUTCA C HUMU U CMOXET NPOKOMMEHTUPOBATD.

Mony4eHHble pe3ynbTaThl B LLENOM OKa3bIBaAIOTCA B Npeaenax HOPMbl, TOMNbKO OAMH NoKa3aTerb Crierka NnoBbilleH.
Bpady n3BecTHO, 4TO AN AAaHHOTO NauneHTa HeT NoBogoB AnsA 6ecnokocTBa, No3ToMy OH (hOopMUPYET KpaTkoe Nnpume-
YaHue Nno 3ToMy akTy 1 NPUCOeANHSAET €ro K 3aKMioYeHnIo No pedyneTatam aHanusa.

Mo3xe B TOT Ke AeHb NauMeHT Nony4YyaeT aBTOMaTUYECKOE YBEAOMIIEHNE MO 3EKTPOHHOWM MOYTe, YTO Ha 3alUULLEH-
Hom Beb-caliTe ero oxuaaeT coobleHne oT nabopatopum unu Bpaqa. OH NepexoauT No ykasaHHOMY aapecy Beb-caiita,
BBOAWT HOMEP CBOEWN MEAULIMHCKON KapTbl M Naponb, NOCNE Yero nony4YaeT BO3MOXHOCTb NPoYMTaTh pe3yrnbTaTbl aHanm-
3a u3 nabopartopuu n coobLieHne 0T CBOEro Bpava. Beb-cait aBTomatuHecku onpeaensieT, YTo 3T0 pe3ynbTaT KNeTouHO-
ro aHanu3a KpoBwM, 1 BbIBOAWUT HA 3KPaH CCbINKy Ha pasgen MeauuuHCKOW SHUMKnoneaun, coaepkalimii obuiee onvcaHme
KNETOYHOIo aHanm3a KpoBW 1 €ro pe3ynbTaTos.

Cutyaums 6e3 MOK:

He vmesi Bo3amMOXHOCTW y6eanTbCsA C AOCTATOYHOW CTENEHblO YBEPEHHOCTU, YTO 3NEeKTPOHHOe coobleHne aen-
CTBUTENbHO OTNpaBneHo M3 nabopatopun UnNu OT Bpada, a Takke 4To OHO ObiNo nNepeAaHo 3alULEHHBIM CNOCOGOM,
nauyueHT nony4YaeT pe3ynbTaTthl MO NoYTe, 3amevaeT Crnerka NOBLIWEHHLIN NokasaTent n 3BOHUT Bpady Arsi NoyyeHust
pasbAacHeHni. Bpay npuHUMaeT gpyroro naymeHTa n He MOXeT OTBETUTL, a Y 3BOHSALLEro NauueHTa HasHavyeHa BaXHasi
BCTpeva. B pesynbrarte oHW CBA3LIBAIOTCA, HO NOCNE HECKONbKMX AHen 6eCnokoMCTBa CO CTOPOHLI NMaUMEHTa U 3Ha4U-
TENbHOrO YMCna HeyAa4HbIX MOMbITOK AO3BOHUTLCA CO CTOPOHBI Bpava.

Cutyaumsa ¢ NOK:

PesynbTatbl 6bICTPO HanNpaensATCA NAUMEHTY HAAEXHBIM W 3aWUWEHHBIM CNOCOOOM. MNauueHT MMeeT BO3MOX-
HOCTb Mpo4YNTaTh 3aKMIOYEHNE BpaYva B €ro 3NeKTPOHHOM COO6LWeHnn n nony4nTb gocTyn Kk Be6-caiitam ansi nony4veHust
Heobxogumoli uHdopmaumm, nostTomy ero 6ecnokoiicTeo GbicTpo ncHesaeT n 6e3 TenedOHHOro pa3roBopa C BpadoM.

A.4.7 ObcyxaeHne xoaa nevyeHna Mexay BpauoM U NauueHToOM

OnucaHue cueHapusi:

Y KNueHTa ¢ onpeaerneHHbIM MNNaHoM MeAWLMHCKOTO CTPaxoBaHUsi BO3HMKAET BOMPOC O xoAe ero nedveHusa. OH
perucTpupyeTcs Ha BeG-caliTe CBOero Bpaya, UCNorb3ysl yA0CTOBEPEHHbINA 3NEKTPOHHBIN cepTudmkaT Anst ayTeHTuuka-
umm, 3anonHsaeT ¢opmy 3anpoca, u HaxumaeT «OTnpaBuUTb» Anst HAa4ana nepenucku:

3dpascmeyume, d-p C.

Buyepa Bbi ckazanu mHe, 4mo Ha0o MeHsimb No8s3Ky Ha paHe. Ho s He nomHio, kak Yyacmo mHe Heobxodumo ee
MeHsImb. Bbl cka3anu 4mo-mo 8pode moao, Ym0 ee He HY)KHO MEHSIMb CITULLKOM Yacmo, HO S He NTOMHI0, pa3 8 Hederlio
unu kak-mo uHadve. Takxe s 3abbin cnipocums Bac, kak Bbl dymaeme, ocmaHemcsi nu 6onbwoll wpam nocre Hee?

Uepes aBa yaca KOHCynbTUpylowasl meacecTpa 3 UHOpMaUMOHHOIO LeHTpa YiTaeT coobuieHune naumeHTa u
pellaeT, YTO OHO HE CPOYHOE U Ha HEro A0IDKEH OTBETUTb COTPYAHUK Gpurazbl NepBoil MeAMKO-CaHMTapHON MOMOLWM.
Bckope nocne 31oro coobuieHne NosIBISIETCA HA 3KpaHe KOMIMboTepa COTPyAHMKa Opuragbl NepBol NMOMOLLY, KOTOPLINA
BBOAWUT OTBET U BU3MPYeT coobLieHne arnekTpoHHOM nognuckio. Ha crieayiolee yTpo naumeHT CHOBa permcTpupyeTcs Ha
Beb-caliTe cBoero Bpaya v yMtaeT coobuieHune:

30pascmeytime, [umsi nauueHmal.

B meyenue cniedymowux d8yx Hedernb meHslime nossasky pa3 8 4 — 5 OHel, ecriu OHa HEe MOKHEM, 8 IIPOMUSHOM
criyyae MeHslme no mMepe HamokaHus. INocrie 3mozo Bbi MOXeme €8513ambCsl CO MHOU CHOBa, u Mbl 06cydum darnbHel-
wue delicmaus. YUmo kacaemcs wpama, s1 Oymaro, y Bac Hagcez0a ocmaHemcsi wipam, HO He6osbuwol — 8ce2o nuuib
Hebonbwas NuHUs.

Cutyauus 6e3 MOK:

OTcyTCcTBME HAAAEXKHOW METOAVKM ayTeHTUMKauum o3Hadvaet, yto nedebHoe yupexaeHue, B kKOTOpoM pabotaet
Bpa4, He MMEeET BO3MOXHOCTU NMPOBEPUTb, YTO UMEHHO JaHHbLIM NauWMeHT OTrnpaBuI 3reKTPOHHOe coobLeHne, a He KTo-
HMOyAb elle nbiTaeTcs nony4YiTb 6ecnnaTHbll coBeT. [MaumeHT Takke He MOXET BbITb YBEPEH, UTO OTBET AeHCTBUTENBHO
6bin oTNpaBneH BpayoM, YTO OH He Obin nepexeaveH U NpounTaH kem-nmbo eue.

Curtyaums ¢ UOK:

MeauumHcKan cTpaxoBas KOMNaHUs M Bpay MOryT 6biTb yBEpeHb! B 3aLMULLLEHHOCTU NEPEnnucKu, KOTOPYIO OHU BeayT
C MaeHTUULMPOBAHHBLIM U AEHCTBUTENbHLIM KITMEHTOM OHOIO U3 WX MITAHOB MEAWNLUMHCKOTO CTpaxoBaHus. [NaumeHT
MOXeT ObITb YyBEpPEH, YTO UMEHHO €ro Bpay Hanpaeuri eMy Ha3HayeHue U BefIeT C HUM NEPEnnucky.

A 4.8 CocTtaBneHue BbINUCKW MO pe3yrnbTaTtam NevyeHns nayueHTa

Onucanune cueHapwms:

PervctpaTypa 6onbHbix AnabeTtom cobupaeT KIMHUYeCKue AaHHble U3 PasnUYHbIX MEAULMHCKMX MHOPMAaLMOH-
HbIX CUCTEM O NaumeHTax, cTpagalwmx amabeToM. YCTaHOBNEHHbIE NpaBuIia, KOTOPLIMU PYKOBOACTBYETCS permcTpary-
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pa, No3BONSIIOT CO3AaTh UHAMBUAYAIBHOE 3aKIioYeHne, cyMmMupytolee oblee cocTosiHME nauneHTa, uctopuio ero 6o-
ne3Hu, hakTopbl pucka n ganvHelwmne warn. [laHHoe 3aknoyeHne nocre ero NpocMoTpa BpayvoM nepegaeTcs NauneHTy
Yepes3 BeO-callT MeaMUMHCKOro yupexaeHus. MauneHT pernctpupyetcs Ha 3TOM Beb-caiite, UCMONb3ys 3rEeKTPOHHbIN
ceptudumkart, BolgaHHbim YC gaHHOro meguumHCkoro yupexgeHus. Korga nauveHT npocMaTpuBaeT 3akitoveHne, BKIHo-
YeHHbIE B HEMO MMNEPTEKCTOBbLIE CChINKM MO3BOSISAT MNAUMEHTY NErko Nory4nTb COOTBETCTBYIOLLYI0 MHDOPMaLUIO (Hanpu-
Mep, pacrnuncaHue KOHCyIbTaumWi, ONMcaHne aHanv3oB, pa3bsACHEHWS NaUMeHTy), 3anucaTbcsl Ha NMpUeM Unu oTNPaBnTb
coobuweHre Bpady. Cuctema rapaHTUpyeT, YTO NauMeHT NMOMNy4Yu 3akrnoyeHue.

Cutyaums 6e3 MOK:

Henb3s o6ecneunTb 4OCTATOYHYIO CTENEHb YBEPEHHOCTU NaUUeHTa B TOM, YTO Be6-caliT aelicTBUTENbHO NpUHa-
nexuT peructpatype GoNbHbIX AnabeTom U YTO B3aUMOAENCTBUE C JAHHBIM CaTOM MPOUCXOAUT KOH(MaeHUMansHo.
PeructpaTypa He MoxeT 6bITb YBEPEHA, YTO MMEHHO AaHHbIA NaLMEHT OCYLLECTBUI AOCTYMN K CANTy U Nony4unn uHdopma-
uuto.

Cutyaums ¢ MOK:

MOK nossonsieT nauueHTy u peructpartype naeHTMduumpoBaTh A4pyr Apyra, BeCTU koHduaeHUmansHoe obweHne.
PeructpaTypa MoxeT ObITb YBEPEHA, UTO UMEHHO AAHHbIA NaLMeHT OCYLLLECTBUIT AOCTYN K CANTY U NOMy4nn MHAOPMaLMio.

A.4.9 Bonpoc nauneHTta cdapmaueBTy

Onncanve cueHapus:

Y cemmneTHen OOYepu KIMEHTA CTPaxoBOW MegWLMHCKOW KomnaHum actma. [legmatp HegaBHO nponucan en
WHTas, HO KIMEHT HEe MOXEeT onpefenuTb, Korga WHransaTop nycT, a korga HanornHeH. OH 3axoamT Ha BebG-cailT cBoero
MEZMLMHCKOIO yYpeXaeHuUsi B nomckax uHdopmaumm ob 3ToM, HO eMy elle He BCe MOHSTHO, M OH HanpaensieT BONPoC
OeXypHOMY (hapMaLeBTy, kak OrnpeaenvTb, korga uHranstop nycr.

JexypHein hapmaueBT NCNonb3yeT SMEKTPOHHYIO MOYTY ¢ AOCTYNOM K katanory meguumHcekon MOK, B koTopom
XPaHATCH 3MEKTPOHHLIA CepTUMKaT N OTKPLITLIN KIOY KIIMEHTa, U NOCkInaeT 3alwmndpoBaHHoe cooblieHne, ucnosnb3ays
WwabnoH, NpegycMOTPEHHBIR AN AaHHOro BOMpoca, a Takke Ao0aBnseT Heckonbko CTpoYvek oT cebsi u TenedoHHbIA
HOMEp A5 CBSI3MW, ECINU BCE €LLe OCTaHYTCsl BOMPOCHI.

Cutyaums 6e3 MOK:

PapmaueBT He MOXET ayTeHTUMONUNPOBATL KIMEeHTa MEAULMHCKON CTPaxoBOW KOMNAHWM C AOCTATOYHOW cTene-
HbI0 JOCTOBEPHOCTU. MIMeeTcsl BO3MOXHOCTb OTNPaBUTL 3aLUMLLEHHOE COOBLLEHNE, HO OHO HE MOXET ObITb ayTeHTUdu-
LMPOBAHO.

Cutyaums ¢ MOK:

WmeeTcsl BO3MOXHOCTb ayTeHTUdMLMPOBaTE KNMEHTa U OTNpaBuTb eMy 3awwudpoBaHHoe coobuieHne. KnueHt
MoxeT GbiTb YBEPEH, YTO OHO NPWLLNO UMEHHO OT dhapmauesTa.

A.4.10 MNepenucka nauneHTa ¢ Bpauom

OnucaHve cueHapws:

Y nauveHTa nosBnseTca Chbifb, U OH NOCELLAET AepMaTonora, KOTopsIin NnponuckiBaeT Masb. flepmaTonor roeoput
nauueHTy, YTO eCnu CbiNb HE NPONAET B TEYEHNE TPeX Hepenb, emy Heob6xoanumo coobuwmTs 06 3ToM Bpady, YTo6LI TOT
BbINMCAaN Apyroe nekapcreo.

Tpw Hegenu cnycTA Chinb BbIMSOUT NPaKTUYECKU TaK XKe, MOSTOMY NauneHT perucTpupyetca Ha Beb-carite Bpaveb-
HOW MPaKTUKN, BOCNONBb3OBABINCH CBOUM MEAULIMHCKUM 3JIEKTPOHHBIM cepTudpmkaTom ans ayteHtudmkauum. Maymert
OTNpaBnsAeT Bpavy 3alWmLEeHHOe HECTPYKTYPUPOBaAHHOE COObLLEeHWe:

A npumeHan amy ma3se yxe 8 meyeHue mpex Hederlb, U ynydweHul He nocredosano. Ymo mHe menepb Oe-
nams?

Bpau BbinucbIBaeT HOBOE Ha3HaAYeHUe M coobLLaeT NnauueHTy, YTO OH MOXET KynUTb Masb B anTeke unm 3akasartb
yepes UHTepHer.

Korga nauneHT untaeT cooblieHne OT Aepmaroriora Ha 3awmweHHom Beb-calite, OH NPOCTO NepexoauT B pasgen
32Ka30B JAHHOTO canTa U 3aKa3biBaeT Masb C OCTABKOW HA JOM.

Cutyauus 6e3 NOK:

Bpa4 He MOXeT ¢ AOCTAaTOYHON CTENEHbI0 YBEPEHHOCTU ayTeHTuPMUMpoBaTh naumeHTa, YTobbl A4aTb pekoMeHaa-
LMK NO 3NEKTPOHHOWN MOYTE O ASUCTBUSIX B JAHHOW CUTYaLVN.

Cutyauus ¢ NOK:

Bpau 1 naumeHT MoryT ayteHTucduumposatb cebs Apyr apyry, a takke capmaueBty. KoHdumaeHumansHo moryT
6bITb OcyecTBNEHB 0BMEH COOBWEHUsIMU 1 3aKa3 HOBOI Ma3u B anTeke. Bce CTOPOHLI yBepeHb!, YTO OTNpaBuIu CBOM
coo6LeHns MO HYXXHbIM agpecam.

A.4.11 OncTaHumMoHHbIN AOCTYN K MeAULMHCKOW nHopMaLnoHHO! cucteme

OnucaHne cueHapwms:

Bpau HacTpanBaet yHkunmM 06paboTkm pedynbTaTtoB 06cneaoBaHuii B MEAULIMHCKON MHPOPMALMOHHON cucTeme
cBoei opraHusauun. OH UCNonb3yeT BO3MOXHOCTU CUCTEMbBI AnSi:

- NPOCMOTPAa pe3ynbTaToB aHarnu3os.,;

- YBEIOMINEHUA NALUMEHTOB O pe3yrnbTarax MX aHanu3oB C NOMOLLLI0 aBTOMATUYECKUX MUCEM UMW 3IEeKTPOHHbIX
coobLleHnid, cogepxalmx U nepcoHaribHble KOMMEHTapUKU Bpaya;

- HanpaeneHusl Ha HOBbIE aHanu3bl;
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- Ha3Ha4YeHWs HOBbIX NEKapCTB.;

- U3BMEHEHUs [O3MPOBKU NEKapCTB.

MaumneHTsl NonyyawT yBeaoMneHns no tenedoHy, B NUCbME UIU MO 3NIEKTPOHHON MOYTe 0 HOBOM BXOAAWEM
coobLeHnn Ans HUX Ha 3awmweHHoM Beb-cailTe opraHmsaumm.

Cucrema nomeyaeT NPOCMOTPEHHbIE pe3yrbTaTbl aHaNU30B Kak:

- nognucaHHble (MPOCMOTPEHHbBIE),

- C OTNPaBKOI YBeJOMMNEHUS NaUNEHTY,

- 3aperucTpyMpoBaHHble,

- o6paboTaHHble.

Cutyauus 6e3 NOK:

HeB0o3MOXHOCTb ayTeHTMMUMpoBaTh NMINHHOCTL Bpada € AOCTATOHYHOM CTENEHbI0 YBEPEHHOCTY AenaeT Bblllenpu-
BeAEHHbI 0OMeH AAaHHBIMW HEBO3MOXHbIM.

Curtyaums ¢ UOK:

besoTkasHoe noaTBEepXKASHUE UCTOYHUMKA OTNPaBNEHnA n hakTa nornyyYeHust coobLLeHus, UenoCTHOCTb U KOHMU-
AEeHUMarnbsHOCTb 3TUX AEWCTBUI N cooblieHnii oGecneqmnBalloTca MeauUMHCKON MHEOPMAaLMOHHOW cucTemoi u Beb-caii-
TOM, ucnonessyowmmn MOK mMmeanunHcKkoro yupexaeHus.

A.4.12 [locTyn B 3KCTPEHHON CUTYaLnn

OnucaHue cueHapwusi:

Bpau ckopoii nomowm ocmaTpuBaeT nauueHTa, AOCTaBNEHHOr0 B OTAENEHWe CKopol nomolm B nonybeccoaHa-
TeNbHOM COCTOSIHUKW. Y naumeHTa 6eccBA3Has peyb, U OH He MOXET OGBACHWUTBL, UTO cnyunnock. Mexay TemM BO3MOXHbIX
NPUYUH JAHHOTO COCTOSIHUSI MHOTO, OHO MOIMO ObITh BbI3BAHO (DU3MYECKON TPaBMOW MM OCNIOXKHEHWEM MOCTE HEEe, UMK
nekapcTBEHHbIMM Mpenapartamu Ans neveHus ncuxudeckux saboneeanunii. XKW3Hu nauveHTa yrpoxaet onacHOCTb, U
BaXHO 03HAKOMMUTLCA C ero uctopueit bonesnm (Bkniovas BO3MOXHOE NPUMEHEHNE KaKMX-MBO HApKOTUYECKMX CPeACTB),
a TaKKe CO BCEeMMW BbINMUCAHHbIMW €My nekapcTBeHHbiMKU npenapatamu. B CLUA, Hanpumep, Ha3HaveHne MeTagoHa,
BO3MOXHO, ByaeT CKpbITO OT 06Wwero AocTyna, Mockonbky 3TO NpeaycMoTpeHo "ocyaapcTBEHHOM 3akoHoAaTeNbHOW Npo-
rpammoii 6opbbbl ¢ ankoronM3mMomM M HapkomaHuel. Bpad HaunMHaeT npouecc nonyYeHust AocTyna K MHoOpMaumm o
Ha3HA4YeHUsAX MEAMKAMEHTOB NaUMEHTY, BKIIOYas 3akpbiTyio nHdopmauumio. Cuctema ncnonbayet ayreHtudukauuio NOK,
a TaKkke JaHHble 3NeKTPOHHOro cepTudumkata Bpada Ans co3gaHna y4eTHoW 3anmucy 06 SKCTPEHHOM JOCTyNe K 3aKpbiTOM
nHdopmaumnm.

Bpau ckopoii nomoly BUAUT, YTO y NaumeHTa Obiin cnyqYan NpUMEHeHWs KokauHa u ameTaMUHOB U UTO eMy
nponucaH nuTnii. OH AelcTBYeT cornacHo npeanucaHuam, yéeamelumnce, YTo AMarHo3 U NeYeHWe yCTaHOBIEHbI B Camble
cxKaTble CPOKM. [MONHbBIA OTYET O PerncTpaumm 3KCTPEHHOro Aoctyna Gyaer ¢hopMupoBaH 0TgenoM MHMOPMaLUNOHHON
6e3onacHOCTU U/MINM KOMUTETOM Mo GEe30nacHoCTH.

CuTtyaumsn 6e3 NOK:

B 3aBMCMMOCTM OT cTeneHn 3awuThl dana ¢ gaHHLIMU NauneHTa BpaY, He SIBMSIIOMIACS JNlevallym Bpa4voM nauu-
€HTa, MOXeT He NonyYuTb AO0CTyNa K AaHHbIM. [laHHas cuTyauusa MoxeT 6biTb onacHa Ans Xu3Hu naumeHTta. Ecnum Bpay
CMOT MONYy4YMTb AOCTYN K AAHHBIM 63 3NeKTPOHHOIO cepTUmKaTa, HeT BO3MOXKHOCTU YCTAaHOBUTb CBsI3b CTENEHU KOH(DU-
OeHUMansHOCTK ceaHca A0CTyNa K AaHHbIM U JIMYHOCTY BpaYa, OCYLLECTBIAOWEro 4OCTYI.

Cutyaums ¢ MOK:

Bpau moxeT ayTeHTMdMUMpoBaTh cebA B CMCTEeME, UCTIONb3YSA CBOW SMeKTPOHHbIA cepTUdUKaT, U NONyunTb HEOH-
XOAMMYIO MHDOpMaLMIO 0 naumeHTe. OaHako COXPaHAETCHA KOHTPOmNbHAs 3anuch, KOTOpasl BMOCNeACTBUM MOXET BbITb
npoaHanuampoBaHa B criy4ae Kakoro-nmbo HecaHKUMOHMPOBAHHOrO AocTyna.

A.4.13 OucTaHUNOHHOE MeOULMHCKO® 3aKovYeHne

Onucanue cueHapwsi:

Bpau gukTyer 3aknioveHre no pesynstatam 0CMoTpa 04HOro U3 CBOUX MaUMEHTOB No TenedoHy B komnaHmio ABC
Transcription Service B wrarte Bupmxunusa, CLUA, koTopas cBsAizaHa ycnoBusiMmn KOHTpakTa ¢ 6onbHuuen Toronto Memorial
Hospital B KaHapge, kyga naumeHT rocnmtanvanpoBaH B HacTosiwee BpeMsi. [JUKTyeMblii TEKCT NPUHUMaeTCsl U 3anuchiBa-
eTca MeaWLUMHCKMM cTeHorpadmcTom B Mugum, paboTalowmm Ha yenoBusx CyBKOHTpakTa, KOTOpbIV OTNpaBnsieT ero Ha
3awviLeHHbIn Be6-canT komnanum ABC Transcription Service. MNMocne Toro kak AaHHbIl OKyMeHT Gbln npoBepeH u 0a06-
peH peLeH3eHTOM KOMMaHuW, ero CHOBa OTNPaBISIOT Ha 3alMLEHHbI Be6-caliiT KOMMaHWM U COOTBETCTBYIOLLEE OOMK-
HocTHOe nuuo B Toronto Memorial Hospital nonyvaet yeegomneHue no 3neKTpoHHOW nouTte, YTo AOKYMEHT goctyneH. OH
OTNpaBnsAeT AOKYMEHT Ha 3aluMLLEeHHbIN Be6-caiT 6onbHMLEI U, B CBOO odepeapb, coobliaeT Bpady, UTo OKYMEHT JOCTY-
neH 4nsa npocmoTpa. Nocne nony4exHns 4octyna, NpocMoTpa u ayTeHTUMKaLMK CO CTOPOHbI Bpaya QOKYMeHT fobaensi-
€TCA K 3NeKTPOHHOW MeOuUMHCKON kapTe naumeHTa.

CuTtyaumsn 6e3 NOK:

Hu oanH u3 y4acTHWKOB MHEPOPMaLMOHHONO oBmMeHa He MOXeT ayTeHTuduumpoBaTth ceba ¢ gocTaTouHol cTene-
HbIO JOCTOBEPHOCTW ANA peanu3auuy B3anMOAenCTBUS.

Cutyaums ¢ MOK:

AyTeHTMdMKaLMA BCEX aBTOPM3OBAHHbLIX CTOPOH M KOHMUOEHLUNANbHOCTE MEAULMHCKOW MH(POPMaLMKN rapaHTu-
poBaHbl. Kpome TOro, HUKTO BMOCMEACTBMM HE CMOXET oTpuuaTth dakT yvyacTusi B oomeHe uHdopmaumei.

A.4.14 DneKTpPOHHLIN peuenTt

Onucanue cueHapwsi:
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Mo okoH4YaHWy npuemMa Bpad oOpMIsieT B 3NIEKTPOHHOM BUAe peuenT Ans naumeHta. Cuctema 3reKTPOHHbIX
peLenToB NPOBEPSIET, YTO BbINMCAHHbIE NeKkapcTBa MMETC B (DapMaKkonorMHeckoM CrpaBoOYHUKE, YTO Y NauneHTa HeT
YCTaHOBMNEHHbIX anneprnyeckux peakumin Ha JaHHble NekapcTBa, NPOBepsieT B3auMogencTBre C ApyrMMM fiekapcTBamu,
KOTOpbIE NaLuUeHT MOXET NPUHMMaTh, U COOTBETCTBUE Ha3HA4YEHHbIX OO3MPOBOK PeKOMEHAyeMbiM. Bpau cTaBuT anekT-
POHHYIO MOAMUCBL Ha peLenTe U nepedaeT ero B anteky, BbIOpaHHy0 nauMeHTom. AnTeka nonydyaeT peuenT, npoBepsieT
MEAMLMHCKUE MONHOMOYMS M 3NEKTPOHHYIO Nognnuch Bpaya, odopMnsieT U apxueupyeT peuent. Koraa naumeHT npuxo-
OVT B anTeky, HasHaueHHble NekapcTBa AJisl HEroO yXXe NPUroTOBIEHbI.

Cutyauuns 6e3 MOK:

HeBoamoxHo ayteHTucduumpoBaTtb Bpada. Kpome Toro, BnocrneacTBumM Bpad MOXET OTpUUaTh, YTO OH NOCbinan
3MEKTPOHHbLIA peuent.

Curtyaums ¢ UOK:

AnTeka MOXeT NPOBEPUTb JIMYHOCTb U MOJNIHOMOUMS] BPaya U TOT (paKT, YTO UMEHHO AaHHLIN Bpay OTNPaBUN AaH-
HbIA peuenTt. BnocneacTeum Bpay He CMOXET OTpULATL (hakT OTNPaBKM AaHHOIO 3MeKTPOHHOro peuenta.

A.4.15 AytenTndmkaumns HazHaYeHMA Bpaya

OnucaHne cueHapmsi:

MauneHT npuxoaunT B kabuHeT Bpaya ¢ xxanoboit Ha 6onv B 06nactn xenyaka B Te4EHUE yXKe HECKONbKUX MECSILIEB.
NaumnenT coobwaeTt, 4To 60Mb yMeHbLIaeTcs Nocne easbl U nocre npuema aHTauugos, HO NOCTOAHHA U PErYNSIPHO NOBTO-
psetca. lNocne nepBu4HOro ocMoTpa Bpay NoAo3peBaeT NENTUYECKYIO sI3BY W pellaeT HanpaBUTb NaUMeHTa Ha racTpo3H-
Tepockonuio. C koMnbioTepa B cBoeM odmce Bpay MOXET MomyunTb AOCTYN K pacnucaHuio npoueayp amGynatopHon
KIUHUKN U BBIACHWUTB, YTO YTPOM CBOGOAHO noaxozsiliee Bpems ANsl aHHOro ob6cneaosaHus. 3ateM Bpay MOXeT 3anon-
HUTb M 3aBEPUTL INEKTPOHHON NMOANUCHLIO BXOASLEe HanpaerneHue nauueHTa Ha racTpo3HTepOoCKONUIO.

Curtyaumna 6e3 NOK:

KnuHuka He MoxeT ¢ 4OCTaTOYHOM CTENEeHbI0 AOCTOBEPHOCTH ayTeHTUUUMPOBATL Bpaya, U, Kak peaynbTar, Bpay
BbIHY>X[1E€H NO3BOHNTb B KNWHWKY NO TenedoHy, 4Tobbl 3anMcatb NaumeHTa Ha npoueaypy, 4To noTpebyet HamHoro 60nb-
e BPEMEHU.

Cutyaums ¢ NOK:

Bpau moxeT ayTeHTudbnumpoBatb cebs B KNMHWKE U caenaTth 3asiBKY, a KNMHUKa MOXET BbITb YBEPEHA, YTO UMEHHO
JaHHbIV Bpay cAenan 3aseky U 4To BMOCNEACTBUN OH HE CMOXET 3asIBUTb, YTO HE Aernarn 3TOW 3asiBKM.

25



roCT P NCO/TC 17090-1— 2009

Mpunoxenue JA
(cnpaBo4HoOe)

CeepgeHUs 0 COOTBETCTBUM CChINOYHBIX MEXAYHAPOAHbIX CTaHAAPTORB
CCbINOYHbIM HaLMOHaNbLHLIM cTaHAapTam Poccuiickoin ®eaepayumn

Tabnuua OA. 1

O603Ha4eHne cCbINOYHOro CreneHsb OBo3HaveHne 1 HaMmMeHoBaHUe COOTBETCTBYIOLLEro
MeXAyHapogHoro craHgapra COOTBETCTBUA HaLMOHAaNbLHOro cTaHpapra
MCO 7498-2:1989 IDT FOCT P NCO 7498-2—99 NHopMaunMoHHaa TEXHONO-
rvs. B3aaumoceasb OTKpbITbIX cuctem. basoBas atanow-
Has mopgenb. YacTe 2. ApxuTekTypa 3awmTtbl MHdOpMa-
uum
MCO/MBK 9594-8:2001 IDT FOCT P NCO/M3K 9594-8—98 UndopmaunoHHas Tex-
Homnorusi. B3anMOCBA3b OTKPLITLIX cucTeM. CnpaBoYHKK.
YacTtb 8. OcHOBbI ayTeHTucmkaumm
NCO/TC 17090-2:2002 - *
MCO/TC 17090-3:2002 - *
MCO/MBK 17799:2000 IDT FOCT P NCO/M3K 17799—2005 UndopmaumnoHHaa Tex-

Honorus. MpakTuyeckue npaesuna ynpaeneHns nHhopma-
LUMOHHOW 6e30MacHOCTbIO

COOTBETCTBUA CTaHAapTOB:

- IDT — ngeHTU4HbIe CTaHaapThbI.

* COOTBETCTBYIOLWMI HaLUMOHArbHLIA cTaHAapT oTcyTeTByeT. [lo ero yrBepxaeHua pekoMeHayeTcsl UCnonb3o-
BaTb NMEPEBO, HA PYCCKUIA sI3blK JAHHOrO MEeXAyHapogHoro ctaHgapra. lepesoa AaHHOrO mexayHapoaHOro CTaH-
hapTa HaxognTcs B $eaepanbHoM MHOPMaUMOHHOM (POHAE TEXHUYECKUX PErNaMeHTOB U CTaHJapToB.

MpumeuaHune— B HacToAwei Tabnuue MCNONL30BaHO cneaytoliee ycrnoBHoe 0603HauYeHne cTeneHmn
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