®EAEPAJIbHOE ATEHTCTBO

Mo TEXHUIECKOMY PEIYNIMPOBAHUIO U METPONOTUN

HAUMOHANLHEIA [OCT P MUCO/MIKTO

CTAHOAPT
POCCUMCKOW 18044—
OEAOEPALMUM 2007

B3 12—2007/462

UHcdopmaumoHHaa TeXHONOrMA
MeToabl n cpeacTtBa obecneveHms 6e30nNacHOCTH

MEHELXKMEHT VHUMOEHTOB
WH®OPMALIMOHHOWU BE3OMNACHOCTU

ISO/IEC TR 18044:2004
Information technology — Security techniques — Information security incident
management

(IDT)

WUanaHve opmumansHoe

Mockaa
CrangaptuHgopm
2009


http://www.mosexp.ru/uzk.html

rOCT P UCO/M3K TO 18044—2007

Mpeancnosue

Llenn v npuHumUnel cTaHgapTusaummn B Poccuiickon ®enepaunm yctaHosneHsl PegepanbHbiM 3akOHOM
oT 27 nekabpsi 2002 r. Ne 184-93 «O TexHUYeCKoM peryrnvposaHiny», a npasuna npuMeHeHns HauoHanbHbIX
ctangapToB Poccuitickon depepaunn — FOCT P 1.0—2004 «CtangapTusauns B Poccuiickoin degepaumn.
OcCHOBHbIE NOMOXEHUA»

CBepeHUA o cTaHpapTe

1 NMOArOTOBIIEH ®eaepanbHbIM rocyaapcTBeHHBIM yupexaeHneM «locyaapCTBEeHHbIN HayyYHO-UC-
crnegoBaTenbCKUA UCMbITATENbHBIA MHCTUTYT Npobnem TexHWYeckon 3alwutel MHdbopMaumn degepanbHON
Cny>X6bl N0 TEXHNYECKOMY U BKCTTOPTHOMY KOHTporto» (PIY « THUUN MT3U ®CTIK Poccuun») n obuiectsom ¢
orpaHW4eHHON OTBETCTBEHHOCTbIo «Hay4yHo-npoussoacTBeHHas dupma «Kpuctann» (000 «HMd «Kpuc-
Tann») Ha ocHoBe COBCTBEHHOrO ayTEHTUYHOrO Nepesoaa cTaHdapTa, ykasaHHOro B nyHkTe 5

2 BHECEH YnpasneH1eMm TeXHUYECKOro perynmpoBaHuns U ctasgapTtusaumm degepansHoro areHTcTea
Mo TEXHUYECKOMY perynnpoBaHunio 1 MeTponornm

3 YTBEPX[OEH M BBEJEH B JENCTBWE npukasom deaepansHoro areHTCTaa no TEXHUYeCKoMy pery-
NMpOBaHUIo U MeTpororumn oT 27 aekabps 2007 r. Ne 513-cT

4 HacTosumii cTaHaapT naeHTndeH mexayHapogHomy ctangapty MCO/M3K TO 18044:2004 «UHdbop-
MaLMoHHbIe TexHomnorun. dPuHaHcoBble ycnyrn. PekomeHgauun no unHdOpMauunoHHon 6GesonacHoCTU»
(ISO/IEC TR 18044:2004 «Information technology — Security techniques — Information security incident
management»).

Mpv NprMeHeHn HacTosALLero cTaHgapTa PeKoMeHAYyeTCs UCNOoNb30BaTb BMECTO CCbINOYHBIX MeXAyHa-
podHbIX CTaHAapTOB COOTBETCTBYOLME UM HaLMoHarnbHble cTaHAapTel Poccuiickon deaepaumn, cseaeHns o
KOTOPbIX NPMBEAEHbI B AOMOSIHATENBHOM NpunoxeHun C

5 BBEJAEH BINEPBbIE

UHpopmayust 06 U3MeHeHUSAX K HacmosiueMy cmaHOapmy rybruKyemcsi 8 exxe200H0 U30asaeMOM UH-
ghopmayuoHHOM ykazamene «HayuoHanbHeie cmaHOapmbl», @ meKcm U3MeHEeHUU U rorpasok — 8 exeme-
CSIYHO u3dasaeMbix UHGOpMaYUOHHLIX yKkasamersx «HauyuoHanbHble cmaHOapmbi». B criiyyae nepecmompa
(3aMeHbI) unu omMeHb! Hacmosiue2o cma+Hdapma coomeemcmeyouee yeedomneHue bydem orybrukoeaHo
8 eXeMeCsYHO u3dasaeMoM UHhopMayUOHHOM yka3amerne «HayuoHansHbeie cmaHO0apmely. Coomeemcmesy-
rowjast UHbopMayusi, yeeOOMMIeHUSA U MeKCmbl pasMmeljaromcesi makxe 8 UHghopMayuoHHol cucmeme obue2o
rnonb308aHusi — Ha oguyuanbHoM calime PedepanbHo20 a2eHmemea ro MexHUYeCKoMy peayiuposaHuro U
Memporioauu e cemu UIHmepHem

© CraHaapTtuHdopm, 2009

Hacroawuid ctaHaapT He MOXeT GbiTb NOMHOCTBLIO UMK YacTUYHO BOCTIPOM3BedeH, TUPaXMpPoBaH U pac-
npocTpaHeH B kKayecTBe ouumManbHOro usgaHust 6es paspelueHus defgepanbHOro areHTCTBa No TEXHUYECKO-
MY perynMpoBaHuio U MeTponorum
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BBegeHue

TunoBble NONUTUKM MHOpMaLMOHHO 6e30MacHOCTU UM 3aLMTHBIE Mepbl MHgopMaLMoHHoM Gesonac-
HocTh (MB) He MOTyT NOMHOCTbLIO rapaHTMPOoBaTh 3alwnTy MHgopMaLnm, MHGOPMALMOHHBIX CUCTEM, CEPBUCOB
nnu ceteit. Mocne BHeapeHWs 3alLUTHBLIX Mep, BEPOATHO, OCTaHyTCA crnabble MecTa, KOTopble MOTyT caenaTh
obecnevyeHune nHgpopmaLMoHHon 6esonacHoCTU HeadeKTUBHBIM, 1, crieoBaTeNbHO, UHLUAEHTLI MHgopMa-
LIMOHHOM 6e30MacHOCTU — BO3MOXHBIMWA. MHLMAEHTbI MHDOPMAaLMOHHON 6e30MacHOCTM MOTYT OKasblBaTh
npsIMOe UM KOCBEHHOE HeraTMBHOE BO3AeNCTBME Ha BusHec-AesATeNbHOCTL opraHusaumm. Kpome Toro, 6yayT
HensBeXxHo BbISBNATLCA HOBbIE, paHee He MOeHTUDNLMPOBaHHbIE Yrposbl. HegocTaTouHas noaroToBKa KOH-
KpeTHOI opraHnsaummn kK o6paboTke TakuX MHUMAEHTOB AenaeT NpakTMYeckyto peakumio Ha MHLMAEHTbI Maro-
ahheKTUBHOM, U 3TO MOTEHUMANbHO YBeMYMBaEeT CcTeneHb HeraTMBHOrO BO3AEWCTBUA Ha BusHec. Takum
oBpasom, Ana NGol opraHusaLMn, cepbesHo OTHOCALLENCS K MHGOPMaLMOHHON 6e30MacHOCTM, BaXKHO Npu-
MEHSAITb CTPYKTYPHbIN 1 MNaHOBbINA Noaxosq K:

- 0BHapyXeHWo, ornoBeLleHno 06 NHUMAEHTaX MHPOPMAaLMOHHON Ge30MNacHOCTU 1 UX OLIEHKE;

- pearnpoBaHunio Ha MHLMAEHTbI MHopMaLMOHHO Ge30NacHOCTM, BKIoYasa akTMBU3ALMIO COOTBETCTBY-
OLLMX 3aLUMUTHBIX Mep AN NpedoTBpalleHns, yMeHbLUeHUs NocneacTBui U (Unin) BOCCTaHOBINEHUS Nocre He-
raTUBHbIX BO3AENCTBMIA (Hanpumep, B 0bracTax noaaepkki U niaHMpoBaHns HenpepbIBHOCTU BuaHeca);

- 3BIIEYEHMUIO YPOKOB U3 UHUMAEHTOB MHOPMaLMOHHOW Be30MacHOCTU, BBEAEHWIO NPEBEHTUBHBIX 3a-
LMTHBIX Mep 1 yny4LieHuto obLuero noaxoaa K MEHEPKMEHTY MHLMAEHTOB MHbopMaLMOHHON 6e30MacHOCTU.

MonoxkeHWsA HacToALLEro cTaHAapTa cogepxkaT NpeAcTaBrneHne 0 MeHeKMEHTe UHLUMAEHTOB UHAOP-
MaLMOHHON 6e30MacHOCTU B opraHu3aLmni ¢ y4eTOM CIIOKMBLUENCS MPaKTUKA Ha MeXayHapoaHOM YPOBHE.

HacTodawuin ctaHaapT npeaHasHaveH AN UCNOMNb30oBaHUA opraHM3aLnsamMmn Bcex cdep AeATensHOCTU
npu oBecneveHnn NHDOPMaLMOHHO Be3oNacHOCTHM B NpoLiecce MeHeKMeHTa HLMAEHTOB. Ero nonoxeHus
MOTYT UCMOMb30BaTbCA COBMECTHO C APYIMMU CTaHaapTamu1, B TOM YMcne cTaHOapTamum, coaepxalymm Tpe-
BoBaHMA K cUcTeMe MeHeMKMeHTa WMHGopMaLMoHHOW 6e30nacHoCTM U cUcTeMe MeHedkMeHTa KadyecTBa
opraHunsaLmu.
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HAUUWOHANBbHBIN CTAHAOAPT POCCUMNCKOW ®EOQEPALUUMN

UHpopmaumnoHHas TexHonorus
MeToabl U cpeacTBa o6ecneyeHust GezonacHocTU

MEHEDKMEHT UHLUMOEHTOB MH®OPMALIMOHHOW BEE3OMNMACHOCTHU

Information technology. Security techniques. Information security incident management

OaTta BBegeHnsa — 2008—07—01

1 O6nacTb NpuMeHeHus

B HacToslwem cTaHdapTe cogepxartcs pekoMeHAaumnm no MeHeKMEeHTY UHLMAEHTOB MHOpPMaLMOHHOM
6e30MacHOCTI B OpralMsalmax Ans pykosoautenel nogpasneneHunin no obecneveHno MHpopMaLMoHHon be-
sonacHocTh (UB) npu nprMeHeHnU MHDOPMaLMOHHBIX TexHonormin (UT), MHdOopMaLMOHHBIX CUCTEM, CepBU-
COB U ceTen.

2 HopmaTuBHGIe CCbINKH

B HacTosWeM cTandapTe UCMONb30BaHbl CChISIKA Ha criegyrowme MexayHapoaHble cTaHaapThl:

NCO/M3K 13335-1:2004 UHpopmaumoHHaa TexHonorua — MeToabl obecnedeHns 6e3onacHoOCT —
YnpaeneHue 6e30nacHOCTb0 MHGOPMALMOHHBIX U TENEKOMMYHUKALMOHHBIX TexHomornin — Yactb 1 — KoH-
Lenuua 1 moaenu ynpaeneHust 6esonacHoCcTbo MHGOPMALMOHHBIX U TENEKOMMYHUKaLMOHHBIX TEXHOMOMUIA

MUCO/M3K 17799:2000 UHdpopmaumoHHasa TexHonoruss — [MpakTtudeckue npaewuna ynpaereHUst UH-
dopmaumnoHHon 6e3onacHOCTbio

3 TepmuHbl M onpeaeneHus

B HacTosilem ctaHaapTte npumeHeHbl TepMuHbl No FTOCT MUCO/M3K 13335-1, UCO/M3IK 17799, a Takke
crneaylowme TepMUHbI C COOTBETCTBYIOLLIMMU ONpeaeneHnsaIMu.

3.1 nnaHupoBaHue HenpepbIBHOCTU 6U3Heca (business continuity planning): Mpouecc obecneveHUs
BOCCTaHOBEHWs onepaLyu B Criydae BO3HUKHOBEHUSA Kakoro-nmbo HeoXnaaHHOo UK HexenaTensHOro UHLM-
AeHTa, cNocobHOro HeraTMBHO BO3AENCTBOBATL Ha HENPEPbLIBHOCTL BaXKHbIX YHKLMA BU3Heca U noaaepxvsa-
IOLLUX €ro 3rIEMEHTOB.

n puMmeyvyaHune — ﬂaHHbIﬁ npouecc A0NXKeH TaKkke obecneuneaTtb BoccTaHoBNeHNe 6usHeca ¢ y4eTOM 3aaH-
HbIX OYepeAHOCTEN U MHTEPBAIIOB BPEMEHU U AarbHellee BOCCTAaHOBNEHWE Beex (hyHKumii GusHeca B pabovee coctosi-
Hue. Knio4eBble 3N1eMEHTbI 3TOro npouecca AoImxHbI obecneunsarb npumMeHeHne u TectupoBaHue HGOﬁXO,qVIMbIX nnaHoB n

CpeACTB U BKIoUYeHWe B HUX nHdopmaumm, 6usHec-npoLeccoB, MHPOPMALMOHHBLIX CUCTEM M CEPBUCOB, PEYEBOI CBSA3U 1
nepegaum AaHHbIX, NepcoHana u u3nyeckux yCTpomcTs.

WU3paHwne ocbmumnansHoe
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3.2 cobbiTue undopmayuoHHomn 6esonacHocTH (information security event): UaeHTuduumposaHHoe
nosiBfieHne onpeaeneHHoro COCTOHUA CUCTEMbI, CEPBUCA UMW CETU, YKa3bIBaIOLLEro Ha BO3MOXHOE Hapylue-
Hue nonmmTuku UB nnu oTkas salwmTHbIX Mep, Ui BO3HUKHOBEHWE HEU3BECTHOW paHee cuUTyauum, Kotopast Mo-
KET UMeTb OTHoLIEeHUe K 6e3onacHoCTU.

3.3 uHumMpeHT HcopMaLuoHHoON GesonacHocTU (information security incident): MossneHne oaHoro
WA HECKOJIbKMX HexXenaTenbHbIX U HeOXUAaHHbIX cobbITUi ME, C KOTOPbIMU CBA3aHa 3Ha4YuTenbHaa Bepo-
ATHOCTb KOMMNpoMeTaLum 6u3Hec-onepauumin U cozgaHusa yrpossl Ub.

MpwumeyaHwne— lNpumepsl HunaeHToB Vb npueeaeHsl B pasgene 6.

3.4 rpynna pearupoBaHuUsl Ha UHLMAEHTbI UHopMauuoHHou 6e3onacHocTu (FPUUB) (Information
Security Incident Response Team (ISIRT)): 'pynna o6y4eHHbIX U AOBEPEHHBIX YIIEHOB OpraHU3auun.
M pumeyaHue— [JanHasi rpynna obpabatbiBaeT MHUMAEHTb Vb BO BpeMSsi X XXM3HEHHOTO UMKNa v MHOT4a Mo-

XeT AOMONHSATLCS BHEWWHMMM 3KCMEePTaMu, HaNnpuMep, U3 obwenpuaHaHHON rpynibl pearMpoBaHnS Ha KOMNbIOTEPHbIE UH-
LMAEHTBI UMW KOMMbIOTEPHON IPYNnbl 6bicTporo peammpoBanus (KIBP).

4 OOwWwMe NonoxeHvs

4.1 Uenu

B kauecTBe ocHoBbI 06LLUen cTpaTernn Mb opraHusauumM HeobxoaMMO UCNOMNb30BaTh CTPYKTYPHBIA NOA-
XoA K MeHedxMeHTY uHuuaeHTos MB. Liensmn Takoro noaxoaa siensietcst obecneyeHne crneayowmx ycnosui:

- cobblTnst B 0omkHbI BbiTh 0OHapyXeHbl U 3dgeKkTUBHO 06paboTaHbl, B YaCTHOCTU, onpeaeneHbl Kak
OTHOCSILLMECS NN He OTHOCALLIMECA K UHLmAeHTam UBY;

- naeHTUULMpoBaHHbIe MHUMAEHTHl B omkHbI BbiTh OLleHEHbI, U pearMpoBaHue Ha HUX OOIMKHO ObITb
ocyLlecTBNeHo Haubonee LenecoobpasHbiM U pesynbTaTUBHBIM CocobomM;

- BO34encTBuMsA nHunaeHToB UB Ha opraHusauunio u ee busHec-onepauumn HeobxoaMMo MUHUMW3NPOBATL
COOTBETCTBYIOLMMU 3aLUMTHBEIMU Mepamu, SBASIIOWWUMACA 4acTbio npouecca pearupoBaHusl Ha UHUWAEHT,
NHOrAa Hapsay ¢ NPUMeHeHNneM COOTBETCTBYHOLLMX SNeMeHTOB nilaHa(oB) obecrneveHusi HenpepbIBHOCTU BU3-
Heca;

- 13 uHUMaeHToB UB 1 nx MeHegkMmeHTa Heobxoanumo GbICTPO U3BMNeYb Ypoku. To AenaeTcs ¢ Lenbto no-
BbILLUEHWSI LUIAHCOB NpeaoTBpaLLeHns nHumMaeHTo VB B 6yayliem, ynyudleHusa BHeAPEeHUA U UCMNONb30BaHUS
3aWunTHeIX Mep UB, ynyJlieHus obLuen cucteMbl MeHemkMeHTa nHumaeHTos UB.

4.2 dtanbl

Onsa gocTuKeHUs Lenein B COOTBETCTBUM C NYHKTOM 4.1 MeHeKMeHT nHumaeHTos MB nogpasaenstoT Ha
yeTblpe OTAeNbHbIX aTana:

1) nnaHupoBaHWe N NOAroToBKA;
2) ucnonb3oBaHwue;
3) aHanus;
4) ynydweHue.

MpumedyaHue— IStanbl MeHemKMeHTa nHUMAeHTOB B ananormyHbl npoueccam mogenu PDCA, ncnons3sye-
MOV B MeXAyHapoaHbIX cTangaptax MCO 9000 [4] n MCO 14000 [5].

OcHoBHOe cofiepXKaHne aTux 3TarnoB NokasaHo Ha pUcyHke 1.

Y Co6biTnsa UB MOTYT GbITb pe3ynbTaToM Cry4YarHbIX UNK NpegHaMEPEHHbIX NOMNbITOK KOMNPOMETaLUMK 3aLMUTHBIX
mep UB, Ho B GonbwwmHcTBE cnyyaeB cobbitue UB camo no cebe He 03Hau4aeT, YTO MOMbITKA B AENCTBUTENBHOCTY Gbina
yCreLwHON U, cnegoBaTtenbHO, KakMM-TO 06pa3oM NoBnusina Ha KOHMAEHUNANbHOCTb, LLeNOCTHOCTL U (UNK) IOCTYNHOCTD,
TO ecTb He Bce cobbiTua NB 6yayT oTHeceHbl Kk kateropum nHumaeHtos Ub.

2
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MnanupoBaHue U noAroToBka:

- NONUTHKA MEeHeDKMEeHTa nHumaeHToB UB 1 obasaTenbcTea BhiCLIEro pyKOBOACTBA
MO OTHOLLEHMIO K Hel;

- CUCTeMa MeHeMKMEeHTa uHuuaeHTos Ub;

- KopnopatusHasi 6e30nacHOCTL U 6e30NacHOCTL CUCTEMbI/cepBUcal/ceTh, aHanu3a -
W MEHEMKMEHT PUCKOB, OGHOBNEHWE NONUTHK;

- co3gaHue N'PUUB;

- MHCTPYKTaXK 1 0Gy4eHne No BONpocam 0CBEAOMNEHHOCTH 06 nHumuaeHTax UB;

- TECTUPOBaHME CUCTEMbI MEHEAXMEHTAa nHuuaeHTos Ub

WUcnonb3oBaHue:

- o6HapyxeHue cobuiTuit UB 1 onoseweHue (MHPOPMUPOBaHKUE) O HUX;
- oueHKa M NMPUHATUE PeLLeHUN: ABNAETCA N AaHHoe cobbiThe uHUMAEHTOM UB;
- pearmpoeaHue Ha uHUuAeHT UB, BkNiovan NpaeoBylo aKCNepTU3y

AHnanua:

- DONOSHUTENbHAA NPABOBAA SKCNEPTU3A;

- 0606L1eHne HaKoNNeHHOro onbiTa;

- onpegeneHne MeToao0B ynydweHua (NoebiweHnsa) 6e3onacHocTy;

- onpegeneHne METoA0B YNy4leHU CUCTeMbl MeHeKMeHTa uHuuaeHTos Ub

YnyJwenme:

- NPOBECTU YTOYHEeHNe pe3ynbLTaToB aHanusa
puckoB 6e30nNacHOCTU U aHaNM3a MEHEDKMEHTa;

- UHULIMMPOBATL ynyulleHue 6e3onacHoTH;

- NPOBECTH YNYHLIEHUS! CUCTEMBI MEHE[DKMEHTa
uHuuaeHtos Ub

PucyHok 1 — 3Tanbl meHegxmeHTa uHumaeHTos Vb

4.2.1 NMnaHupoBaHue U NOAroTOBKa

ObheKTUBHBLIN MEHeKMeHT HUmMAeHToB VB HyXaaeTcs B HaanexallemM nnaHMpoBaHuM 1 NOAroTOBKE.
Ons o6ecnevermns acdeKTUBHOCTM peakumn Ha nHunaeHTsel UB Heobxoamumo:

- paspaboTaTb U AOKYMEHTUPOBAaTb NOMINTUKMA MeHedXXMeHTa nHuaeHToB B, a Takke Nony4nTb o4eBna-
HYI0 Nogaep>KKy 3TOW NOMUTUKA 3auHTePEeCOBaHHbIMW CTOPOHAMM 1, B 0COBEHHOCTU, BbICLLETO PyKOBOACTBA;

- paspaboTaTb U B NOHOM 06beMe AOKYMeHTUPOBaTb CUCTEMY MeHemkMeHTa nHunaeHTos B ans noa-
OEPXKA MONUTUKN MeHeMKMeHTa HUnaeHToB VB, ®opmbl, MpoLeaypbl M MHCTPYMEHTLI og4e Pk obHapyxe-
HWA, OMOBELLEHUS, OLIEHKN 1 pearmpoBaHua Ha UHUMaeHTH WB, a Takke rpagauvn wkansl' cepbesHocTy
VHLMAEHTOB AOMKHbI ObITb OTpaxeHbl B AOKYMEHTaLIMN Ha KOHKPETHYLo cucTemy. (CriegyeT OTMETUTB, UTO B He-
KOTOPBIX OpraHmnsaumsix Takas cucTema MOXeT HasblBaThesl «[naHoM pearMpoBaHus Ha HLKMAeHTel MB»);

- 06HOBUTL MOMUTUKM MeHemkMeHTa VB 1 pUCKOB Ha BCeX YPOBHSX, TO €CTb Ha KOprnopaTUBHOM 1 Ans
KaxKgoW cMcTeMbl, cepBuca U CeTu OTAeNbHO C YMeTOM cUcTEMbl MEHEKMeHTa nHUuuaeHToB UB;

" HeobxoaMMoO MMeTb ONpefeneHHylo WKany Cepbe3HOCTU UHLMAEHTOB C COOTBETCTBYIOWEH KraccuduKaLmen.
3Ta wWKana MOXeT COCTOATb, HANPUMep, N3 ABYX MNOMOXKEHWUIA: «3HAYNTENbHbIE» U «HE3HaYUTEnNbHbIe». BuiGop rpagauui
WKarbl OMKEH OCHOBLIBATLCS HA PAKTUHECKMX UK MpearnonaraemblX HEraTWBHbIX BO3geicTeusxX Ha BuaHec-onepaumm
opraHvaaumm.
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- c03AaTb B opraHn3aLum COOTBETCTBYIOWEE CTPYKTYPHOE noapasaeneHue MeHepKMeHTa MHUUAEHTOB
UB, To ecTb MPUUB, c 3agaHHbIMK 06A3aHHOCTAMW U OTBETCTBEHHOCTbIO NepcoHana, cnocobHOro agekBaTHO
pearnmpoBaTh Ha BCe U3BECTHble TUNbl MHUNAeHTOB UB. B 6onblumMHcTBe opraHusauuii FlPUUB sisnsieTcs rpyn-
MOWN, COCTOALLEN U3 CNELMANUCTOB NO KOHKPETHLIM HanpasfeHUAM AeATernbHOCTA, HanpuMep, NPy oTpaXxeHUn
aTak BpeAOHOCHO NporpamMmbl NPUBREKaT cneunanucTa no MHuuaeHTam nogobHoro Tuna;

- 03HaKOMUTL BECb MepcoHan opraHM3aunnm NOocPeACcTBOM UHCTPYKTaXKeN M (Mnn) uHbIMK crnocobamu ¢
cylecTBOBaHWEeM CUCTEMbl MEHeKMeHTa nHumaeHTos UB, ee npeMMylLliecTBamMn U ¢ HagneXxawmmm cnoco-
6amn coobLueHus o cobbiTusix MB. Heo6xoanmo npoBoauTb COOTBETCTBYHOLLEee 0BydeHne NepcoHana, oTeeT-
CTBEHHOro 3a yrpaBfieHMe CUCTEMON MeHeKMeHTa UHUuaeHToB WUB, nuu, NpUHUMAalOWMX pellueHust no
onpeaeneHuio Toro, ABASIIOTCS MM COBLITUA UHUMAEHTaMU, U NAL, UCCreayoLNX UHLMAEHTI;

- TWwartenbHO TeCTUpoBaTb CUCTEMY MeHedKMeHTa nHunaeHTos UB.

3T1an «[lnaHnpoBaHWe U NOATOTOBKa» — B COOTBETCTBUU C pasaernom 7.

4.2.2 Ucnonb3oBaHUe CUCTEMbl MeHeAKMEHTa UHLUOEHTOB MH(opMaLUOHHON Ge3onacHoCcTuU

Mpu ncnonb3oBaHUM cUCTEeMbl MeHepKMeHTa uHUMaeHToB UB HeobxoauMo ocyliecTBUTL criegylowme
npoLecchbl:

- obHapyxeHue 1 onoseLleHne 0 BO3HUKHOBEHUN cobBbITUiA B (Y4eNoBEKOM UMM aBTOMaTUHECKAMU Cpes-
cTBaMu);

- c6op uHcbopmaLmm, cBsAzaHHOM ¢ cobbiTuaMU UB, 1 oueHka 3Tol MHopMaLIMKM ¢ Lienbio onpeaeneHus,
Kakue cobbITUSI MOXKHO OTHECTM K KaTeropun uHumaeHTos UB,

- pearnpoBaHue Ha nHumaeHTol Ub:

- HeMeaneHHo, B peanbHOM UKW NOYTU peanbHOM MacliTabe BpeMeHu;

- ecny nHumaeHTel b HaxoaaTca nog KOHTPoneMm, BbINOMHUTL MeHee CPOYHble AeACTBUS (Hanpumep,
cnocobCTByOLNE MOMTHOMY BOCCTaHOBNEHWIO MOCNE KaTacTpodbl);

- ecrn uHUMAeHTbl B He HaxoasaTca Noa KOHTPONEM, TO BbIMOSHUTL «aHTUKPU3UCHBIE» AeNCTBUS (Ha-
npumep, BbI3BaTb MOXapHYIO koMaHAy/nogpasaeneHne UnM MHULMMPOBATL BLIMOSIHEHWE NflaHa HenpepbiB-
HocTu 6usHeca);

- cOOBWUTL O HanMM4umn uHumMaeHTos UB 1 niobele oTHocAWMeECs K HUM NoApoBHOCTU NepcoHany cBoei
opraHMsaumu, a Takke nepcoHany CTOPOHHUX OpraHu3auuin (4TO MOXET BKITKOYUTL B cebst, no mepe Heobxoau-
MOCTW, pacnpocTpaHeHWe noapobHOCTEe uHUMAEeHTa C Lenblo AanbHewwwen oueHkn U (Unu) NPUHATUA
peLUeHun);

- MPaBOBYIO 3KCMEPTH3Y;

- Hagnexallyro perucTpaunio Bcex AeNCTBUA 1 peLleHnia A nocneayrowero aHanuaa;

- paspelueHune npobnemMbl MHLMAEHTOB.

Otan «Mcnonb3osaHne» — B COOTBETCTBUM C pasgesiom 8.

4.2.3 AHanus

Mocne paspelweHuns/3akpbiTusa MHUMgeHTos VB HeobxoQuMo npednpuHATL criedytolime AeUcTBust no
aHanuay coctosiius Ub:

- NMPOBECTU OOMOMHNTENBHYHO NPaBOBYH 3KCNEPTU3Y (NP HEOBX0AMMOCTN);

- U3Yy4UTb YPOKW, U3BMNEYEHHbIE N3 MHUMAeHTOB UB;

- onpeaennTb YNydlleHns 4ns BHeapeHust 3awntHelX Mep VB, nonyyeHHble U3 ypoKoB, U3BMNEYEHHbIX 13
0QHOro Un HeckoNbKNUX nHUmMaeHToB UB;

- onpegennTb YNyylleHnus Ans cMCTeMbl MeHeKMeHTa UHUMAeHToB MB B LlenoM, yunTbiBas ypoku, 13-
BieYeHHble 13 pe3ynNbTaToB aHanMsa kayecTsa NnpeanpuHMIMaemMoro nogxoda (Hanpumep, U3 aHanvaa pesyrib-
TaTUBHOCTU NPOLECCOB, npoLeayp, GopM oTyeTa 1 (Unu) opraHusavmn).

OT1an «AHanus» — B COOTBETCTBMM C pasgenom 9.

4.2.4 YnyduweHue

Heobxoaumo nogvepkHyTb, YTO NPOLIeCCHl MeHepkMeHTa nHumMaeHToB UB siBnsitoTcs MTepaTUBHLIMU, C
MOCTOSIHHBIM BHECEHMEM YITyULLEHWUI C TeYeHNeM BpeMeHun B psaa anemeHToB MIB. OTu ynyJwenus npegnara-
FOTCS Ha OCHOBE AaHHbIX 06 MHUMAEeHTax Vb 1 pearMpoBaHnn Ha HUX, a TakKe AaHHbIX O ANHAMWKE TeHOEHLNA.
OTan «YnyJlweHne» BktoYaeT B cebs:

- NepecMoTp UMEKLLUXCS pe3ynbTaToB aHannaa puckos NB 1 aHanns meHegKMeHTa opraHmMsaumu;

- yNydLleHe cUCTEMbl MeHeMKMeHTa nHumMaeHToB UB 1 ee aokymeHTaLuy;

- MHULMMPOBaHWe yry4LleHui B o6nacti 6e30nacHOCTH, BKHoYasi BHeApeHWe HOBbIX 1 (Mni) 0BHOBMEH-
HbIX 3aWUTHBLIX Mep UB.

OTan «YnyuweHne» — B COOTBETCTBUM ¢ pasaerniom 10.
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5 MpeunmyLiecTBa CTPYKTYPHOro noaxona v KnyeBblie BONPOCbl MEHEeOXXMEHTa
MHUMAEHTOB MH(OPMaLMOHHOM 6€30NacCHOCTH

B naHHOM pasgene npedcTaBneHa MHgopmaums:

- 0 MpenMyLLEecTBaXx, NoMy4aemMblX OT KAYeCTBEHHOW CUCTEMbI MeHePKMeHTa uHUMAaeHToB UBG;

- 0 KMoYeBbIX BOMNPOCaXx, KOTOpble HeoBX0AMMO PACcCMOTPETh C Lierbio YBexaeHUa B 3TUX NpenMyLLiec-
TBaX BbICLLEro KOpMNopaTUBHOMO PYKOBOACTBA U NepcoHana, NpeaocTaBnsolero 0T4eTbl B CUCTEMY 1 Mony4va-
toLLero oT Hee MHpopMaLMio.

5.1 MpeumywiectBa

Iioban opraHusaLmsi, ICNOMb3yoLWas CTPYKTYPHBIN NoAX0A K MeHeKMEHTY uHUumnaeHToB UG, MoXeT na-
BrieYb 13 Hero 3aHadyuTesnbHbie NPenMyLLecTBa, KOTOpble MOXHO 06beaUHUTL B criedytowme rpynnbi:

- ynydwenxue UB;

- CHWKEeHWe HeraTMBHBLIX BO3AEWUCTBUI Ha BuaHec, HanpuMmep, npepbiBaHue GusHeca U UHaHCOBbIE
ybbITKM Kak nocreacTeust MHunaeHTos UB;

- ycuneHWe BHMUMaHWS K BONpocam NpeaoTBpalleHns MHUMAEHTOB;

- YCUeHe BHUMaHWS K YCTaHOBMAEHWIO NPUOPUTETOB U COOpY A0Ka3aTenbCTB;

- Bkrnag B obocHoBaHUe GlogkeTa U pecypcos;

- oGHOBNEHNE pe3ynbTaToB MEHeMKMEHTa U aHanu3a pUckoB Ha 6oree BbLICOKOM YPOBHE;

- NpegocTaBneHne Matepuana Ans Nporpamm NoBLILLEHUs1 0OCBEAOMNEHHOCTU U 0bydeHus B obnactn UB;

- NpedocTaBneHne BXOAHbIX AaHHLIX AnA aHanusa nonutuku UB 1 cooTBeTCTBYIOLLEN AOKYMEHTaUMUN.

Kaxgoe 13 3TMX NpeMMyLLecTB paccMaTpuBaeTCs HUXe.

5.1.1 YnyuweHue 6ezonacHocTH

CTpyKTYpHbIA npolecc o6HapyXxeHUs, ONOBELLEHUA, OUEHKN U MEHePKMeHTa UHUMAEHTOB U coBbITUI
MB nossonsieT 6bicTpo MaeHTuduumposaTth No6oe cobbiThe unu nHuMaeHT VB n pearmpoBaTh Ha HUX, TEM ca-
MbIM ynydias obLuyro 6e3onacHOCTb 3a cHeT GLICTPOro onpeaeneHus U peanusaunm NpaBUIbLHOTO pelleHns,
a Tarkke obecneunsas cpeacTea npeaoTepalleHua nogobHbIX MHUMaeHToB UB B Byayliem.

5.1.2 CHUXeHue HeraTUBHbLIX BO3AeUCTBUIN Ha 6U3Hec

CTpyKTYpPHbIN NOAX0A K MEHEMKMEHTY nHumMaeHToB B MoxeT cnoco6CTBOBATL CHDKEHWUIO YPOBHS Hera-
TUBHBIX BO3AENCTBUN, CBA3AHHBLIX C UHUMaeHTamu UMb, Ha 6usHec. MNocneacTBus 3TUX BO3OEWACTBUIA MOTYT
BKMoYaTh B cebst HemeasleHHble (hrHAHCOBLIE YOLITKM, a Takke 4ONrOBPEMEHHbIE NOTepU, BO3HUKAlOLLIME OT
ywepba, HaHeCeHHOro penyTauum 1 KpeauTocnoco6HOCTU opraHusaLun.

5.1.3 YcuneHune BHUMaHUA K NpeaoTBpalleHUIo UHLUAEHTOB

WMcnonb3oBaHne CTPyKTYPHOro Noaxoaa K MeHeXKMeHTy uHuuaeHTos UB MoxeT cnocobcTBoBaTh yeu-
NEeHUO BHAMaHUS K NpegoTBpaLleHNIo MHLMAEHTOR BHYTPY OpraHuMsaumu. AHanus AaHHbIX, CBA3aHHbIX C UHLK-
AeHTamu, NosBonseT onpeaennTb MoAernu U TeHAEeHLUN NOABNEHUA UHUMAEHTOB, TEM caMblM CrocobCcTByS
YCUIMEHUIO BHUMaHWUsI K NpeoTBpaLLeHUio MHLUMAEHTOB U, CNeaoBaTenbHo, onpeaeneHnio COOTBETCTBYIOLLMX
AeNCTBUIA No NpeaoTBPALLEHNIO BOSHUKHOBEHUSI MHUUAEHTOB.

5.1.4 YcuneHune BHUMaHUA K cUCTeMe YCTaHOBJIEHUSI NPUOPUTETOB U CBUAETENbLCTB

CTpyKTYpHbIN Noaxod K MeHeaAXMeHTY nHumaeHTos VB cosgaeT NpoYHyr OCHOBY ASi CUCTEMbI YCTaHOB-
NeHua NpUopuUTETOB NpK NPoBeJeHUU paccneaoBaHun nHumaeHtos UB.

Mpun OTCyTCTBUM YETKMUX NPOLeayp CYLLUECTBYET PUCK TOFO, YTO paccneaoBaHus NpoBoAATCA B HEMNOCTO-
AIHHOM pexume, Korga pearmpoBaHme Ha UHUMAEHTHl OCYLWEeCTBNAETCA N0 Mepe UX NMOsIBNEeHUA UMK Kak peak-
LUns Ha camMoe «rpoMorfacHoe» pacrnopsikeHue COOTBETCTBYLWEro pykosoautens. 3To MOXeT NnomeLuarb
npoBeJeHWo paccrneaoBaHus B MNocneaoBaTeflb.HOCTU, COOTBETCTBYIOWEN uaeansHOMY yCTaHOBMIEHUIO NPU-
OpUTETOB TaM, rae oHO AeNCTBUTENBHO Heobxoanmo.

YeTkve npoLieaypbl paccnefoBaHus MHLMAEHTOB MOryT 06ecneynTb NpaBuibHOCTb U NPaBOBYIO AOMYC-
TUMOCTb cBopa AaHHBIX U UX 06paboTku. ITo MMeeT GonbLUoe 3HaUYeHWe B ClyYae MHUUMUPOBaHUA cyaebHoro
npecnefosaHna nnu gucumnnuHapHoro pasbupatensctsa. OgHako cnedyeT npusHaTh BEPOATHOCTb TOTO, YTO
AevcTBusA, HeobxoauMble A4St BOCCTaHOBMNEHNS nocne nHuuaeHTa B, MoryT noaBepryyTs puUcky LENoCTHOCTb
cobpaHHbIX CBUAETENbCTB.

5.1.5 BrogxeT n pecypcbl

XopoLLo NpoayMaHHbIA CTPYKTYPHBIN NOAX0A K MeHe)KMeHTY uHuuaeHToB UB cnocobetByeT obocHoBa-
HUIO W yNpoLleHWio pacnpederneHns GloaxeToB U PecypcoB BHYTPU nogdpasgeneHuid opraHunsaunmn. Kpome
TOro, BbIrodbl MoflyyaeT U cama cucTema MmeHedxMeHTa MHunaeHToB UB. Takune Bbiroabl CBA3aHbl CO cneayto-
LWUMW YCOBUAMM:
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- UCNoNb30BaHMeM MeHee KsanuuuMpoBaHHOro nepcoHana ans uaeHTudukauun u punsTpaLm Nox-
HbIX CUrHANOB TPEBOTY;

- obecneveHnem ny4llero pykosoAcTea AeACTBUAMU KBanNMGULIMPOBAHHOMO NepcoHana;

- NpuBneYeHnem KeanuuLIMpoBaHHOMO NepcoHana Tonbko Ans TeX NPoLeccoB, rae TpebyoTca ero Ha-
BbIKW, U TOMBKO Ha TOW cTagum npoLecca, rae ero coaeicTeme HeoBxoaumo.

Kpome Toro, CTpyKTypHBIA NOAX0A, K MEHEDKMEHTY HUMAeHToB MB MoxeT BkntovaTh B cebsi npoueaypy
NPUOCTAHOBKU «OTMETKN BPEMEHU» C LIEMNbIo BO3MOXXHOCTU BbIMOSTHEHUS «KONMMYECTBEHHBIX» OLLEHOK 06paboT-
k1 uHumaeHToB UB B opraHusauun. 310 AernaeT BO3MOXHbLIM, Harnpumep, npegoctaBneHne uHgopmauum o
BpeMeHU paspelleHns HLUUAEHTOB C PasfMyHbIMU NpUMopUTETaMU Ha pasnuyHbIX Nnatdopmax. Mpu Hanuyum
cnabbix MecT B NpoLecce MeHemkMmeHTa uHuMaeHToB VB 3T cnabble mecTa Takke A40MKHbI BbITh MAEHTUDK-
uupyemMbimu.

5.1.6 MeHeaXMeHT U aHanus puckos UB

Wcnonb3oBaHne CTPYKTYPHOIO noaxoaa K MeHemxmMeHTy nHumaeHtos UGB cnocobereyerT:

- cbopy 6onee kavecTBEHHbIX AaHHbIX AN UAEHTUDUKALMKN U onpeaeneHns XapakTepUCTUK pasnnuyHbIX
TUMNOB YrPo3 U CBA3AHHBIX C HAMU YSI3BUMOCTEN;

- NpeaocTaBneHnio AaHHbIX O YacToTe BO3HUKHOBEHWUS! MAEHTU(ULMPOBaHHBIX TUMNOB Yrpos.

Mony4yeHHble AaHHbIE O HeraTUBHLIX MocneacTeusix MHUMaeHToB UB ana 6usHeca 6yayT nonesHbl Ang
aHanusa aTux nocneacTsuid. [laHHble 0 YacTOTe BOSHUKHOBEHUS PAsINUHBIX TUMOB YrPO3 HAMHOIO NOBLICAT Ka-
4YeCTBO OLEHKWN Yrpo3. AHanormyHo, AaHHble 06 yA3BMMOCTSIX HAMHOTO MNOBLICAT Ka4ecTBO GyayLmMX OLEHOK
YA3BUMOCTEN.

BbiweynomsaHyTble AaHHBIE 3HAYUTENLHO YAyJLaT pesynbTaTtbl aHanu3a MeHemMKMEeHTa U aHanunsa puc-
koB UB.

5.1.7 OcBegomMneHHocTb B Bonpocax UB

CTpyKTYpHbI NoAXoA K MeHeXMeHTY uHumaeHToB Vb npefoctaBnseT yskoHanpaeneHHyo nHgopma-
Lo o nporpammMax obecrieveHnst ocBegoMneHHocTU B Bonpocax UB. dTa uHgpopmaumna asnaetca UCTOUHUKOM
pearnbHbIX MPUMEPOB, Ha KOTOPbIX MOXHO MoKasaTb, YTO MHUMAeHTbI UB aencTBUTENbHO NPONCX0AAT UMEHHO B
JaHHol opraHusauum, a He rae-nnbo elle. Takum o6pa3oM MOXHO NMPOAEMOHCTPUPOBATL Bbirodbl GbicTporo
noryyeHus nHcpopmaLmm o peleHusix. boree Toro, nogobHas ocBegomneHHocTb B Bonpocax B noseonset
CHU3WUTb BEPOSATHOCTb OLUMOKN, BOSHUKHOBEHNSA NaHWKL U (MNA) pacTepsiHHOCTU Y Ntofeit B cry4vae nosisreHust
nHumaeHTa UB.

5.1.8 BxopgHble gaHHble Ans aHanusa nonutuku Ub

MHdopmaums, npegoctasnsieMas cUCTeMON MeHeaXMeHTa uHuuaeHTos VB, moxeT obecnevnTb LieH-
Hble BXOAHble AaHHble Ans aHanusa pesynsTaTUBHOCTU 1 nocrnegytowero ynydweHust nonutuk UB (n gpyron
AoKyMeHTauwum, ceasaHHom ¢ MB). 3To 0THOCUTCS K MONUTUKAM U APYro AOKYMEHTaL/MN Kak Ha YPOBHe opraHu-
3aunn, Tak n Ang otaenbHbIX CUCTEM, CEPBUCOB U CeTel.

5.2 KnwuyeBble Bonpochl

Hanuuve o6paTHOM CBA3M, MO KOTOPOM NOCTyNaeT MH(opMaLMa O TOM, Kak OCYLLEeCTBIIAETCH MeHemX-
MeHT uHumaeHToB UB, noMoraeT coxpaHsiTb HaLereHHOCTb AeACTBMIA NepcoHarna Ha 6opbly ¢ peanbHbIMU
puckamm ANs CUCTEM, CEPBUCOB U CETEN opraHusaLmnn. J1a BaxkHaa obpaTHas cBA3b He MOXeT BbITb adpdpek-
TUBHO peanusoBaHa Yepes NpoLecc pearnpoBaHusa Ha MHUMAEHTLI VB, nockonbKy uHUMaeHTsl B npouncxoast
HeperynspHo. O6paTtHas cBA3b MOXeT ObiTb Gonee pesynsTaTUBHOM NPU HanMYMK CTPYKTYPUPOBaHHON, XOpo-
IO NpoayMaHHOoN cucTeMbl MeHepkMeHTa nHUMaeHToB UB, npumeHsiolein obLuyo CTpYKTYpY Ans BceX noa-
pasgeneHnin opraHnsauuun. fJaHHas obluas cTpyKTypa OofDKHa HerpepbiBHO ofecrneyvnBaTtb MonydeHue oT
CUCTEeMbI Kak MOXHO Goree NorHbIX pe3ynsbTaToB W NPeacTaBnsaTh coBGoi HaaexHy OCHOBY Ans ObICTPOro
onpegeneHnsl BO3MOXHbIX YCIIOBUIA BO3HUKHOBEHWS MHUMAeHTa UE a0 ero nosiBNeHus], a Takke BbldasaTh co-
OTBETCTBYHOLLME CUrHasbI OMOBELLEHNS.

MeHemKMEHT 1 ayauT cucTeMbl MeHeaxMeHTa B oBecrneunsatoT ocHOBY AoBepUsi, HeoBxogumMoro Ans
pacLUVPEHNUst COBMECTHOM paBoThl C NEPCOHANOM U CHKEHWS He10BepUsi B OTHOLLEHWUWN COXpaHeHUsl aHOHUM-
HocTK, 6e3onacHOCTY U AOCTYNHOCTU NOresHbIX peaynsTaTos. Hanpumep, pykoBOACTBO W NepcoHan opraHuaa-
LMK JOMKHbI BbITb yBEpEHbl B TOM, YTC CUTHaMbl OMOBELLEHNS AadyT CBOEBPEeMEeHHYH, TOYHYH W MOMHYo
MHOPMaLMI0 OTHOCUTENBHO OXMAAEMOro MHLMAeHTa.

Mpwv BHeAPEHUU cUCTEM MEHeXXMeHTa UHUMaAeHTOB UB opraHusauusaM cneayet nsberatb Takux noTeH-
LmarnbHbIX NPobrieM, kKak OTCYTCTBUE NOMOXUTENbHBLIX pe3ynsTaTos 1 6ecnoKoicTBa Mo NoBoAY BOMPOCOB, CBS-
3aHHBIX € npobneMaMu  HEMPUKOCHOBEHHOCTM MNepcoHanbHbIX — daHHbIX. Heobxoaumo  y6eauTb
3aMHTEpeCcoBaHHble CTOPOHbI B TOM, YTO ANS NPpeaoTBpalLeHNs NosiBMeHUs BblLeynoMsaHYThIX Npo6riem 6binn
NPeanpUHATLI onpeaeneHHble wark.

6
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Takum obpasom, Ans NOCTPOEHUs ONTUMASIbHOW CUCTEMbI MEHeMKMeHTa UHUuaeHToB UB HyxHo pac-
CMOTpETb P KIo4eBbIX BONPOCOB, BKNOYas:

- obsizaTenbCcTBa PYKOBOACTBA;

- OCBEAOMIIEHHOCTb;

- NpaBoBbIe U HOPMATUBHLIE acnNeKThl;

- aKcnyaTauuoHHyo 3¢heKTUBHOCTL U Ka4eCTBO;

- @HOHUMHOCTb;

- KOHUAEHUNANBHOCTD;

- He3aBUCUMOCTb geatensHocTn MPUNB;

- TUNOJIOTUIO.

Kaxxaplil n3 aTux Bonpocos 6yaeT paccMOTPEH HUXKE.

5.2.1 Ob6asaTtenbCcTBa PyKOBOACTBa

[ns npuHATUA CTPYKTYPHOrO nogxoAa K MeHeKMeHTY uHumuaeHTos UB xusHeHHO Heobxoanuma NOCTOAH-
Hasl MoAiepXKa co CTOPOHbI PYKOBOACTBA. [epcoHan opraHusaumMn AonmkeH pacnosHasaTtb MHUMAeHTbl b un
3HaTb CBOM AENCTBUSA NMPU UX BO3HUKHOBEHWUW, a Takke OCO3HaBaTb GoMbluMe NpeuMyLLecTBa CTPYKTYPHOrO
noaxoaa Ans opraHusaumn. OgHaKo 3Toro MoXeT BbITb HeAOCTaTOMHO NPU OTCYTCTBUU NOAAEPXKKU CO CTOPOHDI
pykosoAcTBa. HeobxoauMo AoHeCTU A0 PYKOBOACTBA, YTO OpraHnsauus AoMmKHa BLINOMHATL 0bA3aTenscTea
no obecneveHnio pecypcamu n nogaepxke cnocobHOCTU pearupoBaHus Ha UHLMAEHTI.

5.2.2 OcBeAOMNEHHOCTb

[pyroi BaxxHoM NpobnemMon NPUHATUS CTPYKTYPHOro noaxoaa k MeHepkMeHTy uHumaeHTos UB aenaetca
ocBeAOMIIeHHOCTb. HecMoTps Ha NoTpeBHOCTL B NONb3oBaTeNsax AnA y4actus 8 pabote opraHnsauuu, Bpag nu
MOXHO paccyuTbiBaTh Ha Ux achheKTUBHOE y4acTue B paboTe opraHU3aUmm Npu OTCYTCTBUM OCBEAOMEHHOC-
TU O TOM, KaKyto BbIFOZly OHU U UX NoapasaeneHue nonyyaT ot y4acTusa B CTPYKTYPHOM Noaxoae K ynpasneHuio
nHUMAeHTamMn nHdopMaLmoHHon 6ezonacHoCTH.

Iiobas cuctema MeHemxMeHTa uHUMAeHTOB UB aomkHa conpoBoXaaTbCa AOKYMEHTOM C onpeaeneHu-
eM nporpaMmbl obecnevyeHUa 0cBeAOMNEHHOCTH, BKNHOYaOWMM B cebs:

- penMyLIecTBa CTPYKTYPHOrO Noaxoaa K MeHemkMeHTY uHumuaeHTos UB kak ans opraHusaumun, Tak u
AN ee nepcoHara;

- UHbopMaumio 06 nHUMAEHTaX, XpaHallyoca B 6ase AaHHbIX cobbITuiA 1 (Mnu) uHumaeHToB UB, 1 Bbi-
XofHble JaHHble U3 Hee;

- cTpaTeruto 1 MexaHu3Mbl Arns NporpaMmbl obecnevyeHnst OCBeAOMIIEHHOCTU, KOTOpasi B 3aBUCUMOCTMU OT
TUNa opraHn3aumm MoxeT BblTb OTAeMNbHON NPOrpaMMoiil UK YacTbio 6ornee LWMPOKOWA NporpamMmbl OCBEA0M-
neHHocTu B Bonpocax Ub.

5.2.3 lMNpaBoBble U HOPMaTUBHbIE acnekTbl

B nonutuke meHemxkmeHTa nHumnaeHTos Vb 1 cooTBeTCTBYIOWEN CUCTEME HEOBXOAMMO YYUTLIBAThL Crie-
Aylolume npaBoBble U HOPMAaTMBHbBIE acnekTbl MeHempkMeHTa nHumaeHTos UB.

O6ecnevyeHne ageKBaTHOM 3aLUThbI NePCOHaNbHbIX AAHHBLIX U HENMPUKOCHOBEHHOCTbL NepPCoOHanb-
HoW uHdopmaLmm

B cTpaHax, rge cywecTtsyeT cnevnanbHoe 3akoHodaTenbCTBo, 3alimLaollee koHgpuaeHuManbHoCTb U Lie-
FOCTHOCTb Aa@HHbIX, OHO YacTO OrpaHNYEeHO KOHTPOMNEM 3a NepcoHanbHbIMMU AaHHBIMW. OCKONbLKY UHLMAEHTHI
B 06bI4HO BO3HMKAIOT B peaynbTate AeATenbHOCTY nepcoHana Unm noCTOPOHHUX UL, TO MOXeT noTpeboBaTtb-
Csl COOTBETCTBYOLWAs pernctpauns nddopmaLmm NMYHOro Xapakrepa 1 ynpasneHue eto. CnegosatensHo, Npy
CTPYKTYPHOM Noaxoae K MEHeKMEHTY MHUMAeHTOB VB crniedyeT yuuTbiBaTb HEOBXOAUMOCTL B COOTBETCTBYHO-
el 3aLuTe NepcoHarnbHbIX AaHHbIX, a Takke criedytoline yCrnoBus:

- nMua, uMetoLLme AoCTYN K NepcoHasnbHbIM AaHHBIM, He AOMKHbI FIMYHO 3HAaTb Tex Noaen, nidopmaums
0 KOTOpPbIX N3yyaeTcs;

- Y@ ¢ JOCTYNOM K NIUYHBIM AaHHbIM AOMKHBI NognucaTb cornatleHue ob UX HepasrnaleHuu 4o Toro,
Kak nomy4art 4OCTYM K HAM;

- NepcoHarnbHble AaHHble AOMXKHbI UCMONb30BaTbCA NCKNIOYUTENbHO ANA TeX Lenen, Ana KOTopbiX OHK
661N Nony4veHbl, To ecTb A48 paccrnefoBaHusa HUMaeHTos UB.

CooTBeTCcTBYIOLlEE XPaHEeHUe 3anucen

HekoTopble ceaepansHble 3akoHbl Poccuiickonn ®eaepauum TpebytoT 0T KOMNaHW BeAeHUs COOTBET-
CTBYIOLMX 3anuceli CBOel AedTeNnbHOCTN ANs aHanMsa B npoLecce eXerogHoro ayauta opraHusauui. Takue
e TpeboBaHWA CyLLUeCTBYHOT AN NPaBUTENbCTBEHHBIX OpraHM3aLnin. B HeKoTopbIX cTpaHax oT opraHusauui
TpebyeTca cocTaBfieHWe OTYETOB UMK CO3AaHNe apXMBOB A1 NPaBOOXPaHNTENMbHLIX OpraHoB (Hanpumep, B
criydae coBepLUeHNs Cepbe3HOro MPecTynieHns U MPOHUKHOBEHNSA B NPaBUTENbCTBEHHYIO CUCTEMY, coaep-
Xalyro KoHuaeHuManbHyo nHdopmMaLuio).



rocT P UCO/MIK TO 18044—2007

Hanuuue 3awmTHbIX Mep AnA o6ecneyeHUsl BbINOMHEHUS KOMMepPUYeCKUX AOrOBOPHbIX 06a3a-
TenbCcTB

Mpw Hanu4um o6A3sbIBaOLWMX TpeboBaHWIA NO NPeAOCTaBIIEHNIO YCIYT MO MEHEMDKMEHTY nHunaeHTos VB
(Hanpumep TpeboBaHUA KO BpeMeHW pearypoBaHusl) opraHusauus AoMmkHa npegycMaTpuBaTtb obecneveHune
cooteeTcTBYOWen UB B Lensx obecnevyeHns BoINOIHEHUS 9TUX 00s13aTENbCTB NPUY NtobbIX 06CTOATENLCTBAX
(B CBAI3W C 3TUM B CITy4ae 3akniov4eHUa opraHusaLmnei KOHTpakTa co CTOPOHHe opraHusaumen (cM. 7.5.4), Ha-
npumep KI'bP, Heobxoanmo BkoveHne Bcex Heobxoaumbix TpeboBaHWit, Hapsay C BpeMeHeM pearmpoBaHus,
B KOHTPAKT CO CTOPOHHEN opraHusauuen).

MNMpaBoBble BONpPoOCHI, CBA3aHHblIe C NONUTUKaAMKU U NpoLeaypaMu

Heo6xoauma npoBepka NonmMTUK U Npoueayp, CBA3aHHbIX C CUCTEMO MeHepkMeHTa uHumaeHTos UB, Ha
npeaMeT Hanu4us NpaBoBbIX U HOPMaTUBHBLIX NpobreM, HanpuMep, UMEIDTCS N YBEAOMIIEHUS O AUCLMNNN-
HapHbIX B3blCKaHUSIX U (Mnn) cyaebHOM NpecneaoBaHUM COTPYAHUKOB, BUHOBHBIX B CO34aHUA MHUMAEHTOB, Tak
KaK B HEKOTOPbIX CTpaHax yBOfNbHEHWE COTPYAHUKOB SIBNSIETCS AOBOSBHO CIIOXHBLIM MPOLECCOM.

lMpoBepka Ha 3aKOHHOCTb HENPU3HaAHUSI OTBETCTBEHHOCTU

Bce 3asBneHus 06 orpaHnYeHnn OTBETCTBEHHOCTU 3a AEUCTBUSA, MPEANPUHATLIE IPYNNON MeHeaKMeH-
Ta uHuuaeHtos b Mnu BHeWHUM BCNOMOraTenbHbLIM MepCcoHarnoM, AOKHbI ObiTb MPOBEpPeHbl Ha 3aKoH-
HOCTb.

BknioyeHne B KOHTPaKTbl CO CTOPOHHUM NEepCcoOHanoM BceX Heo6XoAMMbIX acNeKkToB

KOHTpaKTbl CO CTOPOHHUM BCroMoraTenbHbIM nepcoHarnoM, Hanpumep KI'BP, AomkHbI TIWaTensHo npo-
BePATLCA Ha NpeAMeT BHECEHWUS B KOHTPaKT OTBETCTBEHHOCTU 3a HapyLleHue 0653aTenbeTB Mo Hepasrnalle-
HUIO, AOCTYMHOCTU YCAYr U NOCNEACTBUSA HENPaBUITbHBIX KOHCYNbTaLUA.

CornalweHus o HepasrnawleHuu KoHduaeHUManLHOW UH(opMaL K

OT uneHoB rpynnbl MeHegkMeHTa uHumMaeHToB UB MoxeT noTpeboBaThcA nognucaHue cornalieHns o
HepasrialweHun KoHhuaeHUManbHoON UHgopMaLMK Kak Npyu yCTPOUCTBE Ha paboTy, Tak 1 npy yBonbHeHun. B
HEeKOTOpbIX CTpaHaXx Takue cornaweHnsa MoryT He UMeTb opuaNYEeCcKON CUMbl; AaHHBIA acnekT HeobxoanuMo
nogsepratb MNPoBepKe.

UcnonHeHune Tpe6oBaHUI NpaBoONPUMEHSAIOLUX OPraHoB

Heobxoanmo o6ecneynTb ICHOCTb B BOMNPOCAaX, CBA3AHHbIX C BOSMOXHOCTbLIO TOr0, YTO NpasonpumMe-
HsloLLMeE OpraHbl Ha 3aKOHHOM OCHOBaHWUM MOTyT 3aTpeboBaTb MHOPMaLUNO OT CUCTEMBI MEHEXKMEHTA UH-
uvpeHtoB WUB. B HekoTopbIX crnyyasix MoxeT noTpeboBaTbCcsl ACHOCTb O MWHUMAaNbLHOM  YPOBHE,
onpeaensieMom 3aKkoOHOM, Ha KOTOPOM MHLUMAEHTbI He0BX0ANMMO AOKYMEHTUPOBATb, U O CPOKE XpaHeHWs 3TON
OOKYMEeHTaLuu.

flcHocTb B Bonpocax oTBeTCTBEHHOCTHU

Heobxoa1Mmo yTOUHUTL BOMPOCHI NOTEHUMANbLHON OTBETCTBEHHOCTU U HeOGX0ANMbIE COOTBETCTBYIOLWME
3aWunTHEle Mepbl. Huke nprvBeaeHbl NpuMepbl COBLITUIA, UMEIOLUX OTHOLUEHWE K BO3SIOKEHNI0 OTBETCTBEH-
HocTu:

- eCrnv UHUMAeHT NIB MoXeT NoBMAMATL Ha AesTeNbHOCTb APYroi opraHusaummn (Hanpumep packpbiTue co-
BMECTHO WCMOoNb3yemMon MHdopMaLmMn), KoTopasi BOBpEMSA He OnoBelaeTcs U B pesynbTaTte HeceT yuwept;

- €CNU1 B NpoAyKumnM obHapyxeHa HoBas ys3BUMOCTb 6e3 yBegomneHust 06 3ToM nocTasLyuKa, Y4To Npu-
BE10 K BO3HUKHOBEHMIO CEePbEe3HOro CBA3aHHOMO C 3TON YA3BUMOCTbIO MHUMAEHTA, B pesyribTaTe KOTOPOoro 3Ha-
YUTEerbHO MoCTpadany ogHa U HeCKOsbKO opraHn3auuin;

- eCnu B Kakol-nubo cTpaHe, rae oT opraHvsaumin TpebyeTtca nHdopmmnposaHue v cosgaHne apxXmsoB
[NA NpaBooXpaHWUTeNbHbIX OPraHoB B OTHOLLEHUW BCEX CIyYaeB, KOTOpble MOryT GbiTb CBSA3aHbI C TSHKKUM npe-
CTYMNMeHWeM UNn NPOHUKHOBEHNEM B NPaBUTESNbCTBEHHYIO CUCTEMY, CoAepXKallyto MHopMaLmio orpaHnyeH-
HOro JocTyna UNM 3NeMeHTbl KPUTUYECKM BaXkHOW HaumoHanbHOW WHPaCTPYKTYpbl, COOTBETCTBYHOLLME
TpeboBaHWA He BbIMOMHEHbI;

- eCny MHpopmMauna packpbiTa U NOSIBANIOCh yKkaszaHue Ha NpMYacTHOCTb HEKOTOPOro NuLa Uy opraHu-
3aLMn K aTake Ha MHOPMaLMOHHBIE pecypchbl opraHusaumun. AToT (akT MOXeT HaHecTu yulepb penyTaumm u
6U3HEeCY KOHKPETHbIX ML, UK opraHu3alnm;

- eCnu1 packpbiTa MHOPMaLMS, YTO B OfnpedenieHHOM arieMeHTe NporpaMMHoro obecneveHns nNpovso-
wen cboi, HO BNocneacTBUN 3Ta MHGOPMaLMS okasanach NOXHOM.

CneuuManbHble HOpMaTUMBHbIe TpebGoBaHUA

06 nHumaeHTax VB cnegyeT MHPOPMUPOBaTL COOTBETCTBYHOLLMIA KOHTPOMbHbIN OpraH, ecny aTo npea-
YCMOTPEHO crieunanbHbIMN 1 HopMaTUBHBEIMK TpeboBaHNsaMU, Hanpumep, Kak 3To NpedycMOTPEeHO B aTOMHON
NPOMBILLNIEHHOCTN.

8
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Cyae6Hble NpecnefoBaHUA UKW BHYTPeHHUe AUCUMNIIMHapHble pa3bupatenbcrBa

Ons ycnewHoro cyaebHoro npecneaosaHna Unv NposeAeHsa AUCLUMNIIMHAPHBIX pasbupaTenscTB BHYT-
pU OpraHM3aLimM B OTHOLLEHUW 310YMBbILUNEHHUKOB, HE3aBUCUMMO OT TOro, BbINv NN 3TN aTakn TEXHUHECKUMMU
NN randecknMm, HeobxoaumMo NPUMEHATL COOTBETCTBRYIoLME Mepbl 3awmuThl UB, BkNloYasa aokasyemMo 3a-
WMLEHHBIE OT BHECEHMWS U3MEHEHUIA XypHanbl ayauTa. [ina obecneyeHuns ycnewHoro cyaebHoro npecnego-
BaHMA WM NpoBedeHUs  OUCLMMAMHAPHBLIX pa3bupaTenbCTB  BHYTPU OpraHvM3auMMm B OTHOLLEHUU
3/10YMBbILLNIEHHUKOB, HE3aBNCUMO OT TOTO, ObINN M 3T aTaku TEXHUYECKUMMU UK huanmdeckumm, HeobxoanuMo
cobpaTtb cBnaeTenbcTBa ANa dedepanbHbiX CyA0B UK APYTMX aAMUHUCTPATUBHBLIX opraHos. Heo6xogumo
nokasatb, YTO:

- JOKYMeHTauus He nogsepranacb UCKaXXeHUAM U ABMAETCH NMOMHOW;

- KOMWW 3NEeKTPOHHOTO CBUAETENbCTBA A0Ka3yeMO UAEHTUYHbI OpUrMHanam;

- Bce cuctembl AT, oT koTopbix Bbinn nonyyeHbl cBUAETENbCTBa, BO BpeMs peructpaumm pabotany B
LITAaTHOM pexume.

MpaBoBbIe acNeKTbl, CBA3aHHbIE C METOAaMU MOHUTOPUHra

MocneacTsrst MICNONL30BaHNA MeTOAOB MOHUTOPUHIA AOSDKHBLI BbITb PACCMOTPEHbI B KOHTEKCTE HaLMOo-
HanbHOro 3aKoHOA4ATENbCTBA. 3aKOHHOCTL PasNINYHLIX METOLOB MOXET MEHSATLCH B 3aBUCUMOCTW OT CTpaHbI.
Hanpumep, B HeKOTOpPbIX CTpaHax Heobxoanumo MHopMUpPOoBaTL Ntoaein o BeASHUN MOHUTOPWUHIA, B TOM YNUC-
ne metogamu HabnogeHns. Heobxoammo yvecTb HeCKoNbKo hakTopoB, onpeaensaoLwmx, KTo (4To) nogsepra-
€TCA MOHUTOPUHIY, KakiuM 0Bpasom OHW (OHO) NOABEPraroTCA MOHUTOPUHIY U KOTA4a NPOBOAUTCSA MOHUTOPUHT.
Heobxoanmo Takke 0TMETUTb, YTO MOHUTOPWUHI/HabNoAeHNe B KOHTEKCTe cUCTeM OBHapyXeHUs BTOPXXEHUI
(COB) cneumnansHo paccmatpusaeTcs B [3].

MoproToBka NpaBMn NONb30BaHUA UHPOPMALUOHHBIMU pecypcamMu U O3HaKOMIeHUue ¢ HUMU

Mopsigok cnonb3oBaHUs MHGOPMAaLIMOHHBIX CUCTEM U PECYPCOB B OpraHu3aumum aosrkeH ObiTb onpeae-
NeH, AOKYMeHTUPOBaH U JoBedeH A0 CBeAeHUs BCero npeanofiaraeMoro nepcoHana (Hanpumep, nepcoHar
HeobXoAMMO NPOUHMOPMUPOBATL O 4ONYCTUMON NONUTUKE UCNONb30BaHWUA U NOTpeboBaTb NMMCbMeHHOe noa-
TBEPXAEHWE MOHUMAHMWS WU NPUHATUA UMW 3TON NOMAUTUKN NPU YCTPONCTBE Ha paboTy B opraHvW3auuio unm
nofyyYeHUn goctyna K MHPOPMaLMOHHBIM cUCTEMaM).

5.2.4 3dhekTUBHOCTb IKCNNyaTaLUU U KAYECTBO

O heKkTUBHOCTL IKCNyaTaLMM U KAYECTBO CTPYKTYPHOIO NoAaxoAa k MeHepKMeHTY nHumnaeHToB UG 3a-
BUCUT OT psifa cpakTopoB, BKIoYaoLLmMX B cebst 0653aTenbHOCTb yBeAOMIEHUs 06 MHUMAEHTAX, Ka4eCcTBO yBe-
AOMIEHMs1, MPOCTOTY UCMONb30BaHus, bbicTpoaencTeue 1 0byyeHue. HekoTopble 3 3Tux hakTOpoB CBSA3aHbI
¢ obecneyeHneM ocBeOMIIEHHOCTU NOMb30BaTENEN O BAXXHOCTU MeHeMKMeHTa MHUMAeHToB UB 1 ux MoTueu-
poBaHHOCTbLIO coobLaTh 00 HLUMAeHTax. YUTo kacaeTca 6bICTPOAENCTBUS, TO BPEMS, UCMONb3yeMoe Ha coob-
weHue o6 uHumaeHTe B, — He eaAMHCTBEHHBIN (haKTop, BaXKHO Takke yYUTLIBATh BpeMsl, Heobxoaumoe ans
06paboTkn AaHHLIX U pacrpocTpaHeHuss obpaboTaHHol UHopmaumm (0cobeHHO B crlydae ¢ curHanamm
aBapunHocTwn).

Ana MUHUMKU3aLMK 3aaepXkek COOTBETCTBYOLWME NPorpaMMbl o6ecneyeHnst 0CBe JOMIEHHOCTU U 0ByYe-
HUA Nonb3oBaTenel 4oMKHbI AOMNOMHATLCA NOAASPKKON MO «rops4vel NMMHUAY», KoTopas obecnevnBaeTcs nep-
COHanoMm, oCyLecTBAWUM MEHeMKMEHT nHumaeHToB UB.

5.2.5 AHOHUMHOCTb

Bonpoc obecneveHnst aHOHUMHOCTU AIBNSIETCS OCHOBOMOSAralolmm Ans ycrnexa MeHempkMeHTa UHLM-
AeHtoB UB. MNonb3oBaTenn AormkHbI BbITb yBEepeHsbl, 4To UHopmauus 06 nHumaeHtax UB, koTopyto oHU coob-
WaoT, NONHOCTLIO 3aluuleHa, a npu HeobxoaumocTn obesnuueHa, ¢ TeM UYTOObl ee HEeBO3MOXHO Oblno
CBAI3aTb C UX OpraHu3auuMei unu ee noapasaeneHveM 6e3 ux cornacusi.

CucTtema MeHempKMeHTa uHumMaeHToB UB aomkHa yuuTtbiBaTb CUTyaLmu, korga BaxkHo obecnednTs aHo-
HUMHOCTb NUA N1 opraHusaumn, coodbLuawWwmnx 0 NoTeHUManbHbIX MHUnaeHTax Mb npu ocobbix obcTos-
TenbCcTBax. Y KaXaon opraHn3aumMmn AoMKHbI BbITb NOMIOKEHWUS, B KOTOPLIX YETKO PasbACHANUCH Obl BXXHOCTb
COXpaHeHNs1 aHOHUMHOCTU UK ee OTCYTCTBUA AN NUL, 1 opraHn3auuid, coobLualoLwmMx o NOTEHLUMANLHOM UH-
unaeHTte UB. FPUNB MoxeT noTpeboBaTbca AONONHUTENbHas MHdopMaLusl, He cooblleHHas U3HadYarnbHO
nHbopMupyoWwmrM 06 MHUMAEHTE NMLIOM UIu opraHu3auueit. bonee Toro, BaxkHas nHdopmauus 06 UHUMAEH-
Te B MoxeT BbITb Nony4deHa oT NepBoro 0bHapyXMBLLEro ero nuua.

5.2.6 KoHdupeHumanbHOCTb

B cucteme meHemkmeHTa nHumnaeHToB MB MoxeT coaepxaTtbesl kKoHMaeHUuanbHas uHgopmauus, n
nMuam, 3aHUMaLWUMCS MHUMASHTaMK, MoXeT noTpebosaTtbes AOCTYN k Hel. MoaToMy Bo Bpemsl 06paboTkum
Heobxoanmo obecneunBaTb aHOHUMHOCTb 3TON UHOPMaLIMA, NN NepcoHan ACMMKeH noanucaTth cornatle-
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Hue o KoHdUAeHUManNbHOCTU (HepasrnaweHn1) Npu nonyyeHun goctyna k Heil. Ecnu co6bitua UG peructpu-
pyloT yepes o6y cucTemMy MeHemkMeHTa npobnem, To KoHdUaeHUManbHble NoAPoGHOCTU, BO3MOXHO,
npuaeTcst oNycTUTb.

Kpome Toro, cuctema meHemkmeHTa nHumaeHToB UMb gomkHa obecneuvBaTb KOHTPONb 3a Nepeaaveit
coobLeHni 06 UHLMAEHTaxX CTOPOHHUMU OpraHu3aLmsiMu, Bkrtouast CMW, napTHepoB no 6usHecy, notpe6ute-
nei, perynupyrowue opraHusaumm n o6WecTBEHHOCTb.

5.2.7 He3aBUCHMMOCTb AeATENBLHOCTU FPyNMbl pearMpoBaHUA Ha UHUWAEHTbI MH(OPMaLUOHHON
6ezonacHocTU

pynna meHemkmeHTa nHumaeHTos UMb aormkHa BbITb cnocobHa achekTUBHO yAOBNETBOPATL (hyHKLMO-
HarnbHble, (puHaHCOBbIE, NPABOBbLIE N NONUTUYECKNE NOTPEBHOCTU KOHKPETHOWM OpraHu3auum 1 6biTb B COCTOS-
HUM cobnopgaTb OCTOPOXKHOCTL NpU ynpasneHuM uHuvageHTamu UB. [eatenbHocTb rpynnbl MeHeaKMeHTa
nHunaeHToB UB gomkHa Take noasepraTbCsl HE3aBUCMMOMY ayauTy C Lienbio NpoBepkn ahekTUBHOCTU ee
byHKUMOHUPOBaHWUA. S deKTUBHLIM COcO60M peanusaumm He3aBUCUMOCTW KOHTPOSS ABNSETCA oTAeNneHne
Lieno4ky coobLeHnin o pearupoBaHmn Ha MHUMAEHT UB oT 0bLiero onepaTuBHOTO PYKOBOACTBA U BO3MOXEHNe
Ha BbILLIECTOAWEro pykoBoAUTENsl HenocpeAcTBEHHbIX 06si3aHHOCTEN NO YNPaBneHUo pearnpoBaHMeM Ha UH-
umMaeHThbl. PrHaHcupoBaHue paboTbl rpynbl, BO U3bexaHue Ype3MepHOro BAUSIHAA Ha Hee CO CTOPOHI, Takke
[OJDKHO BbiTb OTAENbHBIM.

5.2.8 Tunonorua

O6Lwasn Tunonorus, oTpaxaroLas CTPYKTypy noaxoaa K MeHepKMeHTY uHumaeHToB UB, aBnsieTcst ogHUM
U3 knoueBbIX hakTopoB obecneyeHnUs nocneAoBaTenbHbIX HAAEXHbIX pe3ynsTaTos. Tunonorua'), Hapsaay ¢
0obLenpUHATEIMK METPUKAMWU U CTaHAAPTHOW CTPYKTYpoii 6a3 AaHHbIX, o6ecnevnBaeT BO3MOXHOCTb CpaBHU-
BaTb pesynbTaThl, ynyyllaTb NpeaynpexgaroLlyto nHdopmauuio 1 nonyyatb 6onee TouHoe npeacTaBneHune
06 yrpo3sax 4ns uHoPMaLMOHHBIX CUCTEM U UX YA3BUMOCTSIX.

6 Mpumepbl MHUMAEHTOB MH(OPMALMOHHOW 6€30NacCHOCTU U UX NPUYUH

UHumaeHTol UB MoryT ObITb NpeaHamMepeHHbIMU UK ciyYariHbIMA (Hanpumep, ABMAATLCS cneacTBUEM
Kakon-nnbo yenioBeyeckon oLWMOKN N NPUPOAHLIX SIBMEHNIA) 1 Bbi3BaHbl KAK TEXHUYECKUMMU, TaK U HETEXHU-
Yyecknmu cpegcteamu. MIx nocneactsmMsMU MOryT BbITb Takne cobbiThsl, Kak HeCaHKLMOHUPOBaHHbIE PacKpbl-
THE UMK U3MEeHeHNe nHopMaLun, ee YHUMTOXEHNE UMK Apyrue cobbITust, KOTopble AenatoT ee HeJOCTYMHOWN,
a Takke HaHeceHue ywepba akTBam opraHusauum unu nx xuweHue. NHumnaeHTsl B, o KoTopbix He Bbino co-
obLweHo, HO KoTopble Bbinv onpeaeneHbl kKak NHUMAEHTbI, paccrnefoBaTh HEBO3MOXHO W 3aLUTHBIX Mep Ans
npeaoTBpaLleHUsi TOBTOPHOro NOSIBNEHUSA 3TUX UHUWAEHTOB NPUMEHUTL HeMb3s.

Hwxxe npusegeHbl HEKOTOPbIE MpUMepPB! UHLMAEHTOB VB 1 nx NpuynH, KOTOpbIe AarTCs TOMLKO C LEenbio
pasbsCHeHUs. BaXHO 3aMeTUTb, YTO 3TN NPUMEpPLI He ABMIATCA NCYEPTbIBAOLLMA.

6.1 OTka3 B 06cnyxuBaHuu

OTkas B obcnyxusaHum ssnsieTcs obWNpHON kaTeropuein nHunaeHTos UB, nmetowmx ogHy obLuyto Yep-
Ty. Mogo6Hble nHUmMaeHTsbl VB npuBoasaT k HECMOCOBHOCT CUCTEM, CEPBUCOB UMK ceTel NpoaomkaTb yHKLIM-
OHMpPOBaHUE C NPeXHen NPOU3BOANTENEHOCTBIO, Yalle BCero npuy NofiHoM oTKase B A0CTyNe aBTOPNU30BaHHbIM
nonb3oBaTensim.

CylwecTByeT ABa OCHOBHBIX TvNa nHUMAeHToB B, cBA3aHHbIX C 0TKa3oM B 0bcnyXuBaHun, cosgaBae-
MbIX TEXHNYECKUMU CPEACTBAMU: YHUUTOXEHUE PECYPCOB U UCTOLLEHNE PECYPCOB.

HekoTopbIMU TUNUYHBIMU NpUMepaMy TakX NpeaHaMepeHHbIX TEXHUYEeCKUX MHUumMaeHTos Vb «oTkas B
obcnyXMBaHUNy ABNSIHOTCA:

- 30HOMPOBaHME CeTEBbIX LUMPOKoBeLLaTeNbHbIX aApecoB C LieNbo NOMHOro 3anofiHeHUs1 NoNockl Npo-
nycKaHns ceTn TpauKOM OTBETHbIX COOOLLEHUN;

- nepegaya AaHHbIX B HenpegycMoTpeHHOM dopMaTte B CUCTEMY, CEPBUC UMK CeTb B MOMbITKE paspy-
LWKTb NN HapyLWUTb UX HOpManbHyto paboTy;

- OHOBPEMEHHOE OTKPbITUE HECKOIbKNX CEAaHCOB C KOHKPETHON CUCTEMON, CEPBUCOM UMK CETbHO B NO-
nbITKe UcyepnaTtb UX pecypckl (TO ecTb 3ameaneHue ux paboTbl, 6roKMpoBaHMe UK paspyLLeHue).

Y Onpepnenenue 0Bl TMMONOMK He SIBNSIETCH LieMNbl0 HACTOSILErO cTaHaapTa. PekoMeHayeTcs obpalleHmne K
APYIMM UCTOYHUKaM 3a 3TOWM MHpopmaLumen.
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OpHu TexHuYeckune nHumaeHTel B «oTkas B 06CIyXMBaHU» MOTYT BO3HUKATL ClyYaliHo, HanpuMep B pe-
3ynbTaTe oWnbKM B KOHUIypaLmm, AONYLLEHHOR onepaTopoM, U U3-3a HECOBMECTUMOCT M NPUKNaZgHOro Npo-
rpaMmmHoro obecnedveHusi, a gpyrme — npegHamepeHHbIMU. OOHU TexHudeckue uHUmMaeHTbl B «oTkas B
oBCnyKMBaHWNY MHULMMPYIOTCSt HAMEPEHHO C LieNbio paspyLUEHKs CUCTEMbI, CEPBUCA N CHIKEHWS NPou3Boan-
TENbHOCTW CeTU, TorAa Kak Apyrie — BCEro NuLb NoBoYHBIMM NpoayKTaMn MHOM BPeAOHOCHOM AeATENBHOCTH.
Hanpumep, HekoTopble HaMbornee pacnpocTpaHeHHbIe METOAbI CKPbITOO CKaHUPOBaHWSA W MAeHTUdMKALMA MO-
YT NPUBOAWTb K MOMHOMY paspyLUeHWIO CTapbIX UK OLNBOYHO CKOHMMUIYPUPOBAHHBIX CUCTEM WM CEPBUCOB
npu nx ckaHupoBaHuK. CriegyeT 3aMeTUTb, UTO MHOTUe NpeaHamMmepeHHble TEXHNYECKNE MHLMAEHTLI TUMNa «OTKas
B 06CNY>KNBaHWN» YACTO NHNLMMUPYIOTCS @HOHNUMHO (TO €CTb UCTOUHWK aTaku HEM3BECTEH), MOCKOMNbKY 3M0yMbliLL-
NEeHHUK 0BbI4HO He nonyyaeT uHdopmaLumn 06 atakyemon ceT unm cucteme.

MHumaeHTol B «oTkas B ob6cnyxuBaHumy, cosgaBaemMble HeTEeXHUYECKUMM CpeacTBaMM U NpUBoAsALLMNe
K yTpaTe nHcdopmaumm, cepsuca u (Mnn) ycTpoicts 06paboTkn HbOpMaLIMK, MOTYT BbI3bIBATbLCSA, HAanpumep,
criegytowmmn daktopamu:

- HapyLweHUsiMn cnctem prsndeckon 3auTbl, NPUBOAALLNMUA K XMLLEHWSAM, NPegHaMepeHHOMY HaHece-
HUIO ywep6a unn paspylueHno obopyaoBaHus;

- cny4aiHbiM HaHeceHueM yuepba annapaTtype 1 (Mnu) ee MECTOMOMNOXKEHUIO OT OrHA UK BOAbI/HaBoA-
HeHus:;

- 3KCTpeManbHbIMY YCITOBUSIMI OKPY>KatoLen cpedbl, Hanpumep BbiCOKOW TemnepaTypoun (Bcneactene
BbIX0Aa U3 CTPOSA CUCTEeMbl KOHAULMOHUPOBAHNSA BO3ayXa);

- HenpasWUibHbIM (OYHKLUOHMPOBaHUEM WU Neperpyskon CUCTEMBI;

- HEKOHTPONMPYEMbIMWN U3MEHEHNSIMU B CUCTEME;

- HenpaBuibHbIM OYHKLUOHMPOBAHNEM NPOrPaMMHOro 1in annapaTHoro obecneveHus.

6.2 C6op uHcpopmaLum

B o6wux yepTtax uHumaeHTel B «c6op uHdopmauumy nogpasyMeBatoT AeUCTBUSA, CBA3AHHbIE C onpe-
AeneHneM noTeHunanbHbIX Lenen atakm u nofy4eHnem npeactasieHus o cepBucax, pabotarowmx Ha naeH-
TUULMPOBaHHLIX Lenax ataku. MogobHble nHumMaeHTol UB NpeanonaratoT nposeaeHne passeakn ¢ Lenbio
onpegeneHns:

- HanMuus Uenu, nomnydyeHus npeacraBneHnst ob okpyXxatolle ee ceTeBOW TOMOSIOMMU U O TOM, C KeM
06bI4HO 3Ta Uenb cBaA3aHa 0bMeHOM uHdopmaLmy;

- NOTeHUManNbHbIX YSI3BUMOCTEN LieNn UNn HeNnocpeICTBEHHO OKpYXKatoLen ee ceTeBOM cpefbl, KOTopble
MOXHO MCMNOMNb30BaTh A1 aTaku.

TUNUYHLIMK NpUMeEpaMK aTak, HanpaBneHHbIX Ha cbop MHopPMAaLIMK TEXHUYECKUMWN CpeACTBaMM, SABIIS-
toTCA:

- cbpacbiBaHue 3anncein DNS (cuctembl AOMEHHBLIX MMEH) A4S LieneBoro goMeHa NHTepHeTa (nepegaya
30HbI DNS);

- OTMpaBsKa TeCTOBLIX 3aMpoCoB MO CryYanHbIM CeTEBLIM apecaM C Lienblo HailTu paboTatowume cucte-
Mbl;

- 30HANPOBaHNE CUCTEMBI C LieMbio naeHTUdUKaLmMm (Hanpumep, no KOHTPONLHOU cyMmMe hbalinos) one-
PaLMOHHON CUCTEMBI XOCTa;

- CKaHMpOBaHMe JOCTYMHbIX CETEBBIX MOPTOB Ha NPOTOKOI Nepegayvun haiioB cUcTeEME C Lenbio NaAeHTU-
durkaLmnm COOTBETCTBYIOLLMX CEPBUCOB (HanpuMep 3NeKTpoHHas noyTa, npotokon FTP, ceTb U T. 4.) N Bepcuin
nporpaMMHoro obecrneyeHmnst 3TUX CEPBUCOB;

- CKaHWpOBaHMe 0gHOro NN HECKONBKNX CEPBUCOB C M3BECTHLIMU YSI3SBUMOCTSAMMW MO AManasoHy ceTe-
BbIX 24pecoB (ropU3oHTanbHoe CkaHUpOoBaHMe).

B HekoTopbIX criydyasx TexHudecknin c6op nHpopmaLlum paclumpsieTca 1 nepexoanT B HECaHKUMOHUPO-
BaHHbIA JOCTYM, €Crin, Hanpumep, 3M0YMbILUIIEHHKK MPUY NMOMCKe YsI3BUMOCTU NbITAETCsI MOSyYnTb HECAHKLMO-
HUPOBaHHBIA AocTyn. O6bIYHO 3TO OCYLLEeCTBMAAETCS aBTOMATU3MPOBaHHLIMK CpeaCcTBaMu B3ioMa, KOTopble
He TOMNbKO MPOU3BOASIT MONCK YA3BUMOCTU, HO M aBTOMaTUYECKU NbITaloTCS UCNOMb30BaTh YSI3BUMbIE CUCTEMBI,
cepBuUChl U (Un) ceTi.

MHUMAeHTsI, HanpaBneHHble Ha cbop nHdopMaLun, co3gaBaeMble HETEXHUYECKUMU cpeacTBaMu, Npu-
BOOAT K:

- NPAMOMY UNU KOCBEHHOMY PacKpbITUIO UMM MogudUKaLmMm UHpopmaunm;

- XULLEHWNIO NHTeNneKTyanbHon COBCTBEHHOCTN, XPaHUMON B 3NeKTPOHHON dhopme;

- HapyLUEHWIO YH4ETHOCTN, Harnpumep, Npu perncTpaumm y4eTHbIX 3anucei;
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- HeNPaBUIILHOMY UCMONbL30BaHUIO MHOPMALIMOHHBIX CUCTEM (HanpuMep, € HapyLIEHNeM 3aKoHa Unu
MOMUTUKW OpraHn3aumm).

MHUMAeHTHI MOTyT BbI3bIBATLCA, HANpUMep, credylownmmn akTopamu:

- HapyLeHUaMn pusnyeckoit samTbl 6e30MacHOCTH, NPUBOAALLMMA K HECAHKLMOHUPOBAHHOMY AOCTY-
ny K MHhOPMaLUN U XULLIEHUIO YCTPOWCTB XpaHeHUs AaHHbIX, cogepxXawmx sHaunuMble AaHHble, HanpuMep
KNoun WwindposaHus;

- HEeyQa4Ho U (UNK) HenpaBUNbHO KOHUIYPUPOBAHHBEIMU ONepPaLMOHHBIMU CUCTEMAMM MO NPUYUHE He-
KOHTPONMPYEMBIX U3MEHEHWUIA B CUCTEME UMW HeNpaBuslbHbIM (hYHKLMOHNPOBaHUEM NPOrpaMMHOro Unv anna-
paTHOro ofecneyeHns, NpUBOASALLUMM K TOMY, YTO MEepcoHan opraHvsauMu UMM MOCTOPOHHMWIA nepcoHan
nony4vaeT JocTyn K MHpopmaLmn, He NMes Ha 3TO paspeLleHust.

6.3 HecaHKUMOHMpPOBaHHLIA AOCTYN

HecaHKUMOHNPOBaHHbIN AOCTYN Kak TUM MHUMAEHTa BKMoYaeT B cebs MHUMAEHTI, He BolleALuuve B nep-
Bble ABa TUNa. MNaBHbIM 06pPa3oM 3TOT TUM MHLIMAEHTOB COCTOUT U3 HeCaHKLMOHUPOBAaHHBIX MOMbITOK 4OCTYNa
B CMCTEMY W HeNpaBWUNbHOTO UCMOMb30BaHNA CUCTEMBI, CepBUCca UNK ceTU. HekoTopble NpuMepbl HeCaHKLIW-
OHWPOBAHHOIO A4OCTYMa C NOMOLLbIO TEXHUYECKNX CPEACTB BKIIHOYaloT B cebs:

- MONbITKA U3BMeYb tainbl ¢ NaponsaMu;

- aTaku nepenonHeHus 6ydepa ¢ Lenbio NonyYyeHns NpMBUIernpoBaHHoro (Hanpumep, Ha ypoBHe cuc-
TeMHOro agMnHucTpartopa) 4ocTyna K ceTu;

- UCMONb30BaHNe YA3BUMOCTEN NPOTOKONA AN NepexBaTa CoeANHEHUS UM NTOXKHOTO HanpasneHns ne-
TMTUMHbIX CETEBbIX COeANHEHWI;

- MOMbITKA PaclIMpPUTbL NPUBANErMK AOCTyNa K pecypcam unu nHcpopmaunm no cpaBHeHUIo ¢ NerMTUMHO
MMeoLUMNCA Yy NOMb3oBaTeNs UM agMUHUCTpaTopa.

MHUMAeHTbI HeCaHKUMOHUPOBAHHOTO AOCTYyMa, Co34aBaeMble HETEXHUYECKMMWN CpeacTBaMu, KoTopble
NPUBOASIT K NPSIMOMY UM KOCBEHHOMY PaCKPLITUIO UM MOAUMDUKALMM NHOPMALIMK, HAapYLLIEHUSM YYeTHOCTU
UNU  HenpaBUIILHOMY WCTOMb30BaHUIO MHDOPMALMOHHBIX CUCTEM, MOTYT BbI3bIBATHCA Criedylolwmumim
hakTopamu:

- paspyLleHMeM YyCTPOUCTB hr13NHecKon 3almThl ¢ NOCNEAYIOLWNM HECAaHKLUMOHUPOBAHHBLIM AOCTYMOM K
NHopMaLLmuK;

- Heyaa4HoM 1 (Unn) HenpaBwubHOM KOHMUrypaLmei onepauyuoHHON CUCTEMbI BCIEACTBUE HEKOHTPONU-
PYeMbIX U3MEHEHWA B cUCTeMe WK HemnpaBuIbHOrO (MYHKLUMOHUPOBAHUS NPOrpaMMHOro UM annapaTtHoro
obecneyeHuns, NPUBOAALLMX K pe3ynbTaTam, NogobHbIM TeM, KOTOpbIe OnucaHbl B nocneaHem abaatle 6.2.

7 dtan «MnaHupoBaHne u NOAroToBKa»

Otan «lMnaHupoBaHWe 1 NoAroToBKa» MeHemkMeHTa uHuuaeHTos B BknoyaeT B ceba:

- JOKYMEHTUpOoBaHWe NonmTukn 0bpaboTku cooblueHunin o cobbiTuax u uHuMaeHTax Ub 1 cucteme, coot-
BETCTBYIOLLE 3TON NONUTUKE (BKNOYasi POACTBEHHbIE NpoLieaypbl);

- co3fdaHue noaxoAsLen CTpyKTypbl MeHepkMeHTa uHumMaeHTos UGB B opraHusauumm u noa6op cootseT-
CTBYIOLLEro nepcoHana;

- co3faHue nporpamMmmel o6y4eHnst U NPoBeAEHUsI UHCTPYKTaXa ¢ Lenbto obecnevyeHns ocBeAoMNeHHOC-
TN O MEHEQXKMEHTE NHUNAEHTOB.

Mocne 3aBepLUeHNs 3TOro aTana opraHMsauus 4osmkHa 6bITb NONHOCTLIO FOTOBA K Hagnexalen obpa-
60TKe nHuMaeHToB UB.

7.1 O6wee npeacTaBneHne o MeHeMKMeHTe MHUUOEHTOB MH(OpMaLMOHHON 6e3onacHOCTH

[nsa pesynbTaTuBHOro U acbcekTMBHOrO BBOAA MEeHeKMeHTa nHumaeHToB UB B akcnnyaTtauuio nocne
Heo6xo4MMOoro NaHMPoBaHUA crneayeT BbINOHUTL PA NOArOTOBUTENbHLIX AeMCTBUA. DT NOAroTOBUTEMb-
Hble AeACTBMSA BKNtoYatoT B cebs:

- cbopmynmpoBaHne 1 paspaboTky NONUTUKA MeHeMKMeHTa uHUMaeHToB UIB, a Takke nonyveHue oT
BbICLLEr0 pyKOBOACTBA YTBEPXAEHWUS 3TON NONUTUKA (CM. 7.2);

- pa3paboTKy 1 JOKYMeHTUpoBaHWe NodpobHoN cucTeMbl MeHepkMeHTa MHUMaeHToB UE (cm. 7.3).

[lokymeHTaLua cucTeMbl MeHexMeHTa uHUMAeHToB B aomkHa codepkaTb crieqytolime aneMeHThl:

- WKany cepbesHocTy Ana knaccudmkaumm nHunaeHtoB UB. Kak ykasaHo B 4.2.1, Takas LIKana MoxeT
COCTOATh, HAaNpUMep, U3 ABYX NONOXEHWUN: «3HAYNTENMbHbIE» N «He3Ha4UTeNbHbIe». B ntoGom cryyae nonoxe-
HUWe LLKanbl OCHOBAHO Ha hakTU4eckoM 1nu npegnornaraeMom yllep6e ans 6usHec-onepaunii opraHsaLny;
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- hopmbl goknanos™ o cobbiTuAX2) u nHuMaeHTax3 UB (npuMepbl hopM NpuBeaeHb! B NPUNOXKEHUN A),
COOTBETCTBYIOLIME [AOKYMEHTUPOBAHHbIE NPoLeaypbl U AENCTBUSA, CBA3AHHbIE CO CChIIKaMU Ha HOpMarsibHble
npoueaypbl UCNONb30BaHUA AAHHbLIX U CUCTEMbI, CEPBUCOB U (UMW) CETEBOIO pe3epBUPOBaHWUA, NNaHaMu
obecneveHns HenpepbIBHOCTUN BU3Heca;

- onepauu1oHHble npoueaypbl ana MPUNB ¢ AokyMeHTUpOoBaHHLIMK 0BS13aHHOCTAMM U pacnpeaeneHnem
chbyHKUMI cpean HasHaYeHHbIX OTBETCTBEHHBIX NUUY) ANs ocyLLecTBNeHUs pasnuyHbIX BUAOB AeATENbHOCTH,
Hanpumep Takux, Kak:

- OTKNOYEHME aTakoBaHHOW CUCTEMBI, cepBuca U (UnKn) ceTu nNpu onpeaeneHHbIX ob6cToATeNbLCTBAX NO
COrnacoBaHuio ¢ COOTBETCTBYHOWUM pykoBoAcTBOM UT u (Mnu) BusHeca un B COOTBETCTBUMU C NpeaBapuTenb-
HbIM cornalleHuem;

- OCTaBfeHWe aTakoBaHHOW CUCTEMBI, cepBuca U (MnK) ceTu B paboTaroLeM COCTOAHUM U NOACOeAUHEH-
HOW K ceTw;

- BeJeHWe MOHUTOPUHra NoToKa BXOASLUMX, BBIXOASLUMX UMW HAXOASLWMNXCA B aTakoBaHHOW cUCTEMeE,
cepBuce 1 (UnK) CETU AaHHBIX;

- aKTUBaLMa HopManbHbIX Aybnuvpylowmx npoueayp v AeUCTBUNA MO NMaHUPOBAHUIO HENpPepbiBHOCTU
6u3Heca cornacHo NonNnTMKe 6e30MacHOCTU CUCTEMBI, cepBuUca U (UNu) ceTu;

- BejeHne MOHUTOPUHra 1 opraHn3auus 3aliuUIeHHOro XpaHeHUs! CBUAETENbCTB B 3/IEKTPOHHOM Buae
Ha crny4ai ux BocTpebosanus 4ns cyaebHoro pasbupaTtenbcTBa Unum AMCLMNIMHaAPHOTO paccneaoBaHust BHYT-
pv opraHusaLuu;

- nepefadva nogpobHocTen 06 nHunaeHTe b coTpyaHMKaMm CBOel opraHu3auMn U CTOPOHHUM NuLiam
U opraHnsauusiv;

- TeCTUpoBaHWe PYHKLMOHNPOBaHUS CUCTEMBI MeHeKMeHTa uHumuaeHTos B, ee npoueccos 1 npoLie-
ayp (cm. 7.3.5);

- obHOBMEHNE NONMUTUK MeHeAXXMeHTa 1 aHanusa puckos UB, kopnopaTtusHoi nonutukn UB, cneunans-
HelX nonuTuk B ans cuctem, cepBuUcoB U (Unn) ceTer AN BKIMOYEHUS CCbIIoK Ha MeHeDKMEHT UHLIMAEHTOB
UB n obecnedeHne perynsipHOro nepecMoTpa 3TUX MOSIMTUK B KOHTEKCTE BbIXOAHLIX AAHHbLIX CUCTEMBbI
MeHekMeHTa uHuuaeHToB VB (cm. 7.4);

- cosgaHue MTPUNB ¢ cooTBeTCTBYOWEN Nporpammon oBydyeHus ee nepcoHana (cm. 7.5);

- TeXHUYecKre 1 apyrue cpeacTsa noaaepXkki cUcTeMbl MeHeMpKMeHTa uHUMaeHToB BesonacHocTu b
(v pestensHocTu FTPUUB) (cm. 7.6);

- MPoeKTNpoBaHue 1 paspaboTka nporpamMmmel obecreyeHUs OCBEAOMIIEHHOCTU O MEHEKMEHTE UHUN-
aeHToB UB (cM. 7.7), 03HakoMMeHue ¢ 3TOM Nporpammoi BCero nepcoHara opraHusaumm (M NOBTOPHOE NpoBe-
AeHue 03HaKoMNeHUs B AanbHelleM B cryyae KaapoBbiX M3MEHEHUNR).

B cneayolnx noapasaenax npuseeHo onncaHue Kaxxaoro Buaa aTon AesaTensHOCTU, BKITIoYaa cogep-
XaHue kaxgoro Tpebyemoro AokyMeHTa.

7.2 NonuTuka MeHeHKMeHTa UHLUUAEHTOB MHdopMaLMoHHON 6e3onacHoOCTH

7.2.1 HasHa4yeHUe NONMUTUKMU

Monutuka MeHepkMmeHTa nHUMaeHToB UB npegHasHaveHa ans Bcero nepcoHana, UMetowero asTopuso-
BaHHbIA 4OCTYN K NHCPOPMaLMOHHBIM CUCTEMAM OpraHn3aLn U MecTam WX pacronoXeHUs.

7.2.2 INuua, cBA3aHHble C NONMUTUKON MeHeLKMeHTa MHUUAEHTOB UH(opMauuoHHon 6e3onac-
HOCTU

Monutuka MeHeMxMeHTa nHuMaeHToB VB yTBepxaaeTcs CTaplunMm AOSDKHOCTHBIM NMLOM OpraHu3aLum
C AOKYMEHTarnbHO NOATBEPKAEHHBIMU NOMHOMOYUSIMU, NONYyYEeHHBIMU OT BbiCLLEro pykosoacTea. Monutuka
O0IMKHa 6bITb 4OCTYNHA ANS KaX40ro coTpyAHMKa 1 nogpaaymnka u JoBefeHa Yepes MHCTPYKTaX U obyyeHne ¢
uenbto obecneyeHns UX ocBefoMIEHHOCTH B o6nacTn UB (cMm. 7.7).

1) Ecnv Bo3MOXHO, 9TN hopMbl AOMKHbI ObITb NpeAcTaBneHbl B 3M1eKTPOHHOM BuAe (Hanpumep, Ha 3almueHHON
Beb-CcTpaHuLe) n cBA3aHbl ¢ 6a30M AaHHbIX, XPaHsLLen SNeKTPOHHY nHopmaumio o cobbiusax/vHumaenTax Ub. B Hacto-
Awee BpeMs GyMaxHasi TexHonorusi Tpedoeana 6bl CIMWKOM MHOMO BpeMeHu n 6bina 6bl HeahHEKTUBHON.

2) dopmy 3aronHsAeT Nuuo, NpyHUMaloLee coobleHne (To ecTb He |NeH rpynbl MeHemKMeHTa nHumaeHTos UB).

3 3Jta cdhopma ncnonb3ayetcs NepcoHanom mMeHeaxmeHTa uiuuaeHtToe b ansi nononHeHns NepeoHa4anbHOW WH-
copmaumen o cobbiTun UB, TekyLero BegeHnsi sannucen OLEHOK MHLUMOEHTA U Np. A0 NOIHOro paspeweHns nHupaenTa. Ha
KaxgoW ctagmu B 6a3y AaHHbIX COBbITUI/MHUMAEHTOB MB BkNtovyaoTcs 06HOBeHUst. 3anuck B 6a3e AaHHbIX, coaepxalan
«3anonHeHHy» GopMy Unu ceefeHusi o cobbituax/mHunaeHTax Ub, aanee ucnonbayeTcsi B 4eATENbHOCTU MO pa3pelue-
HUIO MHUMAEHTAa.

4) B HebonbLIMX OpraHn3aumsix OfHO U TO e NNLO MOXET BbIMOMHATL HECKONbKO (DYHKLWIA.
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7.2.3 CopepXaHue NONIMTUKU MEHeOKMeHTa MUHLUUAEHTOB MH(opMaLMOHHON Ge30nacHOCTU

MonuTuka MeHegkMeHTa nHUMAeHToB UB aomkHa Bkntouath B cebs crneaytowne BONpocsl:

- 3Ha4YMMOCTb MeHeJKMeHTa UHUMaAeHToB B ans opraHvaaumm, a Takke 06s13aTenbCTBa BbiCLIEro pyKo-
BOACTBa OTHOCUTENbHO NOAAEPKKA MEHEMKMEHTA U ero CUCTEMBI,

- obLuee npeacTaeneHune o6 oGHapyxeHUM cobbiTuii VB, onoBelleHnn o HUX U cGope COOTBETCTBYOLLEN
WHoOPMaLMK, a Takke O NYTsIX UCNOMb30BaHUSA 3TON MHdopMaL MK Ans onpedeneHuns nHunaeHTos UB. 3to
obLee npeacTaBneHre AOMMKHO codepxaTth NepeyeHb BOIMOXHbIX cobbITniA VB, a Takke MHopMaLIMIo 0 TOM,
Kak coobLiaTtb O HeW, YTo, rae U KoMy coobLaTh, a Takke kak 0b6pallaTbecs ¢ COBEPLUEHHO HOBLIMW COBLITUAMM
WB;

- oblwee npeacrasneHune o6 oueHKke nHUMaeHToB B, Brtovas nepeyeHb OTBETCTBEHHBIX MWL, HeoOX0-
AVMble NS BbINOMNHEeHWs AeACTBUS, yBeAOMMeHUa 06 nHuMaeHTax 1 AanbHenwme 4eACTBUA OTBETCTBEHHbIX
i,

- KpaTkoe M3NoXeHne AeACTBUI Nocre NoaTBepKaeHUs Toro, UTo cobbiTve B siBnsieTca MHUMOGHTOM
UB. 3Tun aelicTBrs NpeacTaBnsAoT:

- HeMeaneHHoe pearnpoBaHue;

- MPaBOBYHO 3KCTEPTU3Y;

- nepepavy nHgopmaunm cooTBETCTBYIOLLEMY NepcoHany UM CTOPOHHUM OpraHu3aLusm;

- NPOBEPKyY, Haxoantea N nHumaeHT B nog KoHTponem;

- fanbHewLwee pearMposaHue;

- 06bABNEHNE KKPUSUCHOW CUTYaLMNY;

- onpegenexHne KpUTeprneB YyCUNeHUs pearnpoBaHnst Ha MHUMaeHTol UB;

- onpegeneHne OTBETCTBEHHOrO 3a UHLMAEHT N1ua;

- CCbINKY Ha HeoBX0ANMMOCTb NPaBUILHOM PErMcTpaLnm Bcex AeNCTBUIA Ans AanbHENLWero 1 Henpepbis-
HOTO MOHUTOPWHra ¢ Liernbto obecneyvyeHuns 3allnLLeHHOro XpaHeHNs CBUAETENbCTB B SM1eKTPOHHOM Buae Ha
cnyyan ux soctpeboBaHus Ans cyaebHoro paséupaTenscTea U AUCLUNIMHAPHOro paccnefoBaHus BHYTpU
opraHusaumu;

- eNCTBUS, cneaytoLune 3a paspelleHnemM uHumnaeHTa Vb, Bknovas sBnevyeHne ypoka us uHUMaAeHTa u
ynydueHue npoLecca, crieqytollero 3a nHumaeHtamm UB;

- NoApPOBHOCTU MecTa XpaHeHNst JOKyMeHTauum o cucteme, BKOYaA Npoueaypbl XpaHeHus;

- oblwee npeacTtasneHune o geatensHocTn MPUUB, Bkntovatowee B ceba cneaytowme BONpochl:

- opraHusaunoHHyto cTpyktypy MPUUB 1 Becb 0CHOBHOM NepcoHan rpynnebl, BKNOYaa N1, OTBETCTBEH-
HbIX 3a:

- KpaTkoe nHpopMMpoBaHue BbicLIEro pykoBoacTBa 06 MHUMAeHTax;

- MpoBefeHWe paccneaoBaHUiA U apyrne AenNcTBUS NepcoHana rpynnel nocne o6bABNEHNA «KPUUCHON
cUTyauun;

- CBSI3b CO CTOPOHHUMM OpraHn3aumuamm (Npyu HeoBXxoaMMocTI);

- nonoxeHue o MeHegpkmeHTe UB, obnactb aeatenbHoctu MPUNB 1 nonHoMouus, B paMKkax KOTOpbIX
oHa byaeT ee ocylecTBNATL. ATO NONOXEHWEe AOIMKHO BKMHoYaTh B cebs, Kak MUHUMYM, (hOpMYIMPOBKY Liene-
BOro Ha3Ha4eHus, onpeaeneHune obnactu geatensHoct FPUNB 1 nogpobHocTu 06 yupeautene FPUNB n ero
MONMHOMOYUAX;

- hopmynuposky uenen MPUNB npumeHUTenbHO K OCHOBHOW AEATENbHOCTU rpynnbl NnepcoHana. Ansa
BbINOSNHEHUA cBOUX bYHKLMI NepcoHan AOMKEH y4yacTBOBaThb B oueHke nHumaeHTos UB, pearposaHum Ha
HUX U yNpaBneHUn UMK, a Takke B UX yCNewwHoM paspelueHun. ns uenei u HasHaveHua MPUNEB tpebyeTca
YyeTKoe U 0OAHO3HA4YHOe onpeaeneHue;

- onpegeneHune cdepbl geatensHocTn NPUUB. O6bivHO B chepy aeaTensHocTu MPUUB opraHusaumm
BXOAAT BCe MH(POPMaLMOHHBLIE CUCTEMBI, CEPBUCHI U CETU OpraHnsaumun. B HekoTopbix cnyyaax Ansa opraHusa-
unm MoxeT notpebosatbea cyxxeHue cepbl geicteus MPUNB. MNpu 3ToM HEOBX0AUMO YETKO AOKYMEHTUPO-
BaTb, YTO BXOAMUT W YTO He BXOAUT B cchepy ee AesATENbHOCTY;

- nn4HOCTb yupeautens MPUUB — crapluero 4OmMKHOCTHOIO nnua (Y4neH NpaeneHns, cTapLinii pyKoBo-
anTtenb), KOTOpbIN caHkumoHupyeT gericTeusi TPUUB n yctaHaBnuMBaeT ypoBHU NOMHOMOYMUIA, NepeaaHHbIX
FPUNB. OceegomneHHOCTb 06 3TOM MOMOXET BCEMY NepcoHany opraHusauum NoHATb NPeanochinkK cosaa-
HUA u cTpyktypy MPUUB, 4To sBnsieTcst kparHe BaxHOU WHcopmauuen Ana hopMUPOBaHUA AOBEPUSA K
FPUNB. CnenyeT 0TMeTUTb, 4TO Nepea oGHapodoBaHWeEM noapobHocTel o cosaaHum u ctpyktype FPUNB He-
06X0aAMMO MPOBEPUTL 3aKOHHOCTb 3TOTO AeUCTBUS. B HEKOTOPBIX 06CTOATENbCTBAX PaCKPbITUE NOSTHOMOYMIA
rpynnbl nepcoHarna MoXeT NOCAYXXUTb NPUYNHONW NpeabsBIIeHUs el NPETEH3UI NO HapyLIeHUo 06A3aTenbCTB;
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- obwee npeacTasneHue o nporpamme obecneyeHnst OCBEAOMMNEHHOCTU U 0BYYEHUS MEHEDKMEHTY UH-
unaeHtos UB;
- NepeveHb NPaBoBbIX U HOPMaTUBHBIX acrnekToB, NpearnoraraeMbiX K paccMoTpeHuto (cm. 5.2.3).

7.3 MNMporpaMmma MeHeAXXMeHTa UHLUOEHTOB MH(hOpMaLMOHHOW Ge3onacHOCTH

7.3.1 HasHauyeHue cuctembl

Mporpamma meHemxkMeHTa MHUMAEHTOB B npeaHasHadeHa Ans co3aaHna nogpobHoi AoKyMeHTauuu,
onuceiBaroLLein npouecckl U npoueaypbl 06pabotkv nHumaeHToB UG 1 onosewerus (MHdopMmupoBaHus) 06
nHunaentax UB. Mporpamma meHegkmeHTa UB npuBoauTcs B geicTBMe Npu 06HapyxeHun cobbitus UB. OHa
NCNonb3yeTca B Ka4eCcTBe PYKOBOACTBA MpW:

- pearnpoBaHuun Ha cobbitus UB;

- onpeaeneHun Toro, ctaHoBATcst N cobbiTus Ub nHumaeHtamu UB;

- MeHePKMeHTe uHunaeHTos UMb ao nx paspelueHus;

- uaeHTUUKaLMn NONyYEHHbLIX YPOKOB Mpu 06paboTke MHUUAEHTOB, a Talkke HeOOXOAUMBIX YNyJLLIEeHWIA
cucTeMbl U (Mnn) 6e3onacHOCTU B LIENOM;

- peanusaunn naeHTUMOULNPOBAHHBIX YINy4LLEHWIA.

7.3.2 Jluua, cBA3aHHbIEe ¢ NPOrpaMMoN MeHe)KMeHTa UHLUAEHTOB MHdopMaLMoHHOU Ge3onac-
HOCTHU

Mporpamma MeHepkMeHTa MHUMAeHTOB NB npegHasHavyeHa Ans Bcero nepcoHana opraHusaunm, BKo-
yasi N1y, OTBETCTBEHHBIX 3a:

- obHapyxeHue u onoelleHue o cobbiTusix UB. 3TU nuua MoryT 6biTh cnyXalumMu, paboTtalowmnMmn Ha
MOCTOSIHHOW OCHOBE WU MO KOHTPAaKTY;

- OLeHKy U pearupoBaHue Ha cobbitnst Ub v nHumaeHTtol B, KoTopble y4acTBYIOT B U3BNEYEHUN YPOKOB
Ha aTane paspelweHns nHuuaeHToB UB u B ynyuweHusax b u camon nporpaMmMbl MeHeKMeHTa MHUMAEHTOB
MB. 3TUMK NULaMK ABNSAIOTCA YneHbl rpynnbl obecneveHus akcnayaTauun (v nogobHoi rpynnel), MPUNB,
PYKOBOACTBO OpraHu3aLuun, nepcoHan oTAeNoB Mo CBA3SAM € 06LeCTBEHHOCTLIO U IOPUCTDI.

CnegyeT Takke y4nTbIBaTh MOMb30BaTENe TpeTben CTOPOHLI, KoTopble coobluatoT 06 nHunaeHTax Ub n
CBAI3@HHBbIX C HAMMW YSI3BMUMOCTSIX, U, KDOME TOro, rocyqapCTBEeHHbIe U KOMMepYecKkMe opraHusauuu, npea-
ocTasnsawowme nHdopmaumo 06 nHumaeHTax b n yassnumocTsx.

7.3.3 CopgepxaHue nporpaMMbl MeHeA)KMeHTa UHLUAEHTOB MHchopMaLMOoHHOU Ge3onacHoOCTU

B cogepxaHue nporpaMmmel MeHepKkMeHTa UHUMAEeHTOB UB A0MmKHbI 6bITh BKMIOYEHbI:

- 0630p NONUTUKN MeHeMkMeHTa uHuuaeHToB UB;

- obluee npeacTaBreHne o NporpaMmmMe MeHempKMeHTa uHunaeHTos B B uenom;

- feTanbHble npouecchl 1 Npoueaypbl!, HopMaLmMa 0 COOTBETCTBYHOLLMX CEPBUCHBIX MporpamMmmax u
LIKanax, CBA3aHHbIX:

Anda atana «lnaHupoBaHue 1 NoAroToBKay:

¢ obHapyXeHneM 1 onoBseLleHNeM o NosiBneHun cobbiTuin UB (4enoBekom unu asToMaTu4eckumu cpeg-
cTBamu),

co c6opom UHtopmaLmn o cobbiTuax UB,

c nNpoBeaeHNeM oLieHoK cobbiTuil B (Bkntoyas, ecnu notpebyeTcs, UX getanusauuio), UCronbays npu-
HATYIO LUKaNy CepbesHOCTN COObITUW/MHUMAEHTOB, U onpeAeneHUeM UX CnocoOBHOCTU K M3MEeHeHUI0 CBoeit ka-
Teropun Ha kateroputo nHunaeHtos UB,

Ansi atana «Mcnonb3osaHue» (B cnyyae nogrsepxaeHunst nHumaeHtos UB):

C onoBeLleHneM CoTPYAHNKOB CBOE OpraHn3aLmmM U CTOPOHHUX JIAL, UN OpraHn3aLImMin O HAaNMUYUA UHLK-
AeHToB VB nnu niobbix BaXHbIX AeTansX, KacaroLmMXcsa UHLWAEHTOB,

C ocyluecTeneHnemM HeMeaneHHoro pearMpoBaHusl, KOTOPoe MOXET BKloYaThb B cebs akTuBM3aLmio npo-
Leayp BOCCTaHOBNEHNA U (nn) nepegayy coobLUeHWin COOTBETCTBYIOWEMY NepcoHasy CorflacHo aHanusy u
MPUHATBLIM CTENEHAMW LWKanNbl Cepbe3HOCTU UHLUMAEHTOB,

C nposedeHMEM NPaBOBOW 3KCMepTU3bl (MPY HEOBXOAMMOCTM) NO CTENEHAM LUKaNbl CePbE3HOCTU UHLIU-
neHToB B n nameHeHnem aTux cteneHemn,

C onpeaeneHnemM Hann4ua KOHTpons Haa niumaeHTamu UB,

C cos3gaHneM AoNoNHUTENbHBIX pearnposaHuii (ecnu TpebyeTca), BkNoYana Te, KoTopble MoryT notTpebo-
BaTbCA ropasao nosaHee (Hanpumep, Npu yctTpaHeHUn NocneAcTBui kakoro-nnbo 6eactaus),

) OpraHnsaums MOXET NPUHMMATL PELLIEHNST O BKIIOYEHUM BCEX MPOLIEAYP B NPOrpaMMy ik noapoGHOM M3noxe-
HUM B JOMNONHNTENbBHBLIX AOKYMEHTAX BCEX UMM HEKOTOPBIX MPOLEayp.
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B cfy4yae OTCYTCTBMSA KOHTpoNns Hag uHumaeHtamm UB ¢ MHMUMMpOBaHNEM aHTUKPUSUCHBIX AENCTBUN
(HanpuMep, BbI30B NOXaPHOW KOMaHAbI UK akTUBU3aLMS NaHa obecneyeHnss HenpepbiBHOCTN BuaHeca),

C AeTanusauuen ganbHenwWwen oueHkn 1 (unu), ecnu notpebyeTcs, AanbHEeNWNX peLueHun,

C NPOBEPKOW NPaBUITbHOCTU PErMCTpaLnmn BCen AesTeNbHOCTM ANA AanbHelwero aHannaa,

¢ 0bHoBNeHMeM 6asbl AaHHbIX coObITU/ MHUUAEHTOB UB.

B nporpamme meHempkmeHTa nHunaeHToB MB npegycmaTtpuBaeTcsl BO3MOXHOCTb KaK HEMeANEeHHOro,
Tak 1 6onee AnUTeNbLHOrO pearuposaHua Ha uHUMaeHTol UB. [ins Bcex nHumaeHtoB UGB TpebyeTcs cBoeBpe-
MeHHasl oLieHKa NoTeHUMarnbHbIX HeraTUBHLIX BO34eNCTBUIA, KaK KpaTKOBPEMEHHBIX, Tak U bornee AnuTenbHbIX
(Hanpumep, KpynHomacLuTabHoe 6eacTBMe MOXET NPOU3OHATU Yepes HEKOTOpoe BpeMsi Mocrie NepBoro UHUM-
OeHta UB). bonee Toro, HekoTopble BUAbl pearnpoBaHusi MOTyT NoTpeboBaTbes Anst COBEpLUEHHO HenpeaBu-
AeHHbIX HunaeHToB UB, koraa Bo3HUKHET Heo6Xx0aAUMMOCTb B crieluanbHbIX 3aWUTHLIX Mepax. [laxke B Takol
cUTyauun B JOKYMeHTaLMuU NporpamMMbl A0MMKHbI cogepXaTbes obLme pekoMeHaaLUmm no AeNCTBUSIM, KOTOpbIe
MOIyT cTaTb HeOBX0AUMBIMUA:

- anga atana «AHanusy:

€ npoBeAeHueM, ecnv noTpebyeTca, ganbHenwen NpaBoBOn IKCMepPTU3bI,

¢ ngeHTuduKaLumen n LOKYMEHTUPOBaHWEM ONbITa, U3BMEYEHHOro U3 UHumuaeHTos UB,

C onpejerieHMeM 1 aHanusom yny4weHuit Ub Ha ocHoBe Nory4eHHOro onbiTa,

¢ aHanunsom ahpeKTUBHOCTU NPOLECCOB U NpoLeayp pearMpoBaHns Ha uHumaeHTol Vb, oueHKon nHum-
AeHToB UB 1 BoccTaHOBNEHNUA NOCne KaXaoro U3 H1X, a Takke onpeaeneHuemM ynydleHuin nporpaMmmel Me-
HemxmeHTa nHunaeHTos VB B Lenom (Ha ocHoBe MONyYeHHOro onbITa),

¢ obHoBNeHueM 6a3bl gaHHbIX COBbITUA/UHLUMAEHTOB UB;

- Ang aTana «YnydweHue» — YTOYHEHWe Ha OCHOBE MNOMNYYEHHOro onbITa:

C pesynbTaTamy aHanusa u MeHeaxmeHTa puckos UB,

€ Nporpammoin MeHexMeHTa uHunaeHTos UB (Hanpumep, npoueccamn u npoueaypamu, opmoin ono-
BeLleHus1 U (Mnn) CTPYKTYPOIr opraHusauum),

C obLyen 6e30MacHOCTLI0 BHeAPEHWUA HOBbIX U (UNN) YAYYLWEHHBIX 3alUTHBIX Mep,

C rpagaumen WKasnbl Cepbe3HOCTU COBLITUI/MHUMAEHTOB (HaNpUMep, 3HAYUTENbHbIN, HE3HAYNTENbHLIN;
CYLLECTBEHHbIN, 3KCTPEHHbIA, HE3HAUUTENbHLIN, HESKCTPEHHBIA) U COOTBETCTBYIOLLMMW PYKOBOACTBAMM,

C PYKOBOACTBOM A5s peLleHUs 0 HeobXoaNMOCTU UHTEHCUbMKaLMKM Kaxaoro npowecca, Ars Koro Aon-
)KHa NMpOBOAUTLCSA MHTEHCUUKALIMA U B COOTBETCTBUMN C Kakumu npoLegypamu. MNepcoHarn, oLeHUBaoLWuin co-
6biTve UM MHUMBEHT UB, QomkeH 3HaTb, OCHOBLIBasICb HAa PYKOBOACTBAX M3 AOKYMEHTaLMW Nporpammebl
MeHepKMeHTa nHunaeHTos UB, koraa npu HopMarbHbIX 06CToATENLCTBaX HEODBX0AUMO NepPEXoanTb K UHTEH-
crdmKaL M NpoLLeccoB 1 Ans koro. Kpome Toro, BO3MOXXHO BO3HUKHOBEHME HenpeaBUaeHHbIX 06CTOATENbCTB,
Koraa MHTeHcUMMKaLmMa NpoLeccoB MOXET cTaTb Heobxoaumon. Hanpumep, HesHaunTenbHBIN MHUMAEHT B
MOXET MepeviT! B KaTeropuio «CyLLECTBEHHbIAY UMM B «KPU3UCHYIO CUTYaLMIO» B Criyyae ero HenpasuibHOW
06paboTkn, NN HesHaunTenbHbIA NHUMAEHT VB, He 06paBoTaHHbIN B TeYeHe Heaenn, MOXeT CTaTb «3Ha4u-
TeNbHbIM» UHUMAEeHToM UB. B pykoBoACTBe A0MKHBI onpeaenaTbes Tunbl cobbiTUi 1 MHuMaeHTos B, Tunbl
WHTEHCUUKaLMN MPOLIECCOB 1 N1La, KOTOPbIE MOTYT ee NPOBOAUTL,

¢ HeobxoauMbIMK NpoLeaypaMun ANs Hafnexallein perucTpaumnm Bcex AeNCTBUIA B COOTBETCTBYOLLEN
dopme 1 MpoBedeHMeM aHanuaa xxypHana permctpaLmm HasHauyeHHbIM MepcoHanom,

¢ npoueaypamMn U MexaHu3aMamy NogaepPKaHna pexumMa KOHTPOmNsS U3MeHEHW, KOTOPbLIA BKHYaeT B
cebs npocnexusaHne cobbiTuil U uHUMAeHToB UB, o6HoBNeHne oTyeTa 06 nHunaeHTax M6 1 o6HoBneHWe ca-
MOW nporpammel,

¢ npoueaypamu npaBoBOW IKCMEePTU3bI,

C npoueaypamu 1 pyKoBOACTBOM MO UCNOMb30BaHMIO cucTemM obHapyxeHust BTopxeHuid (COB), obecne-
yMBaOLWMMK cobrnitogeHne CBA3aHHbIX C HAMK NPaBOBLIX M HOPMATUBHBIX acnekToB (cM. 5.2.3). PykoBoacTso
[JOMMKHO BKNoYaTb B cebs paccMoTpeHve NpeMMyLLecTB U HegocTaTKoB AeNCTBUIA No HabnoaeHUo 3a 3Mo-
YMbILLNEHHWKOM. JononHuTenbHas nHdopmaums no cucteMam obHapyxeHus BTopxeHuin (COB) cogepxuTcs
B MCO/MIK TO 15947 [2] u UICO/M3BK TO 18043 [3],

CO CTPYKTYpO opraHm3aLm nporpamMmbl,

C KoMmneTeHuueln 1 obsasaHHocTaMKM YneHoB TPUNB B Lenom 1 ee oTAeNbHBIX YIEHOB,

C BaXKHON UHbopMaLmeli 0 KoHTaKTax rpynmbl.

7.3.4 Mpouenypsl

Mepea TeM kak NpUCTYNUTL K paboTe C NporpaMmoin MeHemkMeHTa nHunaeHTos NB, HeobxoamMmo nmeTb
B Hanu4uMn JOKYMEHTUPOBaHHbIE U NPOBEPeHHbIe npoueaypbl. B AokymeHTauum no kaxaon npoueaype 4on-
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XHbI YKasblBaTbCA N1LA U3 rpynnbl 3KcrnyatauuoHHon nogaepkku u (unu) ns NrPUNUG, oteeTcTBeHHbIE 3a UC-
Monb30BaHMe U MEeHeMKMEHT 3TON nMpoueaypbl. Takne npoueaypbl 4OMMKHBLI BKMoYaTb B cebs npoueaypbl
cbopa 1 3aLULLEHHOTO XpaHEeHNs 3MEKTPOHHBIX CBUAETENbCTB, KOTOPbIe AOMMKHBI HEMPEePbIBHO KOHTPOMPO-
BaTbCsl Ha crnyyar cyaebHoro pasbupartenscTea U QUCUMNIMHAPHOro paccrneoBaHns BHYTPU opraHnsaumm.
Bonee TOro, AOMKHbI CYLLECTBOBATbL OOKYMEHTUPOBAaHHbIE MPoLLeaypbl, BKovatolwme B cebsl He ToMNbKo Aei-
CTBUWS rpynnbl aKcnnyaTaunoHHon nogaepkki u FPUUB, Ho 1 npoleaypbl, 3aieICTBOBaHHbIE B MPaBOBOM 3KC-
nepTu3e U «aHTUKPUINCHONY OEATENbHOCTU, ECNU OHN He 3a4eCTBOBaHbI rae-nnbo elle, HanpuMep, B nnaHe
obecneyeHnst HenpepbIBHOCTN GuaHeca. OUYeBMAHO, YTO 3TN AOKYMEHTUPOBaHHbIE Npoueaypbl 4OSIKHbI MOo-
MHOCTbLIO COOTBETCTBOBATL AOKYMEHTUPOBAHHOW NOMUTUKE MeHeMKMeHTa nHunaeHToB VB 1 apyron AOKYMeH-
Tauuu nporpaMmMmel MeHepkMeHTa UHUnaeHToB UB.

Heobxoanmo nveTsb B BUAY, YTO He BCe NpoLeaypel siBNAOTCA obLwedocTynHeIMU. Hanpumep, Hexena-
TenbHO, YTOBBI BeCb MepcoHan opraHusaumi 3Han nogpobHoctn o pabote MPUMB npn B3anmogeincTsum ¢
Hen. TPUMB ponxHa obecneymBath Hanuuve «obLedoCcTyNHOro» pykoBoACTBa, BKIoYas MHopmaumio, no-
NyYeHHyI0 U3 pesynbTaToB aHanunsa uHuMaeHToB UB, koTopas HaxoauTcs B NerkogocTynHon hopme, Hanpu-
Mep B WHTpaHeTe opraHusauun. bonee Toro, nHorga HexenaTenbHO packpbiBaTb HEKOTOpble AeTanu
nporpaMMbl MeHepKMeHTa MHUuaeHToB VB, ytobel nuuo, obnagatowee koHdbuaeHUuansHon MHgopmaumen
BHYTpU opraHusauumn (MHcangep), He MOrfno noMellaTb NpoLeccy paccnegosaHus. Hanpumep, ecnu 6aHkoB-
CKWIA cnyaLluia, NpUcBanBaloLLniA AeHeXHble cpeacTBa, OCBeAOMIIEH O HEKOTOpLIX AeTansaX NporpaMmel, To
OH MOXET NyuLlie CKPbIBaTb CBOIO AEATENbHOCTb OT CMEACTBUS UN MHBIM 06pa3oM npenaTcTBoBaTh 0GHapY-
XeHuo 1 paccnegosaHuio nHumaeHTa b n BoccTaHOBNEHUIO Mocre Hero.

CogaepxaHne paboumnx npoLeayp 3aBUCUT OT MHOTUX KpUTEPUEB, OCODEHHO CBA3AHHLIX C XapakTepom
Y€ M3BECTHbIX MOTeHLMarnbHbIX COBLITUIA U MHUMAEHTOB B 1 TnaMu 3aAeACTBOBaHHLIX akTUBOB UHopMa-
LIMOHHBIX CUCTEM 1 UX cpedol. Tak, Hekas paboyas npouedypa MoxXeT bbITb CBsI3aHa ¢ onpeaeneHHbIM TUMOM
WHUMAEHTOB UK € TUNOM MPOAYKLUMU (HanpuMep MeXceTeBble 3KpaHbl, 6a3bl AaHHbIX, OnepaunMoHHbIe CUCTe-
Mbl, MPUACXKEHNST), UK co cneumdudeckon npogykumen. B kaxxgon paboyei npoueaype A0MKHO BbITb YeTKO
orpeaeneHo, kakue Lwarn HeobxoAMMo NpeanpUHATL U keM. OHa AorKHa oTpaXaTb ONbIT, NONYyYEHHBIV Kak U3
BHYTPEHHMX, TaK U BHELUHWX WUCTOYHWKOB (Hanpumep rocyaapcTBeHHble unu koMmmepdeckne KIBP, unu
aHanorkyHble rpynnel, a Takke nocTaBLUMKN).

[na 06paboTku y>xe N3BECTHBIX TUMOB CobbITUIA 1 MHUMAEeHTOB VB AomkHbI cyllecTBoBaTh paboune npo-
Leaypbl. Heobxoaumel Takke paboyne npoleaypsbl, KOTOPLIM HAA0 cneaoBaTh, ecnu TUN obHapy)XeHHOTo UH-
umaeHTa UB nnun cobbiTusi HensBecTeH. B aTom cnyvae paccmaTpuBaloT crieqyiolime acnekTbl:

- MpoLiecc onoeeLleHust 415 06paboTkM TaKUX «UCKMIOUUTENbHBIX CITy4aeBy;

- yKkasaHus, onpegensioline BpeMa Ans nonyvyeHust o4o6peHna pearupoBaHusi Ha MHUMAEHT CO CTOPOHbI
PYKOBOACTBA C Lienbio n3bexaHua 3agepxXkn pearupoBaHus;

- NpeaABapuTensHO oaobpeHHoe AenerMpoBaHye NPUHATUA pelleHrs 6e3 obbluHOro Npouecca oaoGpe-
HUS.

7.3.5 TecTupoBaHue nporpammesl

Ana BbIABNEHUA noTeHuuanbHbIX AedekToB U Npobnem, KOTOpble MOMYT BO3HUKHYTL B Npouecce Me-
HeKMeHTa cobblTui  MHUMAeHTOB UB, HeobxoanMo 3annaHnpoBaTh perynsipHbie NpoBepkn U TecTUpoBaHue
MpoLeccoB U npoueayp MeHekMeHTa MHUuaeHToB UB. JTiobble nsMeHeHusl, BO3HUKaKoLW e B peaynbTaTe aHa-
Nnu3a pearupoaHui Ha uHUMAeHTbl UB, AomkHBI NoABepraTbCA CTPOro NpoBepke U TECTUPOBAHUIO.

7.4 TNonNUTUKN MeHeA)KMEHTa PUCKOB U UH(OPMaLMOHHON Ge30nacHOCTU

7.4.1 HasHaveHue

LiensimMu BknioveHUA coaepkaHnsi MeHepKMeHTa MHunaeHTos Ub B kopnopaTuBHbIe MONUTUKN MEHe K-
mMeHTa puckos U B u cneunaneHble nonutukn UB cuctem, cepBUCoB U ceTel IBNSATCA:

- ofnucaHne 3Ha4MMOCTN MeHeKMeHTa uHumaeHTos UB, 0cobeHHo cucTtembl onoBeLleHus 1 06paboTkm
WHumaeHtoB UB;

- yKasaHune 0b6s13aHHOCTeN BbICLIEro PYKOBOACTBA OTHOCUTENLHO Had/lexallen NoAroToBKA K UHLIMAEH-
Tam UB 1 pearnpoBaHuio Ha HUX, TO €CTb OTHOCUTENBbHO CUCTEMBI MEHEXKMeHTa HUnaeHTos UB;

- obecneyeHne cornacoBaHHOCTU PasnMUYHbIX NOMUTUK;

- obecneyeHne NNAHOBOIO U CUCTEMATUYECKOTO pearnpoBaHus Ha uHuuaeHT UB ana MuHuMmusaumm He-
raTUBHOIO BO3AENCTBUSI UHUWAEHTOB.

7.4.2 CopgepxaHue

KopnopaTtusHas nonuTnka meHeaxmeHTa puckos 1 B, a Tarke cneunansHele nonutukn U6 ansa cuc-
TeM, CepBUCOB UK ceTel OMKHbI OBHOBNATLCA € LieNblo obecneyeHnst TOYHOro CooTBETCTBUA 0bLLei no-
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nuTuke meHemxkmeHTa nHuuaeHtos Mb u cooteeTcTByloWwen el cucteme. B cooTeeTcTBYIOWNE pasaesbl
HeobxoanMo BKIoYaTh 06s13aTeNbLCTBA BbICLIEro PyKOBOACTBa U ONUcaHue:

- NONNTUKM;

- NPOLLeCCOB CUCTEMBI U COOTBETCTBYIOLLEA NHDPACTPYKTYPSI;

- TpeboBaHWi No 0bHapy>KeHUIo, OMOBELLEHUIO, OLieHKe 1 yNpaBneHUio MHUMAEHTaMN 1

- 4eTKOro orpeaesieHnst nepcoHarna, OTBEeTCTBEHHOro 3a asTopusauuio 1 (Mnn) nposeaeHne onpeaeneH-
HbIX BaXHbIX ENCTBUIA (HanpuMep nepeso, MHOPMaLMOHHOW cUCTEMBI B pexium off-line nnu aaxe oTknove-
HUe CUCTEMBI).

Kpome Toro, koprnopaTuBHasi NoNUTUKa A0OKHa cogepxaTtb TpeboBaHWe 0 co3aaHun COOTBETCTBYIOLMX
MexaHW3MOB aHanusa Ansa obecnevyeHUs UCMonb3osaHUA Mobon MHpopMauuu, Nony4YeHHoON B pesynbTaTe
npoueccoB 0bHapy>XeHWUsl, MOHUTOPUHra u paspelueHus uHUMAeHToB UB, B kauecTBe BXOAHBLIX AaHHbIX AnA
obecneveHns cTabunbHoN pesynbTaTUBHOCTM KOPMOPATUBHBIX MOMMUTUK MeHemMkMeHTa puckos UB, a Takke
cneunanbHbix nonutuk U6 ans cuctem, cepercoB 1 ceTen.

7.5 CospgaHue rpynnbl pearMpoBaHUs Ha MHUUAEHTLI HPOPMaLUOHHON 6e30NacHOCTH

7.5.1 HasHauyeHue rpynnsi pearupoBaHusi Ha UHLUAEHTbI UHOPMaALMOHHON Ge30NacHOCTH

Lenbio cosgaHusa TPUUB siBnsieTcs obecneyerHne opraHMsauMn COOTBETCTBYOLWMM NepcoHanioM ans
OLieHKW, pearnposaHus Ha uHUuaeHTbl UB 1 n3BneveHns ypokoB U3 HUX, a Takke HeobxoanuMon koopauHaLumu,
MeHedXXMeHTa, obpaTHOM CBA3M M npouecca nepegayn nHdopmauun. YUneHsl FPUUB mMoryT yyactsoBaTth B
CHWXeHWKN dpursnyeckoro 1 conHaHcoBoro yulepba, a Takke ywepba ana penytauum opraHusaumm, cBA3aHHOMO
¢ nHuuaeHTamm UB.

7.5.2 YneHbl rpynnbl pearupoBaHUA Ha UHUUAEHTLI HGOpMaLUOHHON 6e30NacHOCTU U CTPYKTY-
pa aToil rpynnbl

CocTaB 1 KonnMyecTBO NepcoHana, a Takke cTpyktypa MPUNB aomkHbl COOTBETCTBOBATL MacluTaby u
CTpYKTYpe opraHusaunn. lPUUB moxeT npeactaBnaTh coboi N3oNMpoBaHHyo KoMaHay U oTAen, NepcoHarn
3TOW rpynmbl MOXeT BIMOSNHATL U APYrne 0B6s13aHHOCTN, a Takke NpUBeKaTk COTPYAHMKOB U3 Pa3NNYHBIX Noa-
pasgeneHuin opraHusauun. B cootsetcTBuM ¢ 4.2.1 1 7.1 Bo MHorux cnydasax MPUMB moxeT 6biTb AeHCTBYIO-
Wen rpynnoi, BO3rNaBMsemMon CTapliMM pykoBoauTenem. BhiwecTosilemy pykOBOAUTENIO OKasbiBaloT
MOMOLLb CNeLManucTbl Mo KOHKPETHBIM BOMpocaM, Hanpumep, No OTPaXKEHUIO aTak BpeAOHOCHBIX NPOrpamm,
KOTOpble NpMBEeKalnTCs B 3aBMCUMOCTM OT Tuna uHumaeHTa Ub6. B 3aBUCMMOCTM OT YUCNIEHHOIO cocTaBa opra-
Hu3auun cotpyaHnkn MPUMB moryT Taioke BbIMOMHATE HeCKonbko dyHKuMi BHyTpn MPUUB. B TPUUB moryT
TakKe NpuBreKkaTbCcs Cnyxalune 13 pasnuuHbIX noapasgeneHnin opraHusaumm (Hanpumep 6usHec-onepauui,
UT/TenekomMmyHukaLuin, ayauTa, oTaena KagpoB U MapkeTUHra).

UneHbl rpynnbl A0MKHBI BbITb AOCTYMHbI A4S KOHTaKTa Tak, YTo6bl UX UMeHa U UMeHa NuL, UX 3ameLalo-
LMX, a Takke NogpobHOCTU O KOHTaKTe C HUMM BbiNy AOCTYNHLIMU BHYTPU opraHusauun. Hanpumep, B aoky-
MeHTaLun cnuctembl MeHegkMeHTa uHumageHToB B OomkHbl BbiTh YeTKO ykasaHbl Heobxoaumble AeTanu,
BKMtoYas mobble JOKYMEHTbI Mo npoleaypam U opMbl OTYETOB, HO HE B MONOXEHUAX MONMUTUKK.

Pykosogutens MPUNB gorkeH:

- UMeTb AenernposaHHble NOSIHOMOYNS HEMEIEHHOTO NPUHATUS PeLeHUsA O TOM, Kakue Mepbl Npeanpu-
HATb OTHOCUTENbHO MHUMAEHTA;

- KaKk nNpasuno, UMeTb OTAENbHYO NMMHWIO ANS OMNOBELEeHUs BbICLIEro pyKOBOACTBA, KOTOpas AOSkHa
6bITb N30NMpoBaHa oT 06bIYHBIX BU3HEC-oNepaLuis;

- obecneunBaTb HeOBXOANMBIA YPOBEHb 3HAHWIA U MacTepcTBa AnA Bcex YneHoB MPUUB, a Taioke noa-
AepXaHune 3Toro YpoBHs;

- Mopy4aTb paccregoBaHue Kaxgoro MHuMaeHTa Hanboree KOMMETEHTHOMY YneHy rpynnbl.

7.5.3 BaaumMopencTeue ¢ ApyrumMu nogpasaeneHussMU opraHusagum

YpoBeHb nonHomounii pykosoautens MPUUB 1 uneHoB ero rpynnel 4oMmMKeH No3BonATbL NpeAnpuHuMaTh
Heobxoaumble 4eACcTBUA, agekBaTHble nHUnAeHTy UB.

OpHako AeNcTBNA, KOTOPLIE MOTYT OKasaTb HebnaronpusaTHoe BNUSAHWE Ha BCIO OpraHUM3aumio B OTHOLLe-
HUW cbMHaHCOB UMK penyTaLmMn, AOMKHBI COrfacoBbLIBATLCS C BhICLLMM PYKOBOACTBOM. [103TOMY BaXkHO yTOM-
HWTb, KaKol opraH B cucTeme obecneyeHuns NONUTUKA MEHEPKMeHTa uHunaeHTos MG pykosoautens MPUNG
onoselaeT 0 cepbesHbIX MHuMaeHTax Mb.

Mpoueaypkl 06wweHns co CMU 1 0TBETCTBEHHOCTL 3a 3TO OBLLEeHWe Takke A0MKHBI BbiTh cornacosaHbl
CO CTapLlyM pyKoBOACTBOM, JOKYMEHTUPOBaHbI U onpeaensiThb:

- NpeAcTaBsuTens opraHusalum no paboTte co cpeAcTBaMn MaccoBon MHopmaLuu,

- MeTOA B3auMoAeNCcTBUsA nogpasaeneHuns opraHunsauum ¢ FlPUNB.
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7.5.4 OTHOLIEHUA cO CTOPOHHUMU NULAMU U OpraHM3aLUsaMu

Heobxogumo yctaHoBUTL oTHOWeHUA mexay TPUMB 1 cooTBETCTBYHOWMMU CTOPOHHUMU NULAMU W
opraHusaLusMu.

K CTOPOHHUM nuuam 1 opraHusaLusam MOoryT OTHOCUTLCS:

- CTOPOHHWIA BcnoMoraTtesbHbIA NepcoHan, paboTatoluii no KoHTpakTy, Hanpumep KIGP;

- FPUNB cTopoHHMX opraHusaLmin, a Takke KIBP;

- NMpaBoNpPUMEHSILoLLNE OpraHn3auum;

- aBapuiiHble cnyx6bl (HanpuMep noxapHas 6puraga/otaenexue);

- COOTBETCTBYIOLLME rOCYyAapCTBEHHbIE OpraHM3aLmu;

- lopranYecKknin nepcoHan;

- ohmuManbHbIe NnLa No CBA3AM ¢ 0BLLECTBEHHOCTLIO U (M) NpeacTaBUTeNsIMUM CPecTB MAacCOBOW UH-
dopmaunn;

- MapTHepbl no 6usHecy;

- noTpebuTenu;

- 00LEeCTBEHHOCTb.

7.6 TexHU4eckas u apyras noaaepxka pearupoBaHus Ha UHUMAEGHTbI MHdOpPMaLMOHHON Ge30o-
NacHocTU

BricTpoe v achdekTBHOE pearnposaHme Ha uHUMAEHTHI VB ocyllecTBRsieTCA ropasao ferde, koraa Bce
HeobXxoauMble TeXHUYeckue 1 apyrne cpeactsa nogaepKku NosyyeHbl, NOArOTOBNEHbI U NPOTECTUPOBAHDI.
3T MeponpuATUS BKIOYAKOT B cebs:

- JOCTYM K AeTansam akTUBOB opraHMsaun (NpeanovTUTeNsHO MMeTb OBHOBIEHHBI NepedYeHb akTUBOB)
1 nHpopMaLIMIo MO X CBA3SIM ¢ BU3HeC-hyHKUMAMK;

- AOCTYN K AOKYMEHTUPOBaHHON cTpaTerni obecneveHns HenpepblIBHOCTU BU3Heca 1 COOTBETCTBYHOLLUM
nnaHam;

- AOKYMEHTMPOBaHHbIe 1 OnyBrMKoBaHHbIE Npouecchl Nnepeaayn MHdopmaumm;

- UCMOMb30BaHNE 3rEKTPOHHOW 6asbl AaHHbIX coObITMA/MHUMAEeHTOB MB 1 TexHUYeckux cpeacts Ans
6bICTPOro NonosnHeHWs U 06HoBNeHUst 6a3sbl AaHHBIX, aHanu3a ee MHopMaLMK U YNPoLLIeHUs NPOLLEeccoB pea-
rMpoBaHus (XxoTs 0BLLEenpusHaHHo, YTO MHOTrAa cAernaHHbIe BPYUYHYIO 3anucy Takke okasbliBaroTcs BocTpebo-
BaHHbIMMW 1 UCMIONb3YOTCSA opraHusaLneit);

- afiekBaTHble Mepbl No obecneveHunto HenpepbIBHOCTU BusHeca Ana 6a3sbl AaHHBIX COBLITUA/MHUMAEH-
ToB Ub.

TexHudeckue cpeacTsa, UcnonbayemMble Ans GeIcTPoro nononHeHusl, 06HoBNeHNs 6a3 gaHHbIX, aHannaa
cogepxaHuna nHcopmaumm n 6as gaHHbIX 1 06MerYeHns NPoLEecCoB pearMposaHna Ha nHumMaeHTel B, aon-
XHbl COOENCTBOBATb:

- BbICTPOMY MOMYYEHUIO OTUETOB O COBLITMSX M MHUMAeHTax UB;

- yBeoMIeHuio paHee oTobpaHHOro nepcoHana (COOTBETCTBYIOLUMX CTOPOHHWUX NNL) NOAXOAALIMMU
AN 3TOro cpeAcTBamm (HanpuMep, Yepes aNeKTPOHHYLO NoYTy, dhake, TenedoH 1 T. 4.), TO eCTb 3anpalumsas
noaaepKKY HaoeXHON KOHTaKTHOM 6a3bl AaHHbIX (koTopas AoMKHA BbITb BCeraa NerkogocTynHon U AomkHa
BK/toYaTh B cebsi BymaxkHble U Apyrue Konuu) U cpeacTso nepegadn MHgopmauumn 6esonacHbiM cnocobom
(npn HeoBxoanmocTw);

- cobritoAeHuIo MpeoCTOPOXHOCTEN, COOTBETCTBYHOLLIMX OLLeHEHHBIM pUckam, M3bexaHuto npocnyLmnBa-
HUS1 3MeKTPOHHON CBA3KN, peanusyemMoi Yepes VIHTepHeT unu UHbIM 06pasom, BO BPEMS aTaku Ha CUCTEMY,
CepBuc 1 (Unu) ceTb;

- cobritogeHno NPeJoCTOPOXHOCTE, COOTBETCTBYHOLLMX OLLEHEHHBIM PUCKaM, ANS COXpaHeHUs AoCTyn-
HOCTU 3MEKTPOHHO CBA3U, peanmayeMon Yepes VIHTepHeT Unn nHbiM 06pasoM, BO BPEMSA aTaku Ha cUCTeMY,
cepBuc 1 (Mnun) ceTb;

- Nnpoueccy cbopa Bcex AaHHbIX 06 UHOPMaLMOHHOM cucTeme, cepBuce U (Un) ceTu 1 Bcex obpabaThbl-
BaeMbIX AaHHbIX;

- CMONb30BaHMIO KpUNTOrpadU4ecKkoro KOHTPOS LEeNoCTHOCTU, eCNN 3TO COOTBETCTBYET OLIEHEHHBIM
puckam, Ans coaencTBUs B onpeaeeHUn Hanmuusi UBMEHEHUA U TOro, Kakune YacTi CUCTEMbI, cepBuca U(1Unm)
ceTu 1 gaHHble NoABEPINNCE N3MEHEHWSIM;

- YNPOLLEHNIO apXMBUPOBaHNA N 3aLUMTbl cobpaHHOW MHopMaLmn (Hanpumep, NpUMeHsa LnudpoBble
noan1cK B 3anncsax B XXypHarne peructpaunm unu apyrue cBuaeTenbcTea nepes XxpaHeHnem 8 aBTOHOMHOM pe-
XUMe Ha HocUTensX, NpeaHasHauYeHHbIX TOMbLKO ANns YTeHns Ha ycTpoicteax CD unu DVD ROM);
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- MOAroTOBKe pacnevaTok (Hanpumep, XXypHaros perucTpaumm), AeMOHCTPUPYIOLUMX Pa3BUTUE UHUMAEH-
Ta UB, npouecc paspelleHns nHumnaeHTa n obecneymBaowMx COXpaHHOCTbL MHGopMaL Ui,

- BOCCTAHOBJIEHMWIO LUTATHOTO pexXuma paboTbl MHpopMaLMOHHOW CUCTEMBI, cepBuca U (Mnu) ceTu ¢ no-
MOLLbHO:

onTUManbHbIX NpoLeayp pe3epBUpoBaHus,

YeTKUX 1 HAOEXHbIX pe3epBHbIX KOMUA,

TeCTUPOBaHUS pPe3epBHbIX KOMUA,

KOHTPOMSI Bpe4OHOCHBIX Nporpamm,

NCXOAHbIX HocuTenen MHopMaLIMN C CUCTEMHBIM 1 NPUKNagHbLIM NporpaMmMHbIM obecneyeHnem,

HadeXHbIX U OGHOBIEHHbIX MUCMPaBIEHUN («MaTYen» ) Anst CUCTEM N NMPUMOXKEHWIA, COTNacoBaHHBIX C CO-
OTBETCTBYIOLUMM MriaHoM obecrneyeHns HenpepblBHOCTU BusHeca.

ATtakoBaHHasa nHdopMaumoHHas cuctema, cepBuc 1 (Mnu) ceTb MoryT pyHKLMOHNPOBaTbL HeBepHo. Moa-
ToMy paboTa TexHU4eckoro cpefctaa (NporpaMMHOro UnKu annapartHoro obecnevyeHus), HeobxoguMoro Ana
pearnposaHus Ha nHumMaeHT VB, He gomkHa BbITb OCHOBaHa Ha cUCTeMax, cepBucax 1 (M) ceTax, UCMonb3y-
eMbIX B opraHusauuu. o BO3MOXHOCTU, TeXHUYECKUe CpeacTBa pearMposaHns Ha MHUMAEHTBI AOMKHBI BbiTh
MOSHOCTHH aBTOHOMHBLIMU.

Bce TexHW4eckvie cpeacTsa AOMMKHBI ObITh TWATENbHO 0TODPaHbI, MpaBUIIbHO BHEAPEHb! U PeryrsipHoO
TecTMPOBaTLCA (BKIOYas TeCTUPOBaHME MONYyYEHHbIX Pe3epPBHbIX KOMUIA).

CnepyeT 3amMeTUTb, YTO TEXHUYECKNE CPeACTBa, ONMCaHHbIe B HACTOSLLEM Noapasaene, He BKITIoYaloT B
cebs TexHUYeckMe cpeacTRa, UCNOMb3yeMble HENOCPEACTBEHHO Anst o6HapyxeHus uHunaeHTos UG u BTopke-
HWI N aBTOMAaTUYECKOrO OMOBELLEHWS COOTBETCTBYIOLMX NKLL. [aHHble TeXHUYecKkue cpeacTsa onucaHbl B [1],
[2].

7.7 O6ecneyveHne ocBeAOMITEHHOCTM U OGy4YeHne

MeHegpKMeHT MHUnAeHToB MIB — 3TO npoLece, BKoYatoLWwuii B cebs He TONbKO TeXHUYeckue CpeacTsa,
HO TakKe nepcoHar, 1, crneaosaTeribHo, 3TOT NPOLECC A0MKEH NoAaepKnBaTbCs NMuamMmn, COoTBETCTBYIOLLIUM
06pasom o6y4eHHbIMK AN paboThl B opraHnsaLmu U ocBeAOMIIEHHEIMI B Bonpocax 6esonacHocTn MHgopMa-
LN,

OcBegoMNeHHOCTb U yvacTWe BCEro nepcoHarna opraHvMsaunm ovYeHb BaxkHbl ans obecneyeHus ycnexa
CTPYKTYPHOro noaxoaa K MeHegXMeHTy uHunaeHToB UB. MoaTomy ponb MeHegkmeHTa uHunaeHtos UB gon-
XHa aKTUBHO NoaaepXuBaThCs Kak YacTb obLen nporpammel obydeHns 1 obecnedeHns oCBeAOMNEHHOCTU B
Bonpocax Mb. Mporpamma obecnevyeHusi 0CBeAOMMIEHHOCTU U COOTBETCTBYHOLLUMIA MaTepuan AomkHbl 6biTb
AOCTYIMHbLI ANsi BCEro nepcoHarna, BKIoYas HOBbIX CryXXallux, nofb3osaTtene CTOpoHHUX opraHn3aLuin u noa-
psa4YuKoB. [JomkHa cyLlecTBoBaTh cneLunarnbHas nporpamMma obydeHus ans rpynnesl o6ecnedeHuns akcnnyara-
uuun, ans uneHos MPUNB, a npn HeobxoaMMOCTN — ANA NepcoHarna, oTBeTcTBeHHoro 3a UMb, 1 cneumansHbIX
agMUHuUcTpaTopoB. CneayeT 3aMeTuTb, YTO ANA KaXAoW rpynnbl, HeNocpeaACTBEHHO y4acTByOLEN B MeHea-
XMEHTe MHLMAEHTOB, MOryT noTpeboBaThecs pasnMyHble YPOBHU MOArOTOBKN, 3aBUCALLME OT TNa, YacToThbl U
3HaYMMOCTU UX B3aMMOOENCTBUS C CUCTEMON MeHeaKMeHTa nHunaeHTos Ub.

UHcTpyKTakn no obecneyeHnto oCBeAOMINEHHOCTI AOMKHbI BKMNOYaTh B cebs:

- OCHOBbI paboTbl CUCTEMbI MeHedXMeHTa NHUnAeHToB UB, Bkntoyas cepy ee ASNCTBUS U TEXHOMOTUIO
paboT No MEHeIKMEHTY UHLIMAEHTOBR U cobbiTuin UB;

- crnocobbl onoBeLleHns 0 cobbITUAX U MHUMAeHTax UB;

- 3alUMTHbIe Mepbl No obecrneyeHno KOHMUAEHLMANBHOCTU UCTOYHIUKOB (MO HeoBXxoanmMocTH);

- cornawleHuns o6 ypoBHAX cepBuca CUCTEMBI;

- yBeOMIIeHMe O pe3ynbTaTax — Ha Kakux ycrnosusix 6yayT MHhOopMUPOBaHbl UCTOUHUKK;

- Nto6ble orpaHnyYeHns, HanaraeMmble CornalleHUsMU O HepasrnalleHnu;

- NOSTHOMOYMSA OpraHM3aLnn MeHeaXMeHTa nHuMaeHToB B n ee nuHua onoBelleHns;

- KTO 1 KaK Norny4yaeT oTYeThl OT CUCTEMbI MEHeMKMeHTa UHLUMaeHToB UB.

B HekoTOpbIX criyyasx enatenbHO crneumansHo BKNOYaTh noapobHoCcTN obecriedeHUs ocBeaoMeH-
HOCTV 0 MeHedkMeHTe nHumaeHTos VB B apyrue nporpaMmbl 06y4veHus (Hanpumep, B MporpaMmmbl OpUEHTUPO-
BaHUA nNepcoHana unu B obune koprnopaTuBHbIe NporpaMmMbl obecneyeHns ocBeAOMINEHHOCT B BONpocax
MB). 3ToT noaxoA k obecrneyeHno ocBeAOMIIEHHOCTU MOXET NpeaocTaBUTb LIeHHY MHopMaLuio, cBsA3aH-
Hyl0 C onpeeneHHbIMU rpynnaMn COTPYAHUKOB, U MOXET ynydwunTb 3heKTUBHOCTL U pe3ynbTaTUBHOCTb
nporpammMel 06y4eHus1.

[o BBOAa B aKcnnyaTaumio cUCTEMbl MeHeKMeHTa NHLUMAeHToB VB Becb COOTBETCTBYIOLLMIA MEPCOHan
OODKEH 03HaKOMUTLCA C npoleaypamMu obHapyXeHns 1 onoselleHns o cobblituax UB, a cneumansHo oTo-
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6paHHbI NepcoHarn AoMKeH GblTb XOPOLLIO 0CBEAOMIIEH B OTHOLLUEHMWM NocneayoLmx npoLeccos. 3aTtem npo-
BOOAT peryrisipHble UHCTPYKTaXW No obecrneyeHuo OCBeAOMMEHHOCTU U Kypcbl noAaroToBku. NoaroToBka
OOMXKHa conpoBoXaaThes crneunanbHbIMN YyNpaykHEHNUSMU 1 TECTUPOBAHUEM YfeHOB rpynnbl obecneveHus
akcnnyatauuun n ';PUNB, a Takke nepcoHana, oTBeTCTBeHHOro 3a Vb, 1 cneunarnsHbIX agMUHUCTPaTOPOB.

8 3OTtan «Ucnonb3oBaHue»

8.1 BBepeHue

MeHeaxmeHT nHumMaeHToB B B npoLiecce akcnnyaTtauum COCTOUT U3 ABYX rMaBHbIX 3Tanos: «cnonb3o-
BaHMe» U «AHanu3», 3a KOTOPbLIMW CrieayeT aTan «YnydleHue», Ha KOTOPOM NPoBOAsT Niobble YCoBEPLUEH-
CTBOBaHUWSA, UOEHTUPULMPOBAHHBIE B pe3ynbTate U3BMeYeHUA YpOKOB U3 uHuuaeHtoB MB. 3Ty aTanel n
cBsizaHHble C HAMW MNpoLecchl npeacTaeneHbl B noapasgene 4.2. B HacTosweM pasgene paccMmaTtpuBaeTcs
atan «Wcnons3osaHue», B pasgene 9 — atan «AHanus», a B pasgene 10 — aTan «Ynydwexue». 3TN Tpu
aTana u COOTBETCTBYIOLLME UM NpoLecchl NpeacTaBreHbl Ha pUCYHKe 2.
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PucyHok 2 — Bnok-cxema nocnegoBaTenbHoCTH onepaumii 06pabotkm cobbitii n numaeHtos Vb
(aTan «Mcnonb3oBaHue»)
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8.2 0630p KNYUYEBLIX NpoLEeCcCOB

B atane «Mcnonb3oBaHUe» KMOYEBLIMU NpoLeccaMin ABNSATCA:

- obHapyxeHue cobbiTns B 1 onoselLeHne 0 HEM OAHUM U3 COTPYOHUKOB NepcoHana/knMeHToM opraHn-
3aUMKU U aBTOMAaTUYECKM (Hanpumep, CUrHanom TPEBOr OT MeXCeTeBOro akpaHa);

- cbop nHcpopmaumm o cobeiTn NB 1 NnpoBeaeHUe NEPBUYHON OLIEHKN I'IepCOHaﬂOM1) rpynnel obecneve-
HUS 3KCMyaTaLnmn opraHnsaunm ¢ Lenbto onpeaeneHus, Aensetca nu cobbitne uHumaeHToM UB nnm noxHbim
CcUrHanom TpeBoru;

- NpoBeaeHue BTopoi oueHkn TPUNB c Lenbio noaTBepanTb, UTo cobbITUe aBnsAeTca nHuuaeHTom UB u,
B NMOMOXMWTENbHOM Criyyae, MHALMMPOBaTh HeMeadneHHoe pearnpoBaHue, a Takke HeobxoaMMOCTb NPaBoBoi
3KCNepTUsbl U AeNCTBUA No nepegayve UHGpopMaunm;

- aHanus, nposoauMblin MPUWB ¢ Lenbto onpeaennTb, HAXOANTCA NN UHUMAEGHT NoA KOHTPOMNEM:

B MOSIOKUTENBHOM ClyYvae MHALMUPYETCS AanbHellwee Heobxoaumoe pearnpoaHue 1 obecneuvsaeTcst
rOTOBHOCTb BCEW MHpopMaLMM 4N UCMoMb30BaHUA B NpoLiecce aHanvaa NocneacTBui MHUMAeHTa,

npu oTpuLaTenbHOM OTBETE MHULIMUPYIOTCA aHTUKPUSUCHBIE AENCTBNUS C NPUBEYEHUEM COOTBETCTBY-
foLero nepcoHana, Hanpyumep pykosoguTens v rpynnel obecneveHns HenpepbiBHOCTM BUsHeca opraHusa-
Lnu;

- pacwmpeHne obnacty 0enNcTBUS anbHenWnX oLeHOK 1 (UNn) NPUHATUS pelleHuid, NpoBoanMoe B Te-
YyeHue Bcero atana no TpeboBaHuio;

- obecneveHne Hagnexallein pernctpauuM BCeMU MpuyacTHeIMU MuaMu, B 0COBEHHOCTU uneHaMu
MPUNB, Bceln gesaTensHOCTU ANA AanbHewWwero aHanusaa;

- obecneveHne c6opa 1 3aLMLLEHHOMO XpPaHeHNs CBUAETENLCTB B 3NEKTPOHHOM BUAE U NOCTOSIHHOMO MO-
HUTOPWHIa 3aLMLLEHHOTO XpaHeHWs 3TUX CBMAETENbCTB Ha cryyan nx soctpebosaHHOCTU ans cyaebHoro npe-
cnefoBaHnsA NN BHYTPEHHEero AUCUMNIIMHapHoro pasbupartenscTBa;

- nogaepxKa pexunma KOHTPOons M3MeHeHWI, BKItovasa oTcnexunsaHue uHuuaeHtTos VB n obHoBneHus oT-
YEeTOoB Mo MHUMAeHTam ¢ TeM, 4YTobbl 6a3a AaHHBIX CobbITUIW/ MHUNAEHTOB UB NOCTOAAHHO COOTBETCTBOBANa Aei-
CTBUTENMbLHOCTW.

Bcs cobpaHHas nHopmauums, kacatowaaca cobbituii unu uHumaeHTos Wb, gomkHa xpaHuTbes B 6ase
AaHHbIX cobblITni/nHunaeHTos UB, ynpasnaemon MPUUB. NHdopmauus, coobluaemas B TeUeHNe Kaxaoro
npouecca, Ao/KHa OblTb Kak MOXHO Gonee nonHoit B NoGoe Bpems, 4Tobbl obecneunts Hanbonee NPoUHyto
OCHOBY A5 OLIEHOK U MPUHATUSI PELLIEHUIA, a Takoke AN NpeanpuHUMaeMbiX AeNCTBUNA.

Mocne o6HapyxeHus cobbiTusa UB 1 cooblieHns o0 HeM LiensiMu nocrneayoLwmx NpoLeccos SABMNSIKOTCA:

- pacnpegerneHne OTBETCTBEHHOCTU 3a AeSTENIbHOCTb, CBSI3aHHYI0 C MEHEKMEHTOM UHLUUAEHTOB, Yepes
COOTBETCTBYIOLLYIO MepapXu1io NepcoHana BMeCTe C OLLeHKOM U MPUHATUEM peLleHn, a Takke 3a AeACTBUSA C
npuBne4yeHUeM nepcoHarna kak cBa3aHHOro, Tak U He cBA3aHHOTo ¢ obecnedyeHnem 6e3onacHoOCTu;

- obecneyeHne hopmanbHbBIX NpoLeayp ANs K&K40ro OMoBELEHHOro NiLa, BKAKYAasa aHanMs n koppek-
TUPOBKY cAenaHHOro coobLUeHus, oLeHKy yilepba 1 yBegoMIieHMe COOTBETCTBYIOLEro NnepcoHana (qencTeust
Ka)xgoro nuua 3aBUCAT OT TUMa M ONacHOCTU UHUMAEHTA);

- UCMONb30BaHWEe pekOMeHAALMIA Ans TIaTenbHOro AoKyMEHTUpoBaHus cobbituin UB, a nozgHee, ecnu
cobbiTHe byaer oTHeceHo K MHUMAeHTY UB, To 1 ansa nocneayowmx 4eACTBUIM B OTHOWEHUU uHUuaeHTa VB un
06HoBNeHNsa 6a3bl AaHHBLIX cObbITUA/MHUMAeHTOB UB.

PekomeHagauum npueegeHbl:

no obHapy>xeHuto 1 onoseLleHnto o cobbiTusx Ub — B 8.3, oLeHke 1 NPUHATUIO peLleHui (ABnsieTcsa N
cobbiTne nHunaeHTom MIB) — B 8.4, pearpoBaHuio Ha MHUMAeHTHl MB — B 8.5 1 BktovatoT B cebs:

- HemMe[JieHHoe pearmpoBaHue,

- aHanus ¢ uenbio onpeaeneHus, HaxoauTes M uHunaeHT UB nog KoHTponem,

- nocnegyolmne pearmpoBaHus,

- aHTUKPU3UCHLIE AEUACTBUS,

- NPaBOBYIO IKCMEPTU3Y,

- Nnepegadvy uHpopmMauuun,

- KOMMEHTapUiA Mo BONpocam paclmnpeHnst cepbl MeHepkMeHTa uHumaeHTos UB,

- perucTpaumio AesiTeNbHOCTH.

8.3 OGHapyxeHue u onoBeLleHUe O CoObbITUAX MH(OopMaLMOHHON 6e30nacHOCTU

CobbiTuss b MoryT 6bITb 0BHapyXeHbl HenocpeaCTBEHHO MULLOM UMK NINLaMK1, 3aMEeTUBLLIMMU YTO-N6Oo,
BbI3biBatoLLee 6eCroKONCTBO M MMeloLLee TeXHUYECKUIA, hnsnyeckuia unm npoueaypHelin xapaktep. O6Hapyxe-

" He cnepyet oxumpaarts, UTo NepcoHan rpynnbl o6ecneyeHns Skennyataumm 6yeT MMeTh KBannduKaLmIo SKenep-
ToB B chepe 6e3onacHoCTU.
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HUE MOXET OCYLLECTBIATLCS, HAanpuUMep, AeTEKTOpaMu OrHs/AbiMa Unu ¢ NOMOLLbIO OXPaHHOW cUrHanusauum
nyTem nepegayn CUrHanoB TPEBOTU B 3apaHee onpeaerieHHbIe MecTa (ANA ocyLLecTBNeHUA YeNOoBEeKOM onpe-
AeneHHbIX AencTBuin). TexHndeckne cobbiTna MB MoryT obHapyXnBaTbCa aBToOMaTUYECKK, Hanpumep, 310 Mo-
r'yT OblTb CUrHanbl TPEBOTW, MPOM3BOAMMBIE YCTPOWCTBaAMW aHanusa 3anucer ayauTta, MexceTeBbiMu
aKpaHaMu, cucteMamm oBHapyKeHNs BTOPXKEHWUIA, aHTUBUPYCHBIMW NPOrpaMMamMu, B KaXKAOM criyvae CTUMYnu-
pyemMble 3apaHee yCTaHOBMEHHbIMW NapaMeTpamMn 3TUX YyCTPOWUCTB.

HesaBuncumo oT npudnHel 06HapyxeHnst cobbitusa UMb, nuuo, HenocpeacTBeHHO obpaTtusLuee BHUMaHWE Ha
HeYTo HeobblYHOE NN OMOBELLEHHOE aBTOMaTUYECKUMN CpEeACTBaMU, HECET OTBETCTBEHHOCTb 3a MHULMNPOBa-
HWe npouecca 0BHapPYXeHNs 1 onoBeLLeHUs. DTUM NMLOM MOXeT BbITb Ntoboi NpeacTaBUTENb NepcoHana opra-
HM3auMK, paboTaroLwmiA MOCTOSIHHO UM NO KOHTPaKTY. DTOT NpeAcTaBUTeNb JOSMKEH criefosatb npoueaypam u
ncnonb3oBate opMmy oTyeTa 0 cobbiTusax B, onpegeneHHyro cuctemMoin MeHemkMeHTa uHuuaeHtos UB, ¢
Lienbto NMpUBIeYeHUs BHUMaHWS, Npexae Bcero, rpynnbl obecneveHns akcnnyarauumn u MeHemkmeHTa. Cnegosa-
TenbHO, BaXHO, UTOObI BeCb nepcoHar 6bin 03HaKOMIIEH C PEKOMEHAALMAMU, OTHOCALLIMMUCA K BONPOCY OnoBe-
LLeHWs 0 BO3MOXHBIX coBbITusIX VB, BKItoYas hopMbl oTHETa, UMEN A0CTYN K HUM U 3Han COTPYAHUKOB, KOTOPbIX
Heo6XoAMMO onoBeLLaTh O KaXXaoM crydae noseneHus cobeitua 6. Heobxognmo, 4tobbl Becb NnepcoHan opra-
HU3aLuMK ObIN, Mo KpaliHel Mepe, ocBedoMITeH 0 dopMe oTHETa, YTO CnocobCTBOBao Obl €ro NOHUMAaHWUID cUcTe-
Mbl MeHepKMeHTa nHuuaeHTos UB.

O6paboTka KOHKPETHOTO cobbITUSA B 3aBUCUT OT TOro, 4TO OHO COBOM NPeACTaBNsET, a Takke OT nocnea-
CTBWA 1 BO3AEWUCTBUIA, K KOTOPLIM 3TO COBLITVE MOXET NPUBECTU. [NA MHOMAX Nogen NPUHATUE pelleHns o
cnocobe 06paboTkM cobbITUS BIXOANT 32 NPeaenbl UX KoMNeTeHTHoCTU. Mo3ToMy coTpYAHUK, MHOPMUPYIO-
Wi o cobbiTum B, pomkeH 3anonHnTb hopmMy oT4eTa Tak, 4Tobbl B Hel 6bino kak MoXHO Bonbuie uHdopma-
LWK, OOCTYNHON eMy Ha TOT MomeHT. MNpu HeoBXoaMMOCTU OH CBA3LIBAETCA CO CBOUM PYKOBOAUTENEM.
XenatenbHo, 4To6bl 3Ta opma Gblna B 3NEeKTPOHHOM BMAe (HanpuMep, NociaHa No 3MeKTPOHHOW NoYTe Unu
npegcTaeneHa Ha BeB-caiTe), 4ToObl ee MOXHO Oblf1o NepeaaTb 6e3onacHbIM CNoco6oM B Hagnexatlyto rpyn-
ny obecnevyeHus skcnnyatauum (paboTatoLLyto, Mo BOSMOXHOCTM, 24 4 B CYTKM MO CeMb AHER B Heaento), a Ko-
nuto cooblieHns — pykosogutento MPUUB. Obpasel hopMbl oTyeTa cooblueHns o cobbitu UB npuseaeH B
npunoxeHun A.

CnegyeT nogyepKHyTb, YTO NPK 3anofHeHn1 hopMbl OTYETa BaXKHa He TOMbKO TOYHOCTb CoAaepXKaHUsA, HO
N CBOEBPEMEHHOCTb 3anoniHeHns. He crnegyet sagepkusath npeacTasneHne opmel otyeTa o cobbitumn UE no
npUYnHE YTOUHEHNS ee copgepxxaHuna. Ecnv coobLuatoLmin coTpyaHUK He YBepeH B AaHHbIX Kakoro-nubo nons B
cdopme oTYeTa, TO 3TO None A0MKHO BbITb MOMEYEHO, a YTOUHEeHNe — MocnaHo nosxe. Takke cnegyeT npu-
3HaTb, YTO HEKOTOPbIE MEXAHWN3MbI 3TIEKTPOHHOTO OMOBELLEHUS (HANPUMEpP 3MEKTPOHHAas NoYTa) camu SIBNSIOT-
CS OYEBUAHBIMU LIENSIMUN aTaKku.

Mpn Hanuuumn npobnemM UK Npu CyLeCTBOBAHUN MHEHUA O HanM4MKn Npobnem ¢ ycTaHOBMEHHBIMN MO
YMOJTYaHNIO MEXaHW3MaMUN 3MEeKTPOHHOTO OMOBELLEHWUST (HAaNnpUMep 3MeKTPOHHOM NOYTON), BKKOYAa crydau
arakun Ha cUcTeMy U cuUTEIBaHWE hOPMEl OTUYETA HECAHKLMOHNMPOBAHHBIMU NLLAMK, AOIMKHbI MUCMOMb30BaThLCA
ansTepHaTMBHbIE CPeacTBa CBA3WN. ANbTePHATUBHBIMIU CPeacTBaMU CBSA3M MOTYT BbiTb HapouHble, TenedoH,
TekcToBble cooblueHns. Takne anbTepHaTUBHbIE CPeACTBa AOMKHBI UCMOMNBb30BaTLCS HA PaHHUX CTagusx pac-
crnegoBaHus, Koraa CTaHOBMTCS O4EBUAHBIM, UTO cobbITue MB Byaet nepeseaeHo B kaTeroputo nHunaeHTa UB,
ocobeHHo Takoro nHuuaeHTta VB, KoTopblil MOXET CYATATLCS 3HAYMUTENbHBIM.

CnepnyeT 3aMeTuTb, YTO, XOTS B BONbLUMHCTBE cnyyaeB rpynna obecnedeHuns akcnnyartaLlmum AomkHa co-
obLwaTb 0 cobbiTumn UB ¢ Lenbio ero AanbHeiwen 06paboTkn, MOryT BbiTb cryydau, korga cobbitne UB moxeT
6bITb 06paboTaHo Ha MecTe ¢ MOMOLLbH MecTHoro pykosoacTea. CobbiTne B MoxHO BbiCTpo pacnosHaTh kak
NOXHY0 TPEBOTY UMW YCMEeLHOo paspewwnTb. B aTux cnyvasx oopmy oT4eToB HeoBX0ANMO 3anonHKTb 1 oTrpa-
BUTb MECTHOMY PYKOBOACTBY, a Takke rpynne obecnedeHuns akcnnyatauum u F'PUUB c uensio ee perucTpauum
B 6ase gaHHbIX cobbITi/MHUMaeHToB UB. B aTom cnyvae nuuo, coobulatollee o 3akpbITuM cobblTus UB, Mo-
XET npefocTaBnTb MHdopMaumo, TpebyeMyto Ans sanonHeHust opmMbl otyeTa 06 uHumaeHTax UB. B atom
cnyvae Takasi popma otyeTta 06 MHUMaeHTe B gomkHa BbiTb 3anonHeHa U oTnpaBfeHa no NHCTaHUum.

8.4 OueHKa U NpUHATUE peLUeHUl No coObITUAM/MHLMAEHTaM

8.4.1 lMepBas oLeHKa U NpeaBapUTenbLHoOe peLleHue

B rpynne obecnedyeHust akcnnyaTauMm CUCTEMbl MEHEMKMeEHTa MHLMaeHToB VB npuHMMarowee nuuo
[OIMKHO NoaTBepAUTL NonyveHne 3anonHeHHo hopMbl 0TUETa, BBECTU ee B 6asy AaHHbIX COBLITUA/MHLMAEH-
ToB B 1 npoaHannavpoBsaTth AaHHyo hopMy oTdeTa. [anee JOMKHOCTHOE NULO AOMKHO NOMbITATLCH Mony-
ynuTb NtoBble YTOYHeHUs1 oT cooblmBLero nuua o cobbitn MB 1 cobpatb Tpebyemyto AOMOMHUTENbHYH
NHpopMaLmio, cUMTatOLWYIOCA OOCTYNHON, Kak oT cooblmBLiero o cobbiTimn nuua, Tak 1 13 nboro apyroro
mecTa. 3ateM npegcTasuTenb rpynnbl obecneyeHns aKcnayaTaumum 4OMMKeH NPOBECTM OLEHKY AN onpeaene-
HUSA, NoaxoanT Nin 310 cobbiTMe noa kaTteropuio MHUMaeHTa UB nnu sienaetca noxHbiM. Ecnu cobeitne NB
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onpeaensieTca kak noxHoe, HeobxoAMMo 3anonHUTbL hopMy oTyeta U nepegats 8 FTPUUNB ans sanucu B 6asy
AaHHbIX U AanbHelLWwero aHan1sa, a Takke co3faTth Konuu Ansi coobuymsLluero o cobbiTum nuua u ero/ee mec-
THOro pykoBOAUTENSI.

UHdopmauns n gpyrne ceugeTtenscTea, cobpaHHble Ha 3TOM 3Tarne, MoryT notpeboBaTbes B GyayLuem
Ans gveumnnuHapHoro unn cyaebHoro pasbupartenscrsa. Jluuo unun nuua, BeinonHswwWwme 3agaqu cbopa u
OLEHKM MHdopMaLmn, JOMKHBI XOpoLwo 3HaTb TpeboBaHWs No cOopy U CoXpaHeHWIo CBUAETENbCTB.

HononHutensHo K gate (gatam) U BpeMeHW BbIMOSIHEHUS 4eACTBWIA HEOBX0AUMO MOSTHOCTBIO AOKYMEH-
TUPOBAThL:

- NpoOBeAEHHbIE MeponpusATUS (BKITKOYas UCNOMb3OBaHHbIE CpeacTBa) U UX Lenu;

- MECTO XpaHeHMs1 CBUAETENbCTBa Hann4ns cobbiTus;

- cnocob apxvMBMPOBaHWS CBUAETENLCTBA (ECMN OHO YMECTHO);

- cnocob BepucmkaLmm cBUaeTENLCTBA (€CNM OHO YMECTHO);

- AeTanu xpaHeHusi Matepvanos 1 NocneayoLero 4ocTyna K HUM.

Ecnu cobbiTne B onpeaeneHo kak BeposiTHbIA MHunaeHT VB, a coTpyaHuK rpynnbl obecneyeHuns aKkc-
nnyatauum MMeeT COOTBETCTBYHOLUMIA YPOBEHb KOMMETEHTHOCTU, TO NPOBOAUTCS AarnbHelllas oLeHka. B pe-
3ynbTate MoOryT noTpeboBaTbCa KOpPeKTUpYIoLLe AeNCTBNSA, HanpuMep naeHTUguKaumsa AoNONHUTENbHBIX
«aBapUNHBIX» 3alUTHBLIX Mep 1 obpalleHne 3a MOMOLLLI0 B UX peanviaLumn K cooTBeTCTBylowemy nuuy. Co-
6biTve B MoxeT 6biTb onpeaeneHo Kak nHuMaeHT VB, npuyeM 3HaumTenbHbIli (Mo LWKane cepbesHoCTU, npu-
HSITOW B OpraHusauuun), B 3TOM crydae Heobxoanmo npouHOopMUpoBaTh HEMOCPEACTBEHHO PYKOBOOUTENS
FPUUNB. MoxeT noTpeboBaTbca 0ObABMAEHNE «KPUIUCHOW CUTYaLUn» W, Kak crneacTBue, yBeJoMIeHUe pyko-
BoauTenst obecrneveHns HenpepbIBHOCTU B13HECa O BO3MOXHOW akTUBM3aLuMM nnaHa obecneveHust Henpe-
PbIBHOCTU 6U3HECA C OOHOBpPEMeHHbIM WHopMupoBaHueM pykoBoautenss TPUMB n BbllwecTosiLlero
pykosogcTea. OgHako Hauboree BeposiTHa cuTyauums nepegadm nHumaeHTa Vb HenocpeacteenHo B FTPUNB
ONA fanbHenwen OLeHKN 1 BbINOMHEHNS] COOTBETCTBYOLLMX AEACTBUIA.

Kakum 6bl Hi Bbin criedytowwuia Wwar, coTpyaHUK rpynnbl o6ecneyveHns akcnnyaTaumm AoSPKeH 3anosiHuTb
dopmMy oT4eTa No BO3MOXXHOCTU Hanbonee nogpobHo. Obpasel, hopMbl oTHETa NO MHUMAEHTY B NpuBeaeH B
npunoxeHun A. OT4eT AomkeH coaepXaTb NHOPMaLMio B onvMcaTensHOM BUAE U, HACKOMNLKO 3TO BOSMOXHO,
XapaKkTepnsoBaThb:

- 4yTo NpeacTaBnsieT cobo MHUnaeHT UB;

- 4YTO SABUIOCH €ro NPUYMHON, YeM UK KeM OH ObIN BbI3BAH;

- Ha YTO OH BNUSIET UMM MOXET MNOBMUATD;

- pearnbHoe UK NoTeHuManbHoe BosaencTene nHumaeHTa b Ha 6usHec opraHnsaumm;

- yKasaHue Ha BEPOSITHYIO 3HAYUTENbHOCTb UMW HE3HAYUTENBHOCTL MHUMAeHTa UB (no wkane cepbes-
HOCTW, NPUHATON B OpraHn3auum);

- Kak uHunaeHT Vb obpabaTbiBancs 4o 3TOrC BpeMeHN.

Mpun paccMoTpeHUU NOTEHLMANbLHOrO NN hakTUYecKoro HeraTMBHOTO BO3AEUCTBUA MHUMAEHTA Ha OU3-
Hec opraHusauuu B pesynbTaTe HeCaHKUMOHUPOBaHHOMO packpblTusl MHOPMaLUK, HECAHKLMOHNUPOBAHHON
MoauduKaLmmM uHdopMaLmm, oTkasa oT MMeroLwencs nHdgpopmaLum, HegocTynHoCcT uHopmauun u(unn) cep-
BUCA, YHUUTOXEHUA nHdopmaLum U(1nm) cepsuca B nepayto odepedb HeobXxoaMmo onpeaenuTb, Kakoe us ne-
peYucreHHbIX HbKe nocneacTBuiA 6yaet umMeTb nHunaeHT UB.

Mpumepamu nocneacteun UB sisnstoTcs:

- (hpMHaHcoBbIe yObITKU/NPEepbIBaHWe BusHec-onepaunii;

- ywepb koMMepUeckUM 1 3KOHOMUYECKM UHTEpecaMm;

- ywep6 nHdopMaumn, cogepxkalleli nepcoHansHble AaHHble;

- HapyLeHne NpaBoBbIX U HOPMAaTUBHbIX 00A3aTENLCTB;

- cbou onepaLuii N0 MEHEOXKMEHTY U BU3Hec-onepaLuii;

- yTpaTa npecTtuka opraHusauum.

[nsa kaTeropuii, oTHeCeHHbIX K MHLMAeHTY B, A0MKHbBI NCNONb30BaTLCA COOTBETCTBYHOWME pekomeHaa-
LN MO KaTeropupoBaHuio NoTeHUManbHbIX U hakTUYeCcK1X BO3AENCTBUIA ANs BHECEHUS UX B OTHET Mo UHUK-
aeHTam UB. Mpumepbl pekoMeHaaLnii npuBedeHsl B NpunoxeHun B.

Ecnv nHumaeHT B 6bin paspelleH, TO 0TYeT AOIIKEeH cogepaTb AeTany NpeanpuHATLIX 3alUTHBIX Mep
1 N3BMIEYEHHBIX YPOKOB (Hanpumep 3aluTHbIE Mepbl, KOTOPbIE AOMMKHbBI BbITb NPUHATHI AN NPeAoTBpaLLeHUs
MOBTOPHOro NosiBNeHnst Noao6HbIX HUnaeHToB UB).

Mocne Hanbonee noapoGHOTo, MO Mepe BO3MOXHOCTK, 3anonHeHUs hopMa oTyeTa AoMmKHa 6bITh Npea-
ctasnera B FPUNB ans sBoga B 6a3y AaHHbIX UHLMAEHTOB U cobbiTuil VB 1 aHanusa B 6yaywem.

24



rocT P UCO/MIK TO 18044—2007

Ecnu paccnegoBaHue npoBogutcs 6onblue Hegenu, To AomkeH BbiTb cocTaBnNeH NPOMEXYTOUHBIA OT-
yer.

BaxHo, YTODBbI COTPYAHWK rpynnbl obecrneveHnst akcnyatauuu, oLeHusaowmnin uHumaeHt UB, ocHoBbI-
BasiCb Ha PYKOBOACTBE, coAepKallemcsl B AOKYMEHTaLMN CUCTeMbl MeHepkMeHTa HumaeHTo UB, 6bin ocse-
AOMITIEH O TOM:

- Korga 1 KoMy Heobxo4MMO HanpaBNATb MaTepuarnsl 06 UHUMAEHTE;

- YTO NMpu OCYLLECTBIIEHUN BCEX AENCTBUN, BLINOIHSIEMbIX rpynnoit o6ecneveHnst akennyarauum, Heob-
XOAUMO BbIMONHATE AOKYMEHTUPOBaHHbIE NPoLieAyPbl KOHTPOMA U3MEHEHWUNA.

Mpwy Hanrun Npobnem 1N MHEHXs! 0 TOM, YTO CYLLIECTBYIOT NPO6IeMbl C YCTaHOBIEHHBIMA MO YMOSTHaHUIo
MexaHV3MaMy INEKTPOHHOIO OMoBeLLeHNs! (HarnpuMep SIEeKTPOHHOM MOYTOMN), BKIMKOYasi Criyyaum ataki Ha uHdgop-
MaLMOHHYIO CUCTEMY U CUMTbIBaHWE HECAHKLMOHUPOBaHHLIMU Mnuammu hopmbl otuyeTa 06 uHunageHtax Ub, pon-
XKHbI MCNONb30BaTLCH anbTepHaTUBHBLIE cpedcTBa CBA3WU. ANbTepHATUBHLIMA CPeACTBaMU CBSI3U MOTYT ObiThb:
TenedoH, TEKCTOBbIE COOBLLIEHUS, a Takke Kypbepbl. Takue ansTepHaTUBHBIE CpeACTBa AOIMKHBI UCMOMNbL30BATLCA
Ha paHHWX CTaausxX paccriefoBaHns, Koraa CTaHOBUTCA O4eBUAHBIM, YTO cobbiTue VB ByaeT nepeseeHo B kaTe-
roputo uHuMaeHTa UB, ocobeHHo Takoro nHumaeHTa UMb, KOTOPbIN MOXET CHATATLCA «3HAYUTESTbHBIMY.

8.4.2 Brtopas oueHKa M NOATBepXAeHUe UHLMAEHTa uHdopMaLuoHHOK 6e3onacHocTU

Btopas oueHka n noarsepxaeHue nHumaeHta b unu kakoe-nnbo apyroe pelleHne 0THOCUTENLHO TOTO,
Hago N oTHecTn cobbitne UB k nHuuaeHTy UB, gonxHbl BxoguTb B 0bsizaHHocTu MPUUB. MpuHumatowuii ot-
yeTbl coTpyaHuk FTPUUB porkeH:

- NoATBEepAUTb NonyyeHue hbopMbl oT4eTa, 3anofHEHHOW Mo BO3MOXHOCTU Haubonee noapobHo, rpyn-
noi obecneyeHns aKkcnnyaTauuu;

- BBeCTU 3Ty chopmy B 6a3y AaHHbIX cobbiTuit/uHunaeHTos UB;

- 0bpaTUTLCA 3a YTOUHEHUSAMU K rpynne obecneyvyeHus akcnayaTauuu;

- NpoaHanM3npoBaTh coaepXXaHue OTYETHON hopMbI;

- cobpaTb gononHuTensHyo Heobxogumyto MHgopmaumio o cobbiTumn UB (ecnu cyllecTByeT) OT rpynnbl
obecneyeHust skcnnyataumm, nuua, 3anofHUBLLEro OTYETHYHO hOPMY, UK U3 KaKOro-NMBOo MHOTO MCTOYHUKA.

Ecnu Bce elue ocTaeTca kakas-nubo HeonpeaeneHHOCTb OTHOCUTENBHO ayTeHTUYHOCTU nHuMaeHTa b
WX NOMNHOTLI NOYYeHHoN MHdopMaLumK, To coTpyaHuk T'PUMB aomkeH NnposecTu BTOPYO OLEHKY ANs onpe-
AeneHust pearnsHOCTU UN NOXHOCTU HUnaeHTa UB. Ecnn uHumaeHT B onpeaeneH kak «NoXHblid», Heobxo-
AUMO 3anofHNUTb oT4YeT 0 cobblTun UB, no6aBnTb ero B 6a3y AaHHbIX cobbiTuit/MHUMaeHToB UB 1 nepeaatb
pykosoauTento FPUNB. Konun otyeTa Heobxoanmo nepenath rpynne obecneyeHus akcnnyartawuumu, nuuy, co-
obLwuBLEeMy 0 cOBbITUU, 1 ero/ee MECTHOMY PYKOBOAMUTENIO.

Ecriv nHumaeHT UB onpegenseTcs kak «pearnbHblid», To coTpyaHuk MPUUB, npyn HeobxoanmocTu npu-
BMneKas Konner, 4OMMKeH NPOBECTU AanbHenwyo oueHKy. Llenbio oLeHKU aiBnsieTcsl MakcumarnbHo 6bicTpoe
noaTsepxaeHue:

- TOro, YTO NpeacraenseT coboi HuMaeHT VB, 4To ABUNOCH ero NPUYMHOKN, YeM 1N KeM Obin BbI3BaH,
Ha YTO NOBMMAN WU MOT MOBNNATL, BO3AEACTBUE UMK NOTeHLUMansHoe Bo3aencTame uHuuaeHTa Ub Ha 6usHec
opraHusauun, ykasaHue Ha BEepOATHYIO 3Ha4YUTENbHOCTL/HE3HaUNTENMbHOCTL NHUMAEHTa (Mo LWKane cepbes-
HOCTW UHLMOEHTOB, MPUHATON B OpraHnsauun);

- NPeAyMBbILLIEHHON TEXHWYECKON aTaki HapyLUMTENsA Ha HEKOTOPYH MHPOPMAaLMOHHYIO cucTemy, cep-
BUC 1 (1K) ceTb, Hanpumep:

r1y6UHBI MPOHNKHOBEHNSA HAPYLUMTENS B CUCTEMY, CEPBUC 1 (UNK) CETb U CTEMNeHb KOHTPOMS, KOTOPOK OH
obnapgaer,

AaHHbIX 06 MHOPMAaLLMK, K KOTOPO NOYHN ACCTYN HAPYLUMTENb, GbIAN 1M OHM CKONMPOBaHbI, U3MeHe-
Hbl U yAaneHsl,

0 TOM, KaKkoe nporpammHoe obecrieveHmne Bbifo CKOMMPOBaHO, U3MEHEHO UM Pa3pYLLEHO HAPYLUMTENEM;

B OTHOLUEHWUW NpeayMbIIIEHHON hU3NYECKO aTakn HapyLmTens Ha nmobyto MHpopMaunoHHyo cucTe-
My annapaTHOM YacTu, cepsuca U (Unu) Ha ceTb, U (Mnun) Ha hr3ndeckoe MecTopacnonoXeHue, HanpuMep:

MacLuTaba NPsIMbIX U KOCBEHHbIX MOCNeACTBUM HaHeCEHHOTro huanyeckoro yulepba (npu oTCyTCTBUM dou-
314ecKo 3aLumnThl AocTyna),

NPSAMBIX N KOCBEHHbIX NOCMEACTBUIA B OTHOLWEHNN NHUNAEHTOB VB, KOCBEHHO COo34aHHbIX AeNCTBUAMN
HapywmnTens (Hanpumep, ctan nu brusndecknii 4OCTYN BO3MOXKHBLIM MO NpUYUHE Noxapa, ABMAseTca N yA3Bu-
MOCTb MHPOPMaLMOHHON CUCTEMBI CNeACTBMEM HeNpaBUibHOrO BYHKLUMOHUPOBaHUS NporpaMMHoro obecre-
YeHus, NIMHUM CBA3K Ui oWwnBKK onepaTtopa),

- UCMONb3YeMOro [0 HacTosILLero BpeMeHu crnocoba obpaboTkun nHunaeHTa UB.
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Mpu aHanM3e NOTeHUMANbHOrO UMM pearibHOro HeraTUBHOrO BO3AelcTBUA uHuMaeHTa UB Ha BusHec
opraHvsauuu BcrecTBMe HECaHKLUOHUPOBAHHOMO packpbiTs MHopMaLun, HeCaHKLUMOHUPOBaHHOW Moau-
dukauum nicdpopmaumu, oTkasa oT MmetoLleincsa MHdopMaumn, HedOCTYNHOCTU MHcbOpMaLMK 1 (MNK) cepBUca,
paspyLeHus uHcgpopmauum u (unu) cepsuca HeobxoanMMo NOATBEPANUTb, Kakue MOCNEACTBUSA UMENU MEecTo
BCeAcTBUE AaHHOIo nHuuaeHTa. MNpuMmepamm kaTeropuii NocneAcTBUA SIBMAOTCS:

- thuHaHcoBble YObITKW/pa3pyLueHne busHec-onepauuii;

- yuiep6 KOMMEpYEeCKUM U IKOHOMUYECKUM UHTEpecam;

- ylwep6 anga uHdopMaumu, cogepxallein nepcoHanbHble AaHHbIE;

- HapyLleHue NpaBoBbIX U HOPMATUBHBIX 006A3aTENbCTB;

- ywiepb6 onst MeHepKMeHTa 1 61M3Hec-onepauui;

- yTpaTta npecTukxa opraHusauuu.

[ns oTHeceHus NoTeHUUanbHbIX U hakTU4ecknx BO3AeUCTBUI K TON UKW MHOW KaTeropumn Heobxoanmo
MCronb3oBaTb COOTBETCTBYIOWME pEKOMeHAALMN, KOTOpble OTHOCUNN Bbl UX K MHUMAEHTY B 1 BHOCUNUCL B
oT4eT no nHumaeHtam Ub. Mpumepbl pekomeHaauui npueeaeHsl B npunoxexHun B.

8.5 PearnpoBaHue Ha UHLUAEHTbI

8.5.1 HemeaneHHoe pearupoBaHue

8.5.1.1 Ob630op

B 6onbLluMHCTBE cnyyaeB nocrne noarsepxaeHua nHumaenta yned MPUNB seinonHAeT AeicTBUA NO He-
MeaneHHOMY pearnpoBaHuio OTHOCUTENbHO uHUunaeHTa UB, peructpaunn nogpobHocTen B hopme oTyeTa 06
nHumaeHTe UMb, BBedeHuto B 6a3y AaHHbIX coBbITUI/MHUMAeHTOB VB 1 yBeaOMNEHUO COTPYAHUKOB OpraHuaa-
Lnmn o Tpebyembix AeNCTBUSX Ha HUMAeHT UB. Pe3ynbTaTtoM gaHHbIX AEACTBUIA MOXET ObITb NPUHATUE aBa-
PUAHBIX 3aLUMTHBIX Mep (Harnpumep OTKMYEHUe aTakoBaHHOW UHCOPMALIMOHHON CUCTEMBI, cepBuca U (Mnu)
ceTu Mo NpeaBapuTeslbHOMY COMMaLLeHNI0 C COOTBETCTBYIOWMM pykoBoacTBoM UT-nogpasgenenusa n (unu)
6U3Hec-pykoBOACTBOM) U (MnK) onpeaeneHne AoNONHUTENbHBIX MOCTOSAHHBIX 3aLUTHBIX Mep U YyBeaoOMNeHne
COTPYAHWKOB OpraH1M3aLum o NPUHATAN 3TUX Mep. Ecnu aBapuitHble 3aliMTHBIE Mepbl HEe NPUMEHEHbI, TO HYX-
HO onpeaenUTb 3HaYNTeNbHOCTL MHUMAeHTa B No oLueHOYHON WKane, NPUHATON B OpraHusaumnn, U ecnv uH-
umgeHT WB pgoctaToyHO «3HauuTeneH», To o6 3ToM HeobXxoaMMo HenocpeAcTBEeHHO YBeAOMWUTb
COOTBETCTBYIOLLEE BhILLIECTOsILEEe PYKOBOACTBO. Ecnn oueBuaHa Heo6X0AMMOCTb 0OBABMNEHUS KKPUIUCHON
CUTYyaLum», pyKOBOAMUTEMb, OTBEYaKoLLMiA 3a obecneyveHue HenpepbIBHOCTY BU3Heca, 4oMKeH ObITb onoBeLleH
O BO3MOXHOW aKkTMBM3aLMM nNnaHa obecneyeHnss HenpepbiBHOCTM 6Ou3Heca, npuyeMm Heobxoaumo
npouHdopmMmnposaTh pykosoautens NlPUMB 1 BollLecTosIEee pyKOBOACTBO.

8.5.1.2 lMpumepHble AENCTBUA NO pearMpoBaHuio

Mpumepom AenCTBUIA NO HEMeAIEHHOMY pearMpoBaHuWio B Crlydae nNpeaHaMepeHHON aTtakn Ha uHgop-
MaLMOHHY0 CUCTEMY, CEPBUC U (UNK) CeTb MOXKET BbIThb TO, YTO OHU OCTAOTCA NOAKMIOYEHHBIMU K IHTEpHETY 1
APYrUM CeTsIM € Lenblo:

- obecneyeHNs NPaBUNLHOTO PYHKLUMOHUPOBAHUST KPUTUYECKU BaXKHbIX BU3HEC-NPUNOXKEHWIA;

- cbopa Haubonee NonHoM nHopMaLIMmM 0 HapyLUMTene Npu YCoBUK, €CAW OH He 3HAEeT, YTO HaxoauTCst
nop HabnogeHmueM.

OaHako Npuy NPUHATUN peLLeHnst Mo PearpoBaHNIo HYXXHO yUYuUTbIBaTb cneaytowme dakTopbl:

- HapyLwmMTenb MOXeT MOYYBCTBOBaTb, YTO HAXOAUTCA Noa HabnogeHneM, n NpeanpUHATL AeUCTBUSA, Ha-
HocsAlme aanbHenwni yuepb atakoBaHHOW cucTeMe, CepBucy U (Unn) ceTn U AaHHbIM;

- HapywmTenb MOXeT paspyLumTb UHOpMaLmio, KoTopas cnocobCcTBYeT ero oTCNeXNBaHUIO.

BaxHo, 4TOObI NPpY NPUHATUN COOTBETCTBYHIOLLErO pelleHUs Gbina TeXHUYecKkasa BO3MOXHOCTb BbICTpo 1
HafeXHO OTKITIOYUTL aTaKoBaHHYI0 MHCPOPMALIMOHHYIO CUCTEMY, CepBUC U (MNn) ceTb. OgHako ANa npeaoTepa-
LLIeHWUS! TaKoro OTKIIOYEHUSI HEe UMEIOLLIUM Ha 3TO NPaBo NePCoHaNoM HeobXxoanMo NPUMEHATL COOTBETCTBYIO-
LiMe cpefcTBa ayTeHTUuKaumm.

MpegoTBpaLleHne NOBTOPHOrO NPOsIBNEHUA MHUMAEHTa 06bIMHO aABnAeTcA 6onee NpuopuTeTHOM 3ana-
yeld. B HekoTOpbIX cryyasix He06X0AMMO YUUTBLIBATL TO, YTO HAPYLUMTENb BLIABUN cnaboe MecTo, KoTopoe AosT-
XHO ObITb YCTPaHEHO, a BbIrofbl OT BbISIBNIEHUA HApyLWUTENa He ONpaBAbIBaOT 3aTpaveHHbIX Ha 3TO YCUIUNA.
9710 ocobeHHo cnpaBeAnyBo, eCnv HapyLnTeNb Ha CaMOM Aene He ABNSAETCS 3M0YMBILUNIEHHUKOM U He HaHec
60nbLUoro Uy BooblLLe He NPUIUHKIT HUKAKOTo yuepba.

Uto kacaeTcs gpyrux uHumgeHToB UB, kpome npegHamepeHHON aTaku, TO UX UCTOYHUK AOSDKEeH BbiTb
naeHTudrumnposaH. MoxeT noTpeboBaTtbea oTKMOYEHUE MHCDOPMALMOHHOW CUCTEMBI, cepBUca U (Mnn) ceTn
WA U30JIALUA COOTBETCTBYIOLLMX UX YacTein nocne nNonyyYeHns npeasaputensHoOro cornacus CooTBeTCTBYIO-
wero pykooactsa UT u (unu) BusHec-pykoBoaUTENs Ha BpeMs BHEAPEHUS 3alUTHBIX Mep. [ina aToro MoxeT
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notpe6oBaTbcs 6onblle BpEMEHU, eCnin YA3BUMOE MeCTO ANnA MHOPMAaLMOHHON CUCTEMBI, cepBuca U (UnK)
ONsl CeTU OKaXeTCH CyLLUEeCTBEHHbIM UMW KPUTUYECKU BaXKHBIM.

[pyrum gecTBMEM MO pearnpoBaHuio MOXeT ObiTb aKTUBU3aUMs MeToaoB HabnroaeHus [4]. 3To aencTeune
[AOJDKHO OCYLLECTBSATLCA HA OCHOBE Mnpoueayp, AOKYMEHTUPOBaHHBLIX ANA CUCTEMbI MeHeKMEHTa UHLUMAEH-
ToB UB.

MHdopmauus, koTopasi morna bbiTb NnoBpexaeHa B pesynbtate uHumaeHTa NB, gomkHa 6biTb Nposepe-
Ha uneHom MPUUE no pe3epBHbLIM 3aNMCAM Ha NpeaMeT U3MEHEHUA, CTUPaHKUA U1 Mmoaudukauumn i opma-
umm. MoxeT BO3HUKHYTb HeobXoAMMOCTb MNPOBEPKU LEMOCTHOCTU KYPHaNoB pernctpauuu, MnocKosnbky
3ril0HaMepeHHbIN HapyLIMTeNb MOXeT noaaenaTtb UX ¢ LEenblo COKPbITUA CNeaoB NPOHUKHOBEHUSA.

8.5.1.3 O6HoBneHue nHgopmMauum 06 nHUMAEHTax

Hesasucumo ot nocneaytolumx aenctauin, cotpyaHuk FlPUUB gomkeH 06HOBUTL oT4eT 06 MHUMaeHTe UB
C MakcuManbHol getanusauvein, 4ob6asnTe ero B 6a3y AaHHbIX cobbITU/MHUMAEHTOB UB, onoBecTus 06 3TOM
pykosoautens MPUUB u (npu HeobxoaumocTn) apyrux nuu. OBHOBNAIOT cneaytoLlyto nHdopmaLmio:

- 0 TOM, YTO NnpeacTaBnsieT cobon uHUMaeHT UB;

- 0 TOM, YTO SIBUNOCb MPUYMHOM, YeM UM KeM OH ObiN BbI3BaH;

- Ha YTO BO3OENCTBYET UM MOT BO3AENCTBOBATD;

- 0 (hakTU4EeCKOM WIK NoTeHLManbHOM Bo3aencTBuM nHumMaeHTa b Ha 6usHec opraHusauum;

- 06 U3MEHEeHUsIX B yKa3aHU1 Ha BEPOSATHYIO 3HAYUTENbHOCTb UMW He3HaYMTeNbHOCTL HUMAeHTa UG (no
LuKane cepbe3HoCTU, MPUHATON B OpraHu3aLuuun);

- 0 TOM, Kak oH obpabaTbiBancs 4o 3Toro BpemMeHMu.

Ecnn nHunaeHT UB paspelleH, TO OTYET A0OMKEH coaepXaTb NOAPOGHOCTN NPEANPUHATBIX 3aLUUTHBIX
Mep U U3BMEYEHHBIX YPOKOB (Hanpumep A0NOMHUTENbHbIE 3alUTHBIE Mepbl, KOTOopble crneayeT NPeanpuUHATL
AN NpefoTBpaLleHUs NOBTOPHOro NoABeHUA AaHHOro nHumaeHta UB unn nogobHbix eMy nHumaeHtos UB).
O6HoBMeHHbIN oTYeT cnegyeT AobasnATe B 6a3y AaHHbIX cobbITU/MHUMAeHTOoB UB 1 yBegomMnaTe pykosoan-
Tens TPUUB v gpyrux nuuy, no ux Tpe6osaHuio.

F’PUUB oTBevaeT 3a obecneueHne 6e3onacHoro xpaHeHUsa NHgopmaLuum, OTHOCALWENCH K AaHHOMY WUH-
unaeHTy UB, ¢ Luenbio BO3SMOXHOIro NposeAeHUa AanbHenwen KCNepTn3bl U BOSMOXHOTO UCNOSMb30BaHUSA Cy-
OOM B KadecTBe [JokasaTenbcTBa. Hanpumep, ansa wHumaeHta UB, opueHTuposaHHoro Ha WT, nocne
nepsoHavanbHoro obHapyxeHus nHunaeHTa Mb Bce HENOCTOSIHHBIE AaHHbIE AOIPKHBI BbITb cOBpaHbl A0 OT-
KrtoveHust nopaxkeHHoln cuctembl UT, cepsuca u (Mnu) cetu go npoBedeHust cyaebHoro paccregoBaHus.
MpegHasHaveHHas ans cbopa MHopMauna coaepxnT cBeaeHus 0 NMobbIX hyHKLMOHUPYIOLWMX NpoLeccax 1
XPaHUTCs B MaMATK, Kalle U peructpax. MNpun atom Heobxoammo:

- B 3aBUCUMOCTU OT Xapaktepa uHumaeHTa b nposecTn nonHoe ay6nupoBaHue nopaxeHHOW CUCTEMBI,
cepsuca U (Un1) ceTU Ha cnyvan cyaebHoro pasbupartenscTea 1nm pesepBHOE KOMUPOBaHWE XypHAaIioB U BaX-
HbIX (halinos;

- cobpaTb 1 NpoaHanusnpoBaTh XXypHanbl COCeAHUX CUCTEM, CEPBUCOB U (UNK) ceTein, HanpuMep, Map-
LUPYTU3aTOPOB U MEXCETEBbIX IKPAHOB;

- BCto cobpaHHyto nHpopMaLnio XpaHnTb Ha HOCUTENSAX TOMbKO ANs YTEeHNs;

- NPV BbINOMHEHNK Ay6nMpoBaHus Ha crnyyail cyaebHoro pasbupaTtenbcTea o6ecneynTs NPUCYTCTBUE He
MeHee AByX NuL Ans YyTBEpXAeHUsl U NOATBEPKAEHUSI TOro, YTO BCe AeNCTBUA BbINM BbINOMHEHbI COrNacHo
AeCTBYOLWEeMY HOPMaTUBHOMY 3aKOHOA4ATENbCTRY;

- JOKYMEHTNPOBAaTb U XpaHUTb BMECTE C UCXOAHBIMU HOCUTENAMN crieluduKkaLn n onncaHusa cepsuc-
HbIX KOMaHJ, KoTopble UCMOb3yoTCs ANA Ay6nNMpoBaHUs Ha criydain cyaebHoro pasbupartenscTaa.

UneH MPUWE Takke siBNAETCA OTBETCTBEHHLIM, €CIN 3TO BO3MOXHO, BO BpeMsi 0GHOBMNEHWs MHbopMa-
Lmmn 06 nHumaeHTax Ub 3a BosspalleHne B 6esonacHoe pabovee COCTOSIHWE NMOPaXEHHbIX YCTPONCTB (MMeto-
LLMX UNN He nMetoLnX oTHoLeHue K UT) B MHTepecax UCKIoMEHUs aTak Ha 3Tu YCTPOWCTRA.

8.5.1.4 [HdononHuTenbHble AenNcTBUSA

Mpu onpeaenexHun vneHom MPUNB peanbHocTn nHuMaeHTa VB ero AononHUTENbHbIMA AeNCTBMAMN
AOIKHbI BbITh:

- NpoBefeHMe NPaBORO IKCNEPTU3bI;

- MHhopMUPOBaHME NL, OTBETCTBEHHbIX 3@ Nepedady nHgopMauum BHYTPU opraHusaLumm 1 3a ee npe-
aenamu, o thaktax n npeanoxeHusIX no nHopmaLnmn, KOTOpYHo Hado nepedaThb, B Kakon hopmMe U Komy.

Mocne Bo3amoxHo Hanbonee noapobHOro 3anonHeHns otyeta ob nHumaeHTte b otyeT BBOAUTCA B Hasy
AaHHbIX cobbITUA/MHLUMAeHToB VB 1 nepegaetca pykosogutento MPUUB.
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Ecnu Bpemsi paccnegoBaHus NpeBbILIAeT BpeMs, paHee corfacoBaHHOe BHYTPWU opraHusaumu, To co-
CTaBnsieTCHA NPOMEXKYTOYHbIA OTYET.

UneH MPUUB, ouenunsatowmin nHumaeHT b, Ha ocHoBaHUKM pyKOBOACTBA, CoAepKallerocs B JOKyMeHTa-
LUK cUCTEMbI MeHepkMeHTa nHuuaeHToB UB, nonxeH aHaTh:

- Korga u KoMy HeobxoanMo HanpasBnsiTb MaTepuarnsi;

- 4yTO Npwm ocyLiecTeneHun Nboin aestensHoctn MPUNB Heobxoaumo cnegosaTtb AOKYMEHTUPOBAHHBIM
npoueaypam KOHTPONA 3a BHECEHNEM USMEHEHUN.

Mpwn HanuuMn npobnem UNM ecnu CYUTaeTCs, YTO CYLECTBYIOT NPo6nembl B OTHOWWEHWN OBbIYHBIX
CPeACTB CBSA3U (Hanpumep, ¢ 3NEeKTPOHHOW NOYTOR), BKMKOYas crny4van, Koraa cucteMma, BO3MOXHO, noasepraeT-
ca atake 1 LenecoobpasHo caenatb BbiBog, HYTO MHUMAEHT VB aBnsaeTcs 3HaunTenbHbIM U (Mnn) 6bina onpe-
JeneHa «KpusucHasi cuTyauusi», TO criegyet, B MepBylo ouepeab, coobumtb o6 uHumgeHte WB
OTBETCTBEHHBLIM NULLAM NINYHO, MO TenedoHy UMK TEKCTOBLIM CoobLLeHNeM.

Mpu HeobxoamumocTu pykooautens NPUMB coBmecTHO ¢ pykoBoauTenem obecneveHuns 6esonacHocTu
B opraHusauum 1 CoOOTBETCTBYIOLLMM pPyKOBOAUTENEM opraHnsaunm (41eHoM coBeTa AMPEKTOPOB) Npasne-
HWA AOMKHBI CBA3ATLCA CO BCEMU OTAENAMU, KOTOpble BOBfeYeHbl B MHUMAEHT UB Kak BHYTpU opraHusaumu,
Tak 1 3a ee npegenamu (cMm. 7.5.3 1 7.5.4).

[Ana 6bicTpoli U acbcheKTUBHON opraHn3aunm cBA3N He0BXoAUMO 3apaHee YCTaHOBUTb HaaeXHbIA MeToq,
nepegavn MHOpMaLUK, He 3aBUCALLIMIA NOMTHOCTBLIO OT CUCTEMBI, CepBUCa UK CETU, Ha KOTOPbIE MOXET BO3-
AelictBoBaTh MHUMAEHT UB. Takue Mepbl NpeaoCTOPOXHOCTU MOTYT BKIHOYaTh B ce65 HazHa4YeHne pe3epBHbIX
KOHCYNbTaHTOB WNW nNpeacTaBuUTenNeil opraHnsauun Ha cfyqail oTCcyTCTBUA KOro-nubBo U3 ee OCHOBHbLIX
pykoBoauTenen.

8.5.2 KoHTponupyemocTb UHLUAEHTa

Mocne nHuunnposaHna uneHom MPUNB HemeaneHHOro pearupoBaHUsA COOTBETCTBYIOLWIEN NPaBoOBON
3KCnepTU3bl U AeNCTBUIA No Nepeaave nHgpopmaummn HeobxoauMo cpoUHo ybeanTbesl, HaxoaUTCA MU UHUNAEHT
MB noa koHTponeMm. Mpu HeobxoanmocTu uneH MPUUB MoxeT NPOKOHCYNbTUPOBATLCA € KOMnseramn, pykoso-
auntenem MPUUB un (unn) apyrumm coTpyaHUKamMun opraHusaumu.

Ecnu noaTteepxpaeTtcsa, UTo nHumaeHT b HaxoauTea noa KOHTponeM, To uneH FPUUB aonkeH nepentun
K APYrM gansHenwnm HeobxoaumbiM AeACTBUSIM MO pearMpoBaHuio, NpoBeAeHUo NpaBoBOM aKcnepTusbl U
nepegave nHgpopmarmum (cMm. 8.5.3, 8.5.5 n 8.5.6) ¢ uensio nukengauum nHumaeHTa b n BocctaHoBNEHUS HOP-
MarbHoM paboThbl MOPaXKEeHHON MHPOPMAaLMOHHON CUCTEMBI.

Ecnu He noaTBepkaaeTcs, YTo nHuMaeHT MB HaxoguTes noa kKoHTponeM, uneH MrPUUB agonxeH nHnumm-
poBaTb «aHTUKPU3MCHBIE» AencTBUs (cM. 8.5.4).

8.5.3 Mocnepyrliee pearupoBaHue

Onpegenus, 4Tto MHUMAeHT VB Haxoautca nog KOHTPOSieM U He sABNsieTcsl 06 beKTOM «aHTUKPU3UCHON
cuTyaunmy, uneH MPUNB gomkeH onpeaenuTe HEOBXOOUMOCTL 1 BEPOSITHLIE CMOCODBI AanbHeNWero pearu-
POBaHMSA B OTHOLLEHUM AAHHOTO MHUMAeHTa. PearpoBaHmne MOXeT BKHOYaTh B cebs BOCCTaHOBMNEHUE Mopa-
XKeHHbIX MHOPMaLMOHHBIX crcTem(bl), cepBrcoB(a) 1 (Mnu) ceTer(n) 40 HOpManbHOro paboyero CoOCTOSHUS.
3atem uneH MPUNB gomkeH 3aHecTu geTanu B oopMy oTyeTa 06 nHumaeHTe VB 1 6a3y gaHHbIX COBbITUIA/UH-
unaeHToB NB, a Takke npoMHdopmMupoBaTh 06 3TOM KL, OTBETCTBEHHLIX 32 3aBepLUEHNE COOTBETCTBYHOLLMX
AevcTeuiA. MogpobHOCTY yCNeLwwHOoro 3aBepLUeHnst aTUX AeNcTBUiA Heobxoanumo BHecCTH B hopmy oTyeTa 06 1H-
ungeHte B n 6a3y gaHHbIX cobbITUA/MHUMAEHTOB UB, a 3aTeM uHumaeHT UB gormkeH OblTb 3aKpbIT U
COOTBETCTBYHOLUMI NepcoHan AormkeH 6bITb NpouHpopMupoBaH 06 3ToM.

HekoTopble pearmpoBaHvs 4o/DKHBLI ObITh HanpaBneHbl Ha NpeaoTBpalleHe NoBTOpeHUs nogobHoro
emy nHungedTa Mb. Hanpumep, ecnv onpegeneHo, 4To npuinHoi uHumMaenTa b aenaetca otkas annaparyp-
HOM YyacTu nnu nporpammHoro obecneveHns UT 13-3a 0TCyTCTBUSA BCTABOK B NMporpaMmmy («nat4ei»), To B 3TOM
cnyyae HeobxoQMMO HeMeAneHHO CBA3aTbCs C NocTaBLLMkoM. Ecnn npuunHon nHumnaerHta UB 6bina nssect-
Has yassumocTb VT, To oHa AomkHa BbITh yCTpaHeHa CoOOTBETCTBYOLWMM 06HOBMNeHWeM 3awmTel VB, Heobxo-
ONMO Takke pelmnTb Mtobble Npobrembl, cBs3aHHble ¢ kKoHdurypaumein UT 1 BeiSsBNeHHbIM MHUMaeHToM UB.
Opyrumm mepamm yMeHbLUEHNSI BO3MOXHOCTW MNOBTOPEHNUS UMW NOSIBNEHUs Takoro MHumaeHTa b unm nogo6-
HOro eMy MHLMAEHTA MOTYT ObITb U3MEHEHWE CUCTEMHbIX Maposeii U OTKITKOYEHNE HEUCNONb3YEMbIX CEPBUCOB.

Opyras obnacTtb AeATENbLHOCTM NO pearnpoBaHuio Ha uHuMaeHT b MoxeT BknoyaTb B cebs MOHWUTO-
PUHT cucTeMbl, cepBuca 1 (unun) cetn UT. Cnegom 3a oueHkon nHumMaeHTa B moxeT okasaTbes Lenecoobpas-
HbIM BBECTU OOMOSTHATESbHbIE 3aLUMTHBIE MEPbl MOHUTOPUHIa A5l COAENCTBUS B 0BHapYXeHNN HeoObIYHbIX
WU NoJo3puUTenbHbIX COBLITUIA, KOTOPbIE MOTYT OKa3aTbCs NpusHakamm nHumMaeHToB UB. Takoh MOHUTOPUHT
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nomMoxeT Takke riybxe packpbiTb uHuMaeHT UB n ngeHtudmumnposatb apyrue cuctemsl UT, KoTopble noa-
BEprnncb KoMnpomeTauun.

MoxeT BO3HUKHYTb HEOBXOANMOCTb B aKTUBU3ALIMKN CNeLnanbHbIX pearupoBaHnii, AOKYMEHTUPOBaHHbIX
B COOTBETCTBYIOLLEM MiaHe obecneyeHns HenpepbIBHOCTU BU3Hec-Npouecca, KOTOpble MOXHO MPUMEHUTL K
uHumaeHtam UB kak cBsizaHHbIM, Tak U He cBsA3aHHbIM ¢ UT. CneunanbHble pearMpoBaHUsl 4OMKHbI ObITb
npegycMoTpeHbl s Bcex acnekToB 6usHeca, CBA3aHHbIX He TOMbKo HenocpeacTeeHHo ¢ UT, Ho Takke ¢ noa-
OepXKon kiroueBbiX hyHKLUMIA BrU3Heca 1 nocneayoLwero BOCCTAHOBNEHUS C NOMOLLbIO PEYEBOW CETU CBS3N U
dn3n4ecKnx yCcTponucTB.

Ewle ogHol obriactbio pearupoBaHust IBMISIETCA BOCCTAHOBNEHWE NOPaXKEHHBIX MHDOPMaLMOHHBIX CUC-
TeM(bl), cepucos(a) U (Unn) ceTer(M) 4o HopmanbHoro paboyero cocToaHuA. BoccTaHoBREHWE NOPaXKEeHHbIX
cucteM(bl), cepsucos(a) u (unun) cetei(n) go GeaonacHoro pabovero coCTOAHUA MOXeT BbITb OCYLLECTBAEHO
NPUMEHEHNEM «naTyen» Onst U3BECTHLIX YSI3BUMOCTEN UMW OTKIIIOHYEHUEM CKOMMNPOMETUPOBAaHHLIX 3fieMeH-
ToB. Ecnu BcrneacTBMe YHUMTOXEHUS XKYPHAIoB perucTpauunm Bo BpeMsa aenctema nHumaeHta UB ucuesaet
Becb 06bemM nHpopmauum 06 uHumaeHte Vb, moxeT noTpebosaTbcA NONHasA NepecTpoiika cCUCTEeMBI, cepBuca
n (unun) cetn. Tawke MoxeT NOTpeboBaTLCS aKTUBU3ALMS YaCcTN COOTBETCTBYIOLLEro NNaHa HenpepbIBHOCTU
6usHeca.

Ecnn uHungeHT UB, He cBssaHHbIA ¢ UT, Hanpumep, cnpoBOoUMpOBaH NOXapoM, HaBOAHEHUEM WK
B3PbIBOM, TO BbIMOSHAKOTCA AENCTBUS NO BOCCTAHOBMNEHUIO, AOKYMEHTUPOBaHHbIE B COOTBETCTBYIOLWWEM NnaHe
obecneyeHnst HenpepblBHOCTU BusHeca.

8.5.4 «AHTUKPU3UCHBbIE» AECUCTBUA

MoxeT cnyuuTbes Tak (cm. 8.5.2), yto npu onpegenedun MPUNB koHTponupyetca nu uHumaeHt UB,
rpynna npuaeT K BbiBoAy, YTo nHumMaeHT Vb He HaxoauTcs nog KOHTponeM v JorpkeH 0bpabaTbiBaTbes B pexu-
Me «aHTUKPU3MCHBIX OEWCTBUN». B aToM cnyyae ucnonb3ayeTcs npedBapuTenbHO pa3paboTaHHbiil nnaH
(nnaHbl).

Jlyywne BapuaHTbl 06paboTKM BCEX BO3MOXKHbBIX TUMOB UHUMAEHTOB UB, koTOpble MOryT NOBMUSITL Ha
[OCTYMHOCTb/paspyLlieHne 1, B HEKOTOPOM CTeNEeHW, Ha LEenoCTHOCTb MH(OPMALMOHHOW CUCTEMBI, AODKHbI
6bITb onpeaeneHsl B cTpaternm obecrnevyeHust HenpepbiBHOCTU BusHeca opraHusauun. ATU BapuaHThbl OIDKHbI
6bITb HENOCPEACTBEHHO CBA3aHbI C NpuopuTeTaMm GusHeca opraHMsauumn U COOTBETCTBYIOLLIMMUN BPEMEHHBIMA
pamKamun BOCCTaHOBMEHNS BU3HeC-MPOLLEeCcCoB U, cnegoBaTtesibHO, C MakcuMarbHO NpueMemMbiM BpeMeHeM
npoctos UT, pedeBoi cBA3KM, NepcoHana 1 pasmelleHns. B nnaHe Heob6xoaumo onpeaennTb:

- Npeaynpexgatolme, nogaepusatome Mepbl obecneveHns HenpepbIBHOCTU GusHeca U yCTOWUMBOC-
TN K BHELUHUM U3MEHEHUAM;

- OpPraHn3auMoHHY CTPYKTYPY U 06513aHHOCTU, CBA3aHHLIE C YNpaBneHnemM NNaHUpPoBaHUA Henpepbis-
HOCTU BusHeca;

- CTPYKTYPY U OCHOBHbIE NONOXEHMS NnaHa (nnaHoB) obecneveHnsa HenpepbIBHOCTU Bu3Heca.

MnaH (nnaHbl) o6ecneveHna HenpepbIBHOCTU BU3Heca 1 3aWUTHBIe Mepbl ANA NOAAEPXKKN aKTUBU3aLMn
aToro (3TnX) NnaHa (NNaHoB), NPOTECTUPOBAHHBIX N NPU3HAHHBIX YAOBAETBOPUTENbHBIMA, AOMKHBI CO3AaTb
OCHOBY ANA BeaeHUs Haubonee «aHTUKPUSUCHBIX» ASUCTBUIA, ANA KOTOPLIX OHU NpeAHa3HaYeHbl.

Apyrve Tunbl BO3MOXHBIX «aHTUKPU3UCHLIX AENCTBUIA» BKOYAIOT B ce65 (HO He OrpaHnYMBalOTCS) akTU-
BU3auuen:

- cpeacTB NOXapoTyLUeHUA U NpoLieayp aBakyauuu;

- CpeAcTs NpeAoTBpaLleHUsl HaBOAHEHUs 1 Npoueayp dBakyauuu;

- CpeAcTs NpeaoTBpaLleHUs B3pbiBa 60MObI U COOTBETCTBYOLWMX NpOoLEAyp 3BaKyaLuu;

- paboTbl cneunanncToB No paccnegoBaHuio hakToB MOLWEHHWYECTBA B MHGPOPMaLIMOHHBIX cucTeMax;

- paboTbl cNeunanucToB No paccrneAoBaHUio TEXHUYECKUX aTak.

8.5.5 lNpaBoBan akcnepTusa

Ecnu B xoae npeablayweit oLeHku bbina onpeaeneHa HeobxoaMMoCcTb NPaBOBOWN 3KCNEPTU3bI B LieNsiX
AokasaTenbcTBa sHaunTensHoro nHuuaeHta UMb, npasosyto akcneptuay nposoaut FPUNB. B uensx nposeae-
HuA 6onee noapobHOM aKCNEPTU3bI KOHKPETHOTO UHUMAEHTa B HeobxoaMMo NpUMeHsITb CrieACTBEHHbIE Me-
ToaAbl U cpeacTBa, ocHoBaHHble Ha UT n noagepxuBaemble AOKYMEHTUPOBAHHBLIMU MNpoleaypamu, He
ucnonb3yemMble paHee B npouecce MeHekMeHTa nHunaeHToB B, Takylo akcnepTnay npoBogsT CTPYKTYPHBLIM
METOAOM U onpeaensiloT, YTO MOXET UCMOoNb30BaTbCs B KayecTBe [oKasaTenbcTBa MpU BHYTPEHHUX
AncumnnMHapHbIX pasbupaTenbcTBax Unu B xode cyaebHbIX NpoLeccos.

[na npoBeaeHna NpaBOBOW IKCNEPTU3bI MOTYT UCMONBL30BaTLCS TEXHNYECKUE (Hanpumep cpeacTsa n
mMeToAbl ayauTa, cpeacTBa BOCCTAaHOBMNEHUS CBUAETENbCTB) U NPOrpaMMHble CpeacTBa, 3allMLLEHHbIe Chy-
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xebHble MoOMeLLEeHNs], a Takke COOTBETCTBYHOLWMIA nepcoHan. Kaxaoe aencrsme npaBoBOM aKCnepTuabl AoM-
XHO ObITb MOMHOCTLIO [OKYMEHTUPOBaHO, BKIYasi npeAcTaBfieHne CooTBETCTBYOWUX doTorpadui,
CoCTaBrieHNe 0TYeTOB 06 aHanM3e pe3ynbTaToB ayauTa, MPOBEPKY XKYpPHAaNoB BOCCTAHOBNEHUS AaHHbIX. KBa-
nudprKauma nuua nm nuu, NposoamnBLLEro(MX) NPaBOBYHO SKCNEPTU3y, AoMKHA GbiTb 4OKYMEHTMPOBaHA Tak
XKe, KaK pesynbTaThbl KBanMduKkaumoHHOro TecTupoBaHns. Heobxoaumo Takke 4OKYMEHTMpoBaTh Nobyto apy-
ryto nHcpopmaLmio, cnocobHyo MPOAEMOHCTPUPOBAaTL 0O EKTUBHOCTL 1 FTIOTMYECKUA XapaKTep NpaBoBON 3KC-
nepTunsbl. Bce 3anucu o camnx nHuuaeHtax Vb, oesiTensHOCTW, CBsI3aHHOW C NMpaBOBOW 3KCMEpPTU30N 3TUX
WHUMOEHTOB, U T. 4., @ TaKKe COOTBETCTBYIOLUME HOCUTENN NHCPOPMAaLM A0MKHBI XpaHUTLCA B OU3NYECcKU 3a-
LUMLLEHHOW cpefe U KOHTPONMpOBaTbCs COOTBETCTBYIOLIMMU NpoLieaypaMi Ans npegoTepalleHus 4ocTyna K
HUM HeaBTOPM30BaHHLIX NTUL, C Lienbio Moandunkauum sanucein. Cpeacrsa NnpaBoBO 3KCNePTN3bl, OCHOBaHHbIE
Ha npumeHeHun UT, 4OMmMKHBI TOYHO COOTBETCTBOBATL NPaBOBbIM HOPMaM C LIeSTbo UCKITFYEHNS BO3MOXHOCTU
ocnapuBaHus 3TOro COOTBETCTBUS B CyAe6GHOM NOopsiaKe U, B TO XKe BPeMSl, B HUX JOJPKHbI YYUTbIBATLCS BCE Te-
KyLume nameHeHus B TexHonorusix. B donsndeckon cpege MPUNB Heobxogmmo cozgaBaTtb Heobxoanmble ycro-
BUSI, rapaHTupylowme HeocnopumocTte obpaboTkum cBuaeTensctB. B moboe Bpemss gns obecneveHus
pearnpoBaHust Ha nHUMaeHT VB uncno nepcoHana AomMKHO OblTe 4OCTATOUHEIM.

Co BpemeHeM, HECOMHEHHO, BO3HUKHET HeobxoaumocTb pa3paboTkn TpeboBaHuiA kK aHanM3y ceuae-
TeNbCTB B KOHTEKCTE MHOroo6pasnsa nHumaeHToB UB, BknNoyas MOLLEHHUYECTBO, KPaXy 1 akTbl BaH4anM3ma.
CnepoBarenbHo, ans cogencteus MPUNB noTtpebyeTtcs 6onbluee Yicno cpecTB, OCHOBaHHbIX Ha UT, n Bcno-
MoraTenbHbIX MpoLeayp ANns packpbiTua MHGOPMaLMK, CKPbITOW B MHMOPMALMOHHOW cucTeme, cepBuce
n(unu) ceTtn, BKNoYas MHopMaLmio, KoTopasi, Ha MepBbI B3rnag, KaXeTcs CTepTo, 3alumdpoBaHHON iy No-
BpeXaeHHOW. 3T cpeacTBa A0MKHbI yYUTbIBATL BCE acnekThl, CBA3aHHbIE C N3BECTHBIMU TUMamn MHLUMAOEHTOB
MB (pasymeeTcs, OHU AOMKHbI BbITb AOKYMEHTUpOoBaHbI B npoueaypax MPUNB).

B coBpeMeHHbIX YCOBMSX B MPaBOBYH 3KCMIEPTU3Y HacTo BKIOYAKOT CIIOXHbIE cpeabl C CEeTEBON CTPYK-
TYPOW, B KOTOPLIX paccriefoBaHWe pacrnpocTpaHseTCa Ha BCHO OMepauUoHHYI0 cpealy, BKIoYask MHOXECTBO
cepBepoB (halnosbll cepeep, cepBepbl NeYaTu, CBA3N, 3NEKTPOHHON NoYTLl U T. A4.), a Taloke cpeacTsa yaa-
neHHoro goctyna. CylwecTByeT MHOMO MHCTPYMEHTaNbHLIX CPEACTB, BKMOYaa cpecTBa Moucka TeKCToB, Npo-
rpammHoe obecreveHne OPMUPOBaHUA U30BPaXKEHU N NakeTbl NPorpaMm ANs NpaBOBON 3KCNEPTU3bI.
MMaBHON Lenbio npoLeayp NpaBoBOW 3KCNEPTU3bl ABNAETCA COXpaHEeHUe CBUAETENbCTB B HEMPUKOCHOBEH-
HOCTW, WX NpoBepKka Ha npeaMeT NPOTUBOCTOSIHUA NIOOLIM OcMapyuBaHUaM B cyaie U NpoBedeHWe NPasoBoON
3KCNepTU3bl Ha TOYHOWM KON UCXOAHBIX AaHHBIX C TEM, YTOBLI M3beXxaTb COMHEHUA B LLENOCTHOCTU UCXOAHBIX
HOCUTenen B Xxoae aHanuTu4eckoi paboTol.

O6wwmMi NnpoLecc NPaBoBOM 3KCNEPTU3bl AOSMKEH OXBaTbiBaTb credyowmne Buabl AeATENbHOCTH:

- obecrneyeHune 3aWnUThl LIENIEBON CUCTEMBI, cepBuUca U (MN1) ceTn B Npouecce NpoBeAeHUA NpaBoBoOn
3KCMepTU3bl OT NpeBpaLLeHUs UX B HEAOCTYMHbIE, U3MEHEHWS U OT MHOW KoMMpoMeTaLun, BKloYasa Beeje-
HWe BUpycoB, 1 obecneyeHne 3aWwmThbl OT BO3ASNUCTBUN MMM MUHUMANbHBIX BO3OEUCTBUA HA UX HOPManbHYo
paborTy;

- HasHa4yeHue npuopuTeToB cbopa AokasaTesbeTs, TO eCTb PACCMOTPEHUE UX OT Hanbonee Ao Haume-
Hee U3MEHYMBBIX (YTO B 3HAYMUTENbHOW CTEMNEHN 3aBUCUT OT XapakTepa uHuuaeHta UB);

- ngeHTudukauma Bcex HeobxoanMbIx haiinos B NpegMeTHON cucteme, cepeuce U (MUnu) ceTu, BKNoYas
HopMmarbHble dainbl, haisbl, KaKyLUMECS YHUUTOXEHHBIMA, HO He SAABNSAIOLMECS TakoBbIMU, hainbl, 3awu-
LLeHHbIe Maponem U1 uHbiM obpasom, 1 3awmdpoBaHHbie airnbl;

- BOCCTAHOBEHUE Kak MOXHO BOMbLLEro Yncna cTepThiX (DaiiNos 1 APYrX AaHHbIX;

- packpbiTue IP-agpecoB, UMeH XOCTOB, CeTeBbIX MapLUpyToB U nHgopmauun Web-caitos;

- U3BIIEYEHNE COAEPXUMOrO CKPbITbIX, BPEMEHHbIX (hainoB 1 annoB nNogkayki, UCMOoNb3yeMblX Kak
nporpammHoe obecneyeHre onepaurMoHHON CUCTEMBI, TaK U Kak NpUKnagHoe nporpammHoe obecneveHue;

- 4OCTYN K COAEPXUMOMY MPOrpaMMHOro obecneyeHus 3allMLLUeHHbIX UK 3awmdpoBaHHbIX annos
(ecnu aTo He 3anpeLLeHO 3aKkoHOAAaTENLCTBOM);

- aHanu3 Bcex BO3MOXHO 3HAYUMBbIX AaHHbIX, HAWAEHHbIX B crieumanbHblX (00bIMHO HedOCTYMHBIX) 06-
nacTax naMmsiTm Ha AUcKax;

- aHanu3 BpeMeHu JocTyna K danny, ero cosgaHusi U UsMeHeHUst;

- aHanus3 XypHaroB perucrpauum cucteMel/cepBuca/ceTv n NpUNoxXeHui;

- onpeaeneHne AeaATeNbLHOCTU NoNb3oBaTenen u (Unu) NPUNOXeH B cucteme/cepauce/ceTu;

- aHanus aneKkTPOHHOW NOYThl HA HanNMune UCXo4HOW MHhopMauMn 1 ee cogepKaHus;

- NpoBeAeHne NpoBepoK LenocTHOCTN hainos ¢ LUernbio obHapyxeHns dannos, cogepxawmnx « TposiH-
CKOro KoHs», U (hainos, U3Ha4arbHO OTCYTCTBOBABLUUX B CUCTEME;
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- MO0 BO3MOXHOCTW, aHanus urandecknx gokasaTenbCcTB yuepba UMYLLECTBY, Hanpumep oTnedyaTKoB
nanbLeB, pesynbTaToB BuaeoHabnoaeHns, XXypHanoB pernctpaLmm cucTeMsl CUrHannaauum, XXypHanos pe-
rmcTpauum 4ocTyna no npornyckam v onpoca ceuaeTenem;

- obpaboTka 1 xpaHeHWe A0BLITLIX NoTeHUManbHbIX CBUAETENLCTB TaK, YTo6bl N3GexaTb 1X Nnospexae-
HUS, MPUBEAEHNSI B HErOAHOCTb U MPeaoTBpaLleHns MPocMoTpa KoHMaeHUManbHOro Matepmarna HecaHKLMOo-
HUpOBaHHbIMK fuuamu. CrnegyeT noAdYepkHyTb, YTO cbop AokasaTeNbCcTB BCErAa AOMKeH MpoBOAWUTLES B
COOTBETCTBMM C NpaBuiaMmi cyaonpousBoAcTBa Wi criyluaHus aena, Ans KOTOpbIX BO3MOXHO npeacTasne-
HWe AaHHOro AokasaTenbCcTBa;

- Mony4yeHne BLIBOAOB O NpnYMHax nHumaeHTa Vb, Heo6xoaMmblx AEACTBUSAX M BPEMEHN UX BbIMOSTHEHWS
C NpuBedeHNeM CBMAETENbCTB, BKIOYAA CMMCOK COOTBETCTBYIOLLMX (halMoB, BKITHOYEHHbIX B NMPUMOXKEHUE K
rMaBHOMY OTYETY;

- obecneveHne 3KCnepTHON NoaaepXkkn Ans Noboro AUCLUNAIMHAPHOIO U NPaBoBOro AEUCTBUSA (MpK
HeobxogumocTn).

MeToa(bl) BEIMONHEHUS BbileyKasaHHbIX AeNCTBUIA OIKeH(Hbl) 4OKYMeHTUpoBaTbesi B paboTe npoue-
aypbl TPUNB.

MPUNB pgomkHa obnagaTe pasHoobpasHbIMUA HaBblkamMy B OBLLUMPHOW 0BacTM TeXHUYECKUX 3HaHWIA
(BkNtoYaa 3HaHWe CPeAcTB M MeTOAOB, KOTOPbIE, BO3MOXHO, ByAyT MCMOMb30BaThCA HapyLUTenem), OnbIToM
nposeaeHns aHanusa/paccnegosaHus (C y4eToM 3aLmThl UCMOMb3YeMbIX CBMAETENBCTB), 3HAaHNEM NPaBoBbIX
N HOPMATUBHbIX NMOMOXEHNA N NOCTOAHHON OCBEAOMITEHHOCTBLIO O TEHAEHUMSIX, CBA3AHHBIX C UHLMAEHTaMM
VB.

8.5.6 MNepepayua MHdopmaLumn

Bo mHorux cnyyasix, koraa MlPUMB noaTteepavna peansHocTb nHunaeHta Wb, Bo3HMkaeT Heobxoau-
MOCTb MHMOPMUPOBAHUS KOHKPETHBIX NALL Kak BHYTPW opraHv3auumn (BHe OObIYHBIX NUHUIA CBA3N Mexay
MPUNB n pykoBoACTBOM), Tak 1 3a ee npegenamu, Bkodasa npeccy. [Ansg atoro moryT notpeboBaTbest He-
CKOIbKO 3TanoB, HanpuMep: NoaTeepXxaeHne peanbHOCTU nHuMaeHTa b n ero nogKoHTponbHOCTH, onpeae-
neHve vHunaeHTa UB kak o6bekTa «aHTUMKPU3UCHON AesATeNbHOCTU», 3akpblTUe WM 3aBeplueHue aHanusa
nHumaeHTta Vb n bopmmposaHme BeiBoga 06 nHunaeHTe UB.

[ns okasaHWsl coaeNCcTBUSA Takoi AesTeNbHOCTU LenecoobpasHo 3apaHee NoAroToBUTb KOHKPETHYHO UH-
cdopmaLmto ¢ Lenbto BeICTPOoR aganTaumu ee K 06CToATeNbCTBaM BO3HUKHOBEHUS KOHKPETHOro nHunaeHTa b
1 NpegocTasneHns aToln UHbopMauum npecce 1 (MUNU) ApyruMm cpeactsam Maccoson uHdopmauun. Ecnu
npecce npegocTasnsieTcs HenonHasa uHdopmaums, oTHocAWwanca K uHumaeHtTam UB, To oHa AomkHa bbITb
npegocTaBneHa B COOTBETCTBUN C NOSIMTUKON pacnpocTpaHeHnst uHgopmaunm opraHusauuun. UHgpopmaums,
nognexaias pacnpocTpaHeHuio cpeaun obLLecTBEHHOCTH, A0MKHA GbiTb NpoaHann3nMpoBaHa COOTBETCTBYHO-
WUMA NMUaMK, Hanpumep BbICLUMM PYKOBOACTBOM, KOOpAUHATOpPaMU MO CBA3AM C OOLECTBEHHOCTbIO U
nepcoHanom Ub.

8.5.7 PacwupeHune o6nactu NpuHATUSA pelueHnin

MoryT BO3HUKHYTb 06CTOATENBLCTBA, Koraa B pelueHne 06 nHumaeHte MG npuageTcs BoBnekaTth Bhicluee
PYKOBOACTBO, APYryto rpynny BHYTPU opraHu3auuy Unn nuuo/rpynny CTOPOHHeRn opraHusaumn. Pedb MoxeT
UATU O NPUHATUN PeLLEHNA OTHOCUTENbHO pPeKoMeHAyeMbIX AeUCTBUA, OTHOCALMXCS K MHUNAEHTY UB, unu
AanbHeWlwen oueHKe ¢ Lenblo onpeaeneHns TpebyemMblx aencTenit. PaclumpeHne obnactn NpUHATUS pelle-
HUM MoXeT NoTpeboBaTbCA BCnea 3a npoLieccamn OLEHKU B COOTBETCTBUN € 8.4 U NpoucxoanThb B xoae Npo-
LileccoB OLIEHKM, ecnn npobnemMa cTaHOBUTCA OYEBUAHOW Ha paHHen cTaguun ee obHapyxeHus. [1na Tex, komy
korga-nubo nNpuaeTca NPUHUMAaTL pelleHne O pacluMpeHu 06NacTu NPUHATUS PELLEHWIA, TO eCTb AN PYNMbl
obecneveHns akcnnyataumn M uneHoBs PUUB, Heobxogumo UMeETb COOTBETCTBYHOLLEE OnucaHue B
DOKyMeHTaLun cuctemMbl MeHeakMeHTa nHumuaeHTos UB.

8.5.8 Perucrpauun neATeNnbHOCTU U KOHTPONbL 3a BHECEHUEM U3MEeHEeHUN

CnepyeT nog4epKHYTb, YTO BCE, KTO NMPUYACTEH K OMNOBELLEeHWI0 (MHPOPMUPOBAHWIO) N MEHEDKMEHTY UH-
unaeHToB UB, oomkHbI Hagnexawmum obpa3oM permcTpupoBaTh BCe CBOU AeNCTBUSA Ha Criyyaid MX AanbHeit-
wero aHamm3sa. MHdopmaunio 06 3TUX AeACTBUSIX BHOCAT B bopMy oTyeTa 06 uHumaeHTax MG n B basy
AaHHbIX cOBbITU/MHUMAEHTOB UB, HenpepbIBHO 0GHOBMNAEMYLO B TEHEHWE BCEro BpeMeHU AeACTBUS MHLMAEH-
Ta UB, oT nepeoi bopMbl oTYETa A0 3aBepLueHUst aHanusa uHuuaeHta Mb. 3ta nHdopmauus gomkHa xpa-
HUTBLCA MO BO3MOXHOCTU C NPUMEHEHWEM CPeACTB 3awuTbl U obecnevyeHneM COOTBETCTBYIOLLErO pexuma
pesepsupoBaHna. Kpome Toro, MsmeHeHusi, BHOCMMbIE B NpoLecce oTcnexusaHus niumaeHTa UMb, obHosne-
HuA bopM oTuyeTa 1 633 AaHHBIX COBLITUA/ MHUMAEHTOB B, AOMKHBI BHOCUTLCS B COOTBETCTBUM C (hopManbHO
NPUHATON CUCTEMOI KOHTPOSA 32 BHECEHUEM N3MEHEHWIA.
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9 dtan «AHanu3»

9.1 BBepeHue

Mocne NpuHATKA peLleHns O 3aKpbITUK nHunaeHTa b HeobxoanMo npoBecTy AanbHenLWyo NpaBoByIo
3KCMEePTU3Y U aHanNM3 ¢ Lienbio onpeaeneHns U3BneYeHHbIX YPOKOB U NOTEHLMANbHLIX yry4lueHui obuen 6e-
30MacHOCTU U CUCTEMbl MeHeaKkMeHTa nHumuaeHTos UB.

9.2 [anbHenwan npaBoBas 3KcNepTU3a
WHoraa nocne 3akpbiTua nHumaeHTa B moxeT no-npexHeMy coxpaHsiTbesl Heo6XoanmMocTb npoBee-

HWUSI NPaBOBOI 3KCNEPTU3bI C LeNblo onpeaeneHus ceuaeTenscTs. OHa aomkHa nposoantbea MPUNB ¢ uc-
nosnb3oBaHWEM COBOKYNHOCTWU CPEACTB W npoueayp B COOTBETCTBUM C 8.5.5.

9.3 N3Bne4eHHblIe YPOKU

Mocne 3aBepweHUs nHUMAeHTa UB BaxHO GLICTPO naeHTUhMLMPOBaTb YPOKU, U3BfIEYEHHbIE U3 ero 06-
paboTkn, N NPeANPUHATL COOTBETCTBYIOLWWMNE AEUCTBUA, KOTOPbIE MOMyT paccMaTpyMBaTbCA C TOUKU 3PEHNA:

- HOBbIX MM U3MEHUBLUNXCA TpeboBaHui k Mepam 3awuTbl UB. 3To MOryT 6bITb TEXHUYECKUE UNWN HETEX-
HU4Yeckue (BKNtoYasa usndeckme) Mepbl 3almThl. B 3aBUCUMOCTY OT N3BNEYEHHbIX YPOKOB TpebosaHUa MoryT
BKITIOYaTb B cebs HeobxoauMocCTb BbICTPOro 06HOBNEHUA MaTepuanos U NPOBEAESHUSI MHCTPYKTaXa ¢ Lenblo
obecneveHns ocBegOMNEHHOCTU B Bonpocax 6esonacHoCcTy (ans nofb3oBaTenen, a Takke Ana Apyroro nep-
CoHana) v Bbinycka pykoBoACTB U (Mnn) cTangapTos No 6e3onacHoCcTy;

- U3MEHEHUI B cUCTEMe MeHeakMeHTa uHUnaeHToB B 1 ee npoueccax, chopmax otyeTa 1 6ase gaHHbIX
cobbituin/mHunaexHToB UB.

Kpome Toro npu usyyeHun ypoka no nHumaeHty b Heobxoammo paccmaTpuBaTh MOMyYEHHbIN ONbIT He
TOMbLKO B pamkax oTAensHoro nHumaeHta Wb, Ho 1 NpoBoanTL NPOBEPKY HaNUUUA TeHAEHLUMIA (3aKoOHOMePHOC-
Ten) NosABNeHUA NPeanochifok K nHunaeHTam UMb, kotopele MOryT 6bITb UCMONb30BaHbI B UHTEpecax onpeae-
neHns noTpebHOCTU B 3alMTHBLIX Mepax WM U3MEHEHUSAX MNoAXoAoB K ycTpaHeHuo wuHumaeHta WUB.
LlenecoobpasHo Takke npoeeaeHne tectuposaHusa NB, B 0coOEHHOCTU OUEHKN YSI3BUMOCTEN, MOCrie OpUeH-
TupoBaHHoro Ha UT nHumaeHTa UB.

MoaTomy HeoBXoaUMO perynapHo aHanuaupoBaTtb 6a3bl AaHHbIX COBbITUI/MHUMAeHTOB VB ans onpeae-
neHus:

- TeHAeHUMI/obpasLoB;

- Npob6nemHbIx obnacren;

- obnacTein 4eaTenbHOCTU, rae MOXHO NPEANPUHSTL NpeaynpeanTenbHbIe Mepbl Ana CHUWKEHUS BEPOAT-
HOCTM NOSIBMEHNS MHLMAEHTOB B GyayLlem.

CyuwecTBeHHas MHdopMauusa, nofyyaemasi B npouecce obpaboTkn nHunaeHta Wb, pomkHa Hanpas-
NATbCA 4NA aHanMsa TeHAEHLMA (3aKOHOMEPHOCTEN), YTO MOXET B 3Ha4YMTENbHOM Mepe cnocobcTBOBaTL paH-
Hel wgeHTUdpukaumm wnHumaeHToB UMB 1 obecneuvBaTb npedynpexgeHve O TOM, Kakue cnegyowme
WHUMAEHTbl B MOryT BO3HUKHYTb Ha OCHOBE MpeALecTBYIOLLEro onbiTa U JOKYMEHTOB.

Heobxoaumo Takke Ucnonsb3oBaTth nHpopMauuio 06 uHunaeHTax b n cooTBETCTBYIOLMX UM YSI3BUMOC-
TSAX, NOMYYEHHYHO OT rocy4apcTBEHHbIX U komMepyecknx KFBP 1 nocTaBLnKkoB.

TecTnpoBaHne 6e30MacHOCTN M OLEeHKa YSI3BUMOCTEN MHOPMAaLMOHHOW CUCTEMEBI, cepBuca U (Mru)
ceTu, cneaytowme 3a nHunaeHTom VB, He 40MKHBI OrpaHNYMBaTLCA TOMNLKO MHAPOPMAaLMOHHOW CUCTEMOR, cep-
BMCOM W (MIU) CeTbIo, MOPaXXEHHbIX 3TUM nHLMaeHTom UB. TecTnpoBaHne 6e30nacHOCTA U OLEHKY YsI3BUMOC-
Teil HeobxoaANMO pacnpocTpaHUTb Ha Ntobble CBA3aHHbIE C HUMWU UHOPMALMOHHBIE CUCTEMEI, CEPBUCHI U
(unn) cetn. feTanbHas oLeHKa ysI3BUMOCTEN UcnonbayeTcs Ans Toro, 4tobbl B xode nHumaeHTa Ub BbisiBUTL
CYLLEeCTBOBaHUE YSA3BUMOCTEN Ha APYrMX MHOPMALIMOHHBIX CUCTEMAX, CEPBMCAX U (MN) CETAX, U UCKITHOYMTD
BEPOSAITHOCTb MOSABMNEHNS HOBBIX YS3BMMOCTEN.

BaxHo nogvepkHyTb, YTO OLEHKa YS3BUMOCTEN JOIMKHA NPOBOAUTLCS PErySipHO 1 MOBTOPHAs oLeHKa
YAI3BUMOCTEN, NpoBoaMMast nocne nHumgeHta UB, gomkHa 6biTh 4acTbio, a He 3aMeHON HenpepbIBHOTO Npo-
Lecca oLeHKu.

Heobxogumo onybnunkoBbIBaTb NTOTOBLIA aHanM3 nHuuaeHTos VB ans obeyxaeHnst ero Ha Kakaom co-
BeLLaHUn pyKoBOACTBA OpraHu3aumn no sonpocam obecnedeHns VB u (unn) Ha Apyrnx coBellaHusx, Kacato-
LLMXCs1 BONPOCOB Mo obLein opraHnsaLoHHon nonutuke UB.

9.4 OnpepgeneHue yny4weHuh 6ezonacHocTn
B npouecce aHanusa, npoBeAeHHOro rnocrne paspeweHns nHungeHta b, HoBble unm nameHeHHble 3a-
LMTHBIE Mepbl MOTYT BbITb onpeaeneHbl kak Heobxoaumble. PekomeHaaumm U cooTBeTCTBYIOWME UM TpeboBa-
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HUA K 3alMTHLIM MepaM MOTyT oKasaTbCsl TAaKUMU, YTO UX HeMeasleHHoe BHeapeHue ByaeT HEBO3MOXHO MO
bMHaAHCOBBLIM UMK 3KCMITyaTaLMOHHBLIM MPUYMHAM; B 3TOM crlydae OHU A0MKHbI ObITh NpeaycmoTpeHbl B Oonee
AONrOCPOYHbIX Liensix opraHusaumi. Hanpumep, no oMHaHCOBBLIM COOBpaXKeHUsSIM HEBO3MOXHO 3a KOPOTKOe
BpeMs OCyLLeCTBUTb Nepexo k 6onee coBeplUieHHbIM MEXCETEBLIM aKpaHaM, TEM HE MeHee, pelleHue 3Toro
BoMnpoca HeobxoauMo BHECTU B AornroBpemeHHble uenu UB opraHusauumm (cm. 10.3).

9.5 OnpepaeneHue yny4weHU cUcTeMbl

Mocne paspeweHusa nHunaeHTta pykosoautens NPUMB nnn HazHauyeHHoe BMEeCTO Hero NUUO AOSMKHbI
npoaHannaupoBaTh BCe NpousoLlealee ¢ Lefbio OLLeHKU 1 onpeaeneHns cTeneHn pesynsTaTuBHOCTH pea-
rmpoBaHus Ha nHuMaeHT UB. MoaobHbin aHann3 npegHasHayeH A1 BbISIBIIEHUS YCMNELWHO 3a4eUCTBOBaH-
HbIX 3/1IEMEHTOB CUCTEMbl MeHeMKMeHTa uHumaeHToB UB u onpegeneHus notpebHocT B NoGbIX
ynyJLIeHnsX.

BakHbIM acnekToM aHanusa, NpoBoAUMOTO MOCHEe pearupoBaHnUA Ha UHUUAEHT, SIBNAAETCA BO3BpallleHne
NHpopMaLK 1 MOSyYeHHbIX 3HaHWUI B CUCTEMY MeHepkMeHTa uHumaeHTos UB. Ecriv nHunaeHT UB goctatod-
HO CepbeseH, TO BCKope Nnocrie paspeLlleHns nHunaeHTa HeobxoaMmMo NpoBeCTU CoBelllaHe BCeX 3anHTepeco-
BaHHbLIX CTOPOH, Bnagewwmx uHpopmaumen o Hem. Ha aTom coBellaHUM AOMKHbLI paccMaTpuBaThbeA
cnegytoLume BOMNpPOChI:

- paboTtanu N1 JoMKHLIM 06pa3om npoueaypbl, NPUHATLHIE B CUCTEME MEeHeIKMeHTa nHumnaeHTos UB;

- CYLLeCTBYIOT N1 nNpoueaypbl Unu MeToabl, kKoTopble cnoco6cTBoBanu 6bl 0GHapPYXXeHUIo UHUMAEH-
TOB;

- Bblnn N onpegeneHbl NpoLeaypbl N cpeacTBa, KOTopble UCMoNb30BanUCh Bbl B Npouecce pearupo-
BaHWS;

- MPUMEHSNCH N1 NpoLueaypbl, NoMoratLme BOCCTaHOBNEHNIO MHOPMAaLMOHHBIX CUCTEM Nocne UaeH-
ThUhmKaLm NHLMaeHTa;

- Bbina nn nepegayva uHpopmauum o6 MHUMAeHTe BCex NpuYacTHBIX CTOPOH 3dhdekTBHOM B Npouecce
obHapyxeHus, coobLLeHUsl n pearnpoBaHus.

PesynbTtaThl coBeLaHs A0MKHbI 6bITb AOKYMEHTUPOBAaHbBI U MO 3TUM pesyfibTaTam OCyLLeCTBNEHbl KOH-
KpeTHble corracoBaHHble AeACTBUA (CM. 10.4).

10 3Ttan «YnyuweHue»

10.1 BBepgeHue

OT1an ((yJ'Iy‘-ILUBHI/Ie» BKIoYaeT B cebs BHegpeHue peKomer,au,MVl aTana «AHanuay, To eCTb pekoMeHaa-
uuin no YNyvWeHUIo pe3ynbTaToB MeHeKMeHTa U aHanmsa pUuckos UMb, 6e3zonacHOCTU U CUCTEMbI MeHea-
XMeHTa nHumgeHToB UB. Kaxxgasa us tem peKOMEHﬂaLIMI‘/‘I paccMaTpuBaeTca HUXe.

10.2 YnyuweHue aHanusa pMckoB U MeHe)XKMeHTa Ge3onacHocTun

B 3aBucumocTu ot Cepbe3HOCTU nHuuaeHTa Wb u cTeneHn ero Bo3nencTeunsa npu oUeHke pesynbTaToB
aHannsa puckos B 1 meHeaxmeHTa UB, BO3MOXHO, npuaeTca ydnTblBaTb HOBbIE YIPO3bl U YA3IBUMOCTW. B pe-
3ynbTate 3aBeplUeHUA obHoBMEHHOro aHanusa puUckoB B n aHanusa meHegxmeHTa UB MoxeT BO3HUKHYTb
Heo6xo4MMOCTb BHECEHUSI U3MEHEHWIA B cyulecrByoine nnu npuMeHeHmnAa HOBbIX 3alUUTHBIX Mep.

10.3 OcyuwecTBneHue yny4llieHuin 6esonacHocTu

Cnepys pekomeHAaumMsAM, caenaHHbIM B npoLecce atana «AHanuna» (CM. 9.4), h aHanusy HeCKONbKUX UH-
umaeHToB, b nHnummpyloT npouecc BHeApeHUs! OBHOBMNEHHBIX U (MNW) HOBLIX 3aWMUTHBLIX Mep. B cooTBe-
TCTBUM € 9.3 3T0 MOTyT BbITb TEXHUYECKUE (BKMoYas huanueckue) 3almTHbIe Mepbl, KOTOPble MOTYT BKITIOYaTh
B cebsa noTpebHocTb BLICTPOro 06HOBMAEHUS MaTepyana A NPpoBeAeHNs UHCTPYKTaXen ¢ Lenbio obecneve-
HUS1 0OCBEAOMIIEHHOCTH B Bomnpocax 6esonacHocTy (Ans nonb3oBaTtenei n Apyroro nepcoHana) 1 Bbinycka pe-
KOMeHAaLMA 1 (M) HOPMAaTUBHBIX JOKYMeHTOB no 6esonacHocT. MHdopMaunoHHbIe CUCTEMBI, CEPBUCHI U
ceTu opraHnsaLum AOMKHBI Taloke perynsipHoO noABepraTbes aHanusy ¢ Lenblo onpeaeneHus yassnuMocTen n
obecneyeHuns npoLiecca HenpepbIBHOMO NMOBLILLEHUST HAAEXHOCTU cucTemM/cepBucoB/ceTen.

AHanns cBs3aHHbIX ¢ 6e30MacHOCTbIO NpoLedyp U AOKYMEHTaLMN MOXET NPOBOAUTLCA Cpasy Nocne UH-
unaeHTa, Ho 6onee BepoATHO, YTO 3TO NoTpebyeTca nozaHee. Mocne MHuMaeHTa B Heobxoaumo 06HOBUTL
nonuTUKKL 1 NpoLeaypbl obecneyerust UG ¢ yyeToM cobpaHHom nHgopmaumm u niobbix npobneM, BISBEHHbIX
B rnpouecce MeHemkmeHTa uHumaeHta Ub. JonrospemenHon uensio MPUNB BmecTe ¢ pykosogutenem UB
opraHusauumn sBnsieTCs pacnpocTpaHeHUue B OpraHu3auuMn 3TUX OBGHOBMEHHBLIX BapWUaHTOB NOAUTUKUA Y
npoueayp obecneyeHus UB.
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10.4 OcyuwecTBneHUe yny4lleHU CUCTEMBI

O6nacTn cucteMbl MeHeKMeHTa nHumMaeHTos UB, npegHasHaveHHble Ans ynydweHusa (cm. 9.5), gon-
XXHbI 6bITb NPOaHaNU3npoBaHbl, 8 060CHOBaHHLIE U3MEHEHUA BHECEHbI B OBHOBNEHHLIN BapuaHT JOKyMeHTa-
unu cuctembl. MismeHeHust B npoleccax, npoueaypax n popmax ot4yeTa cCUCTEMbl MEHEeDKMEHTa MHLMAEHTOB
MUB aomxHbl 6bITh TLATENBEHO NPOBEPEHBI U NPOTECTUPOBAHLI Nepea NPUMEeHeHUEM Ha MpaKTuKe.

10.5 [Opyrue ynyJwieHus

Ha aTane «AHanua» Mormv 6biTb yCTaHOBMEHBI ApYrie YydLIeHuUsl, HarnpumMep U3MeHeHUs B NONUTUKaX,

cTaHaapTax u npoueaypax UB, a Takke UsMeHeHus B KOHCDMI’ypaLI,VIﬂX annaparHoro u nporpammMHoro obecne-
YeHuA.
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MpunoxeHune A
(cnpaBo4HoOe)

OGpasel, popMbI 0OTYETA O COOLITUAX U UHLULEHTAX
MHdopmaLnoHHON 6e3onacHoOCTU

OTuYeTbl 0 COBLITUAX U UHLMAEHTAX UH(opMaLMOHHON 6e3onacHOCTU

PekomeHaauum no 3anonHeHuto

HasHa4eHnem gaHHol dopMbl ((hopmbl oTHeTa 0 COBLITUSIX U MHUMAeHTax B) senaeTtcsa obecneveHne nHcopma-
umen o cobbiTum B, a 3aTtem, ecnv OHO onpeaeneHo Kak MHumaeHT Vb, To n 06 nHunaerte UB, ans onpeaeneHHbIX nuu,.

Ecnu nopgospesaeTcsi, 4To cobbiTue Vb pasBuBaeTcs UM yxxe CBEPLUUIIOCh, OCOBEHHO cObbITHE, KOTOPOE MOXET
NPVBECTU K CYLLECTBEHHbLIM NOTEPSAM MK yepby COGCTBEHHOCTM UMK penyTauum opraHm3auum, To Heobxoammo Hemea-
TNEHHO 3anonHNTL U NepeaaTs hopMy oTveTa 0 cobbiTum Vb B COOTBETCTBUM € NpoLeypPaMmn, ONMCAHHLIMK B CUCTEME Me-
HeKMeHTa nHumaeHToB Nb opraHmnsauum.

MpeacTaeneHHas nHhopmaums GyaeT ucnonb3oBaHa Anst UHULUMPOBaHUSI COOTBETCTBYIOLWLETO NPoLIecca OUEHKH,
KOTOpas onpeaenuT, AOMMKHO M 3TO coBbITME KaTeropnpoBaTbes kKak uHumaeHT UMb 1 (B cnydae nonoxuTensHoro oTeeTa),
Kakue KOppekTupyrowme Mepbl, HeobxoaumMble Ansi NpegoTBPAaLLEHUs UMW orpaHuYeHust notepb unu yuwepba, cnegyer
npeanpuHsiTe. MockonbKy NPoOLECC OLEHKM MO CBOEMY XapaKTepy SIBMSIETCA KPAaTKOCPOYHbIM, TO B IAHHbIA MOMEHT Heo6s-
3aTenbHO 3anomnHATb Bee Nnonsi hopmbl oT4eTa.

Ecnu coTpyaHuK sIBNSeTCA YNeHoOM rpynnbl oGecneveHns aKkcrnnyarauum, aHanmuavpyowmymM NnornHoCTbo/MacTUYHO
3aMNoSIHeHHble hOpMbl OTHETA, TO OH JOJIKEH NPUHATL PEeLIeHUe, HAZI0 NN OTHECTU AaHHOEe COBbITUE K KAaTErOPUM MHUMEH-
Ta UB. Mpy nonoxutensHOM pelleHun COTPYAHWUK AOIDKEH BHECTH B hopmy oTueTa 06 nHumpeHte b kak MoxHo Gornblue
WHopMaLmn 1 nepepaTtb PopMbl 0THETOB 0 cobbiTuK U MHUMaeHTe B B TPUUB. He3aBucumo ot Toro, 6yaeT nu cobbitne
B oTHeceHo k kaTeropumn nHunaeHta Vb, 6asa gaHHbIX cobbITui/MHUMaeHToB VB aomxHa 6biTb 0OHOBNEHA.

Ecnv cotpyaHuk siBnsieTcst cotpygHukom M'PUNB, aHanuanpyiowmm hopMbl 0THETOB 0 coBbITUSIX M MHUMAeHTax Ub,
nepegaHHble YreHoM rpynnel obecnevennn akcnnyarauum, To chopma otueta ob nuHuuagerte Mb gonkHa obHOBNATLCS MO
X04y paccrnegoBaHusl 1, COOTBETCTBEHHO, AomkHa 06HoBNATLCA 6aza AaHHbIX cobbiTUii/MHUMaeHTOB Ub.

Mpu 3anonHeHun hopm cnegyeT cobnioaarb crieaylowme pekoMeHgaUum:

- NNO BO3MOXHOCTU (DOPMbI OTUETA AOIIKHBI 3AMOMHATLCA W NepeaaBaTbCs B 3NEKTPOHHOM Buae!. B cnyqae, ecnu
CYLLEeCTBYIOT MPOBNeMbl NN CUUTAETCS, YTO CYLLECTBYIOT NPOGNeMbl C MPUHATLIMU NO YMONYAHWUIO MEXaHW3MaMW SNEKT-
POHHOTO OMOBELLEHUs (HaNPUMep 3MEeKTPOHHAs! NMoYTa), BKIToYas criyuam, korga cucTemMa MoxeT Noaeepratbes atake u
hopmMbl oTHeTa MOTYT GbITE NPOYUTAHBI HECAHKLMOHUPOBAHHLIMU NULAMU, [OIDKHBI UCMONb30BaTLCH anbTepHATUBHLIE
cpefcTea CBs3n. AnbTepHaATUBHLIMY CPeCTBaMM CBSI3U MOryT ObiTb TenedoH Unn TEKCTOBbIe cOObWEeHNs), a TaKkke uc-
Nnonb30BaHne KypbLepos;

- cneayeT npegcTaBuTb MHEOpMaLIMIo, OCHOBaHHYI0 Ha dhakTax, B KOTOPOW COTPYAHUK YBEPEH, He cnefyeT 4To-nnbo
npvayMbiBaTh ANSA TOro, YTo6bl 3anonHUTL Bee dhopmbl. ECnu coTpygHMK cuMTaeT YMECTHBLIM BKIMIOUNTL MHYI0 MHAOPMa-
LMIO, KOTOPYIO HE MOXET NOATBEPANTD, CrieflyeT yKa3aTb, YTO 9TO HENnoATBepKAeHHasi MHopMaLusi, U NpUYnHy yoexxaeH-
HOCTU B €€ HEQOCTOBEPHOCTY;

- cnegyeT nNogpo6HO yka3aTh, Kak MOXHO CBSI3aTbCH C COTPYAHUKOM. HemezneHHO unm cnycTtsi HeKOTopoe Bpems
MOXET BO3HUKHYTb HEOBXOAMMOCTb KOHTaKTa C HUM A1 NonyveHust AanbHenwen nHdopMaumm, kacaouencs Bawero oT-
vera.

Ecnu nosgHee coTpyaHWK OGHApYXUT, UTO Kakas-nnbo npeacraBneHHasi UM MHopMaLms HETOYHA, HEMOIHA UK
ownbo4Ha, To cneagyeT BHECTU MOMPABKM B OTYET U NPEACTaBUTb €r0 NOBTOPHO.

" Ecnn BO3MOXHO, TO (POPMbI OTUETOB [OMKHBI GbITh, HAaNPUMep, Ha Ge30nacHon web-CTpaHuLEe ¢ NPUBSI3KOI K
3NeKTpoHHON 6a3e AaHHbIX cobbITMI HUMAeHTOB UB. B HacToswee Bpems ocHOBaHHan Ha GyMaXXHOW TEXHONOMU cucte-
Ma SIBNAETCS CIMLLKOM MEATNEHHO AENCTBYIOWEN M AANeKo He caMon 3(pPEKTMBHON B 3KCMNyaTauun.
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OTueT 0 coGbITUN MHPOPMaLMOHHON Ge3onacHOCTU

DNata cobbitus

Homep cobbitus”

: CooTtBeTcTBYIOWME MAEHTUDU-
KauWOHHbIE HOMepa COObITHIA 1
(vnn) nHumpeHToB (ecnu Tpeby-
eTcAa):

UHdopmauma o coobiatownem nmue

Pamunus Agpec
Opranunsauus
TenedoH OneKTpoHHasi no4Ta

OnucaHue cobbitua Ub

OnucaHune cobblTus:

Yrto npousowno

Kak nponsowno

[Mo4emy npousoLwno

[MopaeHHble KOMMOHEHTbI

HeratveHoe Bo3gencTeue Ha busHec
ITioBble naeHTUPMUMPOBaHHLIE YSI3BUMOCTH

Moppo6HocTn o cobbiTn UB

[Hata v Bpemsi HacTynneHms cobbiTUsi
Hata v Bpemsi o6HapyxeHusi cobbiTus
[ata n Bpems coobuieHus o cobbITum

3akoH4nnoce nu cobbiTne? (OTMETUTHL B KBagpare) Na O Het

Ecnu «ga», TO yTOUHUTb ANUTENBHOCTD
cobbITHA B gHAX/Macax/MUHyTax

" Homepa cobbiTuit HasHauatoTes pykosoautenem FPUUB opranmaaumm.

36



roCT P NICO/M3K TO 18044—2007

OTuyeT 06 MHUUAEHTEe UH(POPMaLMOHHON Ge30NacHOCTH

Harta nHunagenta

Homep uHuu,quTa”: CootBetcTBylOlME ngeHtndn-
KauuoHHble HoMepa COGLITUA M
(wnn) vHumaeHToB (ecnn Tpeby-
eTcA):

Uudbopmaumnn o coTpyaHnke rpynnsi o6ecrneveHns akcnnyaTaunm

damunua Appec

TenedoH OneKTpoHHan nNo4yTa

Undopmauns o cotpyauuxe NlPUUB

damunus Anpec

TenedoH OneKTpoHHas novta

Onucanne nHunaenta Ub

[lononHuTensHoe onMcaHne MHUUAEHTA:

Y10 npounsowno

Kak npousowno

Mouemy npomnsoLwno

MopaxeHHble KOMMNOHEHTbI

HeratneHoe Bo3aencTeue Ha busHec
JTtoBble ngeHTMOULMPOBaHHbLIE YSI3BUMOCTM

MoppobHocTn 06 MHUMaeHTe UB

Hata 1 Bpemsi BO3HUKHOBEHWUSI MHLMOEHTA

Hata v Bpemsi oOHapyXeHus MHUuadeHTa

Hata v Bpemsi coobweHuns 06 nHUuaeHTe

3aKoHYMICA NV MHUMAEHT? (OTMETUTL B KBagpare) Ha (| Hert O

Ecnn «[a», TO yTO4YHUTE ANUTENBHOCTL MHUMAEHTA
B AHAx/qacax/muHyTax. Ecnmn «Het», TO yTouHUTH,
KaK 4OMro OH yXxe AnuTcs

R Homepa nHunaeHToB HasHauaoTes pykosoauTenem FPUNB opraHnsaLmm n NpuBsiabIBaloTCA K HOMEpPY(am) cooT-
BETCTBYIOLLMX COBBITUN.
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OTtyeT 06 UHUMAEHTe UHOopMaLMOHHON Ge3onacHOCTU

(Cpenatb OoTMeTKy B
OOHOM M3 KBagpaToB, 3a-
TEM 3arnoiiHNTb HUXe CO-
OTBETCTBYIOLWME NONS)

(OauH n3) HamepeHHas O

Xuwenue (TH)

MoweHHuyecTBo (FR)

Ca6oTax/cmanyeckuin yuiep6 (SA)
BpepoHocHas nporpamma (MC)

(OauH un3) CnyvanHas O
Otkas annapatypsl (HF)
Orka3a MO (SF)

Otka3s cuctemsl cesian (CF)
Moxap (HE)

HasopgHeHwue (FL)

(OauH un3) Owwmbka O
OnepauuoHHasi owmnbka (OE)

Owwbka B sKkcrnnyarauuv annapaTtHbIX
cpeacte (HE)

Owwmbka B akcnnyataumm MO (SE)

HewunaBecTHO

38

[encTBuTenbHbIN

O

Tvin nHunpenTta UB

MonbiTka O Mpegnonaraemsiin

(ykasaTb TUMbl Yrpo3bl)

O

O

O
O

XakepcTBoO/Norm4eckoe NPOHMKHOBEHNE
(HA)

HenpasurbHoe Ucrnonb3oBaHne pecypcos
(M)

Apyroii ywep6 (OD)

OnpepenvThb:

(ykasatb TuMbl yrpo3bl)

O

O
O
O
O

Opyrve npupogHele cobbitns (NE)

OnpepenvThb:
noteps 3Ha4MMbIxX cepeucoB (LE)
HegocTaTo4HoE Kagposoe obecneqenue (SS)
Hpyrve cnyyan (OA)

Onpegenntb:

(ykasaTtb Turbl yrpo3bl)

a

o

Owwu6ka nonb3oBarens (UE)
OwwubGka npoektupoBaHus (DE)
Hpyme cnyyaun (Bknioyasi HeHaMepeHHbie
owmbkn) (OA)
Onpegenntb:

(Ecnu ewe He ycraHoBneH tun uHumaenta Ub

(HamepeHHbIN, cryyYalHbii, owubka), TO cneayet
caenatb OTMETKY B KBagpare «HEeu3BeCTHO» W, no
BO3MOXHOCTH, yKa3aTb TUI Yrpo3bl, UCNONb3ys CO-
KpaweHusl, NPUBEAEHHBIE BbILLE)

Onpegenutb:

O
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OtuyeT 06 MHUUAEHTe UH¢opMaLMOHHON Ge3onacHOCTU

MopaxeHHble aKTUBbI

MopakeHHble akTuBbl (daTb on1caHua akTMBOB, NOPAXEHHbIX UHUMAEHTaMn b nnm cBsisaHHbIX € HUM,
(npv Hanuunm) BKmiovast (rae TpebyloTcs), CepuiiHble, NMMUEH3UOHHBIE HOMEpa M HoMepa BepcUn)
Wudopmaumsi/gaHHble

AnnapaTHble cpegcTea

MporpammHoe oGecrneveHne

Cpepnctea CBA3N

HokymeHTaums

HeratneHOe BOo3aeiicTBMe/BNMAHNE MHUNAOEHTA Ha BU3HeC

CpenaTtb OTMETKY B COOTBETCTBYIOLUMX KBagpartax AN YKasaHHblX HUXe HapylWweHWR, 3aTem B KOJOHKe «3Hauu-
MOCTb» yKa3aTb CTeneHb HeraTVBHOIO BO34encTBusi Ha 6usHec no wkane 1 +10, ncnonb3ys cnefdylowme CoKpalieHus
(ykasaTenu kateropui): (FD) — cuHaHcoBble YObITKM/paspyweHne GrnaHec-onepauui, (CE) — kommepueckune U SKOHO-
muueckne uHtepecsl, (Pl) — uHbopmauns, cogepawas nepcoHanbHble gaHHble, (LR) — npaeoBbie 1 HOpMaTUBHbIE
obsnizarenbcTBa (TO HEOGXOOVMMO CPaBHWUTE C aHIMUMICKUM opuruHanom), (MO) — MeHemxMeHT u 6usHec-onepauum,
(LG) — noTepsi npecTuxa (CM. NpMMepbI B NpunoxxeHun B). 3anucaTte kogoBbie BykBbI B KOMTOHKE «yKasaTenuy, a eécrm us-
BECTHbI AEVACTBUTEIbHBIE N3AEPXKKN, — YKa3aTb UX B KONMOHKE «CTOMMOCTbY.

3HaummocTb Ykasarenu Naaepxkn

HapyweHue KOHUOeHUnanbHOCTH
(TO eCTb HeCaHKLUMOHWPOBAHHOE pac-

KpbITHE) O
HapyweHnne uenoctHocTn (To ecTb

HECaHKUMOHMPOBaHHas moaudukaums) O
Hapywenne goctynHoctm (TO ecTb

HEeAOCTYNHOCTL) O
HapyweHne HeoTkasyemocTn O
YHUYTOXEHNE O

Obwune pacxoabl Ha BOCCTaHOBINEHMe nocrne nHumaeHta Ub

3HaummocTb Ykazatenu N3pepxkm

(Tam, roe BO3MOXHO, Heob6xoanmo
yka3aTb obme pacxofbl Ha BOCCTaHOB-
nenve nocne uHumaeHta b B uenom
no wkane 1 + 10 AnNs «3Ha4YMMOCTU» U B
AeHbrax ansi <CTOMMOCTU»)
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OTuyeT 06 MHUMAEHTe H(opMaLMOHHON Ge3onacHOCTU
PaspelueHvne nHUMAEGHTA

Harta Havana paccnepgoBaHusa nHuuaeHta b

damunua (un) nuua (Nuy), NPoBOAMBLLETO (UX) pacche-

NOBaHVe nHUMAeHTa

[arta 3aBepwenunsa niumaeHta Nb

[aTa okoH4aHusa Bo3aencTBus

Harta 3aBepweHunn paccnegosanus uHungeHta b

MecTo xpaHeHWsi oTHeTa 0 paccrnegoBaHUm

MpuyacTHbIe K MHUMAGHTY NUUa/HapywnTenn

(OawH Jlwuo (PE) O NeranbHo yupexgeHHasi opraHusa-
u3) ums/yupexaenmne (Ol)

OpraHusoBaHHas rpynna (GR) O

CnyuaitocTts (AC)

OtcyTtctBue Hapywutens (NP)
Hanpumep, npupogHbie chakTopsl, 0TKkas o6o-
PyAoOBaHWsA, Yenoee4eckuin hakrop

OnuncaHne HapywmTens
HDenctButenbHas nnu npegnonaraeMaa MOTUBaLuAa

(OauH KpumunHanbHasi/comHaHcoBas PassneueHue/xakepcteo (PH)

n3) Bbiroga(CG) O
MonuTtuka/Tteppopusm (PT) O

Mectb (RE)

Opyrme motueel (OM)

Onpedenums:
Hencteuna, ncnonb3syembie ana paspelleHna vHunaerta Ub

(Hanpumep, «HUKaKUX AEUCTBUWY», «Noapy--
HbIMW CPeACTBaMn», «BHyTPEHHEe paccneaoBa-
HWex», KBHELLHEeE paccnefoBaHne C NPUBNEYEHN-
eM...»)

Hencrena, 3annaHnpoBaHHble ANA pa3peleHna MHUNAeHTa

(BKIloYasi BO3MOXHblE NpUBEAEHHbIe Bbile
[encTeust)

Mpoune gencrBuA

(Hanpumep, no-npexHemy TpebyeTtcs npose-
[AeHve paccnefoBaHusi, HO APYIMM NEPCOHANom)
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OTtuyeT 06 MHUUAeHTe UB

3akno4eHve

(CoenaTte OTMETKY B O4HOM M3 KBRAPATOB, ABNAET- 3HaunTenbHein O HesHaunTeneHeii O
CAl M MHUMOEHT 3HAUMTENbHBIM UMK HET, U NPUNOXNUTb
KpaTkoe U3rioxKeHne 060CHOBaHUA 3TOrO 3aKIIOYeHNs)

(YkazaTb nobble gpyrve 3aknoueHust)

(OTa 4acTb oTHETa 3ANONHA-
eTCsl  COOTBETCTBYIOWMUM K-
LOM, Ha KOTOpOe BO3NOXEHbI
obsi3aHHoCTM B obnactn UB un
KoTOpoe hopmynupyeT Tpebye-
Mmble gercTBusl. OBbIYHO 3TUM
NNUOM ABNAETCH pyKOBOOAUTEND
Wb opranusaumm)

WHnunatop

Mognucek

damunus

JomKkHOCTb

HaTa

AHanunTtuk

Mognuce

damunus

HonxHocTb

Data

OnoBeleHHbIe NUUa/cy6beKTbI

PykoBoauTenb crnyx- Pykosogutens lPUUMAB O
661 B O
MecTHbIl pykoBOaU- PykoBogutens MHPOPMaLUOHHBIX
Tenb (YTOUHUTB, KAKOTO cuctem 0O

noapasgerneHusi) (]

O

ABTOp OTUeTa PykoBogutenb aBtopa otueta O

Monuuus O Opymve nmua O

(Hanpumep, cnpaBouHasi cnyx6a, otaen
KagpoB, PYKOBOACTBO, Cnyba BHYTPEeHHEro
ayavTa, PErynsiTMBHbIA OpraH, CTOPOHHSIsI

KCBP
OnpepennTsb:
MpuBneveHHbIe NMua

AHanuTuk AHanuTuk

Mognuce Mognuce

damunus damunus

JomkHocTb [ormKkHocTb

Hata Hara
AHanuTuk AHannTuk

Moanuce Mognuce

damunusn damunus

HonxHoctb HomxHocTb

Hata Hata
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MpwunoxeHne B
(cnpaBoyHoe)

Mpumepbl 06LLUX peKoMeHAaUUiA No oLeHKe MHLUMAEHTOB MH(opMaLMOoHHON 6e3onacHocTU

B.1 BBepeHwe

B HacTosIWeM NpunoXeHnn NpeacTaBneHbl NPUMeEPHbIe PeKOMEHAALMN NO OLEHKE Y KaTErOPUPOBaHUIO HEraTUBHbIX
nocreactemii nHumaeHToB UB, rae kaxgasa pekomeHgaums nmeet wkany oT 1 go 10 (1 — HuskuiA, 10 — BbicokuiA). (Ha
NnpakTKe MOTYT UCMONb30BaTbCs APYre WKarbl, Hanpumep, ¢ rpagauven ot 1 go 5. Kaxgas opraHvmsaums gomkHa nc-
nonb3oBaTh LWKany, Hanbonee NOAXOOALWLYIO Ansi ee YCIOBWN).

Mepen nayveHvem pekoMeHZauuin Heo6XoaUMO O3HAKOMUTLCH CO CNeayoLLMMU NOACHEHUSAMMN:

- B HEKOTOPbLIX U3 peKoMeHaauni, NpeacTaBeHHbIX HUXe, COAepXUTCS npuMedanne «Het 3anncuy», ans HeraTme-
HbIX NOCNEACTBMIA, NPUBEAEHHLIX AN Kaxdon rpagaummn nHumaenta UMb (o1 1 go 10) M ngeHTMYHbIX Ans gpyrux wkan (Ha-
npumep, ¢ rpagaumeri ot 1 ao 5). OgHako Ha HEKOTOPbLIX rpagauusix (no wkane ot 1 Ao 10) 4Ns KOHKPeTHbIX HUMaeHToB Vb
CUMTAEeTCs, YTO U3-3a OTCYTCTBUS BOMbLUKMX Pa3nuyuii B 3anucsiX 0 nocneacTeusix MHunaeHTa Nb Ha 6onee HU3kux rpapa-
uUsIX AenaTk 3anuck HelenecoobpasHo 1 B 9TOM criyyae AernaeTtcsi npuMmedanue «Het saanucy». AHanorm4Ho Bbeilenano-
XeHHOMY, Npu Gonee BbICOKUX rpagauusix uHumaeHta Vb cuntaetcs, 4To HeraTUBHbIE MOCNEACTBUS ONS HUX HE MOTyT
ObITb CEpbe3HEee HeraTUBHbIX NOCNEACTBUN, MOKa3aHHbIX A5 CaMON BbICOKOW Fpagaunmn, U, crnegoBaTenbHo, AN aTux rpa-
Jauun gencteyeT npumedanue «Het 3anucuy. (Takmm 06pa3om, Gbino Gbl HENPaBWUITBHO UCKITIOYNTE YKA3aHUS C MOMETKOM
«HeT 3anvcu» n Tem cambiM rpagaumio Wkanbl);

- ONsi NPUBEAEHHbIX PEKOMEHAAUMUN, B KOTOPLIX MPUMEHSIIOTCS (OPMHAHCOBbLIE NoKasaTenu, NpMBeaeHHbIe Npeaenbl
konebaHuii KaxxyTcsl HECKOMNbKO HeobbluHbIMU. [epen UCnonb3oBaHMEM 3TU PEKOMEHAAUMN JOSKHbI ObiTe AOMNONHEHBI
HOpMUPOBaHUEM KorebaHui kypca BantoTel, Hanbonee noaxoasier Ansi opraHM3aumm.

Takum 06pasoM, Npu NCMONb3OBAHMN NEPEYNCTISIEMbIX PEKOMEHOAUUIA ANl paccneaoBaHnsi HETaTUBHLIX nocnen-
cTBUIM nHumaeHTa Mb anst GuaHeca opraHmsaumm, SBMSIIOWMXCSA CNeACTBUEM HECAaHKLMOHNPOBAHHOIO PacKpbITUst MUHGOpP-
MaLWK, HECAHKLMOHMPOBAHHOIO M3MEHEHUs1 nHpopmaumm, oTkaza OT WUCMOoSIb30BaHHOW UHAOPMAUUK, HEAOCTYNHOCTH
nHdopMaummn 1 (Unn) cepeuca, YHUHTOXeHNs uHdopmaumm u (Mnu) cepenca, B Nepeylo ovepeab Heobxoammo onpege-
NnTb, Kakas U3 HKecneayoLLmMX KaTeropuii sIBNAeTCsl COOTBETCTRYOLWEeN. Heobxoaumo npumeHsTe pekoMeHgaumm no Ka-
TErOPUPOBaHUIO ANS ONpederieHns peanbHOro HeraTVBHOIO BO3AEWCTBUA HA BU3HEC-NPOLECCHI («3HAYUMOCTBY) C LeNbIo
3aHeceHus B hopmy oT4eTa 06 nHuuaeHte MB.

B.2 ®uHaHcoBbIe y6bITKM/HapyLLeHne xoaa 6u3Hec-onepaumn

MocneacTBuA HECAHKUMOHUPOBAHHOTO PaCKpbITUS, MOAUMUKALMM U UCKAXKEHUS CMbicna nepegaHHon nHdopma-
LuK, @ Takke HeJOCTYMHOCTU U YHUHTOXEHUSA Takow MHAOpMaumMm MoryT NnpueecTy K (hMHaAHCOBbIM yObITKam, HaNpUMep, B
pesynbTaTe CHUXEHUA UEH Ha akuum, MOWEHHUYECTBA UNW Pa3pbiBa KOHTPaKTa No npuynHe 6e3gencTens unu 3anosaa-
NbIX AENCTBUM B OTHOLWIEHUN 3TUX NocneacTeui. MocneacTBUAMM HEQOCTYNHOCTY UITM YHUHTOXEHUA Nntobon nHdpopmauum
MoxeT BbITb Takke HapyweHne 6usHec-npouecca. Ha ucnpaenexnue cutyauum v (unu) BocctaHoeneHne buaHec-npouecca
nocne Takmx nHumaeHtoB b notpebylotcs Bpemsi n yeunua. 3Ty nocnesacTBrsi B HEKOTOPLIX CyHasX MOryT BbITb 3HA4U-
TernbHbIMU U JOMKHbI 0653aTENBHO NPUHUMATLCA BO BHUMaHWe. [1ns pacyeToB nocneacTeui Heo6xogumo, YToObl BpeMs
BOCCTaHOBINEHUS BbIMMCNANOCH B eanHULAX pabodero BpeMeHn nepcoHana u nepecuntbiBanock B CTOUMOCTbL paboyero
BpeMeHu (bMHaHcoBble 3aTpaThl). 3TN hUHAHCOBLIE 3aTPATbI AO0MKHbLI 6bITb BBIYNCIIEHBI, UCXOASA M3 CpedHen CTOMMOCTH
1 4yen.-mec Mo COOTBETCTBYIOLLEN rPagaunn/ypoBHI0, NPUHATON/MPUHATOTO BHYTpY opradu3auvu. [NpeanaraeTcs pykoBo-
CTBOBaTbCS CNEAYIOWUMN PEKOMEHAALMNSMU;

1) pesynbTaTt B hMHAHCOBbIX YObITKax/3aTpaTax x, UM MeHee;

2) pesynbTat B hMHAHCOBLIX YObITKaxX/3aTparTax Mexay X, U X,;

3) peaynbrtaT B hMHAHCOBbIX ybbITKax/3aTpatax mexay x, + 1 1 x;;

4) pesynbTat B hMHAHCOBLIX yBbITKaX/3aTpaTax mexay x, + 11 x;

5) peaynbrtaT B hMHAHCOBbIX y6bITKax/3aTpatax mexay x, + 1 1 x;;

6) pesynbrat B pMHAHCOBLIX y6bITKax/3aTpartax mexay x; + 11 xg;

7) pesynbrat B (pMHAHCOBLIX y6bITKAX/3aTpaTax Mexay X; + 1 v x;

8) pesynbrat B (hovHAHCOBLIX y6bITKAX/3aTpaTax Mexay x; + 1 1 xg;

9) pesynbrar B hvHaHCOBLIX y6biTKaX/3aTpaTax Gonee xg;

10) opraHu3zaums BbIXxoauT U3 GuaHeca.

B.3 Kommep4eckne n aKOHOMU4ECKNEe NHTEpeChl

Kommepueckan n skoHommuyeckan nHdopmaumsa HyxgaeTcs B 3almTe U OLEHMBAETCS C YYETOM €€ 3Ha4UMMOCTH Ans
KOHKYPEHTOB UMK NO BO3AEHCTBMIO, KOTOPOE OKa3biBaeT €€ KOMNpoMeTaumusi Ha KOMMepYeckne uHTepeckl. Cnegyet pyko-
BOACTBOBATLCA CNeaylomMmMmM pekoMeHgaumsammn no obecneyvenmnio sawmTsl MHopmMaumm, NpeacTaBNSIoOWEN UHTEpPeC:
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1) ANSA KOHKYPEHTa, HO HE UMEET KOMMEPYECKOI 3HAUMMOCTM (LLeHHOCTW);

2) Ans KOHKypeHTa NPy 3HaYeHUn NapameTpa LeHHOCTM MHGOPMaLMK, PABHOM y, UM MeHee (KoMMepYecknii 060-
pot);

3) Ans KoHKypeHTa Npy 3Ha4YeHnn NapameTpa LLeHHOCTU MHAoPMaUMK, HaxogsWerocs B gnanasole y, +1 u y,
(o60poT) Mnu ABNsSIETCA NPUHYMHON MHAHCOBLIX YOBITKOB, MNW NoTepu 3apaboTka, unu obnerdaeT NonyyeHe He3akoHHON
npubkINM, MNKU Bbi3biBaeT HapylweHne o653aTenbCTB NO NOAAEPXKAHUIO JOCTOBEPHOCTU WHMOPMALMK, NOCTABNAEMON
TPETbLMMU CTOPOHaMM;

4) Ans KOHKypeHTa NPy 3Ha4eHMM NapameTpa LIEeHHOCTU MHAOPMAaLIMK, HAXOAAWErocs B guanasoHe y, + 1 1 y;, (To-
BapoobopoT);

5) AnA KOHKypeHTa Npu 3Ha4eHnn NapameTpa LEeHHOCTM UHOPMAaLIMK, HAaXOAALWErocs B AnanasoHe y; + 1 n y, (to-
BapooBopoT);

6) ANA KOHKYpeHTa npu 3Ha4eHun napameTpa LeHHOCTH nHopmauumn 6onee y, + 1 (o6oporT);

a TaKKke B crnyvasx, korga:

7) HeT 3anucu’;

8) HeT 3anucuy;

9) MOXeT CYLLLeCTBEHHO NOBNUSITE HA KOMMEPYEeCKUe MHTEPECH! UNn NogopeaTe GUHAHCOBOE COCTOSIHWME OpraHnU3a-
Lmw;

10) HeT 3anucu.

B.4 Undopmauusn, cogepxallas nepcoHanbHble AaHHbIEe

B mecTax xpaHeHusi u o6paboTkn MHdOpMaLum, coaepKallen NnepcoHanbHble gaHHble HU3NHECcKUX NnL, cunTarT
MOpanbHOM N 3TUHECKM KOPPEKTHON, @ NPY HEKOTOPLIX 06CTOATENBCTBAX oOpUANHECKN HEOBX0AMMON 3alnTy 9TON MHAOp-
Mauun oT HECAHKLMOHUPOBAHHOIO PaCKPbITUSI, KOTOPOE MOXET NPUBECTU B NMydleM cryvae K co3gaHuio auckomeopra y
IOPUAMYHECKOTO NNLA, a B Xyawem — K cyaebHoMy npecnegoBaHMio NULa, packpbIBLUENO MHGOPMaLUKIO, B COOTBETCTBUN C
TpeboBaHWeM 3aKOHOAATENbCTBA B YACTW 3aLLMThI NEPCOHASbHLIX AaHHbIX. B paBHOW cTeneHn Heo6xoanmo, Ytobbl UH-
hopmauus, cogepxallias nepcoHaneHble AaHHble, 6bina Bcerga npaBUNbHOM, NOCKONBKY €€ HECaHKUMOHUPOBaHHOE U3Me-
HeHve, nNpuBoOAsillee K MOSIBNEHUI0 HEKOPPEKTHbIX [AaHHbIX, MOXEeT WMMETb Takoe Xe nocneacTene, 4Tto U ee
HecaHKUMOHUPOBaHHOe packpbiTue. BaxHo, 4To6bl nHhopmaumio, cogepxalyio NepcoHanbHble AaHHble, HeNb3a GbinNo
caenaTb AOCTYNHOW UMM YHULTOXN T, MOCKOIBbKY 3TO MOKET NPUBECTU K NPUHATUIO HENPABUNbHBIX PELLEHWI I0pUanYecku-
MW Muamu unu nx 6e3gencTenio Bo Bpems nHumaeHTa UMb, Uto MOXET MMeTh Takoe Xe BO3AeNCTBUE, UTO U HECAHKLNOHN-
poBaHHoe packpbiTie nnvu Mogndukauns nadopmaummn. CnegyeTt pykoOBOACTBOBATLCA CNeAyOWMM PEKOMEHAALMAMMN NO
rpagauum HaHeceHus ywep6a nHbopmauum, cogepxawen nepcoHanbHble AaHHbIE:

1) HaHeceHune (NpUYMHEHNe) He3HauMTenbHOro yuiep6a (becrnokoicTBa) KOHKPETHOMY NULY (THEB, PAcCTPONCTEO,
pa3soyapoBaHne), HO He HapyLUeHUe NPaBoBbIX UM HOPMAaTUBHLIX TPe6oBaHWIA;

2) HaHeceHue (nNpuunHeHue) ywepba (GecnokoicTBa) KOHKPeTHOMY nuuy (THEB, PacCTPOICTBO, pasoyapoBaHue),
HO He HapylleHWe NPaBoBbIX UM HOPMaTHBHbIX TpeGoBaHW;

3) HapyleHWe NpaBOBbIX, HOPMATUBHBIX UK 3TUHECKMX TPeBOBaHWK, a Takke ony6rnkoBaHue HaMepeHUs OTHOCW-
TENbHO HapyLeHUs 3aWwnTbl MHOPMaLMK, NPUBOASILLEE K HE3HAUUTENBHOMY ANCKOMMOPTY KOHKPETHOIO NULLAa UINU TPYN-
nbl Nu;

4) HapyweHve NpaBoBbIX, HOPMaTUBHbLIX UMK 3TUYECKUX TPeBOBaHMIA, a Talkke onybrnMkoBaHMe HaMepeHWin OTHOCU-
TENbHO HapyLeHUs 3aWwnTbl MHPOPMaLIMK, NMPUBOASILLEE K YYBCTBY 3HAYUTENBHOIO AncKkomdopTa Arsi KOHKPETHOO NUua
WK K He3HaunTenbHOMY AnckompopTy — rpynnbl nn;

5) HapylieHne NpaBoOBbIX, HOPMATUBHbIX UMK 3TUUECKUX TPeOOBaHWI, a Takke onybrnMKoBaHHBIX HAMEPEHWI OTHO-
CUTenbHO 3almMTbl MHOPMaL MK, NPUBOASILLEE K CEPbE3HbIM NPOBemMamM KOHKPETHOMO NUUa;

6) HapyLeHVe NPaBoBbIX, HOPMATUBHLIX UK ITUHECKMX TPeBGOBaHUK, a Takke ony6nuMkoBaHue HaMepeHUii OTHOCK-
TeMNbHO HapyLIeHUs 3almMTel MHOPMaL UK, NPUBOASILLEE K CEPLE3HOMY AUCKOMMDOPTY ANS FPYNNbl WL

7) HeT 3anucy;

8) HeT 3anucy;

9) HeT 3anucy;

10) HeT 3anucw.

B.5 MpaBoBble N HOpMaTUBHbIe 06sizaTenLCTBa

HaHHble, xpannmMble n obpabaTbiBaemble opraHM3aumeit, MoryT NoAYUHATLCA NPaBOBbLIM U HOPMAaTUBHLIM 06s13a-
TeNbCTBaM MMM XpaHuTbcs M obpabaTtbiBaTbcs € Lenblo obecneyeHnsi COOTBETCTBUS OpraHM3aunmn AaHHbiM obs3a-
TenbcTBam. HecobniogeHune Takmx 06A3aTeNbCTE, HAMEPEHHOE UM HEHAMEPEHHOE, MOXET NPUBECTMN K NPUHATUIO NPaBO-
BbIX UMW adMWHUCTPATUBHBIX Mep K nuuam, paboTaiowmM B AaHHOW opraHu3aumn. Pe3ynbTaTom NPUHATUA AaHHBIX Mep
MoryT 6biTb WTpade! 1 (MNK) TIopemHOe 3akiovenune. [MpegnaraeTcs pykoBOACTBOBATLCS CNeAyoWMMN pekomeHaaums-
MU:

1) HeT 3anucy;

R TepmuH «HeT 3anncu» o3HavaeT, YTo Ans 3TOW rpagauum nocrneacTeui nHumaeHta b cooteeTCTRYIOWAA 3anuch
OTCYTCTBYET.
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2) HeT 3anucy;

3) npepynpexaeHue o NpaBoNpUMeHeHVI, IPaxXgaHCKMIA UCK UMK YTONOBHOE NpecTynieHve, Npueogsiuee K puHaH-
COBbIM ybbITKam/WTpady z, NN MeHbLLe;

4) npeaynpexaeHue, rpaX4aHCKMW WCK WIM YIONOBHOE NpecTyrnrneHue, npusogsiee K (PMHAHCOBOMY yLuep-
6y/wTpady mexgy z, + 1 v z,;

5) npegynpexaeHue o NpaBoNpPUMEHEHNI, TPaXKAAHCKUIA MICK UK YTONIOBHOE NPECTYIIieHne, Npueoasiuee K huHaH-
COBbIM yObITKAM/WITPay Mexay z, + 1 1 z, unn TIOPEMHOMY 3aKITIOYEHMIO CPOKOM 10 ABYX MeT,

6) NpeagynpexaeHve 0 NpaBoHapyLWeHUK, IPaXKAaHCKUIA UCK UNW YTONOBHOE NpecTynnexHne, npusogsiuee K puHax-
COBbIM ybbITKam/liTpady Mexay z; + 1 1 z, Nnn TIOPEeMHOMY 3aKIMIOHEHUIO CPOKOM OT AByX Ao 10 neT;

7) npepynpexaeHue o NpaBoHapyLWeHUV, rpaXKaaHCKUIA UCK MW YIONOBHOE NpecTynnexHue, npusoasiuee K puHax-
COBbIM YObITKaM/WITpady unm TIopeMHOMY 3aknoveHuto cpokom 6onee 10 ner;

8) HeT 3anucy;

9) HeT 3anucy;

10) HeT 3anucwm.

B.6 MeHepxmeHT n 6usHec-onepaumm

MHopmaLumsa moxeT ObITb TAKOW, HTO ee KoMnpomeTaumsi cnocobHa HanecTm yuwep6 addektmBHocTy paboTel opra-
Hu3auun. Hanpumep, Byayum packpbITOM, OTHOCALLASICA K BHECEHWIO UBMEHEHUI B NONUTUKE MHCOPMaLIMS MOXET CNPOBO-
LMpoBaTh Takylo OBLWECTBEHHYI0 peakuuto, YTO peanusauns AaHHOW MOMUTUKM CTaHeT HeBo3MoxHon. Moaudukauwms,
M3MeHeHMe CMbICcna nepeaHHon MHopMaLMK MU HEQOCTYNHOCTL MHOPMaLUMK, Kacatowencs PUHAHCOBLIX aCNEKTOB
WU KOMMBHOTEPHOTO MPOrpamMmmMHOro ob6ecneydeHns, MOryT TaKkke UMeTb Cepbe3Hble NnocrneacTsusi st paboTsl opraHusa-
uun. Kpome Toro, oTkaa oT o6sizatenscTe No obecneuennioc Ub moxeT nMeTb HeratuBHble nocrneAcTeust ansi 6usHeca.
MpepnaraeTcs pykOBOACTBOBATLCA CledyoLWyMMY PEKOMeHAaLMSIMU MO OLEHKe NOCNeCTBUNA:

1) HeadbdekTMBHan paboTa 0gHOro noapasgeneHns opraHnusaumm;

) HeT 3anucy;
) HapyweHue dbyHKUMI (AenaTenbHOCTM) No ahHEKTMBHOMY PYKOBOACTBY OpraHu3saumen u ee paborol;
4) HeT 3anucy;
) co3pgaHue npensaTcTBuUi Ansi acpdpekTmBHOM paspaboTkm nnu MyHKLUMOHMPOBAHUS NMONUTUK OpPraHn3auuy;
) Npu4mMHeHue ywepba opraHm3aumm Npu KOMMEPHECKMX UM NONUTUYECKMX NEPEroBOpax ¢ ApPYrMMU opraHu3aum-
AMUY;

7) cosfaHwe NpensiTcTBUN Ansi pa3paboTku nnm GyHKLMOHMPOBAHUA MABHbLIX NONUTUK OPraHU3aumm, OTKNIOYeHne
UINWN 3HAUYUTENBHOE NPEepbIBaHNE BRXKHbLIX ONepaLmi KakuM-nnbo apyrmm cnocobom;

8) HeT 3anucy;

9) HeT 3anwucy;

10) HeT 3anucw.

B.7 YtpaTa npectnxa

HecaHkunoHupoBaHHOE packpbiTne nHdopmaumm, otkas ot o6azatenscTe no o6ecneveHnio b nnn moandmkauma
MHOpMaLMK, a TakKke HEAOCTYNHOCTb MHEPOPMALIMK MOTYT NPUBECTU K NOTEPE NPECTKa opraHn3aummn ¢ nocrneayowmm
BO3MOXHbIM HaHeCeHeM yLiep6a ee penyTauuu, K notepe JOBEPUA U APYTMM HEratmBHbIM nocneacTeusam. MNMpeanaraerca
PYKOBOACTBOBATLCS CeayloLwyMU PEKOMEeHJaLMSIMM MO OLEHKe NPeCcTUXa opraHn3auum:

1) HeT 3anucy;

2) cospgaHue atmocdepbl He4OBONbCTBA BHYTPY OpraHu3aumnm;

3) HeraTvBHOe BNUSHWE Ha OTHOLIEHUS C aKLUMOHepamu, NoTpebutensamun, NocTaBLyMKamm, peryrnpyiowmmm opra-
Hamu, NPaBUTENBLCTBOM, C APYTMMU OpraHn3aunsiMm unv obLecTBEHHOCTBIO, NPUBOASILLEE K HEXernaTernbHbIM nocnes-
CTBUSIM MECTHOro/pernoHarnsHoro macwraba;

4) HeT 3anucy;

5) HeraTWBHOE BMUSHWE HA OTHOLIEHUS C aKLuMoHepamu, NoTpebutensamun, NocTaBLyMKamm, peryrnpyiowmmm opra-
Hamu, NPaBUTENbLCTBOM, C APYTMMU OpraHn3aunsiMm Unv obLecTBEHHOCTBIO, NPUBOASILLEE K HEXernaTernbHbIM nocnes-
CTBMSIM HauMoHaneHoro macwtaba;

6) HeT 3anucy;

7) 3HauWMTenbHOE HeraTWBHOE BMMSIHUE HA OTHOLLEHUS C aKUMOHepaMun, NoTpebuTensmMm, NocTaBLUMKaMU, perynu-
pyOLWMMM OpraHamu, NpaBUTENbLCTBOM, C APYIMMY OpraHu3aumsiMm nnu o6LecTBeHHOCTBIO, MPUBOASILLEE K HEXenaTerb-
HbIM NOCNEeACTBUAM;

8) HeT 3anucuy;

9) HeT 3anucuy;

10) HeT 3anucwm.
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MpwunoxexHne C
(cnpaBouHoOe)

CBepeHus o COOTBETCTBUM HaLMOHanbHbIX cTaHAapToB Poccuitickon ®epepauun

Tabnuuya C.1

CCbINMTOYHbIM MeXAYHapOoAHbIM CTaHAapTam

O6o3HaveHne CCblNoYHOro
MeXayHapoaHoro craHgapTa

0O603Ha4YeHne U HauMeHoBaHWe COOTBETCTBYOLLEro HauMoHanbHOro craHaapTa

MCO/M3K 13335-1:2004

[OCT P UCO/M3K 13335-1—2005 UHcopmaumoHHasa TexHonorus. Metogpl
obecneveHnss GesonacHoCTU. YnpaeneHue 6e30nacHOCTbI0 MHOPMAaLIMOHHBIX 1
TeneKoMMYHMKaUMOHHbIX TexHonormn. Yacte 1. KoHuenums n mogenu ynpaene-
HUs1 6e30MacHOCTBI0 MHEPOPMALMOHHBIX U TENEKOMMYHUKALMOHHBIX TEXHOMNOTUIA

NCO/M3K 17799:2000

FOCT P UCO/M3K 17799—2005 WHdopmaumnoHHas TexHonorus. MNpaktuyec-
Kve npaBuna ynpasreHusi MHPopMaLVOHHOW 6e30nacHOCTbIO

[11 MCO/M3K 13335-2:1998

[2] NCO/MBK TO 15947:2002

[3] MCO/MBK TO 18043:2002

[4] 1CO 9000
[5] MCO 14000

Bu6nuorpadusn

WudopmaumnorHHasa TexHonorms. Metoabl u cpeactBa obecneveHnss 6830MacHOCTU.
YacTtb 2. MeTogbl MeHegXMeHTa pUCKOB 6e30MacHOCTU MHMOPMALMOHHBLIX WU Terne-
KOMMYHUKALUVOHHbBIX TEXHOMOTUM

WHdopmaumonHasa TexHonorus. Metogsl 1 cpeactBa obecnevenns 6e3onacHocTy.
CTpykTypa 06HapyXeHUsi BTOPXXEHWS B MHPOPMAaLMOHHbIE TEXHONOMMN
MHdopmaumnoHHas TexHonorms. Metogpsl u cpeacrea o6ecneveHms 6eaonacHoctu. Pe-
KOMeHZaLuum no BeiGopy, pasBepTbiBAHUIO U AKCMNyaTaumum cucTeM 0BHapyXeHWsi BTOp-
XeHus

Komnnekc CTaHOaapToB CUCTEM MEHEPKMEHTA KavecTBa

Komnnekc cTaHaapToB Mo 3KONorMyeckon 6e3onacHocTu
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YOK 004.056:006.354 OKC 01.040.01 TOO
35.040

KntoueBble crnoBa: MeHemMKMEHT MHUMAEHTOB MHGOPMaLMOHHON 6e30nacHOCTU, rpynna pearpoBaHns Ha UH-
unaeHTbl MHgopmaunoHHoi GesonacHocTu, cobbiTne nHdopMaunoHHon BesonacHocTH, cucTema MeHen-
XMeHTa nHgopMaunoHHon GesonacHoCTU
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