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Npeaucnosue

Llenu v npuHUMnbI cTaHpapTusauun B Poccuiickoi Pepepaunn ycraHosneHs! GefieparibHbiM 3aKOHOM OT
27 nekabps 2002 r. Ne 184-®3 «O TEXHNYECKOM perynuposaHuuny», a npasuna npuMeHeHUs HauuoHanbHbixX
cTaHaapros Poccuiickoii ®epepaunn — FOCT P 1.0—2004 «CraHpaptusauus B Poccuiickon deaepaiimn,
OCHOBHBIE MONOXeHUA»

Csegnexnn o cTaHpapre

1 NOArOTOBNEH degepanbHbIM rOCysapCTBEHHbIM yupexaeHnem «ocynapCTBEHHbIN Hay4HO-
uccrneaoBaTenbCKUn MCNLITATENbHBIA MHCTUTYT NpobiemM TexHu4eckom 3alnTel nHdopmaumm degepanbHoin
cnyx6bl N0 TEXHUYECKOMY U1 3kcnopTHOMY koHTporito» (PTY «THAU NT3U @CTIK Poccumr») n Obiectsom ¢
OrpaHNYEHHON OTBETCTBEHHOCTbIO «Hay4Ho-npon3soacTeeHHan cdmpma «Kpuctrannm» (OO0 «HM® «Kpuc-
Tann») Ha ocHoBe COBCTBEHHOrO ayTeHTUYHOIO NepeBoja cTaHaapTa, ykasaHHOro B nyHkTe 4

2 BHECEH YnpaeneHuem TeXHU4ECKOrO perynupoBaHua U ctaHpapTvaauum denepanbHOro areHrcTsa
M0 TEXHUHECKOMY PEryyiupoBaHuIo 1 MeTPOSOorum

3 YTBEPXOEH W BBEAEH B JQENCTBME Mpukasom deaepansHOro areHTCTBa o TeXHNUECKOMY
perynupoBaHuio u meTposnoruu ot 27 gekabps 2006 r. Ne 375-ct

4 HacToswwiA cTaHapT aeHTUYEH MexgyHapoaHoMy ctaHgapTy MCO/M3K 27001:2005 «MHdopma-
LiMoHHas TexHonorus. Metogp! U cpeacTea obecneueHna 6esonacHocTu. CucteMsl MeHeAXKMeHTa nHdopma-
unoHHon GeaonacHoctu., TpeGoeanua» (ISO/IEC 27001:2005 «information technology — Security techni-
ques — |nformation security management systems — Requirements»).

Mpw NpUMEHEHNN HACTORLLErO CTaHaapTa pekoMeHAYEeTCR UCNONb30BRaTh BMECTO CChINOMHOIO MeXAy-
HapoAHOro cTaHgapTa COOTBETCTBYIOLUMI eMy HauMOHanbHLIR cTaHgapT Poccuiickon depepauwu, cBegeHUs
0 KOTOpPOM NpUBELEHbI B 4ONONMHUTENBHOM NpuUnoxeHun D

5 BBEAEHBINEPBbIE

Unhopmauusi 06 uameHeHusix K HacmoswieMy cmaHoapmy nybnukyemcs 6 exe200Ho u3dasaemMom
UHGhopMalUOHHOM yKkasamene «HayloHanbHele cmaHOapmbi», 8 MEKCm U3MeHeHUU U Nnonpaeok — 6 exeMe-
CAYHO usdasaeMbix UHGhOPMAULIOHHbIX yKasamensx «HayuoHansHbie cmaHOapmel». B criyyae nepecmompa
(3ameHbi) unu ommMeHbi Hacmosweao cmaH8apma coomeememsyiouiee yeedomMneHue 6ydem ony6uKko8aHo
8 EXEeMeCSAYHO u3dasaeMoM UHGOPMaLUUOHHOM yKkazamene «HayuoHansHbie cmaHGapmebly. Coomeemem-
syrowas UHgbopmayusi, yeeOoMIIeHUE U MEeKCIMbI pa3Mewarmcs maike 8 uHghopMayuoHHoU cucmeme obue-
20 1onb308aHuUs — Ha oghuluanbHoM calime QedepanbHO20 a2eHmcmaa No MexHUYECKOMY peaynuposaHuio
u Memponoauu e cemu ViHmepHem

© CrangaptuHdopm, 2008

HacToswwii cranaapT He MOXET GbiTh NONHOCTHIO UMK HYACTUUHO BOCNPOU3BEAEH, TUPAXUPOBAH U pac-
npocTpaHeH B kadecTee 0hULMaNLHOTO nagaHus 6es paspelueHus GegepansHOro areHTCTBA No TEeXHUYECKo-
MY PErynmpoBaHuUIO N METPOSorMm
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0 BBepeHue

0.1 O6wwme nonoxeHus

HacTosiuiumia ctaHgapT NoAroTosseH B kKa4ecTBe Moaeny anst pa3paboTku, BHeApeHUs!, pyHKUMOHUpoBa-
HWUA, MOHUTOPUHIA, aHannaa, NoOAAEPKKM 1 YYYLLEHUS CUCTEMbl MeHeKMeHTa MHopmauvoHHon 6e3sonac-
HocTM (CMUB). BHeapenne CMUB siBnsieTcs cTpaTerndeckum peweHnem opranmaauuu. Ha npoektmposaHue u
BHegpeHne CMWB opraHusaumu BNusoT NoTpeBGHOCTM W Lenn opraHu3aumnm, Tpe6osaHus 6e3onacHOCTH,
UCnonb3ayeMble NPOLECcChl, a Takke MacwTabbl 4eRTEeNbHOCTM U CTPYKTYpa opratu3auun. MpegnonaraeTcs,
YTO BbllLEYKa3aHHbIe hakTopbl U NoaaepXMBalolLne ux cucteMsl 6yyT nsmeHsATbCA BO Bpemenw. Mpeanona-
raeTcs Takke, 4To CMUB GyaeT M3MeHATLCH NponopuUMoHansHo NoTpeGHOCTAM opraHn3aumi, T. €. Ans Npo-
CTON cuTyaumm noTpebyeTcs NpocToe pelleHne no peanusauum CMUB.

MornoxeHWs HACTOSLLEro cTaHAapTa MOryT ObITe MCNONb30BaHLI Kak BHYTPU OpraHU3aLum, Tak U BHeWHH-
MU opranusayMsMmn OAnNs OLEHKW COOTBETCTBUS.

0.2 MpoueccHbIN noaxoa

HacTtosiwuia ctaHaapT npeanonaraeT MCrofb3oBaTh NPOLECCHbIA noaxon Ansi pa3paboTku, BHeApeHus,
obecneyeHns yHKLMOHUPOBAHUSA, MOHUTOPUHIE, aHaNN3a, nogaepxku n ynydwenns CMUB opraxuaaumn.

Ons ycnewHoro yHKUMOHUPOBAHUS OpraHU3aumns AOMKHA ONMpeaeriuTs U OCYLUECTBUTE MEHEAKMEHT
MHOrOYMCNEHHbIX BUAOB AeATEeNbHOCTY, [esTenbHOCTb, UCNOoNb3YIotiaa pecypchl U ynpasnseMas 8 Lensax
npeo6pazosaHUA BXOAO0B B BbIXOALI, MOXeT GbiTb pACCMOTPEHa Kak npoLiecc. HacTo Bbixo 0aHOro npoLecca
HerocpeacTseHHo bopMupyeT BXxoa Afs creaytoLyero npoecca.

Mcnons3osaHne BHYTPU OpraHvW3aunyM CUCTEMbl NMPOLECCOB Hapsgy C uaeHTudukaumeil U B3aumo-
AENCTBMEM STUX NPOLIECCOB, a Takke MEHEMKMEHT NPOLECCOB MOMYT GbiTh ONpedeneHbl KaK «NpoLUecCHbI
noaxoa».

CornacHo npeanaraeMomMy HaCTORLUM CTaHAAPTOM NPOLECCHOMY NoAXofy NPUMEHMUTESBHO K MEHE K-
MeHTY UHopmaLlmoHHoi 6esonacHocTu (MB) ocobyio 3HaYMMOCTb ANS Nonb3oBaTenen MMET Cneaylolme
hakTopbl:

a) noHnmaHwve TpebosaHuin HOPMaUUOHHON 6830MacCHOCTN OpraHn3aunn 1 HeoBXoOANMOCTH YCTAHOB-
NeHusi TONUTKKK U Lienei nicpopMaumoHHom 6e3onacHocTy;

b) BHegpeHue n ncnonb3oBaHue Mep ynpasneHusi ANs MeHemkMeHTa puckoe UB cpean o6wux 6ua-
HEC-PVCKOB OpraHn3aumu;

C) MOHWTOPWHT M NPOBePKa Npoun3BoaAnMTeNbHOCTY U achdekTusHocT CMUEB;

d) HenpepbiBHOE ynydileHne CMUB, ocHoBaHHOe Ha peaynbTaTax 06beKkTUBHBLIX U3MEPEeHUIA.

B racTtoswwem ctaHgapTte npeacrasneHa mogent «fnaxnuposanme (Plan) — Ocywecrtenenne (Do) —
Mposepka (Check) — feicteue (Act)» (PDCA), koTopas MoxeT 6biTh ipUMeHeHa NPy CTPYKTYPUPOBaHNUN BCeX
npoueccos CMUB. Ha pucyHke 1 noka3aHo, kak CMUB, ucnonb3ys B kKayecTBe BXOAHLIX BaHHbIX TpeGoBaHns
WB v oxunpaaemble pe3ynbTaThl 3aMHTEpecoBaHHbIX CTOPOH, C NOMOLLbI0 HEOBX0AUMbIX AEMCTBUIA M NPOLLECCOB
BblJaeT BbixOAHbIE AaHHbIE NO pe3ynbTatam obecneyeHns MHHOPMaLMOHHOK 6e30NacHOCTY, KOTOPbIE COOT-
BETCTBYIOT 3TUM TpeboBaHMAM 1 OXugaembIM pesynbTataM. PUCYHOK 1 MNMIOCTPUPYET Takke CBA3N Mexay
npoLueccamu, onucaHHsIMu B pasaenax4,5,6,7un 8.

MpunsTe mopenu PDCA Taicke 0TpaxaeT NpuHLMNbL, yCTaHOBNEeHHbIe B iupekTuBax OpraHusaumv ako-
HOMUYeckoro coTpyaHuuecTBa v passutus (OSCP) 1 onpeaensiouine 6e3onacHOCTL MHEOPMAaLIMOHHBIX CUC-
TeM U ceTeit [1]. HacToswwit ctaHpapT npeAcTaBnsieT HarNsaaHyio MoAenb AN peannsauun Ha NpakTuke
yKazaHHbIX NPUHLUMNOB, KOTOPbIE NO3BONSIOT OCYLLECTBUTL OLIeHKY PUCKOB, MPOEKTUPOBaHKE N peanuaaumio
CUCTEMBI MHEOPMAaLMOHHOI 6e30MacHOCTU, €€ MeHEeIXMEHT U NePeOLeHKY.

Mpumepsbi

1 Tpeb6oeaHue mMoxem 3aKs1loNambCsl 8 MOM, Ymo6bl HapyuwieHus1 uHghopMayuoHHoU 6esonacHocmu He
npueodunu Kk 3HavumenbHoMy huHaHCOBOMY yuepby ONA opa2aHu3aLuU u/unu K cyuecmeeHHsIM 3ampyOHeHuU-
AM 6 ee desmenbHOCMU.

2 OxudaeMbiM pe3ynsmamom Moxem 6bims Hanuvue e op2aHusayuu ocmamoYHo Xopowo o6yYeHHBIX
compydHukoe dna npoaedeHust npoyedyp, N0360MTIOUUX MUHUMU3UPO6aMb 603MOXHLIe Hebnazonpusimisie
nocnedcmeus e cnyyae cepbe3HO20 UHYUOEHMa, HanpuMep HeCaHKUUOHUPOBaHHO20 NPOHUKHOBEHUS (amaKu
Xxakepoe) Ha aeb-calim op2aHu3ayuu, Yyepes KOMOPbLIL OHa OCYWeCMEsISiem INeKMPOHHYIO0 MOP206ITo.
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pesynerars
B obnactn UB

U oXuaaemble <o

Mnannposanne
Paspaborka
CMUB
3aunrepeco-
BaHHbIE
CTOPOHbLI
Ocyuwecranenue| Breapenve MloAgepx«a [evicTame
¥ dyHKumO-
HupoBanve 1 ynyJiuexve
CMM1B
cMub
MNposenetne
MOHUTOPUHIa
v ananusa CMUB
) Ynpasnsemast
MNposepka me
-
Pucyrok 1

Csssn Mexay npolieccamu, onvcaHHbLIMKU B paspenax 4, 5, 6, 7 v 8, npeacTasneHsl Takoke B Tabnuue 1.

Ta6bnuuya 1

r MnaHupoBaHue (paspaborka CMUB)

Pa3pabotka NonuTUKK, ycTaHosneHue Lenei, npoueccos U Npo-
ueayp CMUB, OTHOCALUMXCA K MEHSMKMEHTY pUCKa W ynyullenvio
MHPOPMALMOHHOIN 6830NacHOCTH, ANA AOCTKEHUSA Pe3yfbTaTos, CooT-
BETCTBYIOWMX OOLLEl NONUTUKE W LIENsIM OpraHu3aLmm

OcywecteneHve (BHegpeHmne n obecne-
YeHue yHkynoHuposarHus CMUB)

BHeapesne v npumeHeHne nonutuku uwHdgopmauvoHHon 6eso-
nacHoOCTY, Mep ynpasneHus, npoLeccos u npoueayp CMUB

Mposepka (NpoBeseHEe MOHUTOPYHIA U
aHanuaa CMUB)

Ouetka, B TOM YuCnE, NO BO3MOXHOCTH, KONUYECTBEHHAsR, Pesynb-
TaTUBHOCTU MPOUECCOB OTHOCUTENbLHO TpeGoBaHWA NOAUTUKK, Lenen
6e30MacHOCTW WU NpakTU4ecKoro onbiTa dyHKUMoruposaHus CMUB u
VH(OPMUPOBaHKE BbICLLIETO PYKOBOACTBA O peaynsTaTax AnA nocne-
Zyloliero aHanumaa

CMVIB)

[enctene (noppepXka u ynydwenune

fpoBeneHne KOPPEKTUPYIOWMX U NPEeBEHTUBHbIX OeWCTBUIA, OCHO-
BaHHBLIX HA pe3yrbTaTax BHYTPEHHEro ayauta unu Apyron cooTeseTcT-
BYtOLLEA UHOpMaLUWK, U aHanuaa Co CTOPOHLI PYKOBOACTBA B LIENSX
AOOCTUXEHWS HenpepsIBHOro yny4yweHus CMUB

0.3 COBMECTUMOCTL C APYTUMM CUCTEMaMMN MBHEAXXKMEHTa

HacTosiuit ctaHgapT cornacosaH co ctaHgaptamu MCO 9001:2000 «Cuctemsl MmeHeg)XMeHTa Ka4ecT-
Ba. TpebGosanus» [2] u UCO 14001:2004 «CrcTembl ynpasneHus okpyxatowein cpefoit. TpeGoBanus v pyko-
BOLCTBO Mo ripumeHeHuio» [3] B uensx noAaep» k1 nocrnegoBaTeNbHOro U MHTErPUPOBaHHOTOC BHEAPEHWA 1 B3a-
UMOLSNCTBUNA ¢ ApYrMMU NOAOOHLIMY B3aUMOCBS3aHHBIMWU CTaHaapTaMmu B o6nacTn meHegMeHTa, Takum
obpa3soM, ofjHa NpaBUNBHO NOCTPOEHHAA CUCTEMa MeHeO)KMEHTA B OpraHU3aLu MOXeT YA0BNETBOPSATL Tpe-
6oBaHUAM BCex 9TUX CTaHOapToB.

Tabnuua C.1 MNMOCTPUPYET B3aUMOCBA3b MeXZdy pasfAenamu HacTOALWEro crTaHgapTa, a Takke
MCO 9001:2000 1 NCO 14001:2004.

Hactoswui ctaHgapT No3sonseT opraHu3ayum perynmposats CMWB wnm unterpuposats ee ¢ COoT-
BETCTBYIOLMMM TpEBOBAHNSIMY APYTUX CUCTEM MEHEDKMEHTA.
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HAUMWOHANBHBLIA CTAHJAPT POCCUMACKOWN OGEREPALUMN

WHdopmaLimoHHas TexHonorus

METOAbI U CPELACTBA OBECNEYEHNA BE3ONACHOCTW.
CUCTEMb| MEHE[KMEHTA MHOOPMALIMOHHOM BE3OMNACHOCTH

Tpe6oBaHua

Information technology. Security techniques. Information security management systems.
Reguirements

farta seeferunn — 2008—02-—01

1 O6nacTb NpUMeHeHus

1.1 O6wme nonoxeHuns

HacToswmii crtaHgapT npegHasHaveH Ans npuMeHeHns opraHuaaumamm nioboin opmel cobCcTBEHHOCTH
(Hanpumep, KOMMep4YeCcKMM#, FoCyJapcCTBEHHBIMN U HEKOMMEPYECKMMY OpraHu3aunamm). Hactoswmi crtan-
Japt yctaHasnveaeT TpebGoBaHusA ro pa3paboTke, BHegpeHuio, (DYHKLMOHUPOBAHWIO, MOHUTOPUHTY, aHanuay,
roaaepxXKe u ynydleHo 4OKYMEHTUPOBAHHOW CUCTeMbl MeHeMKMeHTa uHdopmMauymoHHoin 6esonacHocTi
(CMWB) cpeam o6wux GuaHec-puckos opranu3auum. Kpome atoro, ctaHaapT ycTaHaenmsaeT TpeGosanvs no
BHePEHMIO Mep YpaBrneHns MHPOpMaLMOHHON 6e30NacHOCTLIO M ee KOHTPONS, KOTOpbIe MOTYT BbiTh UCNONL-
30BaHbLI OPraHU3aLMsMy UNKU UX NOAPA3ASNEeHUIMW B COOTBETCTBUM C YCTAHOBNEHHLIMU LUENAMU U 3aa4amn
obecneveHus nHopMaLMoHHoK 6esonacHocTu (UB).

Uensio noctpoenna CMUE aensetca BbiIGOp COOTBETCTBYIOWMX Mep ynpasneHna 6e3onacHoCTbIo,
npeaHa3HavYeHHbIX AN 3aLUThl MHDOPMALIMOHHBIX aKTMBOB W rapaHTUPYIOLLIUX AOBEPUE 3aUHTEPECOBAHHBIX
CTOPOH.

MpumedaHune— TepmuH «6usHecy, B HACTORLUIEM CTEHAAPTE NOHMMAEMbIA B LUIMPOKOM CMbicre, obo3Havaet
BCIO TY OEATENLHOCTb, KOTOPas SBMNAETCA OCHOBOW ANR Lieneit CyLLieCTBOBaHWUA OpraHu3auun.

1.2 MpumeHeHne

TpeboBaHus, ycTaHaBNMBaeMsle HACTOALLMM CTaHAapTOM, NpeaHa3HayueHbl Ans NPUMEHEHUS BO BCEX
opraHusaumsx He3aBMCMMO OT TUNa, MacLLTaboB K cdepb! X AeATeNnsLHOCTU. Ucknioverre no6oro ua Tpebo-
BaHWI, yka3aHHbIX B pasfenax 4, 5, 6, 7 1 8, He QONYyCKaeTCs, eClv opraHnsauus 3asensieT 0 COOTBETCTBUM ee
CMWB HacTosiLueMy cTaHaapTy.

o601 0TKa3 0T NPUMEHEHUS TON UNK MHOA Mepbl YNpaBneHus, 06ycnoBneRHbIN HeobX0AUMOCTbI yaO0B-
NeTBOpPEHNUA KpUTepUes NPUHSTUS PUCKOB, AoMmKeH OblTk o6ocHoBaH. HeobxoauMMo Tawke Hanvyue ageksar-
HbIX AOKa3aTenbCTB TOro, 4TO nodobHbie pucku Bbinu yxe nNpUHATBI OTBETCTBEHHbIMM Nuuamu. [lpu
UCKNIOYEHUM Kaknx-nnbo Mep ynpasneHns 3asBneHns 0 COOTBETCTBUM OPraHn3aummn HacTosWeMy cTaHaapTy
HenpaBOMOUHbI, KPOME CAy4HaeB, KOrAa 3TY UCKIYEHNA HE BNUSAIOT Ha cNOcoBHOCTL n/unu o6s3aHHOCTL opra-
Hu3auum obecneynsaTb UHDOPMaUnoHHylo 6esonacHocTb, koTopasa cooTBeTcTBYeT TpebosaHuam Geaonac-
HOCTW, YCTAHOBNEHHbLIM COOTBETCTBYIOLIMMY 3aKOHOAATENbHBLIMW aKTaMiu UK ONPEAENEHHbIMU Ha OCHOBE
OLEHOK PUCKOB.

MpuMeuyaHune— Ecnu opraiusaums yxe UMeeT [AeNCTBYHOLLYI0O CUCTEMY MeHedxMeHTa BU3Hec-NpoLeccoB
(Hanpumep, B cooTeeTcTeNK ¢ UCO 9001 [2] unu NCO 14001 [3]), Torga B GonbluMHCTBE CNyYaes npeanoYTMTensHee yao0B-
neTeopwUTL TpeBoBaHWs HAaCTORALLLEro CTaHRAPTa B PaMKaX 3TOW CYLLECTBYIOWEA CUCTEMbI MeHeAXMEHTa.

Wapauue opnunansHoe
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2 HopmaTuBHbI€ CCHINTKU

B HacTosweM cTaHgapTe NCNoNb30BaHbl HOPMATMBHBIE CCbINKU Ha CNEAYIoLWWA CTaHRapT:
NCO/M3K 17799:2005 UHcbopmaLmoHHas TexHonorus. Metoael n cpeacrea obecnevenns 6esonac-
HocTw. [pakTuyeckue npasuia MeHeIXMeHTa uHopmaumnoHHoA 6e3onacHocTH

3 TepMUHbI U onpefeneHus

B HacTosLieM cTaHaapTe NPUMEHEHbLI CReLYIoLINe TEPMUHLI C COOTBETCTBYIOLLMMM ONpeferieHnaMm:

3.1 akTuBbI (asset): Bce, UTo MMeET LLeHHOCTb ANS OpraH1aauum.

[MCO/M3IK 13335-1:2004] [4]

3.2 pocTtynHocTs (availability): CBoVicTBO 06beKTa HaX0ANTLCA B COCTOAHUM FOTOBHOCTM Y BO3MOXHOC-
TV UCNONbL30BAHUA MO 3aNPOCY aBTOPU3OBAHHONO NOMYECKOro 06LeKTa.

[MCO/M3K 13335-1:2004] [4]

3.3 koHbuaeHumnanbHocTb (confidentiality): CeoAcT80 UHOPMaLIUK BbITe HEAOCTYNHOM U 3aKPbLITON
ANA HeaBTOPU30BAHHOrO MHAUBUAYYMA, NorMdeckoro o6veKTa unu npoecca.

[MCO/M3K 13335-1:2004] [4]

3.4 wndopmaumoHHas 6esonacHocTb; MB (information security): CeoiicTBO MHOpMaLIMK COXPAHATL
KOH(bVl,ﬂeHL!,VlaanOCTb, LeNnoCTHOCTL U AOCTYNHOCTb.

MpumeyaHue— KpoMe Toro, AaHHOE NOHATUE MOXKET BKNIOYATh B CEBS TalKe U CBOUCTBO COXPaHATL ayTeH-
TU4HOCTb, NOAOTHETHOCTb, HEOTKA3YEMOCTb M HAZEXKHOCTb,

[MCO/M3K 17799:2005]

3.5 cobbiTne nnchopmaunonHon 6ezonachocTu (information security event): MneHtuduumposaxHoe
BO3HUKHOBEHWE COCTOAHUA CUCTEMbI, YCNyri UNKU CeTH, YKa3biBaloilee Ha BO3MOXHOE HapyLlweHne NOAnTnKu
VHbOPMaLUMOHHON 6e30NacHOCTY, OTKa3 3alUMTHBIX MEP, @ Takke BO3HWKHOBEHUE PaHee HEU3BECTHON cUTya-
LMK, KOTOPas MOXET BbITb CBA3aHa ¢ 5e30NacHoCTLIO.

[MCO/MIK TO 18044:2004] [5]

3.6 uHuupeHT undopmaumonHon GesonacHocTu (information security incident): Nio6oe Henpeasu-
AEHHOe UNu HeXxenartenbHoe COGbITMe, KOTOpOoe MOXEeT HapywuTb AeATEeNbHOCTL Unu VIH(bOpMaLlMOHHYIO
6e3onacHoOCTb.

N pumeuyaH u e — VHumuaeHTamm UHdOPMaLMOHHON 6e30NACHOCTY SBARIOTCS:
- yTparaycnyr, o6opyaoBaHusi N yCTPOUCTB;

- cucTeMHble c6ou unv Neperpysku;

- owwubku nonb3osareneit;

- HecobnigeHne NONUTUKU M pekomexaaumii no Nb;

- HapylueHue PU3nYecKMx Mep 3awuTs;

- HEKOHTPONUpYEMble UIMEHEHUR CUCTEM;

- c6oun nporpammHoro obecneveHuns U OTKasbl TEXHUHECKNX CPEACTB;

- HapylleHue npasun JOCTYNa.

[MCO/M3K TO 18044:2004][5]

3.7 cvcrema MeHegKMeHTa nHdopMaumoHHow 6e3onacHocTu; CMUB (information security mana-
gement system; ISMS): Yacto obuieit cuctemMsl MEHEKMEHTA, OCHOBAHHARA Ha UCTIONbL3OBaHUM METOAOB
oueHkn GusHec-puckos gns paspaboTku, BHEAPEHUsH, PYHKLUWOHUPOBAHWUSI, MOHUTOPUHIa, aHanuaa, noaaepx-
KW 1 yAyudleHus HbopmMaumnoHHoM 6e3onacHocTu.

MpumMeuyaHu e — CUcTeMa MEHEe)XMEHTa BKIIoYaeT B Ce65 0praHU3aLMOHHYI0 CTPYKTYPY, NOMUTUKK, AEATENb-
HOCTh MO NNAHUPOBaHMIO, pacrpeneneHue OTBETCTBEHHOCTH, NPAKTUYECKYIO AEATENLHOCTL, NPOUeAYPbI, NPOLEecCs! U pe-
cypehl.

3.8 uenoctHocTs (integrity): CBOCTBO COXpaHATL NPABUNBHOCTb M NONHOTY aKTMBOB.

[MCO/MOBK 13335-1:2004] [4]

3.9 ocrarouHbiit puck (residual risk): Puck, octatowwiicst nocne ero o6pa6orku.

[PykoeoacTBo MCO/M3IK 73:2002] [6]

3.10 npunsaTue pucka (risk acceptance): PelueHune no NPpUHATHIO pUCKa.

[Pykosoacrso MCO/M3K 73:2002] [6]

3.11 aHanu3 pucka (risk analysis): Cucrematnyeckoe ucnonb3oBaHne nHopMaLn Ans onpeneneHus
WCTOYHUKOB PUCKA U KONNYECTBEHHOW OLLEHKM p1CKa.

[PyxoBoacteo MCO/M3K 73:2002] (6]
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3.12 ouenka pucka (risk assessment): O6wwi npoLecc aHann3a pyUcka n ero OLEeHMBaHUA.

[PykosoacTso MICO/MBK 73:2002) [6]

3.13 ouexmBanue pucka (risk evaluation): Mpouecc cpaBHEHWS KONIMYECTBEHHO OLEHEHHOTO pUCKa C
3aflaHHLIMY KPUTEPUAMM PUCKa ANA ONpeaeneHusi ero 3Ha4HMMoCTH,

[Pykosopcreo MCO/M3K 73:2002] [6]

3.14 meHeQXMeHT pucka (risk management): CkoopaAnHUpoBaHHbIe ASWCTBUA MO PYKOBOACTBY W
ynpasneHuio opraHsaunei B OTHOWEHNM pUcka.

MpuMedaHue— OBbIMHO MEBHEIKMEHT pP1CKa BKIIOYAeT B CeBA oueHKy pucka, 06paBoTKy pucka, NpuHATHE
pucKa 1 KOMMYHUKALIWIO pUCKa.,

[PykosopcTeo MCO/MOK 73:2002] [6)

3.15 obpaborka pucka (risk treatment): NMpouecc BbiIBGopa 1 ocyLecTBNeHUs Mep No MoaudUKkaLum
pucka.

[PyxosoncTeo UCO/MBK 73:2002] [6]

MpuMedaHus
1 Mepeb! no o6paboTke pucka MaryT BkNoYaTh B ceGs nabexaHne, ONTUMKU3aLNIo, NePeHOC UM COXpaHeHWe pucka,

2 B HacTosilem craHAapTe TePMUH «Mepa YnpaBneHus» (control) cnonb3oBaH KaK CUHOHUM TepMMHa «Mepay
(measure).

3.16 nonoxeHne o npumexHnmocTy (statement of applicability): JJokymeHTupoBaHHoe npeanucanme,
onpepensiowee Uen u Mepsl ynpasneHus, COOTBETCTBYIOWME U NPUMEHVMbIE K CUCTEME MeHedXMeHTa
nHpopmaunoHHoi 6e3onacHOCTU opraHusauum.

MpumedaHue— LennnMepsl ynpasneHna OCHOBbLIBAOTCS Ha pe3ynbTaTax v BelIBoAaXx NPoLEeCCoB OLEHKU 1
ob6paboTku puckoB, Ha TpeboBaHUsX 3aKOHOAATENbHBIX UM HOPMATHUBHLIX aKTOB, Ha 06A3aTENLCTBAX M0 KOHTPaKTy M 6u3-
Hec-TpeboBaHuAX OpraHnsaLmnn No OTHOWEHMIO K UHDOpMaUnOoHHOM Be3onacHoCTU.

4 CuncteMa MeHemXMeHTa MH(OPMaLMOHHON 6e30MacHOCTH

4.1 O6wme TpeGoBaHuA

OpraHnsaums gomxHa paspabortate, BHeApuTb, obecneunts YHKUMOHUPOBaHWe, BECTU MOHUTODUHT,
aHanuavpoBaTb, NOAAEPXUBATbL U HENPepbIBHO yNyywaTtb AoKyMeHThpoBaHHylo CMWB npuMeHUTENLHO Ko
BCe [enoBoy AeATeNbHOCTV OPraHn3aLUmm 1 puckam, C KOTOPbiMU OHa cTankueaeTcst. C y4eToM Lenei HacTos-
ero ctaHaapTa ucnonb3yeMbliii NPOLEcC OCHOBaH Ha NpuMmeHeHun moaenu PDCA, npuseaeHHoW Ha
pucyHke 1,

4.2 PaspaboTka cucTeMbl MeHeKMeHTa MHhopMaLMOHHOW 6e30NacHOCTH. YnpaBneHue cucTe-
MOM MeHe)KMeHTa MH(OPMaLIMOHHOW 6e3onacHOCTH

4.2.1 PaspaboTka cucTeMbi MeHeKMeHTa MH(POPMaLMOHHOK 6e30NacHOCTH

OpraHunsauus JOMKHa OCYLWLEeCTBUTL crieayiollee:

a) onpegenutb 06nacTb ¥ rpaHuubl aercTems CMUB ¢ yueTom xapaktepuctuk 6uaHeca, opraHmaaumm,
ee pasmeLLeHns, aKTMBOB U TEXHONOTAN, B TOM Y1cne getanu n obocHosaHne niobbix ncknoueHui na obnactu
ee gencTeus (cm. 1.2);

b) onpegenuts nonutuky CMUB Ha ocHoBe xapakTepucTuk BnaHeca, opraHmsauunn, ee pasmelleHvs,
aKTUBOB N TEXHONOIMNI, KOTopas:

1) comepXuT KOHUENUKI, BKNiovaloLwyo B ceBst Lenun, OCHOBHLIe HanpaBneHns U NPUHLMNLI AeACTBUIA B
cchepe UB;

2) npuHUMaeT BO BHUMaHWe TpeboBaHus 6usHeca, HOPMaTUBHO-NPaBOBbIe TPeGoBaHUSA, a Takke Joro-
BOpHbie 00s3aTenkcTa No oGecnevernio 6830NacHOCTY;

3) cornacyeTcs co cTpaTerMyeckm cogepxaHmemM MeHeXMeHTa PUCKOB OpraHnsaLum, B pamkax KoTo-
poro GyneT paspabaTbisaTbCA M NoaaepxuBaTbca CMUB;

4) ycTaHaBnMBaeT KpUTEPUU OLEHKIU PUCKOB [CM. 4.2.1, nepedncnexue c));

5) yTBEpXOaeTCA PYKOBOACTBOM OPraHu3aLmu.

M pwvmeuyaHune—[Ina uenen HacToAwero cTangapTa nonutika CMB umeeT npuoputet neped nonutukoit Ub.
3TY NONWTUKNA MOTYT BbIThb M3NOXKEHLI B OOHOM AOKYMEHTE;

C) onpenenvTb NOAXOA K OLEHKE p1cka B OpraHn3aLmm, ANs Yero HeoGxoaAMMo:

1) onpegennTb METOOOMOMMIO OLEHKW pUCKa, Noaxoaswy:o Ana CMUB, koTopas A0mMKHa COOTBETCTBO-
BaTb TpeboBaHWsM oBecneveHus OeATeNbHOCTM OpraHM3aumMu U HOPMAaTUBHO-MPaBoBLIM TpeBGoBaHUAM
nHhopmaLnoHHon GesonacHocTy;
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2) paspaboTaTtb KpUTEpUM NPUHATUS pUCKa W ONpe/lenuUTL NpueMneMble YpoBHM pucka [cM. 5.1, nepe-
uncnexue f)}.

BuiGpaHHas meTodonorva OueHKNM pUcka JOMkHa obecrnevnBaTe CpaBHUMbIE M BOCNPOWU3BOAVMbIE
pesynbTaThl.

Mpumeyanue—VMEOTCA pasnuyHble METOLOMNOMW OUEHKM pucka. Mpumepbl Takux METOAONOrUiA faHe! B
NCO/M3K TO 13335-3:1998 «PykoBoACTBO NO yNpaBneHuio 6e30NacHOCTLI0 UHEGOPMALIMOHHBIX TeXHONorui. YacTs 3. Me-
TOAB! yNpaBneHusn 6630NacHOCTbI0 UHAPOPMAUMOHHDBIX TEXHONOTMIY (7];

d) naeHTuULMpOBaTL PUCKK, ONN HYero Heobxoanmo:

1) naeHTUdULMPOBaTL akTuBsl B Npeaenax obnactm yHkuuownposaHust CMUB vw onpepenvTe Bna-
nensues’) 3Tnx akTMBOB;

2) naeHTUhULMpPOBaTh Yrpo3sl 3STUM aKTMBaM;

3) vaeHTuduuMpoBaTh yA3BUMOCTW aKTUBOB, KOTOPbIE MOTYT 6bITb MCNONL3OBAHbLI YIPO3amu;

4) vaeHTUhUUMPOBaTh NOCNEACTBUA BO3LECTBYS HA aKTUBbLI B pe3ynbTaTe BO3MOXHON yTpaTsl KOHMU-
AeHUNanNbHOCTW, UeNOCTHOCTU U AOCTYNHOCTH aKTUBOB;

€) npoaHanuanpoBaTh U OLIEHNTE PUCKK, NS Yero Heo6XoaNMO:

1) oueHnTs ywepb Ans geaTensHOCTH OpraHn3aLum, KOTopLIA MoXeT BbITb HaHeceH B pe3ynbTaTte c6os
obecneueHunn 6€3onacHoCTH, C y4EeTOM BO3MOXHBIX NOCNEACTBUR HAPYLLEHWS KOHOUAEHUNANBHOCTH, LIenocT-
HOCTY MNu AOCTYNHOCTH aKTUBOB;

2) oueHuTb peanbHylo BEPOATHOCTL cBos obecneueHUn BE30NacHOCTM C YYEeTOM NPEBaNMPYIoL{uX
yrpo3s, ysi3asuMOoCTel 1 X NOCNEeACTBUI, CBA3AHHLIX C 3TUMU aKTUBAMW, a TaKKe C y4eTOM NPUMEHSIEMbIX Mep
ynpasnexus 6e30nacHOCTLIO;

3) oLeHWUTb YpOBHU PUCKOB;

4) onpeaenuTb, ABMRIOTCA NW PUCKU NPUEeMNeMbIMU N TpebytoT 06paboTku ¢ Ucnonk3oBaHUEM KpUTe-
pues AonyCTUMOCTY PUCKOB, YCTaHOBIEHHbIX B 4.2.1, nepeuncneHue c);

f) onpegenvTb ¥ OUEHWTL Pa3NUuHble BapuaHTbi 06paboTku PUCKOB.

B03MOXHble oencTBUN:

1) np¥MeHeHue NoAXoaALLNX Mep ynpaBneHns;

2) cosHaTenbHoe ¥ OB6BLEKTUBHOE NPUHATE PUCKOB NPU YCIOBMM, 4TO OHW NOMHOCTLIO COOTBETCTBYIOT
TpeBGoBaHWAM NONUTUKN M KPUTEPUAM OpraHM3aumy B OTHOLLEHUU NPUHATUA PUCKOB [cM. 4.2.1, nepeuncne-
Hue, c), 2)1;

3) unabexxanwe pUcKos;

4) nepeaaya COOTBETCTBYIOLIMX ASNOBBLIX PUCKOB CTOPOHHUM OpraHu3aumnaM, HanpuMep CTpaxoBLv-
KaM WnK NOCTaBLIKKaM;

g) BbIGpaTts Lenu 1 Mepbl ynpasneHns ansa o6paboTKn p1CKoB.

Lienw v Mephb! ynpaeneHuns 4oMKHbI 6biTb BoibpaHb! U peanu3oBaHbl Tak, 4Tobbl yaosnetesopsTh Tpebosa-
HUSIM, ONPEAENEHHLIM B MPOUECCE OUEHKU 1 00paboTku puckoB. ITOT BLIOOP AOMKEH YUUTLIBATL KpUTEPUU
NpURATIA puckoB [cM. 4.2.1, nepedncnenne c), 2)), a Taioke HopmaTUBHO-NPaBoBble TPpeGoBaknA U AOroBOpHLIE
obszatenscTea.

Llenwv n mepbt ynpaeneHus 4oMkKHb! GbITb BbiGpaHbl COrMacHo NPUAOXKEHNIO A KaK 4acTb NPOLLECCa OUEeHKN
1 06paboTkn PUCKOB M COOTBETCTBOBATL Tpe6GOBaHUsM 3TOro NpoLiecca.

MepeyeHb uenen U Mep yrnpasneHus, NPUBEAEHHbLIV B NPUNOXEHUN A, HE ABNETCA UCHepNbIBaOLUM, 8
NoTOMY MOTYT ObITh BbIGPAHLI AONONHUTENEHbIE LIENU U Mepbl YNPaBNeHUs.

M pwumeuyaHue— NpunoxeHue A conepiuT noapobHLIN NepeyeHs Lienei n Mep ynpasnenus, 06bIMHO CNonb-
3yeMbiX B OpraHu3auusax. PekoMeHayeTCs UCNONbL30BaThb 3TOT NEPEYEHD B KAYECTBE UCXOAHLIX AAHHDIX, RO3BOSISIOWMNX Bbl-
6paThb pauuoHanLHLIA BapuaHT Mep YNpaeneHWA U KOHTPONs;

h) nonyunTb yTBEpXKAEHWE PYKOBOACTBOM NPEANONaraeMbiX OCTaTOUHbIX PUCKOB;

i) nony4nTb paspelueHre pykoBOACTBA Ha BHeAPEeHWe v akennyatauuto CMUB;

j) noarotosuTts MonoxeHuUe G NPUMEHUMOCTH, KOTOPOE BKIYaEeT 8 cebs cneayowee:

1) yenu un mepbi ynpasnexus, BoiGpaHHble B 4.2.1, nepeuncnenue g), u o6ocHosanme atoro Bbibopa;

2) uenu 1 Mepbl yNpaBreHus, peani3oBakHble B HacToswWee Bpems [cM. 4.2.1 , nepeuncnenue e), 2)];

3) nepeueHb UCKMIOHEHHbIX Lenei U Mep ynpaBrerus, yKasaHHbIX B NpunoxeHnn A, u npoueaypy
0B60CHOBaHVA X NCKITIOHEHUS.

" 3pneck u ganee TepMuH «BRageneL» ONPEAENAET MULO UNU OPraHU3ALIKIO, KOTOPLIE UMEIOT YTBEPKACHHLIE PYKO-
BOACTBOM 06S3aTENbCTBA MO KOHTPOMNIO 38 MPOU3BOACTBOM, pa3paboTKoi, NoAAEePKKOR, UCONb3oBaHueM U Ge3onacHoc-
Tbi0 8KTUBOB. TEPMUH «BRAAEneL» He 03HAYAeT, HTO NULO AeACTBUTENBHO UMEET Kakue-nnbo npasa coGCTBEHHOCTH Ha
aKTuB.

4
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MpumedyaHue—onoxeHne o IPUMEHNMOCTU COREPXKUT MTOrOBLIE PELLEHUS, kacalowmecs o6paboTku puc-
koB. OBOCHOBaHVE MCKMIOYEHNIA MPeayCMaTPUBAET NePeKPECTHYIO NPOBEPKY, NO3BOMAIOLLYIO0 OTIPEAENUTL, HTO HY OAHE Me-
pa yrnpasneHus He Bbina cnyyaiiHo ynylena.

4.2.2 BueppeHne n hyHKUMOHUPOBaHME CUCTEMbI MeHeMKMEHTa UHchopMmaunoHHo Geaonac-
HOCTH

OpraHv3auua AOMKHE BbINONHNTL CNEAYOLLes:

a) paspaboTaTb nnaH o6paboTkn pyUckoB, ofpeaensioLii COOTBETCTBYIOLWME NeiCTBIS PYKOBOACTBA,
pecypcbl, 06513aHHOCTH 1 NPYOPUTETLI B OTHOLLEHUN MeHeKMeHTa puckos B (cm. pasnen 5);

b) peanusosath NnaH oOpaboTkv PUCKOB AN AOCTUKEHWNA HAMEYEHHbIX Liene ynpaBneHus, BKIoYaio-
Wi B cebs Bonpock! huHaHCUPOBaHWA, a Takke pacnpeaeneHue hyHKUWA 1 063aHHOCTEN;

C) BHeApUTL Mepbl ynpasBneHuWs, BbiGpaHHble cornacHo 4.2.1, nepeuncneHune g), ANs AOCTUKEHUS Lienen
ynpasneHus;

d) onpegenuTtb cnoco6 M3MepeHUs pesynbTaTMBHOCTY BbiBpaHHbIX Mep YNpaBneHUs uiuk ux rpynn u
MCNONb30BAHWS ITUX M3MEPEHUIA OISl OLEHKN Pe3yNbTaTUBHOCTU YpaBIeHnUst C Lenbio NoNy4YuTh CPpaBHUMbIE
1 BOCNpPOM3BOAMMbIE AaHHbIE [CM. 4.2.3, nepeuncnetue c)).

MpWMeyaHue— MaMepeHre peayribTaTUBHOCTU Mep ynpaBneHUs No3BoNnsieT PyKOBOAUTENSIM U nepcoHany
onpeaenuTh, B KaKon CTENEHY Mepkl yNpaBneHus cnocoBCTBYIOT AOCTKEHUIO HAMEYEHHbIX Lieneil ynpasneHus;

e) peanusosarh Nporpammel No 06y4eHuo 1 NOBLILLEHWIO KBanudmuKaLmm COTPYAHUKOB (CM. 5.2.2);

f) ynpaenats paboto CMUB;

g) ynpasnsite pecypcamu CMUB (cm. 5.2);

h) BHeapWTL Npoledypbl M Apyrve Mepbl ynpasneHus, obecneyunsaioime 6bicTpoe o6HapyxeHne cobbi-
Ui B 1 pearupoBakne Ha MHUMAEHTbI, cBsA3aHHble ¢ B [cM. 4.2.3, nepeuncneHue a)).

4.2.3 lNpoBeneHne MOHUTOPUHIa M aHann3a cCUCTEMbI MeHekMeHTa nHdopMaLmoHHo 6esonac-
HOCTH

OpraHhusauus QOMmKHa OCYLLEeCTBNSATL crieayoLlee:

a) BbINONHATL NPOLIEAYPb! MOHUTOPUHFA U aHANW3a, a TAKKE MCTIONL30BaTh [PYrue Meph! ynpaBeHns B
cnegyowmx Lensx:

1) cBoeepeMeHHO O6HapyxuBaTk OWNGKY B pesynbTaTax o6paboTku;

2) CBOEBPEMEHHO BbISIBNATH YAABLUKECA U HeyAaBLUMECS NONbITKWA HApYLIEHUs U MHUMaEHTbI UB;

3) npepocTaBnsTe PyKOBOACTBY UHPOPMaLMIO AS1Si NPUKATUSA peLLeH 0 XOAe BbINOoNHeHWUA chyHKLUUIA No
obecneuveHuio B, ocyLecTBNsIEMbIX Kak OTBETCTBEHHLIMU NULIAMMU, Tak U UHEPOPMALIMOHHEIMU TEXHOOTNAMU;

4) cnocobctBoBaTh 0OHapyxeHuio cobuiTuin Vb 1, Takum obpasom, npepoTepaliats UHUMAEeHTH UB
fyTEM NPUMEHEHWA CPeACTB HAVKaLK;

5) onpepensaThb, ABNAOTCA NKU athPeKTUBHLIMY ASACTBUSA, NPpeanpMHUMaeMble AJ15 yCTPaHeHUs! HapyLwe-
HUs Ge3onacHoCTH;

b) npoBoauTb perynsaphbiit aHanu3 peaynstatusHoct CMUB (Bknouas NpoBepky ee COOTBETCTBUA
nosnmTmke n uensm CMUB v aHanua mep ynpasnedus 6e30nacHOCTbIO) C y4eTOM pe3ynbTaToB ayanTOPCKUX
nposepok MB, ee HUMAEHTOB, pe3ynbTaTos uamepeHnuin acpcdexkTnsHocTn CMUB, a Taloke npeanoXxeHwin n apy-
roit HcbopMaLnm OT BCEX 3anHTEPECOBAHHBIX CTOPOH;

C) V3MepATb pe3ynbTaTMBHOCTL MEP YNpaBneHns ANA NPOBePKU COOTBETCTBUA TpeboBanuam VB;

d) nepecmaTpuBaTb OLEHKV PUCKOB Yepes3 yCTaHOBMEHHbIE Nepuofibl BpeMeHw, aHanuaunposaTb ocTa-
TOUHbIE PUCKW U YCTaHOBIIEHHbIE NPUEMIIEMble YPOBHK PUCKOB, YYUTLIBAsA U3MEHEHWS:

1) B opranusauvm;

2) B TEXHOMOIWsX;

3) B uensax AesTenbHOCTH U NpoLieccax;

4) B BbifiBfieHHbIX Yrpo3ax;

5) B peaynbLTaTUBHOCTM peanu3oBaHHbIX Mep yNPaBneHus:;

6) BO BHELHWUX YCNOBMWAX, HANPUMEP W3MEHEeHWUst HopMaTUBHO-NPaBoBbLIX TpeboBanni, TpeGoBaHuin
[oroBopHbIX 0653aTeNnbCTB, a TalKe U3MEeHEeHNs B coLiManbHOW CTpykType obLyecTsa;

e) nposoauTL BHYTPeHHKe ayanTbl CMUB uepes ycTaHoBRNEHHbIE Nepuoab! BpemeHn (CM. pasaen 6).

N punMmeyaHune— BHyTpeHHne ayauThl, MHOTAA Ha3blBaeMble ayOUTaMK NEPBOIt CTOPOHLI, NPOBOAATCA Camoi
opraHusaumnen (Wnm BHeLLHeN opraHn3aumnen oT ee UMeHn) ana CoOGCTBEHHbIX Lenen,

f) perynspHo nposoauTkL pyKoBOACTBOM OpraHusauuy aHanma CMUB B uensix noaTeepxaeHUs ajgeksar-
HOCTUW e€ (DYHKLIMOHUPOBAaHWSA 1 ONpeaeneHnus HanpasneHuii CoBepLlleHCTBOBaHNA (cM. 7.1);
g) o6HoBnATE NNaybl N ¢ yueTOM pe3ynbTaToB aHaNn3a n MOHMTOPWVHTA,
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h) perucrpvpoBaTth AeNCTBUA U COObITUSA, CNOCOBHbIE NOBNUATL Ha Pe3yNbTaTUBHOCTL UMK PYHKLIMOHU-
poBanve CMUB, B cootBetcTBumn €4.3.3.

4.2.4 NMoppepxka v ynyyleHne CUCTeMbl MeHeXXMeHTa MHbopmaLMoHHOK 6e30nacHoOCTH

OpraHu3auumst QOMKHa perynsipHo OCyLecTBNNATL cnegyoulee:

a) BbISIBMSATL BO3MOXHOCTYM ynydienus CMUB;

b) npeanpuHMMmaTe HeobxoaUMbIE KOPPEKTUPYIOLWWE U NpeaynpexaaloLImMe AedCTBUSI B COOTBETCTBUU
¢ 8.2 1 8.3, ucnonb3oBaThb Ha NpakTuke onbIT No obecneveHuto UB, nony4eHHbIN kak B COGCTBEHHON OpraH13a-
U1K, TaK U B AiPYMX OPraHn3aLusx;

c) nepeaaBaTb noApobHYI0 UHGMOPMaLUIO 0 AeNCTBUAX NO yNyylseHuio CMUB BceM 3anHTepecoBaHHbIM
CTOpOHaM, Npy 3TOM CTENEeHb ee eTanu3aLnmn oMKHa COOTBETCTBOBATbL 06CTOATENLCTBAM U, Npy Heobxoan-
MOCTHU, COrnacoBbIBaTh AanbHENLLne AeiCTBUS;

d) obecneuvBatb BHegpenue ynyyueHnin CMUB ana aocTmkeHns 3annaHnpoBaHHbIX Lenei.

4.3 Tpe6oBaHUA K AOKYMEHTaLUKN

4.3.1 O6wme NnonoXeHus

DokymeHTaLus 0OMKHa BKITIOYaTL B cebs 3anvcy pelleHunii pykoBoACTBa, No3Bonsiolve obecnevmsars
KOHTPOIb BLINOMHEHUS PELLIEHUI PYKOBOACTBA U NONUTUK OpraHn3auuum, a Taioke o6ecneunBaTth BOCMPOU3BO-
ONMOCTb A0KYMEHTUPOBAHHBIX pe3yrnbTaTos.

BarxHo MMeTb 06paTHYI0 CBA3b BbiGpaHHbIX Mep YNpasneHns ¢ pesynbrataMm npoLieccoB OUeHKu n obpa-
60TKM pucKa, a Takke nocnegHux ¢ nonutukoi CMUB n uensmm CMUB.

HokymeHTauus CMUB pomxHa BknioyaTh B cebsa cneayiouee:

a) AOKYMeHTWpOBaHHbIe nonoxeHus nonutukn CMUE [cm. 4.2.1, nepeuncnenue b)l v uenein CMUB;

b) obnactb dyHkumoHuposanua CMUB [cMm. 4.2.1, nepeuncnenue a)];

C) mpoueaypbl ¥ MepPbI yNpasneHus, noaaepxusatowme CMUB;

d) onucaHvne meToponormm oueHkn pucka [cm. 4.2.1, nepeuncnenxve c)j;

e) oTyeT no oueHke puckos [cM. 4.2.1, nepeuncrienus c)—g)l;

f) nnaH 06paboTku PUCKOB;

g) AOKYMeHTUpOBaHHble npoLeaypbl, Heobxoanmble opraHusauuy ans obecneyveHns 3hHEKTUBHOIO
nnaHuMpoBaKus, BHeapexus npoueccos B o6nactu Vb v ynpaeneHus aTumMu npoueccamu, a Takke onmcaHus
nyTemn oLeHKN pesynbTaTUBHOCTU Mep ynpasreHus [cM. 4.2.3, nepeuncnenue c)j;

h) y4eTHble 3anvcu (cM. 4.3.3);

i) nonoxeHwe o NPUMEHNUMOCTH.

MpumeyaHus

1 CornacHo HacTOAWEMY CTaHAapPTY TEPMUH «4OKYMEHTUPOBaKHAS MPpoLeaypa» 03Ha4aeT, YTo npoueaypa ycra-
HOBNEHa, AOKYMeHTarnkLHO 0hopMNeHa, peanu3oBaHa U NOALEPKNBAETCA Ha JOMMKHOM YPOBHE.

2 [ns pa3Hblx opraHusauni o6bem gokymeHTaummn CMNB MoxeT BbiTb pa3nudHbliM B 3aBUCMMOCTH:

- OT pasmepa OpraHusauum v Buaa ee AeATenbHOCTY;

- oT 06nacTu NpUMEHEHUA 1 CrioxHOCTH TpeBGoBaHuit 6e30nNacHOCTY M OT YNPaBRSEMON CUCTEMBI.

3 [lokymeHTbI U y4eTHbBIe 3anucK MOryT CyluecTBosaTh B No6oit hopme 1 Ha HocuTensax N boro Tuna.

4.3.2 YnpaBneHue JOKYMeHTaMu

Lns paspaboTku, akTyanuaaumm, MICNONb30BaHUSA, XPaHEHUSI U YHUHTOXEHWUS aokymeHToB CMWB, a Tak-
Xe WX 3alMTbl B OpraHusaummn JormkHa CylecTBOBaTh JOKYMEHTUPOBaHHasi npoueaypa, onpegensiowas
OencTBus pyKoBOACTBA NO:

a) yTBepxaeHuio fokymeHToB CMUB nepen nx nsaaxHvem;

b) nepecMoTpy u 06HOBNEHUIO, NPpU HEOBXOAUMOCTY, AOKYMEHTOB, a Takke NOBTOPHOMY WX YTBEPX-
[EeHNIo;

c) obecneqeHunto MOSHTUUKaLUM BHECEHHBIX U3MEHEHWUIA N TEKYLLErO CTaTyca AOKYMEHTOB;

d) obecneyveHmio Hanu4Ms BepCcKil COOTBETCTBYIOLLMX IOKYMEHTOB B MECTaX UX UCMOMb30BaHWS;

€) onpegerneHuio NopaaKa NPOCMOTPa AOKYMEHTOB M UX UaeHTUduKaLumm;

f) oBecneyeHuto fOCTYNa K AOKyMEHTaM aBTOPM30BaHHbLIM NTMLIAM, & TaKkKe Nepefayu, XpaHeHUs U YHUY-
TOXEHUS B COOTBETCTBUM C NpoLieAypamu, NPUMEHUMbIMU K CTENEHM UX KORMDUAEHUMATNBHOCTH;

g) vaeHTUUKaLMM SOKYMEHTOB, CO3AaHHbIX BHE OpraH1saLum;

h) oBecneueHmio KOHTPONA 3a pacnpPoOCTPaHEeHEM LOKYMEHTOB;

i) NpepoTBpaLLeHuto HenpeaHaMepeHHOro UCMOb30BaHUA YCTAPEBLUMX 4OKYMEHTOB;

j) ncnonb30BaHWI0 COOTBETCTBYIOLEN MOEHTHMKaLMM yeTapeBLLIMX SOKYMEHTOB B Cry4ae ux ganbHen-
LLEro XpaHerus.

6
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4.3.3 YnpaBneHue 3anucamu

Ans npefocTaBeHna CBUAETENLCTB COOTBETCTBUA TpeBoBaHNAM U pe3ynbTaTMBHOCTH (PyHKUMOHKUPO-
BaHWA CMWB Heo6xoaumo BECTU U NOAGEPXUBaTL B pabo4YeM COCTOSHUM YUeTHbIE 3anvcH, YUeTHbIe 3anucu
He06x0ANMO KOHTpONUPOBaTL U 3awuwaTte. CMUB pomkHa NpUHUMAaTh BO BHUMaHWe BCE HOPMaTUBHO-NPaso-
Bble TpeboBaHUA U AOroBOpHbLIe 0053aTeNbCTRAa, UMEOLLVE OTHOLIERKE K MB. 3anucu AomKHbI 6bITh YETKUMMU,
nerkonaeHTUNLMPYEeMbIMU M BOCCTaHaBNUBaeMbiMn. Mepbl ynpasneHus, TpebyemMble ANA MASHTMMDUKALNK,
XpaHeHus, 3aluTbl, NoUcKa, ONpedeneHUs CPOKOB XPaHEHUS U YHUYUTOXEHUA 3anuceil OOMkKHbl bbiTh
OOKYMEHTMPOBAHbBI ¥ peanv3oBaHbl.

Kpome aToro, crieayeT BECTU U XPaHUTh 3aM1cu O BLINONTHEHWUW NPOLIECCOB, OMUCaHHLIX B 4.2, M 060 BCex
3HaUMTENbHbIX MHUMAEHTaX MHOPMaUMOHHOK 6e30NacHOCTH, cBA3aHHBEIX co CMUB.

Mpumep — Mpumepamu sanucell A8NAIOMCH: XypHan peaucmpayuu nocemumernell, omyembi 0 pe3yima-
max aydumos, 3anonHeHHbie hopMbl agmopusayuu docmyna.

5 OTBeTCTBEHHOCTb PYKOBOACTBA

5.1 O6A3aTennbcTBa PyKOBORCTBA

PykoBOACTBO OpraHusaLimy JOSKHO NPeAoCTaBNNATb A0Ka3aTebCTBa BhNONHEHNs CBOMUX 06513aTenbCTB
B OTHOLLEeHWK pa3paboTku, BHeApeHUs, obecneueHns hyHKUMOHUPOBaHUS, MOHUTOPUHIA, aHanv3aa, noaaepx-
Kkn 1 ynydeHus CMUB nyTem ocyLuecTBneHns cneayowmx Mep:

a) paspabotku nonutuku CMUB;

b) o6ecneuenus paspaboTkm Luenei u nnaHos CMUB;

¢) onpeaeneHus byHKLUMA U OTBETCTBEHHOCTU B 0Gnactn UB;

d) posedeHus OO BCeX COTPYAHUKOB OpraHusauum UHGOpMaUMM O BaXKHOCTU OOCTUXKEHUS uenewn
“HdopmaLmoHHoi 6e30MacHOCTV U COOTBETCTBUA ee TpeGoBaHNAM NONUTUKN OpraHvw3aumm, o6 ux oTBeT-
CTBEHHOCTM Nepes 3aKOHOM, a Take 0 Heo6XoaMMOCTH HenpepbIBHOTO COBEPLUEHCTBOBAHWA B peanusauuu
mep UB;

e) BblaeneHus HeobxoamMbIX 1 4OCTaTOYHLIX pecypcoB ANna paspabotku, BHeapeHus, obecneveHus
thyHKLMOHUPOBaHUSA, MOHUTOPUHra, aHanuaa, nogaepXku u ynyJdiiesus CMUB (cm. 5.2.1);

f) ycTaHoBReHWA KPUTEPUER NPUHATUA PUCKOB U YPOBHEW UX MPUEMITEMOCTH;

g) obecneveHunsi npoeepaeHns BHyTpeHHUx ayantoB CMUB (cm. pazgen 6);

h) nposepenus aHanusa CMUE co cTopoHbl pykoBoacTBa (CM. pasgen 7).

5.2 YnpaBneHue pecypcaMmu

5.2.1 O6ecneyeHune pecypcamm

OpraHnaauus gosmkHa onpenienvTs 1 NpeaocTaBUTL pecypckl, Heobxoaumble ANs:

a) paspaboTku, BHegpeHus, obecneveHns yHKUMOHMPOBAHNUS, MOHUTOPUHIA, aHanuaa, ynyyweHus n
nogpepxkn CMUB;

b) noppepxku TpeGoBaHuii GusHeca npoleaypamu uHdopMaLuoHHOW Ge3onacHocTy;

C) BbIIBMEHWs U obecneyeHns BeINONHeHWs) TpeGoBaHWIA COOTBETCTBYIOLMX 3aKOHOB, HOPMATUBHBIX
aKTOB, a TaKKe JOrOBOPHbLIX 0653aTeNbLCTB B 06nacTu MHGopMaLMoHHO BeaonacHoCTH;

d) noppepxaHus ageksaTHoM Ge3onacHOCTU NyTEM NPaBUIbHOIO MPUMEHEHUS BCEX Peann3oBaHHbIX
Mep ynpasneHusi;

e) nposeferus, npy HeoBXOANMMOCTH, aHanM3a U NPUHATAA COOTBETCTBYHOLLMX MEP MO €ro pe3ynbTaTam;

f) nosblweHus, npy HeobxoauMocTH, pesynsTaTtusHocTn CMUB.

5.2.2 MNoproToBka, 0CBEAOMNEHHOCTL M KBanutukawma nepcoHana

OpraHusauus gomkHa o6ecneunTs HeobxoauMmyio kBanudukauyio nepcoHana, Ha KoTopbi BO3MNOXEHbI
0653aHHOCTY BbINONHEHUs 3aaad B pamkax CMWB nyTem:

a) onpeneneHus TpeGyemoro ypoBHsi 3HaHWii U HaBLIKOB ANs NepcoHana, KoTopbli BbiNonHseT paboTy,
srvsiowyto Ha CMUB;

b) opraHusauum 0By4eHus nepcoHana unv NPUHATUS 4PYTvX Mep (HanpuMep, HaeM KOMMETEHTHOFO Nep-
coHana) Ans yoosneTBopeHuns ykasaHHbIx noTpe6HocTen;

C) OLIEHKU pe3ynbTaTUBHOCTU NPeANPUHATLIX 4eACTBUNA;

d) segeHus sanvceit o6 obpazosanumn, NOAroTOBKE, HaBbIKaxX, OMbITE WU KBANUMUKALMKN COTPYAHNKOB
(cm.4.3.3).

OpraHu3aina 4onkHa Taloke obecneynTb NOHUMaHWE BCEMM COOTBETCTBYIOLIUMMW COTPYAHUKaMM 3Ha4N-
MOCTM 1 BaXKHOCTW ABRTENBHOCTU B 0BNacT HpopmaurnoHHoN 6e30NacHOCTY, 1 X PONV B SOCTUMKEHUM Lienein
CMUB.
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6 BHyTpeHHMe ayauTbl CUCTEMbI MeHeXKMeHTa MHOpPMaLMOHHOM
6esonacHocTH

OpraHu3sauus JosmkHa B COOTBETCTBUM C YTBEPXKAEHHBIM rpackoM MPOBOAWUTL BHYTPEHHUE ayauThl
CMWB, nossonsioiime ycTaHoBUTb, YTO UENn ynpasrieHWs, Mepsl ynpaeneHusi, NpoLecchl 1 npoueaypsi
CMWB:

a) COOTBETCTBYIOT TPe6OBAHMAM HACTOSALLEro CTaHAapTa U COOTBETCTBYIOLLUM 3aKOHaM UK HOpMaTWB-
HbIM AOKYMEHTaM;

b) cooTBeTCTBYIOT ycTaHOBNEHHbIM Tpebosannsm UB;

€) pe3ynbTaTUBHO BHEAPSAIOTCA U NOAAEPKNBAIOTCS;

d) dyHKUMOHUPYIOT AOMKHEIM OGpa3om.

Mporpamma ayauTa formkHa 6bITb cinaHWpoBaHa C y4eToM cTaTyca M BaXXHOCTV NPOBEpsieMbiX NpoLiec-
COB W 30H, Nognexatumx ayauTy, a Takke pe3ynbTaToB npeabiaywnx ayantos. lomkHbl 6biTb onpeseneHbl kpu-
Tepuu, obnacTb, HacToTa u meToabl ayguta. Ot6op ayauTopos v npoueaypa ayauta AorxHbl obecneunsats
€ro 06bekTMBHOCTL ¥ GecnpucTpacTHOCTL. AyAUTOPLE He AOMKHLI NPOBOAWUTL NPOBEPKY CBOE COBCTBEHHOI
pa6oTbl.

MpaBuna v TpeboBaHMA, OTHOCALIMECA K NNAHMPOBAaHWIO, NPOBEASHUIO ayauTa, cooblieHutio o ero

pe3ynbTarax 1 noaaepxaHunio B paboyem CoCTOAHMM yueTHbIX 3anucei (cM. 4.3.3), A0NKHbI BbITb JOKYMEHTU-
pOBaHsI. .
PykosoguTens, oTBETCTBEHHbIA 3a NPOBEPAEMbIA YH4aCTOK AeATeNbHOCTU OpFraHn3aLumn, JOIMKEH CBOe-
BpemeHHo v 6e3 3aepxkn obecneunTs NpoBeAeHNe NPOBEPKY B LUENsIX YCTPpaHeHNst 0BHapyXeHHbIX HeCOOoT-
BETCTBUI U ux npuunH. MNocneayiowme 4eACTBUA AOMKHBI BKNIOYaTb B Ce65 NPOBePKY NPeANPUHATLIX AecTBUN
1 coobLeHne o pesynbTaTax nposepku (cm. pasgen 8) [8].

7 AHanu3 cucteMbl MeHeQXMeHTa nHopmaLnoHHON 6e30NacHOCTU
CO CTOPOHbI PYKOBOACTBA

7.1 O6wue nonoxeHus

PykoBoACTBO AOMKHO B COOTBETCTBUMN C YTBEPX/AEHHLIM rpacdukoM nepnoanyeckn (He MeHee 0gHOro
pasa B roa) nposoauTb aHanva CMUB opraHnsaunm 8 uensix obecnedeHun ee NOCTOSHHOR NPUTOAHOCTY, afe-~
KBaATHOCTU W pe3ynbTaTUBHOCTU. PeaynbTaThl aHanu3a QOMKHbI CoAepXaTb NPEeANoXEHUs No U3MEHEHUIO
CMWB v oueHky ux peanuaauuu B MHTepecax obecnedyeHuns BbiNnonHeHUs TpeboBaHuit NONUTUKN U Uene
nHdopmaumoHHon 6esonacHoCTU. Pe3ynbTaThl TakMx NpPOBEPOK AOIDKHBLI ObiTb 3athMKCUPOBaHbI OOKYMEH-
TankbHo, a y4eTHbIe 3an1cu 4oMKHbI BbITe coxpaHeHs! (CM. 4.3.3).

7.2 BxoaHble AaHHble ANA aHaN13a cUCTeMbl MeHeg)KMeHTa UH(pOpPMaLUOHHOW Ge3onacHOCTH

Bxon#bie aaHHbie ans aHanmaa CMUB co cTopoHbl pykoBOACTBa AOMKHbI BKITIoYaTh B cebs cneayioLuyio
nHopmaumio:

a) pesynbTaTthl NpeabIayLInX ayauTos U aHanvsa CMUB;

b) pesynbTaThl B3aMOAENCTBUSA C 3aMHTEPECOBaHHbLIMUA CTOPOHAMMU;

C) MeTofbi, CPEACTBA UM NPOLEAYpPbI, KOTOPbIe MOryT BbITh UCNOMNb30BaHbI B OpraHWaauun Anst coBep-
LLIeHCTBOBaHMNA OyHKLMOHNPOBAHNUSA Y NOBbILWEHUA peaynbTatneHocTn CMUB;

d) npaBoBoe obocHoBaHWe NpeaynpeX[aloLLnX U KOPPEKTUPYIOLLMX AEACTBUN;

e) yA3BMMOCTV 1w Yrposbl, KOTOpPble He BblNv agekBaTHO yYTEeHbI B Npouecce NpeablayLiei oLeHKN
pUCKOB;

f) pesynbTaTbl KONMYECTBEHHON OLEHKM pesynbTaTueHocTn CMUB;

g) nocnepyolne AeACTBUSA, BbITEKaIOLLME U3 NPEabIAYLLEro aHanisa co CTOPOHbI PYKOBOACTBA;

h) ntobble namerHeHuns, kotopbie Mornm 6l noBnusTs Ha CMUB;

i) pekoMeHpaumW No ynydileHuo,

7.3 BbixoAHble AaHHbIE aHanNu3a CUCTeMbi MeHe)KMeHTa NH(bopMaLMOHHO I BezonacHOCTH

BeixogHble garHble ananmaa CMUB co cTopoHb! pykoBOACTBA AOMKHbI BKIO4aTh B ce6s BCe peLueHnst v
AeNCTBYiR, HanpaBleHHble:

a) Ha noBbIWeHne pesynsTatueHocT CMUB;

b) Ha oBHOBREHWe NNaHOB oLEeHKK i 06paboTKV PUCKOB;

€) Ha MoaudmKauuio NpoLeayp v Mep ynpasneHus 1 KOHTpons, Bnustowmx Ha VB, ¢ uenblo obecneunTs
pearMpoBaHuve Ha BHYTPEHHUE N BHELWHWE COObITUA, KOTOPLIE MOTYT OKa3aTs BosaeicTBue Ha CMUB, sknto-
Yas UBMEHEHWA:

1) B 6Gu3Hec-TpeboBaHmsx;



FOCT P UCO/MIK 27001—2006

2) B TpeboBanusix 6esonacHocTy;

3) B 6usHec-npoLieccax, BMMAIOLWMX Ha CyllecTBylowme 6uaHec-Tpebosanns;

4) 8 3aKOHaX U HOPMaTUBHBIX JOKYMEHTAX;

5) B nOroBopHbLIX 06A3aTENbLCTBAX;

6) B ypOBHsIX pUcka U/unv Kputepmes MPUHSITUSA PUCKa;

d) Ha noTpe6HOCTY B pecypcax;

€) Ha coBeplUIeHCTBOBaHME cnoco60B OLEeHKN Pe3yNbTaTUBHOCTM Mep YnpasneHus,

8 Ynyduwenue cucTteMbl MeHeXKMEHTa MUHPOPMALIMOHHOW Ge30NacHOCTHN

8.1 MocTosAHHOe yny4weHne

OpraHu3auus foMKHa NOCTOSIHHO NOBbLILLATEL pe3ynbTaTuBHOCTL CMUB nocpeACTBOM yTOUHEHUA nonu-
Tukn UB, uenen 1B, ncnonb3oBaHNs pe3ynLTaToB ayAUTOR, aHANN3a KOHTPONUPYEMbIX COBLITUIA, KOpPEKTUPY-
IOWUX U NpeaynpexaaloLLnX AeNCTBIN, a TaloKe UCNoNb3OBaHUS PYKOBOACTBOM pesyrnbTaToB aHanuza CMUB
(cM.paspen7).

8.2 Koppektupyouve geicrams

Opraxusauus 4onKHa NPOBOAUTL MEPONPUATHS MO YCTPAHEHWNIO NPUYUH HECOOTBETCTBMI TpeBoBaHNAM
CMWMB c uenblo npeaynpeanTb UX NOBTOPHOE BO3HUKHOBEHWE. [JOKYMEHTUpOBaHHasA Npolesypa KOppeKTupy-
loLero AENCTBMA A0IKHA YCTaHABNMBaTb Tpe6oBaHus no:

a) BbiAB/IEHWIO HECOOTBETCTBUN;

b) onpeaeneHnio NpUYNH HECOOTBETCTBUIA;

C) OUEeHMBaHWIO HEOGXOAMMOCTU ABNCTBIIA BO M3bexxaHne NOBTOPeHNsi HECOOTBETCTBUI;

d) onpeaeneHuio n peanusaLnm Heo6XoAUMbIX KOPPEKTUPYIOLLMX RENCTBUNA;

e) BeAeHWIo 3anucei pesynbLTaToB NpeAnpUHNTLIX AeAcTBUIA (CM. 4.3.3);

f) aHanuay npeaAnpUHSTOro KOppeKTUPYIOLLIEro OeicTBUS.

8.3 Mpeaynpexaatoune pecTeusa

OpraHusauus AorkHa onpeaensaTs ASUCTBUR, HeOGXoAUMBIE A YCTPAHEHUS NPUYMH NOTEHLMANBLHBIX
HecooTBeTCTBUI TpebosaHuamM CMWB, ¢ Lenblo NpeaoTBPaTUTL MX NOBTOPHOE NosiBNeHue. MpeanpuHUMae-
Mble Npedynpexaalolme SeiCTBUS AOMKHLI COOTBETCTBOBATL MOCNEACTBUAM NOoTeHUManbHbiX NPo6nem.
[loxymeHTpoBaHHaa npouenypa NpeanpuHATOro npegynpexgatolero JENCTBUA JO/MKHa yCTaHaBNMBaTb
TpeboraHus no:

a) BbISIBNEHMIO NOTEHUNanNbHbIX HECOOTBETCTBUMA M MX NPUYUH;

b) ouennsaruio HeO6XO0AMMOCTN AEMUCTBUA C LIeNbIO NpeaynpeanTs NOSBNeHNe HECOOTBETCTBUIA;

C) onpegeneHuWio 1 peanvaaumm HeobxoaumMoro npegynpexaarLero oencTeus;

d) sanucu pesynbTaTos NpeAnpuHsToro genctens (cm. 4.3.3);

€) aHanu3ay pe3ynbTaToB NPeANPUHATOroC AencTBus.

OpraHu3auus JonkHa onpeaenuTs M3MeHeHuUst B OLeHKaxX PUCKOB M YCTaHOBUTL TpeGosaHus K npeg-
ynpexaaroLmum AeicTBUAM, Npy aTom obpaluasn 0coboe BHUMaHME Ha CYLEeCTBEHHO M3MeHEHHbIE KOMNnUYec-
TBEHHbIE NOKa3aTenu PUCKOB,

MpuopuTeThl B OTHOLLEHUW peanq3aunn Npeaynpexaaroinx AeicTBniA 4OMKHbI GbiTe ONpeaeneHbl Ha
OCHOBE pPEe3ynbTaToB OLIeHKN pUCKa.

MpumMeyaHue—OBbMHO 3aTpaThl HA NpPoBeAEHWE MEPONPUATUIA NO MPeAoTBpaLLEHN0 HECOOTBETCTBUIA
6onee 3KOHOMMUYHbI, YEM Ha KOPPEKTUPYIOLLME AEACTBUS.
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Mpunoxexne A
(pexomeHayeMoe)

Llenu n mepbl ynpaBneHxus

Llenu u Mepbl ynpasneHus, nepeuncnerHele B Tabnuue A.1, HenocpeacTBEHHO B3SiThl U3 NEpeyHs uenen v mep
ynpasnexus, npuseaeHHoro 8 MCO/M3K 17799:2005, pasgens! 5—15, 1 NONHOCTLIO C HUM COrNacoBaHbi. MepeyeHs Mep
yrnpaBneHus, coaepxalliuines B AanHoi Tabnuue, He ABNAETCA UCHEPNbIBAKOLWUM, U OPraHU3aLmva MOXEeT paccMoTpeTb
He06X04UMOCTb JONOFIHUTETIbHBIX Lienei U Mep ynpasneHus. BeiBop ueneii v mep ynpasneHmns U KOHTPONSA, NPUBEASHHBIX
8 Tabnuue, gonxkeH ObiTk OCYLLECTBNEH B COOTBETCTBUM C pa3faenom 4.

B pasgenax 5—15 NCO/MOK 17799:2005 npuseseHbl peKOMEHAALMM NO PEanu3aLnmn 1 ykasaHus ¢ TOUKU 3peHns
nepeaoBoV MPaKTUKK B OTHOLLEHMW MOAAEPXKU MEp yrpaBneHusi, U3MoxeHHsix B A.5—A.15.

Ta6nuuya A1— Uenu u Mmepsl ynpaenexus

A.5 Monurtuka 6esonacHocTu

A.5.1 Nonutyka MHcopMaLMOHHON GesonacHOCTH

Lenb: OBecneuuts yy4acTue BbICLUErO pyKOBOACTBA OpraHM3auuu B petleHud BOMPOCOB, CBA3aHHbIX ¢ obecre-
yeHneM MHHOPMAELMOHHOM 6E30NACHOCTU B COOTBETCTBUM C LIENSIMU AEATENBHOCTY OpraKnaaumm (6uavreca), 3akoHamu
¥ HOPMATHMBHBIMY aKTaMu

i uHbopmaLmoHHon  Be-

30NacHOCTHU

A5.1.1 OokymeHTuposaHue Monutnka MHAOPMaLMOHHOW 6E30NacHOCTH oMkHa GbiTh PYKOBOACT-
NonUTUKK vHdOpMa- | BOM yTBEpXKAEHA, U3fdaHa U foBedeHa OO CBedeHNA BCeX COTPYAHWUKOB
LMOHHOMN Ge3onacHOCTK OopraHv3aLmm, a TaKke CTOPOHHUX OpraHn3aumin

Ab51.2 AHanus NONUTUKK Monutuka WHpOpMaUMOHHOW BGe30nacHOCTM opraHv3auuy LOoMmKHa

6bITb NOABEPrHyTa aHanuay v NepecMoTpy Yepes 3afaHHble NPOMEXYTKU
BpEeMeHU Unun Npu noasneHnn CylLieCTBEeHHbIX U3IMEHEHUN XapakTepucTuk
uenew 6esonacHoCTH

A.6 OpraHu3auusa HHpOPMaUMOHHOM BesonacHoCcTH

A.6.1 BHyTpeHHAA opraHu3aums
Liens: OBecnevexune ynpasnenms nHpopmMaLorHon 6e30nacHoCTbIO B OpraHmusauumn
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accoyuaumaMn 1 npo-
heccrmoHarnbHbiMu rpyn-
namu

A.6.1.1 06s3aHHOCTU  pyKO- PykoBOACTBO OpraHu3atmy AOMKHO NOCTORHHO NOAAEPXUBATL 3aRaH-
BOACTBa NO obecneye- | Hbi ypoBeHb MHGOpMaunoHHON 6e3onacHoOCT NyTem BHeApeHna cucTe-
HUWO  MH(OPMALUMOHHOW | Mbl MEHEeMXMEHTa, a TaKke NyTem pacnpeaencHua obAasaHHOCTER u

| BesonacHocTi OTBETCTBEHHOCTH NepcoHana 3a ee obecnevexve

A6.1.2 KoopanHauus  Bon- [evictBua no obecnevennio nHOPMaLUOHHON 6e30NacHOCTH [OMK-
pocoB ofecneveHus MH- | Hbl KOOPAMHWUPOBATLCA NPEACTABUTENAMU Pa3NUYHbIX NOApa3feneHui
dopmaumoHHon  6e30- | opraHu3auuu, MMEIOLLUMK COOTBETCTBYIOLUE (DYHKUUW U OOMKHOCTHBIE
NacHoOCTH 0bs3zaHHOCTH

A6.1.3 PacnpeneneHue 065- O6s3aHHOCTH nepcoKana no obecneyeHnio MHoOpMaUnoHHon 6eso-
3aHHOCTe no obecne- | MACHOCTU AOMKHbI ObITb YETKO ONpeaerneHb)
YeHulo  UHOPMaLUOH-
HOW 6e30MacHOCTH

A6.14 Mpoueaypa nony4e- PykoBoaCTBO AOIMKHO ONpeRenuTb U BHEAPUTL NpoLeaypbl NONyYeHUn
HUA pa3speLleHnsi Ha UC- | pa3peLLEHUs Ha NCNONb30BaHUE HOBLIX CPeAcTB 06paboTku HopMaLUn
nonb3oBaHue  CpeacTs
06paboTku uxdopmaumm

A6.15 Cornaiwexunss o co- PykoBoACTBO OpraHuW3aumu [OMKHO ONPEeaenATb YCNOBUS KOH(UAEH-
onogeHun  KOHMMAECH- | UKANBHOCTW WK BbipabaTbiBaTh COrNALLEHUst O HepasrnailleHun UHoop-
uuanbHoOCTH MaLuu B COOTBETCTBUM C LENAMM 3aLLMTbI HDOPMAaLUM U PerynsipHO Ux

nepecMaTpusars

A6.1.6 Baaumopeincteue ¢ PykoBoacTBO opraHnsaLium AOMMKHO MOAAEPKMBATL B3aUMOJEHCTBME C
KOMNETEHTHbIMM  Opra- | COOTBETCTBYIOLUMMMU KOMNETEHTHLIMU OpraHaMm
Hammn

AB.1.7 Baaumopeiicteue c PykoBOACTBO OpraHusaummu AOSHKHO NOAAEPKUBATL COOTBETCTBYIOWEE

B3avMOAENCTBME C MPOhecCUoHanbHbIMK rpynnamu, accounauuamm u
y4acTBoBaTh (OpraHu3oBbIBaTh) B KOH(bepeHuusx (dopymax) cneuua-
nuctos B o6nactu uHbopmaumoHHoi GesonacHocTu
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A6.1.8

Heaasucumast  npo-
Bepka (ayauT) uxdopma-
LmMoHHoM BesoriacHocTH

Mopagok opraHusauuyu U ynpaBneHus WHdopmaunoHHon Gesonac-
HOCTBIO W ee peanusauus (Hanpumep, UsMeHeHue Lenei u mep ynpae-
fieHus, NOSIUTMKKW, NPOLeCCOB W npoueayp obecnevenvs uHboOpMa-
uMoHHOW 6e30NacHOCTK) AOMKHbLI BbiTh NOABEPrHYTEI HE3aBUCUMOW NPo-
Bepke (ayauTy) vepes onpenerieHHble MPOMEeXYTKW BpemeHu wiv npu
MOSIBNEHUU CYLLECTBEHHbIX M3MeHeHWn B criocobax peanuaaunu mep
6e3onacHocTU

cucremam

A.6.2 O6ecneyeHne 6e30NacHOCTH NPY HANMMYUK [OCTYNA CTOPOHHMX OPraHN3auUni K MHOPMALUOHHBIM

Liens: Noagnepxusats 6e30nacHOCTL MHOpMaLLMK 1 cpeacTB 06paboTkn UHhopMaLIMK OpraHuaaLmn Npy Hanuuum
[OCTyna K HUM CTOPOHHWX OpraHusauuit B npoueccax obpaboTkv u nepeaaymn aTon UHdopmaumu

A6.21

OnpegeneHue puc-
KOB, CBSI38HHbBIX CO CTO-
POHHUMM  OpraHu3aLus-
MU

Mepea npepocTaBneHMeM [JOCTYNa CTOPOHHUM OpraHu3auusam K
uHopMaumn u cpegcteam ee obpaboTkM B npouecce OeATeNbHOCTU
opraHusauum Heo6xogumMo onpeaensTe BO3MOXHbLIE PUCKU AN MHDOP-
Mauum u cpefcTs ee o6paGoTkn U peanu3oBbIBaTL COOTBETCTRYIOLUME UM
mepb! 6830nacHOCTH

A6.22

PaccmotpeHve Bon-
pocos 6ezonacHocTv npn
paboTe ¢ knueHTamn

Mepen npenocTaBneHUEM KNWEHTaM Mpaea 4ocTyna K MHdbopmaumm
MMNU aKTMBaM OpraHu3auuMn HeobXxoauMO onpeaenuTe U BHEAPUTL Mepbl
BesonacHoCcTH

AB.23

PaCCMOTpeHMe Tpe-
6oBannit  6esonacHocTU
B cornalteHuax co Cro-
POHHUMM  OpraHuaauus-
MA

CornalueHns co CTOPOHHUMY OpraHn3aLAMn AOMKHLI COAEPXKaTL BCE
Tpebosanun Ge3onacHoCTV, BrOYalowWwue B cebs npasuna QocTyna K
npoueccam o6paboTkv, nepeaayn MHMOPMaLMU UK K ynpaBneHwuo
uHopmauuer unu cpegcreammn 06paboTkn UHDOpMaLMKM OpraHu3aumm, a
Taloke U B cCriyvae NpuobpeTeHus OONOMHUTENbHBIX MPOrPaMMHbLIX NPO-
LOYKTOB MUK OpraHu3aLumn CepBUCHOro obenyXmBaHua cpeacTs o6paboTiu
UHOpMaLIU

A.7 YnpaBneHue aktuBamu

A.7.1 OTBeTCTBEHHOCTb 32 3aLUTY aKTUBOB OPraH13auum

Uene: O6ecneunBats COOTBETCTRYIOLIYIO 3ALUNUTY aKTUBOB OpraHu3aumm

A711 MHBeHTapusauma ax- Onuck BCEX BaXKHBIX aKTUBOB OpraHu3auuy AofmkHa OblTb cocTaBneHa
TUBOB ¥ aKTyanusupoBaxa
A71.2 Bnapenune aktusamm Bes uHbopMaums 1 aKTMBbI, CBA3aHHbIE CO cpeacTsamu o6paboTku
WHOPMALIMK, AOMKHLI UMETh HasHauewHoro Bo enaaewe’ npepcra-
BUTENA OpraHuaauumn
A713 MNpuemnemoe wuc- Mpaeuna 6e3onacHoro UCNonb3oBaHus UHCPOPMALUK U aKTMBOB, CBS-

nonb30oBaHne akTMsoB

3aHHbIX CO cpeacTBamu 06paboTku uHbOPMauMn, AOMKHLI ObiTb onpe-
[eneHbl, AOKYMEHTUPOBaHbl N Peanu3osaHbi

A.7.2 Knaccudpmkauuna nHtpopmaumn

Liens: OBecneunTts YBEPEHHOCTb B TOM, YTO MHGOPMaUUA 3aluMLLEHa Ha Haanexallem ypoBHe

A7.2A1 OCHOBHbIE MPUHLMMbI WHdpopMauus gomkHa BbITb KnaccubuLuupoBaHa UCXoas U3 NPaBoBbIX
KnacecugmrkaLum TpebOoBaHUN, ee KOHPUASHUNANBHOCTY, 8 TalKe LIEHHOCTU U KPUTUYHOCTU

ANs OpraHnaauum
A722 Mapkupoeka U obpa- B coOOTBETCTBUU C MNPUHATOW B OpraHu3ayuu CUCTEMOM Knaccu-

6oTka nHdopmaLmm

ukaumm gomkHa OeiTh pa3pabotaHa w peanuaoBaHa COBOKYMHOCTb
npoueayp Mapkuposku n o6paboTku nHgopmaumm

) Tepmun «Bnaneneuy (owner) onpeaeneH Kak NMLO NV OPraHU3auns, Ha KOTOPYIO BO3NIOKEHa YCTaHOBNEHHas
OTBOTCTBEHHOCTL YNPABNEHUS MO KOHTPONIO NPOU3BOACTBA, pa3paboTke, NOAASPKKE, UCTONBL3OBaHUIO U BR30NaCHOCTY
aKTMBOB. TEPMUH «BrafeneLy He 03HaYaeT, YTO AGHHOE ML haKTUYECKU UMeeT Npasa COBCTBEHHOCTY Ha 3TOT aKTUB.

g
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A.8 MpaBuna 6e30NacHOCTH, CBA3aHHbIE C NepCoHanom
)

A.8.1 MNepepn 'rpy.uoycho|¥1c1'BoM1

Uenb: O6ecneunts yBEPEHHOCTb B TOM, YTO COTPYAHWKN, NOAPALHMKM W NONb30BaTENM CTOPOHHE! OpraHMaaumu
0CO3HAIOT CBOK OTBETCTBEHHOCTL U CMOCOGHLI BbINOMHATL NPEAYCMOTPEHHBIE ANS HUX (PYHKLIUK M CHWKaTbL PUCK OT
BOPOBCTBA, MOLIEHHMYECTBA M HeLenesoro UCNonb3oBaHWUs oBOpPYAOBaHUSA, a Takke OT yrpo3 6e3onacHocTU WH-
thopmaumm

A.8.1.1 OyHKUMKM ¥ 06GA3aH- OyHKUMK 1 06513aHHOCTH NepcoHana no o6ecneuvennio 6e3onacHoCTy
HOCTM MepcoHana no | COTPYAQHUKOB, NOAPSAMWKOB M NONb3OBaTesieit CTOPOHHEH OpraHM3auumn
obecnedeHnio Heaonac- | AOMKHBI ObITh onpeaeneHs!  SOKYMEHTUPOBaHb! B COOTBETCTBUN C Tpe6o-

HOCTH BaHNAMKU UHpopmaLMoHHON BeaonacHocTu
AB8.1.2 lMposepka npw npue- MpoBepka BCeX KAaHAUOATOB Ha NOCTOSIHHYO paboTy, NOAPAQYUKOB U
Mme Ha paboTy nonb3oBaTesneil CTOPOHHeN opraHusauunm [oMmkHa GbiTb npoBegeHa B

COOTBETCTBUAM C 3aKOHaMK, UHCTPYKLUMSIMK U NPaBUNamMu aTuku, € y4eTOM
TpeboBanuin BusHeca, xapaktepa UHOpMaLMK, K KOTOpol ByaeT ocy-
WEeCTBIIEH UX AOCTYN, 1 Npeanonaraembix pUcKoB

A8.1.3 Ycnosua TpyooBoro CoTpyaHukn, noapsaYMKM U NONL30BaTeIM CTOPOHHEW opraHv3auvu
aorosopa AOIDKHBI CornacoBaTh ¥ NOANUCaTL YCNOBUA CBOEro TPYAOBOIO [GroBopa,
B KOTOPOM YCTaHOBMEHbI ¥X OTBETCTBEHHOCTb U OTBETCTBEHHOCTb Opra-
HW3aLun oTHocuTeNsHO MHopmaumoHHol 6esonacHocTi

A.8.2 PaboTa no TpyaoBOMY [OroBOpY

Uenb: O6ecneynTs yBEPEHHOCTb B TOM, YTO COTPYZHWKM, NOAPAANYKN 1 NONL30BATEN CTOPOHHEN OpraHu3auuu
oceefoMneHb! 06 yrposax 1 npo6nemax ntgopmaumonHoin 6eaonacHocTi, 06 nX OTBETCTBEHHOCTH U obsisaTenbcTBax,
03HaKOMNEeHbl C NpasunaMmn v o0byueHs! Npoueaypam Ans noagepxaHna mep 6e3onacHOCTH opraHu3aumuv Npy BLINOI-
HEHUN UMK CBOUX CRYXeBHBIX 06A3aHHOCTER U Asi CHUKEHUS! pUCKa YenoBeveckoro hakTopa Aris UHOPMALMOHHOW
6e3onacHOCTN

A8.2.1 O6s3aHHOCTM  PyKO- PykoBofcTBO Opranusaumu [ofkHo TpeGosaTb, YTOBbI COTPYAHUKY,
BOACTBA NoApSA4MKA U NONb30BATENW CTOPOHHEN OpraHusauuu Gbiny O3HaKOM- :
NeHbl ¢ NpaBunNamn 1 npoueaypamu obecneverns mep GesonacHocTy B
COOTBETCTBUM C YCTAHOBMIEHHbIMY TpeBGoBaAHUAMN

A.8.2.2 OcBeaoMNeHHOCT, Bce coTpyaHukn oprasnsauum u, npu Heo6XxoauMOCTH, NOAPSAHUKN U
oby4eHvie N nNepenoarc- | Norb30BaTENN CTOPOHHMX Opradu3alnii JOMKHB! NPOXOAWUTE COOTBETCT-
ToBka B o6nact nHdop- | Bytowee obyyeHne M NepenoaroToBKy B LENsAX perynsipHoro nonyyveHus
MauuoHHoW BesonacHoc- | uHdopMauun o HOBbIX TpeboBaHWAX NpasBun U Npoueayp OpraHvaauum

i Tm 6e30nacHoCcTl, HEeoBXoAWMBLIX AN BbINOMHEHUA UMW  OOIKHOCTHbIX
byHKumA !
A.8.2.3 [vcunnnuHapHasn K coTtpypHvkam, COBepLIMBLUMM HapylieHne TpeboBaHuit Gesonac-

npakTvKa HOCTW, BOIMKHa BbITh NPUMEHEHa BUCLMNAWHApHAs MpakTUKa, YCTaHoB-

{ neHHas B opraHyaalmnm
A.8.3 YBonbHeHUe UNK nameHeHWe TPYQoBOro gorosopa

Liens: O6ecneynTs yBEPEHHOCTL B TOM, YTO COTPYOHUKMA, NOAPALHMKA U NONb30BATESIM CTOPOHHENR OpraHuaaunm
yBEAOMNEHbI 06 YBOSbHEHW MAM WU3IMEHEHWV YCROBWA TPYQOBOTO AOrOBOPA B COOTBETCTBUWA C YCTAHOBAEGHHLIM |
NOpPALKOM

A.8.3.1 OTBETCTBEHHOCTL NO OTBETCTBEHHOCTb NO OKOHYaHUK AENCTBUA TPYAOBOro A0rOBOPA A0MK-
OKOHYaHWU! pencTena | Ha ObITL YeTKO onpefeneHa U ycTaHoBNeHa
TPYAOBOTO Aorosopa

A.8.3.2 ! BosBspart akTuBoB CoTpyaHuKy, NOAPSAYMKA W NONB3OBATENN CTOPOHHER OpraHMsauun
0653aHbl BEpHYTb BCE aKTUBbI OpraHu3aumMv, Haxoaswmecs 8 Ux rnonb3o-
BaHWM (BNAfEHWK), NO UCTEUYEHWUN Cpoka AeCTBUS TPYAOBOro Aorosopa
unu cornauleHmna (yBonbHeHue)

A.8.3.3 AHHYnv“poBaHwe npas Mpasa pgocTyna k uHdbopmMauun 1 cpeacTsam o6paboTku nHdopmaumm
RpocTyna COTPYAHWKOB, NOAPSAYMKOB U MONb3oBaTeNnei CTOPOHHe#H opraHusauuu
OOMKHbLl GbITh @HHYNUPOBaHbl WM YTOYHEHLI NO OKOHYAHUWU AECTBUA
TPyZAOBOro foroBopa (YBonbHeHue)

" Mop cnosoM «TpyaoycTpoicTeoy (employment) 3aeck NOHATLI Cheaylowue cuTyauun: npuem Ha paboty (spe-
MEeHHYIO0 UNK NOCTORHHYI0), Ha3HAUYEeHUe Ha AOMKHOCTbL UIW NePeBof Ha APYryio JOMKHOCTb, NepeodopMeHUe KOHTPaK-
TOB UMY aHHYNNPOBaHKE KaKUX-nNMBo K3 3TUX cuTyauun.

12
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A.9 ®u3nueckas 3aMTa U 3al4MTa OT BO3REACTRUA OKpYKaloulei cpeasl

A.9.1 OxpaHsieMble 30HbI

Uens: NpepoTepaluaTth HECAHKUMOHWPOBaHHBIE (PU3NYECKUIA AOCTYN, NOBPEXAEHNE 1 BO3AEACTBYS HA NMOMELLEHWS
~ ¥ MHbOpMaLMIO OpraHn3aumm

A9.1.1

NepumeTp oxpaHse-
MOW 30HbI

[Ons 3awmTel 30H, rae uMeloTes Hgopmaumna u cpegcTsa obpaboTkn
nrbopMaLun, OMKHBI GbIT MCNONBL30BAHLI NEPUMETPL! OXPaHAEMbIX 30H
(6apeepsbl, Takue Kak CTeHbl, NPOXoAHLIe, 06OpyAOBaHHbLIE CpepcTeamu
KOHTPONS BX0A4A MO WASHTUMDUKALMOHHLIM KapTouKam, Wnu, rae npeay-
CMOTPEH, KOHTPONb COTPYAHWUKA PErMcTpaLuoHHOU CTOVMKY)

A8.1.2

KoHtpone goctyna B
OXpaHAemyio 30Hy

OxpaHsiemas 30Ha AoMkHa ObiTb 3awmileHa COOTBETCTBYIOLIUMM
CPeAcTBaMM KOHTPONSA BXOAa, Npeanonararomu obecnedunTs yBepeH-
HOCTb B TOM, YT TOMbKO aBTOPUICBAHHLIN NMEPCOHaN MOXeT NORyunThb
[OCTYN B 30HY

A9.13

O6ecnevyeHne 6Geso-
nNacHOCTK 34aHui, npo-
W3BOACTBEHHbLIX  MoMe-
weHnn n obopyaoBanus

TpebGoraHus k obecneqeHuo Guandeckoit HGesonacHoCTU 3gaHui,
NPOU3BOACTBEHHBIX NOMELeHWit v obopynoBaHus AomkHbl 6biTh pas-
paboTaHbl U peann3osaHb!

AS.1.4

3awmnTa OT BHELWHNX
yrpo3 1 yrpo3 co cTopo-
Hbl OKpyXatoLueit cpeab!

TpeboBaHnn k obecnedwennio huavdeckol 3aWmMTLl 34aHUA, NMPOK3-
BOACTBEHHLIX MOMeLieHn 1 o6opyaoBaHns OT HaHeceHus yulepba B
pesynbTate noxapa, HaBOAHEHWS, 3eMneTpsceHus, B3pbisa, obulecT-
BeHHbIX Becnopapkos U ApYrMx NPMPOAHbLIX U aHTponoreHHslx ¢hakropos
AonxHbI BbiTe paspaboTaHbl U peanu3oBansbl

A9.1.5

BuinoriHexve patot B
OXpaHAeMbIX 30Hax

TpeboBanus no cuanueckon 3awmTe U PeKoMeHAauuu No BLINOJ-
HeHWio PaboT B OxpaHAEMbIX 30HaX ROMKHBI BbITL paspaboTaHbl U peanu-
30BaHb! B MHCTPYKUNAX

A9.1.6 j

30Hbl  obuiecTeeH-
HOro 4ocTyna, npuema
OTIPY3kn MaTtepvianbHbIX
LEeHHOCTer

MecTa gocTyna, Takve Kak 30HLI MPUEMAE, OTIPYSKU MaTepuancHbiX
LleHHOCTE| U Apyrue MecTa, rae HeasTOPM3OBaHHbIE NWULIA MOryT npo-
HUKHYTb B NOMeLLeHNSA, AOMKHLI BbITh NOA KOHTPOMEM U, NO BO3MOXHOCTH,
[0MkHb BbITb U30NMPOBaHbL OT cpeAcTB 06paboTkn UHOpMauvKn BO
u3abexaHne HecaHKLMOHMPOBAHHOIO AOCTYNa

A.9.2 Beao

nacHocTL 0GopyAOBaHNA

Llens: MpepoTtepawate NOTEPHO, NOBPEXOEHMS, XUIIEHME WM KOMNPOMETauWio aKTMBOB M npekpalieHue aes-
TeNbLHOCTH OpraHnaaLmm

A9.2.1

Pasmewexve u 3a-
wurta oBopynosaHus

O6opyaosaHue AorkHO GbiTh pasMewweHo U 3alnWeHo Tak, 4YTobbl
YMEHbLIUTL PUCKM OT BO3AEACTBUS OKPYXKaloWwen cpegbl U BO3MOXHOCTH
HECAHKUMOHNPOBAHHOTO AOCTYNa

A9.2.2

BcnomoratenbHbie
ycnyru

Otopynosanve HEOOX0AUMO 3atumiuaTh 0T nepeboes B Noaaye InekT-
po3aHepruu U gpyrux c6oes, CBsA3aHHbIX C 0TKa3aMu B o6ecneyeHnn BCno-
MoratenbHbIX yenyr

A9.2.3

BeaonacHocTh Ka-
BensHou cetn

CunoBble ¥ TeNeKOMMYHWUKaLMOHHbIE kabenbHble CeTH, N0 KOTOpbIM
nepefanTcs AaHHble WU NOANEPXUBAIOTCS MH(POPMAUMUOHHbIE yCryry,
Heo6X0AMMO 3alMLLATL OT NepexBaTta MHpOPMaLUMK MITN NOBPEXAEHUS

AS.24

Texnuueckoe obcny-
Xusarnue o6opynoBaHUs

[omkHO NpoBOAUTLECA HapNexXallee perynipHoe TexHuieckoe obery-
XuBaHve obopyaoBaHus ans ofecrneyeHuss ero HenpepbiBHO paboTo-
cnocoBHOCTU U COXPaHHOCTH

A9.25

O6ecneuenne 6Geao-
nacHoctn  obopynosa-
HWS, UCNOJIL3YEMOTO BHe
nomMellgHUin  opranHusa-
uum

Mpu oBecneqeHun BesonacHoCTU 0GOPYACRAHUA, UCNIONL3YEMOrO BHE
MecTa ero MOCTOSIHHOW 3KcNNyaTauun, AOMKHbI BbITh YUTeHb! pasnnyHble
pUCKM, CBA3aHHbIe ¢ paboTol BHe NoMeLleHIA opraHMaaLum

A9.2.6

BesonacHas ytunu-
3auuA MMM NOBTOPHOE
ucnonbaosaHue obopy-
[OBAKUA

Bce koMmoHeHTbl 06OPYAOBaHUA, CoAepXalie HOCUTENU OaHHbIX,
DorvkHbl BbITb NPOBEPEHbI € LeNbi0 YAOCTOBEPUTLCA B TOM, YTO Niobble
KoHUASHLMANbHLI® AaHHBIe U NULEH3VoHHoe nporpammMHoe oGecne-
yeHvie BbiNM yaaneHs! vnu ckonvposaHsl GeszonacHbiv 06pa3oMm go ux
yTUNu3auum (cnncaHus)

AS.27

BelHOC UMyllecTBa ¢
TeppuTOpUM  opraHvaa-

)

O6opyaosaHue, MHMOPMAUWIO UnK NporpaMMHoe ofecnedeHue go-
NyckaeTCA BbIHOCUTL U3 NOMEWeHns opraHn3aunm Tobko Ha OCHOBaHWUW
COOTBETCTRYIOLLEro paspeileHusi
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A.10 YnpaBneHue cpeAcTBaMN KOMMYHMKaUM# 1 ux pyHKUMOHMpOBaHuem

A.10.1 OkcnnyaTtauuna cpeacTB U OTBETCTBEHHOCTL
Liens: O6ecneunTts Hagnexauwee u 6esonacHoe PyHKUMOHWPOBaHWe cpeacTe 06paboTin nhdopmaLimm

TECTUPOBAHUA 1 IKCTIY-
arauwm

A.10.1.1 DokymeHTUpoBaHue OnepaunoHHbIe Npoueaypbl AOMKHbLI SOKYMEHTUPOBATLCS, NOAAEPXU-
onepauvoHHLIX  Npoue- | BaThCs U ObiTh AOCTYNHLIMYK NS BCEX aBTOPM3OBaHHLIX NOML3oBaTenein
Ayp 3kcnnyatauun
A.10.1.2 Ynpasnesue usMme- NameHeHns B Kondurypaumsax cpeacts obpabotku uHdopmauun un
HeHnaMN cUcTeMax OOSMKHbI BbITh KOHTPONMPYEMbIMU
A.10.1.3 PaarpaHuuerne 065~ 06583aHHOCTM 1 06NacTN OTBETCTBEHHOCTW AOMKHBI BbITb pasrpaHu-
3aHHoOCTeM HeHbl B LEMAX CHWKEHUA BO3MOXHOCTEN HeCaHKUMOHWUPOBAHHOM WNu
HenpegHamMepeHHON MORU(UKaUMW, uNU Heuenesoro UCNONL30BaHWA
aKTUBOB OpraHn3aummn
A10.1.4 PasrpaHudenve Cpeacrtea pa3paboTkn, TECTUPOBAHUA W IKCIyaTaLuy SOMKHLI BbiTb
! cpeacts  pa3paboTku, | pasrpasnyeHbl B LIENAX CHWKEHWS pUCKa HECaHKLIMOHMPOBaHHONO A0CTyNa

WU U3MEHEHUS ONEPaLINOHHOM CUCTEMBI

A.10.2 YnpaBnexue nocTaBko# ycnyr nuuamu wunm cCTOPOHHUMM OPraHn3aluAMm

Uens: Peanusosats u nopaepxmeats Tpebyemblit ypoBeHb NHGOPMALMOHHON 6e30NacHOCTU U OKa3aHWA ycnyr B
€oOTBETCTBAM C Aorosopamn 06 oKasaHuu ycryr CTOPOHHUMM OpraHU3aLMAMU (BHEWHUMKU NULIAMKU Wiunn opraHu-

!

3aHUM CTOPOHHUMM Opra-
HU3aUMAMWA  ycriyr  no
obecneyennio Besonac-
HOCTY

3auusimmn)

A.10.2.1 OkasaHue ycnyr OomxHa ObITb 06ecneveHa yBepeHHOCTb B TOM, YTO Mepbl yNpasneHns
UHDOPMAUMOHHON 6e30NaCHOCTLIO, BKNIOHEHHbIE B OrOBOP 06 OKasaHun
yCnyr CTOPOHHEW OpraHv3auvM, peanusosaHbl, YHKUMOHUPYIOT U Noa-
DepXVUBaIOTCSt CTOPOHHEN opraHusaumen

A.10.2.2 MOHUTOPUHI ¥ aHa- HeobXx0AMMO PerynsipHo MPOBOAUTL MOHWTOPWHT, ayauT N aHanua

N3 yCnyr, 0Ka3bIBAEMbIX | YCMyr, OTYETOR ¥ aKTOB, 06€CneYMBaEMbIX CTOPOHHEN OpranusaLmei
CTOPOHHUMM nuyamm
. Wunn opralmnaaumnamm
A10.23 | MameHenus npu oka- MameHeHna npu okasawmm ycnyr no obecnedeHuio GeaonacHoCTH,

BKIIOYas BHeOPEHWUe U COBEPLUEHCTBOBAHMWE CyLLECTRYIOLLMX TpeBoBaHuii,
npoueayp v Mep oBecnedeHnst HpOPMaLMOHHOW G€30MaCHOCTH, AOMKHbI
BbiTh YNPaBNSEMbIMMU C YYETOM OLI@HKW KDUTUMHOCTM CUCTEM M NPOLIECCOB
6u13Heca, a Takke peaynbTaToB NepeoLieHK PUCKOB

A.10.3 MnaHnpoBaxve NPOM3IBOANTENLHOCTM ¥ 3arpy3Ku CUCTEM

Uenb; CBecTu kK MuHUMYyMy puck c6oeB B paboTe crucTem

.

\
A.10.3.1 Ynpasnexve npous- | Heo6x0a1umo 0CywecTBNATL NPOrHO3NPOBAHNE, MOHUTOPUHT Y1 KOPPEK-
BOAUTENLHOCTLIO TUPOBKY NOTPEBHOCTM MOLLHOCTU CUCTEMBI Ans obecnederHns Tpebyemoi

ee NpPoV3BOAMTENbHOCTY
A.10.3.2 Mpuemka cuctem QomkHbl BbiTh ONpefeneHb! KPUTEPUA NMPUHATUA HOBbLIX U MOLEPHK-

3MPOBaHHbBIX WHOPMALMOHHEIX CUCTEM, HOBbIX BEPCUMIA NPOrpammHOro
oBecneyeHus, a Takke NposeeHo TECTUPOBaHKE CUCTEM B Npotiecce WX
pa3paboTki 1 NpremMku

A.10.4 3awmnTa OT BpeAOHOCHOIro KoAa M MOBUNbLHOro koaa

14

GmnbHOro KoAa

Lene: 3awumuyaTs uenocTHOCTL NPOrpaMMHoro abecneyeHus U MaccuBos UHOPMaLUU
A10.4.1 Mepbt  3awuThl OT OomkHbl BbITe peanuaoBaHbi Mepbl MO 0GHapyxeHuto, NpepoTspa-
BpeJOHOCHOIO Kopa LLEHMIO MPOHNKHOBEHMUSt U BOCCTEHOBMEHUIO NOCNe NMPOHVWKHOBEHWA Bpe-
OOHOCHOrO Koga, a Takke [OSHKHbl ObiTh YyCTaHOBNEHbI MpoUeaypbl
obecneyeHnst COOTBETCTRYIOLLErO OMNOBELEHUs NoNb3oBaTENEN
A.104.2 Mepb! 3alynTbl OT MO- Tam, roe paspelleHo UCnonb3oBaHWe MoBunbHoro kopa, KoHdUry-

pauust CUCTEMBbI [OMKHa obecneynsaTs yBePEHHOCTb B TOM, YTO aBTopU-
30BaHHbiA MOGHNBHDIN KOF DYHKLMOHUPYET B COOTBETCTBUMN C YETKO ONpe-
DeneHHoN rMonuTUkoi Ge3onacHOCTM, @ UCNoNHEeHWe onepaumvy ¢ UCNofk-
30BaHMEM HeasTOPU30BaHHOrO MOBUNLHOTO kKoaa ByaeT NpeaoTBpaUleHo
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A.10.5 PeaepauposaHue

Uenb: MonaepxusaTte LENOCTHOCT W AOCTYNHOCTL MHGOPMaLIMK U cpeacTs 06paboTkm nHpopMaLmMm

A.10.5.1

PesepsupoBsaxue uH-
thopmaumm

PeaepBHbie ko nHbopMaLmy 1 nporpaMMHoro obecneyexus omx-
Hbl CO3AAaBaTLCA, NPOBEPATLCH U TECTUPOBATLCH Ha PerynspHOW OCHOBE B
COOTBETCTBMY C NPUHATLIMU TPEBoBaHNAMI Pe3ePBMPOBEHUA

A.10.6 YnpaBneHue Ge30MacHOCTbIO CETH
Lenb: O6ecneuuTs 3alinTy MHGOpMaLMV B CETAX U 3aWMTY NOAAEPKUBAIOLLEH NHDPACTPYKTYPLI

BbIX CEPBUCOB

A.10.6.1 Cpencrea KOHTPONs CeTu gonxHbi 6bITh 81€KBATHO YNIPaBNAEMBIMU U KOHTPONUPYEMbIMU B
cetu Lensx 3alyuTbl OT Yrpo3 U NoagepKaHus 6e30nacHoCT CUCTEM U TPUIo-
XEHWKN, NCNONL3IYIOLLNX CETh, BKNIOYAA UHIOPMaLIMIO, NEpeaaBaeMyHo no
ceTsm L
A10.6.2 BesonacHocts ceTe- Mepeb! 06ecnevennn 6eaonacHocTu, ypoBHU 06CNYXMUBaHUA ANA BCEX

ceTeBbIX yCryr v TpeGoBaH!s ynpaBneHus A0NXHbl BbiTb onpeaenerbl i
BKIIOYEHb! B 11060% AOrOBOP 0 CETEBLIX YCNyrax He3aBUcMMOo OT Toro, npe-
[OCTaBNAKTCA N 3TW YCNyrM CBOMMW CuUNaMu WNU CTOPOHHEA opra-
HU3aumnen

A.10.7 O6palleHne c HOCUTENAMMN MHDoPMaLUK

Llens: MpenoTepaTTe HECAHKUMOHMPOBAHHOE pasrnalleHne, MOAVMUKALMIO, YAANEHUE WNU YHUMTOXEHUE
aKTUBOB ¥ NpepblBaHNe B13HeCc-NpoLeccos

I

TEMHOW BOKYMEHTaLuUm

A10.71 Ynpasnenne cbem- lns ynpaBneHna CbeMHBIMU HOCUTENAMMU UHADOPMALIMN JOMKHBI CY-
HbIMA HOCWUTENSIMM MH- | L|ECTBOBAaTL COOTBETCTBYIOLME NPOLELYPbI
dopmaunm
A.10.7.2 Yrunusauma Hocute- Hocutenu nHbopmalmm, korga B Hux Gonbwe HeT HeoBxoanmocTy,
neit MHdOpMaL K DOMKHBI 6biTb HAaAEXKHO U 6e30RacHO YTUNU3UPOBaHbI C NOMOLULIO (op-
Mann3oBaHHbIX NpoLeayp
A.10.7.3 MNpouenypbi  obpa- [ns obecnevennn 3aLmThl MHMOOPMaALWM OT HECAHKLIMOHMPOBAHHOTO
6oTku uHcbopmaumm PacKpeITUA UMM HEMPaBUNBLHOIO WUCNONB3OBAHUA HeobXoauMO ycTaHo-
BUTL Npoueaypb! 06paboTkn U XpaKeHUA MHOpMaLUMn
A.10.7.4 BesonacHocte  cuc- CucremHas [OKyMEHTauus A05KHa ObiTh 3awMieHa OT HeCAaHKLMO-

HWPOBAHHOrG AocTyna

A.10.8 O6meH uHdopmauuei

Llenb: Nopoepxveats 6e30NacHOCTL
3aLUWNn 1 CO CTOPOHHUMM OpraHU3aLUAMK

nHcopMauumn u nporpamMmHoro obecneverHns npu obmeHe BHYTPWU OpraHu-

A.10.8.1 Monutkn n npoue- DonxHbl cyuiecTsoBaTh hopmanu3oBaHHbie npoueaypst, TpebosaHna
Oypbl obmeHa uHpopMa- | 1 Mepbl KOHTPONA, obecneunBatoLMe 3aLmuTy obMeHa uHopmMaunen npu
uuen UCNONL3IOBAHUN CBA3W BCEX TUMOB

A10.8.2 CornaweHus no 06- Mexay opraHusaunei U CTOPOHHUMU OPraHu3auMsaMK JOIDKHbLI ObiTh
MeHy nHbopMaumen 3aKNI04YeHbl cornaLleHus no o6mery nHopmaumeit u nporpaMMHeLIM obec-

neYeHuem

A.10.8.3 3awmuta usnueckux Hocurenn uHcbopmaumm fonmkHbl GbiTh 3aupileHsl OT HecaHKUMo-
HocUTENen NHEOPMAaLMM | HUPOBAHHOMO AOCTYNA, HENPaBWUIBLHOTO WUCNONBL3OBAHUS UMKU MOBPEX-
npU TPaHCNOPTUPOBKE OeHUs BO BPEMA WX TPaHCNOPTUPOBKM 3a MpeAcnamu TeppuTopun

opraHv3auuv

A.10.84 OneKTPoHHbIA 06MeH UHdopmauus, cnonbayemas B 3NeKTPOHHOM obMeHe cooblueHusamu,
coobeHnamm [omkHa GbiTb 3aWMLEHa Hagnexatium obpasom

A.10.8.5 Cuctéembl  6u3Hec- TpeGoBanna 1 npoueaypbl AOMKHLI B61Tb pa3paboTaHbl M BHEAPEeHb
wHdopmaummn ans 3awuTel iopmaumMmn, CBA3AHHOW C B3auMogencTBmem cuctem 6ua-

Hec-UHopMaLuu

A.10.9 Ycnyrm aneKTpoHHOM TOProBnu

Uenk: O6ecneuntb 6e30nacHOCTL yCnyr 3NEKTPOHHON TOProBNy 1 ux 6e3onacHoe MCNONbL3oBaHWe

A.10.91

OnekTpoHHan
roBNS

TOp-

WHbopmauus, MCnonbayeman B ANEKTPOHHOH TOProBne, NPoXoasLuIan
no 0BLEeNoCTYNHLIM CeTAM, ROMKHA ObiTo 3aLWMILEHA OT MOLIEHHNYECTBA,
OCNapuBaHNA KOHTPAKTOB, & Talke OT HeCaHKUMOHWPOBAHHOrO pasfna-
LWEeHUA U MoancduKaLmu
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A.10.9.2 TpaHcakunuu B pexu- WHdpopmauma, ucnonbayemas B TpaHCaKUMSX B peXMme peanbHoro
Me peanbHOro BpemeHyn | BpeMeHu (on-line), AoMmkHa ObiTh 3alyuuieHa AN npefoTBpalleHus
(on-line) HENomnHowu nepegayn, HenpasuNLHOW MapLLPYTU3aLUK, HECAHKLMOHUPO-

BaHHOrO N3MeHeHUA CoobLUeHniA, HECaHKLIMOHMPOBAHHOTO pasrrialleHuns,
HECaHKLIMOHMPOBAHHOIO KONMPOBaHUS UMW NOBTOPHOTO BOCMPOU3BEAEHWUS

coobieHnin
A.10.9.3 ObwenocTynHas WH- WHcopmauus, npepocTasnseMas uepes oOuefoCTynHyio cucTemy,
| cbopmaumus [omkHa GbiTb sauLieHa 0T HeCaHKLMOHUPOBaHHOA MOANMDMKaLn
A.10.10 MoHuTOpKUHT
Lens: O6HapyxusaTb HeCaHKLMOHUPOBAHHbIE leiCTBUA, CBA3aHHbIe ¢ o6pabaTkoi uHdopmaummn
T
A10.10.1 | BepeHue xypHanos HomkHe! GbiTh 0becnedeHb! BeAeHWe U XpaHeHue B TeueHue ornpepe-
| aynauta AIEHHOTO NEPMoAA BPEMEHW XyPHANOB ayauTa, PerucTpupyiowmx aenct-

BMA NONb30OBaTeNe, HewTaTHBIe CUTYaUmmM n cobbiTus MHbOpMaLMOHHON
GeaonacHocTH, B uensix nomowu 8 Gyaywmx paccneaoBaHusx U npose-
AeHUN MOHUTOPUHIA KOHTPONA [OCTYMNa

A.10.10.2 MOHUTOPUHI Ucrionb- [orkHbl 6bITL YCTaHOBNEHb! NPoLieayphLl, NO3BONAIOLUE BECTU MOHU-
30BaHuUs cpefcTB o6Gpa- | TOPUHI U perynapHbIid aHanu3 pesynbTaToB MOHUTOPWHIA UCNIONL30BAHUR
60Tk uHpopMaLm cpeacts obpabotku nHopmaumm

A.10.10.3 ; Jawuta  uHcpopma- Cpepncrsa peructpaumm v NHGOpPMaLUs XyPHaNos perncTpauumn Sonx-

{ UMK XYPHaNOB perucTpa- i Hbl 6biTh 3alMieHb! OT BMELWATENLCTBA U HECAHKLMOHUPOBAHHOIO A0C-
| umn Tyna

A.10.10.4 XKypHans! peructpa- [eiCcTBUA CUCTEMHOIO afgMUHUCTpaTopa U CUCTEMHOro onepatopa

UMM aencTBui  apgMu- | JOmKHbI GbITh perucTpupyembimm
HWCTpatopa ¥ onepa-

TOpa

A.10.10.5 Peructpauus  Hewuc- HeucnpaBHOCTN A0MKHLI ObiTh 3aperMcTpUpoBaHbl, NpoaHanuanpo-
npaeHocTell BaHb! ¥ yCTpaHeHb!

A.10.10.6 CUHXpOHU3aLMs va- | Yack! Bcex COOTBETCTBYIOWMX cucteM o6paboTku wHgopmauuu B i
CoB | Mpeaenax opraHnu3auuy MY OXpaHAEeMOoN 30Hb! [OMKHbI BbiTb CUHXPOHM-

{ 3npoBaxbl C NOMOLWbIO €ANHOINC KCTOHHWKA TOYHOTO BpeMeHn

A.11 KoHTponk gocryna

A.11.1 BusHec-Tpe6oBaHNsA K KOHTPONID AOCTYNa

Uenb: KoHTponupoeats AOCTYN K UH(opMaLmm

A11.1.14 Monutuka KoHTPONA I NonuTtnka KoHTpONA ROCTYNA AOIMKHE ObITh YCTaHOBNEHA U BOKYMEH- |
AocTyna | TMpOBaHa ¢ y4eToM NoTpeGHocTel BuaHeca n 6e3onacHOCTV MHdopMaUnK |

A.11.2 YnpaBneHve AOCTYNOM fNONbL30OBaTenen

Uens: MNpegoTBpaTTs HecaHKUMORMPOBaHHbIA JOCTYN Mons3osaTeneit K MHOpMaUMOHHBLIM cucTemam n obec-
NeYuTb asTOPM3OBAHHBIN AOCTYN NONb30BaTENEN K 3TUM CUCTEMaM

A11.2.1 Pernctpauns  nonb- DomxHa 6biTh ycTaHoBneHa dopmanu3oBanHas npouenypa peruct-

3oBarenen pauvy 1 CHATWSA C perucTpauvn nonb3oBaTernen 4ns npeaocTaBneHnsa v
OTMEHL! AOCTYNA KO BCEM UHCDOPMALIMOHHBLIM CUCTEMaM U ycnyram

A11.2.2 Ynpasnewuwe npusu- MpepocTaBneHune u UCNoNbL3OBaHWE NPUBMNErNA A0MKHO GbiTb Orpa-
nervsimMu HUYEHHBIM U KOHTPONUPYEMbIM

A11.23 YnpaeneHue napons- MpepocTasneHne naponeit 4OMKHO BbITb KOHTPONUPYEeMbIM NOCPeacT-
MU nonbk3oBateneit | BOM (hopMariM3oBaHHoro npouecca ynpasnexus

A11.24 MepecmoTp npase PykoBOACTBO ROMKHO MePUOANYECKUA OCYLUECTBATL NepecMoTp npas

HocTyna nonb3osaTtenen | 4oCTyna Nonb3oBaTenei, cnonbays (hopmManuaoBaHHbIN NPoOLece

A.11.3 OTBeTCTBEHHOCTHL NONb3oBaTenein

Uenu: MpenoTspawaTs HECAHKLUWOHUPOBAHHLIA JOCTYN NONL3OBATENEW, @ Takke KOMMNPOMETAUWIo UNK Kpaxy
uHpopmaumm n cpegers o6paboTky uHdopmaLum

A.11.3.1 Wcnonw3osaHue na- Mons3oBatenun fonxHeLl cobniopaTh Npasuna 6e30NacHOCTU NpU Bbl-
ponew | Gope u ucnonb3osaHuK Naponen
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cTOna» U «MUCTOro 3Kpa-
Ha»

A.11.3.2 O6opynosaHve, OC- Monb3osatenu AomkHb! oGecneuuBaTe COOTBETCTBYIOWYIO 3aLUTY
TaBNeHHoe none3osare- | o6GopyanosBarus, ocTasneHHoro 6ea npucmotpa
nem 6e3 npucmoTpa

A11.33 Mpasuna «dKcTOrO Dornxwsl 6biTh NPUHATLI NPABUNA «YUCTOrO CTONA» AN AOKYMEHTOB Ha

ByMaKHBIX HOCMTENAX N CMEHHBIX HOCWUTENEW AaHHbIX, a Takke npaBvna
«YUCTOro 3KkpaHa» ans cpeacTB 06paboTkv MHopMaLmum

A.11.4 KoHTponk ceTeBoro Aoctyna

Llenk: MpenoTepaTiTs HECAHKLMOHUPOBaHHbIKA OCTYN K CETEBbLIM CEPBUACAM

3auum B ceTn

A.11.4.1 Monutuka B OTHOLIE- Monb3oBaTenam cnenyeT npefoCcTaBnATb AOCTYN TOMLKO K TéM yCny-
HUK UCMOMb3OBAHUA Ce- | raMm, NO OTHOLIEHWUIO K KOTOPbIM OHU cneunanbHo Gbin aBTOPM3OBaHbI
TeBbIX yCnyr
A114.2 AyTeHTuduKaumua Ons KOHTPONSA BOCTYNa yaaneHHbIX nonb3oBaTeneit AOMKHL! BbiTh
nonk3osarenei Ans NpUMEHEHbI COOTBETCTBYIOLLUE MEeTOALI ayTEHTUdDMKaLMK
BHELUHWX COeAUHEHUN
A.11.43 UneHTtndukauuma AsTomaTuudeckan uaeHTudukaumns obopyaosaHns QOMKHa paccmart-
ofopynoBaHWs B ceTax pVBaThCA Kak CPeACTBO ayTEHTUMKALMM COBANHEHUIA, OCYLLIECTBNSEMbIX
C onpeaeneHHbIX MeCT U ¢ onpeaenekHsIM 060pyaoBaHnem
A1144 3awwura auarHocTH- Dusnyeckuin 1 NorUvecknit JOCTYN K NMopTaM KOHGUrypauuu v guar-
UECKUX U  KOHUrypa- | HOCTUKM AOMKEH BbiTb KOHTPONUPYEMbIM
UMOHHbIX MOPTOB  MpU
yAaneHHoM AocTyne
A1145 MpuHunn  paspene- B cetAx fomKHbI GbiTb MPUMEHEHBbI NPUHUMMBLI pasgeneHns rpynn
HUA B CETAX VH(OPMaLMOHHBIX YCNyT, Nonb3osatenei U UHPOPMALMOHHbIX CUCTEM
A.114.6 KoWTponb  ceTesbiX MogknioyeHUe Nonb3oBaTened K COBMECTHO WUCNONb3yeMbIM CETM,
coeguHeHun 0co6eHHO K TéM, KOTOPbie BbIXOAAT 3a TEpPUTOPUI0 opraHusaLum, Heob-
XOOUMO OrpaHNYMBaTE B COOTBETCTBUM C NOMUTUKOM KOHTPONA JocTyna u
TpeboraHuaMU BUsHec-npunoxeHni (cm. A.11.1)
A11.4.7 KoHTpons MapipyTi- JomxHbi BbITh BHeAPEHbI CpeacTBa YNPABNEHWA U KOHTPONA MapLpy-

TU3aLWK B CETU C LENbIO UCKINIOYNTL HapYLLIEHWS NPaBul KOHTPOMNA JOCTY-
na ans 6U3HEC-NPUNOXEHUIA, BbLI3bIBAEMbIE COEOUHEHUAMU N NOTOKAMM
nHbopMaLumn

A.11.5 KoHTponk focTyna K onepauyoHHOW cucteme
Llens: MpepoTBpaTvTe HECAHKUMOHUPOBAHHBIN 4OCTYN K OMepauluoHHbIM cUCTEMaM

MEeHU CoeauHeHUA

A11.51 BesonacHble npoue- KoHTponb gocTtyna k onepaumnoHHbiM cucTemMam fomxeH bbite o6ecne-
Dypbl perucTpaumu 4eH 6esonacHon npouenypon pernctpauun
A1152 VaeHTtudukauma w1 Bce nons3oeatenu JOMKHbI UMETH YHUKanNbHbIe uaeHTUdUKaTops! (D)
ayTeHTUUKaLUA NoMb- | TOMBKO ANt NEPCOHANLHOMO UCNOMb3OBaHS, a ANA NOATBEPKAEHUA 3aAB-
3o0Barens MEHHON MUYHOCTYU Nonb3oBaTens AOMKHL! BbiTe BbIGPaHLI NoAxoAaUIe
METOAb! ayTeHTUhuKaLmum
A.11.5.3 Cuctema ynpasne- CvcTeMb! ynpasneHus naponsaMn A0MKHb BblTb MHTEPaKTUBHLIMUK U
HUA Naponamu obecneuMBaTh BbICOKOE Ka4eCTBO Nnaponen
A1154 Ucnonb3osaHue cnc- Mcnonb3aosaHne CUCTEMHBIX YTURKT, KOTOpblE MOMYT NPEOAONeTs
TEMHBIX YTUNUT CpeacTBa KOHTPONA ONEPaLUOHHBIX CUCTEM U NpUNoXeHuin, Heo6xoaumo
Orpaxn4MBaTh U CTPOrO KOHTPONMUPOBATH
A1155 Mepuonel GesneicT- Heobxoanmmo obecneunTts 3aBepLleHue ceaHcoB CBR3W NOCHe onpe-
BVA B CEaHcax CBA3K AeneHHoro nepmoaa 6esneicTens
A11.56 Orpanuverue  Bpe- OrpaHuvyeHne BpeMeHn CoeanHEHNA JOMKHO ObiTh MCNONL3OBAHO ANA

obecnevyeHUs QononHUTENLHOW e30nacHoOCTH

A.11.6 KonTponu focTyna K NpMKnaaHbiM cucreMam U uHdopmauun
Uenb: MpeaoTBpaTnTs HECAHKLMOHMPOBAHHLIA AOCTYN K NPUKNaAHbIM CUCTEMaM 1 UHOpMaLUK

A116.1

OrpanuueHns aocty-
na K nHopManmum

Joctyn k nHdopMaumun U (OyHKLUMAM NPUKNAAHBLIX CUCTEM NONL3O-
Bareneil U obcnyxvsaiowero nepcoHana aomkeH ObiTb nNpenocTasneH
TONLKO B COOTBETCTBUAM C ONpefeNneHHbIMU MONUTUKAMKU KOHTPONA AO0C-
Tyna
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T

A.11.6.2 M3onaunms  cuctem, CucTeMbl, obpabartbisaloline BaxHylo MHPOPMALMIO, AOMKHLI UMETH
obpabaTbiBaloliMx BaX= | BblOeneHHyo (MW30NMPOBaHHYIO) BLIMMCIMTENLHYIO Cpeay
HY0 MHbopmaLmio

A.11.7 Pabota c nepeHOCHbIMM YCTPOWCTBaMM ¥ pa6oTa B AUCTAHLMOHHOM peXxume

Liens: O6ecne4nts nHbopMauuoHHYK0 Ge3onacHOCTb NPy UCNONL30BAHWM NEPEHOCHBIX YCTPOMCTB U CPeacTs,
Heo6xoanMbIX ANA PaboTel B ANCTAHLMOHHOM pexume

A11.71 Pabota ¢ nepeHoc- Heobxoaumo uMeTh B Hanmunn HopManu3oBaHHYyIo NOAIUTUKY ANA 3a-
HBIMU YCTpOWCTBaAMU LMThI OT PUCKOB NPU UCTIONb30BAHUN NEPEHOCHbIX YCTPOWUCTS

A11.7.2 Pabora B pucrtaH- [Ona paboTbl B ANCTAHUMOHHOM pexume HeoGxoamnMo paspaboTtaTte U
LUNOHHOM pexuMe peanu3oBaThk NONUTUKY, oNepaTUuaHbIE NNaKbl U npoue.qypbl

A.12 Paspa6oTka, BHeApeHMe 1 oBcnyxuBaHue WHHOPMALMOHHLIX CUCTEM

A.12.1 Tpe6oBaHwna k 6e30NacCHOCTN NHHOPMALIMOHHbIX CUCTEM

Lenb: OGecneunts yBepeHHOCTL B TOM, 4TO 6@30NacHOCTb ABNAGTCH HEOTbEMNeMbIM CBOWCTBOM BHeapAeMbiX
UHOpMaLIMOHHBIX cucTeM, 1 obecrieunTs BbinornHeHne TpeGoBaHWii GesonacHocTn Npu paspaGoTke U akcnnyaTauum
cucTem

A12.1.1 AHanua u petanuaa- B copmynuposkax TpebGosannii 6usHeca ONs HOBLIX UHEOPMALIUOH-
uvs TpebGoBaHuit Ge30- | HbIX CUCTEM WV COBEPLUEHCTBOBAHWRA CYLUECTBYIOLUMX OOSKHbI ObiTb
nacHoCcTH AeTanmsupoBaHbl Tpe6oBaHVsA GesonacHocTy

A.12.2 MMpaBnnbHas oBpaboTka AaHHLIX B NPUAOKEHHUAX

Uenb: Mpepotepaturs owWMBKK, NOTEPIO, HECAHKUMOHUPOBAHHYIO MOANMUKALNIO NN HenpasunbHOE WCMONb30-
BaHue UHOPMALIMY B NPUNOKEHUSX

A.12.21 [Mposepka AocToBEp- BxogHule AaHHbIe AN NPUNOXEHUI BONXKHBI ObITh NOABEPrHYTHI NPO-
| HOCTU BXOOHbIX J@HHBIX | Leaype NoATBEPXAEeHWA C Lenbio YCTAaHOBNEHUA UX JOCTOBEPHOCTU
A12.2.2 ; KoHTpons o6paboTku Ans oBHapyxeHus nckaxeHni (owmnbok unu NpeaHamepeHHbIX AencT-
JaHHBIX B NpUNOXeHusix | BuiA) npu obpabotke uHbopmauuu B TpeGoBaHUA K DyHKUMAM Npuno-
XEHW BoMKHbI BbIT BKIMIOYEHb! TPE60BaHMS MO BLINONHEHWUIO KOHTPONb-
i HbIX NPOBEPOK
A12.23 LlenoctHocTe  co0B- | DomkHel BeITh onpedeneHsl TpeGosaHust ans ofecnevyeHns ayTen-
LeHWA | TUMHOCTA W 3aWLMTHI LEMOCTHOCTM COOBLUIEHMIA B NPUNOXEHNAX, a Taloke
| peannsoBaHbl COOTBETCTBYIOWME CPEACTBA KOHTPONA
- ‘ —

A1224 Moareepxperve no- AaHHbie, BbIBOAWMEIE U3 NpunoXeHnn, Heobxoanmo nogseprate Npo-
CTOBEPHOCTY BLIXOAHBIX | BEPKE HA KOPPEKTHOCTh, HTOBkLI 06ecneynTh yBEPEeHHOCTb B TOM, 4TO o6pa-

LaHHbIX | Borka nHopMaLum BeINONHEHa NPaBUMLHO

A.12.3 Kpuntorpachuyeckne cpencTsa 3awMTbl

Lenb: 3awmiuare KoHbMAEHUMANbHOCTb, ayTEHTUYHOCTE UM LENOCTHOCTL MHGOPMaLMKU KPUNTOrpaguieckuMmm
cpeacTeamu :

A.12.3.1 Monutnka Mcnonb3o- lomxHel BbiTh paapaboTaHbl U BHegpeHbl Npasuna MCnonb3oBanus
BaHUs Kpuntorpachude- | kpuntorpacn4eckux CpeacTB 3alnUTbl nHdopMaunm
CKUX CpefiCTB 3allUUThbl

A.123.2 Ynpaenenve knoya- Ona peanuaaluu opraHMsaumnen kpuntorpacgpuyeckux MeToaos 3allu-
MU Tbi AomkHA GbiTh MCNONL30BaHa CUCTEMA YNpaBreHna KnioYyamu

A.12.4 Be3aonacHOCTL CUCTEMHbIX (hannos

Llenb: OGecneunTte 6€30NacHOCTL CUCTEMHbIX haitnos

A124.1 KoHTpone nporpam- ! HeoBxoanmo ofecneunts KOHTPON: 32 NPOLECCOM BHEApeHWs! Nnpo-
MHOro ofecneyeHusi, Ha- | rpaMMHOTO 06ecneyeHns B NPOMbILLINEHHYIO dKCnnyaTaLuuio

XOOALIEerocs B NPOMbILL-
NIeHHOW aKkcnnyaTaunnu

A124.2 3awnTa faHHbIX Tec- [aHHbie TECTUPOBaHMA cnegyeT TWaTenbHo oTéupaTs, 3aluLath 1
TUPOBAHWA CUCTEMD! KOHTpONupoBaThb
A12.4.3 KoHTpone goctyna K LlocTym K MCXOQHBIM KOoaaM AONKeH 6biTb orpaHndeH

UCXOOHbLIM KodaMm
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B A.12,5 Be3onacHocTb B npoueccax pa3paborku 1 noanepKku
Llens: MNogaepxuveats Ge3onacHocTs NporpaMmHoro obecneyeHust NpUKNagHLIX CUCTEM U COfepXallenca B HuX
uHopMaLmnn

A.12.5.1 Mpoueaypbl KOHTPO- BHeceHne M3MEHEHUN OOMmKHO GbiTb NPOBEPEHO C UCMONbL3OBAHWEM
NS UIMEHEHNIA COOTBETCTBYIOLMUX hOPMANU3OBAHHBLIX NPOUEAYP KOHTPONSA UIMEHEHMWA

A.125.2 Texrudeckuin aHanus Mpu BHECEHUN U3MEHEHUN B ONEPaLMONHbIE CUCTEMbI HEo6BXxoauMOo
NPUKNAAHDLIX CUCTEM | NPOBECTW @HANU3 U TECTMPOBAHWUE KPUTWYHBLIX BUIHEC-NPUNOXKEHUN C
nocne BHECEHUS W3Me- | UEenbio YAOCTOBEPUTLCA B OTCYTCTBMM HEraTMBHOTO BNUAHMUA Ha paboTy v
HeHWI B onepaLuoHHble | 6e30nacHoCTb opraHnsauuu
CUCTEMBI

A.1253 OrpanndeHun Ha Heobxoaumo naberats MoAUdUKaLWiA NAkeToB NporpamMM, a Bce Tpe-
BHECEHMEe WU3MEeHeHUn B | Gyemble U3MEHEeHUS NOMKHBI NOANEXATb CTPOTOMY KOHTPOSIIO
nakeTbl NPOrpamm

A1254 YTeuka uicpopmaumm Bo3MOXHOCTW oNs yTeuku uHdopMaumm AomkHbl 6biTe NpegoTBpa-

LEHbl

A1255 Pa3pabortka npo- Paspaforka nporpaMmHoro 06ecne4eHus ¢ npueneYeHNEM CTOPOHHUX
rPaMMHOro obecneyeHmn | oprauvaauunii 4OMKHA NPOBOAUTLCA MO KOHTPONEM U NPU MOHWUTOPUHIE
C npuBfeYeHWeM CTo- | opraHu3auunmn
POHHUX OpraHu3auui

A.12.6 MeHepXMEHT TeXHUYECKNUX YAIBUMOCTEN i

Llenb: CHU3UTL pucku, ABNSIOLMECA PE3yNbTaTOM UCNOMb3OBAHNS ONYBIMKOBAHHBIX TEXHUYECKUX YA3BUMOCTEN

A12.6.1

Ynpaenexuve TGXHM-’
4eCKUMU YAZBUMOCTAMU )
| HOCTb TaKmnx YA3BMMOCTEW W NPUHMMaTL COOTBETCTBYIOLIME MEepbl N0 |

| yCTpaHeHni0 CBA3AHHOIo C HUMU puUcka

Heobxoaumo nonyyarb cBoeBpeMeHHYI0 UHDOPMAUMIO O TEXHUYECKUX
YA3BUMOCTSIX UCNONb3YEeMbIX MH(DOPMALIMOHHBLIX CUCTEM, OLEHMBATL onac-

A.13 Ynpasnenue HHUUAEHTaMK uHdopmaUuoHHOK BesonacHocTH

A.13.1 OnoBelenme 0 HapyLWeHUAX U HepoOCTaTKaxX UHCPOPMALIMOHHON 6e30NacHOCTH

Uene: O6ecneunts onepaTMBHOCTL ONOBELLEHVS O COBbITMAX MH(opMaunoHHO# Ge3onacHoCTH U HapyLUeHUsX,
CBA3aHHbIX C MHCDOPMALMOHHLIMU CUCTEMAaMK, 8 TaKKe CROEBPEMEHHOCTL KOPPEKTUPYIOLUX ASACTBUI

A.13.1.1 OnosetlleHne o cny- O cnyvasx Hapywexns WHbopmaLroHHO GesonacHocTu cnepyet
Yanx HapyLLeHus UHtop- | coobllaTh NO COOTBETCTBYWLUMM KaHanam ynpaeneHus He3ameanu-
MauMOHHOM 6eaonac- | TeNbHO, HACKOMBKO 3TO BOIMOXHO
HOCTU

A13.1.2 OnoBelleHne o He- Bce coTpygHuku, nOAPAOYMKM M NONBL3OBATENW CTOPOHHUX OPraHu-

pocratkax BHesonacHoc-
™

3aUMUA, NONbL3YIOWMECH WHMOPMALIMOHHBIMW CUCTEMaMK W YChRyramu,
OOMKHbI He3aMeaNUTeNbHO coobuarts 0 NOBLIX 3aMeYESHHBIX UNW Npea-
nonaraeMbiX HapyleHUax 6e30NacHOCTH B cucTemMax unm ycnyrax

A.13.2 YnpaBnexue nHungeHTammu nHopMaunoHHon 6e30NacHOCTH U ero yCosepLlIeHCTBOBaHue

Uens: O6ecneunts nocnegosaTensHbit U 3G HEKTMBHbIA NOAXOA K YNPABNEHNIO MHUMAEHTaMW WHGPOPMALMOHHOMK

GesonacHocTu
A13.21 OTBETCTBEHHOCTL U JomkHbl 6bITe YCTAaHOBNEHLI OTBETCTBEHHOCTL PYKOBOACTBA M NpoLe-
npoueaypsb! Aypbl, nossonsiowmne obecneunTb BbicTpoe, adchekTusHOE U nocneno-
BaTenbHoe pearupoBaHve Ha MHUMAEHTH uHdopmaunoHHoi Geaonac-
HOCTH
A13.2.2 WasneyeHue ypokos DomkHbl 6bITh ONpeaeneHbl MexaHn3Mbl, NO3BONAIOWNE BECTU MOHU-
N3 MHUMAEHTOB MHPOP- | TOPUHI K PErUCTPaLUI0 MHUMAEHTOB MH(POPMALMOHHOH Be30nacHoOCTY no
MaLMOHHON 6esonac- | Tunam, o6bemam ¥ CTOMMOCTAM
HOCTH
A13.23 C6op Aokasatenscrs Ha cnyuait, ecnn uHunaeHT vHdopmauroHHoW 6e3onacHoCT MoxeT

npneecTu k cynebHoMy pa3bupaTtenbctay (rpaxmaHCKoMy Wiy yronos-
HOMY) NPOTUB NUUA WU opraHu3aumn, WHdOPMauma AomkHa ObiTh
cobpaHa, coxpaHeHa 1 npeacTaBnieHa CornacHo Npasunam oopMnNeHnn
0Ka3aTenbCTR, UANOXEHHLIM B COOTBETCTBYIOLUUX AOKYMEHTAX
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A.14 YnpaeneHue HenpepbIBHOCTLI 6U3Heca

A.14,1 Bonpocbi MHpopMaLuoHHON Ge30NacHOCTU yNpaBieHUsi HenpepbiBHOCTLIO 6M3Heca

Uenk: Ha cnyyai, ecnu uHUMAEHT UHpopMaLMoHHOK GesonacHOCTU MOXeT npusecTy k cyneGHoMy pasbupa-
TeNsCTBY (FPaXKQaHCKOMy WK YFONOBHOMY) NPOTUB NULA WNK OPraHu3auvu, wHpopmaums fomkHa BoiTh cobpata,
COXpaHeHa W rnpegcTasrieHa CornacHo npaswnam ohOpMNEHNA [OKa3aTeNbCTs, U3NIOKEHHLIM B COOTBETCTBYIOWMX
DOKyMeHTax

A.14.1.1 BknioyeHve wuHdop- fomxeH GbiTb paspaboTaH # noadepXaH ynpasnseMbili NPOUECC
MaLMOHHON 6esonac- | obecneyeHus HenpepbIBHOCTM BuaHeca BO BCeW OpraHU3aUMU € yueToM
HOCTW B npouecc ynpas- | Tpefosannit nHopmaumoHHoi 6esonacHocTu, HeoBxoauMblX ana obec-
NEHUA HENPepLIBHOCTLIO | NMeYeHUA HENPepLIBHOCTH BMaHeca opraHuaaLmn
6uaHeca
A14.1.2 HenpepbiBHocTb 613- CobbiTuRA, KOTOpble MOryT cTaTb MPUYMHOW npepsiBaHus 6GuaHec-
Heca W OleHKa pucka TPOLECCoB, AOMKHbI BbiTh CBR3aHLI C OLIEHKaMW BEPOSTHOCTU U CTENEHU |
BO3AEVCTBUA TakUX NPepbIBAHARA, 8 Take ¢ UX NOCNeaCTBUAMU AN UH- |
chopmMaLiMoHHoli 6esonacHOCTH 5
A.14.1.3 PaspaboTtka n BHepn- [omkHbl 6b1Tk pa3paboTaHb! M BHeAPeHbI TUiaHbl NS NOAAEPXKW K
peHue NMaHoB Henpe- | BoccTaHOBNeHWs paBoThl 1 0GEcneueHns AOCTYNHOCTY MHdOpMaLMK Ha |
PbLIBHOCTU 6usteca, | Tpe6yeMoM ypoBHe U B TpebyeMbie CpokW Nocne NpepbiBaHust UNu oTkasa
BKMo4alowmx B cebs | kpuTnyeckux GuaHec-npoLeccos
uHpopMaunoHRyto 6e3o- .
NacHOCTb ;
- 1
A14.1.4 CrpykTypa nnaHa DomkHa BbiTh co3naHa eauHas CTPYKTYpa MNaHOB HeMpepbIBHOCTY |
obecrieveHns HenpepbiB~ | GuaHeca, no3sonsAwwast 06ecneYnTs HeNPOTUBOPEYUBOCTL BCEX MMAHOB
HocTu GusHeca AN NOcneaoBaTenbHOrO BLINONHEHUS Bcex TpebGosavuit k uHdpOpMa-
unoHHOW Ge3onacHOCTM W ANA PacCTaHOBKA NMPUOPUTETOB MpU TecTu-
poeaHun n o6cnyxusaHumn
A.14.1.5 TectupoBaHuwe, nop- Mnausl no obecneqennio HenpepbiBHOCTN GU3Heca ACIKHBI noane-
OepxKka W nepecMOTP | XaTb PErynsipHOMY NepecMoTpy U OGHOBNEHUIO ¢ uenbio obecneunts nx
nnaHoR Mo oBecneyeHnio | akTyansbHOCTb U aheKTUBHOCTL
HenpepLIBHOCTYN 6ua-
Heca
L [P — §

A.15 CooTBeTcTBUE TPOGOBAHMAM

A.15.1 CooTBeTcTBME NpaBoBLIM TpeboBaHNAM

Liens: NpepoTepaiars Mobble HapyLeHWUs HOPM YronoBHOTO W rpaXaaHCKoro npasa, TpebosaHui, yeTaHOBNEHHBIX
HOpPMaTUBHO-TIPABOBLIMIA aKTaMu, PerynupyioWwMMy opraHamm uin QoroBopHbIMK obasaTtenscreamu, a Taioke Tpebo-
BaHU Ge3onacHocTH
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A.15.1.1 OnpepeneHve npu- Bce npuMeHWMblE HOPMbi, YCTAHOBNEHHbIE 3aKOHOAATENbLCTBOM W
MEHWMBIX HOPM MCMOMNHUTENbHLIMY OpraHamMmn BNacT, TpeGosaHusi JoroBopHbIX oBsi3a-
TeNLCTB U NOPAAOK UX BbINONHEHWA cnedyeTr YeTko onpegenutb, dOKy-
MEHTMpOBaTL U MOAAEpXWBaTb HA aKTyanbHOM YPOBHE BNst KaXaow
MHOPMALMOHHON CUCTEMBI U OpraHn3aumnn
A.15.1.2 MpaBa Ha WHTENnek- HomxHbl BbITh BHEAPEHbI COOTBBTCTBYIOLLME Npoueaypbl Ans npume-
TyanbHyo coBCTBEH- | HEHUS1 3aKOHOAATESbHBIX, PErYIMPYIOLUMX U KOHTPAKTHLIX TpeGoBaHui K
HOCTb uenonblyeMbiM matepihanam C yvyeTOM TMNpaB Ha WHTENnNeKTyanbHyH
cobcTBEHHOCTb, @ Taloke Npas Ha MCNOMb3OBaHWE MPOrPaMMHbIX MpPo-
AYKTOB, ABNALWUXCA NpeaMeToM YactHon cobCTBEHHOCTM
A15.1.3 3awmra ydeTHLIX 3a- BaxHble y4eTHble 3anucy opraHusaumnm AOIKHLI ObiTh 3allULeHsl OT
nuce opraHuaauum yTpaTbl, paspyweHus u danbcucukauum 8 COOTBETCTBUM C Tpebo-
BaHKWAMM, YCTAHOBNEHHbIMW 3aKOoHaMKU, QOKYMEHTamMun OpraHoB WCrOJIHKN-
TeNbHOW BNACT, KOHTpakTaMu U TpeGoBaHuaMK GuaHeca
A.15.1.4 3aumTta gaHHLIX ¥ 3aumra gaHHbIX U KOHPUASHUNaNLHOCTL NEePCOHanbHOR UHpopMa-
KOHUAEHUNANLHOCTb UMK gomkHel BbiTe 06ecneveHsl 8 COOTBETCTBUM C TpeGOBaHUAMY 3aKo-
nepcoHankHou nHgop- HOB, HOPMAaTMBHbLIX AKTOB W, fAe 3TO NPUMEHUMO, B COOTBETCTBMM C
Mauum MONOXEHUAMU KOHTPAKTOB
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A.15.1.5 MNpepoTapalueHve JomkHbl BbITb NPUMEHEHBI Mepbi KOHTPONS ANS NPenoTBPaLIEHNUs
HeleneBoro WCMOMb30- | HelleneBoro UCNoNb3oBaHNA cpencTs 06paboTKu MHdopMaLmu
BaHuA cpepcTe obpaboT-
kv urchopmauun

A.15.1.6 PerynuposaHue wuc- CpepncTsa kpunTorpathudeckoi 3aLiuTsl JOMKHbI BbiTb UCNONL30BAHSI

nob30Bakus  CpefcTs
Kpuntorpacduyeckon 3a-
AT

B COOTBOTCTBMM C 3aKOHaMW, HOpMaTUMBHbIMW aKTamn U COOTBEeTCT-
BYIOLLMMUW COrNaeHnsAMu

A.15.2 CooTsercTBMe MOSMIMTMKaMm M cTaHAapTam 6e30nacHOCTM M TexXHMYEecKoe COOTBeTCTBue Tpebo-

BaHUsIM 6830NacHOCTHN

ueﬂbi O6ecneunTb COOTBETCTBUE CUCTEM opraHu3auMoHHbIM NONIUTUKaM 1 CTaHaapTam BeaonacHocTu

A.15.2.1 CooTBeTCTBUE MONK- Pykosofutenu fomxkHe! obecneunTs, 4ToGbl Bce Npoueayps! Geaonac-
TMKAM W CTaWgapTam | HOCTU B WX cdepe OTBETCTBEHHOCTM Bbifi BbiNOSHEHbI NPaBWILHO W
BesonacHocTn COOTBETCTBOBANM NONUTUKAM W cTaHaapTam Ge3onacHocTy

A.15.2.2 MpoBepka TexHuuec-

KOro coOTBETCTBUA Tpe-
GoBaHusim 6e30NacHOCTH

MHdbopmaLmMoHHbIE CUCTEMBI CriedyeT perynspHo NPoBepsATb Ha COOT-
BeTCcTBUE TpeboBaHUsM cTaHAapToB He3onacHOCTY

A.15.3 Bonpochi ayauTa MHhpOPMaLUNOHHbIX CUCTEM

Liens: MoBblwerne athdeKTUBHOCTY NPouecca ayanuTa UHPOPMALIMOHHBIX CUCTEM N CHYUXKEHNE HEraTUBHOTO BNWS-
HUsl, CBA3AHHOTO C JaHHbIM NpOLIECCOM

A.15.3.1 Mepbl  ynpasnexus TpebosaHust U npoueaypsl ayaura, Bknoyaowme B cebs nposepku
ayauToM MHCOPMaUMOH- | onepauuoHHbIX CUCTEM, HeobXoaUMO TWaTeNsLHO NNaHMpoBaTh U Corna-
HbIX CUCTEM CoBbIBaThb, 4TOObI CBECTU K MUHUMYMY puck npepbiBaHua OuaHec-
npoLieccos
A.15.3.2 3awuta MHCTPYMER- JocTyn K UHCTPYMEHTanNbHbLIM cpeAcTBamM ayauta uHbOopMaLUOHHBIX

TalbHbIX CPeACTB ayau-
Ta MHOPMaLMOHHBIX
cueTeM

cucteMm Heobxoaumo 3awpilaTh ANA npepoTspawexus Noboi BO3-
MQOXXHOCT WX HEeNpaBU/LHOMO UCONL30BAHUA UMK KOMNPOMETaUnK
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Npunoxeuxne B

(cnpaBouHoe)

anHanbl Oprauusauuu 3KOHOMMUYECKOro COTPYAHUYECTBA U Pa3BUTUA U HACTOALINNA cTaHaapT

MpuHyunel, npeactasnexHble B PykoBoactee OICP no obecneveHunto 6e3onacHoCcTy MHPOPMALUOHHBIX CUCTEM U
ceteli [1], NnpUMEHUMBI KO BCEM YPOBHSIM MONUTUKN U AKCNTyaTaumu, KoTopbie oripeaensioT 6e3onacHocTb MHPOPMaLUMOH-
HbIX CUCTEM U CeTeit. HacToAILMIA CTanAapT npeanaraeT KOHUENTyanbHY0 OCHOBY CUCTEMBI MEHEKMEHTE MHOPMaLUUOH-
Hol 6esonacHOCTU ANA peanusauny HekoTopbix U3 npuHLmMnos OICP ¢ ucnons3aosaHuem mogenu PDCA 1 npoueccos,
onucaHHbIX B pasnenax 4, 5, 6 v 8. NpuHumnel O3CP nmopens PDCA npuseaeHs! B Tabnuue B.1.

Tabnuvuya B.1— NpuHuunsl OICP 1 moaene PDCA

MpuHynn O3CP

CoorsercraytoLuit npouecc CMUB u crapua PDCA

OcBeAoOMNEHHOCTL

YuacTHUKM [OMKHLI ObITb  OCBEAOMNEHbI O
HeoOxoanmocTn obecnedenns He30NacHOCTU WH-
hOpMaLMOHHBIX CUCTEM U CETEW U O TOM, YTO OHU
MOTyT cAenaTb ANA MOBbIWEHUA ypoBHS 6e3o-
nacHocTH

OTBETCTBEHHOCTD

Bce y4acTHWUKM ABNAIOTCA OTBETCTBEHHBIMUW 3a
6e30NacHOCTL MHEOPMALIMOHHLIX CUCTEM U CETe

DaHHble MeponpuATUA ABNAKTCA 4acTeio cTagum «Ocy-
wecrsnexues (cMm. 4.2.2 n 5.2)

[aHHble MeponpuaTUA NBASIOTCA YacTeio ctagun «Ocy-
wecTenexve» (cM. 4.2.2 1 5.1)

PearnpoBaHue

Y4acTHUKM AOMKHbI AeCTBOBATL COBMECTHO U
cBOeBpeMeHHo, 4ToBbl NpefoTBpalLaTh, 06Hapy-
AUBaTb MHUMAEHTH! §E30NACHOCTY U pearvpoBaTb
Ha HUX

Asnsetca 4acTelo cragun «[MpoBepka» AEATENBLHOCTM NO
MOHUTOPUHIY (cM. 4.2.3, pasgen 6 u 7.3) u MeponpusTui no
pearvpoBaHuio ctaguu «[encreme» (cMm. 4.2.4, 8.1, 8.2 n 8.3).
[anHble MeponpuATus MoryT ObiTb TalKe OXBa4ye€Hbl HEKO-
TOpbLIMU 3nemeHTamu ctagui «lMnaHuposaHue» n «lposepka»

OueHka pucka

Y4acTHUKM OMKHbI MPOBOAUTL OLEHKY PUCKOS

3T0T BUA OesTENbHOCTU ABAAETCA YacTblo cragum «lnaHu-
poBaHue» (cM. 4.2.1), a NOBTOPHAaA OLEHKa (nepeoLieHKa) pucka
fABNseTcs YacTbio cTagum «[Mposepka» (cm. 4.2.3, pasaen 6 u
7.3)

Pa3paGoTka n BHeapeH1e 6e30MacHOCTH

Y4yacTHUKM BOMXKHLI BHeapuTs Ge3onacHOCTb
KaK BaXHbI 3fieMeHT VIHd)OpMaLlMOHHbIX cnucrtem v
ceTen

Mocne BLINONHEHUA OLIEHKU PUCKOB BLIGUPAOT Mepbl ynpas-
nennst ans obpaboTkM pUCKOB KaK 4acTb cTaawm «lMnaHu-
poBaHve» (cm. 4.2.1). Ctagua «OcyliecTBrnenne» (cm. 4.2.2 1
5.2) oxearbiBaeT 3aTemM BHefpeHue U obecnedenune yHKUKno-
HWPOBaHUs 3TUX Mep yNpaBneHvs

MeHeaxMeHT 6e30nacHOCTK

Y4YacTHUKN BOSKHbI NPUMEHSATL BCECTOPOHHURA
NOAXOA K MeHepKMeHTY Be30nacHocTH

MenemkMmeHT puckos npeacTasnseT cobon npouece, BrMHo-
valowmi B cebs npegoTspalleHue, o6HapyXerue UHLUMAEHTOB U
pearMpoBaHue Ha HUX, CONPOBOXAeHWe, aHanus u ayaut. Bee
3TW BONpOCH! pelwarT Ha cragusx «MnaWuposanue», «Ocy-
wecTaneHuey, «Mposepkar U «deitcTeney

MoBTopHan oueHka

Y4YacTHUKM NOMKHLI aHanuauposaTb U MNOBTOP-
HO oLeHUBaTL COCTORHNE Be3onacHocTU UHopma-
LMOHHBIX CMCTEM W CeTel, U BHOCUTL COOTBETCT-
BylOWMKe UIMEHEHUS B NONUTUKY, NPaKTUKY, Mepb! 1
npoueaypbl 6esonacHocTn

MepeoueHka (NOBTOPHasA oueHka) UHOPMAaLMOHHON Beso-
nacHocTu siBnseTcst yacTbio ctagum «lposepka» (cm. 4.2.3,
pazgen 6 u 7.3), Ha KOTOpOW [OMKHLI ObITb NpeanpuUHATL
perynsipHble aHanu3b! 3pHEeKTUBHOCTH CUCTEMbL! MEHEDKMEHTA
nHdopMaLmoHHoK 6e30MNacHOCTH, a noBbilleHne yposHA Beso-
NacHOCTU ABNAETCA YacTbio cTaauu «[lencraune» (cm. 4.2.4, 8.1,
8.218.3)
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MpunoxeHue C
(cnpaBo4Hoe)

FOCT P NCO/MIK 27001—2006

CpaBHeHMe CTPYKTYphbl HacTOALero cTaHaapTa cO CTPYKTYpaMMu MeXayHapoaHbIX CTaHAapToB
NCO 9001:2000, UCO 14001:2004

B rabnuue C.1 npuBeaeHo cpasHeHue cTpykTyp MCO 9001:2000, NCO 14001:2004 v HacToswero cTaHaapTa.

Ta6nuya C.1 — CpaBHeHue cTpyktyp MCO 9001:2000, UCO 14001:2004 v HacTosILLEro cTaHaapTa

Hacroswwmi craHpapt

MCO 9001: 2000

WNCO 14001:2004

BsegeHune
O6ume nonoxeHus
MpoueccHbiii nogxoa

BO3MOXHOCTh COBMECTHOIO MCHOMb-
30BaHWA C APYIMMU CUCTEMaMW ynpas-
nexus

BeepeHwue
O6Lme nonoxeHus

MpoueccHsi noaxon
Cesab ¢ UCO 9004 [9]

CoBMeCcTUMOCTE C JpYrUMM CuC-
TEMaMu MeHe@KMeHTa

Beenexue

1 O6nactb npnmeneﬂv{ﬁ
1.1 OBwme NonoxeHns
1.2 NpnmeHeHve

1 O6nacTb npumeHeHnn
1.1 O6wmne nonoxeHnn
1.2 MNpumenerue

1 OGnacTtb npuMeHeHus

2 HopmaTuBHble CCbkK

2 HopmMaTtusHble CCbifiku

2 HopmaTuBHble CCbiNku

3 TepMuUHbI 1 onpeaeniexuns

3 TepMUHbLI ¥ onipepeneHus

3 TepMuHbI M oRpeaeneHns

MaunoHHo#n 6esonacHocTy

4.1 Obwue TpebosaHus

4.2 Paspabotka CMWB. VYnpas-
nexue CMUAB

4.2.1 Paspabotka CMUB

4.2.2 BHenpeHue n YHKLMOHMPO-
BaHne CMWB

4.2.3 lpoBegeHne MOHWUTOPWHIa M
ananmsa CMUB

424 Tllopaepxka W ynydqleHue
CMUB

4.3 TpeboBaHus K OKYMEHTALINM
4.3.1 O6Lme nonoxeHus

4.3.2 YnpaBsneHvie JoKyMeHTaMu

4.3.3 YnpaBeneHrue 3anucamu

4 CvcteMa MeHemXMmeHTa WHGOop- |

4 CucteMa MeHeIKMeHTa KayecT-
Ba

4.1 O6wwue TpebosaHusa

8.2.3 MOHUTOPVHT ¥ W3MepeHue
npoteccos

8.2.4 MOHWTOPUHT W uW3amepeHune
npoAyKuun

4.2 TpeboBannst K fOKyMeHTalUMK

4.2.1 OBbwwme nosioxeHws
4.2.2 PyxoBOACTBO NO KA4ECTBY

4.3.2 YnpaeneHwe JoKyMmeHTauuei

4.2.4 YnpasneHue sanucamu

4 TpeboBaHna cucTemnl yn-
paBrieHus B obnactu oxpaHbl
OoKpYXatouien cpeapbl

4.1 Obwue Tpebosanus

4.4 BHegpeHue W oKcnnya-
Taums

4.5.1 MoHWTOpUHT N name-
peHue

4.4.5 Mepbl KOHTpONS OOKY-
MeHTauuu

4.5.4 Mepb! KOHTPONs B OTHO-
LIEHNN YYETHBIX 3anucen

5 OTBETCTBEHHOCTL PYKOBOACTBA
5.1 O6sa3atenscTBa pykoBOACTBA

5 OTBeTCTBEHHOCTL PYKOBOACTBA

5.1 O6rsarenbCcTBa PYKOBOACTBA
5.2 OpueHrauna Ha noTpebutena

5.3 Nonutuka B8 oBnacTu kauecTea

5.4 MNnanvposaxne
5.5 OTBeTCTBeHHOCTb, NONHOMO-
uus M o6MeH unopmaumein

4.2 lMNMonutuka 8 obnactu OX-
PaHbl OKpYXalowlen cpenbl

4.3 MnanvpoBaHne




rOCT P UICO/MIK 27001—2006

OxkoHyaHue mabnuust C.1

Hactosuwnin ctaHgapT

MCO 9001: 2000

MCO 14001:2004

5.2 YnpasneHue pecypcamu
5.2.1 O6ecneyeHne pecypcamm

5.2.2 MoarotoBka, 0CBEAOMIIEH-
HOCTb * KBanMCbMKaLI,VIH nepcoHana

6 Ynpasnenne pecypcamu

6.1 O6ecneyeHue pecypcamu
6.2 Yenoee4eckue pecypchbl

6.2.2 KoMneTeHTHOCTL, OCBEAOM-
TIeHHOCTb ¥ NOATrOTOBKa

6.3 Nndpactpykrypa
6.4 NpoussoacTeeHHas cpena

4,42 OO6y4eHve, oceBedom-
NEeHHOCTb N KOMNeTeHTHOCTb

6 BHyTpeHHue aygutel CMUB

8.2.2 BHyTpeHHMe ayauTbl (npo-
Bepku)

4.5.5 BHyTpeHHuUiA ayamT

7 Ananna CMWB co cTopoHbl py-
kosofcTea

7.1 O6wue nonoxeHus

7.2 BxoaHble naWHbie gnsa aHanvsa
CMUB

7.3 BbixogHble p[daHHblie aHanusa
CMWMB

5.6 AHanua co CTOPOHblI pyKO-
BOACTBA

5.6.1 O6LWune nonoxeHus

5.6.2 BxogHble AaHHble Ansa npo-
BEeAEHUSA KOHTPONbHOTO aHanuaa

5.6.3 BbixoaHble [aHHble KOHT-
POfLHOro aHanunsa

4.6 KOHTpOmnbHbIVi aHanua co
CTOPOHbI PYKOBOACTBA

8 Yny4weHne CMUB
8.1 MNocTosiHHOe ynydlleHne

8.2 KoppekTupyiouwme aeicTsus

8.3 Npeaynpexaatollime gencTBuA

8.5 CoBepLueHCTBOBaHNE

8.5.2 HenpepbiBHOE COBEPLLIGHCT-
BOBaHME

8.5.3 KoppekTtupyloiive aencTeus

8.5.4 MNpeBeHTMBHBIE AeCTBUA

4.5.3 HecooTtseTcTBUE, KOp-
PEeKTUBHbIE W PEBEHTUBHbIE
nencTems

MpunoxeHne A Llenn u Mepsi ynpas-
Nnexrns

Mpunoxexue A PykosoacTteo
no MUCNonb30BaHMIO ATOTO CTaH-
papTa

MNpunoxerue B MNpuHumne: OICP 1
HacTOAWWA CTaHAapT

MpunoxeHue C CpaBHeHue CTPyK-
Typbl HAaCTOAWEro cTaHaapTa co CTPyK-
TypamMu MexAayHapoAHbiX CTaHAapToB

MCO 9001:2000, NCO 14001:2004

.ﬁ‘;;hno»(enue A CooTtseTcTBHE
MCO 9001:2000 n UCO 14001:2004

CootBeTcTene Mexgy
UCO 14001:2004 w
MCO 9001:2000

Mpunoxerve D CeepeHust o coot-
BETCTBMM HaLMOHAMbHLIX CTaHRApPTOB
Poccuiickon ®epepauuy  CCbINIOYHBLIM
MeXayHapoAHbIM cTaHaapTam
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NpunoxeHue D
(cnpaBoyHoe)

CBefieHusi 0 COOTBETCTBMM HaLlMOHanLHOro craHaapTta Poccuiickon Penepauunmn

Tabnwuua DA

CCbINOYHOMY MeXZyHapo4HOMY CTaHAApTY

O60o3HaueHe CCbINOYHOrO
MeXayHapoaHOro ctaHpapTa

OBo3HaqeHne 1 HaUMEHOBEHNS COOTBETCTBYHLWEro HaunoHaneHore cCrasgapTa

NCO/M3IK 17799:2005

rOCT P UCO/MIK 17798—2005

WHdbopmauvoHHas TexHonorus. MNpakrnueckue npasuna ynpasnexus nHdopma-
LMOHHON 6e30nacHOCTbLI0

Bubnworpadchna

[1] OBCP. PykoBogcTeo no obecrneyeHuto 6eaonacHocTit MHOPMALMOHHLIX cuctem u ceTeit. CoBeplieHCTBOBaHWe
6esonacHocTu, — Mapwx: OQCP, vions 2002
OECD, Guidelines for the Security of Information Systems and Networks — Towards a Culture of Security. Paris:
OECD, July 2002. www.oecd.org

[2] nCO 9001—2000

[3] NCO 14001:2004

[4] NCO/MIK 13335-1:2004

(5] NCO/M3K TO 18044:2004

[6] PykosoacTteo
NCO/M3K 73:2002
[7]1 UICO/MIK TO 13335-3:1998

[8] NCO 19011:2002

[9] UCO 9004:2000

Cucrema MeHeakMeHTa kadwecTsa. TpeboBaHusa (Quality management systems —
Requirements)

CvcteMbl ynpaBneHust okpyxaiolleis cpenoit. TpeGoaHuAa U pykosoAcTBO No npu-
meHeHumio (Environmental management systems — Requirements with guidance
for use)

WudopmaiiorHan TexHonorva. Mertogel obecnedenns 6esonacHoctu. Ynpaene-
Hue 6e30nacHOCTbI0 MHEPOPMALMOHHBIX N TENEKOMMYHUKALIMOHHbBIX TEXHONOMA.
YacTb 1. KoHuenuma u Moaenu ynpaeneHnst 6630nacHoCTbo MHEOPMALIMOHHbLIX 1
TENEeKOMMYHUKAUMOHHLIX TexHonorui (Information technology — Security techni-
gues — Management of information and communications technology security —
Part 1: Concepts and models for information and communications technology
security management)

NudopmaumorHan TexHonorma. Metoabl obecneueHna 6eaonacHocTu. Ynpasne-
HUe MHUMaeHTamn nHiopmaumnoHHoi 6esonacHocTu (Information technology —
Security techniques — Information security incident management)

YnpaBneHue puckom. CrnioBaps. PyKoBOAsALME yKa3aHUA MO UCMOMb3OBAHWIO B
craHaaprax (Risk management — Vocabulary — Guidelines for use in standards)
WndopmaumnorHan TexHonorusi. PekomeHpgauum no ynpaesieHuio 6e3onacHocTbio
uHOopMaLMOHHLIX TexHonoruid. YacTe 3. MeTtoabl ynpasneHusi 6e30NacHOCTLI0
nHopMaumoHHbIX  TexHornorni  (Information technology — Guidelines for the
management of IT Security — Part 3: Techniques for the management of IT
security)

PyxoBogsiue ykasaHus no ayauTy CUCTEM MEHEMKMEHTa kavecTsa u/unu cuctem
akonoruyeckoro MeHemkmeHTa (Guidelines for quality and/or environmental mana-
gement systems auditing)

Cuctembl MeHeKMeHTa KayecTBa. PekoMmergaumm no yny-weHmio AeRTeNbHOCTH
(Quality management systems — Guidelines for performance improvements)
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