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Mpeaucnosue

Llenn 1 npyHumnel cTaHaapTuaaumm B Poccuiickon ®eaepauum yctaHoBneHbl PegepanbHbiM 3akoHOM
oT 27 Aekabps 2002 r. Ne 184-93 «O TeXHUYECKOM PEryNMPOBaHUNY, a NpaBuia NpUMeHeHUs HauoHanbHbIX
craHaapTos Poccuiickon ®egepaumn — MOCT P 1.0—2004 «CtanaapTtusaums B Poccuiickoii Pegepauum. Oc-
HOBHbIE MOMOXEHNA»

CBepneHuUA o cTaHpapTe

1MOArOTOBIEH ®eaepanbHbiM rocyaapcTBeHHbIM yupexaeHuem «ocyaapcTBeHHbIA HayYHo-Uceneao-
BaTebCKUN UCTIbITATENbHbIA MHCTUTYT Npobrnem TeEXHUYEeCKoRn 3aLmThl UHdopmMaLmn PegepansHoi cryxobl no
TEXHU4ECKOMY 1 9KCMopTHOMY KoHTponio» (PIY «THUUUN MT3U ®CT3IK Poccuu), BaHkom Poccuu, obLiectsom ¢
orpaHu4eHHon OTBETCTBEHHOCTLIO «HayyHo-nponssoacTeeHHas hupma «Kpuctann» (OO0 «HIMP «KpucTann»)
Ha ocHoBe COBCTBEHHOro ayTEHTUHHOrO NepeBoJa cTaHAapTa, yka3aHHOro B NyHkTe 4

2BHECEH TexHu4eckum komuTeToMm no craHaaptusauum TK 10 «MepcnekTBHble NPOM3BOACTBEHHbIE TEX-
HOJIOMUN, MEHEKMEHT U OLLeHKa PUCKOB»

3 YTBEP>KJEH /1 BBEAEH B AEMCTBUE Mpukasom deaepansHOro areHTcTsa no TEXHUHECKOMY pery-
NpoBaHuWio 1 MeTponorim oT 7 uoHs 2007 . Ne 122-cT

4 HacrosilwmiA ctaHdapT uaeHTUYeH MexayHapogHoMy otyety MCO/M3K TO 13335-3:1998 «UHdopma-
LIMOHHas TexHonorus. PekoMeHaaLmn no MeHeXkMeHTY 6ezonacHocTy MHGOPMaLMOHHBIX TEXHoMoruin. YacTb 3.
MeToabl MeHegpkMeHTa 6e30nacHOCTV HGOPMaLIMOHHBIX TexHonoruii» (ISO/IEC TR 13335-3:1998 «Information
technology — Guidelines for the management of information technology security — Part 3: Techniques for the
management of information technology security»).

Mpu NprMeHeHU HacTosILLIero cTaHaapTa pekoMeHAyeTcs NCNonb3oBaTb BMECTO CCbINOYHbIX MeXayHa-
POAHBIX CTaHAAPTOB COOTBETCTBYIOLUME UM HaLMoHalbHble cTaHAapThl Poccuiickoln ®efepaumn, ceeqeHus o
KOTOPbIX NprBeAeHb! B AONOMHUTENBHOM NPUNOXeHUN F

5 BBEJEH BINEPBbLIE

VHghopmayusi 0b usmeHeHUsIX K Hacmosemy cmaHdapmy nybriukyemcs 8 exe200H0 u30asaeMoM UHGOp-
MayUOHHOM yKkaszamerne «HauyuoHanbHble cmaHdapmbi», 8 MeKCm UsMeHeHul U NornpasoK — 8 eXXeMECSTYHO
usdasaembiX UHGhOpMaUUOHHbIX yKazamerssax «HauuoHanbHbie cmaHdapmbi». B criyyae nepecmompa (3ameHnbl)
urnu ommeHbl Hacmosile20 cmaHdapma coomeaemcemayrouee ysedomreHue bydem onybriukosaHo 8 eXXeMecsiy-
HO usdasaeMoM UHGhOpMAUUOHHOM yKasamerie «HayuoHarsbHble cmandapmbi». Coomeemcemeaytowasi UHgop-
Mauyusi, yeeGoMIIeHUsI U MeKCMbl pasmMewaromes makke 8 UHGhopMayUoHHOU cucmeme obLue20 rofib308aHust —
Ha ogbuyuaribHomM catime @edeparibHO20 a2eHIMemea o MexHUYeCcKoMy pe2yruposaHUIo U Memposioauu 8 cemu
YiHmepHem

© CranpgaptuHdopmM, 2007

HacToswuii ctaHaapT He MOXeT 6biTb NOMHOCTHIO UMW YaCTUHHO BOCNPOM3BE/IEH, TUPaXKMpOBaH U pacnpoc-
TpaHeH B kauyecTse oULMANbHOMo usnaHua 6es paspelleHus delepanbHOro areHTCTBa Mo TEXHUYECKOMY pery-
TIMPOBAHUIO U METPOSIOMM
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HAUWOHANBHBLIW CTAHOAPT POCCUMUNCKOWN OEOQEPALUMU

WUndpopmaLuoHHas TexHonorusa
METOObl U CPEACTBA OBECINEYEHUA BE3ONACHOCTU

YacTtb 3
MeToAabl MeHeQ)KMeHTa 6e30nacHOCTU UH(POPMALIMOHHBIX TeXHONOrMIU

Information technology. Security techniques. Part 3. Techniques for the management of information
technology security

Data BBegenna — 2007—09—01
1 O6nacTb npuMeHeHUA

HacToswwmin ctaHaapT ycTaHaBnMBaeT MeToAbl MeHeDKkMeHTa 6e30nacHOCTU MHGOPMALMOHHBIX TEXHOSIO-
rvi. B ocHoBe aTUX MeToAoB nexar obwue npuHLUnNbI, yctaHoeneHHble B UCO/M3K 13335-1. CtangapT 6yaeT
noneseH npy BHeAPeHUM MeponpusaTUil No obecrneyeHuio 6eaonacHoCTU MHGOPMaLMOHHBIX TeExHoNorvi. Ana nosn-
HOrO NMOHMMAaHUA HACTOALLErO CTaHAaPTa HEO6XOAMMO 3HaHME KOHLENLMIA U MoAerneil, MeHEKMEHTA U NNaHUPO-
BaHuWsA 6e3onacHOCTN MHOPMAaLUMOHHBIX TEXHOMOMUIA, ycTaHoBeHHbIX B UCO/MOK 13335-1.

2 HopmMaTuBHbIe CCbINKK

B HacTosileM cTaHaapTe UCMoMb30BaHbl HOPMAaTUBHbIE CCbINKA Ha creaylolmne MexayHapoaHble cTaH-
napTbl:

NCO/M3K 13335-1:2004 NHdopmaLumoHHas TexHonorus. Metoapbl obecneueHus 6e3onacHocTy. MeHemk-
MeHT 6e30nacHOCTU MHGOPMALMOHHbIX 1 TENIEKOMMYHUKALIMOHHBIX TexHonorni. Yacts 1. KoHuenuus u mogenum
MeHekMeHTa 6e30nacHOCTU MHGOPMALIMOHHBIX U TENIEKOMMYHUKALMOHHBIX TEXHOSIOMUIA

NCO/M3K 13335-4:2004 NHbopmaLmoHHas TexHonorus. Pekomergaumm no MeHepxkMeHTy GesonacHocTy
NHOPMALIMOHHBIX TEXHOMOrIA. YacTs 4. BbiGop Mep 3aluThl.

3 TepMuHbI 1 onpeaeneHns

B HacTosWweM cTaHAapTe npuMeHeHbl TepMuHbl no MCO/MOK 13335-1.

4 CTpyKTypa

HacToawunin ctaHaapT coaepxut 12 pasaenos. Pasgen 5 coaepXut nHhopmauuio o Lenn HacTosiwero
cTaHgapTa. B pasgene 6 npueeaeH 061wmin 0630p cnocoboB ynpaeneHusi 6e3onacHoCTb0 MHPOPMaLMOHHBIX TEX-
Honoruid. B pasgene 7 npueeaeHbl Lenu, ctpaTerus U nonutuka obecrneveHunss 6eaonacHocT MHGOPMaLMOHHbIX
TexHonorvi. Pasgen 8 coaepxut onncaHne BapuaHToB cTpaTeryy aHanuaa pucka. B pasgene 9 npuseaeHo ae-
TanbHoe on1caHne KOMGUHUPOBaHHOTO Noaxoda aHanmaa pucka. Pasgen 10 nocssLeH Bonpocam npuMeHeH s
3alMUTHBIX Mep, a Takke NogpobHOMy 0bCyXaeHMIo MPorpamMmm 03HaKOMITEHWUS MepcoHaria ¢ mepamm obecnevye-
Husi BesonacHoOCTW 1 NpoLecca Ux oaobperus. Paagen 11 conepxut onucaHue paboT no nocneaytowemMy Habno-
[OEHUIO 32 CUCTEMOI, HeoBXoaAMMbIX Anst obecnevyeHus adpdeKTUBHOTO AEACTBUS CPpeacTB 3alinThl. M HakoHel, B
pasgene 12 npuseaeHo KpaTKoe onMcaHne HacTosALWEero cTaHaapTa.

5 Uenb

Llenb HacTosALero ctaHaapTa — AaTb HEO6X0AUMbIE ONCaHUS 1 pekoMeHaaLMmn no crocobam adpdekTus-
Horo ynpaeneHusi 6e30nacHOCTb0 NHOPMaLMOHHBIX TEXHOMOTIA. DT cnocobbl MOryT ObITb UCMOML30BaHBI A1
oLeHk1 TpeboBaHuiA o 6e3onacHOCTV U PUCKOB. Kpome TOro, OHM A0IHKHbI MOMOYb YCTaHaBMBAaTL 1 NOAAEPKI-

U3paHune opmumnanbHoe

1* 1
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BaTb HEO6X04MMblE CpefcTBa o6ecneyeHns 6€30NacHOCTMU, TO €CTb NPaBUMbHbIA ypoBeHb o6ecneveHnsi 6e30-
NacHOCTU UH(POPMALMOHHBLIX TEXHOOTNIA. MOXeT BO3HUKHYTb HEO6X0AMMOCTbL B TOM, YTOGbI pe3ynbTaThl, NONy-
YeHHble TakuM 06pa3oM, 6bI/IM yCUNEHbl 38 CHET NPUMEHEHUSI AONONHUTENbHbLIX CPEACTB 3aLUTbI MPUMEHUTESNTBHO
K O,aHHOI opraHnsaunu u aaHHoi cpeae. HacTosAwWwmin cTaHgapT npeAgHasHavyeH Ana COTPYAHMKOB opraHmsauuu,
OTBETCTBEHHbIX 3a ynpaBneHne 6e30NacHOCTbI0 MHOPMALMOHHbLIX TEXHO/OMMIE M/UNK 3a BHeApeHne mep o6ecne-

yeHna ux 6es3onacHoCTU.
6 Cnocobbl ynpaB/fieHUs 6e€30NacCHOCTbI0 UH(POPMALMOHHbBIX TEXHOSIOTUN
Mpouecc ynpasneHns 6€30NacHOCTbI0 MHOPMALNOHHbIX TEXHOMOMNA OCHOBbIBAETCSA Ha NpUHUMNax, u3no-
XeHHbIX B MCO/M3K 13335-1, n MOXeT 6bITb peasin3oBaH Kak B MacluTabe Bceli opraHnsaynmn, Takm B KOHKPETHO

ee yacTu. Ha cxeme (CM. pMCyHOK 1) NnpuBeeHbl OCHOBHbIE 3Tanbl 3TOr0 NpoLecca, a Takke nokasaHa o6paTHas
CBA3b MeX/y pe3ynbTataMu NpoLecca 1 ero oTAeNbHbIMU YacTAMU. Takasa o6paTHas CBS3b A0/1XHA ycTaHaB U-

JononHutenbHble MeponpusaThs

lMpoBepka peannsauunu MOHUTOPUHT
O6cnyxuBaHne
cuctem 6e3onacHocTn
YnpaBsneHue O6paboTka
N3MEHEHNAMU VHLMAEHTOB

PucyHok 1 — Cxema ynpasneHuss 6e30NacHOCTbI0 MH(OPMALMOHHbIX TEeXHO0TUi
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BaTbCA M0 Mepe HeoBXOAMMOCTM KaK B NpeAeriax NpoAoiPKATENBLHOCTU OAHOIO U3 3TanoB, Tak U NMoche 3aBepLue-
HUSA OZIHOTO UM HECKOMBKMX 3TanoB. [laHHas cxemMa EMOHCTPUPYET OCHOBHbIE HANPaBNeHUsl, paccmaTpusae-
Mbl€ B HacTOSILLLEM CTaHaapTe.

YnpaeneHue 6e3onacHocTs0 MHGOPMaLMOHHBLIX TEXHOIOMAN BKITIOYAET B cebs aHanv3 TpeGosaHuiA no obec-
neveHuno 6e3onacHOCTU, pa3paboTKy NrlaHa BbINOMHEHUS 3TUX TpeGOBAHUIA, pearnv3aLuio NoNoXeHWA 3Toro nna-
Ha, a TakKe ynpasBneHue 1 agMUHUCTPATUBHDIN KOHTPOMb HaJ peanuayeMoi cucteMoi 6esonacHocTu. 3TOT Npo-
Liecc HauMHaeTca ¢ onpeaeneHns Lenei u ctpaTerium, KoTopble YCTaHaBnNMBaeT Asisi cebst opraHnsaumst B Lensx
obecneveHnss Ge3onacHOCTU U paspaboTkv NoNMTUKM Ge3onacHOCTU MHGOPMALMOHHBIX TEXHOSOTUIA.

BaxkHoi1 YacTblo NpoLiecca ynpasreHust 6e30MacHOCTLI0 UHOPMALMOHHBIX TEXHOSIOTUI SIBISIETCS OLEHKa
YPOBHS pUCKa U METOAOB CHKEHWS ero 10 NpUeMIieMoro ypoBHsi. Heo6xoaMmo npu 3ToM yuuTbiBaTh HanpasneH-
HOCTb eMNOoBOV AeATENbHOCT OPraHU3aLmnn, ee OpraHU3aLMoHHYIO CTPYKTYPY U YCIOBUSE aKCNiyaTauum cucte-
Mbl UT, a Takke crieuudmrieckme BoNpochl U BUAbl pUCKOB, MPUCYLLIME Kaxaol cucTeMe obecneveHns 6esonacHo-
CTV MHPOPMALIMOHHBIX TEXHOMOTMIA.

Mocne npoeeaeHUs oLeHkn TpebosaHUiA Ge3onacHOCTU, NpeAbABISEMbIX K cUCTEMaM UHGOPMaLMOHHBIX
TEXHOIMOTW 1 OTAENbHbIM BAAM YCIyT, creayeT BbliGparth cTpaTeruio aHanuaa pucka. OCHOBHbIE BapyaHTbl Takol
cTpaTerun noapobHO paccmaTtpusaloTca B pasgene 8. [ins BbiAeNEHUsI CUCTEMbI C BbICOKAM YPOBHEM puUcka
HeoBGX0AMMO MPOBECTU aHaIM3 YPOBHS pUCKa U BbIGpaTh BapuaHTbl cTpaTerum obecneveHust 6e30nacHoCTU UH-
popMaLMOHHBIX TEXHOMOrMIA. 3aTeM BblAENEHHbIE CUCTEMBI pAacCMaTPUBAIOTCS C UCTIONL30BaHWEM MeToaa Ae-
TankHOro aHanmaa pucka, a Ansa oCTalbHbIX CUCTEM MOXET NPUMEHATLCS 6a30BbI Noaxoa (C NpUHATUEM 6a30BO-
ro YpoBHS pucka). MpUMeHUTeNIbHO K cUCTEMaM € BLICOKUM YPOBHEM pucka noapo6HO paccmMaTpuBaloTCA akTUBbI,
BO3MOXHbIE Yrpo3bl U YA3BUMOCTM CUCTEMBI B LIENSIX NPoBeeHUA AeTalbHOro aHanuaa pucka, Y4To No3sonuT
o6nerynTb BbliGop 3dhpeKTUBHbIX 3aLUUTHBIX Mep, KOTOpble ByAyT COOTBETCTBOBATL OLieHKaM YPOBHA pucka. Uc-
nonb3oBaHue AaHHOro BapuaHTa 6a3oBoro noaxoaa NO3BOSUT COCPEAOTOUUTL MPOLLECC YNPaBNEHUS PUCKOM Ha
oGnacTax, OTNNYAIOLLMXCS HAaUBbICLLMM YPOBHEM pucka U TpebyioLLmx HanbosnbLero BHUMaHusA. Takum obpa-
30M MOXET ObITb paspaboTaHa nporpamMa, XxapakrepusyloLasicsl HAMMEHbLUMMU 3aTpaTaMn BpeMEHU U CPeacTs.

Mocrne oLEeHKM YPOBHS pUCKa Ans KaxXaoh cucTeMbl MHOPMAaLMOHHBIX TEXHOMOMIA ONPeaensioT COOTBET-
CTBYlOLLME Mepb! 3alUTbl, HanpaBeHHblEe Ha CHWKEHWE YPOBHS pucka A0 NPUeMIIEMOro YPoBHA. ITU Mepbl
peanuayloTcs B COOTBETCTBUM C NiiaHoM 6e30macHOCT! MHAPOPMALMOHHBIX TEXHONOMMA. Peanusauus nnaHa formk-
Ha COMNPOBOXAaTLCA BbINOMHEHNEM NPOrPamMM 3HaHUS U NOHUMaHUA Mep 6e30nNacHOCTM 1 0BydeHUs Ucnonb3oBa-
HUIO ATUX MEP, YTO ABNSETCA BaXKHbIM pe3ynbraToM 3 eKTUBHOCTU NPUHATBIX 3aLUTHBIX Mep.

Kpome Toro, ynpasneHve 6e30MacHOCTbIO MHGOPMAaLMOHHBIX TEXHOSIOMIA BKNOYAeT B cebsl pellieHune Teky-
LLMX 384au, CBA3AHHLIX C MPOBEAEHUEM PA3fNYHBIX MOCNEAYIOWNX AENCTBUN, YTO MOXET NPUBECTMU K KOPPEKTU-
POBKeE NOMyYeHHbIX paHee pe3ynsTaTtoB U NPUHATLIX pelieHnii. Mocneayiowwme AeicTBUA BKIloYaloT B cebs 06-
CNY)XMBaHMWE ¥ NMPOBEPKY COOTBETCTBUSI Be3onacHoCTH, ynpasneHne U3MeHeHUsIMU, MOHUTOPUHT 1 06paboTKy UH-
LMOeHTOoB.

7 Uenu, cTtpaterns n nonutuka 6esonacHocT MHPOPMaLMOHHBLIX TEXHOMOIMMN

Mocne Toro kak opraHusaLums cdopmynuposana Lenm 6e3onacHocT MHGoPMaLMOHHBIX TEXHOSTOMIA, AOMK-
Ha GbITb BblGpaHa cTpaTerust 6e30MacHOCTU ¢ TEM, YTOGbI chOpPMUPOBaTL OCHOBY Al pa3paboTkn nonmMTukv 6eso-
NacHOCTM MHOPMaLWMOHHBIX TexHosorid. PaspaGoTtka nonmtuku 6e3aonacHocT UT upeasbluaiiHo BaxkHa Arist obec-
neyeHus NpruemMnIemMocTy pesynsTaToB NpoLecca MeHeKMEHTa pucka 1 AormkHOro adpdekTa OT CHUKEHUS YPOBHSA
pvicka. ns paspaboTku M addeKTUBHON peanusauum nonuTukn 6esonacHocTu UT TpebyeTtca opraHM3aumoHHoe
peLLeHVe B paMKax opraHusaummn. BaxkHo, 4tobbl paspaboTaHHas nonutuka 6e3onacHocT MUHOPMAaLMOHHBIX TeX-
HOJIOMUIA Y4UTbIBANA LIENN U KOHKPETHBIE 0COBEHHOCTU AeATENBHOCTU OpraHusaumn. OHa JoshKHa COOTBETCTBO-
BaTb NoMTMKe 6830NacHOCTI U AESOBOW HaNpaBieHHOCTU opraHu3aumn. Mpu HanMuum Takoro COOTBETCTBUA pea-
TN3aLmnsa NormMTUKK BeaonacHoCTU MHOPMaLMOHHBIX TeXHoNori ByaeT cnocobcTBoBaTh Hanbonee addekTnsHO-
My 1CMOsb30BaHWI0 pecypcoB U ob6ecneyunT nocneaoBaTenbHbIN Noaxoa k npobrnemam 6esonacHocTy AN WWPo-
KOro AvanasoHa ycnoeuin yHKLUMOHUPOBaHUS CUCTEMBI.

Mo>eT BO3HUKHYTb HEOBXOAMMOCTL B pa3paboTke 0TAENLHON U cneuudUdeckoin NonuTukM 6e3onacHoCcTu
ONS KaXkaon 13 cucteM UHopMaLMOHHBIX TeXHOsorMiA. MoaobHan nonuTyka AomkHa 6biTb OCHOBaHa Ha pe3yrb-
TaTax aHanvaa pucka (Unu peaynsratax 6a3oBoro nogxoaa) v COOTBETCTBOBATL NONUTUKE 6€30MacHOCTUN CUCTEM
NHPOPMALIMOHHBIX TEXHOIOTWIA, MPU 3TOM NoNUTUKA 6e30MacHOCTM A0MKHA YYUTbIBaTL pekoMmeHaauum no obecne-
YeHuto 6e3onacHOCTH, BbipaboTaHHbIE AJ151 COOTBETCTBYIOLLIEA CUCTEMBI.
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7.1 Lenu u ctpaterus 6esonacHocTu MHPOPMaLUOHHBIX TEXHONOTUNA

B ka4yecTBe NepBoro Lara B npoLecce yrnpaeneHus 6e30nacHoCTbo0 MHPOPMALMOHHbBIX TEXHOMOriA Heob-
XOAUMO PaccMOTPETL BOMPOC O TOM, KaKoi 06LLuIA YPOBEHb prCKa ABMAETCS NpMeMnemMblM 4515 AaHHON opraHu-
3aumn. MpasunbHO BbIGpaHHbIA YPOBEHb MPUEMITEMOTO pUCKka 1, COOTBETCTBEHHO, A4OMYCTUMBIA YpoBeHb be3o-
MacHOCTU ABMAIOTCS KIMIOYEBLIMU MOMEHTaMU YCMELLIHOTO YrpaBneHusi 6e3onacHocTbIo. [onycTuMbIn o6Luunia ypo-
BeHb 6e30MacHOCTV ONpeaenseTcs LensMu, KoTopble CTaBuT Nepes cobol opraHMaaLyms Npy cosagaHumn CUCTeMB
o6BecneyeHns 6e30nacHOCT MHOPMALMOHHBIX TEXHOMOMMIA. [ Toro YTobbl OLEeHUTL U chopMynnpoBaThb Takme
Lenn, HeobxoaMMO N3Y4nNTb UMEIOLLMECS aKTUBbI U ONPEAETINTbL, HACKOSBbKO LIeHHBIMW OHU SIBAAIOTCA 418 AaHHON
opraHusaumm. Kputepuem B 3ToM criyyae sIBMsieTcs TO, HACKOSbKO BaXKHYIO POSb UrpatoT MHOPMaLMOHHbIE TEX-
HOMOMMKM B NpoLecce NpoBeAeHNs opraHu3aLeli CBoel AenoBoli AeATENbHOCTU, NPU 3TOM CTOUMOCTb CaMuX
WNHOPMALIMOHHBIX TEXHOIOMMIA COCTaBMAET MMLLb Marylo YacTb obLMX 3aTpar. [1py paccMoTpeHun Bonpoca o
TOM, HACKOIBKO BaXKHbI st dOYHKLMOHUPOBaHKS opraHu3aLim MHgopMaLMoHHbIe TEXHOMOrMKU, Heo6XxoaMMo OTBe-
TUTb Ha cneayoLme Bonpoch!:

- Kakue BaXkHble (O4eHb BaXHbIE) ArIEMEHTbI AEI0BOW MPaKTUKX NPEeAnpUsTUA He MOTYT OCYLLIECTBNATLCA
6e3 npvBneYyeHns MHoPMaLMOHHBLIX TEXHOSIOTUIA;

- KaKue BOMpOoChl MOTYT PeLLaTbCs UCKITIOYUTENBHO C MOMOLLILIO UCNONb30BaHUA UHPOPMALMOHHBLIX TEXHO-
Noruni;

- MIPUHSATUE KaKNX BaXKHbIX PELLEHWIA 3aBUCUT OT IOCTOBEPHOCTH, LIEMOCTHOCTU U AOCTYNHOCTU HAOpMa-
uun, o6pabaTtbiBaeMOii C UCNOMb30BaHNEM UHPOPMALIMOHHBIX TEXHOSTOMUIA, UITU OT CBOEBPEMEHHOTO NONYYEHUA
TaKkon MHdopMaLLMK;

- KaKue Buapbl koHmaeHUnansHol uHdopMaLmu, obpabaTtbiBaeMoi ¢ UCToNb3oBaHUeEM UHDOPMALMOHHBLIX
TEXHOMorni, noanexar saluTe;

- KaKkue NocneacTB/st MOTYT HACTYMNUTb [si OpraHU3aLun Nnocrie NosIBIIEHUS HeXXenaTeslbHOro UHLMAEeHTa
HapyLleHns cucteMbl obecneyenns 6esonacHocTU?

OTBeTbI Ha NOCTaBMEHHbIE BOMPOCHI MOTYT MOMOYb ChOPMYIIMPOBATH LIENW CO3AaHMA cUcTEMbI 6e3onacHo-
CTU B opraHMsaumn. Ecnuv, HanprMMep Kakne-To BaxkHble WITW OYEHb BaXKHbIE 3NIEMEHTHI AEATENLHOCTM Npeanpust-
TUS1 3aBUCAT OT LJOCTOBEPHOCTU UMW CBOEBPEMEHHOCTU NOSTy4YeHHON MHopMaLun, To 0QHOM U3 Lienel co3iaHuns
cucTeMbl 6e30MaCHOCTU MOXKET CTaTb HEOBXOAMMOCTbL 0becneveHns LEeNOCTHOCTA U OMepaTBHOCTU MHADOPMaLMn
B MpoLiecce 06paboTku nocneaHen cuctemamm MHOPMaLMOHHBLIX TEXHONOMUIA. KpoMe Toro, Npu paccMoTpeHun
Lenei co3gaHnsa cuctemMbl 6e30nacHOCTU HEOGXOANMO YUUTLIBATL CTENEHb BaXKHOCTU Liefnell NPOBOAUMBIX AENO-
BbIX ONepaLuid, a Takke UX CBA3b C BonpocamMu 6e30nacHoCTy.

B 3aBMCUMOCTM OT NOCTaBAEHHBIX OpraH1u3aumein Lenen cosaaHna cuctembl 6ezonacHocTn Heo6xoanuMo
BblpaboTarb cTparervio AoCTUXeHUA aTux uenen. CTpaterna AomkHa COOTBETCTBOBATL LIEHHOCTU 3allmLiaemblxX
akTmBoB. Ecnn, Hanpumep oTBET Ha OAWH N HECKONBKO NPUBEAEHHDBIX BbiLLE BONPOCOB ABMAETCA NONOKUTENb-
HbIM, TO BECbMa BEPOSITHO, YTO AaHHasA OpraHu3auma AoSHkHa NPeabABNATL NOBbILWEHHbIe TPeboBaHWA k obecne-
YeHuto 6e3onacHOCTU U et Heo6xoAMMO BbIGPaTb CTpaTEMIo, NPeaycCMaTPUBaIOLLYIO NPUIIOKEHWE 3HAUUTENBHBIX
YCUIUNA ANs BbINOMHEHUS 3TUX TpeGoBaHWIA.

TMobas cTparterus, HanpaeneHHasa Ha o6ecneveHne nHdopMaunoHHon Ge3onacHoOCTU, AOMMKHA coaepXaTb
o6LLMe NoMoXeHUs 0 TOM, Kak opraHu3aums cobupaeTca o6ecnednTs AOCTUKEHUE CBOUX Lieneit B 3Toi obnacTu.
OCHOBHOE cofiepXKaHue aTUX NOSIoXKEHWI cTpaTernn GyaeT 3aBuceTb OT YUCHa, CoAePKaHUA U BRXKHOCTM NOCTaB-
NEHHbIX Lieneit, Npy 3ToM 06bIMHO OpraHn3aLma CHUTaAET HEOGX0AUMbIM PacPOCTPaHUTL NOCTaBNEHHbIe TpeGoBa-
HWUA Ha Bce cBou noapasaenenus. Mo ceoemy coaepXXaHnio OCHOBHbBIE NONOXEHUA CTpaTervii MOryT UMETb Kak
cneunduyeckuii, Tak 1 obLLMIA XapakTep.

B kauecTBe NMoONoXeHW cTpaTerny cneumduyeckoro xapakrepa MOXHO NPUBECTU CreayIoLwuiA pUMep, Kor-
Aa NepBUYHOI LiENbIo cucteMbl obecnedeHns 6e3onacHocT MHGOPMaLMOHHBIX TEXHOMOMIA IBNSIETCS, UCXoas U3
[enoBbIX COOBpaXeHuit, Heo6X0AMMOCTL 06ecnedeHUs BbICOKOTO YPOBHS AOCTYMHOCTU. B aTom cnyyae oHo u3
HanpaeneHWi cTpaTerm J0MKHO 3aKMiovaTbCA B CBEASHUN K MUHUMYMY ONMacHOCTU 3apaXKeHUst cucTembl MHAOP-
MaLUUOHHBIX TEXHOMOTUIA BUPYCaMK MYTEM NOBCEMECTHOIO pasMeLLeHNs1 aHTUBUPYCHBIX MPOrpaMMHbIX CpeAcTB
(unu BbIAENEHNA OTAEMBHBIX CAaUTOB, Yepe3 KOToPble A0MMKHa NPOXOAUTL BCA NonyyaeMasi uHdopmaums ans ee
NPOBEPKM HA HaNM4Me BUPYCOB).

B kauecTBe NonoxeHui obLero xapakrepa, UMelowmx obLuiA XxapakTep, MOXHO NPUBECTU crneayownii
npuMep, Koraa ocHoBHast paboTa opraHU3aLnn 3aKNoYaeTCA B OkasaHWU MHOPMAaLIMOHHDIX YCIYT, B CBA3M C YeM
BO3MOXHble NOTPe6GUTENM A0SKHBI ObITh YBEPEHD! B 3aLLMLLIEHHOCTU e€ cUCTEM UHGOPMAaLMOHHBIX TEXHONOMIA. B
3TOM Cly4ae OCHOBHbIM MOMNOXEHUEM CTpaTerMM MoXeT bbiTb NpoBeaieH e aTTecTaLmum cucteM MHGOPMaLMOHHBIX
TEeXHOMOorni Ha 6e3onacHOCTbL C NPUBEYeHEM TPETbEN CTOPOHBI, 0bnagaloLLeil COOTBETCTBYIOLM OMbITOM.
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B kauecTBe Apyrmx BOSMOXHbIX OCHOBHbIX MONOXKEHWIA cTpaTeri 6esonacHocT MHOOPMaLMOHHBIX TEXHO-
JIOTUIA MOXHO, B 32BUCUMOCTU OT KOHKPETHBIX LIENEN 1 X KOMOUHaLWUIA, TPUBECTY CriedyioLLme NOMOXeHUs:

- cTpaTerus 1 MeTofbl aHanMaa pucka, UCnonb3yemMble B MacluTabe Bcei opraH13aumu;

- OLieHKa HeobxoAMMOCTU pa3paboTKM NONUTUKN 6e30MACHOCT MHGOPMALIMOHHBLIX TEXHOMOTIA A5 KAXKO0M
CUCTEMB;

- olleHKa Heo6XxoaAMMOCTU co3aaHusa pabouunx npoueayp 6e3onacHOCTV AN KO0 CUCTEMbI;

- paspaBoTka cxeMbl KnaccudukaLmm cucTeM Nno YpoBHIO YyBCTBUTENbHOCTU MHdopMaLmm B MacluTabax
BCEWN opraHnsaumm;

- OlleHKa HeoBXoaMMOCTUW ydeTa U NpoBepka YCroBuid 6e30MacHOCTU COeANHEHWA O MeCTa NOAKIIOYEHNS K
HUM IpYTUX OpraHn3aunii;

- paspaboTka cxem 06paboTKN MHLMAEHTOB, CBSA3aHHBIX C HApYLLeHeM crucTeMbl 6e3onacHocT Ans YHU-
BEPCanbHOro UCMosb30BaHuS.

Mocne pa3paGoTku cTpaTerim 6e3onacHOCT 3Ta CTPaTerusi M ee CoCTaBHble 31eMeHTbI JOIPKHbI ObITb BKITHO-
YeHbl B COCTaB MoSIMTUKA 6e30MaCHOCTU MHAOPMAaLMOHHBIX TEXHOSOTWI OpraHn3aLmn.

7.2 Nonutuka 6e3onacHOCTA UHPOPMALIMOHHBIX TEXHOMNOIUMI

Monutuka 6e3onacHOCTU MHEPOPMALMOHHBIX TEXHOSIOTUIA AOMKHA BblpabaTbiBaThbCsl Ha OCHOBE coaepXaHus
cTpaTeriun 1 Lene cosganusi cucTembl obecnedeHust GesonacHocT. BaxkHo cchopmMupoBaThb nonuTuky 6esonacHo-
CTW 1 3aTEM NPOBOANTL €€ B COOTBETCTBUM C HANPaBMeHHOCTLI0 AEATENBHOCTI OpraHn3aLmmn, CocTosiHueM obec-
neyeHns1 6e3onacHoOCTH, coaepXKaHnem NonnTUKK B obnact MHpopMaLMOHHBIX TEXHOMOMNIA, & TakKe C y4eTOM
NOMOXeHWN 3aKOHOAATENBCTBA Y HOPMATMBHBIX AOKYMEHTOB B 06nacTi obecrneqeHms 6e3onacHoOCTu.

Kak 661110 nokasaHo B pasgene 7.1, BaxHbiM hakTopoMm, BAVSIOLLMM Ha codepkaHue NonmnTuki B obnacTm
obecnevyeHns 6eaonacHoCcT MHGPOPMaLIMOHHBIX TEXHOSIOTURA, SIBNAETCA TO, KaK B OPraHnsaLym NCNonb3yoTCs 3TH
TexHosorMn. Yem Gonbluer aBnseTcs HeoBXoAMMOCTb UX UCMOMb30BaHMSA M YEM LUMPE OpraHn3aLmmn NpUXoauTcs
NX NPUMeHATb, TeM Gonee NpakTU4HON siBnseTca NoTpebHocTs B o6ecneveHun 6e3onacHocT MHOPMaLMOHHBIX
TEXHOSOMIA ANst AOCTUPKEHMS OpraHn3aLumen CBonx Aenosblx Lenei. Mpn dopMnposaHiv B opraHnaauum nonmTu-
K 6e30MacHOCTU MHEOPMALMOHHBIX TEXHOMOMIN HEOBXOANMO YYMTbIBATL CITOXMUBLLYIOCS NMPaKTUKY AeSoBOA Aes-
TeNbHOCTU, OpraHW3aLLnio U KynbTypy BeAeHWsi TPOU3BOACTBA, NOCKOMLKY OHU MOTYT MOBNUATL Kak Ha noaxof K
oBGecneyeHunto 6e30nacHOCTM, TaK 1 Ha OTAESbHbIE 3aLLUTHBIE MEPbI, KOTOPbIE NEFKO BCTPaUBAIOTCA B OAHW YCI10-
BUSI NPOV3BOACTBEHHON AEATENEHOCTIA M MOTYT OKa3aTbCs HEMpUeMneMbIMU B APYTrUX.

MepevncneHHble B NonMTUKe 6e30MacHOCTY MHOPMaLIMOHHBIX TEXHOMOMIA MEPONPUATUS, KacaloLwmecs
npobnem obecneyeHns 6esonacHoCTV UHAOPMALIMOHHBIX TEXHOMOMI, MOMYT OCHOBBIBaTLCA HA LENAX U cTpaTerum
opraHusauuu, pesynsraTtax NPoBeAeHHOro paHee aHanuaa pucka cucteM 6esonacHocTu U NPUHLMNOB ynpaene-
HUs1, pesynbTaTax NpoBeaeHWst AOMNOHUTENBbHBIX MePONPUSATUIA, TaKUX Kak NpoBepka AENCTBEHHOCTU COCTOAHUSA
pearnvaoBaHHbIX 3aLLMTHLIX Mep, pesynsTatax MOHUTOPWHIa U U3yYeHUsI NpoLecca NOBCEAHEBHOMO UCNONb30oBa-
HUSA cUCTeM 6e30NacHOCTY, a Takke Ha coaepPXkaHnM OTYETOB 06 SKCTPEHHBIX CUTYaLMSX, CBA3AHHBIX C BONpOca-
Mu obecneyeHns 6eaonacHoCTu.

Heobxoanmo paccMaTtpuBaTh Mtobble Criyyan 0GHapyKeHUs CEpbe3HbIX YTPO3 WK YSA3BUMOCTEN B cUCTEME
6e30MacHOCTK, a MONUTMKa 6e30NacHOCTM MHGOPMAaLMOHHBLIX TEXHOMOMI AorMKHA coaepXaTb onucaHue obLmx
MeTOo0B Noaxoda opraHM3aL/im K peLueHmnio ykasaHHbIX npobnemM o6ecnederuns 6esonacHocTu. Bonee noapoGHo
MeTO/lbl U AelcTBUA no oGecneveHmnio 6e3onacHoCcTN cUCTeM MHAOPMAaLMOHHBIX TEXHOMOMMIA ONUCHIBAIOTCA B NO-
NUTUKAX 6e30NacHOCTU PasnMYHbIX CUCTEM MHEOPMALMOHHBIX TEXHOMOMMIA NGO B APYrMX NOA0BHLIX AOKYMEHTAX,
HanpUMep B MHCTPYKUMSIX No oBecneyeHuio 6e3onacHoCTu.

B paspaboTke NonuTUK1 Ge3onacHOCTU MHOPMaLIMOHHBIX TEXHOMOMUIA AOMKHBI MPUHUMATE yYacTue:

- nepcoHan cnyx6 ayauTa,;

- nepcoHan PUHaHCoBbIX CIYXO;

- NepcoHan noapasaenexHuin, o6cnyxusalowmx MHHOPMaLMOHHBIE CUCTEMBI, U UX NMOSNb30BaTeNeNn;

-nepcoHan cnyx6, obecnevnsalolmx hyHKUMOHUPOBAHUE BbIMUCITUTENBHON TEXHUKW U UHAPACTPYKTYP
(T. €. UL, OTBETCTBEHHBIX 32 COCTOSIHWE NOMELLIEHWIA U BCMOMOraTenbHOro obopyaosaHus, anekTpoobopyaosa-
HWS1 U KOHOQULMOHEPOB);

- IMYHBIA cOCTaB;

- nepcoHan cnyxo6 6e3onacHocTu;

- PYKOBOACTBO OpraHn3auuu.

B cooTBeTCTBUU C Lenammn 6e30nacHOCTU U CTpaTernei, NPUHATON opraHusaLmein Ana QOCTWKEHUS 3TUX
Lenei, BbibupaeTcs COOTBETCTBYIOWMIA YPOBEHb AeTannsauum nonuTuki obecnederus 6esonacHocTu nHdopma-
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LMOHHBIX TexHomnoruin. OnucaHne aToi NOAUTUKA AOSMKHO BKIlOYaTh B ce6, N0 MEHbLUE Mepe, CrieayloLlyto
UHdopMaLmio:

- CBEAEHUA O Lensax U obnactu ee NpUMEHEHUS;

- uenun cucteMbl obecnevyeHnsa 6e30nacHOCTM U UX COOTHOLLEHUE C NPaBOBbIMA 1 HOPMATUBHBLIMU 06si3a-
TenbCTBaMuU 1 AENOBLIMU LENSAMU OpraHu3aLmu;

- TpeGoBaHuaA, NpeabasnAeMble k cucteme obecneveHms 6e3onacHOCTU MHPOPMALMOHHBIX TEXHOMOMUN C
TOMKU 3peHuns oGecnedeHnsa KoHpUAeHUMANBHOCTA, LLESNIOCTHOCTM, OCTYMHOCTU, AOCTOBEPHOCTU U HAAEXKHOCTU
uHdopMaLm;

- cBeieHns 06 ynpaeneHun 6e3onacHOCTLIO, BKIlovalolme B cebsl AaHHble 06 OTBETCTBEHHOCTU U NOSTHO-
MOYMAX KaK OpraHn3aunn, Tak u oTAeNbHbIX JIULY;

- BapUaHT noaxoaa K ynpasneHuo pUCKoM, NPUHSITBIA opraHusauuen;

- Ny 1 cnocoGbl onpeaeneHna NPUopUTETOB NPY peanusaLym 3allMTHBIX Mep;

- cBeieHus 06 obLeM ypoBHe 6e30NacHOCTU U OCTAaTOYHOM pUCKe, HEOBXOAUMbIX AMsl OCYLLIECTBIIEHNUA
ynpasneHus;

- CBEAEHUA O HANMYMK OB LLIMX NPaBW KOHTPOSS AOCTYNA (MOrMYECKU KOHTPOSb AOCTYNA Npl OAHOBPEMEH-
HOM KOHTpone hnan4eckoro A4ocTyna nuu B 3gaHus, paboune nomelleHrs, a Takke K cuctemam u nHdopmauum);

- cBeAeHUA 0 AoBeAeHUM 0 NepcoHana Mep 6e3onacHocT M 0By4YeHUN NULL, OCYLLIECTBIISIEMOM OpraHn3a-
uuen;

- cBeeHus 06 06LWMX NpoLeaypax KOHTPOIs U nogaepxaHus 6e3onacHocCTy;

- 06wwme npobnembl o6ecneveHns GesonacHocTy, KacaloLmecs 06CnyXUBaIOLLEro NepcoHana;

- cpeacTaa 1 cnocobbl AoBeAeHNUS CyTU NoNUTUKKM 6e3onacHoCTU MHGOPMaLMOHHBIX TEXHOJIOTUI [0 BCEX
3a/HTEePeCoBaHHbIX NULL;

- 06cToATENLCTBA, NPU KOTOPLIX MOXET ObITb NPOBEAEH NEPECMOTP NONMUTUKK 6e3onacHocTu UT;

- METO/b! KOHTPONA U3MEHEHUI, BHOCUMbIX B NOMUTUKY 6E30NacHOCTU MHPOPMAaLIMOHHbIX TEXHOSOMUN opra-
HU3aLMN.

Mpu paspaboTke NONUTUK Ge30nacHOCTA MHEOPMALMOHHBIX TEXHONOTUIA ¢ 6onee BbICOKOM CTENEHBIO AeTa-
N3aummn A0SKHbI ObITb 4OMNOMHUTENBHO PACCMOTPEHDI CIEAYIOLLME BONPOCHI:

- MoAEenu 1 NpoLeaypbl obecnedeHrs 6e3onacHOCTU, pPacripocTpaHsIoWMECS Ha BCe noapasaeneHus opra-
HU3aUMK;

- CMNoMnb3oBaHWe CTaHOapPTOoB;

- MpoLeaypbl BHEAPEHWUS 3aLUMTHBIX Mep;

- 0coGEeHHOCTM Noaxoaa K AoNONHUTENBHO NPOBOASALLNMCS MEPONPUATUAM, TaKUM Kak:

npoBepKa AeCTBEHHOCTU cucTeM obecnedeHns 6e3onacHoCcTy,

MOHUTOPVHT UCMONb30BaHUsA cpeacTB oGecneveHns 6esonacHoCTH,

06paboTka UHLMAEHTOB, CBA3AHHbIX C HapyLUeHnem 6e30nacHoCTy,

MOHUTOPUHT PYHKLIMOHMPOBaHWS CUCTEMbI MHGOPMALIMOHHBIX TEXHOSIOMIA,

06CTOATENLCTRA, NPU KOTOPbIX TPEBYEeTCS NpUrnalleHe CTOPOHHUX 3KCrepToB no npobnemam obec-
neyveHns Ge3onacHoOCTu.

MprMeEpPHBI NepedeHb BOMPOCOB, BXOASALLMX B COCTaB NonuTuki 6e3onacHocTi MHOpMaLMOHHBbIX TEXHO-
JIOTUIA, NPUBEAEH B NPUIOXEHUN A.

Kak y>xe roBopunioch B HacTosILLEM CTaHAapTe, pe3ynsTaThl IPOBEAEHHOro paHee aHanmaa pucka 1 NPUHLIK-
MOB yNpaBieHWsl, NPoOBEPKU AeNCTBYIOLW e cUCTEMbI 6e30MaCHOCTU U MHLUWAEHTOB, CBA3aHHbIX C HapyLleHeM
6e30MacHOCTIN, MOTYT OTPa3UTLCA Ha COAePXaHUM NoSIMTUKA oBecriedeH s 6e3onacHOCTU MHPOPMaLMOHHbIX TeX-
HOMOTUIA, YTO, B CBOIO OYEPEb, MOXET NPUBECTM K NepecMoTpy Uin AopaboTke paHee chopMyIMpoBaHHON cTpa-
Teruy (1nn nonuTk) 6esonacHoctn UT.

[ns obecneyeHuns noaaepxku NnpoBeaeHn MeponpuaTUiA, CBA3aHHbIX C BoNpocamm 6e3onacHocT, Heob-
X0AUMO, YToBbl NonuTUKa 6e30NacHOCTU MHGOPMALMOHHBIX CUCTeM Gbina ogobpeHa BbICLLIMM PYKOBOLACTBOM Npea-
NPUATUS.

Ha ocHoBe coaepaHusi nonuTki 6e3onacHoCcT MHPOPMAaLMOHHBLIX TEXHOMOMMIA HeobXxoaMMo cdopmynn-
poBaTh AMPEKTUBY, 06GsI3aTENbHYIO AN BCEX PYKOBOASALLNX PabOTHUKOB 1 criy»alux. [Mpy sToM MoXeT noTpebo-
BaTbLCA NMoNyyYeHUe NoANUCU KaXOOoro CyXaLlero Ha JoKyMeHTe, coaepXalleM nosiokeHUs o ero 0TBeTCTBEHHO-
CTY 3a noaaepaHue GesonacHOCTU B Npeaesax opraHusaumn. Kpome Toro, AomkHa 6biTb paspaboTaHa 1 peanu-
30BaHa nporpaMma rno 06ecnevyeHmio 3HaHUsA U NoHUMaHUA Mep 6e30NacHOCTU U NPOoBEAEHO 0BYyYeHUe UCTOoMb30-
BaHWI0 3TUX MEP.

JomkHo BbITb HA3HAYEHO NLIO, OTBETCTBEHHOE 33 peanu3aLmio NonuTUKL 6esonacHocT MHOPMaLMOHHBIX
TEXHOMori 1 obecneveHne COOTBETCTBUSA NOMUTUKA TPeBOBAHNUAM U pearibHOMY COCTOSIHWIO e B OpraHn3aLumm.
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O6bI4HO TaKUM OTBETCTBEHHBIM JTULLOM B OpraHW3aLun SIBAETCA COTPYAHUK Cyx6bl Ge3onacHocT MHgopMaLu-
OHHbBIX TEXHOSIOMMIA, MOMUMO CBOUX AOMMKHOCTHBLIX 06A3aHHOCTEN OTBEYAIOLLMWIA U 3a NpoBeAeHUe A0NONHATE Nb-
HbIX MEPOMPUATUIA, KOTOPbIE AOIMKHBI BKNOYaTh B €6 KOHTPOMbHLIA aHaNU3 AeACTBYIOLMX 3alUTHBLIX Mep,
06paboTKy UHLMAEHTOB, CBA3aHHLIX C HApYLLIEHNeM cUCTeMbl 6e30NacHOCTU U OBHapYXeHneM ysa3BuMocTel B
cucTeMe, a Takke BHECEHUEM U3MEHEHWI B coaepXKaHe NoNUTUKM 6e30NacHOCTH, eclu B peaynbTaTe NPoBeaeH-
HbIX MEPONPUATUN BO3HUKHET Takas Heo6X0ANMOCTb.

8 OcHOBHbIe BapuaHTbI cTpatermm aHanu3a pucka opraHnsauumm

Mpexae YeM NpUCTYNnUTL K NMoObIM AENCTBUAM, CBA3aHHBIM C aHaNIM30M pUcka, OpraH1saums 4oSbkHa UMETb
cTpaTeruio NpoBeAeHUs Takoro aHanu3a, NPU4YEM COCTaBHbIE YacTy 3TOW cTpaTerin (Metoabl, cnocobbl U T.4.)
OOIMKHBI 6bITb OTPaXKEHbI B COAEPXXaHUM NONUTUKK obecneveHna 6e3onacHocTU MHAOPMALMOHHBIX TEXHOMOMMIA.
31K MeToab! 1 KpUTEPMU BbIGOpa BapuaHTOB CTpaTern aHanMaa pucka AoSkHbl OTBeYaTb NOTPeOHOCTAM opraHu-
3auun. CTpaTterusi aHanusa pucka AomkHa obecneunsaTte COOTBETCTBUE BbIBPaHHOMO BapuaHTa cTpaTerim ycno-
BUVSIM OCYLLIECTBMNEHWS AEMOBbIX ONepaLunii U NPUNOKEHUa ycunuin no obecnedeHuio 6eaonacHoOCcTy B Tex obnac-
TSX, A€ 3T0 AEACTBUTENBHO HeobxoaumMo. PaccmaTtpuBaeMble HUXKe BapuaHTbl cTparern npeacTaensiioT cobomn
yeTblpe pa3HblX NoAxoAa K aHanuay pucka. OCHOBHOE pa3nuune Mexxay HUMU COCTOUT B CTENEHW MyOUHbI NPOBO-
anmMoro aHanusa. Mockonbky 06bIMHO NpoBeAeHWE AeTanbHOMo aHanu3a pucka Ans Bcex cuctem MHOpMaLmoH-
HbIX TEXHOSIOTMA COMPSPKEHO CO CAIMLWIKOM GoNbMMK 3aTpaTamu, Torda Kak NoBepXHOCTHOE PaccMOTPeHUe
npobrneM, CBA3aHHbIX C CEPbE3HBIM PUCKOM, HE AAET HYXXHOro addekTa, HeobxoaMMo HaliTV GanaHc Mexay pac-
cMaTp1BaeMbIMU HUXKe BapuaHTamu.

Ecnu He paccmaTpuBaTh BapuaHT cTpaTern aHanusa pucka, 3akimoYaloLLMiAcs B OTCYTCTBUN NPUHATUA Ka-
KVUX-NMBO 3aLLMTHBIX Mep, U A0MYCTUTb, YTO peanbHO NOABNEHUE Pa3fIUYHBIX BUAOB PUCKa HEU3BECTHOO YPOBHS
Y UHTEHCUBHOCTMU, TO CYLLIECTBYIOT YeTblpe OCHOBHbIX BapuaHTa cTpaTerM aHanuaa pucka opraHnsauuu:

- ucnonb3oBaHve 6a30Boro NoaxoAaa (C HU3KON CTENEHbIO pUCKa) AN BCeX CUCTEM MHOPMALMOHHDBIX TEX-
HOMOTUIA, HE3aBMCUMO OT YPOBHSA PUCKA, KOTOPOMY NOABEPraloTCA CUCTEMBI, NPUHATUE TOFO, YTO YpOBEHL 0becne-
YeHua 6e30MacHOCTU He BCeraa MOXET 0KasaTbCsl 40CTAaTOUHbIM;

- UCMOSb30BaHMe HedopMaribHOTO NoAXoAa K NPOBEeAEHUIO aHanu3a pyucka, obpatlas ocoboe BHAMaHWe Ha
cucTeMbl MHPOPMALMOHHbBIX TEXHOSOMMIA, KOTOPbIE, KaK NPEACTaBMAETCS, NoABEPraloTCA HaMBOMNbLLIEMY PUCKY;

- poBeAeHWe AeTanbHOro aHanmnsa pucka ¢ ncnonb3osaHueM hopmarnbHOro noaxoaa ko BceM cucteMam
NHAOOPMaLMOHHBIX TEXHOSOTA M

- NpoBeeHNe cHaYana aHanmaa puUcka «BbICOKOTO YPOBHSI» C TEM, YTOObI ONpeAenuTb, Kakue U3 CUCTEM
NHOPMaLIMOHHBIX TEXHOSIOTUIA NOABEPXEHbI BLICOKOMY YPOBHIO pUCKa U KakMe UMEIOT KpUTUYECKOE 3HaUYEHNE
0119 Be4eHWsi 4enoBbIX onepaLuid, ¢ nocrneayowmm NposeaeHNeM AeTanbHOro aHariMaa pyucka anst BblaeneHHbIX
cucTeM, a 4ns BCEX OCTarbHbIX — OrpaHM4MBatoTCs NpUMeHeHneM 6asoBoro noaxoaa k npotrnemam obecneve-
Hus1 GesonacHoCTy.

Hwxe paccmaTpuBatoTcs BOZMOXHbIE BapuaHTbl Noaxo4a K obecneyeHuto 6e3onacHoOCTU U NPUBOAATCA
pekoMeHZaLnm no BbIGOpY NpeanoYTUTENbHbIX BapUaHTOB.

Ecnv opraHnaaums pelunT He yaensiTb BHUMaHUA Borpocam 6e30nacHOCTY Ui OTAIOKUTL Ha MOTOM BHeape-
HVe 3alUMTHBIX Mep, TO ee PYKOBOACTBO AOSMKHO SICHO NPeAcTaBNsaTs cebe BO3MOXHbIE NOCNEACTBUS Takoro
peLueHns. XoTs B 3TOM Cnyyae oTrnagaeT HeobXoaNMOCTb 3aTpaT BpEMEHU, CPEACTB, paBounx UNu Apyrux pecyp-
COB, TaKOe peLleHre UMeeT psa HedocTaTkoB. Ecnn opraHmsaums He yBepeHa B TOM, 4TO (hYHKLMOHUPOBaHWE ee
cucTem MHOPMaLMOHHBIX TEXHOMOMIA aBCOMIOTHO HE KPUTUYHO K BHELLHUM Yrpo3am, OHa MOXET BNOCNeacTsnm
BCTPETUTLCA C CepbesHbIMM MpobremMamu. Tak, opraHM3aLms MOXET HapYLUUTL NOMOXKEHUSA Kaknx-Mbo 3akoHoaa-
TenbHbIX M HOPMATUBHbIX aKTOB UMW penyTaLMs opraHu3aLMm MOXeT NocTpaaaTh B Cryvae HeCaHKLMOHUPOBaH-
HbIX 4OCTYNOB K MHOPMaLUW U HENPUHATUA SEACTBUA No X NpedynpexaeHuno. Ecrnv opraHnsaumio He oveHb
3aboTAT Npotnemb! o6ecneveHns 6e3onacHOCT MHOPMALIMOHHBIX TEXHOMOMIA UMK OHa He UMeeT cucTeM, 6eso-
MacHOCTb KOTOPbIX BaXXHAa AN BeAeHW AeNOBbIX OrnepaLmii, oHa MOXeT creaoBaTs nogobHon ctpaterun. OgHako
Mpu 3TOM He ByaeT UMeThb NPEACTaBIEHNS O TOM, HACKOMBKO XOPOLLIO Ui NIIOXO0 pearibHOe COCTOsIHUE ee e, Tak
410 Ans 6obLIMHCTBA OpraHu3aLInii criefoBaHne Takon cTpaTerum Bpsaz, NN ABNSETCS NPaBUibHbIM.

8.1 BasoBbI noaxon

B cnyyae ucnone3oBaHusi NepBOro BapnaHTa noaxoaa K aHanusy prcka opraHusaums MoxeT NpUMeHUTb
6a30BbIli ypoBeHb obecneveHunst 6e30MacHOCTU KO BCEM cUcTeMaM MHAPOPMaLIMOHHbLIX TEXHOMOMIA MyTeM BbiGopa
CTaHAapTHbIX 3aLLMTHBIX Mep 6e3onacHocTy. [NepeveHb pekoMeHayeMbIX CTaHAaPTHbLIX 3aLLUTHBIX MEP NPUBEAEH
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B AOKyMeHTax no 6asosori 6ezonacHocTn (cm. UCO/MOK TO 13335-4); 6onee noapobHoe onvcaHye aToro sapu-
aHTa noaxoaa cMm. B 9.2.

CyulecTByeT psii NpenMyLLecTB UCMONb30BaHWS 3TOTO BapuaHTa noaxoaia, B TOM uiche:

- BO3MOXXHOCTb 060ATUCh MUHUMATTbHBIM KOMMYECTBOM PECYPCOB NPY NPOBEAEHUN aHanmn3a v KOHTPOnA
pvicka A5 KaXKAO0ro cryyast MPUHSATUS 3aLLMTHBIX MEpP U, COOTBETCTBEHHO, MOTPATUTb MEHbLLIE BPEMEHU U YyCUNUIA
Ha BbIGOp 3TWX Mep;

- NPU NMpUMeHeHUN 6a30BbIX 3aLLUTHBLIX Mep 6e30MacHOCTU MOXHO NPUHATL 3KOHOMUYEeCcKkU 3 ekTUBHOE
peLueHre, MOCKOSIbKY Te e U cxoxue 6a3oBble 3almTHble Mepbl 6e3onacHOCTU MOryT 6biTb 6e3 0cobbix Npo-
61em npUuMeHeHbl BO MHOTUX cUCTEMaXx, eCiiv 6oMbLUIOe YUCIO CUCTEM B pamMKax opraHu3auum pyHKLUOHUPYET B
OOHUX M TEX Ke YCIOBUSX U NpeabsaBnsieMble K obecneyeHnio 6e3onacHOCTU TpeboBaHUsi COM3MeEpPUMBI.

B T0 >Xe Bpems 3TOT BapuaHT noaxoaa UMeeT criefylowmne HeaocTaTku:

- €CMY NPUHUMAETCS CIULLKOM BbICOKWIA 6a30BbliA YypOBEHb, TO 4NS psiia cMcTeM MHAOPMALIMOHHBIX TEXHO-
nornii yposeHb obecnedeHuns 6ezonacHocTn GyaeT 3aBblLLUEH;

- ecnv 6a30BbIN ypoBeHb BYAET MPUHAT CAINLLKOM HU3KAM, TO 4151 psiia CUCTEM MHPOPMALIMOHHBIX TEXHOMO-
ruin yposeHb obecnederunsi 6eaonacHocTy ByaeT HEAOCTATOUEH, YTO YBENUYUT PUCK ee HapyLLIEHUS U

- MOTYT BO3HWKHYTb TPYAHOCTU MPW BHECEHUN M3MEHEHWI, 3aTparnsaioLLmx Bonpockl obecneveHnsa 6e3o-
nacHocTtu. Tak, ecnuv 6bina nposedeHa MOAePHU3aLMS CUCTEMbI, TO MOTYT BO3HUKHYTb CIIOXHOCTM NPY OLEHKe
cnocobHocTeln nepBoHaYvanbHO MPUMEHEHHbIX 6a30BbIX 3aLLMTHBLIX Mep 6e3onacHOCTU 1 fanee ocTaBaTbca A0C-
TaTo4HO 3O PEKTUBHBIMM.

Ecnu Bce ucnosnbayemele B opraH1aaLmm cucteMbl MHGOPMaLMOHHBIX TEXHOSOMIA XapaKTepusyloTCa H13-
KUM ypoBHeM TpebosaHuii k obecneveHnto 6e3onacHOCTU, TO NepBbIi BapUaHT CTpaTerMm aHanaa pucka MoXxeT
oKasaTbCs akoHoOMUYeckn adbdpekTBHBIM. B aTOoM cnyyae 6a308bii ypoBeHb 6e30MacHOCTU AOMKEH BblBupaTbea
Tak, YToObl OH COOTBETCTBOBAN YPOBHIO 3aLLMThl, HE06X0AMMOMY AnA 60MnbLUMHCTBA cUCTEM MHOPMALMOHHBIX
TexHonorui. ina 6onblUNMHCTBa OpraHn3aLmnii Bceraa cyllecTsyeT HeobXxoAMMOCTb UCTONb30BaTh HEKOTopble
MUHUMaSIbHbIE CTaHAAPTHbIE YPOBHM AN obecneveHuns 3almThl BakHelwen MHopMaLIMK C Lierbio oTBeYaTh
TpeboBaHNAM NPaBOBbIX 1 HOPMaTVBHbIX aKTOB — HanpuMep TpebosaHusAM 3akoHa o 6e3onacHOCTU UHOpMaLIUK.
OpHako B cnyyasx, ecrnv oTAesbHble CUCTEMbl OpraHU3aLumn XxapakTepusyloTC pasfiiMiyHon CTENeHbIo YyBCTBU-
TEbHOCTY, pPa3HbiMy 06 beMamu 1 CIIOKHOCTLIO AeroBor MHdopMaLmu, UCNONL30BaHWeE OBLLMX CTaHAAPTOB MPU-
MEHUTESbHO KO BCEM cMCTeMaM BydeT NorMyecku HeBepHbIM, 3KOHOMUYECKN HeonpasaaHHbIM.

8.2 HechopmanbHbI noaxon,

Bropoi BapvaHT noaxoaa npegycmaTpusaeT nposeaeHne HebopmManbHOro aHanuMaa pucka, OCHOBaHHOTO
Ha NpaKTU4YecKoM OfbITe KOHKPETHOro aKcnepTa. HedpopManbHbIi noaxoa npeanonaraeT Cnonb3osaHWe 3HaHUA
N MPaKTU4ecKoro orbiTa CNeLmnanicTos, a He CTPYKTYPHbIX METO0B.

OT0T noaxoa obnagaeT creayowuMm JOCTOMHCTBaMU:

- He TpebyeT NCnonb3oBaHWUs 3HaUUTENbHBIX CPeACTB Ui BpeMeHW. Mpu ero UCNonNb3oBaHUM 3KCTepPT He
AonkeH npuobpeTaTb AOMOMHUTENbHBLIE 3HaHUSI MO CBOE CNeLMarnbHOCTY, a 3aTpaThbl BpeMeHW Ha aHanus pucka
npun 3TOM MeHbLLE, YeM NpU NPOBEAEHNW AETaNBbHOIO aHaNnM3a pucka.

OpHako AaHHbIA NoAXo[ UMEET 1 CBOW HeJOCTaTKK:

- Npu oTCyTCTBUM XOTS 6bl 0AHOTO aneMeHTa 6a3oBoro Noaxoaa (NepBbI BapuaHT cTpaTerny aHanusa puc-
Ka) U KOMIJIEKCHOTO NepeYHsl KOHTPOSbHbIX ONepaLmiil yBenMumsaeTca BEpOATHOCTb NMPONycKa psiaa BaXHbIX
JeTtanen y Bcex cucteM UHOPMaLMOHHbIX TEXHOMOMIA, AENCTBYIOLLNX B OpraHu3auum;

- MOIYT BO3HUKHYTb TPYAHOCTU Npy 060CHOBaHW HEOBXOANMMOCTU peanusaLvn 3almUTHLIX Mep, onpeaeneH-
HbIX MO pe3ynbraTam aHanusa pucka, NnpoBeAeHHOro NoAo6HbIM MOAXOA0M;

- NS 3KCnepToB, He obnafaloLLmnx 3HaUUTENBHBIM OMNbITOM paboThbl B 06nacT aHanusa pucka, He cylle-
CTBYET rOTOBbIX PEKOMeHAaLUIA, KoTopble Morny bbl 0bnerunTsb ux paboTy;

- IOAXO0AbI OpraHW3aLIMm K aHarnm3ay pycka B NpoLLsiom Bbinv NpoAnKToBaHbl UCKSIIOYUTESNbHO OLIEHKOW YSI3BU-
MOCTU CUCTEM, T. €. NoTpebHOCTL B Mepax obecnevyeHns 6e3onacHOCTU OCHOBbIBAIaCb Ha HANUYUN Y 3TUX CUCTEM
ys13BUMOcCTel 6e3 aHanusa Toro, CyLecTBYIOT 11 yrpo3bl, CNOCOBHbIE peannsoBaTh Hannume 3TUX ysasBuMocTen
(6e3 060ocHOBaHMS pearnbHOM HEOBXOAUMOCTU B UCTIONb30BaHUN 3aLUTHBIX MEP);

- pe3ynbraThl NPOBEAEHUSI aHaNM3a MOryT B KaKoW-TO Mepe 3aBUCeTb OT CyBbeKTUBHOrO noaxoaa, JIMUHbIX
npeay6exaeHWin akcnepTa 1, KPoMe TOro, MOryT BO3HUKHYTb NpobneMel B criydae, eCnv cneumnanincT, KOTopbIi
npoeoAun HedopmarbHbIA aHanM3, NoKaaeT opraHM3aLmio.

C y4eTOM NpuBeAeHHbIX BbilLe HEAOCTATKOB BTOPOM BapuaHT NoAxoAa K aHanuay pucka Arnst MHOrmx opra-
Hu3auuin 6yaeT HeadeKTUBHBLIM.
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8.3 feTanbHblii aHaNU3 pucka

TpeTuid BapuaHT nogxoaa npeanornaraeT NnpoeeAeHre AeTanbHOMo aHann3a pucka ¢ NosyYeHnemM pesynbra-
TOB AJ151 BCEX CUCTEM MHAPOPMaLIMOHHBIX TEXHOSOMIA, AENCTBYIOLIMX B OpraHu3aumun. [leTanbHblil aHanus pucka
BKIlo4aeT B ceba nogpobHyto naeHTUPUKaLIMIO U OLEHKY aKTUBOB, OLLEHKY BO3MOXHBIX Yrpo3, KOTOPbIM MOTYT
NoABEPrHYTLCA 3TU aKTUBbI, @ Takke OLEHKY YPOBHS UX YSI3BUMOCTU. Pe3ynbTaThl aTUX onepauuii 3aTem UCnosb-
3yI0T AAN1s1 OLLEHKW PUCKOB W NocreaytoLein naeHTudukaumm o60cHOBaHHbIX 3alUMTHBIX Mep. TpeTuit BapuaHT noa-
xofa noapobHo npeacTasneH B 9.3.

OTOT BapuaHT nogxoaa UMeeT crieyioLue NpeMMyLLecTsa:

- BeCbMa BEPOATHO, YTO B pe3ysbraTe 3Toro noaxoaa Anis kaxkaon U3 cucteM 6yayT onpeaeneHbl COOTBET-
CTByIOLUME el 3alMTHble Mepbl o6ecneveHus 6esonacHocTy;

- pesynbTaThl NpoBeAeHUA AeTaflbHOro aHanu3a MoryT 6bITb UCNONb30BaHbI NPY YNPaBneHUM U3MEHEHUAMU
B cucTeMe obecneyeHna 6e3onacHOCTU.

B T0 e BpeMA Takoi BapuaHT noAxoaa XxapakrepuayeTcsl Crieayowmnmm HeaocTaTkamu:

- ANA ero peanusauunn 1 NONYyYEHUa HY>KHOTO peayrbraTta TpebyeTca 3aTpaTuTb 3HaYUTESNIbHOE KONMUYECTBO
cpeficTB, BpeMeHU U KBanupuumpoBaHHOro Tpyaa;

- CYLLIECTBYET BEPOSATHOCTL TOr0, YTO onpeAeneHe HeobxoAUMbIX 3aLUMTHBIX Mep AN Kakon-NuGo KpUTu-
YEeCKOW CUCTEMbI MPOU3ONAET CAIULIKOM NO3QHO, MOCKOMbKY aHanv3 byaet nposoanTLCA OANHAKOBO TLATENbHO
ans cuctem MHgopMaLMOHHBIX TEXHONOMMN U AMs NPOBEAEHUS aHanu3a BcexX cuctem notpebyeTcs 3HaunTenbHoe
Bpems.

Takum 06pa3oM, UCNOMb30BaHWE AETANTLHOMO aHanM3a pyucka NPUMEHUTENBHO KO BCEM cucTeMam uHdopma-
LIIOHHBIX TEXHONOMMIA He pekoMeHAayeTcA. Ecrnn npuHATO pelleHne NnpuberHyTe K TakoMy BapuaHTy noaxoaa, To
BO3MOXHb! creaytoLme AoNOHATENbHbIE Pa3HOBUAHOCTU €70 UCMONb30BaHUS:

- CTaHAapTHbIA NOAXOA, OTBEYAIOLLMIA KPUTEPUSIM HACTOSILLIEro cTaHAapTa (HanpuMep noaxoa no 9.3);

- CTaHAapTHBbIA MoAX0A4 B pasHbIX BapuaHTax, OTBEYAloLLMI NOTPEeBHOCTAM opraHu3auun; 4na psga opraHu-
3aLuiA NpeanodTUTeNbHbIM MOXeT BbITb UCNONL30BaHWE «AeTanbHOro aHanuaa puckay (cM. 9.3).

8.4 KoMGuHUpOBaHHbIW noaxon

B cooTBETCTBUM C YETBEPTLIM BApMaHTOM Noaxoaa npeanonaraeTca NpoBoaAnTs NpeasapuTenbHbI aHann3
BbICOKOTO YPOBHSI pUCKa 5151 BCEX CUCTEM MHAOPMaLMOHHbBIX TEXHOMoruiA, obpaluas ocoboe BHUMaHUE Ha AeNo-
BYH 3HAUYMMOCTb CUCTEMbI 1 YPOBEHL pUCKa, KOTOPOMY OHa noasepraeTcs. [ina cuctem MHPOPMALIMOHHBIX TEXHO-
TIOTUIA, KOTOPbIE MMEIOT BaXKHOE 3HaYeHMe AN AeNoBOW AEATENBHOCTN OpraHM3aLmm Winm noaBepXXeHbl BbICOKO-
MY YPOBHIO pUCKa, B NEPBYHO o4epeb NPOBOASAT AeTalbHbIA aHanus pucka. [ns ocTanbHbIX cucTeM UHdgopMaL-
OHHbIX TEXHOMOMMI cnegyeT orpaHnynTLCA 6a30BbIM BapuaHToM nogxoaa. Takum o6pa3oM, KOMOUHUPOBAHHBIN
BapuaHT, codeTaroLL M NyYLllne CBONCTBa NoAX0A0B, onucaHHbIX B 8.1 1 8.3, No3BonsieT npu ceeaeHNN K MUHK-
MYMY BPEMEHU 1 YCUITWIA, 3aTPaYEHHbIX Ha AEHTUMKALMIO AOIDKHBIX 3aLUMTHBIX Mep, 06ecnednTs Heobxoam-
MYIO 3aLLMTY CUCTEM C BbICOKMM YPOBHEM purCKa.

Kpome Toro, KoMGUHUPOBaHHbIN BapUaHT Noaxoaa UMeeT CneayoLne npeMmyLLecTsa:

- UCMONb30BaHMe BbICTPOro 1 NPOCTOro NPEABaPUTENBHOMO aHanM3a pyucka No3BonuT 06ecneynTb NPUHATIE
nporpamMmMbl aHarnmsa pucka,;

- CYLLIECTBYET BO3MOXHOCTb BbICTPO OLEHUTb ONepaTMBHOE COCTOSIHME NPorpaMmbl obecnedeHns Gesonac-
HOCTW OpraHunsaLmu, T. €. UCNOMb3oBaHWe Takoro noaxoaa 6yaeT B 3HAYUTENBHOW Mepe cnocobCcTBOBaTb yeneLl-
HOMY MNaHMPOBaHIO;

- pecypchbl 1 cpecTBa MOTryT GbITh BIIOXEHbI TYAa, [4e OHW NMPUHECYT MakCUMaribHbIA 3hdEKT, TaK Kak OHK
B NepByto ovepedb OyayT HanpaereHbl B CUCTEMbI, B HAaUBOSbLUEN CTENEHN HYXaatowmecs B obecnedeHmnn Geao-
nacHoOCTU;

- NpoBedeHWe NocNeayoLWNX MeponpuaTuin 6yaeT 6onee ycnelHbIm.

EAMHCTBEHHbIN NOTEHLMANBHBIA HE4OCTaTOK AaHHOMO BapuaHTa NoAxoda COCTOUT B CIIEAYIOLLEM: MOCKOSb-
Ky NpeasapuTerbHbIA aHanmn3 pucka NpoBoAaT UCXOAs U3 NPEANONOXKEHUS O Ero BO3MOXHOM BbICOKOM YPOBHE,
oTAeNbHbIe CUCTEMbI MOTYT ObITb OLUMOOYHO OTHECEHBI K CUCTEMaM, He TPEBYIOLWUM NMPOBEAEHNSA AETANBHOIO
aHanusaa pucka. K atTum cuctemam B gancHerwem 6yayT npuMeHeHbl 6asoBble MeToabl obecnedeHns GesonacHo-
cTu. Mpn HeoBXOANMOCTN MOXKHO BYAET BEPHYTLCS K PACCMOTPEHUIO 3TUX CUCTEM C TEM, YTOGL! Y0CTOBEPUTLCS,
He TpebyloT N1 oHM Bonee TLWaTeNbHOro No CPaBHEHMIO C 6A30BbLIM MOAXOA0M PACCMOTPEHUS.

WcnonbaoBaHue gaHHOro BapuaHTa noaxona C aHanM3oM BbICOKOro YPOBHS pUcka B codeTaHum ¢ 6a3oBbiM
NoAX0A0M U (ecni Heo6xoaMMO) AeTaslbHbIM aHanM3oM purcka oGecreunsaeT 6oMbLUMHCTBY OpraHu3aLuii Hanbo-
nee acheKTUBHOE peLLeHne npobrem. Takum obpa3om, NoAoOHbIN Noaxoa ABnsieTcs Hanbonee NPeanoYTUTESb-
HbIM 1 ByaeT 6onee noapoBGHO paccMoTpeH B pasaerne 9.
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9 Kom6uHMpoBaHHbLIA noaxoa

Hactoswumii pasgen cogepXuT ykasaHusi Ans peanv3aumy pekoMeHA0BaHHOW Bbille CcTpaTermm KoMoMHUpo-
BaHHOro Noaxoaa.

9.1 AHanu3 BbICOKOro ypOBHS pyUcka

Mpexae Bcero npoBoAAT NpeABapuUTEsibHbIA aHaNM3 BbICOKOTO YPOBHSI pUcKa € TeM, YTOObl yCTaHOBUTD,
KakoW 13 BapMaHToB noaxoaa (6a3oBbiii v AeTanbHbIA) SydLle NOAX0AUT Anst KOHKPETHOM cucTeMbl Hdopmaum-
OHHbIX TeXHOMOorui. B xoae npoBeeHNs Takoro NpeBapUTenbHOIo aHannsa paccmMaTpuBaloT AeMoBYIo 3Ha4N-
MOCTb CUCTEM MHGOPMALMOHHBIX TEXHOMOTWIA M 06pabaTbiBaeMoli ¢ X NOMOLLbI0 MHGOPMaLIMK, a TakKe YPOBHSI
pucka ¢ y4eTOM BrUAa AeNnoBoM AesTeNbHOCTU opraHu3aumu. cxoaHble AaHHbIE ANs NPUHATUSA pELLEHNSs O TOM,
Kakol BapuaHT noaxoaa siBnsieTcst Hauboree NoaxoasLwmMM s KaXao cucTeMbl MHPOPMAaLIMOHHBIX TEXHOSTOMUIA,
MOTYT 6bITb MOMNYYeHbl HA OCHOBE PACCMOTPEHUS CIIEAYIOLLNX YCIIOBUWIA:

- AenoBbIX LENe, Ans JOCTUKEHUS KOTOPbIX OpraHu3aLuys UCNoMb3yeT AaHHYI0 cucTeMY MHOPMaLIMOHHBIX
TEeXHOSOMUIA;

- B KaKoW CTeNeHU Aenosasi akTUBHOCTb NPeANPUSITUAS 3aBUCUT OT KOHKPETHO CUCTEMbI MHPOPMAaLIMOHHBIX
TEXHOSMOMMI, T. €. HACKOIbKO (PYHKLIMU, KOTOPbIE OpraHU3aLIMA CHUTAET KPUTUUECKUMU 11151 CBOETO CYLLIECTBOBaHUS
unm acphekTUBHON peanuaaLum AeNoBO AeSITENLHOCTU, 3aBUCAT OT (DYHKLIMOHUPOBaHUS! 3TOM CUCTEMBI UIn obec-
neYeHus kKoHdUAeHUMAaNbHOCTU, LIENOCTHOCTU, AOCTYNHOCTU, AOCTOBEPHOCTU U HAAEXHOCTU MHOpMaLmn, obpa-
6aTbiBaEMOI 9TON CUCTEMOI;

- BINOXEHWS AeHEXHbIX CPeCTB B 3Ty cMcTEMY MH(OPMALIMOHHBIX TEXHOIOMIA, B TOM UMCre B ee pa3paboT-
Ky, 06CnyXvBaHne Um sameHy;

- aKTUBOB AaHHoW cucTeMbl UT, B kOTOpble opraHusauma BknaabisaeT cpeacTaa.

Mocne Toro kak 3Ty yCrioBys NPoaHanuaMpoBaHbl, NPUHATUE peLLeHUst 0ObIYHO He Bbi3blBAET 3aTPYAHEHWIA.
Ecnu uenesoe HazHa4yeHVe CUCTEMbI BEXKHO [J151 NPOBEASHUSA OpraHn3aumeil CBoe AENOBOA AESTENBHOCTA, ECIU
CTOMMOCTb 3aMeHbl CUCTEMbI BbICOKa UMW CPEACTBA, BNOXEHHDbIE B aKTUBbI, NOABEPXKEHbI BLICOKOMY YPOBHIO
pucka, TO Ans AaHHOW cUcTeMbl HeobXoAMMO NPoBeAEHWE AeTanbHOro aHanusa pyucka. Hanuame ogHoro 13 nepe-
YUCMEHHBIX BbILLE YCIIOBUIA MOXET CITyXUTb OCHOBaHWeM AN NposeAeHUs AeTarbHOro aHanmsa pucka.

MpuaepxmBatoTca cneayowlero obLero npasuna: ecnu npekpatleHne pyHKUMOHMPOBaHWUA 4aHHOWN cucTe-
Mbl UHCPOPMALMOHHBIX TEXHOSOTIA MOXET NPUYUHUTB YLLIEPD UMW NPUHECTU YObITKU OpraHu3aLmmn, OTpULATENBHO
NOBUSITb HA ee AeMOoBYI0 AeATENbHOCTb UMW aKTUBbI, TO sl OLIEHKM NOTEHLMaNBbHOo pyucka NPOBOAAT AeTarb-
HbIll aHanu3a pucka (cM. 9.3). Bo Bcex apyrux cnyvasix foctatouHasi 6e30MacHOCTb CUCTEMbI MOXET BbiTb o6ecne-
YeHa npuMeHeHeM 6asoBoro noaxoaa (cMm. 9.2).

9.2 basoBbIil noaxon

Llenb obecneyeHns 6e3onacHoCcTy ¢ noMollbio 6a3oBoro noaxoAa CoCTOUT B TOM, YToObl nogo6path Ans
opran1saum MUHUMAaIbHBIA HabOP 3aLLMTHBIX MeP ANs 3alUTbl BCEX UM OTAENbHbIX CUCTEM MHOPMaLMOHHBLIX
TexHomnoruit. icnonb3ays 6a3oBbIil NOAX0A, MOXHO NPUMEHSITL COOTBETCTBYIOLLMI eMy 6a30BbI ypoBeHb 6e30-
NMacHOCTM B OpraH13aLum 1, kpoMe Toro (cm. 9.1), AoMoNHUTENBHO UCTIONBL30BaTL Pe3ynbTaThbl AeTaNbHOMo aHau-
3a puycka anst obecneveHust 6e30MacHOCTU CUCTEM MHPOPMALIMOHHBIX TEXHOMOMUI C BLICOKUM YPOBHEM pUcka Unn
CUCTEM, UrpaIoLLMX BXKHYIO POSib B AENOBOM AeATENbHOCTU opraHn3aumu. UcnonesosaHue 6a3osoro noaxoaa
NO3BOSISIET CHA3UTL MHBECTULIMU OpraHU3aLmm Ha UccrieioBaHNe pe3yskTaToB aHanmMaa pucka (cm. 8.1).

YaoBneTsoputenbHas 3almra ¢ NoMoLLbio 6a3oBoro noaxoaa MoXeT bbiTb o6ecnedeHa nyTemM UCnosnb30-
BaHMWs1 CNpaBOMHbIX MATEPUAIIOB (Karanoros) Mo 3almUTHbLIM MepaM 6e30nacHOCTU, Aae MOXHO nogobparts Habop
cpeacTB Ansl 3aLuThbl cUCTEMbI UHOPMALIMOHHBIX TEXHOMOMIA OT HaMboriee YacTo BCTpevalowmxcs yrpos. baso-
BbllA YpOBEHL 6€30MacHOCTM MOXET BbITb YCTAaHOBIIEH B COOTBETCTBUM C MOTPEOHOCTAMU OpraHu3auum, Npu 3ToM B
npoBeAeHUN AeTalnbHON OLEHKM Yrpo3, PUCKOB U YSI3BUMOCTU CUCTEM He ByaeT HeobxoaumocTu. Bee, 4To HyxHO
caenartb, NpuMeHsist 6a3oBbIii Noaxoa k obecneveHuto 6esonacHoCTU, — BbIGPaTL U3 CNPABOYHBLIX MaTEPUanos
(kaTanoros) No 3alMTHLIM MepaM 6€30MacHOCTU COOTBETCTBYIOLLIME MYHKTbI KOTOPbIE MOAXOAAT ANA paccMaTpu-
BaeMOW cUcTeMbl UHPOPMAaLMOHHbIX TEXHOMOIWIA. [Py HanMuuK B cucTeme YCTaHOBAEHHbIX 3aLUTHBIX Mep UX
HeobXxoaAMMO CpaBHUTL C peKOMEHAYEMbIMU B KaTarnorax. 3alurHble Mepbl, KOTOPbIE€ OTCYTCTBYIOT B CUCTEME, HO
MOTYT 6bITb B HE UCMONMb30BaHbI, AOIPKHBI ObITb peann3oBaHbI.

CnpaBouHble MaTepuasbl (kaTanoru) no 3awmuTHbIM Mepam 6e30MacHOCTU MOTyT coaepkaTb BO-NepBbIX,
noapo6Hoe onucaHne pekoMeHAYEMbIX 3aLUMTHBLIX Mep, BO-BTOPbIX, pekoMeHaaLmMmn ¢ Habopom TpebGosaHuia No
obecneyeHuio 6e30MacHOCTU, KOTOPbIMU MOXHO BOCTONb30BaTLCA NPUY BbIBOpe pekoMeHayeMblX Mep ANA AaH-
Hol cucTembl. O6a BapraHTa UMEIOT CBOM NpenMylLLiecTea. CBeaeHUs O CNpaBoYHbIX MaTepuanax 0boux sapuaH-
TOB MOXHO HaiTK B npunoxeHusax A — H, npuseaeHHbix B UCO/M3IK TO 13335-4. OgHoi u3 ueneii 6asosoro
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noaxofa siBMsieTcsl cornacoBaHue 3alyUTHbIX Mep B MacluTabe BCell opraHusaum, 4To MoXeT OblTb JOCTUMHYTO
MpW NCMONb30BaHNMN KaX40r0 U3 yKasaHHbIX BblLLE BAPUAHTOB.

B HacTosiLee BpeMs CyLLEeCTBYET HECKOSBKO CNPaBOYHUKOR, coepXallmX nepeyHr 6a30oBbIX 3alUTHbIX
mep. Kpome Toro, B psige Ccry4aeB cpean KOMNaHWiA, 3aHSAThIX B O4HOW OTPaciv NPOU3BOACTBA, MOXHO HANTW
KOMMaHUM CO CXOXMMI YCIOBUAMW BEAEHWA AENOBON AeaATenbHOCTU. Mocne nsyveHus ux oCHOBHBIX MOTpe6HOC-
TE MOXET OKa3aTbCH, YTO CNPaBOYHUKA ¢ NepeYyHeM 6a30BbIX Mep 6e30MacHOCTU MOryT ObiTb MCNOMb30BaHbI
HECKOMNbKUMM PasfinYHbIMU OpraHU3aLUaMi. Takue CripaBoYHUKA MOXXHO HAIATW, HanpUMep, B:

- MeXayHapoAHbIX OpraH13aLmsX No CTaHAapTU3aLUMM U HALMOHATbHBIX HAYYHO- TEXHUYECKUX LEHTPaX Mo
CTaHAapTU3aLMM U METPOMOMK;

- HAYYHO-TEXHNYECKUX LIEHTPAX OTPACNEBbIX CTAaHAAPTOB (MM HOPMaTUBOB);

- OpraHM3aLmax, UMEeoLLMX aHarorM4Hyio AeoBYI0 AEATENbHOCTL UMW CONOCTaBUMbIX NO MacluTabam pa-
6oT.

Jlio6asa opraHMsaLns MoXeT BblpaboTaTb CBOI 6a30BbI YpoBeHb 6e30MacHOCTU B COOTBETCTBUM € CO6-
CTBEHHbLIMWN YCIIOBUAMMW AENOBON AEATENBHOCTU U AEMNOBLIMU LIESISIMUA.

9.3 [leTanbHbIA aHaNU3 pucka

Kak 6bIr1o nokasaHo B 8.3, AeTarlbHbIl aHamNn3 pucka ans cucteM MHopMaLMOHHbIX TEXHOMOMUIA Npeanona-
raet MaeHTUUKaLMIo BCEX BOZMOXHbIX PUCKOB 1 OLLEHKY MX YpoBHA. Heo6xoanMoCTL NpoBeAeHUst AETANBLHOMO
aHanuaa prcka MOXeT ObITb onpeaernieHa 6e3 HEHYXXHbIX 3aTpaT BPEMEHU U CPEACTB NOCIE aHanM3a BbICOKOTo
YPOBHSA prcka AJ151 BCEX CUCTEM Y NOCTEAYHIOLLEro U3YHEeHUs pe3yrbTaToB AETarbHOro aHanusa pycka, npoBeaeH-
HOTO TOMNBKO A5 KPUTUYECKNX CUCTEM (CM. 8.3) U CUCTEM C BLICOKUM YPOBHEM pUCKa, B COOTBETCTBUM C 8.4.

AHanus pycka NpoBoaUTCs NyTeEM MAEHTUMUKALMU HEXeNnaTeNbHbIX COBbLITUIA, co3aaloLmMX HebnaronpusT-
Hble AeNOBbIE CUTYaLIUK, U ONpedeneHns BEpOSTHOCTU UX nosiBrieHus. HexxenaTtenbHble coBbITUS Takke MOMyT
HeraTMBHO BMUATb Ha AENOBOI NpoLece, COTPYAHUKOB OpraHvM3aLmMm Unu no6boid aneMeHT 4enoBoro npouecca.
Takoe HebnaronpuATHOE BO3AENCTBNE HeXenaTebHbIX COBbITUIA ABNSIETCS CIIOXHBLIM COYETaHWEM BO3MOXHbIX
BMAOOB yLep6a, HaHOCMMOro CTOMMOCTM akTUBOB, MoABepratoLLMxcs pUcky. BeposiTHOCTb Takoro cobbITUS 3aBu-
CUT OT TOrO, HACKOBKO NPUBEKATENbHLIM SBMSETCS AAaHHbIA aKTUB A1 NOTEHLMUANBEHOMO HapYLUUTENS, BEPOATHO-
CTV peannaauunm yrpo3 1 NerkocTy, C Kakol HapyLUMTENb MOXET BOCTONb30BaTLCS YA3BUMbIMU MECTaMU CUCTe-
Mbl. Pe3ynbTaThl aHanmaa pycka No3sonsioT MaeHTUPUUMPOBaTL CUCTEMBI MHGOPMALIMOHHBIX TEXHOMOMUIA C BbICO-
KUM YpOBHEM pu1cKa 1 BbiGpaTh Mepbl obecneyeHuss 6e30nacHOCTU, KOTOPbIE MOTYT ObITb UCMONbL30BaHbI 1St
CHWDKEHWSA YPOBHSA MAEHTUULIMPOBAHHOTO pUCKa A0 NPUEMIIEMOTO YPOBHSI.

MeHempKMeHT pucka, AeTarlbHblA aHanMa pucka npuBegeHbl Ha pucyHke 2. PesynbtaThbl AETaNbHOMO aHanmsa
puvcka No3BONST NPOBOANUTL BbIGOP 060CHOBAHHbBIX 3aLLMTHBIX MEp Kak 4acTu npoLecca yrnpasneHusi pUCKOM.
Tpebosarus, NpeabaBnsieMble K BbiOpaHHbIM Mepam 3aLUMTbl, 4OIHKHbI ObITb 3aduUKcupoBaHbl B NoNuTuke 6eso-
NacHOCTU cUCTeM MHAPOPMaLIMOHHbIX TEXHOMOMIA U COOTBETCTBYIOLLIEM eli nnaHe 6e3onacHocT. MHOXeCTBO UH-
LMAEHTOB, CBA3AHHbIX C HApYLUEHWEM CUCTeMbl 6e30NacHOCTU, 1 BHELUHME Yrpo3bl MOTYT OKasaTb BIUSIHWE Ha
TpeboBaHus kK obecnedeHto 6e30NacHOCT CUCTEMbI U Bbi3BaTb HEOBXOAMMOCTb B MEPECMOTPE YacTy aHanMaa
puvcka (Mnn aHanusa B Lesiom). K Takvm BHEeLUHUM Yrpo3aM MOryT OTHOCUTLCS: HeAaBHUE CYLLIECTBEHHbIE U3MEHe-
HUSI B cMCTEME, 3anS1aHNPoBaHHbIE U3MEHEHWS, a Takke NOCNeACTBUSA UHLMAEHTOB HapyLLIEeHW Ge3onacHocTH, Mo
KOTOPbIM HEOOXOAMMO NPUHNMATL COOTBETCTBYHIOLLME MEPbI.

CyllecTByeT HeCKonMbKo METOAOB NPOBEeAEHUS aHanm3a pucka, HauynmHas ¢ NoAX0A0B, OCHOBbLIBaIOLLMXCS
Ha NepeYHe KOHTPOSbHbBIX OnepaLuii, U KoHYast MeToaamMm, OCHOBaHHBIMU Ha CTPYKTYPHOM aHanuae cuctemMbl. Mpu
3TOM MOTYT UCMNOML30BaTLCSA Kak aBTOMaTU3NPOBaHHbIe (KOMMLIOTEPHbBIE) MPOrpamMMmBl, Tak U PacyeT BPYYHYHO.
TMo6ble MeToA UMK NporpamMmma, UCrosb3yeMble opraHu3aumeit, 4OMMKHbI, MO MEHbLUEN Mepe, codepkaTs ornepa-
LMK, nepeyncnerHble B nyHkTax 9.3.1—98.3.7. BaxHo Takke, 4ToObl UCNosib3yeMble METOAb! HE MPOTUBOPEYNIM
npakTuke BeAeHWS Aerl, COXMBLUEACS B OpraHn3aLmn.

Mocne 3aBepLUEHNS NEPBOro Tana PacCMOTPEHUS Pe3yrnbTaToB AETallbHOro aHanmaa PUCKoB ANs CUCTEMB
pe3ynbTaTbl PAaCCMOTPEHNA — CBeAeHUs O aKTUBax U UX LIeHHOCTAX, Yrpo3ax, YsS3BUMOCTSX U YPOBHAX pUcka,
onpeaeneHHbx Mepax obecneveHns 6e3onacHoCcT — AomkHbI ObiTb CcoXpaHeHbl (Hanpumep B 6ase AaHHbIX
cuctemsbl). MpuMeHeHWe METOAOB, MCMONL3YIOLMX BCTIOMOraTeNbHbIE MPOrpaMMHble CpeacTsa, CUMbHO obner-
YyaeT aTy pabory.

Mpencrasnsemas nHpopmauus, MHOr4a paccMaTpuBaeMas B kKadecTse Modenn, MOXeT BbiTb 3aTeM 4o-
BONbHO achpeKTUBHO UCTONb30BaHa MNOCIIE TOrO Kak Co BPeMEHEM C Hell TPOUCXOAAT U3MEHEHUS, He 3aBucsLLe
OT KOHMrypaLum, Tuna obpabaTbiBaeMor nHdopMaL M, cueHapres yrpo3 U T. 4. Mpu aToMm B Ka4ecTBe BXOAHbIX
OaHHbIX MPUBOAAT TOMBbKO CBEAEHUS 00 3TUX UBMEHEHUSX, YTO MO3BOMSET ONPeaenUTb BIUAHUE U3MEHEHUIA Ha
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YgraHoanaHwe rraHdL
PacCMOTREHNA
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PucyHok 2 — MeHemKMEHT pucka € MCMONb30BaHWEM AeTanbHOIO aHanusa pucka

HeobxoanMble Mepbl obecneveHns GesonacHocTu. Bornee Toro, Takue Mo MOryT 6bITb UCNONL30BaHbI ATt
6bICTPOro U3yYeHUs pasfniHbIX BapUaHTOB, HanpUMep NpU paspaboTke HOBO CUCTEMBI UHEOPMALIMOHHBIX TEX-
HOJIOMI N NPUMEHUTENBHO K APYMM CUCTEMAaM CO CXOXMMU NPUHLMNAMU NOCTPOEHUS.
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9.3.1 YcTaHOBneHUe rpaHAL pacCMOTpPEeHUs

Mpexae YeM Nosy4nTb UCXOAHbIE AaHHbIE AN MASHTUMMUKALIMA U OLIEHKU aKTUBOB, Heo6xoaUMO onpeae-
JINTb rpaHnLLbl paccMOTPeHUst (CM. pucyHOK 2). TilaTenbHoe onpeaeneHne rpaHuLL Ha 3Toi CTaaun aHannsa pucka
No3BONAET U3GeXaTb HEHYXXHbIX ONepaLii Y MOBbICUTL KAYECTBO aHaNM3a pycka. YCTaHOBMEHUE rpaHuL, paccMoT-
peHUA AOMKHO YETKO ONPeAenuTb, Kakue U3 NePeYUCTIEHHBIX HUKE PECYPCOB AOIMKHBI ObITh YUTEHBI NPU PACcCMOT-
peHWUM pe3ynLTaToB aHanmsa pucka. [N KOHKPETHON cUcTeMbl MHOPMAaLIMOHHbIX TEXHOSIOMN YUUTLIBAIOT:

- aKTUBbI UHPOPMALIMOHHBIX TEXHOMOIMIA (HanpUMep annapaTHble cpeAcTsa, UHdopMaLuoHHoe obecneve-
Hue, nHpopmMaums);

- cnyxawux (HanpyuMep NepcoHan opraHMsaumm, cybnoapsaaunki, nepcoHasn CTOPOHHUX OpraHUu3auuni);

- YCITOBMSI OCYLLEECTBIIEHUSI NIPOU3BOACTBEHHOW AeATENbHOCTY (Hanpumep 3aaHusi, obopyaosaHue);

- BErNoBYI0 AeATeNbHOCTL (onepauum).

9.3.2 UpeHTUdUKaLUA aKTUBOB

AKTUB cncTeMbl MHPOPMALIMOHHBIX TEXHOIIOTUIA SIBMSIETCS] KOMMOHEHTOM UITU YacTblo 06LUeil cucTemsl, B
KOTOpYIO OpraHu3aLms HanpsiMyio BklaablBaeT cpecTBa, U KOTOPbIA, COOTBETCTBEHHO, TpebyeT 3aLumuThbl CO CTO-
poHbI opraHusauun. MNMpu naeHTUdUKaLMM aKTMBOB CrieayeT UMETL B BUZLY, YTO BCsikasi cuctema MHopMaLIMOHHBIX
TEXHOMOIMI BKIloyaeT B ce6s He ToNbKOo annapaTtHble cpeAcTBa U NporpaMMHoe obecneveHune. MoryT cyluecTso-
BaTb CreAyloLue TUMbl aKTUBOB:

- Hpopmaums/aaHHbIe (Hanpumep dainbl, cogepkalume uHopMaLMIo O NaTexax unu npoaykre);

- annapaTHble cpeacTBa (HanpUMep KOMMbIOTEPbI, MPUHTEPDI);

- NporpamMMHoe obecneveHue, BKoYvast NpuknagHbie NporpaMmebl (Hanpumep nporpamMmmbl 06paboTku Tek-
CTOB, NMPOrpamMMbl LIENIEBOTO Ha3HAYEHUA);

- 06opyaoBaHue Ans obecneveHus cassu (Hanpumep TenedoHbl, MeHbIE U OMTOBOSIOKOHHbIE Kabenu);

- porpaMMHo-annapaTHble cpeactsa (Hanpumep rmbkue marHUTHble aucku, CD-ROM, nporpammupye-
Mble ROM);

- BOKYMEHTbI (HanprMep KOHTPaKTbl);

- ooHabl (HanpumMep B 6aHKOBCKMX aBTOMaTax);

- IPOAYKLUMSA opraHusaumu;

- ycnyri (Hanpumep MHOPMaLMOHHBIE, BbIMUCTIUTENBHBIE YCyru);

- KOHUAEHLMANBHOCTL Y AOBEPUE NPY OKa3aHUM ycryr (HanpuMep yCryr Mo COBEpPLLEHUIO NNATeXen);

- obopyaosaHune, obecnevnBaroLlee HeobxoaMMble ycnosust paboTbl;

- MepcoHar opraHnsaLmy;

- IPECTMK (UMWUDK) OpraHn3aL/mn.

AKTUBBI, BKITIOYEHHBIE B YCTaHOBEHHbIE (M. 9.3.1) rpaHnLbl paccMoTpeHUs!, AOMMKHbI 6biTb 0BHaPYXeHbI, U
HaoBopPOT, — NoBble aKTUBbI, BbIBEAEHHDbIE 3@ FPaHMULIbI PACCMOTPEHUS (HE3ABUCUMO OT TOrO, MO KaKM Coobpake-
HMSIM 3TO ObINI0 caenaHo), AOMKHbI GbiTb PACCMOTPEHBI ellle pa3 ¢ TeM, YTobbl y6eauTbesl, YTo OHU He Gbinn
3a0bIThl UK YNyLLEHbI.

9.3.3 OueHKa akKTUBOB U yCTaHOBIEHUE 3aBUCMMOCTU MeXy aKTuBaMu

Mocne Toro kak Bce Lenu npolecca uaeHTudukaumm aktueos Obinn JOCTUMHYThI U COCTaBIEH NepeYeHb
BCEX aKTUBOB paccMaTpUBaeMoii CUCTEMbI MHGOPMAaLMOHHBIX TEXHOITOMIA, OMkHa BbITb onpeaeneHa LEeHHOCTb
3TUX akTUMBOB. LIeHHOCTb akTvBa onpeaenseTcs ero BaXHOCTbIO A1 AeN0oBON AeATENbHOCTU opraHM3aLumu, Npu
3TOM YPOBEHb OLIEHKM OENOBOW AEATENBLHOCTU MOXET UCXOAUTL U3 cooBpaxkeHun obecneveHust besonacHoOCTy,
T. €. HACKOMNbKO MOXET NocTpajaTh AENoBast AeATENbHOCTL OpraHn3aLuy U ApYre akTuebl cUcTEMbI MHdOpMaLW-
OHHbIX TEXHOITOMIA OT YTEYKN, UCK2XKEHUSI, HEAOCTYMHOCTU Wunn paspylueHust iipopmaumm. Takum obpasom,
naeHTUgUKaLKMA U OLeHKa akTUBOB, MPOBEAEHHbIE HA OCHOBE YYeTa AeN0BbIX UHTEPECOB OpraHu3aLvu, SIBIISIOTCS
OCHOBHbIM (hbakTopOoM B onpeaeneHnm pyucka.

McxoaHble AaHHbIE ANs1 OLIEHKM AOIPKHBI ObIThb NMOSy4YeHb! OT BNaAenbLEB U Norb3oBaTenei aktueos. Cneuy-
anucT(bl), NPoBOASALUIA(ME) aHANU3 PUCKa, AOIMKEH(AOMKHBI) COCTaBUTL NEpeYEeHb aKTUBOB; NPY 3TOM credyeT
3anpocuTb COAENACTBUE NNLL, HEMOCPEACTBEHHO 3aHUMAIOLLIMXCS NNaHUPOBaHNEM AENOBON AesATENBHOCTH, u-
HaHcamu, MHopMaLIMOHHBIMU CUCTEMaMMI U APYTUMUW COOTBETCTBYIOLLIMMU HanpaBrieHUsIMA AENOBOIA aKTUBHOCTU
ANs onpefeneHns LLeHHOCTU KaXa0ro U3 akTueoB. MonyveHHble AaHHble COOTHOCAT CO CTOMMOCTbIO CO31aHus U
o6CnyKMBaHNA akTUBa, a Takke C BOIMOXXHOCTbIO HEraTUBHOMO BO3AENCTBUA Ha AEMOBYIO AEATENBHOCTL, CBA3aH-
HOro C HapyLlweHneM koHUAeHUMaNbHOCTU, LENOCTHOCTU, IOCTYMHOCTU, AOCTOBEPHOCTU U HAAEXKHOCTU UHAOpP-
Mauun. aeHTUULMPOBaHHBIE aKTUBbI SIBIISIIOTCS LIEHHOCTbIO Anst opraHu3aumi. OaHako HEBO3MOXHO Hemocpe-
CTBEHHO onpeaennuTb hMHaHCOBYIO CTOMMOCTb KaXKA0ro U3 HUX. Heobxoaumo Takke onpeaenuts LLeHHOCTb Unn
cTeneHb BaXXKHOCTWN akTMBa AJisl OpraHM3aumMm B HEKOMMEPYECKON AeAaTenbHOCTU. B npoTuBHOM cnyyae byaet
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TPYAHO onpeAennTb ypoBeHb HEOGX0ANMMON 3aLuTbl U 06BEM CPeACTB, KOTOpble OpraHn3aLWu criefyeT U3pacxo-
J0BaTh Ha NPUHATUE Mep 3aLLUMThl. [pUMeEPOM LLKasbl OLEeHOK MOXET ObITb onpeAeneHne YPoBHS LEHHOCTU Kak
«HU3KWINY», «CPedHWUIA» UIN «BbICOKWIN» UK, ¢ GoNbLUEN CTENEHBIO AETANM3aLMK, «NPEeHEBPEXUMO MarbliA», KHU3-
KUA», «CPEAHNIA», «BLICOKUIN», «OMEHb BbICOKUNY.

Bornee noapo6HO 0 BO3MOXHbIX YPOBHSAX U LLKaNaX OLeHKW, KOTOpble MOTyT 6bITb UCMOSNb30BaHbI NPU OLEH-
Ke LeHHOCTU aKTUBOB, OCHOBbIBasICb Ha OLEHKe BO3MOXHOTO yuepba, cM. npuroxeHue B. HeszaBucumo ot uc-
Mosib3yeMoi LLKarbl OLLeHOK, B XoAe NpoBeAeHUs OLEHKU HeoGXoanMO paccMoTpeTh NPoGeMbl, CBsI3aHHbIE C
YPOBHEM BO3MOXHOIO yLepba, NPUMMHON KOTOPOrO MOXET ObiTh:

- HapyLUeHWe 3aKoHOAATENLCTBA UMW TEXHUYECKUX HOPM;

- CHWKEHMWE YPOBHS 1€JI0BON aKTUBHOCTMU;

- noTeps/yxyAweHue penyTauuu;

- HapyLleHWe KoHUAEHLMANBHOCTU NIMYHON MHAOPMaLMK;

- BO3HWKHOBEHWE Yrpo3bl NiM4HON 6e3onacHocTy;

- HeGnaronpuATHbIE NOCNEACTBUA ASATENBbHOCTM NPaBOOXPaHUTENMbLHBLIX OPraHoB;

- HapyLUeHWe KoHUAESHLNANBHOCTU B KOMMEPYECKNX BONPOCaX;

- HapyLUeHWe OBLLIECTBEHHOMO NOPAAKa;

- oUHaHCOBbIE NoTepw;

- nepebom B BbINOMHEHUN AENOBLIX ONepauuii;

- yrpo3a aKkonornyeckoro ywepba.

Kaskgas opraHusaumsa MOXeT BblABUHYTb Takke COGCTBEHHbIE KPUTEPUM OLIEHKU, UCXOAS U3 BEXKHOCTM KOH-
KpeTHbIX NpoGneM Ans cBoei AeNOBON AeATENLHOCTU, 3TU KPUTEPWUU CNEYET AOMONMHUTL KPUTEPUSIMIA, NPUBEAEH-
HbIMU B NpUroxeHun B. Kpome Toro, opraHusawums 4oMKHa YyCTaHOBUTL COGCTBEHHBIE paHuULbl AN yiep6os,
onpeaenseMbIxX Kak «HU3K1Me» 1 «Bblcokmey. Tak Hanpumep, huHaHcoBbIN yLep6, katacTpodiecKn BbICOKUIA AN
HeGOMLLLIOK KOMMNaHUU, MOXET BbITb HAZKUM UMM NPEHeGPEXMMO ManbiM AN KPYNHON KOMNaHUK.

Ha aToi1 cTagum npoLiecca oLeHKn creayeT noayvepkHyTb, YTO MeTof oueHKU AormkeH obecneunsaTth nony-
YeHue He TOMbKO KONMMYECTBEHHbIX, HO U Ka4eCTBEHHbIX OLIEHOK — TaM, rAe NosfydyeHue KONMYeCTBEHHbIX OLEHOK
HEeBO3MOXHO (HanpuMep BO3MOXHOCTb OLLEHKM CTOMMOCTU NOTEPM XKU3HW UK AenoBol penyTauuu). Mcnonbaye-
Masi LLKana oLeHOK AoDkHa BbiTb CHabXeHa COOTBETCTBYIOLLMMMN MOSICHEHWUSIMU.

CnieayeT Takke BbISIBUTb BUAbl 3aBUCYMOCTY OOHUX aKTUBOB OT APYriX, MOCKOSIbKY Hanuuue Takux Buaos
3aBUCMMOCTE MOXKET OKa3aThb BIUSIHME Ha OLEHKY akTUBOB. Hanpumep koHgpraeHUMaNbHOCTb AaHHbIX 4OKHA
6bITb 06ecnedeHa Ha NPoTsKEHUM BCero npoLecca Ux 06paboTku, T. €. HEOGXOAUMOCTL obecneveHua GesonacHo-
CTU NporpaMmM 06paboTKM AaHHLIX CreayeT HanpsIMyo COOTHECTU C YPOBHEM LIEHHOCTU KOHPUAEHUUANBHOCTA
obpabaTbiBaeMbIX AaHHbIX. KpoMe Toro, ecrnv Aenosas AesiTeNbHOCTb 3aBUCUT OT LIeMNIOCTHOCTU BbipabaTbiBaeMbIX
NporpamMmmon AaHHbIX, TO BXOAHbIE AaHHble 4N 3TOW NPOorpaMMbl OMKHbI UMETb COOTBETCTBYIOLLYIO CTENEHD
HaaexHocTu. Bonee Toro, LENOCTHOCTb MHopMaLIMK ByaeT ONpeaensATLCs Ka4ecTBOM anmnapaTHbIX CPeacTB U
NporpaMMHOro oGecneyeHns, UCNonb3yeMbIX A4Sl ee XpaHeHUsl U 06paboTku. PyHKLMOHMPOBaHME annapaTHbIX
cpeacTs ByAeT Takke 3aBUCETH OT KAYECTBA SHEPrOCHAGKEHNS U, BO3MOXHO, OT paboTbl CUCTEM KOHAUMLIMOHUPO-
BaHWA Bo3dyxa. Takum obpasoM, AaHHble O 3aBUCUMOCTSIX, CYLLECTBYIOWMX MeXay OTAENbHbIMU aKTUBamu,
6yayT cnoco6CTBOBaTbL MAEHTUMKALMN HEKOTOPLIX BUAOB Yrpo3 1 ONpeaeneHunto KOHKPETHBIX YSI3BUMOCTEN, a
NCMONb30BaHNE AaHHbIX O 3aBUCUMOCTSAX A4acT YBEPEHHOCTb B TOM, YTO aKTUBbI OLLEHEHbI B COOTBETCTBUM C UX
pearnbHON LLEHHOCTBIO (C YYETOM CYLLECTBYIOLLX B3aMMO3aBNCUMOCTEN) 1 ypoBeHb GesonacHocTy BbiGpaH 060-
CHOBaHHO.

YPOBHM LIEHHOCTU aKTUBOB, OT KOTOPbIX 3aBUCAT APYrie akTUBbI, MOTYT ObiTb M3MeHeHbI B crieayoLmx
cnyyasx:

- €CNA YPOBHM LLEHHOCTU 3aBUCUMBIX aKTUBOB (HanpUMep AaHHbIX) HUXE UM PaBHbI YPOBHIO LLEHHOCTH
paccMmaTprBaeMOro akTea (Hanpumep NporpaMmMHoro obecneveHmnst), To aTOT YPOBEHb OCTaHETCS MPEXHUM;

- CIN YPOBHU LIEHHOCTU 3aBUCUMbIX aKTUBOB (HanpyMep AaHHbIX) BbILLE, TO YPOBEHb LIEHHOCTU paccMaTpu-
BaeMOro akT1aa (HanpuMep nporpaMmMHoro obecneyeHns ) Heo6xoaMMO NOBLICUTL C YYETOM:

YPOBHS COOTBETCTBYIOLLIEI 3aBUCUMOCTY,

YPOBHEI LIEHHOCTU APYIX aKTUBOB.

OpraHu3aumnst MOXeT UMETb B CBOEM PaCTIOPSPKEHUN HEKOTOPBIE MHOTOKPATHO UCMOMNb3yeMble aKTUBbI, Ha-
npuMep Komnum nporpaMmM CUCTEM NPorpaMMHoro oGecrnedeHnst U nepcoHanbHbIe KOMMNbITEPbl, NOA0GHbIE UC-
Monb3ylLMMcs B 6OMNBLUMHCTBE yupexaeHUd. 3To He0BX0AUMO YYUTbLIBATL NPU NPOBEAEHUM OLEHKUN aKTUBOB.
C ogHol CTOPOHbI, KOMUW MPOrpamM W T. . B XOA4E OLeHKW Nerko ynycTuTs U3 Buay, U NoaToMy crieqyeT nosabo-
TUTLCS O TOM, YTOBhI Y4ECTb UX BCE; C APYrOi CTOPOHBI, UX HANNYME MOXET CHU3UTbL OCTPOTY Npo6nembl A0CTYN-
HOCTU MHdopMaLMN.
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KoHeuHbIM pesynbTaToM J4aHHOro aTana sBSEeTCA COCTaBNeHNe NepeyHsi akTVBOB M MX OLeHKa C y4eToM
TaKMx nokasaTenen, Kak packpbiTve HopMaLIMM (CoXpaHeHne KoHUAEHLMATBHOCTI), U3MEHeHUe AaHHbIX (Co-
XpaHeHue LefIoCTHOCTU), HEBO3MOXHOCTb AOCTYNa W paspylueHue nHdopMaumn (cokpalleHne A0CTYNHOCTM)
N CTOMMOCTb 3aMeHbl.

9.3.4 OueHka yrpos

Yrpo3a (noTeHLManbHas BO3MOXKHOCTb HEGMaronpuATHOro BO3AencTans) obnaaaet cnocobHOCTLI0 HAHOCUTL
ylep6 crucTeme MHGOPMAaLMOHHBLIX TEXHOMOT WA 1 ee akTUBaM. Ecnin aTa yrposa peanmayeTcsi, oHa MOXET B3auMo-
[OecTBOBAaTL C CUCTEMOI U BbI3BaTb HEXenaTenbHble MHLMAEHTDI, OKa3blBaloLMe HeGrnaronpuaTHoe Bo3aeicTeme
Ha cucTeMy. B OCHOBE Yrpo3 MOXET NexaTh kak TPUPOAHBINA, Tak U YENoBEYECKUA hakTop; OHWM MOTYT peanim3oBbl-
BaTbCA C/yYaNHO UNn NpegHaMepeHHo. MICTOUHMKM KaK CriydaliHbIX, Tak 1 NpeAHaMepeHHbIX Yrpo3 A0mMKHbI BbITb
naeHTUULMPOBaHbI, & BEPOATHOCTL UX peanusaLmm — oleHeHa. BaxXkHo He ynycTuTb 13 BUAY HU O4HON BO3MOX-
HOW Yrpo3bl, TaK Kak B pe3yrnkTaTe BO3MOXHO HapyLleHne (OYHKLIMOHUPOBAHUS UM NOSIBIIEHWE YSI3BUMOCTEN CUC-
TeMbl o6ecnedeHns 6e3onacHOCT MHGOPMALMOHHBIX TEXHOSIOTUIA.

WcxoaHble AaHHblE ANA OLEHKN Yrpo3 crieayeT nofyyaTtb OT BragenbLes Uv Nofb3oBaTenell akTuBoB,
CryXallUmx OTAENOB KaapoB, CNeLmanucTos no paspaboTke 060pyaoBaHUS U MHOPMALMOHHBIM TEXHOIOTUSM,
a TaKkke v, OTBEYaIoLWNX 3a peanusalmio 3almMTHbIX Mep B opraHn3auui. [pyrue opraHusauum, Hanpumep
heaepanbHoe NPaBUTENBCTBO U MECTHbIE OpraHbl BNACTU, TaIoke MOTYT OkasaTb MOMOLLL NP NPOBEAEHUN OLEHKA
Yrpo3, HanpuMep NPeAoCTaBUTEL HEOGXOAMMbIE CTaTUCTUYECKME AaHHbIE. MoNe3HbIM MOXET GbIThb UCTIONbL30BaHUE
nepeyHst Hanbonee YacTo BCTPeYaoLWmMxXcs yrpo3 (MpUMepbl TUMUYHBIX BUOOB Yrpo3 NpUBEAEHbl B NPUOXe-
Hum C). Takke None3Ho UCMoNb30BaHNe KaTarioros yrpos (Hanbonee CooTBETCTBYIOLLMX HY>KAaM KOHKPETHOW opra-
HU3aLUM UM BUAY €€ AENOBON AeATENBHOCTU), TaK KaK H 04MH NepedeHb He MOXKET BbITb 4OCTATOMHO NOSHBIM.
Hwke nprBeaeHbl HeKOTOPbIE HANGOEe YacTo BCTPEYaoLNECS BapyUaHTbl Yrpos:

- OLUNBKN 1 yNYLLEHWS;

- MOLLEHHWYECTBO U Kpaxa;

- crly4an BpeanTeNbCTBa CO CTOPOHbI MepcoHana;

- YXYALUEHNE COCTOSIHUS MaTePUanbHON YacTu U MHPACTPYKTYPbI;

- nporpaMMHoe obecneveHne Xakepos, HaNpUMep MMUTaLMA AeNCTBUIA 3aKOHHOTO Norb3oBaTens;

- porpamMmmHoe obecneyeHne, HapyLuarlee HopMaribHYI0 paboTy CUCTEMB;

- NPOMBbILLNEHHbIA LUMNOHAXK.

Mp1 ncnonb30BaHMN MaTepUarios KaTarioros yrpo3 Uiu pesynsTatos paHee NPOBOAMBLLNXCS OLIEHOK YTpo3
cnegyeT UMeTb B BUAY, YTO Yrpo3bl MOCTOAHHO MEHAIOTCA, 0COGEHHO B Cry4ae CMeHbl opraHu3auuein AenoBoin
HanpaBreHHOCTU U NHOPMaLMOHHBIX TEXHONOMI. HanpuMep, koMnbloTepHble BUpYCchbl 90-x roqos npeacTas-
NS0T ropasgo 6onee cepbesHyio Yrposy, Y4eMm KOMNbIoTEPHbIE BUPYCHI 80-x. Hy>XHO Takke OTMETUTDL, YTO cnea-
CTBMEM BHEAPEHWUA TakuxX Mep 3aLUTbl, KaK aHTUBUPYCHbIE NPOrpaMMbl, BEPOATHO, ABMAETCA NOCTOSIHHOE NOsIB-
NeHWe HOBbIX BUPYCOB, He NoAAAIOLLNXCS BO3AENCTBUIO AEACTBYIOWNX aHTUBUPYCHBIX NPOrpamMm.

Mocne naeHTUUKaLMN UCTOYHUKE YTPO3 (KTO U YTO ABAAETCA NPULHMHON Yrpo3bl) U 06bekTa yrposbl (Kakoi
13 3N1EMEHTOB CUCTEMbI MOXET MOABEPrHYTHCA BO3ASUCTBUIO YrPO3bl) HE06X0ANMO OLEHUTL BEPOATHOCTL pearnu-
3auum yrpossbl. [Mpy 3TOM criegyeT yYnuThIBaTh:

- 4YacToTy NOsIBIEHMS Yrpo3bl (Kak 4acTo OHa MOXET BO3HWUKATb COMIacHO CTaTUCTUYECKUM, OMbITHLIM U
OPYrUM AaHHbIM), eCINIM UIMEIOTCS COOTBETCTBYIOLLME CTAaTUCTUMECKWUE U APYrMe MaTepuanb;

- MOTUBaLIMIO, BO3MOXHOCTU W pecypcbl, HeobXoAnMbIE NOTEHUNANBHOMY HaPYLUUTENIO U, BO3MOXHO,
MUMEIOLLIMECS B €70 PacropsiKEHNM; CTeNeHb NpUBeKaTeribHOCTU U YA3BUMOCTU aKTUBOB CUCTEMbI MHGPOPMALIMOH-
HbIX TEXHOMOMMI C TOYKU 3pEHUSI BOSMOXHOIO HapyLUWUTENSA U UCTOYHUKA YMBbILLNIEHHOW YTpo3bl;

- reorpacudeckme akTopbl — Takue Kak Hanudue nobnmsocT XMmmudecknx unn HedprenepepabaTbiBaloLLmx
npeanpusiTUii, BOSMOXHOCTb BO3HUKHOBEHWS 3KCTPeMaribHbIX NOrodHbIX YCoBuiA, a Takke (akropos, KOTopble
MOTYT BbI3BaTb OLUMOKM y nepcoHana, BbIXoa 13 cTpos 060pyA0BaHNs 1 NOCAYXUTL NPUYUMHON peanu3aLym cry-
YalnHoW yrpoabl.

B 3aBMcuMocTy OT TPebyeMOoi TOMHOCTU aHanM3a MOXET BO3HWUKHYTb HEOBX0ANMOCTL pa3aenuTb akTUBbI Ha
OTAerNbHbIe KOMMOHEHTBI Y PACCMAaTPUBATD Yrpo3bl OTHOCUTENBHO 3TUX KOMMNOHEHTOB. Hanpumep, oaHUM 13 Takux
aKTUBOB MOXHO CYMTaTb aKTVB, 0003Ha4YeHHbIN Kak «LeHTparbHble cepsepbl 00CNYXMBaHMS AaHHbIX», HO ECIN
3TU cepBepbl PacnosioXeHbl B pasnMyHbIX reorpadnyecknx TodKax, To 3TOT akTUB HEOBX0AMMO pasaenuTb Ha
«LEeHTpasbHbI cCepBeEP 1» 1 «LeHTPabHbIN cepep 2», MOCKOSbKY A5 CEPBEPOR OAHM YTpo3bl MOTYT pasnuyaTts-
CA MO XapaKkTepy onacHOCTW, a ApYrne — no cTeneHn onacHocTU. Takum 06pasom akTuB, BKIOYAOLW WA B cebs
nporpammHoe obecnedeHune nog o6beaAMHEHHbIM Ha3BaHWeM «MPUKIaaHoe NporpaMMHoe obecrneyeHney, 3aTem
MOXHO pasbuTb Ha Aga Unm bonee anemMeHTa «NPUKMagHOro NPorpaMMHoOro oGecnedeHus». Hanpumep, cogepka-
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LLMA aHHble aKTWB, BHaYarle 0603HaYeHHbIN KaK «40Che Ha NMPeCTYNHUKOBY, Pa3buBaloT Ha ABa: «TEKCT A0ChE Ha
MPeCTYNHUKOBY U «1306pasuTenbHas MHgopMaLIMs K 4OCHE Ha NPECTYMHUKOBY.

Mocne 3aBepLUEHNA OLIEHKN Yrpo3 COCTaBMAIOT NepedeHb MAeHTUPULMPOBaHHBIX YrPO3, aKTUBOB UMW rpynn
aKTVBOB, NOABEPKEHHbBIX STUM Yrpo3aM, a Takke ONpeaenstoT CTeneHb BEPOATHOCTU peanmnsaLuum yrpos ¢ pastms-
KO Ha rpynnbl BbICOKOW, CPeaHeR 1 HN3KOM BePOsITHOCTMY.

9.3.5 OueHka ysi3BUMOCTH

OTOT BMA OLeHKU nNpegnonaraeT MAeHTUDUKALMIO YA3BUMOCTEN OKpyXKatoLLel cpeabl, opraHnM3aumm, npo-
Leayp, nepcoHana, MeHeaXMeHTa, agMUHUCTPaLMW, annapaTHbIX CpeacTs, NporpamMmmMHoro obecrnedeHus unv an-
napaTypa CcBsia1, KOTopble Morfv Bkl BbITb MCMOMNb30BaHBI UCTOUHMKOM Yrpo3 A5 HaHeCeHWs yilep6a akTBam u
AenoBol AeATeNIbHOCTM OpraHu3aL/n, OCYLLECTBASEMON C UX UCnonb3oBaHeM. Camo no ceGe Hannuue ya3su-
MOCTel He HaHOCHT yLepGa, NOCKOMbKY Af1s 3TOro HeobXoAMMO HanuyMe COOTBETCTBYOLLEH yrpo3bl. Hanuune
YSI3BUMOCTM MPUW OTCYTCTBUW TaKON Yrposbl He TPebyeT NpUMeHEHNs 3aLLUTHBIX Mep, HO YSI3BUMOCTb JA0MKHa BbITb
3adMKCMpoBaHa U B JalbHelleM nposepeHa Ha cryyai uameHeHns cutyauun. CrnegyeTt OTMeTUTb, YTO HeKop-
PEKTHO MCMONb3YIOLLMECS, & Takke HenpaBuibHO dYHKLMOHMPYHOLLIME 3aLUMTHbIE Mepbl 6e30MacHOCTY MOMyT camu
no ceGe cTaTb UCTOYHMKAMU NOSBMEHNS YA3BUMOCTEN.

MoHATME «YA3BUMOCTE» MOXHO OTHECTU K CBONCTBaM UM aTprMByTaMm akTuBa, KOTOPbIe MOryT UCTIONb30-
BaTbCA UHbIM 06PA30M UMK ANSA MHBIX Lienel, YeM Te, ANs KOTOopbIX NpuobpeTanca Unu UaroTasnmeancs AaHHbIA
akTuB. Hanpumep, 04H1M 13 CBOICTB 351EKTPUYECKI CTUPAEMOTO NepenporpaMmmmpyeMoro NOCTOSIHHOTO YCTPO-
ctea (QCMN3Y) siBNseTcs To, YTO XpaHsilwascs B HeM MHopMaLMsa MOXET ObiTb CTepTa UK 3amMeHeHa (0AHO
13 cBONCTB KoHCTpyKuum SCIM3Y). OgHako Hanmuune Takoro CBOMCTBa O3HAYaeT Takke BO3ZMOXHOCTb HecaHK-
LNOHNPOBAHHOIO YHUMTOXEHUs1 MHdopMaLmn, XxpaHswerica Ha QCIMM3Y, T. e. Mbl UMeeM Aeno ¢ BO3MOXHOM
YSI3BUMOCTbIO.

B npouecce oLeHK1 yA3BUMOCTU MPOUCXOANT MAEHTUMKALINS YA3BUMOCTENR, B KOTOPbIX MOTYT BbITb peanu-
30BaHbl BO3MOXHbIE Yrpo3bl, a TakkKe OLleHKa BEPOSITHOMO YPOBHSA cabocTy, T. €. NErkocTy peanusaLm yrposbi.
Hanpumep, oTaenbHble BUOb! aKTUBOB MOXHO JIETKO NPOAATL, CKPbITh UM NEPEMECTUTL — 3TU UX CBOACTBA MOTYT
ObITb CBSA3AHBI C HAIMYMEM YSI3BUMOCTU. MicxoaHble AaHHbIe A1 OLUEeHKM YsI3BUMOCTY AOTKHb! ObITb NONyYeHbl OT
BrafenbLes Uy nosb3oBaTtesieli akTuea, cneLmanMcTos No 06CnyXMBatoLLMM YCTPOWCTBaM, SKCNepToB Mo Npo-
rpamMMHbIM W annapaTHbIM cpedcTBam cucTeM MHPOPMALMOHHbIX TEXHOMOMWMIA. MpuMepamMun ysa3suMocTein MoryT
ObITb:

- HesalyLeHHble nogcoeanHerns (Hanpumep kK MHTepHeTy);

- HekBanMUUMPOBaHHbIe Nob3oBaTeNN;

- HenpaBuIbHbIA BbIGOP 1 MCMONb30BaHWE NaponA AOCTYNa;

- OTCYTCTBVE AOMKHOIO KOHTPOMA A0CTYNa (Norndeckoro uiunm msndeckoro);

- OTCYTCTBME pe3epBHbIX KON MHOpMaLIMOHHBIX AaHHBLIX UM NporpamMMHOro obecneveHus;

- pacnosioKeHUe Ppecypcos B paoHax, NoABEPKEHHbIX 3aTOMNMNEHUIO.

MpuMepbl Apyrux o6LLUX YA3BUMOCTEN NprBeAeHbl B NpuIiokeHun D.

BaXHO OLieHWTb, HACKOMNBKO BENWKa CTeNeHb YA3BUMOCTU UM HACKOSBKO J1IETKO €€ MOXHO UCNONb30BaTh.
CTeneHb yA3BMMOCTU CrieayeT OLeHUBaTb MO OTHOLWIEHUIO K KaXKA0W Yrpo3e, KOTopast MOXET UCMOMb30BaTh ATy
YA3BUMOCTb B KOHKPETHOMN cuTyaumu. Hanpumep, cucteMa MOXeT 0ka3aTbesl YI3BUMOW K Yrpo3e HeneranbHoro
NPOHUKHOBEHUS MY AEHTUMKALMW NOMLb30BATENS M HECAaHKLMOHUPOBAHHOTO UCTONb30BaHUs pecypcos. C oa-
HOW CTOPOHbI, CTENEHb YA3BUMOCTM MO OTHOLLEHWIO K HeNerarisHOMY NPOHUKHOBEHWIO MPU MAEHTUOUKALMK NONb30-
BaTersl MOXeT ObITb BbICOKOW B CBA3M C OTCYTCTBMEM ayTeHTUdUKaLMM nonb3osatenei. C Apyron CTOPOHbI CTe-
NeHb YSI3BUMOCTU MO OTHOLIEHUIO K HECAHKLMOHUPOBAHHOMY MUCMOMb30BaHUIO PECYPCOB MOXET ObITb HU3KON,
NOCKOSbKY AaXe NPy OTCYTCTBUN ayTeHTUdMKaLmMmM nonb3oBaTernei cnocobbl HECaHKLMOHUPOBAHHOTO UCMONb30-
BaHUs peCYpCOB OrpaHU4eHbI.

Mocrne 3aBepLUeHNA OLEHKN YA3BUMOCTEN A0IDKEH ObITb COCTaBIEH NepeyeHb YA3BUMOCTEN U NpoBeaeHa
OLieHKa CTeneHn BEPOATHOCTU BO3MOXHOW peany3aLym OTMEYEHHbIX YSI3BUMOCTEN, HaNPUMEp «BbICOKas», «cpea-
HSAS» UMW KHU3KaA» .

9.3.6 UaeHTUdUKauua cywecTeylowmux/nnaHUpyeMbIX 3alUTHLIX Mep

Ucnonb3osaHue naeHTUdULMpOBaHHbIX NMOCSIe PACCMOTPEHUS PE3YILTATOB aHaIM3a pucka 3auUTHBIX Mep
AOMKHO NPOBOAUTLCA C YHETOM YXKE CYLLECTBYIOLMX UMW NNaHUPYEMbIX 3alUUTHBIX Mep. [eicTBylowme unm
nnaHupyeMble 3alnTHbIE MepPbl 4OSMKHBI ObITh YaCTbio 06LLErO NpoLiecca, Bo N3bexaHne He Bbl3blBaeMblX HE0O-
XOAUMOCTbIO 3aTpaT TPyAa U CPeacTs, T. €. AybnupoBaHua 3almMTHbIX Mep. Kpome Toro, ncnonb3osaHue aei-
CTBYIOLLMX UITU NSTAaHUPYEMBbIX 3aLLMTHBIX MEP MOXET NponcxoauTtb 6e3 aormkHoro o6ocHoBaHuA. B aToM cnyvae
HeobxoauMo NpPoBEPUTL, CReayeT Nk 3aMeHUTb Mepbl o6ecnedeHnst 6eaonacHoOCTM HoBbiIMU, Bonee o6ocHoBaH-
HbIMW, UM COXPaHUTL NPEXHWUE (HanPUMeP Mo IKOHOMUYECKUM COOBPaXKeHUsIM).
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Kpome Toro, HeobxoaMmo NPOoBECTM SONOMHUTENBbHYIO MPOBEPKY € TeM, YTOObI onpeaenuTb, ABNAIOTCA
3alUTHbIE Mepbl 6e3onacHOCTU, BbiGpaHHbIe Nnocne NposeaeHWUs aHanu3a pucka (cM. 9.4), COBMECTUMbBIMU C
[AeCTBYIOLWMMM 1 MNaHMpyeMbiMy MepaMi GeaonacHocTu (T. e. BbibpaHHble U AefcTByloLLme Mepbl GezonacHoc-
TU He JOIMKHbI MPOTUBOPEYNTL APYT APYrY).

B npoLecce naeHTUdmKaLmm yxe AeACTBYIOLMX 3aLUTHBIX Mep BesonacHOCTU Heo6XoaUMO NPOBEPUTD,
npaBunbHO N1 OHW DYHKLIMOHMPYIOT. ECrnn npegnonaraetcs, YTo Kakoe-To CPpeacTBO 3aLlMTHOM Mepbl He3onacHo-
CTU PYHKLMOHMPYET NPaBUIbHO, OHAKO 3TO HEe NOATBEPXKAAETCA B NpoLiecce OCyLLECTBNEHUA AENOBbIX onepa-
LWiA, TO YHKLMOHMPOBaHWE ero MOXET CTaTb UCTOYHUKOM BO3MOXHOWN YA3BUMOCTU.

Mo pesynbratam NpoBeAeHUs UAEHTUMUKALIMW 3ALLMTHBIX MeP COCTaBNAIOT NepeYeHb ASNCTBYIOWMX U Nna-
HMPYEMbIX 3aLLMTHBIX Mep 6e30MacHOCTU € yKasaHneMm craTyca Ux peanuaauum 1 UCMonb30BaHUA.

9.3.7 OueHka puckoB

Llenbto gaHHoro atana siensieTcs MaeHTUdUKaLMA 1 OLeHKa PUCKOB, KOTOPBLIM MOABEpraloTCA paccMmarpu-
BaeMasi cucTema MHGPOPMaLMOHHBIX TEXHOMOMIA U ee akTUBbI C TeM, YTOObI naeHTUdULMpPoBaTh U BbIGpaTh NOaXo-
Osilne 1 o60CHOBaHHbIe 3allMTHble Mepbl Ge3onacHocTU. BenuunHa pucka onpeaenseTca LeHHOCTbIo NoaBep-
ratloLLMXCs PUCKY aKTUBOB, BEPOATHOCTBLIO peann3auum yrpos, cnocobHbIX okasaTb HeraTUBHOE BO3AeNCTBIE Ha
[OenoBYI0 aKTUBHOCTb, BO3MOXHOCTbBIO MCMOfMb30BaHUA YA3BUMOCTEN NAeHTUMULUPOBaHHBIMU Yrpo3amu, a Takke
Hanuyuem AeNCTBYIOLLMX UK NIaHUPYEeMbIX 3aLLMUTHBIX Mep, UCMNONL30BaHWE KOTOPbLIX MOrMO 6bl CHU3UTL Ypo-
BeHb puUcka.

CyluecTByIOT pasnuuHble cnocobbl yueTa Takux hakTopos (aKTUBbI, Yrpo3bl, YA3BUMOCTA), HaNpUMep, MOX-
HO 06beANHNUTL OLLEHKN pUCKA, CBAA3AHHBIE C aKTUBaMU, YA3BUMOCTAMU U YTpo3aMu, Arst Toro, YTobbl Nony4nTs
OLIeHKMN n3mepeHust obLLero ypoBHs pucka. PasnuuHble BapnaHTbl MOAX0Aa K aHanM3y pucka, OCHOBaHHbIE Ha
NCMOSb30BaHNK OLLEHOK, MONYYEHHBIX AJ151 aKTUBOB, YSI3BUMOCTE U Yrpo3, CM. npunoxeHue E.

BHe 3aBMCMMOCTY OT UCTIONL30BaHHOTO crocoba OLEeHKU M3MepEHNUA PUCKa pe3yrbTaTtoM OLEHKU Npexae
BCEro AOMKHO CTaTb COCTaBIIEHUE NEPEYHS OLEHEHHBIX PUCKOB A151 KAXKA0ro BO3MOXHOIO CIyqast packpbITus,
N3MEeHeHWs, orpaHU4YeHnUst AOCTYMHOCTU 1 paspyLLeHUst MHopMaLIMK B paccMaTpuBaeMoin cucteMe nHgpopmary-
OHHbIX TEXHOMOMMIA. COCTaBMEHHDIN NepedeHb OLEHEHHbIX PUCKOB 3aTeM UCTIONb3YIOT NPpY naeHTUdMUKaLmM puc-
KOB, Ha KOTOpble crieayeT obpallaTe BHUMaHue B NepPBYI0 ouepeb Npu Bbibope 3alMTHLIX Mep. MeToz oLeHKM
PUCKOB A0OMKeH BbITb MOBTOPSAEMbIM U MPOCIIEXNBAEMBIM.

Kak y>e rosopwuriocs Bbiwe (CM. 9.3), NS yCKoOpeHUa BCex Unu 0TAENbHBIX 3NEMEeHTOB NpoLiecca aHanusa
pvicka MOTYT UCMOMb30BaTLCA PasnuyHble aBTOMaTU3NPOBaHHbIE NporpaMmmHble cpeacTsa. Ecnu opraHusaums
PeLUUT UCMONb30BAaTL Takue cpeacTsa, HeoGXoaNUMO NPOCNeanTb, YTOOb! BbIGpaHHbIA NoAX0A COOTBETCTBOBAT
MPUHATLIM B OpraH13aLm cTpaTerm u nonuTuke 6eaonacHoCTV MHOPMaUMOHHBIX TexHoNnoriA. KpoMe Toro, cne-
ayeT 06patuTs 0cob0e BHUMaHUE Ha NPaBUIbHOCTb UCMOMNb3YEeMbIX BXOAHBIX AaHHbIX, MOCKOSbKY KayecTso pabo-
Tbl NPOrpaMMHbIX CPeACTB ONpeaensaeTca Ka4eCTBOM BXOAHbIX AaHHbIX.

9.4 BbIGoOp 3aUTHBLIX Mep

[N cHUXKeHUS oLLEHEHHDbIX YPOBHEN pyUcka A0 NpueMnemMbix Heo6xoaumo oTobpaTb M naeHTUPUUMpPOBaTL
noaxoasaiue 1 o6ocHoBaHHbIE Mepbl 6e3onacHOCTU. Ana NpaBUnbLHOCTU BbiGopa HEOGXOAUMO NMPUHATL BO BHU-
MaHue Hanu4une AeCTBYIOLMX UK 3annaHupoBaHHbIX Mep 6e3onacHOCTU, CTPYKTYpY obecnedeHns GesonacHoc-
T MHOPMALMOHHBIX TEXHOOMIA U HaNU4ue orpaHNeHrin paanuuHoro Tuna (cm. 9.3.6, 9.4.2 1 9.4.3). lononHu-
TenbHble pekoMeHaaL M No BbIGoPY 3alumTHbIX Mep — B cooTBeTcTBUM ¢ UCO/MOK TO 133354,

9.4.1 OnpepeneHue 3alWUTHLIX Mep

PesyneraTbl OLEHKU YPOBHS pyUcKa, NPoBeAEHHON Ha NpeablaylieM atane (cM. 9.3), AOMKHbI NCNOMb30-
BaTbCS B KAYECTBE OCHOBBI A4S MAEHTUUKALMM 3aLLMTHBIX Mep, HeobXxoaMMBbIX 4SSt AOMKHOro obecneveHns
6e30nacHOCTU CUCTEMBI.

Ons BbiGopa 3aWmUTHbIX Mep, obecnevrBatox 3 eKTUBHYIO 3aLLMTY NPU HEKOTOPLIX YPOBHSAX PUCKa,
HeobXxoaMMO paccMOTpeTb pesynbTaThl aHanuaa pyucka. Hanuume yssBuMocTu K onpeaeneHHbIM BUgam yrpos
Mo3BOIISIET ONPEAENnTb, IAe U B Kakon hopme HeOOBXOAMMO UCTIONbE30BaHUE AOMNONMHUTENLHBIX MEP 3aLLUTbI.

Bo3MOXKHbI Takke anbTepHaTUBHbIE BapuaHThbl UCMOMNb30BaHUS 3aLUUTHBIX MeP, BbIBOP KOTOPbIX NPON3BO-
ONTCA UCXOASA U3 CTOUMOCTM pacCMOTPEHHbIX 3aLLUTHBLIX Mep. OBNnacTb UCTIONb30BaHUA 3aLLUUTHBIX MED BKITIOYaET
B cebs:

- husmyeckyto oKpyxaloLLyio cpeay;

- 06CcnyXu1BatoLLUiA NepcoHan;

- aAMUHUCTPaLMIO;

- annapaTHble cpeacTea/nporpammHoe obecreyeHue;

- cpeactea obecrneyeHns CBA3N (KOMMYHUKaLUK).
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JelicTByiOLIME 1 3aNNTaHUPOBaHHbIE Mepbl 3aLLMThl 6e30NacHOCTY cneadyeT PaccMOTPETb NOBTOPHO C TOYKM
3PEHUS UX CPABHUTENBHOM CTOUMOCTM (C Y4ETOM CTOMMOCTU OBCIYKMBAHNA) U MPUHATL peLleHne 06 X HeBKIo-
YeHun (UNn oTKase OT UX peanunsaLn) U JopaboTke, eCM OHWU HegocTaTouHO addekTUBHBI. CriegyeT OTMETUTb,
YTO VHOTAA yaaneHue HegoCcTaTouHO 3 eKTUBHBIX AEACTBYIOLMNX 3aLLMTHBIX Mep 06X0AWUTCs AopoXe, YeM UX
NCMONb30BaHWe U NPUHATUE AONOSHUTENBHBIX 3aLWUTHBIX Mep (B criydae HeoBxoanMocTi). BoaMoxHbI Takke
cnyyau, korga AelcTBreE 3aLUMTHBIX MEP MOXET ObITb PacnpoCcTpaHeHO Ha aKTUBbI, HaXOASALLMECS BHE YCTaHOB-
NEeHHBbIX rpaHuL, paccmoTpeHus (M. 9.3.1).

Onsa noeHTUdukaLmm 3almnTHbIX Mep None3Ho PacCMOTPETb YA3BMMOCTU CUCTEMBI, TpebytoLue 3aLunThbl, 1
BWbI YTPO3, KOTOPbLIE MOTYT pPeanmaoBaTbCsl NPW HANMYUM 3TUX ys3BuMocTeld. CyLLecTBYIOT crieaytoLe BO3MOX-
HOCTU CHUXKEHWA YPOBHS prcKa:

- nsberarb p1cka;

- YCTYMNUTb PUCK (HaNpUMep, NyTem CTPaxoBKn);

- CHU3UTb YPOBEHb Yrpos;

- CHU3UTb CTENEHb YA3BUMOCTU cucTembl UT;

- CHU3UTL BO3MOXHOCTb BO3AENCTBUS HEXeNaTeNbHbIX COOLITUI;

- OTCNEeXMBaThb NOsIBNEHWE HeXenaTeNbHbIX COObITUIA, pearnpoBaTh Ha UX MOSAABNEHUE U YCTPaHATb UX Mo~
crneacTeus.

Kakas 13 aT1x BO3MOXHOCTEN (MM UX COYETaHUE) OKaXKeTCs HanGonee NpuemneMon Ana KOHKPETHOM opra-
HU3ALMN, 3aBUCUT OT KOHKPETHBIX 0GCTOATENLCTB. CyLLECTBEHHYIO MOMOLLL MOXET OKa3aTb TakkKe UCMosb30Ba-
HVe CpaBOYHbIX MaTepPUAanos (KaTanoros) no 3almTHEIM MepaM 6e3onacHocTy. OfHaKo Npu UCMONbL3OBaHWUN
3aWNTHBIX Mep, BbIOpaHHbIX MO kaTanory, HeobxoauMo 1x AopaboTaTb C TEM, YTOOb! OHU COOTBETCTBOBAIU CNELU-
dudeckm TpeboBaHUsAM opraHmMaumn.

Opyrim BaxkHbIM acrekToM Bblibopa 3aLuMTHBIX Mep SIBSIOTCS 3koHOMUYeckue coobpaxerusi. He cnegyet
pekoMeHAo0BaTL UCMOMb30BaHME 3aLMUTHBIX Mep, CTOMMOCTb peann3aLmn U 3KcnyaTaLmm KOTOpbIX NpeBbiLana
6bl CTOMMOCTb 3aLUMLLAEMbIX aKTUBOB. Takke HepaLMoHanbHO PEKOMEHA0BATL UCTONb30BaHME 3aLUTHBLIX Mep,
CTOUMOCTb KOTOPbIX MPEBbILIAET BIOKET TO opraHM3auun, rae npeanonaraeTcsa ux ucnonb3oeaHue. OgHako
criegyeT ¢ GOMbLLON OCTOPOXHOCTbIO MOAXOANTH K CIyYasM, Koraa U3-3a orpaHu4eHHOCTM BlopkeTa npuxoauTes
YMeHbLUaTb YMCIIO UM CHUXKATb KaYeCcTBO peanidyeMblX 3allUTHBIX Mep, MOCKOSIbKY 3TO Nnogpa3yMeBaeT BO3-
MOXHOCTb 60Mee BbICOKOro, YeM NaHMpoBanoch, ypoBHs pucka. MpuHATLIN GloaxeT opraHM3aunm Ha 3aluTHbIe
Mepbl AOSPKEH C OCTOPOXHOCTLIO UCMOMb30BaTLCA B KAYECTBE OrpaHuYMBaloLLero 3aTpatbl pakropa.

B cnyuae, ecnu ans o6ecneveHus 6e3onacHOCTU cUCTEMbl UHEDOPMALMOHHBIX TEXHOSIOTUI UCNONBL3YeTcs
6a30Bblii noaxogd, BbI6OpP 3alNTHBIX Mep CpaBHUTENBHO NPOCT. CnpasoyHble MaTepuans (katanorn) No 3aLuT-
HbIM MepamM 6e30nacHOCTV NpeanaraoT Habop 3aLLUTHBIX MepP, CNOCOGHbIX 3aLLMTUTL cUCTEMY MHOPMAaLIMOHHBIX
TEXHOSIOMMIA OT Hanboee YacTo BCTPeYaloLwMXcsl BUAOB yrpo3. B aTom cnyyae pekomeHayeMble KaTaniorom Mepbi
obBecneyeHns 6e30MacHOCTV CreayeT CPaBHUTDL C YKe ASNCTBYIOWMMIA UK 3anfTaHUPOBaHHBbIMW, @ YNOMSIHYTbIE B
KaTarnore Mepbl (OTCYTCTBYIOLLME UM NPUMEHEHUE KOTOPbIX HE NSIaHUPYeTCS ) A0SKHBI COCTaBUTL NepeyeHb 3a-
LLIMTHBIX Mep, KOTOpble HeobXoanMo peanunaosaTh AnA obecneveHns 6a3oBoro ypoBHs 6e30nNacHOCTU.

Bbi6op 3aLlWMTHBIX Mep JOSKeH BCeraa Bkovath B ce6a KOMGUHALIMIO OpraHM3aLMOHHBIX (HE TEXHUYECKMX)
N TEXHUYECKNX Mep 3aLnTbl. B kayecTBe opraHM3aLMoHHbIX paccMaTpuBatoTcst Mephbl, o6ecnednsatowme pusm-
Yeckyto, NepcoHanbHyo U adMUHUCTPaTUBHYO 6e30MacHOCTb.

3awuTHble Mepbl Ans pusndeckor 6e3onacHOCTU BKNOYaloT B cebst obecrneyeHne NpOMHOCTU BHYTPEHHUX
CTEH 3[1aHWi, MCMoMb3oBaHNe KOAOoBbIX ABEPHBIX 3aMKOB, CUCTEM NOXAPOTYLLEHUS U OXPaHHbIX cNyx6. Obecne-
YeHue Ge3onacHOCTV NepcoHana BkioYaeT B cebs NpoBepKy NuL, Npu npueme Ha paboTty (0cobeHHO NuL, HaHu-
MaloLLMXCA Ha BaXKHbIE C TOYKM 3peHunst obecrneyeHns 6e30nacHOCTU AOIMKHOCTU), KOHTPOSb 32 paboToii NnepcoHa-
na 1 peanunaaumio NporpamMmM 3HaHWS U MOHMMaHUS Mep 3aLUMThbI.

AamuHncTpaTtueHas 6e3onacHocTb BKItoYaeT B ceba 6eaonacHble cnocobbl BeAeHWUs AOKYMEHTaLUK, Hanu-
Yne MeToA0B pa3paboTki U MPUHATAA NPUKNAAHBLIX NPOrpaMM, a Takke npoleayp 06paboTku MHLMAEHTOB B Chy-
Yasx HapyLleHus cucteM 6esonacHocTu. [MNpu Takom cnocobe obecnedeHns 6e30NacHOCTU O4EHb BaXKHO, UTOOI
ANs KaxkaoW crcTembl Bbira paspaboTaHa cucteMa BeieHSA AENOBON AEATENBLHOCTM OpraHn3aLum, npeaycmaTpu-
BaloLasi B TOM YMCIe BO3MOXHOCTb MOsIBNEHUs HenpeaBUAEHHbIX 06CTOATENLCTB (NMKBUAALMIO NOCNEACTBUA
HapyLleHns cucTem 6e3onacHoCT) 1 BKMoYatoLwas B ce6a cooTBETCTBYIOLLYIO CTpaTErMIo U NnaH (nnadbl). MnaH
[OSDKEH coaepaTb NoapobHbIe cBeAeHUs O BaxKHENLIMX hYHKLMSIX U NpropuTeTax, nogrnexalimux BOCCTaHoBNe-
HII0, HeOBXOANMbIX YCII0BUSIX 06paboTKM MHbopMaLmK U criocobax opraHu3aLmm, KOTopble HeoBXoAUMO OcyLLe-
CTBIIATL B CNyYae aBapun UM BPEMEHHOr o NpekpalleHns paboTbl cuctemsl. MnaH JorpkeH cogepXaTthb nepedeHb
LIaroB, KOTOpble crieayeT NpeanpuHATL AN obecnedeHns 6esonacHoCTU BaxkHeLWen HopMaLmm, noanexa-
el o6paboTke, He NpekpaLlas Npu 3ToM BeAeHUs opraHu3aLuei AeroBbIX onepauuii.
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TexHn4ecKke Mepbl 3aLUTbl NpedyCcMaTprBatoT 3alMTY annapaTHbIX CPeacTs 1 NporpaMmMHoro obecnede-
HUS, a Takke cucTem cBsasu. [Npu 3ToM BbIGOP 3aLLMTHBLIX MEP MPOBOAST B COOTBETCTBUM C UX CTEMEHbLIO pUcka ANA
obecneyeHns dyHKLMOHaNBbHON NPUroQHOCTY U HaaeXHOW cucTeMbl 6e3onacHoCTU. OyHKLUMOHANbHAs NpUroa-
HOCTb CUCTEMBI JOJTKHA BKIoYaTh B cebs, Hanpumep npoeeaeHne aeHTudukaLmm U ayTeHTudmKaLmm nonb3osa-
Tens, BbiNonHeHue TpeGoBaHWii TorMYeckoro KOHTPOMsA Aonycka, obecneyeHre BeAeHUs1 KOHTPOSLHOIO JKypHana
1 perucTpaumio Nponcxoasiumx B cucteme besonacHocT cobbITuiA, obecneveHre besonacHocTU nyTem obpaTHo-
ro Bbl30Ba 3anpaluMBaloLLero, onpeaeneHne NoaMHHOCT COoBLLEHNIA, LundpoBaHue nHdopMauum u . 4. Tpebo-
BaHWA K HaAeXHOCTU cmcTeM Ge3onacHOCTV onpeaensiioT ypoBeHb OBEPUSl, HEODXOAUMbIN NPU OCYLLIECTBIEHNN
hyHKUMIA Be30NacHOCTU, U TEM CaMbIM OMPEeAENSoT BUAbI NPOBEPOK, TECTUpPOBaHUS 6e3onacHOCTUM U T. 4., obec-
neYnBaloOLLMX NOATBEPKAEHME 3TOro YpoBHs. Mpu NpuHATUN pelueHus 06 cnonb3oBaHUM AOMONHUTENBHOMO Ha-
6opa opraHM3aLUOHHbIX N TEXHUYECKUX 3aLLUTHBIX Mep MOTYT ObiTb BbiGpaHbl pa3Hble BapuaHThbl BbINOMHEHUS
TpeGoBaHuin Kk obecrneyeHnio TexHudeckon 6ezonacHocTu. CneayeT onpeaenuTb CTPYKTYPY TEXHUYECKOW
6esonacHOCTM ANs KaXKAoro U3 AaHHbIX BapUaHTOB, C MOMOLLILH KOTOPOA MOXHO MOMYy4YUTb AOMOSIHATENBHOE
noaTeepXaeHue NPaBUIbHOCTU MOCTPOEHUSA CUCTEMbI HE30MACHOCTU U BO3MOXHOCTM €€ peanv3aluuy Ha 3aaaH-
HOM TEXHOMOMMYECKOM YPOBHE.

OpraHunsaums MOXeT BblbpaTb NpUMeHeHWe NPOAYKLAM U CUCTEM, MPOLLEALINX OLIEHKY, B KAUECTBE OHOIO
13 crnocoboB peLLeHUst 3a4a41 OKOHYaTENbHOMO NOCTPOEHNST cMcTeMbl besonacHocTu. MNpoaykumein n cucTemon,
npoLleaLMm OLIEHKY, CHATAIOTCA Te, UCTbITaHUsi KOTOPbIX MPOBOAMIIUCE TPETHEN CTOPOHON. DTON TPETLE CTOPO-
HOW MOXeT 6bITb Apyroe nogpasgeneHne ToM Xe opraHnsaL v Ui HesaBnucumasl opraHusaums, cneumanvavpyio-
LLasicsa Ha OLeHKe NpoAayKLuK niunm cuctem. UcnbitaHusi MOryT MpoBOAUTLCS HA COOTBETCTBUE Habopy 3apaHee
YCTaHOBIEHHbIX KPUTEPUEB OLEHKM, KOTOopble hopMYnMpYIOTCS, MCxoAs M3 0COBEHHOCTEeN co3aBaeMoil cucTe-
Mbl; B TO XK€ BPEMS MOXET CyLLIeCTBOBaTL 06006LLEHHBI HAaBOoP KPUTEPUEB OLIEHKU, COOTBETCTBYIOLLIMX Pa3fINYHbIM
cutyaumsm. Kputepum oLeHK1 NpoayKummM MoryT onpeaensTtb TpeboBaHus K yHKLMOHaNbHOCTU Wi HaaeXXHOC-
T NpoayKummn 1 cucteM. CyLLECTBYET HECKOSBKO CXEM OLEHKU KauecTsa NpoAyKLvmM, MHOrMe U3 HUX dhopMupytoT-
Cs1 N0 3aKasy NpaBUTeNbCTBEHHbIX CIYXKO 1 MexxayHapoaHbIX opraHu3aLumii no craHaapTusauuy. OpraHusaums
MOXET MPUHSTb peLleHne 06 NCMoNb30BaHNN MPOAYKLMA W/ CUCTEM, NPOLLEALLIMX OLEHKY, eciv el TpebyeTcs
YBEPEHHOCTb B TOM, YTO NPOAYKLMS oTBevaeT TpeboBaHUAM K YHKLIMOHAINBLHOCTU, U HEOBXOAUMBI rapaHTUK TOY-
HOCTU W1 MOMHOTLI peanu3aLmn anemMeHToB dyHKUUMOHaNbHOCTY NPOAYKUWK 1 cucTeM. B kadecTse anstepHaTUBbl
NCMoSIb30BaHMNIO OLEHEHHON NPoayYKLIMM NPOBOAAT LiefieBble MpakTUieckue UCTbiTaHus npoaykuuy Ha 6esonac-
HOCTb, NOMOXUTESbHbIE Pe3yrbTaThl KOTOPLIX MOTYT AaTh YBEPEHHOCTL B Ka4ecTee 1 6e3onacHoOCTV NocTasnse-
MO NpoayKLuuUun.

B npouecce Bbibopa 3aLLMTHBLIX MepP, MpeasiaraemMbiX 418 peannsaumnm, HeobxoaMMo yuuTbiBaThb psig dpakTo-
pOB, TAKUX KakK:

- BOCTYNHOCTb MCNOMb30BaHNA 3aLUTHBIX MEp;

- MPO3paYHOCTb 3ALUUTHBLIX Mep A1 NoSb30BaTeNs;

- B KAKOW Mepe UCnosib3oBaHne 3alMTHBIX Mep NoMOoraeT Nofb30BaTero peluaTb CBOU 3afa4u;

- OTHOCUTESbHas HaAEXHOCTbL (CTONKOCTL) CUCTEMBI BE30NAaCcCHOCTY;

- BUAbI BbINOMHAEMbIX PYHKLUIA — npeaynpexaeHue, CaepusaHne, obHapyeHne, BOCCTaHOBIEHUE, UC-
npaeneHne, MOHUTOPUHT M 06MeH MHdopMaLMen.

O6bI4HO 3aLUTHBLIE MEPbI NPeAHa3HaYvYeHbl 4151 BbINOMHEHWS TOMLKO HEKOTOPbIX M3 YMCa NEPEUUCTIEHHBIX
Bblle dyHKLMIA (Yem BorbLue, Tem nydwe). Mpu paccMoTpeHnn cucteMbl 6e3onacHOCTY B LieioM Unin HaGopa
NCMOSb3YeMbIX 3aLLMTHBIX MEP CNeAYeT YCTaHOBUTb (€CIM BO3MOXHO) HEOBX04MMbIE NPOMNOPLM MEXAY BUAaMN
doyHKUMIA, 4TO NO3BONUT obecneunTsb BonbLUY 3hEKTUBHOCTL U AENCTBEHHOCTL CUCTEMBI 0becneyeHns 6e3o-
nacHocTu B LierioM. MoxeT notpeboBaTtbes MpoBeAEHNE aHanmaa peHTabensHOCTY Ui aHarm3a KOMMPOMUCCHOrO
pelleHns (MeTod cpaBHeHUst BO3MOXHbIX aflbTepHaTUBHBIX BaPUaHTOB C UCMOSIb30BaHWEM HaGopa KpUTepUEB,
Ka)KOOMY 13 KOTOPbIX MpUaaeTCsi CBOE 3HaYeHNe BECOBOro koaddurLmeHTa B 3aBNUCMMOCTUN OT Ero OTHOCUTENTBHON
BaXKHOCTW MPUMEHUTENBHO K onpeaeneHHoN cuTyaumnm).

9.4.2 CTpykTypa 6e3onacHocTu UHHOPMaLIMOHHBLIX TeXHONOIMN

CTpyKTypa 6e3onacHocTv MHOPMaLMOHHBIX TEXHOSIOMMIA OTpakaeT npoLiecc obecnedeHuns TpeGosaHui Ge-
30MacHOCTY ANs OTAENBHON CUCTEMBI MHGOPMAaLMOHHBIX TEXHOMOMNIA Kak 4acTu OBLLEeR CTPYKTYpbl cUcTeMbI. [No-
3TOMY TaK BaXKHO pacCMOTPEHWE CTPYKTYpbl 0becneveHuns 6e30nacHOCT MHOPMaLMOHHbBIX TEXHOMOTUIA B Npo-
Lecce BbiGopa 3aLMTHbIX Mep.

CTpykTypa 6e3onacHoCTV MHDOPMaLMOHHBIX TEXHOMOMIA MOXKET UCMOMb30BaTLCSA NPY PaspaboTke HOBbIX
CUCTEM, @ TaKkXe NPy BHECEHWN CYLLIECTBEHHBIX UBMEHEHWIA B CYLLIECTBYIOLLME CUCTEMBI. [laHHasi CTPYKTypa oc-
HOBbLIBAETCS Ha pesynkTaTax aHanmaa pucka unm 6asosoro noaxoaa, AokHa y4nTbiBaTb TpeGoBaHUA k obecneye-
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HUto Ge30MacHOCTU U Ha UX ocHOBE paspaboTaTb HaGoP TEXHUYECKMX Mep 3aLLmUTbI Mo obecrnedeHunto 6esonacHo-
CTV cucTeM. B psge cnyyaer, eCnm U3MEHEHUst BHOCAT B CYLLECTBYIOLLNE CUCTEMbI, HEKOTOPbIe TpeboBaHKs
MOryT ObITb B hopMe creLmduyecknx 3alLnTHbIX Mep, KOTOpble A0MKHbI ObiTb NCNOMb30BaHbI.

B cTpykType 6e3onacHocT NMHOPMaLIMOHHBIX TEXHOTOrMin 0coboe BHMaHWe yaensoT TEXHUYECKUM 3a-
LWMTHBIM Mepam o oGecnedeHnto 6e30MacHOCTU U AOCTWKEHNIO C UX MOMOLLbIO Lierei 6e30MacHoCTU; Npu 3TOM
cregyeT NPYHUMAaTb BO BHUMaHWE Takke COOTBETCTBYHOLME HeTeXHUYecK e cpeAcTBa obecnedeHusi 6eaonacHo-
CTW. XOTS CTPYKTYpa 6e30MacHOCTM MOXET ObITb NOCTPOEHa Ha OCHOBE UCMOMb30BaHNs psAaa PasnuyHbIX NoAxXo-
0B U NepcrneKkTyB, cnedyeT Bcerda yunTbiBaTh cieayowmnii dyHaaMeHTabHbIM NPUHLUM ee MOCTPOEHUS: HeNb3s
Aonyckartb HebnaronpusaTHoe Bo3aencTane npobnembl o6ecnedeHrs 6e3onacHoCTY B Npedesiax YHUKaibHOM 30HbI
6e30MacHOCTU (30HbI C OANHAKOBBIMI UM CXOXMMK TpeboBaHMsMU K obecneveHunio 6e3onacHoCT 1 cpeacTBam
ee 3alnTbl) Ha o6ecnedyeHne Ge3onacHOCTU B ApYyroi oTAenbHoM 30He GesonacHocTu. CTpykTypa 6e3onacHocTu
NHOPMaLIMOHHBIX TEXHOSOMMIN 0ObIMHO BKMtoYaeT B cebs oaHy unin 6onee 3oH GesonacHocTu. 30HbI 6esonacHoc-
TN AOIMKHbBI COOTBETCTBOBATL 061ACTAM AEMNOBOA AeATENBbHOCTY OpraHusau . 3Tn obract 4enoBoi AesTenbHo-
CTU MOTYT COOTBETCTBOBaTb PYHKLMOHAMbHBIM CEKTOPaM OTAENbHbIX BUAOB AEM0BOW AesATeNbHOCT opraHuaa-
LMK, TaKUM KaK BbinsiaTa 3apaboTHOM nnaThl, TPOU3BOACTBO NPOAYKLMN UM 0BCry>KMBaHWE NOKYNaTEeNen, Uiv oHK
MOTYT COOTBETCTBOBATL (PYHKLMOHANBbHBIM CEKTOPaM Takux BUOOB AEATENbHOCTU, Kak 06CIyXMBaHWUE SMeKTPOH-
HOW NOYTBI UK BbIMOSHEHNE KOHTOPCKUX OnepaLyi.

B 3aBMCUMOCTM OT HANMYMSA OAHOIO UMM HECKOMbKUX MPU3HAKOB CYLLECTBYIOT pasfiniHble TUMbl 30H 6e30-
nacHocTu. Mpumepamm NprU3Hakos MOryT ObITb:

- YPOBHMU, KaTeropum Unv suabl MHopMaLmMm, 4OCTYNHbIE B Npeaerniax 30Hbl 6e30MacHoCTy;

- orepauum, KoTopble MOTYT NPOXOANTb B Mpederiax 30Hbl 6esonacHocTy;

- 06beaMHEHWs No MHTEpPecaMm, accoLMmpyeMble ¢ 30HoM 6esonacHocTy;

- OTHOLUEHWS K APYrM 30HaM 6e30MacHOCTM 1 OKPYXXaIoLWMM UX cpeaam;

- BUAbB! PYHKLMIA UK OCTYN K MHpopMaL MK, KOTOpble MOTYT 3anpallnsaTb 06 beAuHeHNA Mo uHTepecam
BHYTPW 30HbI 6e30MacHOCTA.

Mpu NocTpoeHUU CTPYKTYpbl obecrneveHunst 6e3onacHoCTU UHGPOPMALIMOHHBIX TEXHONOMA HeobxoanuMo
Takke y4YnTbIBaTL CriedytoLme npobnems!:

- B3aMMOOTHOLLEHWS 1 B3a1MO3aBUCUMOCTIN MEXAY OTAENbHLIMU 30HamMu 6e3onacHoCTy;

- ponb (MK yyacTve) B3aMMOOTHOLLEHUIA 1 B3aMMO3aBUCUMOCTEN B CHKEHWUW KadecTsa yeryr no obecne-
YeHuto 6esonacHoCT;

- HeoBX0ANMOCTb OpraH13aLLMN AOMOSNHATENMLHBIX YCITYT UIA NPUHATUA AOMOSTHUTESNBHBIX MEpP 3alUmUTbl 4N
UCnpaeneHrus, KOHTPOMS UM HEAOMYLLEHUS CIlyYaeB CHUXKEHMWSA KayecTsa YCNyr.

CTpykTypa Ge3onacHocT MHOPMaLMOHHBIX TEXHOIOMUI He CyLLIeCTBYET cama no cebe, Ho onupaeTca Ha
cofepxaHune 4pyrux 4oKyMeHTOB No MHOPMaLMOHHBIM TEXHOSIOMUSIM U CornacoBbiBaeTca ¢ HUMU. Haubonee
BaXKHbIMU 13 3TUX JOKYMEHTOR SIBMSAIOTCS CTPYKTYpa CUCTEMbI MH(OPMALIMOHHBIX TEXHOSIOMIA U CTPYKTYPbI APYTUX
COOTBETCTBYIOLLMX CUCTEM (annapaTHbie CpeAcTBa, CPeACTBa CBA3M U NpUKNaHble nporpaMmel). CTpykTypa Ge-
30MacHOCTU MHGOPMALIMOHHBIX TEXHOMOIUIA He AoShKHA codepXaTb NOMHOro onucaHua cuctembl UT, a Tonbko
onncaHne TEXHUYECKNX BOMPOCOB 1 9NEMEHTOB, Kacatolmxcs obecneveHns 6esonacHocTn. HasHaveHue aToi
CTPYKTYPbI COCTOUT B TOM, YTODObI CBECTU K MUHUMYMY CIlyyau HebnaronpuaTHOro B03AeNCTBUA Ha NoNbL3oBaTe-
nei, obecnedreas Npy 3TOM ONMTYMasIbHYI0 BHYTPEHHIOK 3aLmTy MHPacTPYKTYpbl cuctem UT.

K cTpykType Ge3onacHocTy MHEOPMaLMOHHBIX TEXHOMNOTUA UMEET OTHOLLIEHUE MHOXKECTBO APY X AOKYMEH-
TOB UM OHA MOXET HAaXoANTLCS B NOAYUHEHHOM MOSIOXKEHUM MO OTHOLWEHMIO K HUM. K Ynchy Taknx AOKYMEHTOB
OTHOCHATCS:

- NpoeKT 6e30nacHOCTN MHGOPMALIMOHHBIX TEXHOSOTIA;

- paboyas KoHLenLms 6e30nacHOCTU UHOPMALMOHHBIX TEXHOSIOMUIA;

- nnaH 6e3onacHOCTV UHOPMALMOHHBIX TEXHOSMOTUIA;

- nonuTuKa 6e30MacHOCTV CUCTEMbI MHEDOPMALIMOHHBIX TEXHOMOMIA;

- OKYMEHTbI Mo cepTUdMKaLIM 1 akkpeaUTaLUmn CUCTEMbl MHOPMaLIMOHHBIX TEXHOSOMWIA (B CriyYae Heobxo-
avmocTn).

9.4.3 UpeHTUdUKALUA N aHANU3 OrPaHUYeHUN

Ha BbIGOP Mep 3alLLWTbl BAUSIOT MHOMME OrpaHU4eHus. 3Ty orpaHUYeHns Heo6xoaMMo NPUHUMATL BO BHU-
MaHWe Npu paspaboTke 1 peanusaLum pekoMmeHgaunin. K TMnuiHbIM orpaH4eHUAM OTHOCAT:

- OrpPaHNYEHUs MO BPEMEHM.

MoXeT cyLLecTBOBaTbL MHOXECTBO BUAOB OrpaHnyeHunii no BpemeHn. Hanpumep, nepsbiii BUA — 3aluTHas
Mepa 6e3onacHOCT — AokeH ObITb peanv3oBaH B Npeaernax neproaa BpeMeHn, NpUeMnemoro 4nsa pykoBoa-
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cTBa opraHusauun. Btopoii Bua orpaHA4eHus No BpeMeHN — pearnv3aumsa KOHKPETHOM 3aluTHOU Mepbl 6e3onac-
HOCTU B npefenax XXM3HEHHOTo CPoKa COOTBETCTBYIOWEN cUCTEMBI. TPETEUM BUAOM OrpaHUYEHUs No BpeMeHU
MOXET ObITb ANUTENBHOCTL NEpUOAa BpeMeHU, Heo6X0AUMOro PyKOBOACTBY OpraHWU3aLIMmn ANs NPUHATUS pelLue-
HUS O TOM, CTOUT JM U Aanblue noasepraTb CUCTEMY Yrpo3am HanM4YUA KOHKPETHOTO PUCKa;

- (hMHaAHCOBbIE OrpaHUYeHUs.

CTonmocTb peanuaauum pekoMeHaAyeMbIX Mep 3alnThl He 40SMKHa NPeBbIWaTh LIEHHOCTU akTUBOB, ANs
6e30MacHOCTU KOTOPbIX OHU NpeaHasHayYeHbl. Heobxoaumo caenatb Bce BO3MOXHOE, YTOBbI He BbIATY 3a npee-
bl BblAENEHHbIX Ha 3TU Lenu accurHoBaHuid. OgHako B psige ciyvaes AOCTUKeHUe HeobxoaMmoro ypoBHs 6e3o-
NacHOCTU U MPUEMIIEMOTO YPOBHSA PUCKa MOXET oKa3aTbC HEBO3MOXHbIM B NpeAenax nofobHbIX PUHAHCOBbBIX
orpaHuYeHuid. B aTom cnydae BbiXoa U3 CIIOKUBLLIENCA CUTyauMK NPeaoCTaBnsieTcsl Ha YCMOTpeHWe pyKoBOACTBa
opraHvsauuu;

- TEXHUYECKUE OrpaHUYEHNS.

TexHudyeckne Npobnembl, HaNPUMEP COBMECTUMOCTL NPOrpaMM U annaparHbIX CpeACcTB, Nerko paspeLua-
10TCS, €CNA YAENUTL UM Cepbe3HOE BHUMaHME B npoLiecce Bbibopa cpeacTs 3awmTbl. Kpome Toro, npu peanusa-
LM paspaBoTaHHbIX paHee 3alMTHLIX Mep NPUMEHUTENBHO K CYLLIECTBYIOLLMM CUCTEMaM 4acTO BO3HUKAIOT
3aTpyAHEeHs], CBA3aHHbIE C TEXHUYECKUMU OrpaHuYeHnsaMn. Hanuume nogobHbIX 3aTpyAHEHWIA MOTYT nepeMec-
TUTb HaNpaBNeHHOCTb (NepecMoTp BbIGOPA) 3aLLMTHBIX Mep B CTOPOHY OpraHU3aLMoHHbIX U maudeckux cnocobos
3aWATHI;

- COLMONONMYECKNE OrpaHUYEHUsI.

OcoBEHHOCTM COLMOSIOTMYECKUX OrPaHUYEHNI NPY BbIGOPE 3aLLUUTHBLIX MEP MOTYT 3aBUCETL OT TOTO, O KAKOW
cTpaHe, OTPacnu, opraH13auum Unv aaxe oTaene opraHn3auum MaeT pedb. OTUMN OrpaHUYEHUSIMU HENb3SA Npe-
HeBperaTb, NOCKONbKY ahHEKTUBHOCTL UCMOMb3OBAHUA MHOMMX TEXHUYECKUX 3aLLMTHBIX MED 3aBUCUT OT aKTUB-
HOW NoaaepXKU X COTPyAHUKaMM opraHuaaumn. Ecnm coTpyaHWKU He NOHMMaIoT HeoBXOANMMOCTUN TakUX Mep Unu
HE CYUTaIOT UX NPUEMIEMbIMU MO MOPaTbHbIM COOBPaXeHWsIM, TO CyLLIECTBYET 6orblliasi BEpOATHOCTL TOTO, YTO
co BpemeHeM aPDEKTUBHOCTL 3aLLMUTHBIX Mep ByaeT CHKaTLCS;

- OrpaHNYeHNs oKpyxaloLlel cpeabl.

Ha BbI60p 3aLLMTHLIX MEP MOTYT BIIUATb TaKKE U aKonormdeckue dakropbl, HanpyuMmep npuneratoLme Teppu-
TOPUN, IKCTPEMASEHBIE NPUPOAHbIE YCIIOBMS, COCTOSHUE OKPYXXatoWen cpedbl U NpUsieraoLmx ropoackux Tep-
pUTOPUANT. 4.;

- NPaBoBble OrpaHUYEHUs.

MpaBoBble OrpaHNYEHNUS, HAaNPUMeEpP YCTaHOBMEHHbIE 3aKOHO4ATENbCTBOM TpeboBaHUs O 3aLuTe JINYHON
MHbOPMaLMM UM CTaTbU YrofOBHOTO Kofekca, kacatoLmecsi 06paboTki MHdopmaLmm, MOryT MOBAUSITL Ha BbIGOp
Mep 3aLUnThl. 3aKOHbI U HOPMAaTUBbI, HE UMEOLLIME NPSIMOro OTHOLLEHUS K 3aLLMTe MHCOPMAaLIMOHHBIX TEXHOMOMUA,
Hanpumep TpeGoBaHUs MPOTUBONOXAPHO 6E30MACHOCTA U CTaTbU TPYAOBOroO 3aKoHoAaTENbCTBA, MOTYT Takke
NOBMUATbL Ha BbIOOP Mep 3aLUuThI.

9.5 MpuemnemocTb pUckoB

Mocne BbIGopa 3aLUMTHBIX Mep U naeHTUUKaLMN CHXKEHUS YPOBHSA pUCKa B pesyrbTaTe NpUMeHeHus 3a-
LWMTHBIX Mep Bceraa 6yayT MMeTb MECTO OCTaTOMHbIE PUCKW, MOCKOMBbKY CUCTEMA HE MOXET BbiTb abCoMoTHO
6e3onacHoli. 3TN ocTaToYHbIE PUCKU LOMKHbI OLEHUBATLCSA OpraHn3aumeit Kak npuemMnemMble UM Henpuememble.
Takas oueHKa MOXeT ObITb OCYLLECTBIIEHA NMYTEM PacCMOTPEHWS NOTeHLMaNbHbIX HeBNaronpUsiTHbIX BO3AEACTBIIA
Ha cdepy AenoBoi AesATENbHOCTU, KOTOpble MOrYT GbiTh BbI3BaHbI OCTATOYHbIMU pyUckamu. O4eBUOHO, YTO
CyLLEeCTBOBaHME HEMPUEMIIEMbIX PUCKOB HeMb3A gonyckaTb 6e3 gansHenwero nx obcyxaenus. Heobxoanumo
ynpaBreHYeckoe peLleHne 0 4OoMYCTUMOCTU TaKUX PUCKOB B CBSA3U C UMEIOLMMUCS OrpaHudeHnsMy (HanpuMep
no 3aTpaTaM CPeACTB UMW HEBO3MOXHOCTI NPeayrnpexaeHnUs pUckoB — nNajJeHne camosieToB Ha 34aHunsa Ui
3eMIETPSICEHNS; TEM HE MeHee NMaHbl BOCCTaHOBUTENbHbBIX PaboT Ha cryYar nogobHbIX kKaTacTpod MoryT ObiTe
NOAroTOBIEHbI) G0 HeoBXoAMMO NpeayCMOTPETL AONOMHATESLHbIE 1, BO3MOXHO, AOPOrocTosLLMe Mepbl 3aLLy-
Tbl 47151 CHKEHWS YPOBHS HENPUEMIIEMbIX PUCKOB.

9.6 NMonuTuka 6e3onacHOCTU cUCTEM UHPOPMALIMOHHBLIX TEXHOOTUIA

B nokymeHTe, oTpaxatoLem nonutuky 6e3onacHoOCT CUCTEMbI MHPOPMALIMOHHBIX TEXHOOMMIA, JOSTKHO CO-
nepxaTtbcs NoapoBHOe onucaHne NpUMeHsieMbIX 3aLLMTHBIX Mep ¢ 06ocHOBaHNEM X HeobxoaumocTu. Ucnorns-
30BaHVe NPUMEHSIEMbIX 3aLLMTHBIX Mep A0MKHO GbITb ONMcaHo B niaHe 6e3onacHoCT MHAOPMALMOHHBIX TEXHO-
Jiornn.

MHorue cucTeMbl UHGOPMAaLMOHHBIX TEXHOMOMMIA HyXXAaI0TCs B cOBCTBEHHOM NonuTuKe 6e3onacHoCTH, no-
CTPOEHHOW HA OCHOBE PACCMOTPEHWS Pe3ysLTaToB aHanmaa puckos. OBbIYHO 3TO CNpaBeAsIMBO N0 OTHOLLEHUIO K
KPYMHbIM 1 CIOXHBIM cucTemam. MonuTrka 6e3onacHOCT CUCTEMbI MHEDOPMaLIMOHHBIX TEXHOMOMUIA AoSHKHa BbiTh
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COBMECTUMO C NONUTUKON 6e30MacHOCTU MHOPMALMOHHBIX TEXHOOMUIA — MEeXAY HUMU He crieayeT AonyckaTtb
pacxoxaeHuid. MonuTrka 6e3onacHOCT cMCTEMbI MHOPMALIMOHHBIX TEXHOMOMIA AOSTKHA ObITh HaNpasneHa Ha
BOMPOCHI 6o1ee HA3KOTO YPOBHS, YeM NonuTuka 6eaonacHocT MHPOPMAaLIMOHHbIX TexHomorui. Monutuka 6eso-
MacHOCTU CUCTEMbI MHGOPMAaLMOHHBIX TEXHOMOTWIA GasnpyeTcs Ha pesynbTarax aHanvaa puckoB U onpeaeneHun
3aLUUTHBIX Mep AN KOHKPETHO CUCTEMBI U NOAAEPKMBAETCS MEpaMU 3aLLUTHI, BbIGpaHHbIMU B COOTBETCTBUMU C
OLeHEHHbIMM puUckamu. 3aLMTHbIe Mepbl 4OSPKHbI obecnevnBaTh JocTUxeHWe Tpebyemoro ypoBHA 6e3onacHoOCTU
3aMLLIaEMON CUCTEMBI.

MonuTuka 6e30MacHOCTU CUCTEMbl MHPOPMALIMOHHBIX TEXHOSOMVIA He AOMKHA 3aBUCETh OT MPUMEHAEMON
cTpaTerin aHanmsa pucka, a Takke JokHa ONpeaensTs Mepbl 3aLiMTbl (B TOM YMCre METOAbI 3aLLUMThI), HE0BX0-
AUMble A5 JOCTUKEHUS HeoBXoAMMOro YpoBHS Ge3onacHoOCTY paccmaTpuBaemoii cuctemsl. Monutuka 6esonac-
HOCTU CUCTEMbI MHPOPMALIMOHHBIX TEXHOMOMIA U OTHOCSLLMECS K HEl BCOMOraTeslbHble JOKYMEHTb! AOMKHbI
ocBellaTb creaytowme npobnemb:

- onpefeneHne cucTeMbl MHPOPMaLMOHHbBIX TEXHOMOMIA, ON1McaHne ee KOMMOHEHTOB 1 rpaHuL, (onucaHue
[OMMKHO OXBATbIBaTb BCE annapaTHoe, NporpaMMHoe oGecnedeHne, NepCoHar, okpyXatoLLyio cpealy, a Takke Bce
BMAbI AeATENbHOCTM — T. €. BCE, YTO B COBOKYNHOCTU 06pasyeT AaHHYI0 cucTemy);

- onpefenexHve Lenei GusHeca, KOTopble JOMMKHbI ObiTb AOCTUrHYTbI C MOMOLLBIO JaHHOW cUCTEMbI UHGOP-
MaLMOHHbBIX TEXHOIOMIA, — 3TO MOXET OKa3aTk BO3AENCTBIE Ha NONUTUKY 6e30MacHOCT MHADOPMALIMOHHBIX TEX-
HOMOTrMI NPUMEHUTENBHO K AaHHOM cucTeMe, BblOpaHHbI MOAX0A K aHarnmay puckoB, a Takke Ha BbIGop 1 npuopu-
TETHOCTb OCYLLECTB/IEHWS 3aLUMTHBIX MEp;

- onpegeneHue Lener 6e3onacHoCTV cUCTEMb;

- onpedeneHne cteneHun obLLel 3aBUCUMOCTU OT CUCTEMbI MHOPMALIMOHHBIX TEXHOMOTMIA, T. €. HACKOMbKO
AenoBas 4eaTeNlbHOCTL OpraHM3aLmmn MOXeT NocTpagaTh OT NOTEePU UMM PacKPbITUA CUCTEMbI MHPOPMAaLIMOHHBLIX
TEXHOIOTWiA, 3aay, KOTOPbIe AOSPKHA BbINOMHATbL AaHHaA cucTeMa MHAOPMaLMOHHBLIX TEXHOSTOMMIA, U XapakTepa
obpabaTbiBaeMoi HopMaLK;

- onpeaeneHve YpoBHS KanuTarosrioXeHni B MHOpMaLMOHHbIE TEXHOSIOMIW: CTOMMOCTM pa3paboTku, noa-
AepXaHus B pabovyeM COCTOSHUN U 3aMeHbI KOHKPETHOM CUCTEMbI MHAOPMALIMOHHBIX TEXHOIOMMIA, BKIMIOYas pac-
XoAbl Ha NPMOBPeTEHUE, BKCMNyaTaLMio M CMeHY NoMeLLeHNs;

- onpeAeneHne NoAXoaa K aHanunay puckos, BbIGpaHHOro At KOHKPETHOM CUCTEMBI MHAIOPMALIMOHHBIX TEX-
HOMOrniA;

- onpegeneHne akTMBOB CUCTEMbI MHPOPMAaLIMOHHBIX TEXHOMOMAIA, 3aLLMTY KOTOPbIX 40SMKHa obecneunTb
opraHusaums;

- OLieHKY YKa3aHHbIX aKTMBOB, onpeaensoLLyto, YTo npounsoLlwio 6bl ¢ opraHMsaumen B criydae, ecnu atu
aKTVBbl 6blnv Gbl NOCTaBMNEHbI MOA YrPo3y (CTOUMOCTL XpaHsaLencs MHADopMaLuMn AomkHa GbITe onMcaHa Ha OCHO-
BE BO3MOXHOrO HeraTMBHOrO BO3AENCTBUS Ha AENOBYI0 AEATESIbHOCTb AaHHOW OpraHu3aLummn B criyyae packpbl-
TUS, UBMEHEHUSI, UCHE3HOBEHNS NI YHUHTOXEHS 3TOK UHcbopMaLmK);

- OLLEHKY Yrpo3 A4Sl cUCTeEMb! MHOPMALMOHHBIX TEXHOMOMMI 1 XpaHALLEencs MHdopMaLmu, BKNOYas 3aBu-
CMMOCTb MEXAY XapaKTepuCTKaMn akTUBOB, Yrpo3amMn U BEPOAATHOCTLIO peanuaaLmm aTux yrpos;

- OLLEHKM YsI3BUMOCTU CUCTEMBI MHGOPMALIMOHHBIX TEXHOSOMMIA, BKIOYas onucaHue crnabbix CTOPOH cucte-
Mbl, B KOTOPbIX MOTYT peanu3oBaTbCs CyLLeCTBYIOWME Yrposbl;

- Hanu4re p1ckos No 6e30nacHOCTU KOHKPETHOM CUCTEMbI MHEOPMALIMOHHBIX TEXHOMOMIA, BO3HUKAIOLWME
BCneacTeue:

BO3MOXHbIX HEraTUBHbIX BO3AENCTBUIN Ha AESIOBYIO AEATENBHOCTL OpPraHu3aLmu,

HanM4ua BEPOSITHOCTU peanusaLum yrpos,

NErkocTu peanuaaLmu yrpos yassuMocTel;

- nepeyeHb cpeacTs 6esonacHOCTU, BbIGPaHHbLIX Ans obecnedeHns 6e3onacHOCTU AaHHOM cucTeMbl MHGOp-
MaLMOHHbIX TEXHOSOMUIA;

- OLIEHKN CTOMMOCTU 3aLLMTHBIX MeP MHGOPMALMOHHBIX TEXHOSTOMMIA.

Ecnu gokasaHo, 4to cuctema TpebyeT nuwb 6a3oBoii 3aLLMThI, MOXHO NPUBECTU CBeAEHUS MO BhilLenepe-
YncneHHbIM Npobnemam, faxe ecriv B HEKOTOPbIX Cyyasx oHW 6yayT MeHee NoapoBHbLIMU, YeM AJ1s1 CUCTEM, Mo
KOTOPbIM 6bi1 NPOBEAEH AeTallbHbI aHaNn3 PUCKOB.

9.7 NnaH 6e3onacHOCTU MHDOPMALIUOHHBLIX TEXHOMOTUMA

Mnan 6e3onacHocT! MHGOPMAaLIMOHHBIX TEXHOMOTUI NPeACTaBNAeT coboil JOKYMEHT MO KoopAUHaLIMU Mep,
onpeaensiowmx AehcTeus Ans obecneyeHus HeobxoauMoi 6e3onacHoOCTN CUCTEMbI MHGOPMALMOHHBLIX TEXHOMO-
rvin. B nnaHe 6e3onacHoCTV AOMKHBI BbITb OTpaXeHbl pe3yrkTaTbl paccMoTpeHust npobnem (cm. 9.6) 1 nepeumrcne-
Hbl KPaTKOCPOYHbIE, CPeAHECPOYHbIE U AONTOCPOYHBIE MEPONPUSATUS, HanpaBeHHbIe Ha AOCTWKEHUE U Noaaep-
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XaHue HeoBXoaMMOro YPoBHsI 6e30MacHOCTY C yKa3aHMeM CTOMMOCTM 3TUX MEPONPUSITUIA 1 rpadbuka UX Nposeae-
HuA. MnaH 6e30nacHOCTY Mo KaxKao cucteme NHopMaLMOHHBIX TEXHOMOMUIA AOMKEH BKIOYaTL B cebs:

- Llenu 6e3onacHOCT MHGOPMALIMOHHBIX TEXHOMOMI C TOYKN 3peHust obecneveHuns KoHgpraeHLMansHOCTH,
LieNoCcTHOCTU, AOCTYNHOCTH, MOAOTYETHOCTU, 8y TEHTUMHOCTU 1 HAAEXKHOCTH;

- BapWaHT aHann3a p1UcKoB, BbIGpaHHbIN AN KOHKPETHON CUCTeMbl MHEPOPMAaLMOHHBLIX TEXHOMOT WA (CM. pas-
Aen 8);

- OLLEHKY OXMaaeMblX OCTATOMHbIX U MpUeMIeMbIX PUCKOB, KOTOopble ByayT cyllecTBOBaTb NOCHe ocylle-
CTBMEeHNA HaMeYeHHbIX 3aWnTHBLIX Mep (cM. 9.5);

- nepeyeHb BbIOpaHHbIX 4715 NPUMEHEeHUs 3alMTHbIX Mep (cM. 9.4), a Takke nepeYeHb CyLLeCTBYOLNX U
NNaHMpyeMbIX 3aLLMTHBLIX Mep, BKIToYas onpeaenerne nx achheKkTMBHOCTY U ykasaHue NoTpeGHOCTU B UX CoBep-
WeHcTBoBaHMN (cM. 9.3.6 1 9.4); aTOT BTOPOI NepeveHb AOMMKEH BKIoYaTh B cebs:

nocrnefoBaTenbHOCTb OCYLLECTBEHNS BbIOPaHHbIX 1 COBEPLUEHCTBOBaHMS CYLLIECTBYIOLMX Mep 3aLlUUThI,

on1caHue NpakTU4YECKoro NpMMeHeHUs BbIGpaHHbIX 1 CYLLECTBYIOLWNX MEeP 3aLLMThI,

OLIeHKY CTOMMOCTM YCTaHOBKM 1 3KCnlyaTauum BbIGpaHHbIX Mep 3aLUuTbl,

oUeHKy NoTPeBHOCTU B NepcoHarie A5 3KCyaTauumn U KOHTPOS MPY OCYLLECTBIEHUN HEOOX0AUMBIX Mep
3aWnTDI;

- noApoGHbIA pabodnii NaH peanv3aumnmn BbIGpaHHbIX Mep 3aLLUThl, COAEPKaLLMWIA:

rocrieoBaTenbHOCTb BbINOMHEHUS KOHKPETHbIX ONepaLuii,

rpaduk paboT, COOTBETCTBYIOLLMIA YCTAHOBIIEHHOM MNOCNEA0BaTENBLHOCTU BbINOMHEHWS onepauui,

CYMMb| HEOBXOAMMbIX AEHEXHbIX CPEACTB,

pacnpegeneHe o6s3aHHoOCTeN,

npoLeaypbl 03HaKoOMNEHWS 1 0By4eHUst nepcoHana, UMeloLLero 4eno ¢ UHPOPMaLMOHHBIMWN TEXHOMOMS-
MU 1 KOHEYHbIX MoMb3oBaTeNieil ¢ MpUMEeHsIEMbIMU MepaMuy 3aLLUmThl B LieNsx NosbllweHns agpeKTUBHOCTU UX
OEeNCTBUS,

rpaduk npoLieccos ogobpeHus (ecnm HeobxoanMo);

- rpadpmk NpoLedyp KOHTPOSIA CPOKOB UCMONTHEHWS.

Mna+ 6e3onacHOCTU MHGOPMAaLMOHHBIX TEXHOMOMMIN A0SMKEH CoAepXaTb onucaHue cpeacTs 06cnykuBaHua
ONs ynpasrieHns NpoLeccoM NpasuiisHOro BHeAPEHUA HeobXoAUMbIX 3alUTHBIX Mep, HanpuMep METOAOB:

- NpeacTaBneHns coobLUEHUIN O COCTOSIHUN paboT;

- BbISIBMTEHWS BO3MOXHbIX TPYAHOCTEMN;

- OLIEHKW MO KaXKAoW 13 BbilLenepeuncnieHHbIX npobnem, BkoYas MeTofbl, CBA3aHHbIe ¢ BO3MOXHbIMU
N3MEHEHMSIMM OTAENBbHBIX YacTei nNiada (ecrnv HeobxoauMo).

Pesynsratom gaHHoro atana (cM. 9.7) AomkeH ctaTb nnaH 6e3onacHocT! UHDOPMALMOHHBLIX TEXHONOMUIA
AN KO0 CUCTEMbI, OCHOBaHHbIN Ha NonuTuke obecneveHnsa 6e3onacHOCTU cucTeM MHGOPMALIMOHHBIX TEXHO-
TIOrUIA C y4EeTOM pe3ynbLTaToB aHanm3a BbICOKOro YPOBHA pucka, onucaHHoro B pasgene 9. NnaH 6e3onacHocTy
nonmxeH obecneyntb CBOEBPEMEHHOE BBeEHNE YkasaHHbIX 3alMTHBLIX MEp B COOTBETCTBUM C NPUOpUTETaMU,
onpeaeneHHbIMK Ha OCHOBE aHarnu3a puckoB AN1s1 cUCcTEMbl UHOPMALIMOHHBIX TEXHOMOTUIA, 8 TaKKEe B COOTBET-
CTBUM C ONCaAHNEM METOOB OCYLLECTBIEHMS YKa3aHHbIX Mep 3aluTbl M o6ecnedeHns Heo6XoAUMOro YpOBHS
GesonacHocTy. aHHbIi nrnaH 6e3onacHocTH, KooMe TOro, A0SKeH cogepaThb rpadmk nocrneayowmx npoLeayp,
noadepxuBatoLLX 3TOT ypoBeHb GesonacHocTy. MoapobHoe onucaHne aTux npoLieayp npuseaeHo B pasaene 11.

10 BbinonHeHuWe nnaHa MHgpopMaLMOHHOW 6e30nacHOCTU

MpaBunbHas peanusauns Mep 3allnTbl OCHOBbLIBAETCS, IMaBHbIM 06pa3oM, Ha XOPOLLIO COCTaBNEHHOM U
[JOKYMEHTUPOBaHHOM MnaHe obecrnedeHuns nHdgopmaLumoHHol 6esonacHocTu. MoHMMaHue GesonacHoCcTU 1 oGyde-
HME HOBbIM MHPOPMALUOHHBIM TEXHOMOMMAM AOIPKHBI MATU NapannensHo. Mepbl 3awmnThbl 4OMKHBI ObiTe 0400pe-
Hbl 4O HaYara aKkennyaTauum CUCTEMBI U NOCIEe TOro KaK peanusauums nrnaHa nHdopmauoHHoM 6e3onacHoCTU
3aBeplueHa.

10.1 OcyliecTBNEeHUEe Mep 3aLUUTbI

[ns ocylecTBNeHUst Mep 3aLLMTbl HeOBXOAMMO BbINOMHUTL BCE MYHKTLI NNaHa oGecneveHmns Hopmaum-
OHHoW 6e3onacHocTy. NN, OTBETCTBEHHOE 3a 3TOT MnaH (06bIYHO CryXKaLLWiA U3 PYKOBOASLLIETO COCTaBa opraHu-
3aumu, OTBETCTBEHHbIN 3a 6e30MacHOCTL ), AOIKHO 06eCcnevnTs OTCMNEXNBaHUE MPUOPUTETHBLIX U OCHOBHbBIX MyHK-
ToB nnaHa obecnedeHrss UHPOPMaLMOHHOI 6e30MacHOCTU.

JokyMeHTaLms Mo 3alMTHbIM MepaM SABMAETCSA BXXHOW YacTbio AOKYMEHTaL/MW No MHopMaLmnoHHon 6eao-
nacHocTK, obecnevnsatoLel HENPEPLIBHOCTL U NOCNEA0BATENBHOCTL AEACTBUIA. MogaepkaHne HenpepbIBHOCTY
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1 nocreaoBaTenbHOCTU AEUCTBUIA MOXKET ObITb BbINOMHEHO Pa3nuyHbIMU cnocobamu. [lokyMeHTauma no 3awwmT-
HbIM MepaM AoSkHa BbITb COCTABHOW YacTbio AOKYMEHTaLMM Mo 6e30MacHOCTM OpraHU3aLmn, Hanpumep NnaHa
obecneveHns nHdopMaLMoHHOM 6e3onacHocTu, GU3Hec-NNaHa, 4OKYMeHTaLIMK Mo aHaIIU3y pUCKOB, MOSIUTUKA U
npoueayp no obecneyeHuio 6esonacHocTu. [lokymeHTauus AorkHa ObiTe paspaboTaHa ¢ yueToM NoTpebHOCTEN
PYKOBOACTBa OpraHU3aLIu, Nosib3oBaTerneil, CMCTEMHbIX aAMUHUCTPaTopoB, 0bCyK1BaloLLEero nepcoHana u nu,
BOBIEYEHHbIX B YNpaBieHne U3MeHeHUSIMU U KoHUrypaumm cuctem. [lokyMeHTaums A4oSKHA NOCTOAHHO akTya-
NM31POBaTLCSA U ObITh AOCTATOMHO NOAPOGHOM ANst UCKMIoYEeHUs1 OLLMBOK Npu obecneveHun 6e3onacHOCTU cUcTEM
1 B TO )Xe BpeMmsi peaocTaBnsTb uHdopmaLumio, obecneynsalioLLyto NpaBuibHOCTL U 3 EKTUBHOCTL AeATENBHO-
CTV MO 3aLUMTe UX cucteM GesonacHocTU. HYacTb OKYMEHTOB, 0COBEHHO KacaloLUXCS Yrpo3, YA3BUMOCTENR 1
PUCKOB, MOXET cofepXaTb KoHUAeHLMaNbHbIE AaHHbIE U AoSMKHA ObITh 3alLMLLEHA OT HECAHKLMOHUPOBAHHOIO
packpbITus. OpraHnsauus gosrkHa obpalaTscs ¢ NoA0OHLIMU AOKYMEHTaMM O4eHb akKypaTHO U AOMOMHUTENBHO
MOXET UCTONb30BaTb AOBEPUTENbHBIE pacnpeaeneHHbIe NPoLeaypb!.

PacnpeaeneHHble npoLeaypbl AOMMKHbLI ONpeAensiTb crnocobbl XpaHeHUs!, UCrofb30BaHus M obecneyeHus
AocTyna koHdmaeHUManbHoO MHdgopmaumy no Mepam 3awmTbl. Kpome Toro, 3Ty npoueaypbl A0MMKHBI onpeaensTs
L, OTBEYaloLWMX 3a XpaHeHe MHgopmaLumn No Mepam 3almThbl, UMeoLLMX NPaBo 40CTyNa U UCMOoSb30BaHUS
nHdpopmaumu. Mpu paspaboTke NpoLeayp pacnpocTpaHeHUs nHdopmaLmm 1 onpeaeneHu 4ocTyna K Het Heobxo-
AMMO YHUTBIBaTb psif cnieududeckux dakTopos, Takux kak HeobxoauMocTs obecnedeHuss GecnepeboiiHol pa-
60Tbl CUCTEM MHPOPMALIMOHHBIX TEXHOMOMIA, HASTUYME MiTaHa aBapUIAHOTO BOCCTAHOBNEHUS NPOM3BOACTBEHHOM
AesiTeNbHOCTW, CTpaTerio v NnaH AeACTBUM B crlyyae 6eCTBUA UNW ApYroro HenpeasuaeHHoro cobbiTus, Ansi
KOTOPbIX Bpems ABnsieTcs kputuieckum dakropoM. HakoHew, HeoGxoaum CTPoruii KOHTPOMb 3a AoKyMeHTaLMen
Mo Mepam 3aLUuTbl C TEM, YTODObI He AOMYCTUTb HECAHKLIMOHUPOBAHHBIX M3MEHEHWIA, CNOCOGHBIX CHU3UTL addek-
TUBHOCTb Mep 3aLUMThI.

Kak Tonbko nnaH nHgopmaLmoHHo 6eaonacHocT GyAeT 3akoHYeH W pacnucaH no OTBETCTBEHHbIM hyHK-
LusiM, AOMKHbI GbITb BHEAPeHb! Mepbl 3aLUUTbl, MPOBEPEHa U UCMIbITaHa X COMETaeMOCTb ¢ 6e3onacHoOCTbIO.
AHanus npoeepky coueTaeMocTy ¢ 6e30nacHOCTLIO MPOBOAAT ANA NOATBEPKAEHNUSA TOT0, YTO MEPb! 3aLUMTLI BHE-
ApeHbl KOPPEKTHO, COOTBETCTBEHHO UCTIbITaHbl U 3dhekTUBHO NpuMeHsitoTcA. [lonyckaeTca nposeAeHUe OLEHKU
6e30MacHOCTY KaK YacTy aToro aHanusa. TecTupoBaHue ABNSAETCA BRKHbIM CNOcob6oM oGecnedeHns KOpPeEKTHOCTU
BHeApeHHbIX Mep 3aLnTbl. OueHKy 6e3onacHOCTV NPOBOAAT B COOTBETCTBUM C NNaHOM NpoBepku obecneveHuns
6e30MnacHOCTH, ONMChIBAIOLLM NMOAXOA K TECTUPOBaHUIO, rpaduk NpoBepku obecneveHnst 6e3onacHoOCTU U OKpy-
XaroLyto cpeay. B 3aBUCMMOCTY OT pe3yrnbTaToB OLLEHKU PUCKOB MOXKET UCTIOSIb30BaTLCS TECTUPOBAHME MO Npe-
oponeHuto 3almTel. Heo6xoanmo nMeTh AeTanbHble METOAbl TECTUPOBaHUSA 3aLLMTbI C UCMONb30BAHWUEM CTaH-
AapTHol dhopmbl oTveTa. Lienb TecTMpoBaHusa — BHeAPEHUE U NPoBePKa Mep 3almTbl METOAOM, obecneumBalo-
LLIMM BbINOMHEHWE NnaHa obecneveHns MHPOPMaLMOHHOM 6E30MAaCHOCTU C YY4ETOM CHIDKEHUS pUcka Ao Tpebye-
MOTO YPOBHSA.

10.2 KomneTeHTHOCTb B Bonpocax 6e3onacHocTu

Lienb nporpaMmbl 06ecnevermns KOMNETEHTHOCTU B BONpocax 6e30MacHOCTU COCTOUT B TOM, UTOObI NOBbI-
CUTb 3HAHWSA COTPYAHMKOB OpraHM3aLmmn 4o HeoBXoaMMOro YpoBHS, koraa npolecchl obecnedeHus 6e3onacHocTu
CTaHOBSATCS PErYNAPHLIMA 1 BCE COTPYAHWUKM MX BbINOMNHAIT. MNporpamMmma gormkHa obecnevnTs NepcoHarny U Ko-
HeYHbIM MOJIb30BaTENAM AOCTaTOUHOE 3HaHWe cucteM UT (B annapaTHbIX cpeacTBax v nporpaMMHoM obecneye-
HWK) € TEM, YTOOLI OHM MOHUMASTN HEOBXOAUMOCTbL MEP 3aLLMTbI M MOTIIN MX NPaBUbHO UCMoNb3oBaTh. dddekTms-
HBIMU MOXHO CHUTaTb TOSTbKO TE MEPbI 3aLLUTHI, KOTOPbIE XOPOLLO YCBOEHbI MEPCOHANTOM OpraH13aLm U KOHEYHbI-
MW Nosb30BaTENSIMU.

JaHHble Ans nporpaMmbl o6ecneyeHns KOMNETEHTHOCTU B Bonpocax 6e30MacHOCTU AOMKHbI NOCTynaTh oT
BCEX NoApasaeneHnin opraHmaaumnm. JaHHble omKHbI BKIOYaTL B cebs1 Borpock! 00LLei cTpaTerum opraHusasmm
o HGOPMaLMOHHON 6e30MacHOCTM U OXBaTbIBaTL BCE 3aa4uM NnaHa obecneveHnst MHdopMaLMoHHoi Gesonac-
HOCTW opraHu3auumu. [pynne, 3aHMMaloLLeics NporpamMoii oGecrnedeH1st KOMNeTeHTHOCTY B Bonpocax 6eaonac-
HOCTU, AoMmkHa 6bITb 06ecneveHa agMUHUCTPaTUBHAA NoAAePKKa Bcex otaeno.. Mporpamma obecnedeHmnst Kom-
NeTeHTHOCTU B Bonpocax 6e30nacHOCTW AoKHa 3aTparuBaTh criegytolmne TemMbl Npu NpoBeaeHn oby4atoLmx
KypcoB, 06CyXaeHWUIA U Apyrux BUAOB 0ByYeHns B LeNsiX NoBbieHns 3 HEeKTUBHOCTA 3TUX Mep:

- 3Ha4eHne NHOoPMaLMOHHOK 6e30MacHOCTY Af1s OpraHM3aLmn 1 COTPYAHVKOB;

- Llenu 1 3agadv cuctemMbl obecnedeHns MHopMaLMoHHON 6e30MacHOCTM B YaCTU COXpaHeHNs ee KoHdW-
AeHUMansHOCTU, LENOCTHOCTU, AOCTYMHOCTU, NOASMHHOCTY U HAAEXKHOCTY;

- nocnedcTBASA MHLMAEHTOB HapyLIEeHUst MHGOPMAaLMOHHOM 6e30NacHOCTY KaK A4S OpraHv3aLm, Tak 1 4ns
ee COTPpYAHWKOB,

- BaXKHOCTb KOPPEKTHOrO UCMONb30BaHNA MHOPMALIMOHHBIX CUCTEM, BKItOYasi annapaTHble cpeacTsa u
nporpammHoe obecneyeHue;
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- pa3bsACHEHWE CTpaTENM 1 3aaaq opraHv3aumm no obecneveHno MHopMaLMoHHOR 6e30NacHOCTU, AUPek-
TUB U pexoMeHaaunin, 06 bsicHEHWE CTpaTerm ynpasneHus puckami, BeayLuel K MoHUMaHUIo pUCKOB U Mep 3a-
LNTDI;

- Heo6XxoAMMYI0 3aLUMTY MHOPMALIMOHHBIX CUCTEM OT PUCKOB;

- orpaHu4eHue gocTyna B MHOPMaLMOHHYIO cpeay (YNONMHOMOYEHHBI nepcoHan, briokposka Asepen,
3HaKun naeHTUdUKaLnn, perucTpaums noceLleHnii) 1 K nHdopmarum (florudeckoe yrnpasreHue OCTYNOM, Npasa
yTeHus/moanduKaLnMmn AaHHbIX) U MPUHUHBLI HEOBXOAUMBIX OrPaHUNEHUIA;

- He06X0ANMOCTb B COODLLIEHMSIX O HAPYLLIEHUAX 3aLUTbI U NOMNbITKAX HapyLLEHWS;

- npoueaypsbl, 0683aHHOCTU 1 paboure 3aaaHua no obecneveHunio GesonacHoCTy;

- OrpaHUYEHNA AeATENBHOCTU NepcoHara v KOHEYHbIX NOMb30BaTENEN, Bbi3BaHHbIe dhakTopamu obecneve-
HuA GesonacHoCcTH;

- OTBETCTBEHHOCTb NepcoHaria 3a HapylueHue UHdopmaLmoHHoN GesonacHocTy;

- 3Ha4eHue nnaHa obecneveHnst UHOpPMaLIMOHHOM Ge30MacHOCTU CUCTEMBI TSl OCYLLIECTBIIEHNUA U KOHTPO-
N Mep 3aWnThbl;

- He0bX0AMMbIE Mepbl 3aLUUTBI U UX NPaBUITbHOE NPUMEHEHNE;

- MeTOAbI, CBA3AHHbIE C NPOBEPKOI COrMacoBaHHOCTU MEP KOHTPONS;

- ynpasneHne U3ameHeHUsIMU U KoHdUrypaumein CUCTEMBI.

Pa3spa6oTka nporpammbl obecrneyeHrs KOMNETEHTHOCTI B Bonpocax 6e3onacHOCTU HaUMHaEeTCs ¢ npouecca
aHanusa ctparernm 6e3onacHOCTU, Liener 1 nofimTukn obecnedeHns 6eaonacHocTU. 3TOT NPOLIECC AOIDKEH NPOBO-
auTtbea paboyelt rpynnoi, naeHTUULMPYIOLLIEI KpUTUYECKUE acnekTbl B paboTe opraHM3aLum U uMetoLlen non-
HYI0 NOAAEPXKY rNaBHOMO PYKOBOACTBA OpraHvu3aumu.

Pa6oyas rpynna, npoBoAsiLas Tako aHanu3, AoskHa yCTaHOBUTL TpeboBaHuWs Kk BorpocaM 6e3onacHoCcTu
B COOTBETCTBUM C 06LLEel cTpaTerneil MHopmaLnoHHo 6e30nacHOCTH opraHusaumn. 3T TpeboBaHWUA AOSHKHBI
Y4UTBIBaTL AEATENBHOCTL OpraHnsaumm no obecneyveHuio 6e3onacHOCTA B LIENOM (He ToNbKo UHGOpPMaLMOHHO
6e3onacHoCTH) 1 A0BEAEHBI 10 CBEAEHUSA NepcoHana B hopMe NJakaTos, IMCTOBOK, MHGOPMaLMOHHBIX GlonneTte-
Hel, NPV NOMOLLIY BHYTPEHHEN NOYTLI U T. 4.

3aTem paGoyas rpynna AosHkHa NPOBECTU CeunarbHble CoBeLLiaHust o Bonpocam 6e3onacHocTy. Heobxo-
avM rny6oknin aHanua TpeboBaHui K NOAroToBKe MaTepuanos cosellaHunii. CosellaHusl 4OSMKHbI NPOBOANUTLCA
perynspHo (Hanpumep oAWH pas B LECTb MecsILEB), YTo6bl 06ecnednTs 0CBEAOMMEHHOCTL BCErO NepcoHana c
p1ckaMm, CBOMCTBEHHbIMI COBPEMEHHBIM MHOPMAaLMOHHLIM TEXHOMIOTUSIM.

OTBeTCTBEHHOCTL 32 OnpeaeneHne LENer 1 coaepxaHns NporpamMmmMbl ob6ecneveHnst KOMNETEHTHOCTU B BOM-
pocax 6e3omnacHocT AoMkHa ObITh pacnpeaeneHa Ha YPOBHE raBHbIX aAMUHUCTPATOPOB Ha koHdbepeHLMU Mo
BoMpocam HdopmMaLMoHHoR BGe3onacHocTi. OTBETCTBEHHOCTL 3a pa3paboTky U BbINOSIHEHNE STOW NPOrpamMmb
AomkHa BbITb BO3NOXEHA Ha MU0, OTBEYatoLLee B opraHu3aLum 3a 6e3onacHocTb, U Ha pabodyto rpynny paspa-
60TKM NporpaMmbl. BoanoxeHne 0TBETCTBEHHOCTU A0MKHO ObITb OAHOBPEMEHHbIM C AeATENbHOCTBLIO B OpraHu3a-
Lmm no Bonpocam o6y4eHns 1 npodeccroHansHom Noarotoekn. OaHako, MOCKOMbKY KaXKAblid COTPYAHWK OpraHu-
3aLMn HeceT OTBETCTBEHHOCTb 3a 6e30MacHOCTb U A0MKEH BbITb 03HAKOMMEH CO cTpaTerneil ee obecneveHus,
nporpamma obecneyeHnst KOMNETEHTHOCTU B Bonpocax 6e30nacHOCTM AomkHa BbiTe BHeAPEeHa Ha BCeX YPOBHSIX
opraHvsauum.

10.2.1 AHanU3 noTpe6HOCTU B 3HAHUAX

[nsi onpeaeneHns ypoBHs TOHUMaHKs Npobriem 6e30nacHOCTU (Y)Ke CYLLECTBYIOLWEro Y pasHbIX KaTeropui
rPynn coTPYAHUKOB — PYKOBOACTBO, MEHEPKEPHI U UCMOMHUTENN) U BbIICHEHWS Hanbonee npuemnembix MeTo-
[0OB nepeaaydr MM HOBOI MHdopMAaLIMK HEOBXOAUMO MPOBECTU aHaNM3 NOTPEeBHOCTU B 3HAHMWSIX B 3TO obnacTu.
AHanus noTpeGHOCTEN B 3HaHWSIX UCCreayeT cTpaTerio, MeToabl, 3HaHue npobrem 6esonacHocT U Heobxoau-
MOCTb VX NMOBLILLIEHUS MO CPABHEHWIO C UMEIOLLIMMCS B OpraHn3aLm ypoBHEM.

10.2.2 NMpeacraBneHue nporpaMmmbl

BcecTopoHHAA nporpamma o6ecrnedyeHns KoMneTeHTHOCTU B Bonpocax 6e30MacHoCTU AoSMkHa BKNoYaTL B
ceba MeTobl B3aMMOAENCTBUSA U coaencTBUsA. BHUMaHWe B 3TOM YacTy NporpamMmbl ZOSMKHO ObiTe cocpegoToYe-
HO Ha HedocTaTKax, MAeHTUPULMPOBaHHbIX Ha 3Tarne aHanu3a noTpebHoCTel B 3HaHUsX No 6e3onacHocT UT.
COoTpYAHVKN AOMKHBI MOHUMATb, YTO MHOPMAaLMOHHbIE aKTVUBbI UMEIOT LIEHHOCTb U Yrpo3bl 4151 aKTUBOB SIBIISIIOTCH
BMosHe pearnbHbIMM.

MonoXuTenbHbIM MOMEHTOM MporpamMmMbl 06ecneYeHnst KOMMNETEHTHOCTY B Bonpocax 6e3onacHocTy ABNseT-
Cs1 BOBMOXHOCTb Y4acTusi COTPYAHMKOB B Nporpamme obecrneveHusi 6esonacHocTu. MeTobl B3aumoaencTeunst
(coBpaHus nepcoHana, obyyatoLime Kypebl U T. 4.) obecrneynBatoT ABYXCTOPOHHEE 0bCyXaeHne, B KOTOPOM
COTPYAHMKM U NepcoHan, obecneynsatoLLmin 6esonacHocTb, 06CyXaaloT NPaBUbHOCTL KOHLENLUMA 1 Tpebosa-
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HWIA, BbITEKAIOLWMX U3 aHanu3a noTpebHocTel B 3HaHuax. MeToabl o6yyeHus (BuaeoMatepuarbl, obyyaiowme
MaTepuarsbl, cogepXaluue ceeeHust o 6e30nNacHOCTU B aNEKTPOHHOW NoYTe, MiakaTbl, NeYaTHble u3gaHust
W T. A.) NpYHaAnexaT K Yucny o4HOCTOPOHHUX METOAOB, NO3BONSIOLMX OCYLLECTBAATL YNpaBeHWe LMPOKoBe-
LaTeslbHbIMMY NPOoLIeccaMu, pacrpocTpaHeHneM MHAopMaLn 1 BIUATL Ha 0DydeHWe nepcoHana.

10.2.3 KoHTponb nporpamMbl o6ecneveHus KOMNETEHTHOCTU B Bonpocax 6esonacHocTu

CyLLecTBYIOT [1Ba KOMMOHEHTa, obecnevnBatowmx adhdeKTUBHbIN KOHTPOMb 3a NporpaMMoi obecneveHust
KOMMETEeHTHOCTU B Bonpocax 6e3onacHocTu:

- NepyoandecKas oLeHKa, onpeaensiowas 3¢ eKTMBHOCTb NPOorpamMmMbl NPy MOMOLLIM KOHTPOS 3a NoBee-
HUeM nepcoHarna B cUTyauusix, CBsidaHHbIX ¢ 6e30MacHOCTLIO, U naeHTUdUKaLua MecT, TpebyloLwmnx U3SMeHeHUst
chopm nNpeacTaBneHrs NnporpaMmMbl;

- KOHTPOJb 32 U3MEHEHUSIMU B POrpaMMe, Npu KOTOPOM MPOU3BOAATCA U3MEHEHUS B 06LLE NporpaMMe
obecneyeHus 6e3onacHOCTU (M3MEHSIIOTCA cTpaTerns Ui NonNuTUKa obecneveHns GeaonacHOCTU, XapakTep yrpos
Anst tHpopmaLnmy, NOSIBMSIIOTCSI HOBbIE aKTUBbI UMM TEXHOMOTUM U T. 11.), MOSIBMSIETCS HEOBXOAUMOCTb UBMEHUTL
nporpaMMy obecneyeH1s KOMNETEHTHOCTU B BONpocax 6e30nacHOCTU B LLEEMOM € TEM, YTOObI 06HOBWUTL 3HAHUSA U
KBanMduKaLmio nepcoHara v oTpasuTb 3T U3MEHEHUS B NporpaMMe.

10.3 O6yyeHune nepcoHana MHhopMaLUoOHHOK GezonacHOCTH

Momumo o6Leit nporpaMMbl obecnedeHUs KOMNETEHTHOCTU B Bomnpocax 6e3onacHocTy, npegHa3HaYeHHoM
ANs KaXA0ro coTpyaHWKa opraHu3aumm, Heo6xoanumo cneumansHoe obydeHne nepcoHana, CBsi3aHHoe C 3afava-
MU 1 0653aHHOCTAIMM MO 06ecneveHnto MHgopMaunoHHol 6esonacHocTu. CTeneHb 3Toro 06y4YeHUs! 3aBUCUT OT
YPOBHS B&XKHOCTU UHDOpMaLMoHHOM 6e30nacHOCTY /15 opraH13aLmuy U AorkHa BapbUpoBaTbes cornacHo Tpebo-
BaHMAIM 6€30MacHOCTM C YY4ETOM BbIMOSIHAeMOM paboThl. B cryyae HeobxoanMMocTu He uckrtoueHo bonee yrny6-
neHHoe obpasoBaHue (YHUBEPCUTETCKUE NEKLIMN, CrieLMarnbHble Kypebl U T. A4.). MporpamMa o6yyeHus nepcoHana
uHdopMaLMoHHoli 6e3onacHoCTU AokHa GbiTb paspaboTaHa Tak, YTobbl 0OXBaTUTL BCe NOTPeBGHOCTU 06GecrneyeHus
6€e30MacHOCTU KOHKPETHOWM OpraHu3aumn.

B cnuncok nuu, KoTopbiM Heo6XxoaMMO cneupansHoe obydeHune Mo MHgopMaLMoHHOW Ge3onacHoCTH, crie-
AyeT BKIoYaTh:

- COTPYAHMWKOB, 32aHUMaIOLLMX KIHOYEBbIE NOCThI B paspaboTke MHpOPMaLMOHHON CUCTEMBI;

- COTPYAHWKOB, 3aHUMaIOLLMX KIoYeBble MOCTb! B aKCMyaTaLMm MHOPMaLUOHHON CUCTEMBI;

- AOJPKHOCTHBIX NN, OpraHn3aumu, pyKoBoAALmMX pa3paboTkoi npoekTa MHGOPMaLMOHHOM CUCTEMBI U NPO-
rpammbl o6ecrneveHuns ee 6e3onacHoCTL;

- COTPYAHWKOB, HECYLUMX aAMUHUCTPaTUBHYIO OTBETCTBEHHOCTb 3a 6€30MacHOCTb, HaNnpPUMep KOHTPONN-
pYIOLLNX AOCTYM UMW YNPaBASIOLLNX AUPEKTOPUSMMA.

Mposepka HeOBXOANUMOCTY CrieLMansHOro 0byveHUs MHdopMaLoHHON Ge3onacHOCTV AoMKHa ObiTb NpoBe-
AeHa Ans TekyWwux U 3aniaHupoBaHHbIX 3a4a4, NPoekToB U T. 4. Kaxablid HOBbIM NPOEKT co cneuuanbHbiMU
TpebosaHUsiMy 6e30MacCHOCTY AOMMKEH COMNPOBOXAATHCH COOTBETCTBYIOLLEN NPporpaMmol obydeHus, paspaboTaH-
HOW A0 Havana npoeKTa U CBoeBPEeMEHHO BbINOMHAEMON.

TeMbl KypcoB 06y4HeHus MHDOPMaLMOHHON Be30MacHOCTU AOMKHbI COOTBETCTBOBATL PYHKLMAM U AOSPKHO-
CTHbIM 06513aHHOCTSIM 0BYy4YaeMbIX COTPYAHMKOB. PekoMeHayeTcs BKIOYaTh B CUCOK creaytoLue TeMb!:

- onpegeneHne NoHATUA «6e30NacHOCTLY;

- NpeaynpexaeHue HapyLLeHuii KoHUAEHLNANBLHOCTM, LENOCTHOCTU U AOCTYMHOCTY;

- MoTeHUMaribHbIe Yrpo3bl, KOTOPbIE MOTYT OKa3aTb HebnaronpusiTHoe BO3AENCTBIE Ha MPOMU3BOACTBEHHYIO
AesTeNbHOCTb OpraHn3aLMmn U COTPYAHNKOB;

- KnaccudomkaLmsi HyBCTBUTENBLHOCTU MHGOPMALAN;

- npouecc obecneyeHuns obluei 6e3onacHoOCTy;

- onuncaHue npouecca obecneyveHuns obLel GesonacHoCTy;

- KOMMOHEHTbI aHanm3a p1cka;

- Mepbl 3aLUMThI 1 0BYyYEHNE NPUEMaM NX NPUMEHEHUS;

- ponu 1 06513aHHOCTU COTPYAHWKOB,

- NONUTUKa MHGOPMALIMOHHON 6e30NacHOCTL.

MpaBubHOE BbIMOMHEHWE N UCMOML3OBaHWE MEP 3aLLUTLI ABMAETCH OAHUM U3 Hanbonee BaXHbIX acnekToB
nporpamMmbl 06y4eHusi uHpopMaLMoHHon GesonacHocTy. Kaxxaas opraHnsaumns ormkHa paspaboTtaTte cobCTBeH-
Hyto nporpaMmy o6y4eHust MHgopMaLMoHHOK 6e30MacHOCTU CornacHo ee NoTPeBHOCTAM U CYLLECTBYIOLIM U
3annaHMpoBaHHbIM Mepam 3alumTbl. Huke nprBeaeHsb! npuMepbl TEM, CBA3AHHBIX C MPYMEHEHEM Mep 3aLLUThI, B
KOTOPbIX cHaNaHCUPOBaHbI TEXHUYECKNE 1 OpraHn3aLoHHble acnekTbl GesonacHoCTu:

- IHdPACTPYKTypa CUCTEMbI GE30NACHOCTU:

ponu 1 06A3aHHOCTH,
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cTpatervs 6e3onacHocTy,

perynspHas nposepKa cornacosaHHOCTA Mep 3aLu1Thl,

06paboTka NHLMOEHTOB, CBSA3aHHbIX C HapyLleHeM 6e3onacHocTy;
- pusnyeckas 6e30nacHoOCTb:

30aHus,

opuCHbIE 1 KOMMLIOTEPHBIE NOMELLEHNS U KOMHATB,

obopynosaHue;

- 6e3onacHoOCTL NepcoHana;

- BesonacHoOCTb HocUTeNen;

- 6e30nacHOCTb annapaTHbIX cpeacTB/MporpaMmMHoOro obecneveHus:

naeHTUUKaLMA 1 ayTeHTUdUKaLms,
JIOTMYECKUIA KOHTPOSb 4OCTYNA,
y4eT 1 ayanT 6e30nacHocTH,
o4YuCcTKa HocuTenen AaHHbIX;
- TENEKOMMYHUKaLMOHHas 6e30nacHoCTb:
ceTeBast MHpacTpyKTypa,
KaHarbl, MapLUpyTU3aTopPbI, LUMIO3bl, MEXCEeTEBbIE 3KpaHbl,
WHTepHET 1 Apyrie BHeLIHUe CBS3N,
HenpepbIBHOCTL G13Heca, BKNoYas NNaHUpoBaHe AeNCTBUIA B YpeaBblHaiHbIX cuTyaumsax (BoccTa-
HOBIEHWE MOCNe aBapuin), cTpaTeris 1 nnaH(nnaHb).

10.4 Mpouecc ogo6peHNA UHHOPMaALIMOHHBLIX CUCTEM

OpraHusaumm aormkHbl obecnednTs ogobpeHue BCex U NpeanoYTUTeNIbHbIX MHAOPMaLMOHHBIX CUCTEM Ha
npedMeT UX COOTBETCTBUS YCTaHOBMEHHbIM TpeGoBaHUAM NOMUTUKA MHOPMaLMOHHOM 6e30MacHOCTU U NaHy ee
obecneveHust. Mpouecc ogobpeHns AonkeH ObiTb NPoBeAeH TakMU MeEToAaMMU, Kak NpoBepKa cornacoBaHHOCTU
Mep 3aLWThbl, TECTUPOBaHWE Mep 3aLLuThl W/UNn oLeHKa cucTembl. Mpoueaypbl 0406peHns MoryT NPOBOAUTLCA
COrnacHo cTaHgapTam opraH13aumm Ui HaLMoHamnbHbIM CTaHAapTaM, a OpraH, BbINOMHSIOLLMIA NpoLeaypy oao6-
PEHUsl, MOXET BbITb BHYTPEHHWUM U BHELLHUM MO OTHOLLIEHWIO K OpraH13aLyu.

Mpouecc ogo6peHns AosbkeH bbiTb HanpasieH Ha obecnevyeHne BHeAPEHHLIMU MepaMU 3aLUUTbI HEOBXoaW-
MOro ypoBHsi 6esonacHocTu nHdopmavm. OgobpeHue OoIPKHO UMETL CUITY Anisl KOHKPETHOW onepaLyoHHOM cpe-
[bl B TeYEHWe KOHKPETHOTO NepMoaa BpEMeHW, OFOBOPEHHOTO B CTpaTErMn UK niiaHe obecneyveHns nHcdopmaLu-
OHHol 6e3onacHocTU opraHusauuu. Jiobblie 3HaYUTENbHbIE U3MEHEHUS B MEepaXx 3aLLUTbl UMM U3MEHEHUS! B UHCT-
pyKuusx, BnusatowmMe Ha 6esonacHocTb, MOryT noTpeboBaTb HOBOrO UX oaobpeHus. Kputepuu, Ha ocHoBaHWN
KOTOPbIX AenaeTca HoBoe 040bpeHWe, AOMKHBI ObITb BKITIOYEHbI B CTpaTervio uHgopmaLyoHHon 6e3onacHoOCTH
opraHvzauun.

Mpouecc oao6peHusa cuctem UT cocTouT, rnaBHbIM 06pa3om, U3 aHanM3a JOKYMEHTOB, TEXHUYECKUX OCMOT-
POB 1 OLLEHOK (HaNpUMep NPOBEPKU COrNIacoBaAHHOCTU Mep 3aLUmnThbl). [Ns BbINOMHEHWS 3TOro npoLiecca Heobxo-
VMO PYKOBOACTBOBATLCS CIEAYIOLLIMMU NOSIOXKEHUSIMUA:

- Npouecc 0406peHUs AormkeH BbiTb CrNTAHUPOBaH U NPUCNOCOBIEH K KOHKPETHBIM MHCOPMALMOHHBIM CUC-
TeMaM; ATOT NePBbIi LAar NOMOraeT Takke ornpeaenuTh rpaduk ocyLlecTBeHu s nrnaHa uHdopmaLuoHHon 6e3o-
NacHOCTU, HeOGXOAUMbIE PECYPChI U OTBETCTBEHHOCT;

- BOMKHbI GbITb COBpaHbI AOKYMEHTI, UCMONb3yEMbIE B NPOLIECCE;

- KaXkAbl1 AOKYMEHT A0SDKEH NPoBepsATLCS Ha NOSIHOTY U COrMacoBaHHOCTb € APYTMMU IOKYMEHTaMu;

- DOMKeH 6bITb 3aKOHYEH aHaNM3 U TECTUPOBAHUE MO KPUTEPUAM, ONUCAHHBIM B NilaHe MHPOPMALMOHHON
6e3onacHocTy;

- uTorn Npouecca oAobpeHus A0MKHbI BbITb M3NOXEHbI B OTYETE C ykazaHUEM YPOBHSI COOTBETCTBUS CUCTE-
Mbl TpeGoBaHUAM 6e30MacHOCTU (MoNHas, YaCcTUYHas, orpaHUYEHHaA UM HECOOTBETCTBUE), HANMUNS OTKITOHEHWIA
WNn orpaHu4eHnii B paboyem npoLecce;

- HoBOE 0a06peHMe HeoBXx0ANMO, ECIU MHOPMAaLMOHHaA CUCTEMAa UKW ee cpeaa NpeTeprenin U3MeHeHUs,
aTakkKe B KOHLIe Cpoka AeACTBUS NpebiayLuero oqobpeHus.

Cpa3y nocre okoH4aHus npolecca o4obpeHns HauuHaloT Npoueaypbl CONPoBoXAeHNUS MHGOPMaLMOHHOM
cuctembl. ConpoBoXxaeHue noMmoraet obHapyXuUTb U NpoaHann3aMpoBaTb U3MEHEHUS B CUCTEME, ee 3aLUUTE U
cpeae. Mpu obHapy>eHU sMeHeHW B cucteMe Heobxoaumo ee 0GHOBMNEHMWE C NOCNEAYIOLWMM HOBbIM ogo6pe-
HUEM.
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HeobxoanmocTs 0106peHrs cucTeM KOMMEPYECKOTo NapTHepa onpegenseTcs 6a3oBbiM ypoBHeM Gesonac-
HOCTV U HOPMaMW, AEACTBYIOWUMM B OPraHu3aumu, kotopast:

- )XenaeT yCTaHOBUTb coGCTBEHHYI0 Bepcuio 6a30BOro ypoBHsi 6e30nacHOCTU UMK CBOM HOPMbI U Nepeaars
nx napTHepam/nocTasLmkam ana ogobpeHus 4o NoAKIIoYEeHUs K CBOMM pecypcam;

- BEAieT TOProBIio C APYrMMU KOMINaHUSIMU U XXenaeT NoAaepXXueatb ¢ HUIMU MHOPMAaLIMOHHYIO CBA3b, NS
Yyero el Heo6Xxo0aAMMO NPOAEMOHCTPUPOBATL CBOW YPoBeHb Ge3onacHoCcTU ¢ No3uLmin 6a3oBoro yposHs 1 0bLLMX
HopM Ge3onacHoCcTY;

- )XenaeT YCTaHOBUTb YPOBHW PUCKOB HapyLUeHUA MHdopMaLMoHHO 6e3onacHOCT Ans Apyrux UHdopMa-
LiIOHHO NOACOeAUHEHHBIX KOMNAaHWIA, KOTOpPble 3T KOMNaHWU A0MKHbI cobnogaTs. OTo AacT BO3MOXHOCTL opra-
HM3aLMM 3aCTaBUTb NapPTHEPOB NPOBECTU NpoLecc ofobpeHus 6e3onacHocT! CBOUX CUCTEM Ha OCHOBaHWUM NMpo-
BEPKN COTMacoBaHHOCTU Mep 3aluThl, KOTopble ByAyT yka3blBaTb Ha CTEMEHb COOTBETCTBUA 3TUX Mep HacTsIM
6a30BOro ypoBHS1 U HopM 6e30MacHOCTU, COBMECTUMBIM C MPUHATLIMU B OpraHu3aLun TpebosaHuammn 6esonac-
HOCTW.

11 Mocnepyiowee conpoBoOXAeHNE CUCTEMbI

Mocnepyioluee conpoBoxaeHne cuctembl UT (xoTs UMK YacTo npeHebperatoT) aenseTca ogHUM 13 Hanbo-
nee BaXkHbIX acnekToB obecneyeHus MHdopmaLmoHHol besonacHocT. BHeapeHHble Mepbl 3aLuTbl MOTYT ObITb
a¢ppeKTUBHBI, €CININ OHU NPOBEPEHbBI B peanbHOM Npou3BoAcTBEHHOM npolecce. HeobxoaMMa yBepeHHOCTb B
TOM, YTO 3aLLUTHBIE MEPbI UCMOSB3YIOTCA NPaBUILHO U M06ble UHUUAEHTHI U U3MeHeHUs1 besonacHocTu GyayT
oBHapyeHbl Npu conpoeoXxaeHUW. MaeHas Liefb NocneayoLWwero ConpoBoXaeHUs CocTouT B obecneveHnn npo-
[omkeHUs dyHKLMOHNPOBaHUS MEp 3aLUUTLI CUCTEMBI, KaK ObLIo Ha3HaYeHo Npu UX rrlaHuposaHuK. Co BpeMeHeMm
KayecTBO paboThl KaXKAO0r0 MexaHU3ma Unu cnyx6bl cHukaetcs. Mocneaylollee conpoBoXAEHWE AOMKHO 06Ha-
PYXWTb 3TO YXyALUEHWNE N ONPEAENUTL KOPPEKTUPYIOLLME AEUCTBUS. DTOT cnocob ABnsieTcsl eAMHCTBEHHBIM ANs
noaaepxaHus HeoBXoAMMOro Ans 3aLLUTbI CUCTEMBbI YPOBHSI GesonacHocTy. MpoLeaypbl, ONUCaHHbIE B HACTOS-
LLeM paszgene, CocTaBmnsioT 0CHOBY adheKTUBHOM NporpaMMbl NOCHEAYIOLLETO CONPOBOXAEHUS. YNpaBneHue
NHbopMaLMOHHON 6e30NacCHOCTLIO ABMSETCA HeMpPepbiBHLIM NPOLLECCOM, KOTOPLIA HE 3aBepLLIAeTCs Nocsie Bbinos-
HeHuA NnaHa obecneveHnsi 6e3onacHoCcTy.

11.1 O6cnyxuBaHue

BonbLUMHCTBO Mep 3aLnThl TPEOYIOT 0BCNYXUBAHNUSA 1 aAMUHUCTPATUBHOW NOAAEPXKKN ANs o6ecneveHuns
NX NMPaBUbHOrO U COOTBETCTBYIOLLEro hyHKLIMOHNPOBaHUS B TeYeHWe cpoka crykbbl. 3T aecTeuA (o6enykusa-
HVe N aAMUHUCTPUPOBaHWE) OOMKHbI NS1aHUPOBATLCA U BbIMOMHATECS PETYNAPHO, YTO AOMKHO CBECTU K MUHUMY-
MY CBAI3aHHble C HUMW HakrnagHble pacxodbl M CoOXpaHuTb aeKTUBHOCTb MEP 3aLLUThI.

Ons obHapyxeHus cboes B cnuctemax UT Heobxoamm nepnoamnyeckinin KoHTpons. BeckoHTponbHan mepa
3alMThI He NPeacTaBnseT LeHHOCTU, Tak Kak Hefb3s OnpeaennTb, B KaKOW CTENEHN MOXHO Ha Hee MOSNOXUTLCS.

O6cnyxu1saHue BrovaeT B cebs:

- MPOBEPKY CUCTEMHbIX XXYPHaOB;

- KOPPEKTUPOBKY NapaMeTPOB, OTPaKAIOLLNX U3MEHEHUS U A0GABNEHNS B CUCTEMY,

- epeoLeHKY PbIHOYHBIX LEH U CXeM NepecyeTa;

- 0BHOBMNEHME CUCTEMDBI HOBLIMU BEPCUAMN.

3atpartbl Ha o6cnyxMBaHne 1 adMUHUCTPUPOBAHWE AOMMKHBI BCErAa paccmaTpuBaTbesl OTAENBHO MNP OLeH-
ke 1 BblBope Mep 3aLUuTbl, TaK Kak CTOUMOCTb OBCNYKUBaHNS 1 2AMUHUCTPUPOBAHNS MOTYT 3HAYUTENBHO OTNN-
YyaTbCs 415 pasnnyHbIX Mep 3awuThl. [osToMy 3aTpaThl MOMyT ObITh ONpeaenaoLLMM (akTopoM Npu Belbope Mep
sawuThl. B obLiem cnyyae xenatenbHo sBesae, rae BO3MOXHO, CBECTU K MUHUMYMY 3aTpaThbl Ha o6cnyxmsaHue
N aAMUHUCTPUPOBaHME, NOCKOSIbKY OHU NPEACTaBNSAIOT COBON Nepuoanyeckme N3gepXki, a He OQHOPAa30BbIE
3aTparbl.

11.2 NMpoBepka coOTBeTCTBUA 6e30nacHOCTU

MpoBepka cooTBETCTBUA 6e30NacHOCTU BKITl0YaeT B ce6st 0630p U aHanma OCyLLECTBNEHHbIX MEp 3aLLUUTI.
OHa ucnonbayeTcs Ans KOHTPOMSA COOTBETCTBUS MHOPMALIMOHHON CUCTEMBI UNU YCITYr TPeBOBaHNUAM, yKkasaH-
HbIM B MONUTUKe 6e30NacHOCTU, MPUHATON opraHu3aunei, 1 nnaHe HgopmaLnoHHo 6esonacHocTu. Mposepku
YpOBHS 6€30MacHOCTY MOrYT UCTOMBb30BaTHLCA OS5 KOHTPONS B CUTYaUUsIX:

- BHEAPEHWS HOBbIX MHPOPMaLMOHHBIX CUCTEM U YCNYT;

- HACTYMMEHNUs BpEMEHUW Nepuoanyeckoil (Hanprumep roaoBoii) NPOBEPKMN CYLLECTBYIOLLX CUCTEM UMN YC-
nyr;

- BHeCeHWs 3MeHeHW B cTpaTternio MHpopMaLMoHHON 6e30NacHOCTM CYLLECTBYIOLLMX CUCTEM U YCIYT C
Lernblo onpeaeneHusi monpasok, Heo6XoAMMbIX A COXpaHeHUs1 3aaaHHoro YpoBHS GesonacHocTy.
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MpoBepku 6e30NacHOCTU MOMYT MPOBOANUTLCA C UCTIONb30BaHWEM COBCTBEHHOMO UMW NPUBIEYEHHOTO Nep-
COHasa u, Mo CyWecTBY, OCHOBaHbl Ha UCMOMb30BaHUMU KOHTPOMbHBLIX MPOBEPOK, Kacalowwmxca cTpaterum 6e3o-
NacHoOCTH.

Mepbi 3a1UMTLI MHOPMALMOHHOW CUCTEMbI MOTYT ObITh NPOBEPEHBI:

- NepuoaN4ECKUM KOHTPOSMEM U TECTUPOBaHUEM;

- oTCNeXueaHWeM MHUMAEHTOB B NPOLLECCce aKCrlyaTauum CUCTEMbI;

- NpoBeaeHNEM BbIBOPOYHBIX MPOBEPOK C OLIEHKOW YPOBHSA 6€30MacHOCTU B CneundU4ecKUX YyBCTBUTENb-
HbIX 06N1aCTAX AEATENBHOCTU OPraHM3aLM UMK B MecTax, Bbi3biBaloLLmMx 66CnoKoncTso.

Mpu npoeeaeHWK M0G0 NpoBeEPKU YpoBHA He3onacHoCTU LieHHas uHdopMaLuma o paboTte HgopmaLoHHON
cucTeMbl MOXeT ObITb NONyYeHa OT UCTONb30BaHUS:

- MaKeTOB NPOrpamMm, pErMCTPUPYIOLLIMX COBbITUS;

- KOHTPOSBHBIX XXYPHANOB C MOTHOM 3aNUCbIo COBLITUIA.

Mposepka ypoBHA Ge3onacHoCTU, NPoBOAMMas B NpoLiecce 0A06peHUA 1 Npy AanbHEALWNX perynsipHbIX
npoBepkax, AormkHa 6a3npoBaTbcsl Ha COrMacoBaHHbIX MEPEYHSIX MeP 3aLlUTbI, COCTaBNEHHbIX MO pe3ynbrataM
rnocreaHero aHanusa puckos, Ha cTparerin MHopMaLMoHHOM 6e30NacHOCTU, NPUHATON B OpraHM3aLmu, a Takke
WHCTPYKUUAX No MHopMaLoHHoi 6e30nacHOCTU, MPUHATBLIX PYKOBOACTBOM OpraHu3auuu, BKlodas perucrpa-
Lo nHunaeHTos. Lienb nposepok — ybeanTbea, YTO Mepbl 3aLLUThl BHEAPEHbI KOPPEKTHO, NCMOoSb3yloTcs nNpa-
BUMbLHO U (NpY HE06X0AUMOCTU) TECTUPOBaHSI.

KoHTponep/vuHecnekTop no npoBepke ypoBHA 6e30MacHOCTU AOMMKEH B TeYeHue paboyero AHs NpoxoauTb No
nomeLLeHVsaM 1 HabnoaaThb 3a BbIMONIHEHNEM Mep 3aLuThbl. Pedynsrarbl HabniogeHWn AoHkHbI BbITb, MO BO3MOX-
HOCTW, NepenposepeHbl. Jlioan 0bbIMHO rOBOPAT TO, YEMY BEPST, a He To, YTO eCTb Ha cCaMoM Aerie, No3ToMy
HeoBxo4MMbl NepenpPoBEpPKN NPY y4acTumn Apyrux Niogein, paboTtaloLmx BMecTe.

Bonbluoe 3Ha4eHWe Npu NpoBepKe YPoBHS 6e30MacHOCTU MMeloT nogpobHaa Tabnuua KOHTPOIIbHbIX MPoBe-
POK 1 cornacosaHHas dhopMa oT4YeTa Mo pesynbsratam Nposepku. Tabnuua KOHTPOrbHLIX NPOBEPOK AOIMKHA OXBa-
TbiBaTb 06LLYI0 NaeHTUDULMPYIOLLYIO MHdOPMaLMIo, HanpUMep AeTanu KoHUrypaumm cuctTeMbl, 06s13aHHOCTH
nepcoHana no obecnevyeHunto NHopMaLMoHHON Ge30nacHOCTK, AOKYMEHTDI, ONpeaensioWmve cTpaTervio, okpyxa-
oLyto o6cTaHoBKY. Pranyeckas 6e3onacHOCTb AOIPKHA KacaTbCsl Kak BHELUHUX (HanpyuMmep okpyxatoLlei obeta-
HOBKM BOKPYT 342HUs1, BOSMOXHOCTU NPOHUKHOBEHMWS Yepes3 KPbILLKKX JII0KOB), Tak U BHYTPEHHUX (HanpyuMep npoY-
HOCTW KOHCTPYKLMM 342HUSI, 3aMKOB, CUCTEMbI NOXAPHON CUrHANM3aLUN U 3aLLMTbI, CUCTEMbI CUrHANM3aLMKU NpY
3aTONNEeHUN BOAONKNAKOCTbIO, OTKA30B B 9HEProcHabXeHUN U T. 4.) acNeKToB.

CyLecTBYeT psg KpUTUYECKUX A5 Ge3onacHocT cnabbix MecT, TpebytoWwmx KOHTPONS:

- 0bnacTu, AocTynHble ANst PU3UHECKOro MPOHUKHOBEHWS MW OXpaHAeMble NO NepuMeTpy (HanpuMmep 3ak-
JIMHEHHbIE ABEPU, KOTOPbIE OTKPbLIBAIOTCA KAapTOUKaMM Ui HaBOPHBIM WKdpom);

- HenpaBunbHO paboTaroLmMe NN yCTaHOBMNEHHbIE MEXaHN3Mbl (HanpuMep Ux oTCyTCTBUE, HENOSTHOE pac-
npegerneHune no KOHTPONMPYEMO 30HE UM HenpaBurbHbIA BEIGOP TUMNa AETEKTOPHbIX YCTPONCTB).

[JocTaTouHo N AeTEKTOPOB AblMa/TeMnepaTtypbl ANs AaHHOR 0bracTy, YCTaHOBIeHbI S OHU Ha NPaBUIbHON
BbicoTe. CpabaTbIBaeT i cucTeMa curHanmsaumnn. MNMoaaeTtcs N ee curHan Ha KOHTPOMbHBIA NYHKT. He nossuiuch
JI1 HOBbIE UCTOYHWKM Yrpo3, HAaNpUMep, He UCNOMb3YETCS SN NOMELLEHWE 1A XPaHeHUs NIerkoBocnameHso-
Wwmxcs Belects. MMeeTca nin ageksaTHbIN 3anacHOi MCTOYHMK SMEKTPONUTaHNA 1 NpedycMOTPeHb! v npoueay-
pbl ero BkntodeHus. MNpaBunbHO M BblIBpaHbl TUMbI KABeNer, He MPOXOAAT SM OHWN OKOSO OCTPbIX KPOMOK.

Mpu noucke cnabblx MECT MOXET BbITb NOME3HO OTBETUTL Ha CreaytoLne BOMNpPOChI:

- 6esonacHocTb NepcoHana (HeobxoanuMocTb CeanTs 3a NpoLiedypamu npuemMa Ha cryxoy):

[eCTBEHHbI M pexoMeHaaLmMn. MposepeHbl N NepepbIBbI B TPYAOBON AeATENBHOCTU. MIMeeT N nepcoHan
npeacTaenexne o 6esonacHocTu. CyLLEeCTBYET /M 3aBUCUMOCTb KITOYEBLIX PYHKLUIA OT OAHOIO YeroBeka;

- opraHM3aLmoHHasa 6e30nacHOCTb:

Kak pacnpeaenaTca AOKYMEHTbI. ABMATCS N AOKYMEHTLI 06LLEro nonb3osaHus obHoBneHHbIMU. Mpa-
BWJIbHO NI MCNONB3YIOTCA NPpoLeaypbl Mo aHanMay pucka, NpoBepKe COCTOSHWS U perncTpaLm MHLMAEHTOB. HAB-
NAeTCs K nnaH oGecneveHmns HenpepbIBHOCTM BM3Heca KOPPEKTHLIM 1 AENCTBYIOLLM;

- 6e3onacHoOCTb annapaTtHbIX CPeacTB/MporpaMMHOro obecneyeHus:

HaXOAUTCS N1 pe3epPBHOE KOMMPOBaHME Ha AOCTATOMHOM YPORBHE. Hackonbko XopoLum npoueaypbl Bbibopa
naeHTudmkaTopa/napons nosbsosarenein. Coaepxar N KypHarbl KOHTPOMSA PerucTpaLuto oLMGOK 1 UX Npocne-
XMBaHWE C 4OCTAaTOUHON CTeNeHbI0 AeTanmn3aumum 1 BbiIGopoM. COOTBETCTBYET N NPOBEPEHHas nporpamMmMa corna-
COBaHHbIM TPebOBaAHNUAM;

- 6e3onacHOCTb KOMMYHUKALUIA:

obecneyeHa N1 Tpebyemas cTeneHb AyOnmpoBaHns; UIMEETCs N HeoBxoaMMoe 0bopyaoBaHUe U NporpaMmHoe
obecnevyeHune 1 NpaBuUbHO NN OHO Ucnonb3yeTcs Npy Habope TenedoHHOro Homepa ¢ KnasuaTypbl IBM. Ha-
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ckonbko addheKTUBHA cUCTEMa ynpaenieHys Kiio4aMu U CBA3aHHbIe C 3TUM onepaumu, ecnv TpebyeTcs wndposa-
Hue n/unu ayTeHTudmukaumus coodbeHna?

Mposepka yposHsa BeaonacHOCTU — BaXkHasA 3agada, TpebyloLas aAns ycnelHoro ee BbINosHeHUs JocTa-
TOYHOTO ONMbITa 1 3HaHWA. DTOT OTAENbHBIA BUA AEATENBHOCT OTIIMMAETCS! OT BHYTPEHHErO ayiuTa B OpraHu3aLum.

11.3 YnpaBneHue uaMeHeHUsIMU

WHbopMaLmoHHbIE CUCTEMbI U OKpYKaloLLasl cpeaa, B KOTOPOW OHW (OYHKLIMOHUPYIOT, MOCTOSIHHO U3MEHSIIOT-
cs1. IameHeHUst MHOpPMaLMOHHBIX CUCTEM ECTb PE3YNbTaT NOABIEHNUS HOBbIX 3aLLUMTHBIX MEP U YCITyT Uiy o6Hapy-
XKEHMS HOBbIX YrPO3 1 YA3BMMOCTEN. [JlaHHble U3MEHEHWA MOTYT Takoke NPUMBECTU K HOBbIM Yrpo3am 1 obpasoBa-
HUIO HOBbIX YA3BUMOCTeN. MI3ameHeHNs MHopMaLMOHHOW CUCTEMBI BKITIOYAIOT B cebs:

- HOBble NpoLeaypbl;

- HOBbI€E 3aLLNTHbIE MEPBI;

- 0BHOBIEHWE NPOrPaMMHOro obecneveHuss;

- MepecMoTp annapaTHoi cpeabl;

- NOSABINEHME HOBbLIX MOTPEOUTENEN, B TOM Y/CHE BHELLHWUX OPraHU3aLuvii U aHOHUMHBIX MOSbL30BaTENel;

- BOMNOMHUTENBHYIO OpraHn3aLnio CETU U BHYTPEHHIOK CBA3b.

Korga nnaHunpytoTcs Ui NpoucxoaaT nameHeHust B UHopMaLMOHHOM cUCTEME, BaXKHO onpeaenuTb, Kak
3TO NOBNUSAET (eCnn NOBMAUSET) Ha MHOPMaLMOHHYIO Be3onacHoCTb cucTeMsbl B Lieriom. Ecnu cuctema umeet
cnyx6y ynpasneHus kKoHdUrypauuen nnm gpyryto opraHnsaLMoHHYIO CTPYKTYPY, YNpaBnsiioLyto TEXHAHECKUMA
CUCTEMHbBIMU UBMEHEHWSIMU, TO B COCTaB 3TOM CITy>KObl AOIMKHO ObITb BKIMIOYEHO OTBETCTBEHHOE NULIO Mo be3onac-
HOCTU UN ero NpeAcTaBUTENb C MOMTHOMOYUAMM OTNPEAENATL BO3AeCTBME Noboro MaMmeHeHUs Ha UHopMaLmoH-
Hyto 6e3onacHocTb. [pn 6oNbLWNX N3MEHEHUSIX, BKIOYatoLWMX B cebsi NOKYNKy HOBbIX annapaTHbIX CPeacTs,
nporpaMmmMHoro obecrnevyeHust, cnyx6a NpoBoAMT NOBTOPHbIN aHanu3 TpebosaHui 6esonacHocTu. MNpu He3Hauu-
TeNbHbIX U3MEHEHUSAX B CUCTEME BCECTOPOHHWIA aHanua He TpebyeTcsl, HO BCe-Taku HEKOTOPbIY aHanM3 Heobxo-
AnM. B oBoux criydasx criefyeT oLeHUTb NPerMYLLIECTBA U pacxoibl, CBSI3aHHbIE C U3MEHEHUsIMU. [1nsi He3Hauu-
TenbHbIX UBMEHEHWIA 3TOT aHann3 MOXeT ObITb NpoBeaeH HeodULManNsHO, HO Pe3yrbTaTbl aHanM3a v CBA3aHHbIE C
HUMM pELLEHUS AOIMKHbI ObITb 3aperMcTpupoBaHbl.

11.4 MOHUTOPUHT

MOHWUTOPWHI — 3TO NPOAOIPKEHNE AEVCTBUIA, HaNpPaBneHHbIX Ha MPOBEPKY COOTBETCTBUSA CUCTEMDI, €€ MOSTb30-
BaTenen 1 cpeabl ypoBHI0 6e3onacHoCTH, NpeaycMOTpeHHOMY NiiaHoM UHAOpMaLMOHHOW Ge30nacHOCTU, NPUHS-
TbIM B opraHusauum. HeobxoaunMbl Taioke NoBceAHEBHbIE NJ1aHbl KOHTPOA € AONONHUTENbHBIMU PEKOMeHAaLWs-
MU 1 NpoLeaypamm anst obecneveHuns 6esonacHoi paboThbl CUCTEMbI, NEPUOANYECKNE KOHCYNETaLMKU C NONb30Ba-
Tensamu, pabourm nepcoHanom 1 paspabotymkammn cuctem ans obecnedeHns NOHON OTCNEXUBAEMOCTU BCEX
acnekTos 6e30nacHOCTM 1 COOTBETCTBMSA NiaHa MHPOPMaLMOHHON 6e30MaCHOCTY TEKYLLIEMY COCTOSIHUIO AEN.

OgaHa 13 NPUYKH, onpeaenstoL X BaXkKHOCTb KOHTPOSS HopMaLMoHHON 6e30MacHOCTH, 3aKniovaeTcs B
TOM, YTO OH NO3BOSIAET BbIABUTL U3MEHEHUS, BIMSIOLWLME Ha Ge3onacHOCTb. HekoTopble acnekTbl obecnedeHns
6esonacHocTu UT, koTopble AOMKHBI HaXoAWUTLCSA No4 KOHTPOMEM, BKITIOYAIOT B cebsl akTMBbl U MX CTOUMOCTb,
Yrpo3bl aKTUBaM U UX YSI3BUMOCTb, Mepbl 3aLLUTbl aKTUBOB.

AKTUBbBI KOHTPOSIMPYIOT ANs1 onpedeneHns U3MeHeHUiA NX LLEHHOCTU U oBHapyKeHusl U3aMeHeHuiA B Tpebosa-
HUAX MHOPMALMOHHO 6e30NacHOCTU cUCTEM. BO3MOXHbLIMM MPUYMHAMU 3TUX U3MEHEHWI MOTYT ObITb U3MeHe-
HuS:

- NPOV3BOACTBEHHbIX Liernei opraHn3aLmm;

- NPOrpaMMHbIX NPUNOXEHWIA, paboTatoLnx B UHOPMaLWMOHHON cucTeME;

- HdhopmaLmmn, obpabaTtbiBaeMoil UHPOPMAaLIMOHHON CUCTEMOIA;

- annapaTtHoro obecneYyeHns MHPOPMaLMOHHON CUCTEMBDI.

Yrposbl U YA3BMMOCTU KOHTPOJSIMPYIOT C LiENbI0 onpedeneHnst UaMeHEHUA B YPOBHE UX ONAcHOCTU (Hanpu-
Mep, Bbl3BaHHbIX M3MEHEHNSAMU cpedbl, MHAPACTPYKTYPb! UM TEXHUYECKUMI BO3MOXHOCTAMW) 1 OBHapyXeHUs
Ha paHHe cTaguy Apyrux BUAOB Yrpos Ui yasBuMocTei. MUsmMeHeHus1 yrpos 1 ysassuMocTeil MoryT GbiTh Bbi3Ba-
Hbl TaKKE B pe3ynbTaTe MU3MEHEHMW B aKTMBaXx.

Mepbl! 3aLLMTbI KOHTPOSIMPYIOT Ha MPEAMET UX COOTBETCTBUA Pe3yNbTaTUBHOCTY U 3hEKTUBHOCTU B TEHeHUE
BCEro BpemMeHu npumeHeHns. Heobxoaumo, 4toGbl 3aLlUTHbIE Mepbl Obln aaekBaTHbIMA U 3aLMLLanu UHdopMa-
LIMOHHYIO cUCTEMY Ha TpeByeMoM ypoBHe. He UCKIIoUeHO, YTO UBMEHEHUS, CBAI3aHHBIE C aKTUBaMMU, Yrpo3amu 1
YSI3BUMBIMW MECTaMW, MOTYT NOBUATL Ha 3 DEKTUBHOCTL U aAEKBaTHOCTb MED 3aLLUTDI.

Kpome Toro, ecnu BHeapaeTca HoBas MHgOpPMaLMOHHAsA CMCTEMA UMK U3MEHSIETCA CYLLECTBYIOWas, TO
nosiBnsieTcst HeobXoAMMOCTb Y6eaUTLCS B TOM, YTO TaKUe U3MEHEHUSI HE NOBIIUSIIOT HA COCTOAHWUE CYLLLECTBYIO-
LLMX MEP 3aLLMTbI U HOBblE CUCTEMbI BYAYT BBEAEHBI C aAeKBaTHbIMU MepaMu 3alLUTbl.
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Mpwv 06HapPYeHUM OTKITOHEHW B Ge30NacHOCTU UHEOPMALIMOHHON CUCTEMBI HEOHBXOANMO X UCCIENOBATL
1 pesyrraTbl 4ONOXKUTb PYKOBOACTBY OpraHu3aLmm st BO3MOXHOIo NepecmoTpa Mep 3aluThbl U, B cEpbe3-
HbIX Crly4asix, nepecmoTpa cTpaTerim nHdopMaLMoHHoW 6e3onacHOCT U NPoBEAEHUA HOBOIO aHanM3a pUCKOB.

B uensix obecneyeHus TpeboBaHMiA TONATUKA MHOPMALIMOHHON 6€30NacHOCTU A0SMKHBI ObITh MPUBEYEHDI
COOTBETCTBYIOLLME PECYPCHI AN nogaepXaHusi HeobXoaAMMOro ypoBHsi NOBCEAHEBHOIO KOHTPONS cneayloLmx
ANeMEeHTOB:

- CYLLIECTBYIOLLMX MEP 3aLMUTHI;

- BBOJ@ HOBbIX CUCTEM WA YCIYT;

- NNaHNPOBaHUSA U3MEHEHUI B CYLLIECTBYIOLLMX CUCTEMAX MU yCryrax.

BbixoaHble AaHHbIe 3aLUTHBIX Mep UKCUpYIOT B dhopmMax 3anucu painnos perucTpanmm AaHHbIX NPy nosis-
NeHnn cobbITUIA. DTU dhaiinbl perucTpauum aHHbIX A0IKHBI 6bITb NPoaHANU3MPoBaHb! ¢ UCMOSb30BaHUEM CTaTUC-
TUYECKMX METOAOB A1 paHHEro obHapyXeHUsl TEHAEHLMIA K UBMEHEHUSIM 1 OOHaPYXeHWS NOBTOPSIEMOCTM UHLIN-
neHToB. OpraHnsaumns Ao/kHa HasHaYUTb UL, OTBETCTBEHHbIX 3a aHanu3 3TUX hainoB permcTpauum AaHHbIX.

B ancTpubyTuBHLIX cpeaax dbaiirbl perucrpaumm AaHHbIX MOTYT 3anucbkiBaTb MHGOpMAaLIMIO, OTHOCSILLYIOCA K
oaHou cpeae. Ans BepHOro NOHMMaHUs NPUPoAbI CIIOXKHOro cobbiTUa HeobXxoAMMO 06 BLEANHUTL MHOPMALINIO
pasnuYHbIX PanNoB permcTpaLmMmn AaHHbIX M CBECTU ee B OfHY 3anuck o cobbitun. O6beauHeHUe 3anuceit cobbl-
TUA NPeaCTaBMAET CIIOKHYIO 3a/1a4y, BaXKHbIM aclEKTOM KOTOPOW sIBNsieTcs uaeHTudukauus napamerpa (unu na-
pameTpoB) 06 beANHEHNS 3anUcK pasniHbIX (halinoB permcTpauum AaHHbIX C apaMeTpoM KOHUAEHLMANBHOCTU.

MeTopa ynpasrieH1s KOHTpoNeM eXeqHEBHOTO MOHUTOPUHra 3aKriovaeTcsl B NOAroToBKe AOKYMeEHTaLuu,
onucklBatoLLen HeoBXoaAMMble AEACTBUSA NPY BbIMOMHEHUU NPOU3BOACTBEHHbIX NpoLeayp obecneyeHus 6esonac-
HocTW. OTa JOKYMeHTaLuWs onuckiBaeT AecTBusl, HeobxoaumMble Ans noaaepxaHus TpebyeMoro ypoeHs 6esonac-
HOCTW BCEX CUCTEM W YCryr n obecneyeHns ero noATBepXaeHUs B Te4eHUe AIMTENbHOTO BPEMEHMU.

Mpoueaypbl akTyanusawum koHdurypaumm cuctembl 6e3onacHOCTU A0MKHBI 6bITb 3a40KYMEHTUPOBAHBI.
Mpoueaypkl 4oMmMKHBI BKOYATb B cebsl kKoppeKTUpyloLume napameTpbl 6e30NacHOCTU M akTyan1aawmm 1oboin nH-
dopmaLmm no ynpaeneHuto 6esonacHocTb0. ATU 3MeHeHUs A0KHbI BbITb 3aperncTpupoBaHbl U 0406peHb! B
paMKax NpoLeccoB ynpasnieHus koHdurypaumen cuctembl. OpraHnsaums 4OMPKHa YCTaHOBUTL NpoLeaypbl Bbl-
NOMHeHUs perynsipHoro obcnyxusaHus ans obecneveHns 3awmTbl oT yrpo3 6esonacHocTy uHdopmauun. OpraHn-
3aLMA JOMKHA YCTaHOBUTL NOPSAOK BbIMOMHEHWS1 AOBEPUTENbHBIX pacnpedenieHHbIX npoLiedyp Anst KaXaoro KoM-
NoHeHTa 6e30MacHOCTY (€GN 3TO MPUMEHUMO).

HeobxoanmMo onucaHure npoueaypbl KOHTPONA Mep 3awwmTbl. JosmkHbI ObITb YCTaHOBNEHbI CNOcO6b! U4acTo-
Ta NpoBeAeHVs MPOBEPKN YPOBHS 3awumieHHocTU. HeobxoanMo onncarHue NpuMeHeHna MeTOA0B 1 MHCTPYMEH-
TOB CTATUCTUYECKOTO aHanM3a. [lorkHo 6bITb paspaboTaHo PYKOBOACTEO MO KOPPEKTUPOBKE KPUTEPUEB KOHTPOSTbHBIX
NPOBEPOK AN Pa3NNYHbIX NPOU3BOACTBEHHbIX YCIOBUN.

11.5 O6paboTka MHUMAEHTOB

Kak y»xe oTMeYanoch, AN naeHTUduKkaumm puckos 1 ypoBHA MX ONAcHOCTU Heo6XoauM aHanmns puUckos.
UHdopmaLus no MHLMaeHTaM, CBA3aHHbIM C HapywweHuem Ge3onacHocTy, HeoGxoauma Ans NoAAePKKM npoLec-
ca aHanmn3a pUCKOB 1 paclUMPEHUs MPUMEHEHWA ero pesynbTaToB. 3Ta uHdopMauua gomkHa 6biTe cobpaHa u
npoaxanmavposaHa 6e3onacHbiM cnocobom (c Nonb3omn ana aena). MoatoMy BaXHo, 4ToObI kKaxxaaa opraHnsaums
uMmena cxemy aHanmaa nHuuaeHTos (IAS*) ana nogaepkaHna NpoLuecca aHanusa puckos U ynpasneHus ApyruMm
acnekTamu AeATensHOCTM OpraHUM3aLmn, CBA3aHHbIMK ¢ 6e30MacHOCTLIO.

Mpoueaypa 06paboTkN MHLMAEHTOB A0MKHa ObITb OCHOBaHa Ha Tpe6GoBaHUAX Nosb3oBaTeNe ¢ TeM, UTobbl
ObITb MNOME3HON U MPUHATON AENCTBYIOLLMMI U NOTEHUMasIbHBIMK Nonb3osaTtenamMu. Mpoueaypa o6paboTk nHLK-
[EHTOB Ao/kHa ObITb BKITOYEHa B NporpaMmMy oGecnedeHnss KOMNeTEHTHOCTU B Bonpocax 6e3onacHoCTU C TeM,
YTOObI NepcoHarn UMen NpeAcTaBleHne o ee Xapaktepe, Noe3HOCTU U crocobax NCNONb3OBaHUS pe3yrnbTaToB
ans:

- COBEpPLUEHCTBOBaHUS aHanu3a pucka 1 ynpasneHus NepecMoTpomMm;

- PegoTBpaLLEeHUS MHUUAEHTOB;

- NOBbILLEHWS YPOBHS KOMMETEHTHOCTU B BONpocax MHopmauoHHon 6e3onacHocTy;

- MONYyYeHUsa «CuUrHasa TPEBOMU» A51s UCNONL30BaHUA rPYNNoi obecnevyeHUst KOMNLIOTEPHOM 6e3onacHoOCTH
B aBapUMHbIX CUTYaLUSX.

TMo6as npoueaypa 06paboTkn MHUMAESHTOB [orMKHa coaepaTb criefyloLme KroveBble acneKkThbl, CBA3aH-
Hble C NpUBeAEeHHbIM BbiLLIE NEPEYNCTIEHUAMMU:

- 3apaHee cocTaBMNeHHblE CXeMbl AeACTBUIA No 06paboTke HexenaTebHbIX UHLWMAEHTOB B MOMEHT UX MPOsiB-
TEeHWs1, HE3aBMCUMO OT TOr0, BbI3BaHbI ST OHW BHELLIHEN U BHYTPEHHEN Nornmyeckoi U hrUsn4eckon atakom Unm
NPOU3OLLNM CNyYaiiHo B pesynkrare c6ost o6opyaosaHusa Unu owwnbky nepcoHana;

* Incident analysis scheme (aHrn.).
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- 0by4eHne HazHaYeHHbIX COTPYAHUKOB MeToAaM paccrieloBaHUsl UHLUAEHTOB, HaNnpUMep opraHusaums
rpynnbl aBapunHOro KOMMNbIOTEPHOrO obecneveHus.

Mpynna obecneveHns komnbloTepHol 6e30nacHOCTU B aBapUAHbIX CUTYaLUSIX — 3TO COTPYAHUKK, paccne-
AyioLwmne NPUYnHBLI MHUMAEHTA, CBA3AHHOIO ¢ HapyweHneM MHdopMaLMoHHOK 6e3onacHoCcTH, onpeaensiowme
noTeHUManbHyo BO3MOXHOCTb €70 NOBTOPEHUA UN NPoBOASALLIME NEPUOANYECKUAI aHANN3 AaHHbIX 3a A4nUTeb-
HbI Nepuoa BpeMeHun. 3akniyeHus, caenaHHble rpynnoi obecneyeHust KOMMNbIOTEPHO 6e30NacHOCTU, MOTYT
CNYXUTb OCHOBaHUEM AN Npeaynpexaalowmnx AeUcTeui. Npynna obecnedyeHns KoMmbloTepHON 6e3onacHoOCTU B
aBapUHbIX CUTYaLUSIX MOXET ObITb Co3aaHa BHYTPU opraHv3aL/Mm Uik paboTaTb Mo KOHTPaKTy CO CTOPOHDI.

Mpy HaNUYMKN cxeMbl AeNCTBUIA M 0BYYEHHOTO NepcoHara B criyyae BO3HUKHOBEHUS MHUMAEHTA He cneayeT
NpUHUMATBL NOCNellHbIX pelleHnit. HeobxoamMmo coxpaHuTb AaHHbIe, KOTOPbIE MO3BONAT NPoceanTb U MaeHTUdKN-
LMpOoBaTb UCTOYHUK MHLMAEHTA, NPUBECTUN B AEACTBUE MEPbI 3aLLMTbI HAMGoNee LEHHbIX aKTUBOB, YTO NO3BONUT
CHU3UTb pacxofibl Ha UHLIMAEHT U YCTpaHeHUWe ero nocneAcTsuid. Takum o6pa3om, opraHusauus B 6yayLem cMo-
XKET CBECTU K MUHAMYMY JTtoOble M3BECTHbIE OTPULIATESbHBIE UHLIMAEHTI.

Kaxxaas opraHusaums AorpkHa MMeTs adhdpekTuBHyIo NpoLeaypy 06paboTku MHLMAEHTOB, OXBaTbIBAIOLLYIO:

- MOAroTOBKY — NpeAynpexaaloLme Mepbl CO CTOPOHbI PYKOBOACTBA OpraHu3aLum, pekoMeHaauum 1 npo-
Leaypbl Mo 06paboTke UHUMAEHTOB (BKIIOYAs COXpaHEHWUE AoKa3aTellbHbIX faHHbIX, 06CyxuBaHue dainos pe-
rMCTPaLWU IAHHbIX MO COBLITUSIM U CBSI3b C OGLLIECTBEHHOCTbLIO), HEOGXOAMMbIE JOKYMEHTbI, MilaHbl obecneveHus
GecnepeboiiHol paboTbl MHPOPMAaLMOHHON CUCTEMBI;

- yBeAoMIieHe — npoLiedypbl, cpeAcTsa U 06s3aHHOCTY No perncTpauum uHgopmaumm o6 MHuMaeHTax;

- OLleHKy — npoueaypbl M 06513aHHOCTU MO paccnefoBaHUIo MHLMAEHTOB W onpeaeneHunio ypoBHS UX onac-
HOCTW;

- ynpaeneHne — npoueaypbl n 06s13aHHOCTM Mo 06paboTke MHLMAEHTOB, CHIDKEHWIO yillepba oT HUX U yBe-
AOMIEHNIO BbILLECTOSILLErO PYKOBOACTBA;

- BOCCTaHOBeHNe — npoLeaypbl 1 06593aHHOCTU MO BOCCTAHOBMEHMWIO HOPMaribHON paboTh;

- aHanM3 — npoueaypbl 1 0683aHHOCTU NPW BbINOMHEHUW ASACTBUIA NOCIE UHLIMAEHTa, BKIIOYas paccreao-
BaHMWe IPUONYECKNX aCTIEKTOB MHLMAEHTA U aHann3 TeHAEeHLUWA.

CnepyeT OTMETUTb, YTO ECNN OAHW OpraHu3aL/m BUASAT Bbirody OT UCNonb3oBaHuA npoueaypbl 06paboTkv
VHLMAEHTOB, TO APYTUE — CYATAIOT, YTO eLle GOMbLLYIO BbIroAY MOXHO MOMNYy4UTh, 06beaNHSN 3Ty MHOPMaLWMIo
1 cosgaBas o6Lyto 6a3y AaHHbIX MO MHLMAEHTaM, YTO NO3BOMUT ropasao GhicTpee nonyyate NpeaynpexaeHus,
naeHTUULMpoBaTL TeHAEHLMMU U NPUHUMaTE Mepbl 3aLmuThl. O6beanHeHHast 6a3a JaHHbIX MO MHUUASHTaM AOMK-
Ha ObITb JOCTATOYHO rMGKOW Arst Toro, YToGbl yunThIBaTL TpeboBaHUs 06X (BCe CEKTOPbI, TUMbI YIPo3 U UX
BO3MOXHbIE BO3AEMCTBUSI) 1 4aCTHbIX (OTAENbHbIE CEKTOPbI, Yrpo3bl 1 UX BO3AENCTBUSA ) UHTepecos. Kaxaas npo-
Leaypa 06paboTkv NHLMOAEHTOB, BHYTPY UMW BHE OpraHvM3aLumv, JOKHa UCMoMb30BaTb OAMHAKOBYIO TUMOSOMIo,
METPOSIOrUIO U CTPYKTYPY NporpaMMHoro obecneyenmst Ans perncrpawum nHdopmaLim no nHumugeHTam. 31o o6-
neryaeT cpaBHeHWe 1 aHanua. Micnonb3oBaHue obLuen CTPYKTYpbl IBNSETCS KIOYEeBbIM MOMEHTOM A1 Mosyye-
HUS1 BCeoBLEMIMIOLLIMX Pe3ynbTaToB U B 0coBeHHOCTY Boree JocToBepHON 6a3bl AaHHbIX 4118 ObICTPO naeHTUdK-
KaLuu «npeaynpexaeH1sy», KoTopoe HeBO3MOXHO NOSTy4UTL OT 0AMHOYHON NpoLeaypbl 06paboTk MHLMAEHTOB.

B3anmocssasb Mexay npoLeaypoi 06paboTkv MHLMAEHTOB, NPOLECCOM aHanmsa puckos U MeTogamMu yr-
paBreHNst MOXET CYLLIECTBEHHO MOBbICUTbL KAYECTBO OLLEHKM PUCKOB, Yrpo3 U YA3BUMOCTEN U YBENUYUTL Bbirody
OT MCMNOSIb30BaHWSA NpoLeaypbl 06paboTKN MHLMAEHTOB.

MHdopmaums no criydasm BOSHUKHOBEHWSA Yrpo3 crnocobHa 3HaYUTENbHO YYULLNTL KaYEeCTBO OLEHKM Yrpo-
3bl U, cNegoBaTenbHO, KAaYeCTBO OLIEHKM PUCKOB. B npoLecce paccnenoBaHust HUMaeHTa (OB) BronHe BEPOSiTHO,
41O ByaeT cobpaHa HoBasi AoNONHUTENbHAA MHOPMaLUS 06 YSA3BUMOCTSAX CUCTEM U crnocobax UX yCTpaHeHs.
MpumeHeHWe NpoLeaypbl 06paboTk MHLWMAEHTOB AaeT BO3MOXHOCTL NoMb3oBaTento uaeHTuduLmposaTs 1 oLe-
HWUTb YSI3BMMOCTM CUCTEMBI 1 NPEeJOCTaBUTL NoS1e3Hble BXOAHbIE AaHHble AN OLEHKU pUCKoB. DTW AaHHble Yac-
TUYHO OCHOBaHbI Ha MHAOpMaLIMK 06 Yrpo3ax 1 YaCTUYHO — Ha peayrnbkraTax paccrefoBaHus UHUMAEHTOB, MpoBe-
AeHHOro rpynnor obecrneyeHns KOMMNbIOTEPHON 6€30NacHOCTA B aBapUNHBLIX CUTYaLIUSAX.

Hanpumep, yrposa normyeckoro NPoHNKHOBEHNS (MPUCYTCTBIE «B3MOMLLIMKa» U MPUBMeKaTeNsHOCTL obpa-
6aTbliBaeMoli MHopMaLMN) MOXET COYETATLCS (HEM U CO3AETCSH PUCK) C YAZBUMOCTBIO K JTOTH4ECKOMY NMPOHUKHO-
BEHMIO (HeaaeKBaTHOCTbL UI OTCYTCTBME COOTBETCTBYIOLLIMX KOHTPOSbHBLIX MEXaHU3MOB FTOrM4YecKoro ocTyna B
cuctemy). MosToMy 1CMonbL30BaHMeE NpoLeaypbl 06paboTki MHLWAEHTOB ANst AeHTUUKALMA 1 OLEHKN YA3BUMO-
CTell MOXET UCMOob3oBaTLCA Yepes nHdopMaLmnio 06 yrpo3ax, koTopas BeefeHa B 6a3y AaHHbIX O CIyYMBLUNXCS
MHUWOEHTaX, BMECTe ¢ UHopMaL e oT ApyriX UICTOYHMKOB, 0cOBEHHO rpymnmnoi obecneveHns KOMNboTEPHOM
6e30MacHOCTV B aBapUiHbIX CATYaLMAX, KOTOpble MOTYT 0BHapyXuTb paHee HenaeHTUDULMPOBaHHbIE YA3BY-
MOCTMU.
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Cneayet OTMETUTb, YTO NpoLeaypa 06paboTkn MHLMAEHTOB KacaeTcst UHLMAEHTOB YKe NPOM3OLLEALLNX.
Moatomy aTa npoueaypa He AaeT HENOCPEACTBEHHO AOCTYNA K UHPOPMaLWM O TEX YSI3BUMOCTSIX, KOTOPbIE MOTYT
NpUCYTCTBOBATb, HO HE NPOABUNUCHL B UHUMAEHTaxX. Kpome Toro, AaHHbIe no o6paboTke HUMAEHTOB B CTAaTUCTU-
YECKOM aHanuae v aHanuse TeHAeHUUA cneayeT UCTOoSbL30BaTh OCTOPOXHO, MOCKOSIbKY BXOAHbIE AaHHbIE M0 pe-
3ynbTaraM nposedeHus paboT MoryT 6biTb HENOSHLIMU UM OLUIMBOYHBIMA. TeM He MeHee, pe3ynbTaThl paboTbl
rpynnbl obecneyeHrs KomnbloTepHO 6€30NacHOCTU B aBapUMHBLIX CUTyaLMSIX MOTYT YKa3aTb Ha Hanuiue paHee
He3aMeueHHbIX ysa3BuMocTel. B Lenom, perynsapHbiid BBOA AaHHbIX MO paccriejoBaHnio MHUWAEHTOB B npoLecce
aHanu3a pUckoB W ynpasneHue Nposepkamu MOryT CYLLIECTBEHHO YIYHLLUTL Ka4eCTBO OLIEHKN PUCKOB, YIpo3 U
YA3BUMOCTEN.

12 Pe3iome

B HacToslLLIeM cTaHaapTe pacCMOTPEHO HECKOSIbKO METOA0B, BaXKHbIX sl ynpasneHust uHdopMaLMoHHON
6e30nacHOCTLH. 3TN METOALI OCHOBaHbI Ha KOHLLENUUSIX U Moaensix, npeacTtasneHHbix B MCO/MOK 13335-1.
B HacTosiLLeM cTaHAapTe pacCMOTPEHbI MPEeMMYLLECTBA U HEAOCTaTKW YETbIpEX BO3MOXHBIX CTPaTervii aHanuaa
pucka. MoapobHo onncaHbl 06beaUHEeHHbIA NOAX0A U HECKOSIbKO METOAOB, MOME3HbIX ASIS NpaKTU4ecKoro
BHeapeHus. HekoTopble oprannaaummn, ocobeHHo HeGonbLUME, He MOTYT NPUMEHUTL BCE METOAbI, NPUBEAEHHBIE B
HacTosALeM cTaHgapTe. BaxkHo nogYepkHyTb, YTO Kaxabli U3 3TUX METOA0B AOMKEH ObiTb NpoaHanM3nposaH 1
npuMeHeH B noaxoasilen 4na opraHusaumu opme.
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Mpunoxenvne A
(cnpaBouHoe)

MpumMepHbIN NepeveHb BONPOCOB, BXOASILUX B COCTaB NONMUTUKU 6€30NacHOCTU MH(POPMaLIMOHHBLIX
TeXHONOrMi opraHusauum

CopepxaHue

1 Beeaenune

1.1 O6wmi 0630p

1.2 ObnacTb NpUMeHeHus1 1 Lenb nonuTukn obecneveHns 6e30NacHOCTU MHGPOPMALMOHHBIX TEXHOMOMMI
2 Lenu v npuHuunbl ob6ecneyeHnsa Ge3onacHoOCTU

2.1 Uenu

2.2 MpuHUMnNbI

3 Opranmsauus 1 uHdpacTpykTypa 6esonacHocTn

3.1 OTBeTCTBEHHOCTB

3.2 OcHoBHble HanpaeneHust nonuTukn obecneyeHnsi 6e30NacHOCTK

3.3 PemcTpauusi MHUMAEHTOB HapylleHust 6e30nacHOCTU

4 AHanus pucka v cTpaterusi MeHepkmeHTa B obnactm obecnevennsa 6esonacHoctn UT
4.1 BBegenune

4.2 MeHemXMEHT U aHanu3 pucka

4.3 lMpoBepka cooTBeTCTBUS Mep obecneueHns 6e30nacHOCTU NpeabaBnAemMbiM TpeGoBaHUAM
5 YyBCTBMTENBHOCTL MHCPOPMaLMKU U PUCKN

5.1 BeegeHue

5.2 Cxema MapkupoBku nHbopmaumm

5.3 O6wwmit 0630p MHGOPMaLMM B OpraHM3aumm

5.4 YpOBHU LEHHOCTU W YYBCTBUTENBHOCTU MHOPMALIMK B OpraHu3aunmn
5.5 O6wuii 0630p yrpos, yA3BNMbIX MECT U PUCKOB

6 BbesonacHocTb annapaTHO-NPorpaMMHOro obecnevyeHns

6.1 MigeHTudukaumsa v ayteHTndmkaums

6.2 KoHTponb gocTtyna

6.3 XKypHan y4yeTa ncnonb30BaHus pecypcoB u ayauT

6.4 lMonHoe cTupaHue

6.5 MNporpamMmmMHoe obecrneveHne, Hapylatolwee HopManbHylo paboTy cucTemsl
6.6 beaonacHocTb K

6.7 Be3onacHOCTE KOMNAKTHbLIX MOPTATUBHBLIX KOMMBIOTEPOB

7 besonacHocTb CBA3U

7.1 BeegeHnve

7.2 WHdbpacTpykTypa ceTen

7.3 NHTepHeT

7.4 Kpuntorpacdwmyeckas ayTeHTUdMKaLMA U ayTeHTUdukaumusi coobeHuit
8 duanyeckas GesonacHoCTb

8.1 Beegenune

8.2 Pa3amelueHne obopynoBaHus

8.3 besonacHocTb U 3awWwmTa 3gaHui

8.4 3awmta KOMMYHUKaUMIA U cuctem obecrneveHns SHEProHOCUTENSIMU B 34aHUAX
8.5 3awmTa BCcnomoraTenbHbIX Criyxo

8.6 HecaHkunoHnpoBaHHOE NPOHVWKHOBEHWE B MOMELLEeHUs

8.7 DoctynHocTb MK n pabounx ctaHuui

8.8 [loctyn K MarHWTHbIM HOCUTENAM MHOPMaLUK

8.9 3awmTa nepcoHana

8.10 lNpoTuBONOXapHas 3awmrta

8.11 3awmTa oT BOAbI (MOKON cpeabl)

8.12 O6HapyxeHue onacHocTel 1 coobLLeHne O HUX

8.13 BawmTa cncTembl OCBELLEHUS

8.14 3awmTa 060pyAOBaHNs OT Kpaxm

8.15 3awumTa okpyxarowen cpeabl

8.16 YnpaBneHue ycrnyramm U TEXHUYECKUM OGCNyXMBaHUEM

9 besonacHoCTb nNepcoHana

9.1 Beegenune

9.2 YcnoBus Halima nepcoHana
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9.3 OcBegoMneHHOCTb M 0byyeHne nepcoHana B obnactu 6e3onacHocTu

9.4 Cnyxaiwme

9.5 KoHTpakTbl C nuuamm, NnpoBOASLLMMM CaMOCTOSATENBHYIO paboTy

9.6 MpuBneveHne TPeTbUX CTOPOH

10 Be3onacHOCTb AOKYMEHTOB U HOocUTeNnen uHgopmauvn

10.1 BBeaeHue

10.2 be3onacHOCTb AOKYMEHTOB

10.3 XpaHeHne HocuTenen uHgopmaumm

10.4 Jlvkenpgauma HocutTenen mHdgopmaumm

11 ObecneveHne HeNpPepLIBHOCTU AENOBON AEATENbHOCTU, BKIIOYAA NNaHWPOBaHWE AeNCTBUIA MPU Ype3Bblvaii-
HbIX CUTyauMsix U BOCCTaHOBNEHUW MOCNe aBapui, cTpatervn 1 nnax (nnatbl)

11.1 Beegenue

11.2 3anacHble BapuaHThbl

11.3 Crparerua obecneqenunn GecnepebonHon paboTbl opraHMsauum

11.4 Mnan (nnaHbl) obecneveHns 6ecnepeboliHon paboTbl opraHu3aumm

12 HapomHas paboTta

13 Monutuka aytcoptuHra

13.1 BeegeHue

13.2 Tpeboeanna 6e3onacHoOCcTH

14 YnpaBneHne M3MeHeHusAMM

14.1 ObpaTHas cBA3b

14.2 VameHeHus1 B nonutmke obecnevenus 6e3onacHocTu

14.3 Crartyc gokymeHTa

MpunoxeHne A CnMCok pyKOBOACTB (pekoMeHaauun) no obecneveHmnio 6e3onacHOCTM

MpunxeHve B O6s3atenbHele TpeGoBaHWsA (3aKOHBI U NOA3AKOHHbLIE aKTbl)

Mpunoxenne C Bonpockl, OTHOCALWMECS K KOMIMETEHLUW AOIMKHOCTHOIO NULA U3 YnCna PyKOBOASALWEID cocTaBa B
obnactn 6esonacHoctn VT opraHusaumm

MpunoxeHne D Bonpockl, OTHOCAWMECH K KOMNETEHLUUU MeXayHapoaHbIX (OPyMOB C KOMWTETOB no obecneve-
HWio 6e30nacHOCTU MHDOPMALMOHHBIX TEXHOMOMI

Mpunoxenne E CogepxaHue nonutuku obecneqeHnss 6e30nacHOCTU CUCTEM MHDOPMALMOHHBIX TEXHOMOIMIA
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Mpunoxexnne B
(cnpaBoyHoOe)

OueHka aKTuBOB

OueHka aKkTMBOB OpraHu3auumn sIBNsieTCA BaXKHbIM 3Tanom B obwem npouecce aHanu3a pucka. LleHHocTb, onpe-
AeneHHasa ANs Kaxaoro aktusa, JOMXKHa BblpaXaTbCsA cnocobom, Hauny4wmnm o6pa3om coOOTBETCTBYIOWMM JAHHOMY
aKTVBY W IOPUANYECKOMY ULy, BedyleMy AefnoBylo AeATenbHOCTb. YToObl BLINONHUTL OLEHKY aKTUBOB, OpraHU3auus
CcHavarna forkKHa NPOBECTN MHBEHTapM3aumio CBOMX akTueoB. [na o6ecneveHnsa NONHOIo yueta akTMBOB 4acTo MOMNe3Ho
CrpynnMpoBaTh UX Mo TMNam, Hanpumep MHMOPMaLMOHHbIE aKTUBLI, aKTUBLI NPOrpamMmMHoro obecnevexusi, usnmyeckue
akTuBbl U ycnyru. LienecoobpasHo Takke HasHa4uMTh «BnagenbueB» akTMBOB, KOTOpble ByayT HECTU OTBETCTBEHHOCTb 3a
onpegeneHne Mx LEHHOCTHU.

Cneagyowwmi atan — cornacoaHne macwtaboB OueHkK, KoTopas g4omkHa ObiTb NpousBeaeHa, U KpUTepPUeEB onpe-
OEeneHusl KOHKPETHON CTOMMOCTK akTMBOB. 3-3a pasHoobpasunsa aktmeoB 60NbIMHCTBA OpraHM3auuii BeCbma BEpOsiT-
HO, YTO HEKOTOpPble aKTWUBbl U3 TEX, YTO MOTYT GbiTb OUEHEHbl B AGHEXHbIX eauHuuax, byayT oueHMBaTbCsl B MECTHOM
BanTe, B TO BPEMS KaK Apyrve akTuBbl MOTYyT OLEHUBATLCA NO Ka4eCTBEHHOW WKane B guana3oHe OT «04eHb HU3KOW» 0
«OYeHb BbICOKOMY» LieHbl. PelueHne ncnonb3oBatb KONMMYECTBEHHYIO UMW KAa4YE€CTBEHHYIO OLEHKY NMPUHUMAET KOHKpeTHast
opraHusauusi, Ho Mpu 3TOM BbIOPaHHBIN TUM OUEHKM OOSMKEH COOTBETCTBOBATH NOANEXAalMUM OLeHKe akTuBam. [Ans
OAHOrO U TOrO Xe akTuBa MOryT OblTb MCMOMNBb30OBaHbl Takke 06a TMNa OUEHKN.

TUNVYHBIMK TEPMUHAMU, NCNOMb3YEMbIMU ANA Ka4ECTBEHHOW OUEHKW LEHHOCTW akTUBOB, SIBISIOTCA: «npeHebpe-
XMMO Manas», «04eHb manas», «Marnasy, «CpegHsna», «BblCOKasn», «O4eHb BbICOKaA», «MMEIoLasi KPUTUHECKOe 3Haue-
Hue». Beibop 1 Anana3oH TEPMUHOB, SIBMAIOWMXCA NOAXOAAWMNMN ANS AaHHOW OpraHM3aumm, B 3HAUMTENbHOW CTeneHu
3aBUCAT OT noTpebHocTen opraHnsaumn B 6€30NacHOCTH, BENUYMHLI 3TOW OpraHn3aumm, a Takke Apymx, cneumnduyHbIX
ONA AaHHOW opraHm3auumn akTopoB.

Kpvtepuun, ncrnons3yembie B KAa4€CTBE OCHOBbI NS OUEHKM LEHHOCTU KaXXAOro akTMBa, [AOIDKHbl BblpaXaTbCs B
OAHO3HAYHbIX (HeABYCMbICIIEHHbIX) TepMUHax. C 3TUM 4acTo GbiBaloT CBsi3aHbl HanbGonee CroXHbIE acneKTbl OLEHKM
aKTVMBOB, MOCKONbKY LEHHOCTb HEKOTOPbIX U3 HUX NpUXoauTca onpeaenatb cybbektueHo. NMoaTomy ans onpeaeneHus
LEHHOCTN aKTVBOB LienecoobpasHo npuenekate AoCTaTouHO 6onblioe 4Mcno pasHbix noger. BoamoxHbl crniefylowpe
KpUTEepun onpegeneHnsl LeHHOCTU akTMBOB: NEepBOHAYanbHasi CTOUMOCTb aKTUBA, CTOMMOCTb ero 0BHOBNeHWA unu
BOCco3daHms. LIeHHOCTb akTMBa MOXET Takke HOCUMTb HemaTepuarbHblil Xapakrep, HanpuMmep ueHa g4obporo umexHu
Unu penytauuv KOMMaHuu.

[pyroi nogxoa K OueHKe aKTMBOB OCHOBLIBAETCSl HAa 3aTparax, MOHECEHHbIX MO NPUYMHE yTpaThbl KOHbUAEHUMANb-
HOCTM, LeNOCTHOCTK UMK AOCTYNHOCTU BCIEACTBUE NPOUCLIEALLEro nHUMaeHTa. NMpumeHeHne nogobHbIX OLEeHOK npeao-
CTaBnsieT TpU BaXHbIX akTopa LLEeHHOCTU aKTUBa B JOMOSIHEHWE K CTOMMOCTU BOCCO3[aHUSI aKkTUBA, OCHOBAHHOW Ha
OLieHKax NoTeHUManbHoro yuepba unm HebnaronpusiTHOrO BO3AeNCTBUSA Ha AENOBYI0 AesiTeNbHOCTb B pe3ynerarte npo-
uclweawero MHUMAEHTa HapyleHust 6e3onacHocTu ¢ npeanonaraemsiM Habopom obcTosiTenscTB. Cnegyet noaqepk-
HYTb, 4YTO 3TOT NOAXO0A YYMTbIBAET yuiep6b n apyrve 3atparbl, CBsI3aHHbIE C BO3AENCTBMEM, KOTOPbIE ABNAIOTCA Heobxoau-
MbIMUK ANS1 BBEAEHUS COOTBETCTBYIOLMX (DAKTOPOB NpU OLIEHKE PUCKa.

MHomMe akTuebl MOryT B MPOLECCE OLEHKM MMETb HECKONbKO MPUCBOEHHBIX UM LeHHocTen. Hanpumep 6usHec-
nnaH MoxeT ObiTb OLEHEH HA OCHOBe TPyAo3aTpaT Ha ero pa3paboTky Wnu Ha BBeOAEHUE [AaHHbIX, UNN LEHHOCTW ANns
KOHKypeHTa. BecbMa Benvka BEpOSITHOCTb TOrO, YTO 3HAYEHUS1 ATUX LeHHOCTeN ByayT 3HAaUMTENbHO OTNMYATLCA ApYr OT
Apyra. [MNpucBoeHHas LeHHOCTb aKTUBa MOXeT ObITb MakCMManbHON U3 BCEX BO3MOXHbIX LIEHHOCTEN UM CYMMOWN HEKO-
TOPbIX UMK BCEX BO3MOXHbIX LIeHHOCTeN. [1py okoHYaTensHoM aHanuse Heobxogumo TaTensHO onpeaennuTe UTOrOBYIO
LEeHHOCTb aKTUBa, MOCKOIbKY OT Hee 3aBUCUT 0ObeM pecypcoB, Heo6xoauMbIX Ans obecneyveHus 3awmTol 4aHHOTO
akTuBa.

B koHe4yHOM cueTe BCce OLEeHKU aKTMBOB AOXHbl NMPOBOAUTBCA Ha OCHOBE 00Wero nogxoaa. 1o MoxeT ObiTb
cAenaHo Mnpu NoMoLLM crieyiolmx KpUTEpUEB, KOTOPbIE MOTYT MCMONBb30BATLCS AN OLEHKM BO3MOXHOIO ywep6a ot
noTepu KOHMUAEHUMANBHOCTH, LIENOCTHOCTU UMK AOCTYNHOCTU aKTUBOB:

- HapylweHue 3aKkOHOB n/vnu NnoAa3akoOHHbIX aKTOB;
cHxeHne 3EeKTMBHOCTU BU3Heca;
notepsi NpecTxa/HeraTMBHOE BO3AENCTBME HA pernyTaumio;

HapyLwweHne kKOHMUAEHUMANbLHOCTU NUYHLIX JAHHbIX;
HeobecneyeHHOCTb NMYHOW 6e30MacHOCTH;

HeraTMBHbINA 3thdekT ¢ TOUKM 3peHust obecnevyeHnst NPaBoNoOPAAKa;
HapylieHne KoHUAEHUMANbHOCTU KOMMeEpPUYEeCKon MHopmauwn;
- HapylleHne oBLWECTBEHHOIO NOPSAKa;

- (hbuHaHCOBLIE MOTEPHU;

- HapyLlleHWe AeroBbIX onepauwii;

- YyIrpo3a oxpaHe OKpyXaloleln cpebl.
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MepeuncneHHble Bbile NPUMEPBI KPUTEPUEB OLIEHKM MOTYT ObITb MCMOMNb30BaHbl Al OLUEHKM akTMBOB. [Ins Bbi-
NONHEHUs1 OLIEHOK OpraHn3auusa QonkHa BbiIbUpaTb KpUTEpUM, COOTBETCTBYIOLME TUMY €€ AENOBON AEATENbHOCTU M
yCTaHOBMNeHHbIM TpeboBaHuam no obecneveHuto 6esonacHoOCTU. MO3TOMY HEKOTOPbLIE U3 BbILLENEPEUNCTIEHHBIX KPUTE-
pueB OLEHKW MOryT OKa3aTbCsA HeNnpUMEHWMbIMW, TOrAa Kak Apyrve mMoryT ObiTb A06aBneHbl K AaHHbIM KPUTEPUAM
OLEHKU.

Mocne BbiGopa noaxoAsamMX KPUTEPMEB OPraHU3aLmMsi AOMKHA AOrOBOPUTLCA O LUKane OUEHKM, koTopas Oyaet
MCMonb3oBaTbcs BO BCEW opraHnsaumu. [epBbiM Warom JOMmKHO BbITh YCTAHOBNEHWE YMCNA UCMONb3YEMbIX YPOBHEN.
Mpasun 4nAa ycraHoBNeHuns Hambonee Nogxo4sLLEro Yicna ypoBHel He cywecTeyeT. Bonbluee yicno ypoBHeit o6ecneun-
BaeT Gonee BbICOKYIO CTENEHb AeTanv3aunu, HO MHOIAA CIMLIKOM TOHKOe AUMMepeHUMPOBaHNe 3aTpyOHSAeT OLEHKY
aKTUBOB opraHusaumu. OBbIMHO YNCMO YPOBHEW OLEHKM HaxoguTcsl B AvanasoHe OT Tpex (Hampumep «manasi», «cpeg-
HSIS1» W «BbICOKAsi» LEHHOCTb) A0 AEeCATW NPV YCNOBUM, YTO 3TO COBMECTUMO C MOAXOACM OpraHusauum k obwemy
NpoLeccy OUEHKU pucka.

Kpome Toro, opraHusaums MOXeT ycTaHaBnvMBaTb COBCTBEHHblEe Npeaensl LeHHOCTW akTMBOB (Hampumep «ma-
nasi», «cpegHsasi» U «BbICOKas»). ATU Npeaensl AOMKHbl ObiTb OLEHeHbl NO BbIGpaHHBIM KPpUTEPUSM, Hanpumep, BO3-
MOXHble (DMHAHCOBbBIE MOTEPU CriedyeT OLEHUBaTh B AEHEXHbIX eAuHMLAX, Torga Kak npy OUEHKe Mo KpUTEpUIo yrpoabl
Ans nuyHor 6e30nacHOCTU OLueHKa B AEHEXHbIX eAMHMLAxX OKaxeTCsl HenpurogHo. B koHeuHoMm cyeTe opraHv3auusi
cama [omkHa pewunTb, kakon yulep6 cuntate ManbiM, @ Kakoh — GornbwuM. Ywepb, KoTopbii MOXeT cTaTe eacTBeH-
HbIM ANA ManeHbKOW opraHmM3aumm, Ans OYeHb KPYMHOW opraHm3auun MoxeT ObiTb COYTEeH ManbiM Unv gaxe npeHeb-
pexumo Mansim.
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Mpunoxenne C
(cnpaBo4HoOe)

MepeyeHb TUNUYHLIX BUAOB Yrpo3

B HacTosAwem npunoxeHnn npuBeaeH nepeyeHb TUMMYHBIX BUAOB YIpo3. ATOT NepeveHb MOXHO UCMONb30BaTh B
npouecce OUEHKW Yrpo3, BbI3BaHHbIX OOHUM UMW HECKONBKMMMW NpegHaMePEeHHbIMU UNKU CRyYalHbIMU COBBLITUAMN, UMK
Co6bITUAMK, CBA3AHHBIMW C OKPYXaIlOLel Cpefoi U UMEIOLMMKU eCTECTBEHHOE NpoUcXoXaeHue. Yrposbl, 0b6ycnoBneH-
Hble NpegHaMepeHHbIMU AelCTBUAMKM, 0603HaveHbl B nepeyHe 6yksoii D, yrposbl, o6ycnoBneHHble cnyYanHbiMu aeit-
cTBMAMKU, — A 1 yrpo3bl, 06yCrIOBMNeHHbIEe eCTECTBEHHbIMM NpuiMHamm, — E. Takum o6pasom, Gykeor D o6o3HavaloT Bce
npegHamepeHHble AeWCTBUSI, 0GbEeKTaMM KOTOPLIX SIBISIOTCA aKTMBbl MHGOPMALIMOHHBIX TeXHonommi, bykso A — Bce
COBEpLIAEMbIE MIOABbMN AENCTBUSA, KOTOPbIE MOTYT CITy4alHO HaHEeCTU Bpef, akTuBaM MHAOPMALIMOHHBIX TEXHOITOMUN,
6ykBon E — MHUMAEHTLI, He OCHOBaHHbIE HA AENCTBUSIX, COBEPLLAEMBbIX JTHOAbMMU.

3emnetpsiceHne

3aronneHve

YparaH

MonagaHne monHun

3abacToBka

bomboBasi aTaka

MpumeHeHne opyxus

Moxap

HamepeHHoe noBpexaeHue

HeuncnpaBHOCTU B cucteme 3nekTpocHabxeHust

HewncnpaBHocTn B cucteme BogocHabkeHust

HeucnpaBHoCTM B CUCTEME KOHAMLUMOHUPOBaHUA BO3AyXa
AnnapaTHble OTKa3bl

KonebaHusi HanpsikeHus

OKCTpeManbeHble BerMYMHbBI TEMMEPaTypbl U BraXHOCTH
Boagencteue nblnm

ONeKTpOMarHUTHoOe U3ny4eHune

Cratuyeckoe anekTpuyecTBo

Kpaxa

HecaHKkuMoHMpoBaHHOE KUCMNONb30BaHME HOCUTENEN AaHHbIX
YXydweHue COCTOSIHUSA HOCUTENEN JaHHbIX

Owwnbka obcnyxmBaloLWwero nepcoHana

Owwubka npu obcnyxmeBaHun

MporpammHbie coomn

Wcrnonb3oBaHne nporpamMmHoro o6ecrneyeHusi HeCaHKLMOHMPOBAHHBIMU NOMNb30BaTENAMU
Wcnonb3oBaHne nporpaMmmHoOro o6ecneveHns HeCaHKUMOHMPOBaHHBIM Cnocobom
HeneraneHoe NPOHWKHOBEHWE 3MOYMbIWMEHHUKOB NOA BUAOM CaHKLUMOHUPOBAHHLIX MOMb3oBaTenemn
He3akoHHOe ucnonb3oBaHue nporpaMmmHoro obecneqeHus
BpenoHocHoe nporpammHoe obecrnedeHne

He3akoHHbIN MMMOPT/3KCNOPT NPOrpaMmMHOro obecneqeHus
Owwnbka onepatopoB

Owwubka npu obcnyxMeBaHun

JocTyn HeCcaHKUMOHUPOBaHHLIX MOMb3oBaTenen K cetu
Wcnonb3oBaHue ceTeBbIX CPEACTB HECaHKLMOHMPOBaHHBLIM Cnocobom
TexHn4eckne HencnpaBHOCTU CETEBbIX KOMMOHEHTOB

Ownbkn nepegaqm

MoepexaeHne NUHURA

MeperpyxeHHbI Tpaduk

MepexBat uHopmauum

HecaHkynoHMpoBaHHOE NPOHUKHOBEHWE K CPeACTBaM CBA3M
AHanu3a Tpadmka

Hanpaenenue cooblennin no owmnbouHoOMy agpecy

M3ameHeHne mapuipyta HanpaBneHust coobweHun

M3ameHeHne cMbicna nepegaHHou uHgpopMmauum

C60u B (pyHKLMOHMPOBaHWM YCNyr CBA3WN (HAanpUMep CETEBbIX YCIYT)
HepgoctatouHass YmcneHHocTb nepcoHana

Owunbkn nonb3oBaTtenemn

Henagnexaliee ncnonb3oBaHne pecypcoB
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Mpunoxenne D
(cnpaBouHoe)

Mpumepbl 061MX yA3BUMOCTEN

B HacTosiLeM NpUNOXeHUN NpUBEAEHbI NPUMEPHI YA3BUMbBIX MECT MPUMEHUTENBHO K PasnuyHbiM 06bekTam,
Tpebyiowmm obecrneyeHnsi 6e30NacHOCTN, a TaKke NPUMEpPb! YIPO3, KOTOPbLIE MOMYT BO3HUKHYTb HA KOHKPETHBLIX 06 bek-
Tax. [laHHble NpUMepbl MOMyT OKa3aTbCsl NONE3HLIMU MPU OLEHKE YA3BUMbLIX MecT. CrnegyeT OTMETUTb, YTO B HEKOTOPbIX
Cny4asix YroMsiHyThIM BbILLE YA3BUMbIM MECTaM MOFYT YrpoXartb Apyrue yrposbl.

1 Cpena n nHdpacTpykTypa

OtcyTcTBME DM3NYECKON 3aWMTLI 3AaHUNA, ABEPEr N OKOH (BO3MOXHA, HaNpUMep, Yrpo3a Kpaxmu).

HenpaBunbHoe nnu xanatHoe ncnonb3oBaHne U3NYECKMX CPEeACTB YNpaBreHusl 4OCTYNOM B 34aHns, NOMeLLe-
HUA (BO3MOXHA, HaNpUMep, yrpo3a HaMepeHHOro MOBPEXAEHUs).

HectabunbHasa pabota anekTpoceTn (BO3MOXHA, HAMPUMep, yrpo3a konebaHui HanpspkeHus).

Pa3smeueHre B 30Hax BO3MOXHOMO 3aTOMNMeHus (BO3MOXHA, HanpuMep, yrpo3a 3aTonneHus).

2 AnnapaTtHoe obecnevyeHne

OTcyTCTBUE CXEM NEPNOANYECKON 3aMeHbl (BO3MOXKHA, HANPUMeP, yrpo3a yXyALeHUs1 COCTOSIHUSI 3anOMUHaloLLLEN
cpeabl).

Moaeep>xeHHOCTb KonebaHusIM HanpsikeHWs1 (BO3MOXKHA, Hanpumep, yrpo3a BO3HWKHOBEHUsI KorebaHui Hanpsi-
KEHUS).

MoagepXeHHOCTb TeMnepaTypHbIM konebaHusim (BO3MOXHa, HanpuMep, yrpo3a BO3HUKHOBEHMUSI 3KCTpEMarib-
HbIX 3Ha4YeHUN TemnepaTypsbl).

MopeepXeHHOCTb BO3AEUCTBUMIO Briary, Mbinuv, 3arpssHeHnsl (BO3MOXHA, HaNpUMep, yrpo3a 3arblrieHus).

UyBCTBUTENBHOCTL K BO3OEUCTBUIO AMEKTPOMArHUTHOIO M3ny4eHus (BO3MOXHA, Harnpumep, yrposa BoO3aencTBusl
3MNEKTPOMArHUTHOrO U3NyUeHus).

HepocTtatouHoe obcnyxuBaHue/HenpaBunbHaaA MHCTaNNAUMA 3anoMUHaIOWMX cped (BO3MOXHA, Hanpumep, yr-
poO3a BO3HWKHOBEHUS OWMOKM Mpu o6CcnyxuBaHwn).

OTcyTCcTBME KOHTPONs 3a 3PPEKTUBHBIM U3MEHEeHWeM KOHdUrypaumum (BO3MOXHa, Hanpumep, yrposa ownbku
onepaTopoB).

3 MNporpammHoe obecnevyeHune

HescHble unu HenonHble TeXHWYeckue TpeGoBaHus K pa3paboTke cpeacTB nporpammuHoro oGecnevenns (Bos-
MOXXHa, Hanpumep, yrposa nporpaMmmHbIx cOoes).

OTcyTCTBME TECTUPOBaHWUA UMW HEZOCTaTOYHOE TeCTUPOBaHWE NMporpaMMHoro obecneveHus (BO3MOXHa, Hanpw-
Mep, yrpo3sa WCrnonb3oBaHusl NPOrpaMMHoOro obecneyeHVs HECaHKLMOHUPOBAHHBIMU MOMb30BaTENAMM).

CnoxHbIN Nonb3oBaTenbCkuii MHTEpdenc (Bo3MOXHA, Hanpumep, yrpo3a owunbkn onepaTopoe).

OTcyTCTBUE MEXaHWU3MOB MAEHTUdMKALMKM M ayTeHTUdDKUKaLMKN, Hanpumep ayTeHTuduKauum nonb3oeartenei (Bos-
MOXHa, Hanpumep, yrposa HeneranbHOro NPOHWKHOBEHWS 3MOYMbILLNEHHWKOB NOAd, BUAOM 3aKOHHbLIX MONb3oBaTenewn).

OTcyTCcTBME ayaMTOPCKOWN NpOBepku (BO3MOXHA, HanpuMmep, yrpo3a UCrornb30BaHUs NporpaMmmHoro obecnede-
HWS1 HeCaHKLMOHUPOBaHHBLIM CMOCOGOM).

XopoLwo M3BeCTHble AedeKTbl NporpaMMHOro obecneyeHms (BO3MOXHa, HaNpuUMep, yrpo3a UCNonb3oBaHUa Npo-
rpaMMHoro obecneveHnst HeCaHKLUMOHMPOBAHHBIMU NOMb3oBaTENSAMM).

HesawmieHHble Tabnuubl naponew (BO3MOXHa, HanpUMep, yrposa HerneranbHOro NMPOHMKHOBEHUS 3NOYMbILL-
NEeHHUKOB Moj, BUAOM 3aKOHHBIX MOnb3oBaTenew).

Mnoxoe ynpaeneHve naponsmMu (nerko onpeaensieMsle Naponu, XxpaHeHWe B He3alwnpoBaHHOM Buae, HeQoOCTa-
TOYHO YacTasl 3aMeHa naponew).

HenpaBunbHoe NpVWCBOEHUE MpaB AocTyna (BO3MOXHA, Hanpumep, yrpo3a UCNomnb3oBaHus nporpammHoro obec-
neYeHusl HeCaHKLMOHUPOBaHHbIM Cnocobom).

HekoHTponvpyemasi 3arpyska U UCrnonb3oBaHWe nporpaMmMmHoro obecneveHus (Bo3moxHa, Hanpumep, yrposa
CTONKHOBEHUSI C BPEAOHOCHLIM NPOrpamMmHbiM obecrnedeHnem).

OTcyTcTBUE perncTpaumm KoHLUa ceaHca npu Bbixogde ¢ pabouer cTaHumn (BO3MOXHA, Hanpumep, yrpo3a ucnosb-
30BaHWs NPOrpamMMHOro obecneYeHmsi HeCaHKLMOHMPOBaHHBIMU MONb30BaTENAMM).

OTcyTcTBrE 3MDEKTUBHOIO KOHTPOMNS BHECEHUS1 WM3MEHEHWH (BO3MOXHA, Hampumep, Yrposa NPorpamMHbIX
c6oeB).
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OTtcyTcTBME [OKYMEHTauuM (BO3MOXHA, Hanpumep, yrposa owubku onepaTopoB).

OTcyTCTBME pe3epBHbIX KOMUI (BO3MOXHA, HANPUMEP, Yyrpo3a BO3AeNCTBUA BPEAOHOCHOIO NPOrpammHoro obec-
neveHns unu noxapa).

CnucaHne unu noBTOPHOE MCNONb3OBaHME 3anoMuHaloWmx cpeq 6e3 Hagnexawero cTmpaHusa 3anucen (Bos-
MOXHa, HanpUMmep, yrpo3a MCMoMb3OBaHWUA NPOrPaMMHOro obecrneveHns HECaHKLMOHUPOBAHHBIMU MNOSIb30BaTENSAMK).

4 KommyHmrkaumn

HesawuuweHHble MMHUK CBAI3K (BO3MOXHA, HANpUMEp, yrpo3a nepexsara uHdopmaumn).

HeypoeneTBoputenbHas CTbikoBka kabenen (BO3MOXHA, HaNpuMep, yrpo3a HeCaHKUMOHWPOBAHHOTO MPOHWUKHO-
BEHWUA K CPEACTBAM CBSI3N).

OtcyTcTBue naeHTUdMKaLMKU U ayTeHTUdUKaUuM OTnpaBuTenst U nonyyarens (BO3MOXHa, HANPUMep, yrposa He-
neranbHOro NPOHWKHOBEHWA 3MOYMBIWNEHHUKOB NOA, BUAOM 3aKOHHBIX MOrNb3oBaTenen).

Mepecbinka naponen OTKPbITbIM TEKCTOM (BO3MOXHA, HAaNpuMep, yrpo3a AocTyna HeCaHKUMOHUPOBAHHBIX MOSb30-
BaTeneu K ceTm).

OTtcyTcTBME NOATBEPXASHUIA MOCHINKA UKW MONYYeHNs1 coobLeHns1 (BO3MOXHA, Hanpumep, yrpo3a U3MeHeHus
CMbICna nepegaHHon uHgopmauun).

KoMmyTupyemble nuHuM (BO3MOXHA, Hanpumep, yrpo3a AocTyna HeCaHKUMOHMPOBAHHBIX NONb3oBaTenNel K CeTh).

HesawuweHHble NOTokM koHdUaeHUnanbHon nHdopmauum (BO3MOXHa, HanpuMep, yrposa nepexeara UHGop-
maumm).

HeapeksatHoe ynpaBneHue ceTblo (HegocTaTouHas rMBKoCTb mMapwpyTu3aummn) (BO3MOXHA, HaNpUMep, yrposa
neperpysku tpaduka).

HesalmweHHblie NoaKNioYeHns K cetam obuwero nonb3oBaHus (BO3MOXHa, Hanpumep, yrposa UCNoNb3oBaHUs
nporpamMMHoro o6ecnevyeHnss HeCaHKUMOHUPOBAHHLIMU MOMNb30BaTENSIMMU ).

5 okymMeHTbI

XpaHeHne B He3alMLLEHHbIX MecTax (BO3MOXHA, HanpuUMep, yrpo3a XULLEeHUS).
HepoctaTo4Haa BHUMATENbHOCTL NPU YHUHTOXEHUN (BO3MOXHA, HANPUMEp, Yrpo3a XULLLEHUst).
BeckoHTponbHOE KOMMpoBaHWE (BO3MOXHA, HaNpuMMep, Yrpo3a XWLLEHUsA).

6 Mepconan

OtcyTcTBUE NepcoHana (BO3MOXHa, HanpuMep, yrpo3a HegoCTaToOuyHOro uncra paGoTHUKOB).

OtcyTcTBUE Haa3opa 3a paboTol N1L, NPUMMALEHHBIX CO CTOPOHbLI, UNU 3a paboToi yoopwmy (BO3MOXHA, Hanpu-
Mep, Yrpo3a XULeHus).

Hepoctatounas nogrotoBka nepcoHana no Bonpocam obecneqennsi 6e3onacHocTu (BO3MOXHA, HaNpumep, yrpo-
3a owwnbku onepaTopoB).

OtcyTcTBUE HEobXoAMMBIX 3HaHUIA MO BoMnpocam He3onacHOCTU (BO3MOXHA, HaNnpuMep, yrpo3a ownboK nonb3o-
BaTenewn).

HenpasunbHoe ncnonb3oBaHue nporpaMMHo-annapartHoro obecneueHusi (BO3MOXHa, Hanpumep, yrposa owm6-
K1 OnepaTopoB).

OTCyTCTBUE MEXaHW3MOB OTCMEXMBAHUA (BO3MOXHA, HAaNpUMep, Yrpo3a UCnonb3oBaHus nporpaMmmHoro obecne-
YeHWs1 HeCaHKLMOHUPOBaHHbLIM cnocobom).

OTCcyTCTBUE NONMUTUKW NPaBUMBHOTO MONb30BaHWUA TENEKOMMYHUKALMOHHBIMU cucTeMammu ana obmena coobiue-
HUAMK (BOBMOXKHA, HANPUMEp, Yrposa MCTMONb30BaHNA CETEeBbIX CPEACTB HECaHKLMOHUPOBAHHLIM CNOCOGOM).

HecooTeeTcTByI0WME Npoueaypbl Habopa kaapoe (BO3MOXHA, HANpUMeEP, Yrpo3a HAMEPEeHHOro NoBpeXaeHus).

7 O6wue yAa3BUMbIe MeCTa
OTka3s cucTeMbl BCMEACTBME OTKa3a OQHOIO U3 N1EMEHTOB (BO3MOXHA, Hanpumep, yrpo3a c60eB B hyHKLUMOHNPO-
BaHWM YCNYT CBA3N).

HeapeksaTHble pesynbrarbl NPOBEASHUSA TEXHUHECKOTO 06CNyXMBaHUs (BO3MOXHA, HANpuUMep, yrposa annapar-
HbIX OTKa30B).
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Mpunoxenne E
(cnpaBouHoe)

Tunonorua MeToaoB aHaNU3a pUucka

AHanua pyucka CoCTOUT U3 CrielyloWmMX 3TanoB, MPUBEAEHHLIX B HACTOSALWEM npunoxeHun, a tawke B UCO/MIK
TO 13335-4:

- nAeHTMMMKALUA M OLEHKA aKTUBOB (OLIEHKA BO3MOXXHOIO HEraTMBHOTO BO3AENCTBUSI HA AENOBYIO AeSITENbHOCTD);

- OUeHKa yrpos;

- OLIEHKA YsI3BUMbIX MECT;

- OLIEHKA CYLLeCTBYIOLWMX U MITAHUPYEMbIX CPeACTB 3aLLMUThl;

- OUEHKa pucka.

Ha 3akniountenbHOM atane aHanu3a pucka AorpkHa ObiTb NpoBeAeHa cymmapHasi oueHka pucka. Kak 6bino
YCTaHOBMNEHO paHee (CM. npunoxeHue B), akTuBbI, UMEIOME LEHHOCTD W  XapaKTepuaylolmecsl onpeaeneHHOn
CTeneHbIo YysI3BUMOCTH, BCSIKWIA pa3 NMojBepralTcs pucky B npucyTcTeun yrpo3. OueHka pucka npeacraensieT cobon
OLIEHKY COOTHOLLEHUS MOTEHUMANbHbIX HEFATUBHLIX BO3AENCTBUIA HA OENOBYIO AeATENbHOCTb B ClyYae HexenaresbHbIX
VHLUMAEHTOB M YPOBHSI OLIEHEHHBIX YIPO3 U YSI3BUMbIX MeCT. Puck hakTuieckun SIBNsieTcsl Mepoii He3almMWEeHHOCTH cucTe-
Mbl U CBSI3aHHOIN C HEW opraHu3auumn. BenvunHa pucka 3aBucuT OT:

- LEHHOCTU aKTUBOB;

- YIpo3 U CBSI3aHHOW C HUMWU BEPOSITHOCTU BO3HUKHOBEHUSI OMACHOIO AN aKTUBOB COObITUS;

- NerkocTU peanusaumm yrpo3 B ysI3BUMbIX MECTaX C OKa3aHMEM HeXenaTernbHOro BO3[eNCTBuUS;

- CYLLECTBYIOLLMX UIMN MJTAHMPYEMBIX CPECTB 3alLMTbl, CHUXKAIOLLMX CTENEHDb YSI3BUMOCTH, YTPO3 U HeXenaTtebHbIX
BO31ENCTBUNA.

3apgava aHanu3a pucka cOCTOMT B ONpeerneHnn 1 oLleHKe PUCKOB, KOTOPbIM NOABEPraeTcsi cuctema MHopmaum-
OHHbIX TEXHOMNOMMI U ee aKTUBbI, C LieNbio onpeerneHnst u Boibopa LenecoobpasHbix 1 060CcHOBaHHbIX cpeacTB obecne-
yYeHusi 6esonacHocTh. Npy OLEHKE PUCKOB paccMaTpUBalOT HECKONMBKO Pa3fUYHbLIX €ro acrnekToB, BKIOYasi BO3gencTene
0onacHoro cobbITUA U ero BeposiTHOCTb.

BoapgelictBre MOXeT ObiTb OLEHEHO HECKOMNBKMMM Croco6amm, B TOM YMCTE KONTMYECTBEHHO (B AEeHEXHbIX eanHU-
Lax) n Ka4eCTBEHHO (OLeHKa MOXeT BbiTb OCHOBaHa Ha UCMONb30BaHWM A4Sl CPaBHEHUS NMpUNaraTenbHblX TUNA yMepeH-
HOE WUNW CEepbe3HOE), UMM MX KoMOMHaumen. [na oueHkn Bo3gencTBus Heo6XoaMMO paccunTaTh BEPOSITHOCTL NOSIBIE-
HWS YTPO3bl, BPEMS €€ CyLLLECTBOBAHWSA, BPEMsI COXpPaHEHUs1 LIEHHOCTU akTUBa U uenecoobpasHocTb 3awmTsl aktuea. Ha
BEPOSITHOCTb MOSIBIIEHWS YIPO3bl OKA3LIBAIOT BrUsIHWE criegylowmne hakTopsi:

- NPUBIEKATENBbHOCTb aKTUBA — MPUMEHSIIOT NPU PacCMOTPEHUM YrPo3bl HAMEPEHHOTO BO3AEWCTBUS MNIOAEN;

- JOCTYMHOCTb aKTMBAa /151 NONYyYeHNUs MaTepuarnbHOro BO3HArPaXKAeHUss — NPUMEHSIIOT NMPU PacCMOTPEHUN YIPO-
3bl HAMEPEHHOTO BO3AEWCTBUSA NoAeW;

- TEXHUYECKME BO3MOXKHOCTM CO3AaTenNs yrpo3bl — MPYMEHSIOT MPY PaCCMOTPEHNMN YTPo3bl HAMEPEHHOTO BO3eN-
CTBUSA Nioaen;

- BEPOSATHOCTb BO3HWKHOBEHWS YIPO3bl;

- BO3MOXHOCTb MCIOSb30BaHWS YA3BUMbIX MECT — MPUMEHSIOT K YA3BMMbIM MECTaM Kak TEXHUYECKOro, Tak M
HETEXHWYECKOrO Xapakrepa.

MHorve mMeToAbl MpeanaraloT UCNorb3oBaHWe Tabnuu U pas3nuYHbIX KOMBUHALMIA CyGbEKTUBHBIX U 3MMUPUYECKUX
Mep. B HacTosilee Bpemsi HEMb3s rOBOPUTEL O NPaBUIbBHOM MIMM HEMPaBUINBHOM MeTode aHanu3a pucka. Baxho, 4tobbl
opraHusaums nonb3oBanack Hanbornee yaoOHbIM 1M BHYLWAKLWMM AOBEPUE METOAOM, NMPUHOCALLMM BOCINPOU3BOAUMbIE
pesynetatbl. Huxxe nprBefeHsl HECKOMNBKO NMPUMEPOB METOAOB, OCHOBaHHbLIX Ha MpUMEHeHWn Tabnuu:

TMpumepsbi

1 Mampuua c 3apaHee onpedesieHHbIMU 3Ha4YeHUSIMU

B memodax aHanu3za pucka mako2o muna ¢hakmudeckue usu npednonazaemoie puauvyeckue akmueabl oye-
Huearom Ha OCHOge CIMOoUMOCMU UX 3aMeHbl Uuflu geoccmaHoesieHust (Mo ecmb KonuvyecmeeHHo). 3amem amu
KonuvYecmeeHHble OUeHKU npeobpa3yrom e WKaly Ka4ecmeeHHbIX OUY€HOK, Komopasi ucnosb3yemcs npuMeHu-
menesHO K akmueam OaHHbIX (CM. Huxe). Pakmuyeckue unu npednonazaemMbie NpPo2paMMHbIe aKmuebl OUeHU-
ealom mak xe, KaKk u huludyeckKue akmusbl ¢ onpedesieHUeM cMOUMOCITIU UX NOKYMKU U/lu 80CCMaHo8/1eHUsI, a
3amem 3Mmu Konu14ecmeeHHbIe OUeHKU npeobpa3yrom 8 WKaly Ka4ecmeeHHbIX OUeHOK, KOmopasi UCTolb3yemcst
npuMeHuUmMesIbHoO K akmueam daHHbIX. KpoMe mozo, ecriu 8bISICHUMCST, YMO K KOHKPeMHOMY npukiadHoMy npo-
2paMMHOMY 06ecreqeHUr0 Cyuecmeyrom ceou eHymMpeHHue mpebosaHus o KOHUGeHYUanbLHOCMU Unu Ueso-
CMHocmu (Hanpumep, eciu UCXOO0HbIU KOO caM s187151eMCsi KOMMEPYECKOU malHoli), mo €20 OUEeHUBaIoIM MmeM e
cnoco6omM, Ymo u akmueni aHHbLIX.

3HaveHus yueHHocmu akmueoe 0aHHbIX onpedesisTiom UuHMepeaboupogaHueM u3bpaHHbIX compyOdHUKoe, 3a-
HsIMbIX 8 cghepe denoeol dessmenbHocmu («enadenbuyee GaHHbIX»), KOMOPbLIE MO2YyM @biCKa3bisamb KoMrie-
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MeHMHbIe CYXOGeHUs1 OMHOCUMesIbHO OaHHbIX, onpedesnsimb UEHHOCMb U Yy8CmeumebHOCcmb OaHHbIX, Hax00s1-
WUXCs 8 UCNoNb308aHUU UTU NOGIeXaujux XpaHeHuo unu obpabomke ¢ obecneyeHuem docmyna K HuMm. Takue
uHmepeaknio obriez4arom OUEHKY UeHHOCMU U YyecmeunesbHoCmu aKkmuaoe GaHHbIX ¢ y4emom caMbix Hebna-
20MPUSIMHLIX 8apuaHmoe pazsumusi cobbimuti, KOMopbIe MOXHO OXUdamb, pyKogodcmeysich pa3yMHbLIMU OCHO-
eaHUsIMU, U KOmMopble MO2ym oKa3zamb HezamueHoe go3delicmeue Ha desrogyro dessmenbHOocmb acredcmsaue
HecaHKYUOHUPO8aHHbIX packpbimusi UHgopmayuu, modugukayuu, USMEeHeHuUs1 cMbiciia nepedaHHoU uHghopma-
yuu, He@ocmynHoOCMuU UHoOPMayUU 8 pa3fuYyHbIe Nepuodbl 8PEeMEHU U YHUYMOXXeHUs1 UHghopMayuu.

OuyeHKy npoeodsim Ha OCHoge pekoMeHOayuli o oyeHkKe akmueoe GaHHbIX, KOMOopbIe 0Xeambigarom:

- TUMHyt0 6e30nMacHoOCMb;

- NepcoHankbHble 0aHHbIe;

- o6s13aHHOCMU cobrodamb mpeboe8aHuUsT 3aKOHO8 U MOO3aKOHHbLIX aKmos;

- Ipaeoeoe NpuHyxOeHue;

- KOMMepYecKue U 3KOHOMUYeCcKUe UHmepechbl;

- huHaHco8bIe nomepu / HapyuweHue HopMasibHo20 xo0a pabom;

- obujecmeeHHbIl NopsIGoK;

- nonumuky eederusi 6usHeca u desro8bix onepayul;

- Tomepr penymauuu.

PexomeHdayuu obnezyarom onpedesieHue 3HavYeHul Ha Yyucnoeol wkane (Hanpumep om 1 do 4), komopasi
npedycmompeHa 07151 Mampuuybl, UCTIONb3yeMol 8 Kayecmeae npumepa (cMm. mabnuuy 1), No3eossisi, makum obpa-
30M, ucrnonb3o8ams mam, 20e 803MOXHO, KONTUYecCmeeHHbIe, 8 maM, 20e He803MOXXHO, — /I02UYeCcKUe U Kave-
cmeeHHbIe OUeHKU, Hanpumep npu oueHu8aHuu cmeneHu y2po3bl 0711 JKu3Hu model.

BaxHbiIM s16151€MCS1 MaKKe cocmassieHue nap 8onpPoCHUKOS N0 KaxGoMy mury y2po3bl 051s1 Kaxkdol apyn-
nbl aKMUB08, K KOMOPbLIM OMHOcUMcst aHHbIU mun y2po3bi, 4mo obecnevyum 803MOXKHOCMb OUEHKU YyposHel
y2po3 (8epossmHOCMU 803HUKHOBEHUS y2p03) U ypoeHel ys38UMOCMU (ITe2KOCIMU peanu3ayuu y2po3 8 y38UMbIX
Mecmax ¢ OKalaHueM HexXe/lamenbHoz2o so3delicmeusi). 3a omeem Ha Kax0Oblii 80nPoc Ha4yucnssiom o4ku. Oyku
Hakannuearom ¢ ucrnosb3osaHuem 6a3bl 3HaHuUll U cpasHU8arom ¢ paH2amu, Ymo no3eorisiem onpedenums ypPoeHU
y2po3 (HanpumMep o Lkase ¢ duana3oHoM yposHel om «8bICOKO20» 80 «HU3KO20») U COOMEEemciMeeHHO YPOSHU
ysAizgauMocmu (cM. NpusedeHHYH0 HUXe Mampuuy), IPUMEHUME/TbLHO K pa3/ludHbIM YPO8HsSIM ao3delicmeausi. Omee-
MbI Ha 80NPOCkI, codepKalujuecst 8 8ONMPOCHUKaX, NOJIyYalom & pe3yfibmame UHMep8bIoUPO8aHUSI MEeXHUYEeCKUX
crieyuanucmos, nepcoHasna opzanu3ayuu u ceyuanaucmos o 3KCIuIyamayuu nomMeweHutl, a maike Ha ocHoge
¢husuveckozo obcnedosaHust Mecm pasMeweHuUst annapamypbl U NPO8ePKU COCMOSIHUST GOKyMeHmauuu.

Tunsl yaumbieaeMbix y2po3 pacnpedesnssiom no caedyrowuM epynnam: HaMepeHHble HeCaHKYUOHUPO8aH-
Hble delicme usi model, delicmeaust cwi npupoodbl, owubku modeli u cb6ou e o6opydogaHuu, NpoepaMMHOM ob6ecnie-
YeHUU USU JTUHUU C8SI3U.

LieHHOCMU akmueosa, a MaKKe ypoeHU y2po3 U y13eUuMocmu, coomeemcmeyrouwjue Kaxdomy muny eo3deii-
cmeusi egodsam e Mampuuyy Os1s1 onpedesieHus Kax9d020 coyemaHuss coomeemcmeyrowux Mep pucka no wkasne
om 1 do 8. 3HayeHus1 eenuYUH pazMewjarom e Mampuuye e CMpyKmypuposaHHOU ¢hopme e coomeemcemeuu
¢ mabnuuei 1.

Tabnuya 1
Ypoeeub yeposbi
Yennocms Huzkuii Cpednuii Bbicokuii
akmuea
YpoeeHns ysizeumocmu YpoeeHs yszeumocmu Ypoeeub yszeumocmu
H c B H c B H c B
0 0 1 2 1 2 3 2 3 4
1 1 2 3 2 3 4 3 4 5
2 2 3 4 3 4 5 4 5 6
3 3 4 5 4 5 6 5 6 7
4 4 5 6 5 6 7 6 7 8
0O6o3HayeHmne: H — Hnskmn, C — cpegHnin, B — BbICOKMA.

Hns kaxdoz20 akmuesa paccmampugaiom ysi1zeuMble Mecima u coomeemcemeyroujue um yepo3ni. Ecnu ume-
omces ysizsuMbie Mmecma 6e3 coomeemcmesyouwell y2po3n! unu yepo3bi 6e3 coomeememsayrouie2o ys3eumMoz0
mecma, mo cyumarom, 4ymo e daHHoe epeMs1 puck omcyncmeayem (Heo6xo0uMo NPosIeIAML 0CMOPOKHOCTIL Ha
cry4ail 803MOXHO20 UIMeHeHus1 cumyayuu!). 3amem udeHmudgpbuyupyrom coomeemcemeayrouwjull pssd Mampuybl No
UeHHOCMu akmuea, a coomseemcmseyruwyo KOIOHKY — M0 cmefeHu y2po3bl u yaseumocmu. Hanpumep, ecnu
UeHHOCMb akmuea pasHa 3, y2po3y xapakmepu3yrom KaK «8bICOKYIO», a ys136UMOCIMb — KaK «HU3KYIO», Mepa

42



rocT PUCO/MIK TO 13335-3—2007

pucka pasHa 5. [Ipednonoxum, 4mo YeHHOCMb aKmuega pasHa 2; npu oyeHKe, Hanpumep y2po3bl Modugukayuu
akmuea, y2po3y xapakmepusyrom KaK «<HU3KYIO», @ Ys138UMOCMb — KaK «8bICOKyIo». B amom cnyvae mepa pucka
6ydem pasHa 4. Paamep Mampuuybl C MOYKU 3PEHUST YUC/Ia Kame20pull, XapaKimepu3yrowux cmeneHb y2po3bl,
cmerneHb YysI38UMOCIMU U UeHHOCMb akmusa ebibuparom e 3asucumocmu om nompebrHocmeli op2aHusayuu. fo-
nosHuUmMesnbHble KOMOHKU U psidbl Oarom dononHumernbHOe Yucio Mep pucka. LleHHocms Hacmoswezo memoda
cocmoum e paHXupo8aHuu coomeemcmeayroujux pucKos.

2 PaHxupoegaHue y2po3 1o Mepam pucka

Ana ycmarnosenenus nowazoeol a3aumo3zasucumocmu mexdy ¢hakmopamu so3delicmeus (UEHHOCMb aK-
muea) u 8epoSIMHOCMbI0 803HUKHOBEHUS Y2PO3bi (C Yy4eImMOoM acrieKmoe ys136UMOCITIU) MOXKem Ucnosib308amscs
mampuya unu maénuya (cM. mabnuuy 2). [epekiil waz — ouyeHKa so3delicmeaust (LEeHHOCMU aKkmuea) 1o 3apaHee
onpedenerHol wkane, Hanpumep om 1 do 5, dns kaxdoz20 Nodeaep2aeMo20 y2po3e akmuea (Kos1oHka b e mabnu-
ye 2). Bmopolii wa2 — oyeHKka 8epOosiMHOCITIU 803HUKHOGEHUS ¥2p03bl 10 3apaHee onpedesieHHol wiKasne, Hanpu-
mep om 1 do 5, Ons kaxdol y2po3bl (KosIoHKa ¢ 8 mabnuye 2). Tpemul waa — pacyem Mep pucka yMHOXeHUeM
pe3ynbmamos nepabix d8yx wazoe (b— c). Tenepb MOXXHO NPOpaHXupo8amb ONacHOCITU I10 3Ha4YeHU0 K03 gu-
yuenma «nodsepxeHHocmu gozdelicmeusim». B mabnuye 2 yugppoii 1 o603HaveHbl camoe Manoe eosdelicmeue u
camasi HU3Kasi ePOSIMHOCITIL 803HUKHOBEHUS y2pO3bl.

Tabnuya 2
Heckpunmop | Ouyenka eosdelicmeus | BeposmHocms €O3HUK- Mepa pucka Panz y2po3bi
yepos (uenHOCMU akmuea) HOBEHUS yepo3bl d e
a b c

Yepo3a A 5 2 10 2
Yepo3aB 2 4 8 3
Yepo3a C 3 5 15 1
Yepo3a D 1 3 5
Yeposa E 4 1 4
Yeposa F 2 4 3

Kak nokasano eniwe, makoii Memod no3eosisiem cpasHuU8amb U paHXupoeamb o NpuopumemHocmu pas-
Hbi€e y2p03bi ¢ paznuYyHbIMU 80308elicmeusIMU U 8ePOSIMHOCMU 803HUKHOGEHUST Y2po3bl. B HeKkomopbIx cryyasix
Heo6x08uMO coomHecmu ucnosL3yeMsie 8 3Imol npoyedype IMNUPUYECKUE WKalbI ¢ 0eHEXHbIMU eQUHUYaMU.

3 Oyenka yacmomabi nosieIeHUsT U 803MOXHO20 yulepba, c8ss3aHHO20 C pucKkamu

B Hacmosuwem npumepe ocHogHOe sHUMaHue ydernsiemcst 8030elicme U0 HexerlamesibHbIX UHYUdeHmos u
onpedesieHuro0 cucmem, KOMopbIM ciredyem npedocmasums npuopumem. [nst 3moz20 oyeHuearom o dea 3Have-
HUS1 Onsa Kaxd020 akmuea u puckKa, Komopbie 8 pa3HbIX KOMGUHayusIXx onpedensTromM OYCHKY Kaxd020 akmuasa.
Boiqyucnaiom cymMmMy oueHOK ecex akmugoe OaHHOU cucmemb! u onpedesisiiom Mepy pucka 0151 aHHOU cucmeMbl
UHGOPMaYUOHHBIX MEXHOTo2Ul.

Mpexde ecezo onpedesnssrom yeHHOCMbL Kax0020 akmuea. LjeHHocmb akmuea cesi3aHa ¢ 803MOXHBIM 110~
epexxdeHuUeM aKkmuea, KomopoMYy y2poXaron, U Ha3Havyaemcs 01 Kax0ol y2po3bl, Komopol Moxem nodeepa-
HYymMbcst OaHHbIl akmue.

3amewm onpedensirom 3Ha4YeHue Yacmomsbl. Yacmomy oyeHugarom o coYemaHuro 8ePOSIMHOCTIU 8O3HUK-
HOBEHUS Yy2po3bl U JIe2KOCMU 803HUKHOGCHUS y2p03 8 YsI38UMbIX Mecmax (cM. mabnuuyy 3).

Tabnuya 3
YpoeeHb yzpo3nbi
«Hu3kui» «CpedHui» «Bbicokuii»
Yacmoma Ypoeenb ys1zeumocmu Ypoeens ys1zeumocmu Ypoeenb ys1zeumocmu
H c B H c B H c
0 1 2 1 2 3 2 3 4
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3amewm no mabnuuye 4 onpedensirom oueHKuU o akmueam/yzpo3am, Haxo0s1 nepecevYeHue KOTOHKU UeHHOC-
mu akmusga u cmpoku 4Yacmombl. OUeHKU o akmueam/yz2po3amM CyMMUpyrom u onpeodensirom obuwyo oueHKy
akmuea. 9ma ouyeHka moxxem 6b1mb ucnonb3ogaHa 0ns1 onpedesnieHust pa3nuyvull mexdy akmueamu, obpazyrouju-
MU Yacmb cucmemsl.

Ta6nuuya 4
Yacmoma LenHocmb akmuea

0 1 2 3 4
0 0 1 2 3 4
1 1 2 3 4 p
2 2 3 4 5 6
3 3 4 5 6 .
4 4 5 6 7 3

Tocnedrull waz cocmoum e 8bI4UCIIeHUU CYMMbI OUeHOK 8CeX akmugoe cucmembl O11s1 onpedesieHust oueH-
Ku cucmembi. 9ma oueHka Moxem 6bImb UCNob308aHa 051 onpedesieHUsT pa3nuYyuli Mexady cucmemamu, a makx-
e dns onpedeneHusi cpedcms 3aujumbl cucmemMbl, KOMopble criedyem UCno/Ib308amb 8 nepsyo ovepedsb.

B npueedeHHbIX HUXe NpuMepax ece 3HavYeHUsI 8eJIUNUH 8bI6paHbI criyYaliHbiM 06pazom.

Tpednonoxum, ymo e cucmeme S umeenmcss mpu akmusa: A1, A2 u A3. lNMpednosnoxum makxe, 4mo GaHHasi
cucmema mMoxem nodsep2ambcst dsaym yeposzam: T1 u T2. [ycmb yeHHocms akmuea A1 6ydem paeHa 3, ueH-
Hocmb akmuea A2 — 2 u yueHHocmb akmuga A3 — 4.

Ecnu dnst covemanusi akmuea A1 u y2po3si T1 sepossmHocmb 803HUKHOBEHUST y2p03bl Masa, a ;1e2Kkocmb
803HUKHOBEHUST y2p03bl 8 ysI38UMbIX Mecmax umeem cpedHee 3Hav4eHue, mo Yyacmoma 6ydem pasHa 1 (cm. ma6-
nuyy 3).

OueHka coyemaHusi akmuea A1 u y2po3si T1 moxem 6bimb 83sima no ma6nuue 4 Ha nepeceYyeHUU KOTOHKU
«UeHHOCMb akmueay, pagHol 3, u cmpoku «4acmomay, paegHol 1. B daHHOM cily4ae ama ouyeHka 6ydem paeHa 4.
AHanozu4yHo npuHumarom 0151 oueHKU codemandust akmuea A1 u y2po3bi T2 cpedHior eeposimHOCMb 803HUKHOGe-
HUST y2p03bl U 8LICOKYHO JIE2KOCMb 803HUKHOBEHUS Y2p03bl 8 ysi38UMbIX Mecmax. Tozda oueHKa coyemarusi ak-
musa A1 u y2po3bi T2 6ydem pasHa 6.

3amewm ebivucnsom 3Ha4eHue obuiell oueHku A1T, komopasi 6ydem paeHa 10. O6wy0 OUeHKy aKkmugoe
paccyumsigarom Oris1 KaXXG020 akmuea u npumeHumou y2po3bi. O6wyro oueHky cucmemsbi ST onpedensom no
cymme ATT + A2T + A3T.

Tenepb MOXHO cornocmasums pPazjiudHbIe CUCMEeMbI U pa3fluvHbie akmuebi éHympu 00HOU cucmembi U
ycmaHoeums npuopumemsl.

4 PazzpaHuveHue mexdy donycmumMbsiMu U HedonycmuMbIMU pucKkamu

Apyaoii cnoco6 uamMepeHust puckog cocmoum MmoJibKO 8 pa3zpaHudeHuu 8onycmumbix U HeGonycmuMbIx
puckos. [Ipednochbinika 3aKki0Maemcst 8 MoM, Ymo Mepbl PUCKO8 UCMOoNb3yom nulib 01151 paHxupoeaHusi o6nac-
mel Mo cpoYHOCTU NPUHSIMUS He06X00UMbIX Mep, Ymo Moxem 6bimb GoCMU2HYMO ¢ 3ampamol MeHbWUX ycu-
nut.

B coomeemcmeuu ¢ makum nodxodom npumeHsieMast Mampuua yxe He codep)xum 4ucrio8bix 3HavYeHul, a
monbko 6ykeb! T (Ons1 donycmumbix puckos) u N (Ons Hedonycmumbix puckos). Tak, Hanpumep, Mampuuya, uc-
nonb3yemast 9511 memoda 3, moxem 6bimb NpeobpazogaHa @ Mampuuy no mabnuye 5.

Tabnuuya 5
Yacmoma LenHocmb akmuea

0 1 2 3 4
0 T T T T N
1 T T T N N
2 T T N N N
3 T N N N N
4 N N N N N

9ma mampuua, kak u npedbidyujue, npueedeHa MoObKO 8 Kavecmee npumepa. O6o3HavYeHue 2panHuubl
mexdy donycmumbiMu U HedonycmumbIMU pUcKamMu — Ha yCMOMmMpeHue nosib3osamersi.
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MpunoxeHne F
(cnpaBo4Hoe)

CBefieHUs 0 COOTBETCTBUMU HaLMOHaNbHbIX cTaHAapToB Poccuitckon Pegepauum

CCbINMOYHbIM MeXAYHapOoOAHbIM CTaHAAPTaAM

O603Ha4YeHNe CCbINIOYHOro
MEeXAyHapoaHoOro craHaapTta

0O603HavYeHne U HaMMEeHOBaHNe COOTBETCTBYIOLLEro
HaLMOHAmNBHOro crtaHgapTa

NCO/M3K TO 13335-1:1996

[OCT P NICO/M3K 13335-1 — 2006 NHdopmaumoHHas TexHonormst. Metogpl
n cpeactBa obecneveHnsl 6esonacHocTh. Yacte 1. KoHuenuus n mogenu me-
HekMeHTa 6e30NacHOCTU MHMOPMALMOHHBLIX U TENEKOMMYHUKALMOHHbIX
TEXHOMOrnM

NCO/M3K TO 13335-4:2000

[OCT P NCO/MBK TO 13335-4 — 2006 NHopmaumnoHHas TexHonormsi. Meto-
abl n cpeactea obecneveHns 6esonacHocTu. Yactb 4. BeiGop 3aWmTHBIX Mep
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