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BBegeHue

YcTaHOBNEHHbIe HACTOALMMM PEKOMEHAAUMAMY TEPMUHBI PacnonoXeHbl B CUCTEMATUINPOBAHHOM
nopsake, oTpaxaroLemM CUCTEMY MOHATUI B 06NacTy TEXHUHYECKON 3aLmTbl MHChopMaLumK.

[nsa kaxgoro NOHATMA YCTAHOBIEH OAWNH CTaHAAPTU30BAHHbIN TEPMUH.

3aknoyeHHas B Kpyrnble CKOBKM 4acTb TEPMUHA MOXET GbiTb ONyLEHa NPU UCMONb30BaHUN TEPMUHA B
DOKYMeHTax Mo cTaHaapTusauunn. lNpr aToM He BXOASLLAA B KPYrnble CKOGKM 4acTb TepMmnHa obpasyeT erokpat-
Kyto oopmy.

Hanun4ne keagpaTHbIX CKOGOK B TEPMUHONOTMYECKON CTaTbe O3HAYAET, YTO B HEE BKNIOYEHbI 1BA TEPMU-
Ha, MetoLLme obLLMe TEPMUHOINEMEHTHI.

B andaBnTHOM yKa3aTene AaHHble TEPMUHbI NPUBEAEHb! OTAENBbHO C YKa3aHMeM HoMepa CTaTby.

MpuBeaeHHbIe onpeaeneHns MOXXHO NMpY HEOBXOAMMOCTN U3MEHATL, BBOASA B HUX MPOU3BOAHBIE NPU3HA-
KW, PacKpblBas 3Ha4€HUs NCMONb3yeMblX B HUX TEPMUHOB, YKa3biBas 06bekThl, Bxoasime B 06beM onpeaense-
MOrO MOHATWSA. M3MeHeHMs He [OMKHbl HapywaTb 06beM M coaepXaHne MOHATUI, onpeaeneHHbIX B
HaCTOALLMX pEKOMeHAaLMAX.

B HacToAWwMX pekoMeHaaLmAX NpuBeaeHbl TEPMUHbI HA aHFMACKOM A3bIKE.

TepMuWHbI M onpeaeneHns 0BLEeTEXHUYECKNX MOHATHIN, HEOBXOAMMbIE ANA NOHUMAHWUA TEKCTa HACTOoA-
LMX peKOMEHAALWNA, NPUBEAEHBI B MPUNOXEHNN A,

Cxema B3aIMOCBA3M CTaHAAPTU30BaHHLIX TEPMUHOB NPUBEAEHA B NpUoxeHun b.

CTaHaapTM30BaHHblE TEPMUHBI HaGpaHbl NOMY>XUPHBLIM LIPUTOM, UX KpaTkne (popMbl, NpeacTaBneH-
Hble abbpeBnaTypon, — CBETNbIM, 8 CUHOHUMbI — KYPCUBOM.

B HacTosAwumx pekoMeHaauusx npuseaeH angaBuUTHLIA yKa3aTeNb TEPMUHOB Ha PYCCKOM A3biKe, 8 TaKxXe
andaBnTHbIN yKkasaTernb TEPMUHOB Ha aHIMUINCKOM A3bliKe.
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PEKOMEHAALMUWMU no CTAHAOAPTMWUWSI3IALULMNKUMN

TexHn4yeckan 3awmurta i opmaumm
OCHOBHbIE TEPMUHbI U ONPEOEINEHUA

Technical information protection.
Terms and definitions

HarasBegeHun — 2006—06—01

1 O6nacTb NnpuMeHeHus

Hacrom.ume pekoMeHaaumm yctaHaBNMBaloT TEPMUHBI U onpeaeneHna MOHATMI B 06NACTN TEXHUHYECKON
3aWmThl MHPOPMALMKY B pa3nmnyHbIX cepax AesTENbHOCTH.

TepMMHbl, YCTaHOBNEHHbIE HACTOALWMMHN peKOMeHAaUUaAMU, PEKOMEHAYIOTCA OANA UCNoNb3oBaHuA BO
BCEX BUAaX AOKYMEHTALMUN M NUTepaTypbl N0 BONPOCaM TEXHUYECKON 3aLmMTbl MHpOpMaUWK, NCNonbL3yeMon B
cthepe paboT No cTaHaapTUsaumm.

2 HopmaTuBHbIe CCLIMNKU

B HacToALMX pekoMeHAaLMAX UCTNIONb30BaHbI HOPMATUBHBIE CCLINKU HAa CNEAYIOLMIA CTaHAaPTbI:

FOCT P50922—96 3awwmra nHpopmaummn. OCHOBHbIE TEPMUHBI M ONpPeaeneHna

FOCT P51275—99 3awmTa nHcbopmaumn. O6bekT udopmaTnsaumn. dakTopbl, BO3AENCTBYIOLLME Ha
nHdpopMaumio. O6LLME NONOXKEHNS

FOCT P51897—2002 MenemxMeHT pucka. TepMuHbl M onpeaeneHns

FOCT P 51898—2002 AcnekTbl 6e3onacHocTw. [paBuna BKNIOYEHUS B CTaHAAPTLI

FOCT 1.1—2002 MexrocynapcTBeHHas cucTeMa CTaHaapTuaaummn. TepMuHbl M onpeaeneHns

FOCT 34.003—90 WHdopmaumoHHan TexHonoms. Komnnekc ctaHgapToB Ha aBTOMaTU3NPOBaHHbIe
cucTeMbl. TepMUHbI M onpedeneHns

FOCT 15971—90 Cucrembl 06paboTkv nHcbopMaLmmn. TepMuHbl M onpeaeneHns

FOCT 16504—81 Cwncrtema rocyaapCTBEeHHbIX MCMbITaHWi NpoayKUMK. UcnbITaHna N KOHTPOSb Kavec-
TBa NPOAYKLUMKN. OCHOBHbIE TEPMUHbI M ONpeaeneHns

MpumMeyaHune— lNpu NoNbL30BaHUN HACTOSILLMMU PeKOMEHAALMAMU LienecooGpasHo NPoBEpUTL AeicTene
CCbINOYHOrO CTaHAapTa B MHMOPMAaLMOHHOI cucTemMe obLLero NoNb3oBaHWA — Ha ouumansHoM caiite deaepanbHoro
areHTCTBa MO TEXHNHECKOMY perynpoBaHmio  MeTPonorum B ceTu IHTepHET UNU o eXXeroaHo U3aasaemMomy MHopMa-
LIMOHHOMY yka3aTento «HaLmoHanbHble CTaHAapThI», KOTOPbIA ONyGNMKOBaH Mo COCTOSHUIO Ha 1 AHBaPA TekyLwero roaa, n
Mo COOTBETCTBYIOLMM EXeMeCA4HO u3naBaemMbiM UHPOPMALIMOHHBIM Yka3aTensm, ony6nMkoBaHHLIM B TEKyLLEeM roay.
Ecnu ccbiNoYHbIN AOKYMEHT 3amMmeHeH (M3MeHeH), TO NPY MoMNb30BaHNMN HAaCTOSALLIMMU PeKOMeHAAUMAMN CNeayeT PYKOBO-
ACTBOBATHCA 3aMEHEHHbIM (M3MEHEHHBIM) AOKYMEHTOM. ECNi CChINOYHBIN OKYMEHT OTMEHeH 6e3 3aMeHbl, To Nomnoxe-
HWe, B KOTOPOM AaHa CCbIrka Ha HETO, MPUMEHSIETCS B YaCTK, He 3aTparuBaloLLei 3Ty CobIKY.

3 TepMuHBI U onpeaeneHUs

3.1 OGwue noHATUA

3.1.1 uncdopmaumoHHan 6e3onacHocTb 06bekTa uHpopmaTnszaumn: Coc-
TOsIHWE 3aLMLIEHHOCTN 06bekTa MHopMaTU3aLum, Npn KOTOPOM obecneumn-
BaeTca 6e30nacHOCTbL MH(POPMALIMK 1 aBTOMaTM3MPOBaHHLIX CPEACTB ee 06pa-
60TKKN

UsnaHue opuumansHoe
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3.1.2 TexHMueckaa sawmuta uHopmauuu; T3U: [eatenbHOCTb, HanpaBneH-
Has Ha obecneyeHre HekpunTorpachn4eckuMm MmeTogamm 6e3onacHoOCTH MHGop-
Maumm (OaHHbIX), noanexawen 3aluTe B COOTBETCTBUU C AENCTBYIOLINM
3aKOHOAATENBLCTBOM, C MPUMEHEHNEM TEXHUHYECKNX, NPOrPAMMHbIX M MPOrpamm-
HO-TEXHUYECKUX CpencTB

3.1.3 6e3onacHocTb UHdopMaummu [AaHHbIX]: COCTOAHME 3aLUULLEHHOCTU
MHOPMaLIMK [AaHHbIX], NPY KOTOPOM 0GecneynBaloTcs ee [ux] koHuaeHUmManb-
HOCTb, AOCTYNHOCTb U LLENOCTHOCTb [1].

MpwumeyaHune—bBbe3onacHocTs MHMOPMaLMKN [AaHHBIX] onpeaensieTca OTCyTCT-
BMEM HefoMyCTUMOro pUcKa, CBS3aHHOMO C YTeYKOM uHdopMaumm NO TEXHUYECKUM Ka-
Hanam, ¢ HeCaHKLIMOHUPOBaHHbLIMMW N HeNpeaHaMepeHHbIMU BO3AENCTBUSIMUA Ha AaHHbIE U
(vnu) Ha apyrve pecypcbl aBTOMaTU3MPOBaHHOM UHPOPMAaLIMOHHON CUCTEMBI, UCMONb3ye-
Mble NPy NPUMeHeHUN MHPOPMaLIMOHHON TexHonoruu [1]

3.1.4 6e30MacHOCTb WH(OPMaALMOHHON TexHonorumn: CocTosiHMe 3awm-
LLIEHHOCTU MHOPMALIMOHHON TEXHOMNOTUK, MPU KOTOPOM 0becneunBaeTcs BbINOM-
HEeHWe N3aenuem, peanmayoLmnm MHOPMaLMOHHYIO TEXHONOMMIO, NPEANUCaHHbIX
hyHKUMI Ge3 HapyLieHW GesonacHOCTN 06pabaTbiBaeMon nHpopMaLmm

3.1.5 koH(pmpeHumanbHOCTL UHopMaumu: CocTtosHne nHcopMaummn, npu
KOTOPOM JOCTYI K HE OCYLLECTBNAIOT TONbLKO CYyOHEKTHI, UMEIoLIMEe Ha Hero Npa-
Bo [1]

3.1.6 uenoctHocTb MHdopmaumunu: CocTosHUe UHOPMALUK, NPU KOTOPOM
OTCYTCTBYET NioGoe ee U3MeHeHne NGO N3MEHEHNE OCYLLECTBNAETCA TONbKO
npeaHaMepeHHO CyObekTaMm, MMEOLLMMIN Ha HEro NPaBo

3.1.7 uenoctHocTb pecypcoB MH{opMauUOHHOM cucteMbl: CocTosHve
pecypcoB MHMOPMAaLMOHHOW CUCTEMBI, NPX KOTOPOM UX M3MEHEHUE OCYLLECTB-
NAETCA TOMbKO NPeaHaMepeHHO cybbekTaMm, MeoLMMK Ha Hero Npaso, Npu
3TOM COXPaHSAIOTCA NX COCTaB, COAEPXaHne N OpraHn3aLmns B3aumoaencTems

3.1.8 poctynHocTb uHdopMauumn [pecypcoB MHPOPMaUMOHHOW CUCTe-
Mbl]: CocTosiHne nHgopMauun [pecypcoB MHOOPMAaLIMOHHON CUCTEMbI], Npu
KOTOPOM CYGbEKTbI, UMetoLLneE NpaBa AOCTYNa, MOTryT peanu3oBaTth Ux 6ecnpens-
TCTBEHHO [1].

MpumedaHune—KnpaamaocTynaoTHOCATCA: NPaBO HaYTEHNE, UIMEHEHNE, KONU-
poBaHune, YHUYTOXEeHNe NHOPMaLMK, a Takke NpaBo Ha U3MEHEHNE, UCMONb3OBaHKe,
YHUUTOXEHWNE pecypcos [1]

3.1.9 oTyeTHOCTb (pecypcoB WH(OPMaALUOHHON cuUcTeMbl): COCTOsIHME
pecypcoB MHOPMaLMOHHOM CUCTEMBI, MPU KOTOPOM 0BecneynBaloTCa MAEHTU-
huKauma n perncTpaumns AeVNCTBUIN C HUMN

3.1.10 nognuHHOCTbL (pecypcoB MH(POPMaUNOHHON cucTeMbl): COCTOSIHME
pecypcoB MH(OPMaLIMOHHOW CUCTEMBI, MPY KOTOPOM obecneynBaeTcs peannsa-
LA MHPOPMALIMOHHON TEXHONOMW C UCMONb30BaHNMEM UMEHHO TEX PECYPCOB, K
KOTOPbIM CYGbEKT, UMEIOLLMIA Ha 3TO NpaBo, obpaluaeTca [1]

3.1.11 nokasaTenb 3alWMLLEHHOCTU MHhopMauun: KonniecTBeHHasn nnu Ka-
YeCcTBEeHHas xapakTepu1cTrka 6e30nacHOCTN MHOPMaLIMK, ONpeaensioLLas ypo-
BeHb TpeboBaHUN, NpeabABNAEeMbIX K KOH(MAEHUNANbHOCTH, LEeNOCTHOCTU ¢
[OCTYMHOCTM 3TOM MHbOPMaLMK 1 peannayembix Npu ee obpaboTke [2]

3.2 Yrpo3bl 6e3o0nacHOCTH MH(bOpMaLm

3.2.1 yrpo3sa (6e3onacHocT UH(popMauumn): COBOKYNHOCTb YCNoOBUi U hak-
TOPOB, CO3AAILMNX NOTEHLUMAMNBHYIO UMK PEANBbHO CYLLECTBYIOLLYIO ONAaCcHOCTb
HapyLueHnsa 6e30MacHOCTM MHGOPMaLMK

en Technical Information
protection

en Information [data] se-
curity

en IT security

en Confidentiality

en Integrity

en Availability

en Accountability

en Authenticity

en Threat



3.2.2 ncroyHux yrposni 6esonacHoctn uHdopmaunn: CyobekT (pusndec-
KOe Nuuo, MaTepuanbHbil OGBLEKT MK (U3nyeckoe ABNEHUE), ABNSAIOLLIUIACA
HenocpeACTBEHHOM NPUYMHON BO3HMKHOBEHUSA YIPo3bl 6e3onacHoCTM MHopma-
Luun

3.2.3 yasBumocTb (MHbOpMaLMOHHON cuCcTeMbl); 6pews: CBOWCTBO MH(DOP-
MaLMOHHOW CUCTEMbI, NPEAOCTaBnAoLlee BO3MOXHOCTL peanusauum yrpos
6e3onacHocTn 06pabaTbiBaeMoi B HeW MHChopMaLmK.

MpumevaHunsn

1 Ycnosuem peanusaumm yrpo3sbl 6esonacHocTn obpabaTtbiBaemoit B cucteme nHpopma-
Lmmn MoxeT 6bITb HepocTaTok unn cnaboe MecTo B UH(POPMALIMOHHOM CUCTEME.

2 Ecnu yasBMMOCTb COOTBETCTBYET yrpose, TO cywecTByeT puck [3]

3.2.4 yteyka(nHdopmauumn) no TexHu4eckoMy xaHany: HekoHTponupyemoe
pacnpocTpaHeHne nHhopMaLmmn 0T HOCUTENA 3aLmLLaeMON MHOPMaLIMK Yepe3
hrsnYeckylo cpey A0 TEXHUHECKOro CpeacTBa, OCYLLECTBAIOLLErO nepexear
nHopmaumm [1]

3.2.5 nepexsart (MHpopmauun): HenpasomepHoe nonyyeHme nigopmaumm ¢
MCMONb30BaHNEM TEXHMYECKOro CpeacTsBa, OCYLLECTBAAIOWEro obHapyxeHue,
npvem n obpaboTky MHOPMATUBHbLIX CUTHANOB [1]

3.2.6 HecaHKUMOHWPOBaHHbIN AOCTYN K MHdopmauun [pecypcam uHdop-
MauMoHHoW cucTtembl]; HCO: Hoctyn k nHgopmaumm [pecypcam nHdpopma-
LIMOHHOMN CUCTEMDI], OCYLLECTBNAEMbIN C HapyLIEHMEM YCTAHOBMEHHbIX Npas wn
(vnn) npaBun gocTyna K MHopMaLmMK [pecypcam MHGOPMALIMOHHOWM CUCTEMbI] C
NPUMEHEHMEM LUTATHbLIX CPEACTB HPOPMALMOHHON CUCTEMBI UNKN CPEACTB, aHa-
NOMNYHBIX UM MO CBOUM (DYHKLMOHANbHOMY MPEeAHa3HAYEHMIO N TeXHUHECKUM
XapakTepucTuKkam.

NMpumevaHwnsn

1 HecaHKLMOHMPOBaHHbIA AOCTYN MOXeT ObiTb OCYLLECTBNEH rnpeaHaMepeHHo unn
HenpeaHamepeHHo [1].

2 [lpaBa 1 npasuna AocTyna K uHgopMaLum n pecypcam MHMOPMaLUOHHOW CUCTEMBI
yCTaHaBnuBealoT Ans npoleccos 06paboTkn HopmaLmm, ee 06cnyxusaHns, U3SMeHeHUs
NPOrpamMMHBbIX, TEXHUYECKUX N MHAPOPMALIMOHHBIX PECYPCOB, a Takke NonyyYeHns nHgop-
MaLum o Hux [1]

3.2.7 HecaHKUMOHUPOBaHHOE BO3AeWCTBME Ha WHcopmauuio [pecypchl
nHbopmaumoHHon cuctembl]; HCB: N3ameHeHue, yHMUTOXEHME MK KONWPO-
BaHWe MHhopmaLumm [pecypcoB MHPOPMALIMOHHON CUCTEMBI], OCYLLECTBNAEMOE
C HapyLeHWeM YCTaHOBMNEHHbIX NPaB 1 (Mnn) NpaBun.

MpumeyvaHunsna

1 HecaHkUWOHUpOBaHHOE BO3AENCTBUE MOXKET ObiTb OCYLLECTBNEHO MpeaHaMepeHHO
Unu HenpeaHamepeHHo. NpeaHaMepeHHble HeCaHKLMOHUPOBaHHbIE BO3AENCTBUA AB-
NATCA crnelnanbHbIMY Bo3aencTenamm [1].

2 V3MeHeHMe MOXeT ObiTb OCYLLUEeCTBNEHO B hopMe 3ameHbl UHpopmaLmmn [pecypcos
MHOPMaLMOHHON CUCTEMBI]; BBEAEHUSA HOBOIN MHGOpMaLmKn [HOBbIX pecypcoB uHopma-
LIMOHHOM CUCTEMBI], @ Takke YHUHTOXEHUA NN NoBpexaeHns nHopmaummn [pecypcos
UHpopMaLMOHHON cucTembl] [1]

3.2.8 xoMNblOTepHaA araka: LieneHanpaeneHHoe HeCaHKLUMOHMPOBAHHOE
BO3AeVCTBNE Ha MHCDOPMaLIUIO, HA PeCYPC MHOPMAaLIMOHHON CUCTEMbI MU NOMY-
YeHne HeCaHKLMOHUPOBAHHOIO AOCTYMA K HUM C NMPUMEHeHNEeM MPOrpamMmMHbIX
nnun nporpaMMHO-annapaTHbIX CpeacTe

3.2.9 ceTeBafn aTaKa: KOMMbIOTEPHaA aTtaka C MCNONb3OBaHWEM MPOTOKOMOB
MEXCeTeBOro B3anmMoaencTens

3.2.10 HecaHKUMOHMpPOBaHHOEe GnokupoBaHue AocTyna K MHdgopmauum
[pecypcam urchopMaLumoHHo M cucTeMbl]; omkas e obcryxusarHuu: CosnaHne
YCMNOBWI, NPenaTCTBYIOLLMX AOCTYNY K MHpOpMaLmn [pecypcam MHPOPMaLMOH-
HOW cUCTeMbI] CyOBEKTY, UMELOLLIEMY NPABO Ha Hero.
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MpuMmeyvyaHuna

1 HecaHkuMOHMpOBaHHOe GnNoOKUpPOBaHUE AOCTyNa OCYLIECTBNAETCA HapywuTenem
6e30nacHOCTM MHGOPMaLMK, @ CAHKUMOHUPOBaHHOE — aIMUHUCTPAaTOPOM.

2 CospaHue ycnoBuiA, NpensaTCTBYOWMX A0CTYNY K UHopMaLmm (pecypcam uHgopma-
LMOHHON CUCTEMBI). MOXET ObiTb OCYLIECTBNEHO MO BpeMeHu A0CTyna, pyHKUMAM no
o06paboTke nHDOpMaLuum (BuAaM AocTyna) v (Unu) SOCTYNHBLIM MHOPMALIMOHHBIM pecyp-
cam [1]

3.2.11 3aknapoyHoe YCTPOWCTBO; 3aknadka: ONemMeHT cpeacTBa cbema
MHPOPMaLMY UMK BO3AENCTBUA HAa Hee, CKPbITHO BHeAPsieMbli (3aknaabiBaeMbiv
WM BHOCMMBbIN) B MECTA BO3MOXXHOIO CbeMa MHhopmaumn.
MpumeyaHune—Mectamm BOBMOXHOIO CbeMa UHMOPMaLUM MOryT GbiTb Orpax-
AeHue, KOHCTPYKUMSA 3paHus, obopyaoBaHue, npeaMeTbl UHTepbepa, TPaHCMNOPTHble
cpeancTea, a Takke TeXHU4eCkue cpeacrtesa u CUCTEeMbl 06p860TKM VIH(bOpMaLlMM

3.2.12 BpepoHocHaa nporpamma: [lporpamMma, npeaHa3HavyeHHaa Ana ocy-
LLIeCTBMNEHNA HECaHKLUMOHMPOBAHHOIO AOCTYNa M (MnNn) BO3AeNCTBUA Ha MHGOpP-
MaLMIo UK pecypcbl UHPOPMALIMOHHOM cucTeMbl [1]

3.2.13 (xoMnbOTEPHLIA) BUPYC: VICMONHAEMbIN NPOrpaMMHbIA KOO UNWU WH-
TepnpeTupyembli Habop MHCTPYKUMI, OBNapaloLwmiA CBOMCTBAMW HECAHKLIMOHW-
POBAHHOrO PacnpoCTPaHEHNS N CAMOBOCTPON3BEAEHUA.

M pwumeyaHue— CosagaHHble AyGnukaTsl KOMNBIOTEPHOrO BUPYCa He BCeraa cosna-
[atoT C OPUrMHANOM, HO COXPaHSAIT CMOCOBHOCTL K AanbHenWwemMy pacnpoCcTpaHeHUIo n
camMoBocnpon3seaeHuno

3.2.14 HepexnapupoBaHHble BO3MOXHOCTM (NporpammHoro obecneue-
HUA): PYHKUMOHAMNBHbIE BO3MOXHOCTM NPOrpaMMHOro obecrneyeHus, He onu-
CaHHble B AoKyMeHTauum [1]

3.2.15 nporpammHan 3aknapka: CKpbITHOBHECEHHbIV B NporpaMMHoe obec-
neyveHne pyHKUNOHaNbHbIV 06LEKT, KOTOPLIN NPW oNpeaeneHHbIX YCNOBUAX CMo-
cobeH o6ecneunTb HECaHKLMOHNMPOBaHHOE NPOrPpaMMHOE BO3AENCTBUE

MpunmeyaHne— nporpaMMHas 3aknaaka MoxeT ObITb peann3oBaHa B Buae Bpeno-
HOCHOW Nporpammbl UNU NporpamMmHoro koaa [1]

3.3 O61beKTbl TEXHUYECKOW 3aLUThl MH(OpMaLnmn

3.3.1 3awmwaeMbin 06beKT nHopmaTnsauumn: OGHLEKT NHpOpPMaTH3aLMK,
npeaHasHaueHHbIN Ans 06paboTkun 3awmiiaeMon HdopMaummn ¢ TpebyeMbiM
YPOBHEM €€ 3aLMLLEHHOCTN

3.3.2 3awmwaeman nHdpopmaumoHHana cuctema: MHdopmaLnoHHas cucre-
ma, npeaHasHadYeHHas ans 06paboTkM 3almLLaeMon uHdopMaLmm ¢ TpebyeMbiMm
YPOBHEM €€ 3aLLMLLEHHOCTN

3.3.3 3awmuaemble pecypcbl (MH(pOPMaLUOHHOW cUCTeMbl): Pecypchl,
MCNonb3yLmnecs B MHMOPMAaLMOHHON cucTeMe npn o6paboTke 3almiiaeMon
MHopMaLnK ¢ TpebyeMbiM YPOBHEM €€ 3aLLMLLEHHOCTH

3.3.4 3awmwaeman nHcopmaunoHHaa TexHonorna: MHhopMaLnoHHan Tex-
HOMornsa, NpegHasHavyeHHasas ans cbopa, xpaHeHus, obpaboTkM, nepenayn n
MCNONb30BaHMA 3alnaeMon MHopMauun ¢ TpebyeMbiM YPOBHEM ee 3aLuu-
LeHHocTn [1]

3.3.5 3awmuwaemble nporpammMmHble cpepcTBa: [lporpaMMHble CpeacTsa,
MCnonb3yemble B MH(MOPMALMOHHOM cucTeme Mpu obpaboTke 3almliaemMon
MHGpOPMaLNM C TPEDGYEMbIM YPOBHEM €€ 3aLLULLEHHOCTH

3.3.6 sawmwaeman ceTb cBA3U: CeTb CBA3W, UCMOMNb3yeMasa npu obmeHe
3awmaemon nHchopmaumen ¢ TpebyeMbiM YPOBHEM e€ 3aLUMLLEHHOCTH

en Computer virus

en Malicious logic
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TeXHMWKa 3aWmnTbl HopMauun: Cpeactsa 3alLmTbl MHAOPMaLMK, cpe-
AOCTBa KOHTPONA AhHEKTUBHOCTM 3aLUNTLI MH(OPMALIMK, CPEACTBA M CUCTEMBI
ynpaeneHna, npegHasHayYeHHbie ANA o6ecneveHns 3aLmThl MHOpMaLUN.

[FOCT P 50922—96, cratba 20]

3.4.2 cpeacTBO 3aWmThl MH(POPMALNN OT YTEUKM MO TEXHUYECKMM KaHa-
nam: TexHu4eckoe CpeAacTBO, BELLECTBO UNK MaTepuan, NpeaHasHa4YeHHbIe U
(mnn) ncnonbayemble ANA 3aLWUTbI MHOPMAaLMKM OT YTEUKM NO TEXHUYECKUM KaHa-
nam

3.4.3 cpeacTBO 3aWNTLI MH(POPMALMKN OT HECAHKLIMOHUPOBAHHOIO A0CTY-
na: TexHudeckoe, MPOrPaMMHOE MW NPOrPaMMHO-TEXHUYECKOE CPeacTBo,
npeaHasHayeHHoe ANA NPEAOTBPALUEHWA WM CYLLECTBEHHOTO 3aTPyAHEHWA
HECaHKLMOHUPOBAHHOIO A0CTYNa K UHCDOPMALIMM UNK Pecypcam MHDOPMALIMOH-
HOW CUCTEMBI

3.4.4 cpepcTBO 3aWUTHI MH(POPMALMM OT HECAHKLIMOHUPOBAHHOIO BO3AeN-
cTBMA: TexHuveckoe, NPorpaMmMHOE NN NPOrPaMMHO-TEXHUYECKOE CPEeACTBO,
npeaHasHaveHHoe ANA NPeAOTBPaLLEHNA HECAHKLIMOHMPOBAHHOIO BO3AENCTBUA
Ha MHOpMAaLIMIO NN pecypPCbl NHPOPMALIMOHHON CUCTEMBbI

3.4.5 MexceTeBON 3KpaH: NoKanbHOe (OQHOKOMMOHEHTHOE) UNKn (PYHKUMO-
HanbHO-pacnpeaeneHHoe NporpaMmHoe (NPorpaMMHO-annapaTHoe) CpeacTso
(komnnekc), peanuayiowee KOHTPONb 3a MHpopMaLmen, NOCTyNaloLWen B aBTO-
MaTVU3NPOBaHHYIO CUCTEMY M (UNK) BbIXOAALLEWN M3 aBTOMaTM3NPOBAHHON CUCTE-
Mbl [4]

3.4.6 cpepcTBO MOMCKa 3aKNagoOYHbIX YCTPOMCTB: TexHuyeckoe cpeactso,
npegHasHadyeHHoe ANS NoWcKka 3aknafouHblX YCTPOWMCTB, YCTAHOBMEHHbIX HA
obbekTe MHhopMaTMaaumm

3.4.7 cpeAcTBO KOHTPONA 3(hHeKTUBHOCTU TeXHUYECKOMN 3alnUTbl MHGOp-
Mauum: CpeactBo M3MepeHui, NporpaMMHOE CPeacTBO, BELLECTBO M (Mnn)
mMaTtepuan, npeaHa3sHavyeHHble 1 (MNK) Mcnonb3yeMble AN KOHTPoNs 3 eKTnB-
HOCTM TEXHUYECKOM 3aLUMTbl UHopMaLmnn

3.4.8 cpepcTBO 06ecneveHMs TeXHUYECKON 3alnUTbl MHOpMauun: TexHu-
4yeckoe, NPOrpaMMHoe, NPOrPaMMHO-TEXHUYECKOE CPeACTBO, UCMONb3yeMoe U
(nnn) cospnaBaeMoe aNa o6ecrneveHNa TEXHUYECKON 3almTbl MHCOPMaLMN Ha
BCEX CTaAMAX XM3HEHHOTO LMK 3aLMLLaeMoro o6 bekTa

3.5 MeponpuATMA No TeXHU4ECKOWN 3aLmuTe MHopMaumum

3.5.1 opraHu3aUMOHHO-TeXHUYECKMEe MeponpuATMA no obecnevyeHuto
3awuTbl tHopmaumun: COBOKYNHOCTb AENCTBUIA, HANPaBEHHbIX HAa NPUMEHEe-
HUE OPraHU3auMOHHbLIX Mep W MPOrPaMMHO-TEXHUYECKUX CNOCOGOB 3almUTLI
MHOpMaLMKM Ha 06 bekTe MHbopMaTU3aLMK.

MpumevaHuns

1 OpraHun3aLMOoHHO-TEXHUYECKNE MEPONPUATUS N0 obecneueHmo 3aLmTbl MHhopMaLmMm
DOMKHbI OCYLLECTBNATLCA Ha BCEX STanax KU3HEHHOro Lykna o6bekTa uHopmaTusaLmn.
2 OpraHusauuoHHble Mepbl NpeaycMaTpUBalT YCTAHOBNEHUE BPeMeHHbIX, TEpPUTOpU-
anbHbIX, NPOCTPaHCTBEHHbIX, TPaBOBbLIX, METOANYECKNX N UHBIX OrPaHNYeHUIA Ha yCnoBus
MCNonNb30BaHNA U pexxnMbl paboTbl 06bekTa HbopmaTU3aLmum

3.5.2 nonutuka 6e3onacHocTH (MHcbopMauun B opraHusauum): CoBokyn-
HOCTb [OKYMEHTWUPOBAaHHbIX MpaBum, Npoueayp, NpakTUYeckux NpMeMOB UMK
pyKkoBOASALLIMX NpuHLUMNOB B o6nact 6e3onacHoCTM MHOpMaLWK, KOTOPbIMM
PYKOBOACTBYETCA OpPraHn3aLms B CBOeW AeATENbHOCTU
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3.5.3 npaBuna pasrpaHMyeHua goctyna (B WMH(POPMaUMOHHOM cCUCTe-
Me): lMpaBuna, pernameHTUpylolLMe ycrnosmua AocTyna cybbekTos AocTyna K
obbekTam goctyna B UHhopMaLMOHHON cucTeme [1]

3.5.4 ayaurtopckana npoBepka uHpopMaLuuoHHOM 6e30NacCHOCTH B OpraHm-
3auum; aydum uHgbopMayuoHHol besonacHocmu e opeaHusayuu: NMeproan-
4YeckuW, He3aBUCUMbIN M AOKYMEHTUPOBAHHbLIM MPOLECC NOMYYEHUA CBU-
OeTenbcTB ayanTa M 0ObEKTVBHOM MX OLLEHKM C LiENbI0 YCTAHOBNEHNS CTENeHn
BbIMONHEHNSA B OpPraHM3auuM YCTaHOBMEHHbIX TpeGoBaHWi no obecneyeHuto
MHOPMaLIMOHHOM 6E30MacHOCTM.

MpumedyaHune—AyauT UHDOPMaLMOHHONW Ge30nacHOCTM B OpraHM3aLmmn MoxeTt
OCYLLECTBNATLCA HE3aBMCUMOMN OpraHusaLmeit (TpeTbei CTOPOHOM) MO A0roBOPY C NpoBe-
psieMol opraHusaLmeil, a Takxke noapasaeneHnem nnm AomKHOCTHBIM NULIOM OpraHusa-
Luu (BHYTPEHHUIA ayauT)

3.5.5 ayauTtopckaa npoBepka G6e3onacHocTu uHdopmauun B uHbopma-
LLMOHHOM cucTeMe; ayoum 6e30nacHoOCmU UHGhopMayuu 8 UHhOpMayUoOHHOU
cucmeme: TpoBepka peann3oBaHHbIX B MHPOPMALIMOHHON cUCTeMe npoLeayp
obecneveHna 6e30NacHOCTN MHDOPMALMM C LLENBIO OLLEHKN NX ADDEKTUBHOCTM U
KOPPEKTHOCTW, @ Takke pa3paboTku npeanoxeHui NO MX COBEPLLEHCTBOBA-
Huio [1]

3.5.6 moHuTOpMHr 6e3onacHocT uHdopmaumn: MNocTosHHoe HabnioaeHve
3a npoueccoM obecneyeHns 6ezonacHoCT nHdopmaumm B HPOPMALIMOHHON
CMCTEME C LieNblo BLIABNEHNS ero COOTBETCTBUA TpeboBaHnAM No 6e30NacHOCTM
MHOpMaLMK

3.5.7

TeXHMYeCKU KOHTponb 3chdekTMBHOCTH 3anThbl uHcopmaumn: Kox-
TPOnb 3chheKTUBHOCTH 3aLLNTHLI MHOPMaLWK, NPOBOAUMbIN C UCTTONb30BaHUEM
CpeacTB KOHTpoNS.

[FOCT P 50922—96, cTtatba 31]

3.5.8

OpraH13aLMOHHbIN KOHTPOSb 3(hheKTMBHOCTH 3almnThI MHpOopMauun: [po-
BEpKa COOTBETCTBUSA MOMHOTHI U OOOCHOBAHHOCTU MEpPONpPUATUIA NO 3almTe
nHpopMaumm TpeboBaHMAM HOPMATMBHBLIX JOKYMEHTOB B 06NacTV 331N Tbl UH-
copmaumn.

[TOCT P 50992—96, cTaTtba 30]

3.5.9 xoHTponb gocTyna (B MHdopMaLMOHHOW cucTeme): Mposepka BLINON-
HeHUA cyObeKTamm AOCTYNa YCTaHOBNEHHBIX NPaBun pasrpaHuyeHna nocTyna B
MH(OPMAELIMOHHOM CUCTEME

3.5.10 caHkumoHMpoBaHue AOCTYNa; asmopu3sayusi: MNpepocrasneHne cy6b-
€KTy npaB Ha AOCTYyM, 3 TaKKe NpeocTaBneHne AO0CTyNa B COOTBETCTBUM C yCTa-
HOBMNEHHLIMU NPaBaMK Ha AOCTYN

3.5.11 ayteHTudpuxauua (nognuHHOCTH cy6bexTa goctyna): [encrsuna no
npoBepke NOANMHHOCTN CyObekTa AoCcTYNa B UHPOPMALMOHHOMN cucteme [1]

3.5.12 npentnduxauma: [encrsna No NPUCBOEHNIO Cy6bekTam n obbekTam
DOCTYNa naeHTUUKaTopPoB 1 (MNn) AENCTBUA NO CPABHEHUIO NPEABABNAEMOrO
naeHTMMKaTOpa C NnepevHeM NPUCBOEHHbIX nAeHTUbMKaTopos [1]

3.5.13 yaocroBepeHne NOANNMHHOCTKN; HomMapu3ayus: Perncrpauma AaHHbIX
3aLUMLLIEHHON TPETbEN CTOPOHOMN, YTO B AanbHeMWweM no3eonaeT obecneunTb
TOYHOCTb XapaKTEPUCTUK AAHHbIX.

N pumeyaH ne — KxapakTepucTukam AaHHbIX, HaNpUMep, OTHOCATCS: coaepkaHue,
NPOMCXOXAeHUe, Bpemsi U cnocob A0CTaBKM
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3.5.14 BoccTaHOBMNEeHWe paHHbIX: [encTBUSA NO BOCCO3AaHUIO AAHHbIX, KOTO-
pble ObiNn yTepsiHbl UMM N3MEHEHLI B pe3ynbTaTe HECaHKLUMOHNPOBaHHbLIX BO3-
nencTeun

3.5.15 cneunanbHan npoBepka: [poBepka ob6bekTa WHopmaTM3aumm C
Lienblo BbISBNEHWUSA N U3BATUA BOZMOXHO BHEAPEHHbIX 3aKNaA04HbIX YCTPONCTB

3.5.16 cneunanbHoe wuccnepoBaHne (06bexTa TEXHUYECKOW 3alUThbI
mHcopmauumm): MiccnenoBaHna ¢ LeNbi0 BLIABNEHUA TEXHUYECKMX KaHanoB
YTEUKM 3aLMLLIBEMON MH(POPMaLIMN N OLLEHKN COOTBETCTBUA 3aLUUTLI MHhOpMa-
LMK (Ha 0BbEKTe TEXHUYECKOM 3aLmTbl MHGOPMaLUmK) TpeGoBaHNMAM HOPMATUB-
HbiX NPaBOBbIX JOKYMEHTOB B 06nacty 6e3onacHoCcTH nHopmaumm

3.5.17 cepTndmkauma cpeacTB TEXHMYECKOW 3aWnTbl MHpOpMauMu Ha
coOTBeTCTBUE TpebGoBaHMAM no Ge3onacHOCTH MHpopmauumu: [earenb-
HOCTb OpraHa no cepTudmKaLmm No NOATBEPKAEHNIO COOTBETCTBUSA CPEACTB TEX-
HUYECKOWN 3almMTbl MHpOpMauUn TpebOBaHWAM TEeXHUYECKUX PEernameHToB,
NONOXEHNAM CTaHAAPTOB UNKN YCNOBUSIM I0TOBOPOB

3.5.18 atrectaumna o6vexTta uuopmarusaumm: [OeATenbHOCTL NO YCTAHOB-
NEHNIO COOTBETCTBUA KOMMNEKCa OPraHM3aLnOHHO-TEXHUYECKUX MEPONPUATUIA
no 3awmre 06bekTa nHpopmaTnsaunm TpeboBaHmam no 6e3onacHoCTH Hgop-
Mauwm

3.5.19 oueHka pmcka; aHanuspucka: BoiasneHue yrpo3s 6e3onacHocTv nHdop-
MaLmK, yA3BUMOCTEN MH(POPMALIMOHHON CUCTEMbI, OLLEHKA BEPOATHOCTEN peanu-
3auMn  yrpo3 € WCMOMb3OBaHWEM YA3BUMOCTEN W OLEHKa MOoCneacTBUin
peanusauum yrpos ansa uHgopmaumm n tHPOPMaLMOHHON CUCTEMBbI, UCTONb3ye-
MoW Ans 06paboTkmn aTon nHpopMaLumn

P 50.1.056—2005

en Data restoration
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AncaBuTHbIN yKa3aTeNnb TEPMUMHOB Ha PYCCKOM A3blKe

asmopu3sayus
aHanu3s pucka

aTaka KOMNblOTePHas

aTaka ceTeBas

aTrecTauus o6bekTa uHcopmaTusaLmum

ayoum 6esonacHoCcmu UHgopMayuu 8 UHhOpPMaUUOHHOU cucmeme
ayoum uHghopmayLioHHol be3ornacHocmu 8 op2aHu3ayuu
ayTeHTUUKaLunna

ayTeHTU(hMKaLMA NOANMHHOCTY Cy6bekTa focTyna
6e30MacHOCTb AaHHbIX

OeszonacHoOCTb UH(POpMaLMK

6e30nacHOCTb MH(POPMALIMOHHON TEXHONOTMK

6e3onacHocTb 06bekTa MHopMaTU3aLumn MHGopMaLIMOHHasn
6nokupoBaHue AocTyna K MH¢hopmaLmm HeCaHKLIMOHMPOBaHHOe

6noknpoBaHuMe AOCTyNa K pecypcamM MHGOPMaLIMOHHON CMCTEMbI HeCaHKLIMOHUPOBaHHOe

bpewis

BUpYC

BUPYC KOMMbIOTEPHbLINA

BO34eMcTBUE Ha UH(POPMaLMIO HECAaHKLIMOHUPOBaHHOE

BO34eMCTBUe Ha pecypChbl MH(hOPMaLIMOHHON CUCTEMbI HECaHKLIMOHMpPOBaHHoOe
BO3MOXHOCTHN HeleKNnapupoBaHHble

BO3MOXHOCTU NPOrpaMMHOro obecneuyeHus HepekKlapupoBaHHble
BOCCTaHOBNEeHWe AaHHbIX

AOCTYN K MH(opMaL M1 HeCaHKLIMOHMPOBAHHbIN

[OCTYyN K pecypcam MHOOPMaLMOHHON CUCTEMbI HECAHKLIMOHUPOBAHHbIN
AOCTYNHOCTb MHpbOpMaLIUK

AOCTYNHOCTb PeCYPCOB UH(POPMALMOHHON CUCTEMbI

3aknadka

3aknazika nporpaMmmHas

3awmrTa MHopmaLmm TexHn4eckas

uaeHTUdMKaumna

uccneaoBaHue 06 beKTa TEXHUYECKON 3almThl uHopmaumn cneumanbsHoe
uccneaoBaHMe cneuuanbHoe

MCTOYHMK Yrpo3bl 6e3onacHocTH uH(opmaumn

KOHTpONnb AocTyna

KOHTPOJIb JOCTYNa B UH(OPMALIMOHHONW CUCTEeMe

KOHTpONnb 3¢h¢heKTUBHOCTH 3aLMTBI MHPOPMALIMK OPraHN3aLNOHHBLIN
KOHTPONb 3¢h(PeKTUBHOCTU 2aLUTLI MHPOPMaLIUK TEXHNYECKNI
KOH(bMaeHUMaNbLHOCTL UHOopMaLIUK

MeponpuaTUA No o6ecneyueHMIo 3aLnTbl UHOopMaLMK OPraHu3aLMOHHO-TEXHUUYECKHUe
MOHUTOPMHT 6e30nacHOCTH uHGopMaLmn

Homapusauust

06BbeKT MH(opMaTU3aLMM 3aLMILaEeMbIN

omkas 6 obcnyxusaHuu

OTYETHOCTb

OTYETHOCTL pecypcoB MHGOPMALMOHHON CUCTEMbI

oLeHKa pucka

nepexsar

nepexsart nHgopmauum

NOANNHHOCTL

NOANUHHOCTb PECYPCOB MH(HOPMALIMOHHON CUCTEMDI

nokasarent 3awueHHOCTH MHOpPMaLK

nonuTuka 6e3onacHocTU

nonutuka 6e3onacHoCcT MHGOPMaLMMN B OpraHu3aummn
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npaBuna pasrpaHuyeHns goctyna
npaBuna pasrpaHMyeHns 4oCcTyna B MUHPOPMaLMOHHON CUCTEME
npoBepka 6ezonacHocTU MHopMaLn B UHGOPMaLIMOHHON CUCTEME ayAUTOPCKAN
nposepka uH¢opmaLMoHHOM 6e30NacHOCTH B OpraHu3aLMm ayanTopcKasn
npoBepkKa cneuuanbHoe

nporpamma BpefiOHOCHasi

pecypchbl 3awmilaemMble

pecypcbl UHPOPMALIMOHHOM CUCTEMBI 3aLUMLLIaeMble

CaHKUMOHUpPOBaHUe AoCTyNa

cepTuduKaLma CpeACTB TEXHMUECKON 3aLUUTEI MHGOPMaLIUK Ha COOTBETCTBUE TPeGoBaHNAM
no 6e3onacHocTu uHdopmaLmmn

ceTb CBA3U 3aliMLLaeMan

cucrema uHcopmaLMoHHan 3almilaeMan

CpeAcTBa NporpaMmHbie 3alimilaeMble

CpPeACTBO 3alMThl MH(POPMaLIMM OT HECAHKLIMOHUPOBAHHOrO BO3AEeHCTBUA
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cpeAncTBo obecneueHns TEXHUUECKOM 3almnThl tHpopMaLmn
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TeXHUKa 3aWwunTbl UHbopmaLumn

TeXHonorua nHgpopmaLMoHHas salmiaeman
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YCTPOUCTBO 3aKnago4Hoe

yTeuka uHopmaLMm No TeXHNYECKOMY KaHany
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YA3BUMOCTb MH(POPMaLMOHHON CUCTEMBI
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P 50.1.056—2005

353
3.5.3
355
354
3.5.15
3.212
3.3.3
3.33
3.5.10

3.5.17
3.3.6
332
3.35
344
343
3.4.2
347
348
3.46
3.4.1
3.34
3.2.1
3.21

3.5.13

3.2.11
324
324
3.23
3.23
3.16
3.1.7
345



P 50.1.056—2005

Aﬂd)aBVITHbWI yKasaTtenb TEePMUHOB Ha aHrNUMICKOM A3bike

access control 3.5.9
accountability 3.1.9
attack 3.2.8
authentication 3.5.11
authenticity 3.1.10
authorization 3.5.10
availability 3.1.8
breach 3.23
computer system audit 3.55
computer virus 3.2.13
confidentiality 3.1.5
data restoration 3.5.14
data security 3.1.3
denial of service 3.2.10
identification 3.5.12
information security 3.1.3
integrity 3.1.6
interception 3.25
IT security 314
Leakage 3.24
malicious logic 3.2.15
notarization 3.5.13
organizational security policy 3.52
risk analysis 3.5.19
risk assessment 3.5.19
security audit 3.54
security minitoring 3.56
technical information protection 3.1.2
technical safeguards 3.5.1
threat 3.2.1
vulnerability 3.23

10



P 50.1.056—2005

MpunoxeHune A
(cnpaBoy4HoOe)

Ob6weTexHnyYeckne TEPMUHLI U onpeaeneHuns, CBA3aHHbIe ¢ 06NacTbo
MH(OPMaALIMOHHBLIX TEXHOMOrMN

A1

aBTOMaTM3upoBaHHasa cucTema, AC: Cuctema, COCTOsALLAA U3 NepcoHana u KoMnnekca cpeAcTs aBToMaTnaa-
LMK ero AesATeNbHOCTU, peanusytoLlas MHOPMaLMOHHYH0 TEXHOMOMI BbINONHEHNS YCTaHOBNEHHbIX (DYHKLMIA.
[FOCT 34.003—90, ctaTba 1.1]

A.2 nHdopmauUoHHasa cuctema:

1 OpraHusaLMOHHO-YNOpsAOYEHHAA COBOKYNHOCTb AOKYMEHTOB (MacCUBOB AOKYMEHTOB) M MHEDOPMALMOHHbBIX TEX-
HONOrNiA, B TOM YACNE C UCNONb30BaHNEM CPeACTB BbIYUCNUTENBHON TEXHUKU 1 CBA3N [5].

2 AsTOMaTU3WpPOBaHHAas cucTema, pe3ynbTaToM PYHKLMOHUPOBAHUSA KOTOPO ABNAETCA NpeacTaBneHne BbiXOA-
HOMN NHEpopMaLIMM ANA MOCNeAYIoLEero MCNoNb3oBaHNs.

A3

sawmwaemasn nHpopmaumna: VHdopmaums, sBnaLLadcs npegmMmeToM co6CTBEHHOCTU M NoANeKallas 3almre B
COOTBETCTBUU C TPpeBOoBaHMAMU NpaBOBbIX AOKYMEHTOB unu TpebGoBaHWAMK, YCTaHaBNUBaEMbIMU COOCTBEHHWUKOM
nHdopmMaLum.

MpumedaHune—CobcTBEHHUKOM MHGOPMaLmMM MoryT GbiTh: rocyaapcTBO, puanyeckoe NUUO, rpynna
hn3nYecknx nuL, oTaenbHoE hrsnyeckoe nNuuo.
[FOCT P 50992—96, ctaTba 1]

A4

naHHble: VHdopmauusa, npeactaBneHHas B Buae, NpUrogHoM ans o6paboTku aBToMaTUYECKUMKN CPpeacTBaMm
NpY BO3MOXHOM y4acTUm Yenoseka.
[FOCT 15971—90, cTatba 1]

A5

6e3onacHocTb: OTCYTCTBME HEAOMYCTUMOrO PUCKa, CBASAHHOIO C BOSMOXHOCTBLIO HaHeceHus yulepba.
[FOCT 1.1—2002, ctaTbsa A.7]

A6

uHdopmaLmuoHHas TexHonorua: Npuemsbl, cnocobbl U METOABI NPUMEHEHUS CPEACTB BbIUUCNIUTENBHOM TEXHWUKN
npw BbINONHEHWUN PYHKLMIA cOopa, XxpaHeHus, 06paboTku, nepeaayn n UCNONb3OBaHWUA A8HHbIX.
[FOCT 34.003—90, npunoxeHue 1, ctatbs 4]

A7

3awmTbl MHpopmaumm; 3V: [leaTenbHOCTb, HaNpaBNeHHas Ha NpeaoTBPaLLeHNe YTeYKM 3alumiLaemoit MHQop-
MaLK, HECaHKLIMOHNPOBaHHbBIX U HenpeaHamMepeHHbIX BO3AENCTBUN Ha 3aLumLLaeMyo HGopMaLImnio.
[FOCT P 50922—96, cTaTbs 2]

A8

3awWwmTa MHoOpMauum oT yTeuku: [lesTenbHOCTb, HanpaBneHHas Ha NpeaoTBpalleHne HEKOHTPONMpYeMoro
pacnpocTpaHeHnsl 3alumaemMon HpopMauun B pesynbTaTe ee pasrnalleHusi, HeCaHKLUMOHMPOBAHHOro AocTyna K
MHOPMaLIMK 1 NONYYEHUs 3aLULLaeMOon MHGOPMAaLIMK pasBeaKaMu.

[FOCT P 50922—96, ctatbsa 3]

A9 kpunTtorpadpmyeckan sawmra (AaHHbIX): 3awuTta AaHHbIX NPY NOMOLLM KpunTorpaduyeckoro npeobpasosa-
HUA AaHHbIX [1].
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A.10

Tpe6oBaHue: MonoxeHWe HOPMATUBHOTO AOKYMEHTA, COAepXallee KpUTepum, KoTopble AoMKHbI BbITe cobnto-
Aot [FOCT 1.1—2002, cTtatba 6.1.1]

A1

061BeKT uHdopmaTnsaumnmn: COBOKYNHOCTb MHPOPMALMOHHBIX PECYPCOB, CPeACTB U cucTeM o6paboTkun MHMop-
MaLuun, UCNONb3yeMbIX B COOTBETCTBUM C 3a4aHHOW MHPOPMaLMOHHON TeXHonornen, cpeacTs obecneveHus obbekTa
nHdopMaTU3aLMK, MOMELLIEHWU NN 06 BEKTOB (3AaHWUI, COOPYKEHUI, TEXHNYECKNX CPEACTB), B KOTOPbIX OHU yCTaHoBNe-
Hbl, UNIN NOMELLEHUS N 00 bEKTbI, NpeaHa3HavYeHHble AN BeAeHWs KOHuAeHUManbHbIX NeperoBopos.

[FOCT P 51275—99, nyHkT 2.1]

A12

puck: CoyeTaHue BepOATHOCTU HaHeCeHUs yuep6a n TSKeCTn 3Toro yuep6a.
[FOCT P 51898—2002, nyHkT 3.2]

A.13 uHdopmaTUBHBLIN curHan: Curdan, No napameTpaMm KOTOpPOro MoXeT ObiTb onpeaeneHa salwmuiaeMas
MHbOpMaLUA.

A.14 poctyn: V3BneuyeHue MHMOPMaLUU M3 NaMATU CPEACTBA BLIMUCTIUTENBHON TEXHUKMN (SNEKTPOHHO-BLIYUCIIUN-
TenbHON MalUMHbI) NNV NoMeLLeHne MHOPMaLUK B NaMATb CPeACTBa BbIYMCNIUTENBHOW TEXHUKU (3NEKTPOHHO-BLIYUCTIU-
TenNbHOM MaLLWHbI).

A.15 poctyn k uHdopmauum (pecypcam uHgopmaumoHHom cuctemnl): NonyyeHne BO3MOXKHOCTU O3HAKOMMe-
HUA ¢ UHopMaLmein, 06paboTkn nHdopmaLum U (Mnu) Bo3aencTeua Ha UHOPMaLUIo U (MNK) pecypcbl MHPOPMALIMOHHON
CUCTEMbI C UICMONb30BaHUEM NPOrPaMMHBIX U (UNKn) TexHudeckux cpeacTs [1].

n puMedHaHune — ﬂocryn ocylwecTBnseTcA Cyﬁ'beKTaMM A0CTYNa, K KOTOPbIM OTHOCATCA NUua, a TaKke norm-
yeckue n cpmsmdeckue obbekTol [1].

A.16 cy6bekT gocTyna (B uHGOpMaLMoHHOMU cucteme): JuLo unu eguHnLa pecypca UHpOPMaLMOHHOM cucTe-
Mbl, AECTBUA KOTOPOro N0 AOCTYNY K peCcypcam MHopMaLMOHHON CUCTEMBI pernameHTUPYIoTCA NpaBUnaMu pasrpaHude-
HWUA focTyna.

A.17 0o6BbekT AocTyna (B MH(hopMaLMOHHON cucTeme): EavHula pecypca nHgpopMaLUoHHON CUCTEMBI, AOCTYN
K KOTOPOI pernameHTMpyeTCs NnpaBunamm pasrpaHudensna poctyna [1].

A.18 cpeacTBO namepeHun: TexHuU4eckoe CPEACTBO, NPeAHa3HauYeHHOoe ANA U3MEpPEeHU, MMetoLee HOPMUPo-
BaHHbIE METPONOrMYECKMe XapakTepucTUku, BOCNPOU3BOASLLIEE WINNKU XpaHALLEe eanHULY (PU3NYECKON BENUYNHDI, pas-
Mep KOTOPON NPUHUMAIOT HEUM3MEHHbLIM (B Npeaenax yCTaHOBNEHHOW NOrPpeLHOCTH) B TeHeHWe U3BECTHOro UHTepBana
BpeEMeHU

A.19 ceTbcBaA3u: TexHonornyeckas cuctTema, BKNHawwas s cebsa cpeacTsa n NMHUK CBA3W U NPeAHa3HaYeHHasn
ONA 3NeKTPOCBA3N MNW NOYTOBOM CBA3M [6].

A.20 pecypchbl (MHbopMaLUMOHHOW cucTembl): Cpeactea, ucnonbsylwmeca B UHGOPMAaLMOHHON cucTeme,
npuenekaemble ana o6paboTku nHchopmaummn (HanpuMep, UHPOPMaLMOHHbIE, NPOrPaMMHbIe, TEXHUYECKNE, NMHIBUCTU-
yeckue)

A.21 HopmaTMBHBLIA NPaBOBON AOKYMEHT: [MUCbMEHHbIN OULManbHbLIN AOKYMEHT, NPUHATBLIA B YCTAHOBNEH-
HOM NOpsiAKE, YNPaBOMOYEHHOTO Ha TO OpraHa rocyaapCTBEHHON BNacTH, opraHa MeCTHOro caMoynpasneHuss unu aon-
KHOCTHOrO Nu1uUa, ycTaHaBnNMBaloLLMiA NpaBoBble HOPMbI (Npasuna noseaeHUs), ob6sa3aTenbHble ANs HeonpeaeneHHoro
Kpyra nuL, paccynTaHHbIe Ha HeOAHOKPaTHOE MPUMEHEHNE U ASACTBYIOLNE HE3ABUCUMO OT TOrO, BOSHUKIN UNWN NpekpaTtu-
NUCb KOHKPETHbIE NPaBOOTHOLLEHUS, NpeayCMOTPEeHHbIe akToM [7].

A.22 BblaeneHHoOe NomelleHue: cneLnanbHoe NOMeLLEeHNe, NpeaHasHaveHHoe ANA PerynsipHoro NposeaeHus
cobpaHuii, coBelLannii, 6ecea n Apyrnx MEPONPUATUIA CEKPETHOTO XapaKkTepa.

A.23

M3MEepPUTENbHbIN KOHTPOSb: KOHTPOMb, OCYLLECTBNSAEMbIi C ipUMEHeHNeM CpeacTB U3MEPeHUI.
[FOCT 16504—81, cTaTba 111]

A.24

nHdopmaumua: CeeaeHus o nuuax, npeameTax, hakrax, cCobbITUSAX, ABNEHUAX U NpoLieccax He3aBUCMMO OT hop-
Mbl MX NPeACTaBNEeHNs.
[FOCT P 50922—96, ctatbsa B.1]
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A.25 HapywuTtenb 6e3onacHoCTU UHOpmaumn: dusnyeckoe NULO, CNyYaHo UMK NpeaHaMepeHHO CoBepLUa-
toLee ericTBUA, CNeaCcTBMEM KOTOPbIX ABNAETCA HapyLleHne 6e3onacHocTy MHdopMaLmm Npu ee o6paboTie TexHNYec-
KUMU cpeacTBammn B UHPOPMaLMOHHBIX CUCTEMaX.

A.26 pokymeHTUpOBaHHbIN Npouece: [pouecc, peanusaums KOTOPOro OCYLLECTBNAETCA B COOTBETCTBUM C pas-
paboTaHHBbIM KOMNNEKTOM AOKYMEHTOB (AOKYMeHTaLmen) 1 noATBepKAaeTCsl COOTBETCTBYOLLIMMMN 3aMUCAMU.

A.27 cBuaeTenbCTBa (AOKa3aTeNnbCTBa) ayaAuTa MHopMauuoHHoW GesomacHocTM: 3anucu, M3NOXeHUs
haKkToB UNK Apyras MHHOPMaLUS, KOTOPbIE UMEIOT OTHOLLEHWE K KpUTEPUAM ayauTa MHOPMaLMOHHON 6e3onacHoCcTU 1
MOryT ObITb NPOBEPEHBI.

n pumMedHaHne — CeupeTtenscTea ayauTa MHopMaLunoHHON 6e3onacHocTH MOryT 6biTb Ka4€CTBEHHLIMU UNU
KOnn4yecTBeHHbIMU

A.28 KpuTepuu ayauTa MHcpopMaLMOHHOM 6esonacHoCTH B opraHuzauumn: COBOKYNHOCTb NPUHLMNOB, NONO-
XeHuin, TpeboBaHuit U nokasaTenei AeNCTBYIOLNX HOPMATUBHBIX AOKYMEHTOB, OTHOCALLIMXCA K AEATENbHOCTN OpraHn3a-
Luun B 06nacTn MHOpMaLMoHHOM 6€30MacHOCTH.

MpumedaHue—Kputepun ayauta MHQOPMaLMOHHON Ge30MacHOCTM UCMONbL3YIOT ANA CONOCTaBNEHNA ¢
HUMW CBUAETENLCTB ayAnUTa MHOPMAaLMOHHOI Ge30nacHoCTu.

A.29

ynpaBneHue puckom: [leicTBus, ocylecTBNAEMbIE ANS BbINONHEHUS peLleHuin B pamkax MEHEeKMEHTa pucka.

n puMmedHaHne — YHpaBneHme PUCKOM MOXeT BKN4aThb B cebs MOHUTOPUHS, NnepeoueHnBaHue n nencTeuns,
HanpasneHHbIe Ha obecneyeHne cooTBETCTBUSA APUHATBIM PELLUEHNAM.

[FOCT P 51897—2002, cTtatbsa 3.4.2]
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Bubnuorpadma

NHdopmaumoHHas TexHonorns. OCHOBHbIE TEPMUHBI U ONpeaeneHns B
06nacTn TeXHNYECKOM 3aLmnThl MHOPMaLMn

3almTa OT HeCaHKLMOHMPOBAHHOMO AOCTYNa K UHGopMaLmn. TepMuHbl
1 onpeaeneHnsi

NHdopmaumoHHas TexHonorns. Cnosapb. Yacts 8. BesonacHocTb

Cpe,qCTBa BbIYUCNUTENBHON TEXHUKU. MexceTeBble SKpaHbIl. Sawura oT
HECaHKUMOHUPOBAHHOMO Aoctyna K MH(*)OpMaLLMM. MokasaTtenu sawu-
LWEeHHOCTN OT HECAaHKUMOHUPOBAHHOIO A40oCTyna K MH(*)OpMaLLMVI

06 nHdopMaLmm, HcbopMaTU3aLMK U 3aLmTe UHOPMaLMK

O cBA3n

O HeKOTOpbIX BONPOCaX, BOSHUKLUMX B CBSI3N C NPUHATUEM U BBEAESHNEM
B AeictBue [paxaaHCckoro npoueccyanbHoro koaekca Poccuiickon
depepaummn
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