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MpeancnoBue

Llenu v npuHumMnel ctaHgapTusalum B Poccuiickoin Peaepaumm yctaHoBneHsl degepanbHbiM 3aKOHOM OT
27 nexabps 2002 r. Ne 184-d3 «O TexHU4YeCcKoM perynmpoBaHnumy», a NnpaBunia NpUMeHeHUa HauMOoHaNbHbIX
ctangapToB Poccuiickoin degepaunm — FOCT P 1.0—2004 «CtaHpapTusaums B Poccuiickon deaepaumu.
OCHOBHbIE MOMOXEHNSA»

CeegeHuA o cTaHaapTe

1 NOAroTOBNEH denepansbHbIM rocyfapcTBeHHbIM  yypexaeHuem  «locyaapCTBEHHbIN
Hay4HO-1MccreaoBaTeNbCKUA UCTbITaTENbHBIA MHCTUTYT NPpobrem TexXHUYeckon 3awmTebl tHdopmaumm dege-
panbHol criy>6bl N0 TEXHUYECKOMY 1 3KCMOPTHOMY KOHTposo» (PIY «THUUU NT3UN ¢CTIK Poccun»)

2 BHECEH YnpaneHneM TeXHNYECKOro perynupoBaHus n ctangaptusauum deaepanbHoOro areHTcTea
Mo TEXHNUYECKOMY PerynmpoBaHuio U MeTposiorum

3 YTBEPXAEH VI BBEAEH B AENCTBWE lMNpukasom deaepanbHOro areHTcTBa no TeXHUUECKoMy pery-
nvpoBaHuto n MeTponorum ot 29 gekabps 2005 r. Ne 447-ct

4 HacTosWwmi cTaHdapT naeHTu4eH mexayHapogHomy ctaHgapty MICO/M3K 17799:2000 «NHdpopma-
LUMOHHasa TexHomorus. [lpakTuyeckMe npasuna ynpasneHust WMHMOPMaUMOHHON 6e30nacHOCTbIoY
(ISO/IEC 17799:2000 «Information technology. Code of practice for security management»)

5 BBEJAEH BMEPBbLIE

UHbopmayusi 06 UsMeHeHUsIX K HacmosiujeMy cmaHOapmy rybrnukyemcsi 8 exe2o00Ho uzdagaeMoM
UHGhopMayUuoHHOM ykasamerne « HayuoHanbHbie cmaHdapmbl», @ MEKCm USMeHeHUL U Monpasok — 8 exeme-
CAYHO U30asaeMbiX UHGHOPMAUUOHHBIX yKazamensax « HayuoHansHbie cmaHdapmbl». B ciyyae nepecmompa
(3ameHb!) unu ommeHbl Hacmosiueeo cmarndapma coomeemcmesyiowee yeedomieHue 6ydem onybnukosaHo
8 eXXxeMecsI4HOo UsdasaeMoM UHpopMayUOHHOM yKkasamene «HalyuoHanbHbeie cmaHdapmel». Coomeemcmasy-
rowast uHebopmMauusi, yeedomMrieHUe U meKkcmbl pasMeljaromcesi makxe 8 UHbopMayuoHHoU cucmeme obuje2o
1011b308aHUsT — Ha oghuluansHoM calime @edepalibHO20 ageHMCmea o MexXHUYECKOMY pe2ynupo8aHuio U
mMemponoauu e cemu UIHmepHem

© CraHgapTuHdbopm, 2006

HacToawwuii cTaHAapT He MOXET BbITb MOMHOCTBIO UMK YaCTUYHO BOCTIPOU3BEAEH, TUPaXMPOBaH 1 pac-
npocTpaHeH B kayecTBe onLMansHOro M3aaHnsa 6es paspelueHns deaepanbHOro areHTCTBa Mo TeXHUYecKo-
MY pPerynupoBaHuio 1 MeTponorum
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BBepeHue

Y10 Takoe UHpopMaLUOHHaA 6e30NacHOCTL?

MHbopMaLma — 3To aKTUB, KOTOPEIN, NOAOGHO APYrMM akTMBaM OpraHn3almn, UMeeT LIeHHOCTb U1, cre-
[oBaTteribHO, OOMKEH ObITh 3alluLLeH Haanexawmum obpasoM. MHbopMaLunoHHasa 6e3onacHoCTb 3aluilaeT
MHopMaLIMIo OT LUMPOKOro AManasoHa yrpos ¢ Liefbio obecneyveHuns yBepeHHOCTU B HernpepblBHOCTU BusHeca,
MUHMMK3aLNMK ywep6a, NonyYeHns MakcuManbHON 0TAa4M OT UHBECTULIMIA, a TaKKe peanusalnm noTeHunans-
HbIX BO3MOXXHOCTEN B13Heca.

MHdopmaLmsa MoXeT CyLLLecTBOBaTL B pasninyHbIX doopmMax. OHa MoXeT BbITb HanevyaTtaHa Unu HanucaHa
Ha bymare, XpaHWUTbCA B SMEKTPOHHOM BMAe, NepeaaBaTbcs Mo MNoYTe UMM C UCNONbL30BaHNEM SIEKTPOHHBIX
CcpeacTB CBA3W, eMOHCTPMPOBAaTLCA Ha NieHKe Uy 6bITb BbipaXkeHa YyCTHO. BesoTHocuTenbHO hopMbl Bbipa-
KeHns nHpopmaunn, CpeacTB ee pacrnpocTpaHeHns UK XpaHeHUs OHa AoMkHa Bceraa ObiTh afieKBaTHO
3almeHa.

MHdbopMaLmMoHHas 6e30nacHOCTb — MeXaHn3M 3alUmTbl, 06ecnevnBaroLLmii:

- KoHPMAeHUMAaNbHOCTL: A4OCTYN K MHOPMaLLMM TOMNbKO aBTOPU30BaHHbIX Mofb3oBaTernei;

- LLleNIoCTHOCTb: AOCTOBEPHOCTb 1 NOMHOTY MHdOpMaLmM 1 MeTo4oB ee 06paboTku;

- BOCTYMNHOCTb: AOCTYN KMHOPMAaLIMUN 1 CBSA3AHHBIM C HEl aKT1Bam aBTOPU30BaHHLIX Nofib3oBaTenemn no
Mepe HeobxoaMmocTu.

UHdopmaumoHHas BGesonacHocTb AoCTUraeTcs nyTeM peanusauuMn COOTBETCTBYIOLWIEro KomMnekca
MepOonpUATKIA No ynpasneHnio MHdopMaLoHHON 6e30MacHOCTbIo, KOTOpble MOTyT 6bITb NpeacTaBneHbl NoNu-
TUKamMu, MetTogamu, npoLieaypamu, opraHnsaLMoHHbIMU CTPYKTYpPaMu U byHKUMSMU NPOrpaMMHoro obecneve-
HWs1. YKasaHHble MeponpuaTust 4OMmkHbl obecneynTb JoCTUXeHMe Leneit nHgpopmMaLoHHoin 6esonacHocTn
opranusauun.

HeobxoamMmocTb UHdOpMaLMOHHOW Ge3onacHOCTU

UHdopmaumns, noggepxusaroLne ee npoLecchl, UHPOpMaLMOHHbIE CUCTEMbI U ceTeBasA MHDPaCTPYKTY-
pa ABMATCA CYLLECTBEHHbIMU akTuBamu opraHmsaumn. KondumaeHumansHOCTb, LeNOCTHOCTL U AOCTYMHOCTb
nHOpPMaLMN MOTYT CyLLeCTBEHHO crocobcTBoBaTb 0becnevyeHuo KOHKYPEeHTOCNOCOBHOCTU, NMKBUAHOCTH,
OOXOAHOCTU, COOTBETCTBUSA 3aKOHOAATErNbLCTBY M AeN0OBOW penyTaunn opraHusaumu.

OpraHusauun, UX UHpopMaLNOHHbIE CUCTEMbI M CETU BCE YalLlle CTarnkuBalTCs ¢ pa3fiyHbIMK yrpo3aMum
6e30MacHOCTU, TaKUMU KaK KOMMbHOTEPHOE MOLLEHHNYECTBO, LNUOHAX, BPeAUTENLCTBO, BAaHAANN3M, NOXapbl
W HaBoAdHeHNA. Takue UCTOYHMKM ywepba, Kak KOMMNbITEPHLIE BUPYCHI, KOMMbLIOTEPHBIW B3/1OM U aTaku Tuna
oTkasa B o6cnyxnBaHun, cTaHoBATCA Bonee pacnpocTpaHeHHbIMKU, Gonee arpeccuBHBIMU U Bce Gonee nso-
LLPEHHBIMMU.

3aBUCUMOCTb OT MHCDOPMALMOHHBIX CUCTEM U YCIIYT O3HaYaeT, YTO opraHu3aLuum cTaHoBATCA Bee 6onee
YSI3BMMbIMU MO OTHOLUEHUIO K yrpo3am BesonacHocTu. Bsanmopgenctene ceTtein obLiero nonb3oBaHUa U 4acT-
HbIX CeTel, a Takke COBMECTHOE UCMOoMb3oBaHWe NHGOPMaLMOHHBIX PECYPCOB 3aTpyAHAET ynpasneHue aoc-
TYNoMm K uHdopmaunn. TeHOAeHUMs K UCMOonb3oBaHWIO pacnpeaeneHHoi o6paboTkn AaHHbIX ocnabnset
3P PeKTUBHOCTb LIeHTPaNU3OBaHHOIO KOHTPOSS.

Mpy NpoeKTUPOBaHNN MHOTUX UHCPOPMALIMOHHBIX CUCTEM BOMPOCHI 6e30NacHOCTUN He yYUThIBaANUCL. Ypo-
BeHb 6e30nacHOCTN, KOTOPbIA MOXET BbITb AOCTUTHYT TEXHUYECKUMU CPpEeACTBAMU, UMEET PAA OFrPaHUYEHUI 1,
crefoBaTenbHO, AOJKEH COMPOBOXAATLCA Haanexawumm opraH1saumMoHHbEIMU Mepamu. Beibop Heobxoan-
MBIX MEPOMPUATUN MO yNpasneHnto MHopMaLMoHHo GesonacHocTbio TpebyeT TwaTenbHOro NNaHMpoBaHus
1 BHUMaHUS K geTansim.

YnpasneHune nHdopmaLmnoHHoh 6e30MacHOCTbIO HyXaaeTces, Kak MUHUMYM, B y4acTUX BCEX COTPYAHU-
KOB opraHmsaunn. Takke MoxeT noTpeboBaTbCs yyacTne nocTaBLMKOB, KIMEHTOB UN akumnoHepoBs. Kpome
TOro, MOTyT NoTpeboBaTbCs KOHCYNbTALMN CNeUnanncToB CTOPOHHUX opraHn3aLni.

MeponpuaTusa no ynpasneHuto B o6nacTtv nicgopmaLmoHHoi 6esonacHocT 06oiayTca 3Ha4YUTENBHO
JdelueBne 1 okaxyTcs 6onee apdekTUBHBIMU, ecnun 6yayT BKIOYEHbI B cneumdmkaLumo TpeboBaHWn Ha cTagun
NPOEKTUPOBaHNS CUCTEMBbI.

Kak onpegenutb Tpe6oBaHuUA K MHOpPMaLMOHHO 6e30NacHOCTH

OpraHusauus gomkHa onpegennts cBou TpeboBaHus kK MHopMaunoHHo 6esonacHoCTU ¢ y4eToM cre-
OyroLMX Tpex hakTopos.

Bo-nepBblIx, oLeHKa pUCKOB opraHusauumn. MocpeacTsom OLEHKA PUCKOB NPOUCXOANT BbISIBNIEHWE YIPos
aKkTuBaMm opraHuMsaLum, oLeHKa ya3BMMOCTM COOTBETCTBYHOLLNX aKTUBOB 1 BEPOSITHOCT BO3HUKHOBEHUS YTrpos,
a Takke oLeHKa BO3MOXHbIX MOCneacTBUNA.

\
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Bo-BTOphLIX, lopuaudeckue, 3akoHoaaTenbHble, perynupytolme n 4oroBopHble TpeboBaHUs, KOTOpbIM
DOMMKHBI YAOBNETBOPATL OpraHn3aums, ee TOprosble NapTHepbI, NOAPSAYMKL U MOCTaBLLMKA YCAyYT.

B-TpeTbux, cneuundurdecknin Habop NpUHUMNOB, uenen n TpeboBaHuiA, paspaboTaHHbIX OpraHU3aLuein B
OTHOLWeHUM 006paboTkn Hpopmauun.

OueHka pUckoB UH(GPOPMaLMOHHOU Ge3onacHOCTU

TpeboBaHuA k MHbopMaLMoHHOK BesonacHoCTU onpeaensaoTCsi C NOMOLLBIO CUCTEMAaTUYECKOW OLIEHKM
puckoB. PelleHua o pacxoaax Ha MeponpuysTUs No ynpasneHuio MHopmaLMoHHOW 6e30MacHOCTLI0 A0SKHbI
NPUHUMAaTLCA, UCXOASA U3 BO3MOXKHOTO yllepba, HaHeceHHoro 6usHecy B pesynbTaTe HapyLUeHWin HdopmMauu-
OHHon 6e3onacHocT. MeToabl OLEHKA pUcKa MOryT NPUMEHATLCS Kak ANsl BCeW opraHusauun, Tak u ans
Kakor-nubo ee vacTu, oTaenbHbIX UHPOPMALMOHHBIX CUCTEM, onpedeneHHbIX KOMMNOHEHTOB CUCTEeM Unu
yCnyr, a UMeHHO TaMm, rae 370 NpaKTUYeCcKU BbINOSIHUMO U LenecoobpasHo.

OueHka pucka — 3TO cucTeMaTU4eCcKUin aHanms:

- BepoaTHoro yuiepba, HaHocumoro 6usHecy B pesynbTaTe HapyLeHUiA MHopMaLoHHoN 6e3onacHoc-
TV C Y4eTOM BO3MOXHbIX MOCNEACTBUA OT NoTepn koHbMAeHUMaNbHOCTU, LIeNTIOCTHOCTA UM AOCTYNHOCTU
nHcpopMaLMn n Apyrux aKkTUBOB,

- BEPOATHOCTU HACTYNMEeHUs TaKoro HapyLWeHWA C y4eTOM CYLLECTBYIOLLIX YTPO3 U YA3BUMOCTEN, a Takke
BHEAPEHHbIX MeponpusTUiA Mo ynpasneHunto nHdopmaunoHHoM 6e30nacHOCTbIo.

PesynbTaThl 3TOA OLIEHKW MOMOTYT B onpeAeneHUn KOHKPEeTHLIX Mep U MPUOpUTETOB B 06nacTu ynpasne-
HUA pUCKamn, CBA3AHHBIMU C MHbOPMaLIMOHHOM 6e30NacHOCTLIO, a Takke BHeAPEHUIO MePONPUATUI NO ynpas-
NeHno NHpopMaLMOHHOK 6e30MacHOCTLIO C Liefbio MUHUMU3aLUUU 3TUX PUCKOB.

MoxxeT noTpeboBaTbCsl HEOQHOKPaTHOE NPOBEAEHWNE OLEHKU PUCKOB M BbIBOpa MeponpusiTUii No ynpas-
neHuto nHcopmaLmoHHol 6e3onacHoCTbio ANA TOro, YTo6bl 0XBaTUTL pasfUyHbIe NoAPasAeneHns opraHusa-
LMW 1K oTAEeNbHBIE MHPOPMALMOHHBIE CUCTEMBI.

BaxHo nepunoguyeckn NpoBoAUTbL aHanns pUckoB B 06nactu uHcopmMavuuoHHon 6esonacHocTu 1 BHe-
PEHHBIX MeponpUATUIA MO yrnpasneHuio MHpopMaLMoHHO Be3onacHOCTLIO AMs TOro, YTODbI yuecTb:

- nsmeHeHust TpeboBaHUiA U NpUoOpUTETOB BU3HeCa;

- MOSABNEHNE HOBbLIX YrPO3 U YSI3BUMOCTEN;

- CHWKeHWe 3 EeKTUBHOCTA CYLLECTBYIOLLMX MEPONPUATUAA NO yrnpasneHuo nHdopmauuoHHon 6e3o-
nacHocCTbIo.

YpoBeHb AeTanvsalum Takoro aHanusa crnegyet onpeaensitb B 3aBUCUMOCTW OT pe3ynbTaToB Npeablay-
LMX NPOBEPOK 1 U3MEHSAIOLLIErocs YPOBHA NpuemMriemoro pycka. OLeHka puckos 06bIYHO NPOBOANUTCS CHavana
Ha BepXHeM YpoBHe, Npu 3TOM pecypcbl HanpasnsoTcs B obnactu HambonbLlero pucka, a 3atem Ha bonee
AeTanbHOM YPOBHE, YTO NO3BOMSAET pacCMOTpeThb crneuuduieckue pucku.

Bbi6op MeponpuAaTUiA no ynpasneHuio MHGopMaLmoHHOW 6e3onacHOCTbLIO

Mocne Toro, Kak onpegeneHsl TpeboBaHusi K MHOPMaLMOHHOW BesonacHoCcTH, cneayeT BeibpaTb U
BHeAPUTb Takue MeponpuATUS No ynpasneHuio MHpopmaumoHHo 6esonacHoCcTbIO, KoTopble obecneyaT CHU-
JKeHWe pUCKOB 40 NPUEMIEMOro YpoBHA. 3TU MeponpusATUs MoryT 6bITb BbIBpaHbl U3 HacToALWero ctTaHaapTa,
APYrMXUCTOYHUKOB, @ TaKke MoryT 6blTb paspaboTaHbl cOBCTBEHHbBIE MEPONPUATUA MO YNpasneHnio UHopmMa-
LMOHHOW Ge3onacHoCTb0, yAOBNEeTBOpAOLWME cneumduieckuM noTpebHoCcTsM opraHusaumm. Umeetcst MHO-
KEeCTBO PasnMyHbIX MOAXOAOB K YNpaBMeHWUI0 pUcKaMu; B HAcTosiLeM cTaHgapTe NPUBOAATCA NpyUMepsl
Hanbonee pacnpocTpaHeHHbIX MeToaoB. OgHako criegyeT OTMETUTb, YTO HEKOTOpble U3 MepPOoNpUATUA Mo
ynpasneHuio HopMaLMoHHO 6e30NacHOCTbIO HENPUMEHUMbI KOTAENbHBIM MHEOPMAaLIMOHHBIM CUCTEMAaM 1
cpedaM 1 MOTyT OKasaTbCs HenpuemMnemMbiMU Anst KOHKpeTHbIX opraHusauuin. Hanpumep, 8 8.1.4 npusogutcs
orucaHmne Toro, Kak MoryT 6elTb pacnpeaeneHbl AOMKHOCTHbIE 06513aHHOCTU, UTODLI NPeAoTBPaTUTL OLLIMOKN 1
MoLUEeHHUYeCcTBO. B He6GonblumMx opraHu3aumsix MOXeT oka3aTbCsl HEBO3MOXHBLIM pasfeneHune Bcex AOIKHOC-
THbIX 06513aHHOCTE; Toraa Anst AOCTUXKEHUS! TOM e Lienn MoXeT BbiTb Heo6Xx0aUMO NPUHATUE anbTepHaTUB-
HbIX MEPONPUATUI NO YNpasneHnio MHgpopmMaLMoHHON BesonacHoCcTLI0. B kayecTse Apyroro npuMepa MoxHoO
npusectn 9.7 n 12.1 — ocywecTBneHMe MOHUTOPUHIA UCMONb30BaHUSI CUCTEMbI U cBopa AoKasaTenbCTB.
YKasaHHble MeponpuATUA No ynpasneHuto MHpopmaLnoHHo 6e3onacHOCTbIO, Takne, Kak pernctpaums cobbl-
TUA B CUCTEMe, MOTYT BCTYNaTb B KOH(MUKT ¢ 3aKoHOAaTENIbCTBOM, AEACTBYIOLMM, Hanpumep, B OTHOLLEHWM
3aWnThl OT BTOPXKEHWUSA B NINYHYIO XXN3Hb KIMMEHTOB UMW COTPYAHUKOB.

BiGop MeponpuaTUiA No ynpasBneHuio MHhopMaLIMOHHON 6e30NacHOCTLI0 AOMKEH OCHOBBLIBATLCA Ha
COOTHOLLEHUU CTOUMOCTU UX peanusauun Kk apekTy OT CHUKEHUS! PUCKOB U BO3MOXHBIM YBbITKaM B cnyvae
HapyweHua 6esonacHocTu. Takke crneagyeT NpUHUMaTh BO BHUMaHUeE hakTophbl, KOTOpbIe He MOryT 6bITb Npea-
CTaBneHbl B AeHEXHOM BblpaXXeHUU, Hanpumep, NoTepto penyTauuu.

\Y
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HekoTopble MepONpUATMS Mo ynpasneHuio MHgpopMaLMoHHol 6e30NacHOCTLI0, NpUBeAeHHbIe B HAcTOs-
Lem cTaH4apTe, MOTYT pacCMaTpUBaTLCS Kak pyKOBOAALLME MPUHLMMLI ANS ynpaBneHus HhopMaLMoHHOM
6e30MnacHOCTbI0 U MPUMeHATLCA Ans GoNbLUMHCTBA opraHusaumin. Bonee nogpoGHo Takve MeponpUATUS pac-
CMaTpUBalOTCH HUXKE.

OTnpaBHas Touka ANsl BHegpeHUA MHopMaLMOHHOW Ge3sonacHoOCTU

OTaenbHble MeponpUATIUSA Mo ynpasneHuo MHopMaLMoHHO 6e30nacHOCTBIO MOTYT paccMmaTtpuBaThCsl
KaK pyKoBoAsiLLIME MPUHLMAMBI AN yNpaBneHns MHpopMaLMoHHOR 6e30NacHOCTbO 1 CYXWUTb OTNPaBHON TOY-
KOW Ons ee BHedpeHus. Takne MeponpusaTvsi NMMBO OCHOBBLIBAKOTCA Ha KIoueBbiX TpeboBaHUAX 3aKOHO-
JatenbcTBa, nMbo paccmaTtpuBaloTca Kak obLlenpuHaTas npaktuka B obnactn uHdopMaLUOHHON
6esonacHoCcTU.

KntoueBbIMU MepaMn KOHTPOSSA C TOYKN 3pEeHNS 3aKoHOAaTeNbCTBa ABMSAOTCS:

- obecneyeHne koHUAEHLNANBEHOCTU NepcoHanbHblX AaHHbIX (12.1.4);

- 3almTa y4eTHbIX AaHHbIX opraHusaumm (12.1.3);

- NpaBsa Ha MHTenNneKkTyansHyt cobeTBeHHOCTb (12.1.2).

MeponpuaTus no ynpasneHunto nHgpopmaLmoHHoi 6e3onacHOCTbIo, paccMaTpuBaeMble Kak 0bLenpuHs-
Tasi NnpakTuka B o0bnactn MHdopMaunoHHoN 6e3onacHOCTH, BKNOYAIOT:

- HanuM4Me AOKyMeHTa, OnuchiBatoLLEero NoNUTUKY MHhopmaLmoHHon 6esonacHocth (3.1);

- pacnpegeneHue obssaHHocTen No obecneveHuto MHpopmaumoHHon besonacHoctu (4.1.3);

- 0byyeHune Bonpocam nHgpopmaunoHHon 6ezonacHocTu (6.2.1);

- nHdopmupoBaHmne 06 MHLKMAEHTAaX, CBA3AHHbIX ¢ UHopMaLMoHHON 6esonacHocTbio (6.3.1);

- ynpasrieH1e HenpepbiBHOCTbIO BusHeca (11.1).

MepeuncneHHble MePONPUATUSA NPUMEHUMBI 4NA GONBLUIMHCTBA OpraHu3aunii v UHOPMaLUOHHBIX Cpea.
CnegyeTt OTMETUTb, YTO, XOTA BCE NPUBEAEHHbLIE B HACTOSILLEM CTaHAapTe MEPONPUATUA ABNAIOTCA BaXKHBbIMU,
YMECTHOCTb Kakol-nmbo Mepbl A0SMKHa onpeaensTbCA B CBETE KOHKPETHBIX PUCKOB, C KOTOPLIMU CTanknsaeTca
opraHusauus. CnegosaTesibHO, HECMOTPSA HA TO, YTO BhiLLEONUCAHHLIN MOAX0A paccMaTpUBaeTCA Kak OTnpas-
Has Tovka 418 BHeApeHUsa MeponpuaTui no obecneveHnto nHdopmaumMoHHo 6€30NacHOCTN, OH He 3aMeHsAeT
BbIGOP MeponpuaTUiA No ynpasneHuo MHPopMaLMOHHON 6e30MacHOCTbIO, OCHOBAHHBIN Ha OL@HKE PUCKOB.

BaxHenwue cdakropbl ycnexa

MpakTuka rnokasbiBaeT, YTo 4N yCreLwHoro BHeapeHus i opmaumnoHHo 6e3onacHoCT U B opraHu3aLmnm
pelualoLwuMu ABNAITCA creayolme akTophbl:

- COOTBETCTBUE Lienei, NoNUTUK 1 npoueayp MHdbopMaumoHHon 6esonacHocTy Lensm busHeca;

- COrnacoBaHHOCTb NoaxoAa K BHeAPEeHUo cucTeMbl 6e30nacHOCTU ¢ KOPNopaTUBHOM KyTbTYPOWA;

- BUAMMas noanepka u 3anHTepecoBaHHOCTb CO CTOPOHbLI PYKOBOACTBA;

- YeTKoe noHumaHue TpeboBaHuin BesonacHOCTN, OLEHKa PUCKOB U YNpaBrieHNe puckamu;

- obecneyeHne NOHUMAHUA HEOBXOAUMOCTU NPUMEHEHUA Mep MHOPMaLMOHHOK Be3onacHOCTU pyKo-
BOACTBOM W COTPYAHUKAMU opraHnsauuu;

- Nnepegava MHCTPYKLMIA B OTHOLLIEHWUWN NOMNTUKN MHPOPMaLMOHHO 6e30MacHOCTU U COOTBETCTBYIOLNX
CTaHAapTOB BCEM COTPYAHUKAM W KOHTpareHTam;

- obecneveHne HeobGXxoANMMOro oby4eHUsa U NOATrOTOBKM;

- BCECTOPOHHSASN 1 cOanaHcupoBaHHasA cUcTeMa uamepsieMbIX nokasaTenemn, MCrofb3yemblX AN OLEeHKU
a3t eKTUBHOCTY ynpaBneHus NHgpopMaLMOHHON 6e30NacHOCTLIO U NPEAnoXeHWA Mo ee yNy4LleHNnio, NocTy-
MUBLUKX OT UCMONHUTENEN.

PaspaboTka co6¢cTBeHHbIX PYKOBOACTB OpraHn3saluu

HacTrosiwumit cTaHgapT OOMKeH pacLieHUBaTbCs Kak oTpaBHasi Touka Ans paspaboTku pykoBoacTsa noa
KOHKpeTHbIe Hy)XAbl opraHusaummn. He Bce MHCTPYKLIMMA U MEPOMNPUATUSA, NpUBEAEHHbIE B HACTOsILLEM cTaHaap-
Te, MOryT 6bITb MPUMEHUMBIMMU.

Bonee Toro, MoryT noTpeboBaTbcs AONOMHUTENbHBIE MEPBI, HE BKIMIOYEHHbIe B HACTOALWMIA cTaHaapT. B
3TOM Cny4ae MoxeT BbITb NMosiesHbIM CoXpaHeHe NepekPeCcTHbIX CCINOK, KOTopble o6neryaT NPoBepKy cooT-
BETCTBUS, MPOBOAVMYHO ayauTOpaMu U napTHepamu no usHecy.

\
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HAUUWOHANBbHBLIA CTAHOAPT POCCUMUCKOU O@GEANEPALMUMK

UndopmaumnoHHan TexHonorusa
MPAKTUYECKUE NPABWIIA YNPABNEHUA WHOOPMALUMOHHOW BE3ONACHOCTbLIO

Information technology. Code of practice for information
security management

Data BBegaennss — 2007—01—01

1 O6nacTb NpUMeHeHus

Hacroawwnii ctaHaapT ycTaHaBMBaeT pekoMeH4aLum Mo ynpasneHuto uHdgopmaumnoHHoi 6esonacHoc-
ThiO MNLIAM, OTBETCTBEHHLIM 3a NNaHUpPOoBaHNe, peanusaLunio i NoaaePXKY pelleHuii 6e3onacHoCTY B opra-
Husaumu. OH nNpeaHasHadeH ana obecnedveHnst oBLLMX OCHOB ANs paspaboTku cTaHAapToB 6e30MacHOCTU 1
BblIGopa NpakTUIecKUX MeponpuATUIA No ynpasneHuto 6e3onacHOCTLI0 B OpraHusaLim, a Takke B UHTepecax
obecreveHuns JOBEPUA B AEMNOBLIX OTHOLIEHUAX Mexay opraHusauusimi. PekoMeHdau M HacTosALWero cTax-
aapta crnefyeT BbiGypaTh M UCMOMNbL30BaTh B COOTBETCTBUM C AACTBYHOLLMM 3aKOHOAATENIbCTBOM.

2 TepMuMHbI U onpeaeneHus

B HacTosilem cTaHAapTe NpUMeHeHbl criegytolwie TePMUHbI C COOTBETCTBYIOWLMMN onpeaeneHUsaMu:
2.1 nHdopMaLnoHHana 6esonacHoCTb: 3awmTta KoHUAEHUMAaNbLHOCTH, LeNOCTHOCTU M A0CTYNHOCTH
UHopmaLun.

Mpumevaunwusn

1 KoHdmaeHunanbHocTb: Obecnevenne ocTyna K MHPOPMaLMK TONBKO aBTOPU3OBAHHLIM NONbL30BATENSAM.

2 yenoctHocTb: ObecneveHne QOCTOBEPHOCTU U NONHOTLI MHGOPMaUMK U MeToaos ee obpaboTku.

3 pocrtynHocTb: Ob6ecneveHne goctyna K MHpOPpMaLWmM U CBA3AHHBLIM C HEV aKTUBaAM aBTOPU3OBAHHbIX NOMNb30Ba-
Tenen No Mepe HeobxoaMMocTu.

2.2 oueHka puckoB: OueHka yrpos, Ux nocneacTsui, yassumoct MHcopmaunm u cpeacTs ee obpa-
60TKN, a Takke BEPOATHOCTU UX BOSHUKHOBEHUS.

2.3 ynpaBneHue puckamu: lNpouecc BbIABNEHUA, KOHTPONS U MUHUMU3ALUN UK YCTPAHEHUSA PUCKOB
6e30nMacHOCTU, OKasbiBaOLWMX BAUSIHUE HA MHEPOPMAaLMOHHBIE CUCTEMEI, B paMKax AOMYCTUMbIX 3aTpar.

3 Monutuka 6e3onacHoOCTU

3.1 Nonutuka nHcdopmaLyoHHon 6ezo0NacHOCTU

Lenb: obecneyeHne pelleHUst BONpocoB MHMOPMaLMOHHOW 6e30nacHOCTU 1 BOBMNEYEHNe BbICLLEro
pyKoBoACTBa opraHu3auun B AaHHbIA npoLecc.

PaspaboTka 1 peanusauna NONMTUKU nHpopMaLoHHOW 6e30nacHOCTN opraHM3aumnn ocywecTenaeTcs
BbICLUXM PYKOBOACTBOM My TeM BblpaboTKM YETKOM NO3ULIMK B peLLeHUU BONPOCOB MHopMaLoHHoM Gesonac-
HOCTW.

3.1.1 OokymeHTanbHoe ocdopmneHue

MonuTuka nHopmaLmoHHo 6e3onacHOCTM AoIkHa BbITb yTBEpXKAeHa, u3gaHa U Hagnexawmm obpa-
30M JoBeJeHa 0 CBeAeHNs BceX COTPYAHUKOB opraHnsaunn. OHa gomkHa ycTaHaBnMBaTb OTBETCTBEHHOCTb

U3paHne odmumanbHoe
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PYKOBOACTBA, a TaKKe usrnaraTte NoAxo4 opraHusaumm K ynpasneHuio MHdopMaunoHHorn 6esonacHocTbio. Kak
MUHMMYM, MONUTUKA AOMKHA BKMOYaTL creayrolee:

a) onpeaeneHve uHcbopmaunoHHol GesonacHocTh, ee obWKUX Lenel U cgepbl AEUCTBUA, a TaKkke
packpbiTUe 3HAYUMOCTU 6Ee30MacHOCTU Kak MHCTpYMeHTa, ofecneynBaioero BO3MOXHOCTb COBMECTHOIO
UCnonb3oBaHUst UHoOPMaLnK;

6) u3noxeHwe uenen U NPUHUUNOB UHOPMaLUOHHOW Be3onacHOCTU, CHOPMYNIUPOBaHHBLIX PYKO-
BOACTBOM,;

B) KpaTkoe u3noxeHWe Haubonee CcywWeCTBEHHbLIX ANs OpraHusauuMu NonuTUK 6GesonacHocTy,
MpUHUMNOB, NpaBun u TpebosaHWiA, Hanpumep:

1) cooTBeTCTBUE 3aKoHOAATeNbHLIM TPe6oBaHUAM 1 JOrOBOPHLIM 06A3aTeNbCTBAM;

2) TpeboBaHus B OTHOLWEHUU 0BydeHus1 Bonpocam 6e30MacHoCTY;

3) npepoTepalleHne NossneHusi u obHapyXeHWe BUPYCOB W ApYroro Bpe4oHOCHOMO NPOrpaMmMHOro
obecneveHus;

4) ynpaeneHne HenpepbiBHOCTLIO BU3Heca;

5) OTBETCTBEHHOCTb 3a HapylUeHUs NOSIUTUKK Be3onacHOCTH;

r) onpepeneHne obWMX U KOHKPETHBLIX 06SI3aHHOCTE COTPYAHWUKOB B paMkax ynpasBneHust uHcop-
MaLnoHHOW Ge3onacHOCTbO, BKMoYasi UHOpMUpOBaHUe 06 UHUMAEHTaX HapylweHUs UHOPMaLUOHHON
6e3onacHoCTy;

) CCBINKM Ha OOKYMEHTbl, AOMOMHSAIOWME MOANTUKY UHGOPMaLMOHHOW 6e3onacHOCTH, Hanpumep,
6onee geTanbHbIe NONUTUKL U NpoLeaypbl 6€30MacHOCTM At KOHKPETHBIX MHPOPMAaLMOHHBIX CUCTEM, a TakxkKe
npasuna 6e3onacHoCcTH, KOTOPbLIM AOKHbI Crie4oBaTh NOMb30BaTEeNN.

Takas nonutuka AormkHa ObITb 4OoBeAeHa 40 CBeAeHUs BCEX COTPYAHUKOB OpraHu3aLum B AOCTYNHON U
NOHATHON hopme.

3.1.2 lMepecMoTp M OLEHKa

Heobxoanmo, 4Tobbl B opraHM3aL M HasHavanocb OTBETCTBEHHOE 3a NONUTUKY 6e30nacHOCTN AOMKHOCT-
Hoe NnLo, KoTopoe oTeevano Obl 3a ee peanusaumio N NepecMoTp B COOTBETCTBUN C YCTAHOBIIEHHOW NpoLeay-
poi. YkasaHHas npouedypa [AOkHa obecneyuBaTb  OCYLLECTBNEHWE nepecMmoTpa  MOSIUTUKK
nHpopMaLIMoHHON 6e30MacHOCTU B COOTBETCTBUMN C USMEHEHUSIMU, BIUSIOLLIMMUN HA OCHOBY NepBOHaYan-HON
OLEHKWN pucKa, Hanpumep, NyTem BbISIBIIEHWSA CYLLUECTBEHHbIX WHLUWOEHTOB HapylueHUsa WHOpMaLUoHHON
6e30nacHOCTU, NOSIBIEHNE HOBLIX YS3BMMOCTEN UMW M3MEHEHUS OpraHU3auMOHHON UM TEXHOMOTUYeCKon
nHdbpacTpyKkTypbl. Mepruogunyeckme nepecMoTpbl 40HKHBI OCYLLECTBNSTLCSA B COOTBETCTBUN C YCTAHOBNIEHHBIM
rpacpykom n BrIoYaTh:

- NpoBepkKy 3¢hheKTUBHOCTN NONIUTUKM, UCXOAS U3 XapaKTepa, Yncna 1 NocneACcTBUI 3aperncTpupoBaH-
HbIX MHLMOEHTOB HapyLUeHUst NHOPMaLIMOHHONW 6e3onacHoCTu;

- onpegerneHne CTOMMOCTA MEPONPUSTAIA NO yNpasieHuio MHGopMaLMOHHON 6e30MacHOCTbLIO U UX BASA-
Hne Ha acpdhekTnBHOCTL OU3HeCa;

- OLLEHKY BMUSHUS N3MEHEHWNA B TEXHOMOTUSX.

4 OpraHn3aunoHHble Bonpockl 6ezonacHocTn

4.1 OpraHu3auuoHHas UHcpacTpyKkTypa MHdopMaLnoHHon GezonacHOCTU

Llens: ynpasneHvne nHgpopmauMoHHON 6e30NacHOCTbIO B OpraHnsauuvm.

CTpyKTypy ynpaBneHusi cnegyeT cosgaBaTh Tak, 4Tobbl oHa criocobcTBOBana MHULMaunm U ocyLecTene-
HUIO KOHTPOIS 3a BHegpeHWEM MHMDOPMaLIMOHHOM Be30nacHOCTU B OpraHu3aLun.

CnegayeT co3fgaBaTtb COOTBETCTBYIOLME YNPaBsioLMe COBEThI C yHacTUeM BhICLLEro pyKOBOACTBA ANA
YTBEPXOEHUA MONMUTUKA MHpOPMaLIMOHHON 6e30MacHOCT, HasHavyeHUs OTBETCTBEHHBbIX Nuu B obnactu
NHopMaLMOHHON 6e30MacHOCTH, a Takke OCYLLEeCTBIIEHUS KOOPAUHALUA BHEAPEHUSA MePONPUATAA NO ynpas-
neHn nHpopMaLoHHoW 6esonacHoCcTbio B opraHusauun. MNpu HeobxoaumocTu cnegyeT NpeaycMoTpeTb
Hanu4ne crneuuanucTa no Bonpocam uHdgopMaunoHHOW Be30NacHOCTU BHYTPWU OpraHu3aLuun, K KOTopomy
MoryT obpallaTbcsa 3anHTepecoBaHHble coTpyaHUKW. CnedyeT HanaXuBaTb KOHTaKTbl C BHEWHUMW cneuua-
nuctamu no 6e3onacHoOCTU ans Toro, YTobbl BbITh B Kypce oTpacneBbiX TEHAEHUMIA, cnocoboB 1 MeToa0B ee
OLLeHKW, a TakxkKe C L,eNblo aeKBaTHOTO pearMpoBaHns Ha MHUMAEHTbI HapyLleHUs Mg opMaunoHHol 6esonac-
HocTU. CneayeT NooLWpPATL MHOronpodunbHbIN NoAX0A K MHOpMaLUOHHOK 6e3onacHoCTU, Hanpumep, nyTem
HanaXuBaHUsi COTPYAHUYECTBA MeXAY MeHeaKepamu, Nonb3oBaTensMu, agMMHUcTpatopamn, paspabotuum-
Kamu NpUnoXXeHni, ayautopamu u cotpyaHukammn 6esonacHocTu, a Takke cneuuanuctamu B obnactu crpaxo-
BaHMWS U yNpaBrieHUst puckamu.
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4.1.1 YnpaBnsowuit coeT no BonpocaM UHcgopmMaLuoHHoU 6e3onacHOCTU

O6ecneyeHne nHpopmaunoHHon 6e30nacHOCTN — 3TO OTBETCTBEHHOCTbL BbICLIEro PyKOBOACTBA opra-
HU3aLuK, pasaensieMas BceMu ee YneHamu. Moatomy npu chopmmnpoBaH1m coseTa No Bonpocam UHdopmMauu-
OHHoI 6e3onacHOCTU AOMKHbI obecneunBaTbca YeTkoe yrnpaBneHue 1 peanbHas noaaepXkka co CTOPOHbI
pYKOBOACTBa MHULMATUB B obnacTn 6esonacHocTn. Takol coBeT 4oSkeH cnocobcTBOBaTh ykpenneHuo 6e3o-
MacHoOCTU B opraHusauuMuM nyTeM HenocpeacTBEeHHOro yyacTusi pykoBOACTBA W BblAeneHUsi HeobxoanmMblx
pecypcoB. OH MoXeT ObiTb 4YacTbio CYLIECTBYIOWEro opraHa ynpasneHus. Kak npasBuno, Takoil coBeT
BbIMONHSAET cnegyowme dyHKunn:

- YyTBEPXAEHNE U NepecMoTp NOANTUKN NHOPMaLIMOHHON 6e30NacHOCTU U COOTBETCTBYIOLMX 0BsI3aH-
HOCTEN Mo ee BbINOJTHEHWIO;

- OTCMEeXnBaHNe CyLLEeCTBEHHbIX U3SMEHEHUWI B BO3AEWCTBUAX OCHOBHbLIX YrPO3 MHPOPMALMOHHBIM aKkTu-
BaM;

- aHanns N MOHUTOPUHI MHUMAEHTOB HapyLlieHUa MHdopMaunoHHon BesonacHocTu;

- YTBEPXKAEHME OCHOBHbIX MPOEKTOB B 06nacTu uHdopmaumnoHHomn 6esonacHocTu.

Kpome aToro, gormkeH ObiTb Ha3HavyeH pykoBoAUTENb, OTBEYAOLWMIA 3a BCE BOMPOCHI, CBA3AHHbIE C
nHcpopMaLMOHHON 6e30MacHOCTbIO.

4.1.2 KooppuHauusa BonpocoB UH(OpMaLMOoHHON 6e3onacHoOCTH

Ana koopanHaummn BHeAPEHUA MeponpuATUA NO ynpasneHuo UHopMaunoHHon 6e3onacHoOCTbio B
60onbLLON opraHM3aLum MoxeT noTpeboBaTbea co3gaHue KOMUTETA, BKNOYAOLWWEro npeacTasuTenei pykoso-
ACTBa 3aMHTepecoBaHHbIX NogpasaeneHnii opraHMsauun.

Kak npasuno, Tako KOMUTET:

- COrnacoBbIBaeT KOHKPeTHble hyHKUMM 1 06a3aHHOCTU B 06nacTn uHdopmMaunoHHon 6esonacHocTu B
paMKax Bcen opraHnsauunm;

- COrNacoBbIBaeT KOHKPETHbIE METOAUKU U Npoueaypbl UHdopmauuoHHol 6e3onacHoCTU, Hanpumep,
Takne Kak oLeHKa PUCKOB, knaccudukaunsa nHdopmMaummn ¢ Toukn 3peHns TpebosaHnin 6e3onacHocTy;

- cornacoBsbiBaeT 1 obecneuvBaeT NoAAEPKKY UHALMATUB U NPOEKToB B 06nacTu uHhopMauUoHHON
6e30MacHOCTM B pamKax BCel opraHMsaummn, Hanpumep, Takux kak paspaboTka nporpamMmmbl NOBbILLEHUA OCBe-
AOMIIEHHOCTU COTPYAHNKOB B 0b6nactn 6esonacHocTu;

- obecneynBaeT yyeT BktoveHUs TpebosaHuil 6e3onacHOCTU BO BCe NPOEKTHI, CBA3aHHbIE ¢ 06paboTKo
1 NUCMONb30BaHMEM NHMOPMAaLIUK;

- oueHMBaeT afeKBaTHOCTb U KOOPAUHUPYET BHeApeHUe KOHKPETHbLIX MepPornpusiTUA No ynpaseHuto
nHdopmaLmoHHoW 6e30NacHOCTbIO Af151 HOBbLIX CUCTEM UMW YCAYT;

- MPOBOAUT aHaNN3 UHLWAEHTOB HapyLleHns MHopMaLMOHHOM 6e30NacHOCTH;

- cnocobCTBYET AEMOHCTpauuM noanepXkkm uHgopMmaumuoHHon 6e30nacHOCTU €O CTOPOHLI BLICLLErO
PYKOBOACTBA OpraHu3aLuu.

4.1.3 PacnpepgeneHue o6si3aHHOCTeil no o6ecneyeHuto nHdopMaunoHHon 6esonacHoCcTU

Cnenyet onpeaenvTb 0653aHHOCTI NO 3aLUUTe OTAENbHBIX aKTUBOB U NO BLINOMAHEHWIO KOHKPETHBIX NMPOo-
ueayp, cBs3aHHbIX ¢ MHOPMAaLMOHHON 6e30NacHOCTLIo.

MonuTuka nHcpopmaumoHHo 6esonacHocTu (pasgen 3) AoMmKHa ycTaHaBnuBaTb obwme NpuHUMNGI U
npasuna pacnpegeneHns dyHKLWA U 06s3aHHOCTEN, CBA3aHHbIX ¢ 06ecneveHnem nHdopmauMoHHon 6e3o-
nacHOCTMU B opraHusauuu. Monutuky cnegyeT AoNONHUTL, rae Heobxoaumo, 6onee AeTanbHLIMU PYKOBOACTBA-
MW ANt KOHKPETHBIX oBnacTel, cuctem unu yenyr. Kpome atoro, aomkHa 6bITb 4eTKO onpeaeneHa KoHkpeTHas
OTBETCTBEHHOCTb B OTHOLLUEHUN OTAENbHBIX MaTepuarbHbIX U MHPOPMALIMOHHBIX aKTUBOB U NPOLLECCOB, CBA-
3aHHbIX C MHOPMaLUMOHHON 6e30NacHOCTLI0, HANPUMep, TakMX Kak NfaHnpoBaHWe HenpepbiBHOCTN BusHeca.

Bo MHOMMX opraHusauusix Ha pykoBoauTenst cnyx6bl nHgopmauoHHon 6e3onacHoCTU Bo3naraeTcs
06LLas 0TBETCTBEHHOCTb 3a pa3paboTky 1 BHegpeHue cuctembl nHdopmaumoHHon 6e3onacHoCTu, a Takke 3a
okasaHue colecTBUS B onpeaeneHn MepornpuaTUii no ynpaeneHuo MHbopmaunoHHol 6e30nacHOCTbIO.

B To Xe Bpemsi OTBETCTBEHHOCTb 3a onpeaeneHne Noanexalwmx sawure pecypcoB U peannsauuio
MepPOoNpPUATUIA NO yrnpasneHuio MHopMaLumoHHo! 6e3onacHOCTbi0 B 60NbLWMHCTBE Crydaes Bo3Nnaraetca Ha
pykoBoauTenei cpegHero 3BeHa. OBLWENPUHATON NPaKTUKON ABNAETCA Ha3HaYeHWe OTBETCTBEHHOro nuua
(agMuHUCTpaTopa) AN KaXKaoro MHpOPMaLMOHHOIO akTUBa, B YbW NOBCEAHEBHbIE 06A3aHHOCTH BXoAUT obec-
neveHune 6e30MacHOCTU AAHHOTO aKTUBa.

AAMUHUCTpaTOp MHGOPMALMOHHBIX aKTUBOB MOXET nepeaaBaTtb CBOW NOMHOMOYMUA No obecneveHuto
6e3onacHOCTU Kakomy-nnbo pyKoBOAUTENIO CpeHEero 3BeHa UNu nocTaswmkam ycnyr. Tem He MeHee, aamu-
HUCTpaTOp OCTaeTcsl OTBETCTBEHHBIM 3a obecneyeHne 6e30nacHOCTN akTUBa U A0MKeH ObiTb B COCTOAHUN
onpeaenqTb, YTo NMobble nepeaaHHble NOSIHOMOYNS peannusyrTcs AOMKHbIM oBpa3om.

Cnepgyet ycTaHaBnuBaTh rpaHnLbl OTBETCTBEHHOCTU KaXKA0ro pyKoBOAUTENS U BBINOMHATL creaylowme
npaBuna:
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- pasnuuHble aKkTUBbl U NpoLieccsl (NpoLeaypbl) 6e3onacHOCTU, CBA3aHHbIE C KaXKAO0 OTAENbLHOM cucTe-
MO, AOIDKHBI BbITh BblAEMEHb! U YETKO onpeaeneH.;

- He06X0AMMO HasHaYUTb OTBETCTBEHHBIX (aZAMUHUCTPATOPOB) 3a KaXKabl aKTMB UK Npoueaypy 6eso-
NacHoCTW, U AeTanu 3ToW OTBETCTBEHHOCTU AOKHbI BbITb JOKYMEHTUPOBAHSI;

- YPOBHU NOMHOMOYMIA (aBTOpM3aLIMM) AOMKHBI GbITb ICHO ONpeaeneHbl U I0KYMEeHTUPOBaHbI.

MpwumeyaHune— [NogasTopusaumer NOHMMaeTCs onpegerneHve ypoBHen ocTyna nonb3oBarens K onpege-
NeHHbIM MaccuBam MHdopmauuy; B 6oree LUIMPOKOM CMbICIie — pa3peLueHne onpeaeneHHbIX 4eACTBUNA.

4.1.4 Mpouecc nony4yeHusi paspeLleHUs Ha UCNoNb30BaHue cpeacTB 06paboTku uHcpopmaLumn

HeobxoamMmo onpeaenuts npoueaypbl NOMYyYEeHUs1 pas3pelleHnst Ha UCMOoNb3oBaHWe HOBLIX CPeacTB
06paboTkn nHpopmaLmn.

Mpun 3TOM MOTYT OCYLLECTBIISITLCA CriedyoLmne MeponpusiTusi No ynpaeneHuo MHMopMaunoHHoM 6e30-
MacHOCTbLIO:

- HOBble cpeAcTBa AOMKHbI ObiTb COOTBETCTBYIOWMUM 0O6pa3oM ogobpeHbl CO CTOPOHbI PyKOBOACTBa
nonb3oBaTenei nagMMHUCTPaTOPOB CPEACTB YNpaBneHUs, aBTOPU3YIOLUX UX Lienb ucnonb3oBaHusa. Ogobpe-
HWe crieqyeT Takke norydaTtb OT MeHeKepa, OTBETCTBEHHOTO 3a noaaepxaHue cpeabl 6e30nacHOCTU Nokarib-
HOM MHPOPMaLIMOHHON cUCTEeMBI, 4TOObI 0becneunTb yBepeHHOCTb B TOM, YTO BCE COOTBETCTRYIOLLME MOSNITUKA
6e3onacHocTn U TpeboBaHus cobniogeHsl;

- annapaTHble cpeacTBa U NporpammHoe obecneyeHne criefyeT NpoBepsiTb HA COBMECTUMOCTb C ApYrn-
MU KOMMOHEHTaMN CUCTEMBI.

MpumevaHusn

1 OpobpeHune moxeT NnoTpeboBaTLCA AN COEAUHEHNIA HEKOTOPbIX TUNOB.

2 Wcnonb3oBaHue NUUHbIX cpeacTs 06paboTkm nHopmaumm anst 06paGoTku cnyxeGHon nHopmaummn n NioGbix
HeOoOXOANMMbBIX MEPONPUATUIN MO YNpaBneHnio MHPOPMAaLMOHHOW 6E30MacHOCTLIO AOIKHO GbITb aBTOPU3OBAHO.

3 Mcnonb3oBaHue NMYHbIX cpeacTB 06paboTku MHdopmaumm Ha pabouem mecTe MoOXeT GblTb NPUHUHON HOBbIX YA3-
BMMOCTEWN 1, criegoBaTenbHO, AOMMKHO BbiTb OLEHEHO U aBTOPU3OBAHO.

OTUMeponpUATUs NO yNpasneHuio i opmaumnoHHoi 6e30nacHOCTL0 0coOBEHHO BaXKHbI B ceTeBo cpeae.

4.1.5 KoHcynbTauuu cneuuanucToB NO BonpocaM uHcgopmauoHHon 6e3onacHoOCTU

KoHcynbTalum cneumnanuctos no Bornpocam 6e30nacHoCTU TpebytoTess MHOrMM opraHusaumsm. B ugea-
ne, Ux poskeH obecneunBaTtb OMbITHBIA KOHCYNbTAHT MO UHMOPMaLUOHHON Ge30nacHOCTU, SIBNSAOLWMIACA
COTPYAHUKOM opraHusaLmu. Ho He Bce opraHM3aummn MOryT UMeTb B CBOEM LUTaTe npodeccrnoHana-koHCynb-
TaHTa. B Takux cny4vasx pekoMmeHayeTCsl HazHaYeHu e BbiAeNneHHOro coTpyaHuKa (agMUHUCTpaTopa) ans 0606-
LEeHUA 3HAHUA M onbiTa BHYTPW OpraHuU3auMu c Lenbio obecrnevyeHnss cornacoBaHHOCTUM U NOAAEPXKKU B
MPUHATUAN peLleHnii no 6esonacHOCTU. TOT COTPYAHMK AOIMKEH Takke UMeTb A0CTYN K He0BX0AUMbIM BHELL-
HWM KOHCYNbTaHTaM ANs NonyveHUs NpodeccnoHanbHbIX KOHCYbTaLLMIA MO BONPOCcaM, BbIXOASALLUM 3a paMKu
ero cobcTBeHHON kKoMNeTeHLUN.

Mepea koHCcynbTaHTaMu NO MHMOPMaLMOHHON 6e30NacHOCTU UMW aaMUHUCTpaTopaMn AoMKHA GbiTh
nocTaeneHa sagaqa no o6ecnevyeHnIo KOHCYNbTaLUMiA Mo BCEM acnekTam MHDOpMaLUMOHHON 6e30NacHoCTH, B
TOM YuCIe 1 C NPUBMEYEHNEM BHELLIHUX KOHCYNbTaHTOB. OT kKayecTBa UX OLleHKM yrpo3 6esonacHocTv v paspa-
6OTKN pekoMeHAauMin OTHOCUTENbHO MepPOnpUATUIA MO ynpaBneHuo WHGOPMAUMOHHON 6e30MacHOCTbIo
cyliecTBeHHbIM 06pa3omM 3aBuUcUT ee ahdeKTUBHOCTL B opraHusauun. Ana obecneyeHnsi MakcuMarbHOM
3 DEKTUBHOCTA U Pe3yNbTaTUBHOCTU AEATENbHOCTU KOHCYIbTaHTOB (aAMUHUCTPaTOPOB) UM A0SDKHA GbiTh
npedocTasneHa BOSMOXHOCTb HEMOCPEACTBEHHOro OCTYNA K BhICLEMY PYKOBOACTBY OpraHusaLmn.

C KkoHcynbTaHTOM No MHOPMaLMOHHO 6e30MacHOCTU NN aaMUHUCTPaTOPOM criegyeT COBETOBAThCA,
Mo BO3MOXHOCTM, He3aMeAJIUTENLHO, B CIy4ae Noao3peHust Ha BhisiBNeHUe MHUMAEHTa HapyweHust MUHgopma-
LiMoHHOM Be3onacHoCTy Unu yasBuMmocTu 6esonacHocTu ans obecneveHus nonyveHus KBannuumpoBaHHOro
coBeTa U BblAeneHusi pecypcoB. HecMoTpsiHa To, 4TO 60NbLUMHCTBO BHYTPEHHUX paccneaoBaHWii B OTHOLWe-
HWMK 6e30nNacHOCTM OOLIYHO BLIMOMHSAOT NOA KOHTPOSIEM PYKOBOACTBA, MOXET 6bITh LienecoobpasHbiM o6pa-
LeHNne K KOHCynMbTaHTy (agMuHUACTpatopy) no wuHgopmauMoHHo 6GesonacHoOCTU € uenbilo paspaboTku
pekoMeHAaLMi, a Takke ero yyacTusl B paccnejoBaHuM Uy B ero pykoBOACTBeE.

4.1.6 CoTpygHU4ecTBO MeXAay opraHusauusMm B o6nactu uidopmauuoHHon 6e3onacHocTH

CooTBeTCTBYIOLME KOHTaKTbl C OpraHamu, oTBeYaLLMMK 3a cobnogeHne 3aKoHOB, € perynnpyowmmm
opraHamu, NnocTasLUMKaMu MHGOPMaLIMOHHBIX YCIYT U oniepaTopamn CBA3W cneayeT noaaepkueaTb Ans Toro,
YTOObI rapaHTUPOBAaTh, YTO U B CllyYae HapyLueHuUs MHcopMaLMOHHON 6e30NacHOCTN MOXHO BbICTPO Npeanpu-
HATb COOTBETCTBYIOLLME AEUCTBUS U MOSTyYUTb NPaBUnbHLINA coBeT. C aHanorM4Hon Lenbto cnegyet paccmart-
puBaTb yyacTMe B npodeccuoHanbHbIX coobllecTBax M B OTpacneBblX Meponpuatuax B obnactu
6esonacHoCTu.
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Mpy oB6MeHax MHpopMaLMein no Bonpocam NHpopmMaLMoHHon BesonacHOCTU credyeT obecneynsaTh
3aLWUTY KOHDUAHLMANbHOM MHOopMaLm opraHAsaLnm oT HecaHKLMOHUPOBaHHOro JocTyna.

4.1.7 HesaBucumas npoBepka (ayauT) uHdopmaLnoHHon 6e3onacHoOCTH

L oKyMeHT NonuTUKM nHpopMaLumMoHHon 6e3onacHocTy (nogpasaen 3.1) yctaHasnusaeT Lienu 1 06a3aH-
HOCTM B 06nacTi MHgopMaLoHHON GesonacHocTu. Ero BbiNonHeHWe AOMKHO NPOBEPATLCA B UHTepecax obec-
neYeHuns yBepeHHOCTM B TOM, YTO paspaboTaHHbIe B OpraHn3aL i MeponpusaTns A0mKHbIM 06pa3oM oTpaxatoT
MOMUTUKY N YTO OHa SABNSIETCS BbINONHUMOWN U achdpekTuBHOM (Nogpasgen 12.2).

Takas npoBepka (ayauT) MOXeT ObITb BEIMONHEHA BHYTPEHHUM ayAUTOM, He3aBUCUMBIM MEHEAXEPOM
WM CTOPOHHEN opraHunsaumei, cneLnanusnpyroweincs Ha Takux NpoBepKax, npr 3ToM cneLuanuncTl, Npusnie-
KaeMble K NpoBepke, AOMKHbI 06r1agaTh COOTBETCTBYOLMMU HaBbIKaMu U OMbITOM.

4.2 O6ecneveHune 6e3onacHOCTV NPU HANUYMU OCTYNA K UH(HOPMALMOHHBIM CUCTEMAM CTOPOH-
HUX opraHu3sauui

Llens: nopaepxueaTth 6e3onacHoCTb cpeacTs 06paboTkv nHpopMaLMmn opraHnsaLmn n UHopmaLlmoH-
HbIX aKTUBOB MpPU JOCTYMe TPeTbUX CTOPOH.

Ooctyn kcpeacteam o6paboTku MHOopMaLMM OpraHU3aLmMmn TPeTbUX CTOPOH AOMKEH KOHTPONMPOBaTLCS.

Tam, rge ecTb NoTpebHOCTL OU3Heca B TakoM JOCTYNE TPETber CTOPOHbI, criedyeT Npon3soanTb OLEHKY
pucka, onpedenATb nocneacTsus Ans 6e3onacHOCTM U ycTaHaBnMBaTbh TpeboBaHMst K MEpOonpUATUAM Mo
ynpaeneHuto nHgpopmaunoHHolh 6esonacHocTbio. Takne MeponpusiTUsl crnegyeT cornacoBbiBaTb U onpeae-
NATb B KOHTPAKTE C TPEeTben CTOPOHON.

KoHTpakThl, paspeluatolne gocTyn TPeTbEeN CTOPOHE, AOIMKHEI BKI0YaTh Npoueaypy onpeaeneHnsi npas
1 YCroBUIM JOCTYNa APYruX y4acTHUKOB.

HacToswuwii cTaHgapT MOXeT UCMOoNb30BaTbCA Kak OCHOBA /151 COCTaBIIEHUA TakMX KOHTPaKTOB, a Takke
NPy paccMOTPEHUN Y NPUBIIEYEHUN CTOPOHHUX opraHusaumi ans obpabotku nHdopmaumm (outsourcing).

4.2.1 OnpepeneHne pUCKOB, CBA3aHHbIX C HanU4YMeMm JOCTyNna CTOPOHHUX UL, U OpraHUu3aLum K
MH(OPMALMOHHBIM CUCTEMaM

4.2.1.1 Tunel goctyna

OnpepeneHne Tuna gocTyna, NpefocTaBneHHOro TpeTbel cTopoHe, umeeT ocoboe 3HavyeHne. Hanpu-
Mep, PUCKM AOCTYNa Yepes ceTeBoe COeAMHEHUE OTITMHAIOTCA OT PUCKOB, CBAASAHHBIX C (PU3NYECKUM JOCTYMOM.

Tunamu goctyna, KoTopble cnegyeT paccmaTpusaTh, ABNAIOTCA:

- pU3n4eckun — K 0UCHBLIM NOMELLEHNAM, KOMMbIOTEPHBIM KOMHaTaM, CePBEPHbLIM;

- Nornyecknii — Kk 6aszam gaHHbIX, UHPOPMALMOHHBIM CUCTEMAaM OpraHu3auuu.

4.2.1.2 O6ocHoBaHuA Ans gocryna

TpeTben cTopoHe MOXeET ObITb NpeAocTaBNeH 4OCTYN NO pAAY NpudnH. Hanpumep, CTOPOHHUM KOMMaHu-
sIM, OKa3blBaloLLUM YCITyry opraHu3auusam, HoO He pacnonoXeHHbIM TepPUTOpPUanbHO B TOM Xe MecTe, MoXeT
6bITb NpegocTaBeH (U3NYECKUA U NIOTUYECKUIA AOCTYM, KakK, Hanpumep:

- COTpyQHUKaM TPeTbe CTOPOHbI, OTBEYatoLLMM 3a 0OCcnyXMBaHWe annapaTHbIX CpeACcTB 1 NporpaMMHO-
ro obecneyeHusi, KOTOpbIM HeOOXOAUM AOCTYN Ha YpoBHE cucTeM unun bornee HU3KOM ypOBHE MpPUKNagHON
(YHKLMOHaNbLHOCTY;

- TOProBbIM U AeNoBbIM NapTHepaM, KOTOpbIM MoXeT noTpeboBaTbcs 06MeH uHdopmaLlmein, 4OCTyN K
WUHOPMaLMOHHBIM cUcTeEMaM MM obwum 6azamM AaHHbIX.

MHdopmaumsa opraHusauumn moxeT 6biTb NoABEpXKeHa PUCKY HapylueHusl 6e3onacHoCTU nNpu gocTyne
TPETbUX CTOPOH C HeaAeKBaTHbLIM yrpaBreHuem 6e3onacHocTbio. Tam, rae ecTb NPOU3BoACTBEHHasi He0bXxo-
AMMOCTb KOHTaKTOB C TpeTbel CTOPOHOW, criefyeT NpoBoAUTb OLIEHKY pucka, YTobbl naeHTuduunpoBaTth Tpe-
60BaHus M oNpeaennTbL MepPONpPUATUS MO ynpasrieHuo HhopmauuoHHon 6ezonacHocTbio. MNpn aToM cneagyeT
npMHUMaTb BO BHAMaHue Tvun TpebyemMoro Aoctyna, LeHHOCTb UHbopMaLumn, MeponpusiTusi No yrnpasneHuio
nHbopMaLMOHHOW 6e30MacHOCTbIO, UCTIONb3yeMble TPeTbeW CTOPOHOW, U MOCNEACTBUA STOro AocTyna Ans
nHdopmaumoHHon 6e30NacHOCTM opraH1M3aLun.

4.2.1.3 Moapanuvku, BbiNOMNHAKLWMUE paGoTbl B NTOMELLEHUsIX B OpraHu3auum

TpeTbu CTOPOHbI, pa3MeLLeHHbIE B MOMELLIEHUSIX OpraHu3auuy bonee cpoka, onpeaeneHHoro B UX KoH-
TpakTe, MoryT ocnabuts 6esonacHocTb. KaTeropum cotpyaHUKOB TPEeThen CTOPOHBI, pasmellaeMblx B noMelLe-
HUSIX OpraHu3auum:

- COTPYOHUKU, OCYLLEeCTBIISIIOLLME NOAAEPXKKY U CONPOBOXAEHME annapaTHbIX CpeACcTB U NPOrpamMmmMHOro
obecneveHus;

- COTPYAHUKM, ocyllecTBhsiowme ybopky, obecneunBatowme nutaHue, oxpany u apyrue ycnyru;

- CTyAeHTbl M NuLa, paboTatolime no TPyAOBLIM COrfnalleHUaM;

- KOHCYNbTaHTHI.
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BaxHo npegycMoTpeTb MeponpusATUA No ynpasneHuo HdopMaumoHHoi 6e3onacHocTblo, Heobxoau-
Mble 4N ynpasneHna AoCTyNoM k cpeactsamM o6paboTtku nHgopmaummn Tpetbeil cTopoHbl. Bece TpeboBaHus
6e3onacHOCTU, cBA3AHHBIE C AOCTYNOM TPeTben CTOPOHLI UM MEPONPUATUSIMA MO yNpasneHuio uHdopmauu-
OHHOW Ge3onacHOCTbIO, cneayeT oTpaxaTb B KOHTpakTe ¢ TpeTbeW cTopoHoi (4.2.2). Hanpumep, ecnu
cyllecTByeT cneuunarnbHaa nNoTpebHocTb B obecneveHun koHdMAaeHUMaNsHOCTU UHGOPMauuM, criegyet
3aKMIOYUTL cornalleHne o ee HepasrnawexHun (6.1.3).
HenonycTtumo npefocTaBnaTh TpeTbel CTOPOHe A0CTYN K uHdbopMaLMm U cpecTBam ee 06paboTku Ao
TeX op, Noka He yCTaHOBMEeHbI COOTBETCTBYHOLNE MEPONPUATUA No ynpasneHuio uHgpopmMaumoHHoi 6esonac-
HOCTbIO 1 He MoANUCaH KOHTPaKT, onpeAensaoWmniA YCNoBUA NpeaocTaBneHna CBA3M Unn goctyna.
4.2.2 BknwoudeHue TpeGoBaHu 6e30NacHOCTU B AOTOBOPbI CO CTOPOHHUMMU NULIAMU U OpraHu3a-
LuaAMuU
Bce gelicTus, cBA3aHHbIe C NPUBRNEYEHUEM TpeTbel CTOPOHLI K cpeacTsam 0b6paboTku uHdopmauum
opraHusaumu, AomMkHbI BbITb OCHOBaHbI Ha oduuManbHOM KOHTpaKTe, cogepxXallem vunu cebinatowemecs Ha
HUX, U OOMKHbI 0BecnevnBaTbcst B COOTBETCTBUM C NOAUTUKON U cTaHAapTamu 6e30NacHOCT opraHusaLmu.
KoHTpakT gomkeH obecneunsaTe YBEPEHHOCTb B TOM, YTO HET HUKAKOro HeAONOHUMAaHUA MeXay CTOPOHaMU.
OpraHuzaumn TaKke [OOKHbI NpeaycMoTpeTb BO3MeLleHUEe CBOWUX BO3MOXHBIX YOBLITKOB CO CTOPOHbI
KOHTpareHTa. B koHTpakT BknovatoTCs cneayrowme NooXKeHNUs:
a) oblwasna nonuTnka nHpopmaLmoHHon 6esonacHoCcTH;
6) sawuTa aKTMBOB, BKMOYasN:
1) npoLeaypbl No 3aWuTe akTUBOB OpraHU3aLmMn, B TOM Yucne uHcopmaLlmum u nporpaMmmMHoro obec-
neyeHus;
2) npoueaypbl ANs onpedeneHus KOMNPoMeTauun akTUBOB, Hanpumep, BCReacTBUE NOTEPU Unn
MoAndUKaLUN AaHHBIX;
3) meponpusTus no obecrneveHuio Bo3BpaLleHUs U YHUHTOXKeHUS UHhopMaLmn U akTUBOB MO OKOH-
YaHUW KOHTPaKTa Uin B YCTAHOBIMEHHOE BpeMsl B TedeHWe AeNCTBUS KOHTPaKTa;
4) UenoCTHOCTb U AOCTYMHOCTb aKTUBOB;
5) orpaHuyeHVs Ha KOMMpoBaHUe U pacKpbiTue UHopMaLuK;
B) OnucaHue Kaxkgol npedocTaBnsieMon yenyru;
r) onpegeneHne HeOHBXOAMMOro U HEMPUEMIIEMOro YpoBHS 06CITyKUBaHUS;
[) YCNoBuWs OCTaBKU COTPYAHUKOB K MecTy paboThl, Npu HeobxoauMocTu;
€) COOTBEeTCTBYHOLME 06A3aTeNLCTBA CTOPOH B paMKax KOHTPaKTa;
X) 0bsizaTenbCcTBa OTHOCUTESILHO OPUANYECKUX BOMPOCOB, HaMpuUMep, 3akoHoAaTeNbCTBa O 3allu-
Te AaHHbIX C Y4ETOM PasfUYHbIX HaLMOHaNbHbIX 3aKOHOAATENbCTB, OCOBEHHO €CnNu KOHTPaKT OTHOCUTCS K
COTPYAHUYECTBY C OpraHusaunamm B Apyrnx ctpaHax (12.1);
3) npasa uHTennekTyanbHo cobctBeHHocTU (IPRs) n asTopckue npasa (12.1.2), a Takke npaBo-
Bas 3alyuTa oo coBMecTHON paboThl (6.1.3);
1) cornaweHna No ynpaeneHuto AOCTYNOM, OXBaTbiBaloWue:
1) pa3spelleHHble MeToabl AOCTYNA, a Takke ynpasneHue U UCnonb3oBaHWe yHUKanbHbIX uaeHTudu-
KaTopos, Tuna nonb3osartensckux ID n naponein;
2) npouecc aBTopU3aLMn B OTHOLEHUN AOCTYNa U NPUBUMErUil Nonb3oBaTenen;
3) TpebosaHue akTyanusawum CNucka nuu, UMeoLLIMX NPaso UCNONb3OBaTL NPpeaoCTaBNAEMbIe YCIy-
r, a Taloke COOTBETCTBYIOLLEro cnucka npae U NPUBUNErnia;
K) onpegeneHne nsMmepsembix nokasatenen 3PMEKTUBHOCTA, a Takke WX MOHUTOPUHI U npego-
CTaBneHue 0TYETHOCTH;
n) NpaBo MOHWUTOPWHra AEUCTBUI Nonb3oBaTenen n 6NOKMPOBKU AOCTYNA;
M) NpaBo NPOBOAUTL MPOBEpKM (ayauT) AOroBOpHbIX oBsA3aHHOCTEW WK AenervposaTb NpoBeae-
HUe Takoro ayauTa TpeTbei CTOPOoHE;
H) onpeaeneHue npouecca WMHMOPMUPOBAHUA O BO3HUKalOWMX MpobneMax B crnydvae Henpeasu-
OeHHbIX 06CTOATENLCTB;
0) 06A3aHHOCTK, KacallMecs YCTaHOBKA U CONPOBOXAEHWUSA annapaTHbIX CPeacTs W NporpaMMHO-
ro obecneyeHus;
M) YyeTkaa CTPYKTypa NOAOTYETHOCTU U cornacoBaHHble hopMaThl NpeacTaBneHns 0TYETOB;
p) AACHBIA U onpeaeneHHbIl NpoLecc ynpasneHns UsMeHeHUsaIMu;
c) nobble Heobxoaumble cnocobbl orpaHnyeHus dpuanyeckoro goctyna u npoueaypbl ansa obecne-
YeHUS YBEPEHHOCTU B TOM, YTO 3TU Mepbl 3hDeKTUBHBI;
T) obydeHue nonb3oBaTens U agMUMHUCTpaTopa MeToAam 1 npolieaypam 6e3onacHocTu;
y) Meponpuatus no ynpaeneHuto uHdgopmaumnoHHon 6ezonacHocTbio AN obecneveHus 3awmThl
OT BPEAOHOCHOTo NporpaMmMHoro obecneveHus (cMm. 8.3);
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) NpoLieaypbl OTYETHOCTM, YBEAOMMEHUS W paccrefoBaHus WHUWMAEHTOB HapyleHus UHdbopma-
LMOHHOW 6e30NacHOCTM 1 BbIIBNEHWS cnabblx 3BeHbEB CUCTEMbI Be3onacHocTy;
X) NpUBneYeHne TPeTbEN CTOPOHLI BMECTe ¢ cybrnoapsaYmkamm.

4.3 MNpuBneYeHUe CTOPOHHUX OpraHu3auum k o6pa6oTke UHOpMaLIUU (ayTCOPCUHT)

Llens: obecneveHune nHopmaLMoHHON 6e30nacHOCTH, KOrga OTBeTCTBEHHOCTL 3a 06paboTky MHdbop-
mMauuun nepegaHa Apyrov opraHusaumn.

[oroBopeHHOCTN, CBA3aHHbIE C NPUBEYEHNEM TPETbUX CTOPOH, AOIPKHbLI YYUTEIBATL OLEHKN PUCKOB,
MepOnNPUATUA No yrpaBneHuio nHpopMaLMOHHON 6e30NacHOCTLI0 U NPpoLeaypbl B OTHOLLEHUW UHEOpMaLMOH-
HbIX CUCTEM, ceTel U/MMN HAaCTOMbHBIX KOMMbLIOTEPOB N AOSMKHBI BbITb OTPaXKeHbl B KOHTPaKTe.

4.3.1 BknwoudeHue TpeGoBaHU 6e3onacHOCTU B AOroBOpPbl Ha okasaHue ycnyr no o6paboTke
MH¢OopMaL MU CTOPOHHUMU OpPraHM3auusaMm (ayTCOPCUHTY)

TpeboBaHusa GesonacHOCTA B criyvae, korga opraHvsauus nepegaeT Ans yNpaBneHns U KOHTPONs Bce
NN HeKOTOpPbIE N3 CBOUX MHEDOPMALMOHHBIX CUCTEM, ceTel U/ NepCoHanbHbIX KOMMNLIOTEPOB, CreayeT yka-
3aTb B KOHTPaKTE, COrMacoBaHHOM MeXay CTOPOHAMM U yYUTHIBAOLEM:

- BbINonHeHne TpeboBaHuUiA 3akoHoAaTENLCTBA, HANPUMEpP, B OTHOLUEHWUM 3aLUMTbl AaHHbIX;

- OOCTUXEHNE OOroBOPEHHOCTEN, obecneunBatoWMx yBEPEHHOCTb B TOM, YTO BCE CTOPOHLI, BKMOYas
cybnoapsaYMKoB, 0CBeJOMIIEHbI O CBOMX 065I3aHHOCTSIX, KacatoLmxcs 6esonacHoCTu;

- kak 6yayT obecneunBaTbCsa U TECTUPOBATLCA NapameTpbl LEMOCTHOCTH 1 KOHUAEHLMANLHOCTU 613-
Hec-aKkTUBOB OpraHunsaunu;

- TUNbI PU3NYECKMX 1 NTOTUYECKMX METOAOB MO yNpaseHNo UHopMaLMoHHO 6e30MacHOCTbO, UCTONb-
3yeMblIX Npy NpedocTaBneHu HeobXxoAMMoro 4oCTyna K 4yBCTBUTEbHOW CryxebHol nHdopmaL MM opraHusa-
LMW CTOPOHHNM NOMb3oBaTeNaMm;

- obecrneyeHne JOCTYNHOCTN CepPBUCOB B crydae beacTeums;

- YPOBHU (h13MYecKo 6e30MacHOCTM, KOTOpbIE A0IIKHbI B6bITh 06ecneveHbl B OTHOLIEHUN 060pyaoBaHus,
NCMONb3YEMOro B pamKax ayTCOPCUHTa;

- NpaBo Ha npoBeaeHWe ayauTa.

Ycnoeus, nprBeaeHHbIe B NyHKTe 4.2.2, crieyeT Takke paccMaTpuBaTh KakyacTb koHTpakTa. Heobxoau-
MO, YTOObI KOHTPaKTOM Bbinia NpeycMoTpeHa BO3MOXHOCTL AabHellWen aeTanusaumm u peanusauum Tpebo-
BaHWiA 1 nNpoueayp 6e30MacHOCTM B COFMAcOBaHHOM MeXAy CTOpPOHaMW nnaHe MeponpuAaTuii B obnactu
6e3onacHocTu.

HecmoTpsi Ha To, YTO KOHTPaKTbI N0 NPUBMAEYEHUIO TPETLUX CTOPOH MOTYT BKNOYaTb PAA CNI0XHBIX BONPO-
COB, MpaBuna U pekoMeHaaun1 no ynpasneHuio MHOOPMaUMOHHON 6e30NacHOCTbiO, BKOYEHHbIE B HACTOSA-
LLMIA cTaHAAPT, AOMMKHBI CNYXUTb OTNPABHOW TOUKOW NPY COrNacoBaHWM CTPYKTYPb U coaepXaHua nnaHa no
ynpasneHuio 6e30nacHOCTbIO.

5 Knaccudmkauma n ynpaBneHve aKktTuBamv

5.1 Yyer akTUBOB

Llenb: obecneveHue COOTBETCTRYIOLLEN 3aLLUTLI aKTUBOB OpraHu3auuun.

Bce oCHOBHble UHOPMAaLMOHHBIE aKTUBbI A0SKHBI GbITh YUTEHbI U 3aKpensieHbl 3a OTBETCTBEHHBIMU
BnagenbLaMu.

YyeT akTMBOB NomoraeT obecneumBaTb YBEPEHHOCTb B UX Hagexalein sawmre. Heobxoanumo naeHTu-
c1umpoBaTh BnagenbLeB BCeX OCHOBHBIX aKTUBOB U onpeAennTb UX OTBETCTBEHHOCTL 3a noaaepkaHue cooT-
BETCTBYIOLLUMX MEpPOMNpUATU MO ynpasrneHuio uHdpopmaumoHHon 6esonacHocTbio.  OcyulecTBneHue
MEPONPUATUIA NO yNpaBrneHuio MHopMaLMoHHOK 6e30NacHOCTLI0 MOXET ObiTb AenernposaHo, HO OTBEeT-
CTBEHHOCTb [10/KHA OCTaBaTbCs 3a Ha3Ha4YeHHbIM BriafenbLeM akTuBa.

5.1.1 NHBeHTapu3auus aKTUBOB

Onu1caHune akTMBOB flae T YBEPEHHOCTL B TOM, UTO 06ecneunBaeTcs achpekTUBHAA 3aLinTa akTUBOB, U OHO
MOXeT Takke notpeboBaTbes Ansa uenen obecneyeHust 6e30NacHOCTM Tpyaa, CTpaxoBaHUA UMW peLleHns
¢huHaHCcoBLIX BOMPOCoB (ynpasneHue aktuamu). Mpolecc cocTaBneHnst onucyu akTMBOB — BaXKHbIA acnekT
ynpaeneHus puckom. OpraHusaums AorkHa 6bITb B COCTOAHUN MAEHTUULMPOBATL CBOU aKTUBLI C Y4eTOM KX
OTHOCUTEIbHOM LIEHHOCTM U BaxkHOCTU. OCHOBBLIBasICb Ha 3TO MHOopMaLuK, opraHusaLumsa moxeT obecneun-
BaTb 3aaHHble YPOBHM 3aLUUThI, COOTBETCTBYIOLLME LIEHHOCTU U BaXKHOCTU akTuBoB. OnncuK cneayeT cocTas-
NATb WU NoAAepXUBaTh ANl BaXHBIX aKTUBOB, CBSA3AHHBLIX C KaXXAoW UHGOpMaLUOHHON cucTeMon. Kaxabli
aKTMB AOIKEH ObITb YeTKO naeHTUULUMpoBaH 1 kraccuduuMpoBaH ¢ ToYku 3peHus 6esonacHocTu (5.2), ero
BnagenbLibl A0MKHbI 6bITb aBTOPU30BaHbI, @ AAHHbIE O HAX AOKYMEHTUPOoBaHbl. KpoMe Toro, AoMmKHO BbITh yka-
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3aHO (haKTMYEeCKoe MeCTOMOMOXeHNe akTUBa (3TO BaXXHO B Cllydae BOCCTaHOBMEHUs1 akTUBOB MPpM NoTepe unun
nospexaeHun). MpuMepamMmn aKTMBOB, CBSA3AHHbLIX C MH(OPMALIMOHHBIMUA CUCTEMaMU, ABAAIOTCA:

- UHOPMALMOHHBIE aKTUBbI: 6a3bl aHHbIX U hainbl AaHHbLIX, CUCTEMHAs [OKYMEHTaLMs, PYKOBOACTBA
nonb3oBaress, yde6Hble MaTepuars, Npoueaypbl 3KCnayaTauum unu noaaepxxn (06¢nyxusaHuns), nnaHsl no
obecreyeHnio HenpepbLIBHOCTU (YHKLMOHNPOBaHMA NHdopMaLmoHHoro obecrieyeHus, npoLieaypbl ASACTBUN
npu c60sX, apxneBMpoBaHHas MHopMaLmS;

- aKTMBbI NPOrpamMmMHOro obecrneyeHus: NpUMKagHoe nporpaMMmHoe obecrneyeHne, CUCTEMHOE NnporpamM-
MHoe obBecredeHne, MHCTpYMeHTanbHble cpecTBa pa3paboTku U YTUINTLI;

- hU3nYECcKUe aKTUBLI: KOMMbIoTEpHOE 060pyaoBaHmMe (NMPOLIECCOPLI, MOHUTOPLI, NEPEHOCHbIE KOMMbIO-
Tepbl, MOAEMbI), 060pYyaoBaHUe CBA3U (MapLIPYTU3aTOpPbl, YacTHLIE aBToMaTuieckue TenedoHHbIe CTaHLMN ¢
BbLIXOZOM B CE€Tb 06LLUEro Nofb3oBaHus, hakchl, aBBTOOTBETUMKMN), MArHATHbIE HOCUTENW (NEeHTLI U AUCKK), ApY-
roe TexHudeckoe o6opyaoBaHue (3NeKTponuTaHne, KOHAMLMOHepLI), Meberb, NoMeLleHUs;

- YCNyru: BBIYUCTIUTESIbHBIE YCITYTU U YCNYTU CBA3U, OCHOBHbLIE KOMMYHaIIbHBIE YCIyTU, HanpuMep, 0To-
nneHne, ocBelleHne, 3eKTPOSHEPrUsA, KOHANLMOHUPOBAHME.

5.2 Knaccudukauua uHdopmayuu

Uenb: obecneueHne yBepeHHOCTU B TOM, YTO MH(POPMaLIMOHHbIE aKTMBbI 3alMLLEeHbl Ha Hagsexallem
YPOBHeE.

WHdbopmauuio criegyeT knaccudpunumnposaTh, YTOObLI onpeaenuTb ee NPUOPUTETHOCTb, HEOBXOAUMOCTb U
cTeneHb ee 3allM1Thl.

MHdopmaLums nMeeT pasnuuHble CTeNeHN YyBCTBUTENbHOCTU U KPUTUMHOCTU. HekoTopble BUuabl nHgop-
Maumm MmoryT TpeboBaTh AOMONIHUTENBLHOMO YPOBHS 3aLMThl UK crieumarnbHbIX MeTogoB 06paboTku. Cuctemy
Knaccudpukaumm nHgopmauun cnegyeTt Ucnonb3oBaTb AJIA OnpefeneHnsa CooTBETCTBYIOLWEro MHOXeCTBa
YPOBHEW 3aWwuThl U NOTPebHOCTH B cneumanbHbiX MeTogax o6paboTtku.

5.2.1 OcHOBHble NPUHLUNDLI Knaccudukauum

Mpu knaccudpukaumm HopmMaLmn U CBA3AHHBIX C HE MePONPUSATUIA NO ynpasneHuio UHGPOpPMaLMOHHON
6e3onacHoOCTbIo criedyeT yunTbiBaTb TpeboBaHUsA BuaHeca B COBMECTHOM UCTOSb30BaHWUMN UIN OrPaHUYeHUN
JocTyna K uHdopmMaumm, a Takke nocneacTsua AnA busHeca, cBsisaHHbIE C TakKUMU TpeboBaHNAMN, Hanpumep,
HeaBTOPW3OBaHHBIN AOCTYN uUnu nospexaeHue uHdbopmauuu. Knaccudukaums wHdbopmaumm nossonsieT
onpenenqTb, Kak atTa MHpopmaunst gorrkHa ObiTb 06paboTaHa u 3awmuieHa.

MHdopmaLmnio 1 BbIXOAHbIE OTYETHI cucTeM, obpabaTbiBatowmx knaccunumpoBaHHble gaHHble, cre-
OYeT OTHECTM K KakoN-rMbo KaTeropmm ¢ TOUKU 3peHNsA ee LLeHHOCTU U YyBCTBUTENbHOCTU ANA OpraHusauuu.
MO3KHO TaKkKe OLleHUTb COOTBETCTBYIOLLYIO MHDOPMALIMIO C YH4ETOM TOro, HACKOSbKO OHa KpUTUYHA ANs OpraHn-
3aLMn, HAaNPMMep, ¢ TOUKU 3peHnst obecneveHnst ee LLeNOCTHOCTU U AOCTYNHOCTMU.

UHdopmaLumsa obbluHO nepecTaeT BbiTh HyBCTBUTENBbHON UMM KPUTUYMHON K KOMNPOMEeTaLMn No ucteve-
HWUW HEKOTOPOTO Nepuoaa BpeMeH!, HanpumMep, Koraa oHa cTaHoBUTCS 06LLeAoCTYNHON. STU acnekTbl crneayeT
NpUHUMaTb BO BHUMaHWE, MOCKOMbKY MPUCBOEHUE MOBLILUEHHON KaTeropum MoXeT BECTU K HeHYXKHbIM AioMnorn-
HUTENbHBLIM pacxodam. B pykoBoasLmnx npuHumMnax knaccudpukaunm cnegyeT NpeasuaeTb U yuuTeiBaTh, YTO
kaTeropus nto6oro Buaa uHbopmMaLmMm HeobaszaTeNbHO A0MKHA BbITb MOCTOAHHON B TEYEeHe BCEro BpeMeHN —
OHa MOXEeT U3MEHSATbCHA B COOTBETCTBUM C HEKOTOPOW MPUHATON MONUTUKOA 6e30nacHOCTM B opraHusaunm
(9.1).

UpesmepHO COXHbIE CXEMbI KaTeropupoBaHns MHopMaL MM MOryT cTaTe 06peMeHNTeNbHBIMU U HEe3KO-
HOMUWYHBIMW A/151 UICMOMb30BaHUSA UM OKa3bIBaOTCA HeocyLecTBUMbIMU. CriedyeT NposiBNsATe OCMOTPUTESb-
HOCTb NMPUW UHTepnpeTauuu KaTeropuin (rpndos) Knaccudmkaumm Ha JOKYMeHTax oT APYrX opraHusauun,
KOTOpble MOTYT UMeTb ApYrie onpeaeneHnst Unn coaepraHue Ans Texxe cambiX Uim nogobHbIX KaTeropuii.

OTBeTCTBEHHOCTL 3a ofnpeereHne kateropum nHpopmauumn (HanpuMmep, AOKYMeHTa, 3anMcu AaHHbIX
danna unun guckeTbl ¢ 4aHHBIMU) U NEPUCANYHOCTb MepecMoTpa 3TON KaTeropum QOMKHbI OcTaBaTbes 3a
cozfaTtenem, HasHa4yeHHbIM BnagernbLem nnm cobcTBeHHUKOM MHbopMaLmu,

5.2.2 MapkupoBka u o6paboTtka nHcgopmauuu

BaxHo, 4To6bl 6bIN ONpeaeneH cOOTBETCTBYOLWMIA HaBop npouedyp 41st MapKUpPoBKA Npu obpaboTke
NHopMaLMM B COOTBETCTBMM C CUCTEMON KaccudpukaLunm, NPUHATON opraHnsalnein. T npoLedypbl AOIK-
Hbl OTHOCUTLCS K MHOPMAaLMOHHBIM aKTUBaM, NpeACTaBeHHbIM Kak B (h13NYECKON, TaK U B 3N1EKTPOHHON hop-
me. [na kaxgon knaccudpmkaumm cnegyeT onpedenaTb npoueaypbl MapKUpOBKA ANsi TOro, 4Tobbl yyecTb
cnegytowme Trnbl 06paboTkn nHbopMaLmu:

- KOMupoBaHue;

- XpaHeHue;

- nepegavy no no4vte, rakcom n 3NEKTPOHHON MOYTON;

- nepegayy roflocom, Bktovas MobunbHbIA TenedoH, roflocoByo NoYTy, aBTOOTBETHNKN;
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- YHUMTOXEHWE.

Mpwu ocyuwecTeBneHn1 BelBoAa AaHHBLIX U3 CUCTEM, coAepXXallmx MHdopMauuio, koTopast Knaccuguumpo-
BaHa Kak YyBCTBUTESIbHAsA U KPUTUYHAA, crneayeT UCNoNb30BaTb COOTBETCTBYOLLYIO METKY Knaccudukauum
(npv BbIBOAE). B MapkupoBke crniegyeT oTpaxaTb knaccudukauuio cornacHo 5.2.1. Cnegyet mapkuposatb
Hane4vaTaHHble OTYEThIl, 3KpaHHbIe POPMBI, HOCUTENN MHpopMaLUK (NEHTLI, AUCKU, KOMNAKT-AUCKU, KacceThl),
3MNeKTPOHHblE coobLLeHus U nepeaady ¢annos.

dusndeckne MeTku ABMAOTCA, B 0bem cnyyae, Haubonee nogxoasiiei popmoi mapkuposku. OgHako
HeKkoTopble MHPOPMAaLMOHHBIE aKTUBbI, Takne Kak AOKYMEHTbI B 9NIeKTPOHHON dopme, hnsnieckn He MoryT
ObITb NPOMAPKUPOBaHbI, U MO3TOMY HEOGXOAUMO UCNONBL30BaTh ANEKTPOHHBLIE aHANor MapKUPOBKU.

6 Bonpocu 6e30nacHOCTU, CBA3aHHbIe C nepcoHanom

6.1 Yuyer BonpocoB 6€30NacHOCTU B AOMKHOCTHbIX 06A3aHHOCTSIX U NpU HaliMe NepcoHana

Llenb: MUHUMU3ALMSI PUCKOB OT OLLIMGOK, CBA3AHHBIX CYeNoBe4eCckUM (hakTopoM, BOPOBCTBA, MOLLEHHU-
4YecTBa, KpaXku U HenpaBuULHOrO UCNOMNL3OBaHWUA cpeacTB 06paboTkm MHdopMaLmn.

O6a3aHHOCTM No cobmogeHuio TpeboBaHWil BesonacHOCTU criedyeT pacnpefensTb Ha ctagumn nogbopa
nepcoHana, BKloYaTh B TPYAOBbIE AOTOBOPLI U MPOBOAUTL MX MOHUTOPUHT B TeYeHWUe Bcero nepuoaa paboTbl
COTpyAHUKa.

CnepnyeT ocyllecTBNATL COOTBETCTBYIOLLYIO NPOBEPKY KaHAuAaToB Ha paboTy (6.1.2), ocobeHHo 3To
kacaeTcs AOIKHOCTE R, Npeanonaraolwmux 4o0CTyn K BaxkHoi MHgopmauumu. Bee coTpyaHUKM U NpeAcTaBUTeNn
TpeTbel CTOPOHbI, UCnonb3yoLwme cpeacTea 06paboTkm MHopMaLMn opraHnsaumm, AOMKHbI NOANUCHIBaTh
cornaweHue o KoHduaeHuMansHOCTN (HepasrnaweHuu).

6.1.1 BknioueHue BonpocoB MHPOPMaLUOHHON 6e30MacHOCTU B AOJDKHOCTHbIE 06513aHHOCTU

PyHKUMM (POrK) U OTBETCTBEHHOCTb B 06nacTn MHpopmaunmoHHon 6e30MacHOCTU, Kak yCTaHOBIEHO B
nonuTuKe MHdopmaLlmnoHHo 6esonacHocTn opraHusauun (3.1), cneayet AoKyMeHTUpoBaTh. B A0MKHOCTHEIE
WHCTPYKLUW criegyeT BKoYaTh Kak obwme 06s3aHHOCTN NO BHeAPEHWUIO Un cobntogeHunio nonuTukn 6esonac-
HOCTM, TaK 1 cneuuduyeckme ocobeHHOCTH Mo 3almTe onpeaeneHHbIX akTUBOB NV AEUCTBUI, KacaloLMXcs
6esonacHocTu.

6.1.2 MNpoBepka nepcoHana Nnpu HakMe U COOTBETCTBYIOLAnA NONUTUKa

MpoBepkn COTPYAHUKOB, NPUHUMAEMBIX B MOCTOSIHHBINA LUTAT, crieayeT BhINOMHATL N0 Mepe Nojayn 3asie-
NeHnin o npueme Ha paboTy. B HUX Heo6xoaMMOo BKtoYaTh creayollee:

- Hann4yune NONoXUTENbHbLIX PeKOMeHAaL/NA, B YaCTHOCTUN B OTHOLLEHUN AeSOBbIX U NIMYHBIX KAaYecTB npe-
TeHOeHTa,;

- NpoBepka (Ha NpeaMeT MOoMHOTEl N TOYHOCTN) pe3toMe NpeTeHaeHTa;

- noATBepXAEHNe 3asABMNsAeMOoro o6pasoBaHus U NpodeccuoHarnbHbIX KBanudukaLuii;

- He3aBUCKMMasi NPOBePKa NOANTMHHOCTN JOKYMEHTOB, YAOCTOBEPSIIOLUMX IMYHOCTL (MacnopTa uiu 3ame-
HAMOLWEero ero JokymeHTa).

B cnyyasix, korga HOBOMY COTPYAHWKY HemnocpeACTBEHHO Nocne npuema Ha paboTy unu B ee npouecce
npeacTouT AOCTYN K cpeacTBam 06paboTkin BaXKHON MHbOpMaLLMK, HanpuMep (PUHaHCOBOW NN COBEPLUEHHO
CeKpeTHOM MHpopMaL M opraHmsaLum, cregyeT BbIMONHWUTL CneumanbHyo «NPOBEPKY Ha goBepuey. B oTHo-
WEHUN COTPYAHWKOB, WUMEILUMX 3HAYMTENbHbIE MOMHOMOYMSA, 3Ta NPOBepKa AOMKHa MNPOBOAUTLCS
nepuogunyecku.

AHanorM4vHelA NPoLLece NPoBEPKM CrieayeT OCYLLEeCTBATL ANs NoAPAOHNKOB U BpEMEHHOro nepcoHana.
B Tex cnydvasix, korga npuvem CcOTpyOHUKOB OCYLLUECTBMSETCA 4Yepe3 KagpoBOe areHTCTBO, KOHTPaKT ¢
areHTCTBOM [OKEeH 4YeTKO orpeaensiTb 0653aHHOCTU areHTCTBa Mo NpoBepke NpeTeHAeHTOB U npolieaypamM
yBeOMIEHUs!, KOTOPBIM OHO AOMKHO CriefoBaTh, eCNn NpoBepka He Gblna 3akoH4YeHa U ecnn peaynbTaThbl
AaloT OCHOBaHWUs 4Ns1 COMHEHNs v BecrnokoncTea.

PykoBoacTBy opraHusauum cregyeT OUeHWUTb Heobxoaumbld ypoBeHb HabnoaeHust 3a HOBbIMU U
HeOoNbITHLIMW COTPYAHWKaMU, obradaoLLuMMm NpaBom AOCTyNa K BaxHbIM cucTemaM. HeobxoanmMo BHeApnUTb
npoueaypbl No NEpUOANYECKOMY KOHTPOSIO 1 YTBEPXKAEHWNIO AeACTBUIA BCEX COTPYAHMUKOB CO CTOPOHbI BbiLLIE-
CTOSAUX PYKOBOAUTENEN.

PykoBoauTensm criegyet yuuTbiBaThb, YTO NTMYHbIE NPOBIEMbl COTPYAHUKOB MOTYT CKasbiBaTbCs Ha UX
paboTe. NnyHble UK puHaHCOBbIE NPOGEMbI COTPYAHUKOB, M3MEHEHWS B UX MOBeAeHUN UMK 0BGpase XU3HN,
nepuoaunyeckas paccesHHOCTb 1 NPU3HaKW CTpecca Unu genpecciii MoryT 6biTb TpUYMHaMM MOLLEHHUYECTBa,
BOPOBCTBA, OLWMBOK UK ApYrux HapyweHuiA 6esonacHocTn. 3Ty MHpopMaumMio cregyeT paccMaTpuBaTh B
COOTBETCTBUM C AeNCTBYIOLUM 3aKOHOAATE/IbCTBOM.
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6.1.3 CornaweHusi o koHdMaeHLNanbHOCTU

CornaleHus 0 KoHUAEHUNANBEHOCTM U COTNAaLUEHNA 0 HepasrnalleHnM UCMonb3yTea AN yBeJOoM-
NeHUs COTPYAHWUKOB O TOM, YTO MHpopMaLmns aBnseTcsa KoHduaeHUanbHOW Unn cekpetHon. CoTpyaHUKN
06 bIYHO AOMKHBI MOANNCBIBATL TAKOE COTMaLLeHNe Kak HEOTbEMITIEMYO YacTb YCIOBUA TPYAOBOMo 4OroBopa.

BpemeHHble COTPYAHWUKA U NpeacTaBUTENM TPETbUX CTOPOH, He nonajaaoLwue nog cTaHaapTHbIA TPYAo-
BO Oorosop (coaepxalluid cornalieHne o cobnogeHun KoHpuaeHLManbHOCTK), AOMKHBI NoanucbiBaTb
OTAenbHO cornalleHne o cobnioaeHNM KoHpUAEHLMANbHOCTH 40 TOro, Kak MM ByaeT npedocTaBneH 4OCTyn K
cpeacTeaM 06paboTku UHopMaLnK.

CornaweHnus o cobniogeHny kKoHbUaeHLManeHOCTW criegyeT nepecMaTtprBaThb NPyu U3MEeHEHUN YCIToBUiA
TPyAoBOro AoroBopa, 0cobeHHo B criydae nsmMmeHeHns o6a3aHHOCTen CoTpYAHMKa Ui UCTEHEHU CPOKOB TPY-
JOBbIX JOrOBOPOB.

6.1.4 YcnoBus TpyaoBoro cornalieHus

YcnoBus TPyAOBOro 4OroBopa A40MKHbLI 0NpeaensaTh 0TBETCTBEHHOCTb CRYXXaLlero B OTHOLWEHUU UHop-
MaLMOoHHOM GesonacHocTu. Tam, rae HeobxoanMo, 3Ta OTBETCTBEHHOCTb AOMKHA COXPaHATLCA U B TeYeHue
onpeaeneHHOro cpoka nocne ysornbHeHus ¢ paboTbl. HeobxoaMMO yKasaTb Mepbl ANCLMMANHAPHOIO Bo3ae-
MCTBMS, KOTOPbIe BYAYT NPUMEHUMBI B Cllyvae HapyLIeHUA COTPYAHUMKOM TpeboBaHWUin 6e30nacHoCTU.

OTBETCTBEHHOCTb W NpaBa COTPYAHWUKOB, BbiTeKalowme U3 AeNCTBYIOWEro 3akoHoAaTenbCcTea, Hanpu-
Mep B4acTu 3akOHOB 00 aBTOPCKOM NpaBe UM 3akoHoAaTeNbCTBA O 3alumUTe NePCOHaNbHLIX AaHHBLIX, AOMKHbI
OblTb pasbsACHEHbl NEPCOHany W BKIHOYEHb! B YCIIOBUS TPYAOBOro AoroBopa. Takke AomkHa 6biTk ykasaHa
OTBETCTBEHHOCTb B OTHOLLEHWW KATEropUPOBaHWS U YNpaBneHus AaHHbIMK opraHusaumn-pabotoaaTens. Bea-
KWiA pas, npu HeoBXxoaNMOCTH, B YCOBUAX TPYAOBOrO AOroBopa crneayeT ykasblBaTb, YTO 3Ta OTBETCTBEHHOCTb
pacnpocTpaHsieTcs U Ha paboTy BHe NOMeLLeHNIA opraHusaumm, 1 BHepaboyee Bpemsa, Hanpumep, B criyvyae
ucnonHeHns paboTebl Ha Aomy (7.2.5 1 9.8.1).

6.2 O6yveHue nonb3oBaTtenen

Llens: obecneveHne yBepeHHOCTM B OCBEAOMIIEHHOCTM Nonb3oBarternei ob yrposax u npobnemax, Cs-
3aHHBIX ¢ MHOoPMaLMOHHO 6e30MacHOCTLIO, U X OCHALLEHHOCTU BCEM HEOBXOANMBIM Ans cobniogeHus Tpe-
60BaHMn NONUTUKM Be30nacHOCT OpraHn3aLy Npu BbINOMHEHWN CyXebHbIX 06s13aHHOCTEN.

Monb3oBaTtenei Heobxoaumo obyyaTb npouedypam 6e30MacHOCTU U NPaBUILHOMY UCMOMNbL30BaHUIO
cpeacTB 06paboTkn nHpopmaLun, YTobbl CBECTU K MUHUMYMY BO3MOXHbIE pUck BesonacHocTH.

6.2.1 O6yuyeHue M NoaroToBka B 06nacTy MHdopMaLumoHHoU GesonacHOCTU

Bce coTpyaHuKn opraHusaumm n, npyu HeobxoAMMOCTH, NOMb30BATENU TPETben CTOPOHbI AOMKHBLI NPOUTU
COOTBETCTBYlOWEee 0ByyeHMe 1 NonyvaTb Ha PerynspHoi ocHoBe 0BHOBMEHHbIE BapuaHThl NOAUTUK U NpoLe-
Ayp UHpopMaLMOHHON 6e30MacHOCTH, MPUHATEIX B opraHusaumun. ObyveHne coTpyaHUKOB AOMKHO obecne-
YMTb 3HaHWe nmu TpeboBaHM Be30MNacHOCTN, OTBETCTBEHHOCTN B COOTBETCTBUW C 3aKOHOAATENLCTBOM,
MepPONPUATUIA NO yNpaBneHnto nHopmaLMoHHoK 6e30NacHOCTbLIO, a Takke 3HaHWe NPaBuibHOMo UCMNONb30Ba-
HMA cpeacTB 06paboTkM MHOpMaLWK, HanNpumep NpoLeayp perncTpaumm B cucTeMax, UCNonNb3oBaHUA nake-
TOB MporpamMm, npexae 4eMm UM byaeT npefocTaBneH 4oCTyn K MHbopMaLMn unmn ycnyram.

6.3 PearupoBaHue Ha UHLUUAEHTbI HapylleHUA MHopMaLMoHHo 6e3sonacHocTu u c6oun

Llens: ceegeHne K MUHUMYMY ywep6a OT MHUMAEHTOB HapyLleHWs MHgopMaLMOoHHON 6e3onacHoCTU U
cboeB, a Takke OCYLLUECTBIIEHWE MOHUTOPUHIA U pearpoBaHune no criydasm UHUUOEeHTOB.

06 nHunaeHTax HapyLeHus MHdopmaLoHHOK be3onacHOCTU cnegyeT MHOPMUPOBaTL PYKOBOACTBO B
COOTBETCTBMUW C YCTAHOBMEHHBLIM MOPAAKOM, MO BO3MOXHOCTW, He3amMmeanuTensHo.

Bce coTpyaHuKkv 1 nogpsaqvki 4oKHEI 6bITb 0CBeAOMIIEHbI 0 NpoLleaypax MHpopMUpoBaHNsA o pasnuy-
HbIX TUMNaX MHLWMOEHTOB HapyLUeHUst MHOPMaLnoHHO Ge3onacHoCcTu (HapylueHne 6esonacHoCTH, yrposa,
YSI3BMMOCTb CUCTeMbl Ui c6oit), KoTopble MOrn Gbl OKasaTb HeraTUBHOE BMMSIHWE Ha 6e30MacHOCTL aKTUBOB
opraHusaumn. CoTpyaHUKM 1 NoAPAAYMKI AOMKHBI HeMeAneHHo coobLaTh o Mobbix HabnogaeMblx v npe-
nonaraemelX MHUMAEeHTax onpeaeneHHOMY KOHTaKTHOMY NALLY M agMUHUCTpaTopy 6esonacHocTu. B opraHu-
3aUMn AOMKHbI BbITb YCTAHOBMEHbI Mepbl AUCLUMIIMHAPHON OTBETCTBEHHOCTN COTPYAHWKOB, HapyLUaoWmX
TpeboBaHna 6esonacHoCTU. [Ans Toro 4To6bl UMETb BO3MOXHOCTb pearnposaTth Ha MHLMAEHTbI HapyLleHus
MHpOpPMaLMOHHON Bes3onacHoOCTM  OOMKHBIM - 0bpasoM, Heobxogumo cobupaTb CBUAeTenbCTBa U
JokasaTenbCcTBa BO3MOXHO ObICTpee nocne obHapyxeHus uHumMaeHTa (12.1.7).

6.3.1 UHdopMUpoBaHUe 06 UHLUAEHTAX HapyLweHUs MHopMaLMOHHOM 6e3onacHoOCTU

06 nHunaeHTax HapyLueHus MHdopmaLoHHOK Be3onacHOCTU cnegyeT MHOPMUPOBAaTL PYKOBOACTBO B
COOTBETCTBMWW C YCTAHOBMEHHBLIM MOPAAKOM, MO BO3MOXHOCTW, He3ameanuTensHo.

Heobxoammo BHeapUTL hopManinsoBaHHyo NpoLeaypy MHpopMUpoBaHmMsl 06 MHLMAEHTaX, a Takke Npo-
Leaypy pearupoBaHusl Ha UHLMAEHTbI, ycTaHasnuneatoLwwme AeNCTBUSA, KOTopble AOMKHBI BbITb MPeanpUHSATEI
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nocne nonyvexus coobweHus 06 nuHunaeHTe. Bece coTpyaHUKM 1 nogpaaHnku AomkHbI OGbITb 03HAKOMAMEHbI ¢
npoLieaypoi nHcopmuposaHus 06 nHUuaeHTax HapyweHusa nHgpopmaumoHHo 6e3onacHoCTH, a Takke NPOUH-
chopMupoBaHbl 0 HeoBXoAMMOCTU HezameanuTenbHoro cooblleHua o6 uHuuaeHTax. Heobxogumo Takke
npedycMoTpeTb Npouedypbl 06paTHOW CBSA3U MO pesynbTaTtam pearMpoBaHUs Ha UHUMAEHTHI HapylIeHUs
nHdopmaLumoHHomn 6esonacHocTy. MHdopmMaums 06 nHumaeHTax MOXeT UCNOMb30BaTbCA C LieNblo NoBbILWe-
HUSA OCBEAOMIEHHOCTN NoNb3oBaTernei (6.2), NoCKoNbKy NO3BONAET AEMOHCTPUPOBATL HA KOHKPETHLIX pUMe-
pax BO3MOXHble NMOCNeACTBUS UHUMAEHTOB, pearupoBaHNe Ha HUX, a Takke cnocobbl UX UCKMIOYEHUNA B
oyaywem (12.1.7).

6.3.2 UndopmMuposaHue o npobnemax 6ezonacHocTu

OT nonb3oBaTenen MHoOpMaLMOHHBIX CepBUCOB HeobxoanMo TpebosaTb, YTOOLI OHWM 0BpaLlan BHUMa-
HUe 1 coobLuani o NBbix 3aMeUeHHbIX UMK Npegnonaraemelx HegocTaTkax U yrposax B o6nact 6esonacHoc-
T B cUcTemax unu cepaucax. OHV AOMKHbI HeMeaneHHo coobLaTh 06 aTUX NPUYMHAX ANS NPUHATUA peLLEHUIA
CBOEMY PYKOBOACTBY U HeNocpeacTBEHHO NocTasLwmky yenyr. Heobxoaumo nHdbopmuposate Nofb3osare-
nei, 4To OHM He AO0MMKHBI HU MPU KaKUX 0BCTOATENbCTBaX CaMOCTOATENbHO UCKATb NOATBEPKAEHUA NOA03PEeBa-
eMoMy HepgocTaTky B cucteme 6esonacHoctu. 310 TpeboBaHue NpedbsABNAETCA B UHTepecax caMux
nonb3oBaTenen, NOCKObKY TecTupoBaHWe cnabbix MecT 3awuTbl MOXeT OblTb UHTEPNPEeTUPOBAHO Kak
HenpaBoOMOYHOE UCNOMb30BaHUE CUCTEMDI.

6.3.3 UHdopMupoBaHue o c6osix nporpaMmMHoOro o6ecnevyeHus

Ons nHdopmuposaHusa o cbosix nporpaMMHoro o6ecneveHna Heo6xoAUMbI COOTBETCTBYIOLLME NpoLieay-
pbl. [py 3TOM JOMKHBI NpeaycMaTpuBaTbCs cneaylowme 4eUcTBUA:

- CUMNTOMBI NPOBnembl 1 Nobble COOBLLEHNA, NOABAAIOLWNECA HA KPaHe, AOMKHbI (PUKCUPOBATLCS;

- 10 BO3MOXXHOCTU, KOMMbOTEP He06X0AUMO N30NMPOBaTh U NONb3oBaHUE UM NpekpaTuTb. O Npobneme
cnegyeT HeMeAJleHHO U3BECTUTb COOTBETCTBYIOLLIEE KOHTaKTHOE NNLIO Unnu agMmuHucTpaTopa. B cnyyae Heob-
X0OUMOCTM NPOBECTM UCCegoBaHNs 060pyaA0BaHUA, KOTOPOE A0MKHO ObITb 0TCOeANHEHO OT BCeX ceTel opra-
HU3auMKn. JuckeTbl He cneayeT nepefaBaTh ANA UCNONb30OBAHUA B APYIMX KOMNbIOTEPaXx;

- 0 dhakTe cbosl NporpaMMHoro obecneveHnsa cnegyeT HEMeANeHHO N3BeLaTb PYKOBOAMUTENS CNYXObI
nHdopmaLMoHHOM 6e30MacHOCTH.

Monb3oBaTenu He AO/MKHBI MBITATLCA CAMOCTOATENBHO YAANUTL NOA03pUTENbHOE NporpammMHoe obec-
neyeHune, ecriv OHU He YNoNHOMOYEeHBI Ha 3T0. JlukeuauposaTtb NocneacTust cboeB AOMKEH COOTBETCTBEHHO
0By4eHHbIA nepcoHarn.

6.3.4 N3Bne4yeHne YpPOKOB U3 UHLUAEHTOB HapyLeHus uHpopmaLnoHHon 6e3onacHoOCTH

Heobxoaumo ycTaHOBUTL NOpPSiAOK MOHUTOPUHIA U perucTpaumm MHUMAEHTOB U c60eB B OTHOLEHUU NX
yucna, TUMNoB, MapameTpoB, a TAKKe CBA3aHHbIX C3TUM 3aTpaT. ATy uHopmaumio cnegyeT NcnonbL3oBaTth ANs
naeHTnMKaLMM NOBTOPSIOLMXCA UK 3HAYNTENbHBIX MHUMAEHTOB Unu cboeB. laHHasa uHopMaumsa MoxeT
yKasbiBaTb Ha HeOBXOAMMOCTb B COBEPLUEHCTBOBAHMM CYLLIECTBYHOLWMX UAW BHEAPEHUN OONONHUTENbHBLIX
MepOonpuUSATUA No ynpasneHunio MHhopMaLoHHON 6e30MacHOCTLIO C LeNblo MUHUMU3aUUM BepOATHOCTU NOSAB-
NeHNs MHUMAEHTOB HapyLleHUs MHhopMaLMoHHON 6e30NacHOCTU, CHUXKEHUA BO3SMOXHOrO yuiep6a u pacxo-
OoB B OyaylleM, KpoMe TOro, AaHHy WHbopMauulo crnegyeT yduTbiBaTb NPU NEpecMoTpe NOAUTUKK
nHcpopMaLMoHHon BesonacHocTu (3.1.2).

6.3.5 Mpouecc ycTaHOBNEHUA AUCLUUNTIMHAPHOW OTBETCTBEHHOCTU

JommkHbl cylwecTsoBaTh hopmannsoBaHHbIe NpoLedypbl, ycTaHaBIMBatoLWwme AUCLUNIINHAPHYIO OTBET-
CTBEHHOCTb COTPYAHWKOB, HAPYLIMBLUMX MONUTUKY U NpoLedypbl 6esonacHocT opranmaaunm (6.1.4 1, B OTHO-
WweHnn ceuaeTenscts, 12.1.7). Takve npouenypbl MOTYT OKasblBaTb CAepXuBatollee BO3OENCTBUE Ha
COTPYAHWNKOB, KOTOPbIE CKIOHHbBI K UTHOPUPOBaHWIO NpoLegyp obecneverns MHbOpMaLMoHHON BesonacHoc-
. Kpome TOro, nogoGHble npoueayphl Npu3BaHbl 06ecneYnTb KOPPEKTHOE 1 CripaBeanMBoe paccMoTpeHue
Aen COTPYAHWKOB, KOTOpble MOAO3PeBaloTCs B CEPbesHbIX UMM PerynsipHblX HapyleHusx TpebosaHuiA
6e30MacHoOCTU.

7 ®du3nyeckas sawmTa v 3awmMTa OT BO3AGUCTBUM OKpYXKaloLwen cpeabl

7.1 OxpaHsieMble 30HbI

Uenb: npeaoTBpalleHne HeaBTOPU3OBAHHOMO AOCTYMNa, NOBPeXAeHUst U BO3AENCTBUS B OTHOLUEHWM
noMeLleHun 1 MHpopMaLMmn opraHnsalun.

Cpeactea 06paboTKM KPUTUYHOM M BakHON crnyxeBHol uHdopMaummn Heobxoaumo pasmellaTb B
30Hax 6esonacHOCTN, 0603HaYeHHbIX onpedeneHHbIM NnepuMeTpom BesonacHocTn, obnagalmnm cooTBEeT-
CTBYHOLLMMMU 3aLLUTHBIMKW Gapbepamm U cpeacTBamm KOHTPOIS NPOHUKHOBEHUS. DTN 30HbI AOMKHbI ObITb (hu3mn-
Yecku 3alluLLeHbl OT HeaBTOPU3OBAHHOIO AOCTYNA, MOBPEXAEHUS 1 BO3AeNCTBUA.

11



rocT P UCO/MIK 17799—2005

YpoBeHb 3alUMLLEHHOCTU AO0MKEH ObiTb copasmepeH ¢ uaeHTuUUMpoBaHHbBIMU puckaMu. C uenbto
MUHUMW3aUMN pUcka HEaBTOPM3OBAHHOIO AOCTyNa UM NOBPeXAeHUA BYMaXHbIX JOKYMEHTOB, HocUTenen
AaHHbIX U cpeacTs 06paboTku MHdOPMaLUK, peKoMeHAYeTCA BHeAPUTb NONUTUKY K4UCTOrO CTONAa» U «4UCTOrO
akpaHa».

7.1.1 NMepumeTp oXpaHAEMOMN 30HbI

duandeckas 3almra MoxeT 6bITb JOCTUTHYTa CO34aHUeM HECKONbKUX chnsnmdeckmx bapbepos (nperpaa)
BOKPYr NMomeLleHnid kKoMnaHum U cpeAcTB 0bpaboTkn uHdpopmauun. Bapbepbl ycTaHaBnMBaloT oTAeNbHbIe
nepumeTpbl 6e30NacHOCTK, Kaxabl U3 KOTOpbIX obecneunBaeT ycuneHune sawmtol B Lenom. OpraHusaumam
cnegyeT ucnonb3oBaTb NepumeTpbl 6e3onacHOCTU ANs 3aWUThl 30H pacnonoxeHua cpeacTs o6paboTku
nHdbopmaumm (7.1.3). NMepumeTp 6esonacHocTn — 3TO rpaHULa, cosaatowan 6apbep, HanpUMep, NPOXoaHas,
o6opyaoBaHHas cpeacTsaMu KOHTpons BxoAa (Bbesaa) No UaeHTUUKALMOHHBIM KapToYKaMm Un COTPYAHNUK
Ha CTolKe pernctpaumn. PacnonoxeHue nypoBeHb 3aLLmThbl (CTOMKOCTU) Kaxaoro bapbepa 3aBucAT OT pesy ib-
TaTOB OLEHKN PUCKOB.

PekomeHayeTcs paccmaTpyBaTh U BHEAPATb NPU He06XoAMMOCTU cneayoLme MeponpuaTus no obec-
neyeHuto MHopmaLmoHHon 6esonacHocTH:

- nepuMeTp 6e30nNacHOCTU AOMKEH BbITb YETKO onpeaeneH;

- NepuMeTp 34aHUA UNU NOMELLEHWIA, rae pacnonoXeHbl cpeacTsa 06paboTkn HdopMaLmun, AOKEH
6bITb hN3N4ECKU CMIOLLIHBLIM (TO €CTb He AOIPKHO ObiTb HUKaKMX MPOMEXYTKOB B MEpUMeTpe Ui MecT, Yepes
KOTOpble MOXHO 6b110 Obl NTENKO NPOHUKHYTL). BHeLLHWe CTeHbI NOMeLLEHWI AOMKHBI UMETb A0CTaTOYHO NPoY-
HYI0 KOHCTPYKLMIO, 8 BCE BHELLHWE ABepU AOMKHbI ObiTb COOTBETCTBYIOLLMM 06pa3om 3aLuLLeHbl OT HeaBTOpU-
30BaHHOrO [OCTyna, HanpuMmep, OCHaLWleHbl YCTPOWCTBAMW KOHTPOMnsl AocTyna, wnarbaymamu,
curHanuaauuen, samkamm 1 T.0.;

- omkHa ObITb BbIAENEHHAsA 1 YKOMIMIIEKTOBaHHas NepcoHanom 3oHa perucrpauum nocetutenen unm
OOMKHbI CYLLeCTBOBATL ApYrve MeponpusitTus no ynpasneHuio pusniecknm 4OCTYMOM B MOMELLEeHUA Uiv 3aa-
HWsA. [ocTyn B NOMeELLEHUs 1 30aHnsa AormkeH ObiTb NpeAoCcTaBNeH TOMbKO aBTOPU30BaHHOMY NepcoHany;

- hunsmyeckme 6apbepsl, B cnyyae HeobxoaUMOCTH, AOMKHBI ObITh paclUMpeHbI OT MoJia 40 NoTonka, Ans
npeaoTepaLLeHWs HeaBTOPU30BaHHBLIX MPOHUKHOBEHWUIA, @ TakKe UCKIMIoYEeHUs! 3arpsisHeHNs OKpyKatoLLe cpe-
Jbl B cnyyae noxapa unu saTonneHui;

- BCe NPOTUBOMNOXapHLIE BbIXOAbl B NepumeTpe 6e3onacHOCTV A0MKHEI ObiTb 060pyA0BaHEI aBapUNHON
cuUrHanmMsaumen 1 NIOTHO 3aKPbIBATLCA.

7.1.2 KoHTponb goctyna B oXpaHsieMble 30Hbl

30Hbl nHpopMaLMoHHOW BesonacHOCTU HeobxoanMo 3alnLaTe C MOMOLLBIO COOTBETCTBYOLWUX Mep
KOHTpons Bxoaa Anst obecnevyeHust ygsepeHHOCTN B TOM, YTO JOCTYN NO3BOMNEH TONLKO aBTOPU3OBAHHOMY Nep-
coHany. Heobxoammo paccmatpusath criegyroline Mepbl KOHTPOMSA:

- noceTUTENN 30H Be30MacHOCTN AOMKHBI CONPOBOXAATLCS UMK 06nagaTh COOTBETCTBYOWMM AOMYC-
KOM; gaTy 1 BpeMs BxoAa U Bbixofa crefyeT pernctpupoBath. [JocTyn crieqyeT NpeaocTaBnATbh TONbKO ANA
BbIMOSIHEHNSA ONpeAeneHHbIX aBTOPN3oBaHHbIX 3agad. Heobxoammo Takke 3HakoMUTb NoceTuTenen ¢ Tpebo-
BaHuaAMN 6e30NacHOCTU U AeNCTBUSIMU Ha Cryvail aBapuiiHbIX CUTYaLnia;

- AOCTYN K BaXkKHOW UHbopMaL K U cpeacTeam ee 06paboTkM AOMKEH KOHTPOIMPOBaTLCS U NpeaocTaB-
NATLCHA TOMLKO aBTOPM30BaHHbIM nNuuaM. CriegyeT UCNoNb30BaTh CpeAcTBa ayTeHTUdNKaLUN, Hanpumep, Kap-
Tl gocTyna nntoc PIN-koa Ans aBTopusaung 1 npegocTasreHns cooTBeTcTByowero goctyna. Heobxogumo
Takke HageXxHbIM 0bpas3om NPoBOANTbL ayauUT XXypHanoB pernctTpaumm 4ocTyna;

- Heobxoammo TpeboBaTh, YTOOLI BECb NepcoHan HOCU NPU3HaKU BUAUMON UAeHTUdUKaLK, cnegyeT
MOOLPATL €ro BHMMaHWNe K He3HaKOMbIM HECOMPOBOXAaeMbIM NOCETUTENAM, HE UMEIOLMM naeHTudmkaum-
OHHBIX KapT COTPYAHWKOB;

- NpaBagocTyna coTPYAHUKOB B 30HBI MHbOpMaLoHHON 6e3onacHoCTU cneayeT perynsipHo aHannampo-
BaTb M NepecMaTpuBaThb.

7.1.3 BeszonacHoCTb 34aHUIA, NPOU3BOACTBEHHbIX NOMELLEeHMIA U 06opyaoBaHUA

30Ha MHbopMaLMoHHON Be3onacHOCTN MOXeT BbITh 3aluuLLeHa MyTeM 3aKpbITUs Ha 3aMOK caMoro othu-
€a UM HECKOTbKMX NMOMELLEHWI BHYTpU hnusndeckoro nepumeTpa 6e3onacHocTu, KoTopble MOryT 6biTh 3anep-
Thl U UMeTb 3anuMpaemMble dalin-kabuHeTbl Unn celidbl. Mpun BEIGOpPE U NPoeKTUpPoBaHUM 6e30NacHON 30HbI
cnenyeT NPUHUMaTL BO BHMMaHME BO3MOXHbIE NOCEACTBUSA OT NoXapa, HaBOAHEHWS, B3pbIBa, YNINYHBIX 6ec-
NopPAAKOB M ApYrux hopM NPUPOAHOTO NN UCKYCCTBEeHHOro 6eacTBus. Takke crnedyeT NpUHUMaTh B pacyeT
COOTBETCTBYIOLME NPaBUia 1 cTaH4apThl B OTHOLLIEHWUW OXpaHbl 340poBbsa U 6e3onacHocTy Tpyaa. Heobxogu-
MO paccMmaTpuBaTh Takke ntobble yrpo3bl 6e30MacHOCTH OT coceHUX NOMELLEHWIA, Hanpumep 3aTONeHUA.
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Mpu aTom cnegyeT npegycmaTpyBaTh criegytoLne Mepbl:

- 0OCHOBHOe 06opyAoBaHWe AOMKHO BbITb PaCMONOXEHO B MeCTax ¢ orpaHMYeHnem gocTyna nocTopoH-
HUX nnL;

- 34aHUsi He OOMKHbI BbiAeNATbCH Ha obLlem doHe U AOMKHLI UMETb MUHUMATbHBIE NMPU3HAKK CBOErO
HasHa4YeHNs — He AOMXKHbl UMeTb OYEBUAHBIX BbIBECOK BHE MW BHYTPY 34aHUS, MO KOTOPBLIM MOXHO cAenatb
BbIBOA O BbINOMHAEMbIX hYHKLUMAX 06paboTKM MHopMaLuK;

- noapasgeneHus noaaepxku n o6opyaoBaHue, Hanpumep, poToKONUPOBarbHbIe YCTPOWCTBA U (hakchl,
AOMXKHBI BbITh pacnonoXeHsl COOTBETCTBYOLWMM obpasom B npegenax 30Hbl 6ezonacHocTy Bo U3bexaHue
AocTyna, KOTopblii MOr 6bl CKOMNPOMETUPOBAaTb MHDOPMAaLNIO;

- ABepU 1 okHa HeoBXoAUMO 3anupaTh, Koraa B MOMeLLEeHUsIX HeT COTPYAHMKOB, a Takke criegyeT npeay-
CMOTPETb BHELLHIOW 3aLUMTY OKOH — 0COBEHHO, HU3KO PACMOMOXEHHBIX;

- HeobXoAMMO Takke BHedpsTb COOTBETCTBYIOLLME CUCTEMbl OBHApY>KEHUS BTOPXKEHWUA ANA BHELUHNX
ABepen 1 OCTYMHbIX A4S 3TOr0 OKOH, KOTopble A0MMKHbI BbITb NpodeccnoHanbHO yCTaHOBNEHbI 1 PEryISIPHO
TecTuposaTtbes. CBoGoAHbIE MOMeLLeHUs HeobXoAMMO CTaBUTb Ha curHanusauuio. AHanormyHo crnegyet
obopyaoBaTb Apyrve NoMeLleHns, B KOTOPbIX PacnofioxeHbl cpeacTBa KOMMYHUKaLN;

- HeobxoanMmo huranyeckn UsonmposaTh cpeacTea 06paboTkvm MHOPMaLMK, KOHTPONUPYeMble opraHu-
3aLmein U ncnonb3yemble TPETbEeN CTOPOHON;

- CMIPABOMHUKA U BHYTPEHHNE TenedoHHbIe KHUMM, NAeHTUDULMPYIOLLIME MECTOMOJIOKEHUSA CpeacTs
06paboTkn BaxkHOW MHpopMaLMn, He A0SMKHbI BbITb 4OCTYMHBI MOCTOPOHHUM NULAM;

- cnegyeTt obecnevnBaTth HaAeXHOE XpaHeHe OnacHbIX UMY roploYMX MaTepuanos Ha 4OCTAaTOYHOM pac-
CTOSIHWUM OT 30HBI MHPOPMaLMOHHOM BeaonacHocTU, Bonbluve 3anackl Gymari 4ns nevyaTaowmx yCTPONCTB He
cneayet xpaHuTb B 30He 6e3onacHocTy 6e3 COOTBETCTBYIOLWMX Mep noxapHoi 6esonacHocTy;

- pesepBHOe 060pyAoBaHMe N HOCUTENU AaHHbIX criedyeT pacnonarathb Ha 6e3onacHoM pacCTOsIHUMW BO
nsbexxaHne NoOBpeXAeHNUs 0T MOCNEeACTBUIA CTUXUIAHOTO 6eACTBUSI B OCHOBHOM 34aHUK.

7.1.4 BbinonHeHue paboT B oxpaHsaeMbIX 30Hax

[nsa nosbllWeHWs cTeneHn 3allnTbl 30H MHopMaLoHHoW BeaonacHocT MOTYT noTpeboBaTbes A0NOS-
HUTenNbHbIE Mepbl NO ynpaseHWo MHpopMaLIMOHHON 6e30NacHOCTLI0 U COOTBETCTBYOLME pykoBoAcTBa. OHY
[AOIKHBI BKIHOUAaTh MEPOMPUATUS B OTHOLLEHUN NepcoHana Unn npefactasMTenein TpeTbUx CTOPOH, paboTato-
LMX B 30He 6e30NacHOCTM U COCTOSITh B Credyrowem:

- O CYLLECTBOBaHMW 30HbI MHDOPMAaLIMOHHOI 6e30NacHOCTY 1 NPOBOAUMBIX B Hel paboTax A0MmMKHbI BbITb
0oCBeAOMIEHbl TOMBKO UL, KOTOPbIM 3TO HEOBX0AUMO B CUITY NPOU3BOACTBEHHOW HEOBXO0AUMOCTH;

- N3 coobpaxeHuia 6esonacHoCTy U NpeJoTBpaLLeHUs BO3MOXHOCTU 3N0OHaMePeHHbIX AeUCTBUI B OXpa-
HAEMbIX 30Hax HeobxoanMmo nsberatb criydaeB paboThl 6e3 Hagnexallero KOHTPONA CO CTOPOHBI YNOMHOMO-
YeHHOro nepcoHana;

- NycTyloLMe 30HbI 6€30MacHOCTM AOMKHEI BbiTh (PU3MYECKU 3aKPBIThI, U UX COCTOAHUE HeobxoanuMo
rnepuoguyeckn NpoBepsTb;

- nepcoHarsny TpeTbUX CTOPOH OrpaHNYeHHbI aBTOPU3OBaHHBI U KOHTPOIMPYEMbI AOCTYN B 30HbI 6e30-
NacHOCTU UMK K cpeacTBam 06paboTku BaxXHOW MHdopmaLmu cnegyeT NpeqocTaBnATb TONbKO Ha BPEeMA Takon
HeobxoammocT. Mexay 30HaMu ¢ pasfnyHBIMU YPOBHSIMU Be3onacHoCTU BHYTPU nepumeTpa 6e3onacHocTn
MoryT noTpeboBaTbcst AONONHUTENbHBIE Bapbepbl U NepUMETPbI orpaHUYeHna busnyeckoro 4ocTyna;

- Ucnonb3oBaHKe hoTo, B1Uaeo, ayano Unu Apyroro sanucbizatoero 060pyaosaHna AomkHO 6bITb pas-
peLleHo ToMbKO NPy NoNyYeHU cneumanbHoro paspeLleHus.

7.1.5 N3onupoBaHWe 30H NPUEMKU U OTTPY3KU MaTepuanbHbIX LEHHOCTeN

30HbI MPUEMKI 1 OTTPY3KWM MaTepuasnbHBIX LEHHOCTEN AOJPKHLI HAXOAUTLCA NoA KOHTPOeM W, No BO3-
MOXXHOCTMU, BbITb U30MMPOBaHLI OT cpeacTB 06paboTku nHhbopmaLmn Bo nsbexaHne HeaBTOPU3OBAHHOIO AOC-
Tyna. Tpe6oBaHus 6e30nMacHOCTU ANs TAKUX 30H A0MKHbI BbITL onpeaeneHbl Ha 0CHOBE OLEHKN pUCKOB. B aTux
criyyasx pekoMeHgyeTca npegycMaTpusaTth cnegytowme MeponpusTus:

- AOCTYM K 30He CKNaMpOBaHUs C BHELUHEeW CTOPOHBI 34aHns AomkeH BbiTb paspeLueH TonbKo onpeae-
NeHHOMY 1 aBTOPU3OBaHHOMY NnepcoHarny;

- 30Ha CKNaanpoBaHna AoMmkHa 6bITb OpraHM3oBaHa Tak, 4Tobbl nocTynaoLwme matepnanbHble LeHHOCTH
mMornn BbITb pasrpyxeHbl 6€3 npegocTaBneHns NnepcoHany nocTasLuka 4ocTyna K ApYruM 4acTaMm 30aHus;

- AomxkHa 6bITb 06ecneyeHa 6e3onacHOCTb BHeLWHeW(Mx) Asepu(ein) NoMeLLeHUa Ana cknagnpoBaHnsa,
Korga BHYTPEHHASA ABEPb OTKPLITA;

- nocTynatoLme MaTepuanbHble LEHHOCTU A0MMKHbI BbITb 0CMOTPEHBI Ha peaMeT NoTeHUnansHbIX onac-
HocTei (7.2.1 1) npexae, 4eM oHn ByayT nepemellieHbl U3 MOMeLLIeHMS AN CKNaaupoBaHUA K MectTaM Mcnonb-
30BaHus;

- nocTynatowme martepuanbHble LLEHHOCTU AOMKHBI BbITb 3aperucTpupoBaHbl, €Crn 3To HeobxoaMmo
(5.1).
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7.2 Be3onacHocTb o6opyaoBaHUA

Llenb: npeaoTepalleHue NoTepb, NOBPEXAEHUA U KOMMpOMeTaLLUiA akTUBOB U HapYyLLUEHNA HenpepbIB-
HOCTU OeATeNbHOCTU opraHn3auun.

O6opyaoBaHne HeobxoaMMO 3aLmLLATL OT Yrpo3 ero 6e3onacHoCcT! U BO3AEUCTBUI OKpYXKatoLen cpeapl.

Heobxoanumo obecneunsats 6e3onacHoCTb 060pyaoBaHUA (BKITIOYast U TO, UTO UCMOMb3yeTCA BHe opra-
HM3aLWK), 4ToBbl YMEHbLUUTb PUCK HEaBTOPU3OBAHHOIO AOCTYNA K AaHHbIM U 3aLUMTUTL UX OT NOTepu Unu
nospexaeHuns. Npu 3Tom HeoBx04MMO NPYHUMATbL BO BHUMaHUE 0CODEHHOCTU, CBSI3aHHbIE C PACnoSIOKEeHNEM
o06opyaoBaHus U BO3MOXHBIM ero nepemellieHMem. MoryT notpeboBaTbes cneupuanbHble MeponpUATUSA 3aLuu-
Tbl OT ONaCHbIX BO3AEACTBUIA Cpebl UMM HEaBTOPU30BaHHOIO AI0CTYNa Yepes UHdpacTpykTypbl obecneyeHus,
B YACTHOCTU, CUCTEMBI IMEKTPONNTaHUA 1 KabernbHOW pasBoaKy.

7.2.1 PacnonoxeHue u 3awjuta o6opyaoBaHus

O60opyaoBaHmne 4OMKHO ObiTb PACMONOXKEHO U 3aLLMULLEHO Tak, YTOObl YMEHbLUNTB PUCKU OT BO3AENCTBUNI
oKpyXatoLlen cpeabl U BO3MOXHOCTM HeaBTOpU3oBaHHOro goctyna. Heobxoaumo paccmaTtpusaTth cnegyio-
LMe MeponpuaTrsa No ynpasneHuto MHhopMauMoHHoN 6e30nacHoCTbio:

a) obopydoBaHne HeobxoAMMO pasmeliatb Takum obpasoM, 4Tobbl CBECTM A0 MUHUMYMa WU3MULL-
HWW OOCTYMN B MeCTa ero pacrosioXeHus;

6) cpeacTtBa 06paboTKM N XpaHeHNs1 BaXHOW uHdopMauun creqyeT pasmellatb Tak, YTobbl yMeHb-
LUNTb PUCK HECAHKLMOHMPOBAHHOIO HabnoaeH s 3a Ux yHKUMOHUPOBaHUEM;

B) oTAenbHble anemeHTbl obopyaoBaHus, Tpebylowme cneunanbHOM 3awuTbl, HEO6X0AUMO U30NU-
poBaTb, YTOObI NOBLICUTL OBOLMIA YPOBEHb HEOBXOAMMON 3aLLMUTI;

r) Mepbl No ynpasfeHWio WHMOPMaUNOHHON 6e30NacHOCTbIO AOMKHBI  CBECTU K MUHUMYMY PUCK
NoTeHUManbHbIX Yrpos, BKoYas:

) BOpPOBCTBO;
) noxap;
) B3pbIB;
) 3adbiMneHue;
) 3aTonneHue (unu nepeboun B nogave BoAbl);
) Nbinb;
) Bubpaumio;
) Xumudeckue apdekThbl;
) MoMexu B 3nekTpocHabXeHunn;
10) snekTpoMarHUTHOE U3nyyeHue.

) B opraHusaunmM HeoBxoAMMo onpedenunTb nopsidok npuema nuiM, HanuTKoB W KypeHua BOAn3u
cpeacTs obpaboTku nHdpopmaumu;

e) cnegyeT NPOBOANTbL MOHUTOPWHI COCTOSIHUS OKpY)XKalowwen cpedbl B LeNAxX BbIABNEHUA YCNOBUNA,
KOTopble Mornu 6kl HEGNaronNPUATHO NOBMAUATL Ha (hyHKLUMOHUPOBaHWE cpeacTB 06paboTku nHdopmaumu;

) cnegyeT MCMonb3oBaTb creuvanbHble cpeAcTBa 3aluThl, 060pYAOBaHUs, PacnonOXeHHOro B
MPOU3BOACTBEHHbIX LieXax, Hanpumep, 3aluMTHble NNeHKU ANs KNasuaTtypbl;

3) HeobxoauMmo paspaboTaTb Mepbl MO NWKBMAALMM NOCNeACcTBUMA GeACTBWMIA, CMyYaloWUXCA B
6nusnexalumx noMeLLeHUsIX, Hanpumep, noxap B cCocegHeM 34aHnu, 3aTomnneHne B NoAsasbHbIX MoMeLLeHUAX
UNW NpoTekaHue BOAbl Yepes KpbILly, B3pbIB Ha ynuLe.

7.2.2 Topaya aneKTponUTaHus

O6opynoBaHne HeobxoaMMOo 3awmLLaTh OT NepeboeB B Nogave aNekTposHeprum u apyrux cboes, cBs-
3aHHbIX ¢ anekTpuyecTBoM. Heobxoanmo obecneunsath Haanexallyo nogadvy afeKTponuTaHus, cooTBeT-
CTBYIOLWYIO cneuundukaunam npoussogutens obopygoBaHus.

BapuaHTbl 4OCTUKEHUS HENPEPLIBHOCTM NOL4AYN 3NEKTPONMUTAHUS BKIOUAKOT:

- Hanu4yme HeCcKomMbKUX UCTOUYHUKOB 3NEKTponuUTaHus, YTobbl 3bexxaTb NOCNeACTBUIA NPU HAPYLUEHUN ero
nogayn oT eAUHCTBEHHOIO MCTOYHNKA;

- ycTpoicTBa 6ecnepeboiiHoro anektponutarms (UPS);

- pe3epBHbIA reHepaTop.

YT06b1 06ecneunTsL 6esonacHoe BeIKoHeHe W/nnmn HenpepblBHoe (OYHKLMOHNPOBAHNE YCTPONCTB, NoA-
OepXuBatoLLnx Kputudeckme BusHec-npoLecckl, pekoMeHayeTca noaknodats obopyaosaHue yepes UPS.
B nnaHax obecneveHnst HenpepblBHOCTW criedyeT npedycMaTpuBaTth 4eNCTBNS, KOTOPble ACMKHbI ObITb Npea-
npuHATHI Npu oTkase UPS. O6opyaosaHne UPS cneayeT perynsipHo NpoBepsiTh Ha Hanuyve agekBaTHON MOLL-
HOCTU, a TaKke TeCTUpoBaTb B COOTBETCTBUM C pekoMeHAaunsaMm NnponssoauTens.

PesepBHbIi reHepaTop criegyeT NpUMeHsTb, eciivi Heobxoammo obecneunTs hyHKLMOHUPOBaHWe 06opy-
AOBaHWs B CryYae ANMTeNbHOro oTkasa nofgavu a1eKkTpoaHeprum ot obLero UCTouHrka. PesepBHble reHepaTto-
pbl crefyeT perynspHo npoBepaTb B COOTBETCTBUM C UHCTPYKUMSMK NpomsBogutens. Ons obecneveHus
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paboTbl reHepaTopa B TeYeHWe ANUTeNbHOMO cpoka Heobxoaumo o6ecneunTb COOTBETCTBYIOLLYIO NOCTaBKY
TonnuBea.

Kpome Toro, aBapuiiHblie BbIKNoYMaTeNW 3NeKTponMTaHusa HeobxoaMMo pacnonaraTb OKOMO 3anacHbIX
BbIXOJOB MOMeLLEeHUR, rae pacnonoxeHo o6opyaoBaHue, YTobbl YCKOPUTL OTKNHOHYEHUE MEKTPONUTaHUS B
criyyae Kputudeckux cutyaumin. Cnegyet obecneynTs paboTy aBapMinHOro ocBeLLeHUA Ha Crlydal oTkasa arek-
TponutaHus, notpebnaemoro ot ceTu. Bece 3gaHna gonmxkHbl 6bITb 0CHaLLEHBI FPOMOOTBOAAMM, a BCe BHeLHUe
MUHUK cBA3M 06opyAOBaHbl crneLnanbHEIMK FPo303alUMTHEIMU UnbTpaMu.

7.2.3 Be3onacHocTb kabGenbHOW ceTn

CwvinoBsble U TenekoMMyHUKaLNOHHbIE kabenbHble ceTu, No KOTOPLIM NepeaaloTca AaHHbIE UMM OCyLLe-
CTBNAOTCA Apyrne uHgopMaLMoHHbIE yCnyru, Heobxoaumo sawmwaTte OT nepexsaTta uHdopmauuu unm
nospexaeHuns. HeobxoamMmo paccMaTpuBaTh criegytowme MeponpuaTUs:

a) CUMoBble U TeNeKOMMYHWKaUUOHHbIe NUHWMKW, CBA3bIBaloWMe cpeactBa 06pabotku MHdpopma-
LMK, BOMKHbI BbITb, MO BO3MOXHOCTW, NOA3EMHBIMU U 0B6NagaTh aaekBaTHON anbTepHaTUBHON 3aLLMTOM;

6) ceTeBoi kabenb OoMKeH ObiTb 3aliMlieH OT HeaBTOPU30BaHHbLIX NOAKMIOYEHUIA UMK NoBpeXae-
HUS, HanpyuMep, NoCPeACTBOM UCTIONb30BaHUA CneuManbHOro Koxyxa uunm seibopa MapLIpyToB NPOKaaKu
kabens B 06xo 0bLe 0CTYMHBIX Y4acTKOB,;

B) CUIoBble kKabenu JoMKHbI 6bITh OTAENEHbl OT KOMMYHUKAUNOHHBIX, YTOObI UCKIIOYNTL MOMEXU;

r) OONonHWTEnNbHble MeponpuUATUA MO  ynNpaBneHulo UHMOpPMaunoHHoW 6GesonacHocTblo  ANns
YYBCTBUTEMbHbIX UM KPUTUHECKUX CUCTEM BKMOYAKOT:

1) ncnonb3oBaHne GPOHUPOBAHHBIX KOXYXOB, a Takke 3aKpbITbIX MOMELLEHUA/ALLNKOB B MPOMEXY-
TOYHbIX MYHKTAX KOHTPOMA U KOHEYHbIX TOYKaX;

2) ncnonb3oBaHve Aybnupyowmx MapLwpyToB Npoknaaku kabens unu anbTepHaTUBHLIX CNOco6oB
nepenavu;

3) ncnonb3oBaHWe ONTUKO-BOSIOKOHHBIX NIUHUI CBA3W;

4) NpoBepKkU Ha NoaKIoHeHNe HeaBTOPU3OBAHHbLIX YCTPOUCTB K KaGenbHOoW ceTu.

7.2.4 TexHu4veckoe o6cnyxuBaHue o6opyaoBaHUA

B opraHv3auum gomkHO NpoBOAUTLCA Hagnexaulee TexHndeckoe obenyxusaHue o6opyaoBaHna ans
obecneveHuns ero HerpepbiBHOW paboTocnocobHOCTU U LLENOCTHOCTU. B 3TUX Lensax cneayeT NpUMeHATL che-
aytoLme MeponpuaTns:

- o6opyaoBaHue crieqyeT o6CnyXuBaTh B COOTBETCTBUM C UHCTPYKLUSIMUA U NEPUOAUYHOCTBIO, PEKOMEH-
AYyeMbIMU NMOCTaBLUMKOM,;

- Heo6X0AMMO, UTOBLI TEXHUYecKoe 06 CryXUBaHWE U PeMOHT 060pyA0BaHUS NPOBOAMITUCH TOMNbKO aBTO-
PU30BaHHbLIM NePCOHANoOM;

- crieayeT XpaHWTb 3anucun 060 Beex criydasix npeanonaraeMbix unm hakTudeckux HemcnpasHOCTEN U
BCeX BMAax NpouUnakTM4eckoro 1 BOCCTaHOBUTENbHOMO TEXHUYECKOrO 0DCnyXUBaHUS;

- HEOBGXOAMMO NPUHMMATL COOTBETCTBYIOLME Mepbl 6e30nacHOCTU NpY oTNpaBke 060pyAOBaHUA ANA
TEXHUYECKOro obCcnyXkuBaHuns 3a npeaens! opraHnsauum (7.2.6 B OTHOLIEHUN yAaNeHHbIX, CTepThIX U nepesa-
MUcaHHbIX A4aHHbIX). Kpome aToro gomkHbl cobriogaTtbes Bce TpeboBaHus, ycTaHaBNMBaeMble UCNOSb3YoLWwn-
MUCS MpaBUNaMn CTpaxoBaHus.

7.2.5 OGecneyeHue 6e3onacHocTM o60pyaoBaHUA, UCNIONbL3YEMOTro BHE NOMeLLeHU opraHusa-
)]

HesaBncrnmMo oT NpuHaanexxHocTn 06opyaoBaHust, ero ucnosib3oBaHue Ansa ob6paboTkm uHdopMaunm BHe
MoMeLLeHNS OpraHn3aLMm AOMKHO GbiTb aBTOPU3OBAHO PYKOBOACTBOM. YpoBeHb UHopMaumMoHHoM 6e3onac-
HOCTW NPU 3TOM JOSMKEH ObITb 9KBMBaNEHTEH YpoBHI0 6e30NacHOCTM B OTHOLIEHUN 060pyA0BaHUs, UCNOSb3ye-
MOTO C aHarorM4YHoN Lenblo B NMOMELLEHUSIX OpraHn3aLmn, a Takke ¢ y4eTOM pUCKoB paboTbl Ha CTOpOHe.
O6opyaoBaHue no 06paboTke MHOPMaLIMM BKIOYAET BCE TUMbI MePCOHaNbHBLIX KOMMbIOTEPOB, 3M1EKTPOHHbIX
3aMUCHBIX KHWKEK, MOBUIbHBIX TenedoHOoB, a Takke Bymary unm nHble MaTepuanbHble LeHHOCTU, KoTopble
ncnonbaytoTes Ans paboTbl Ha oMY UM TPaHCMIOPTUPYHOTCS 3a Npeaesbl pabovux nomelueHuin. B atux ycno-
BUSIX HEOOXOAMMO NPUMEHSITL CNeayoLLMe MeponpuUsaTIS MO ynpasrneHnto UHpopMaLMoHHO 6€30NacHOCTbIo:

- o6opyaoBaHue U HocuTenn HopMaLIMK, B3SIThIE 13 NOMELLEHWIA OpraHn3aLm, He crieayeT OCTaBNAThb
6e3 npucmoTpa B 06Lea0CTYNHBIX MecTax. [pu nepemMeLleHMn KOMMboTepbl CriedyeT NepeBo3UTb KaK pyyHyIo
Krnagdb 1, NO BO3MOXHOCTU, He adbnLMPOBaThL ee COAEePKUMOE;

- Bcerga HeobxoamMmMo cobnoaaTth MHCTPYKLIMN U3FOTOBUTENEN MO 3almMTe 060pyaoBaHus, HanpuMep, oT
BO34ENCTBUA CUINbHbIX SMEKTPOMArHUTHBIX NOSEN;

- Npu paBoTe AoMa crneayeT NPUMEHATb NoAXCAsLLME MEPONPUSATAS NO YNpaBneHnio MHMoPMaLOHHOR
6e30MacHOCTLI0 C YYETOM OLEHKM PUCKOB, Hanpumep, MCNonb30BaTh 3anupaemble dann-kabuHeTsl, cobnio-
AaTb MOJIMTUKY «YMCTOTO CTOMa» U KOHTPONMPOBaTb BO3MOXKHOCTb AOCTYNA K KOMMbIOTEPaM;
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- OOMXHbl UMETb MecTO adekBaTHble Mepbl MO CTPAaxXOBaHWIo Asl 3aLMThl 060pyAoBaHWA BHE NOMeLLe-
HWA opraHusauun.

Pucku 6esonacHocTy, HanpuMep, CesisaHHbIE C NOBPEXAEHUEM, BOPOBCTBOM U MOACMYLUMBAHUEM, MOTYT
B 3HaUUTESIbHOW CTENEHN 3aBUCETh OT PACcMoNoXeHUA 060pyA0BaHUS B OpraHn3aLnm U AOMKHbI yYUTbIBATHCA
npu onpeaeneHnmn n Bbibope Hanbonee NOAXOAALMX MEPOTIPUSTUI MO YpaBeHUo MHopMaLMoHHoR 6e30-
nacHocTblo. Bonee nogpobHas WHgopmaunsa o ApyrMx acnektax 3aluTbl MobunbHoro obopyaoBaHust
npuseaeHa B 9.8.1.

7.2,6 BbeszonacHas yTunusauua (cnucaHue) Mnu NOBTOPHOE UCMONb30BaHMe 060pyaoBaHuaA

CnyxebHasn MHpopmaLuns MoXeT BbITb CKOMNPOMETUPOBaHa BCreacTBNE HEBPEXHOW yTUNM3aLmm (cnu-
CaHusa) Unn NoBTOPHOrO UCMonb3oBaHusa obopyaoBaHus (8.6.4). Hocutenn gaHHblX, cogepxaliue BaXKHYHO
nHdbopmaumio, Heobxoaumo dusnyecku paspyllaTe UK nepesanuceiBaTb GeszonacHbiM obpaszoM, a He
Mcnonb3oBaTh CTaHAapTHbIE (PYHKLMW yaaneHus. Bce komnoHeHTbl 06opyaoBaHus, cogepallero Hocutenu
AaHHbIX (BCTPOEHHbIE XECTKUe AMCKM), crieqyeT NpoBepsaTh Ha NpeaMeT yaareHus BCeX BaXKHbIX AaHHBIX U
NUUEH3NOHHOro Mporpammuoro obecrnedeHusi. B OTHOWEHUN HOCUTENen AaHHbIX, CodepXKaluX BadKHYIO
nHpopMaLmio, MoxeT noTpeboBaTbCcsl OLEHKA PUCKOB C LEMbI onpedeneHus LenecoobpasHocTU UX
paspyLUeHusi, BOCCTAHOBMEHUS 1NN BblOPaKoBKN.

7.3 O6wue MeponpUATUA NO YNpaBreHUIO MH(OPMaLUMOHHON 6e30NacHOCTbLIO

Llens: npedoTspalleHWe koMnpomeTaLum Unn Kpaxmn nHdopmMaumm n cpeacts o6paboTkm uHdpopma-
Lun.

Undpopmaumio n cpegctea 06paboTkun nHpopmaLmMn HeobXxoaAMMO 3aLluLLaTh OT PacKpPbITUS, KpaXKU Unn
MoanduKaLMmn HeasTOPN3OBaHHBIMI NMLAMU; OOTKHbI GbITh BHeAPeHbl Mepbl, obecnednBatome cBeaeHUe K
MUHUMYMY pUCKa UX MOTEepW U1 NOBPEXaeHUS.

Mpoueaypbl 06paboTku U XpaHeHUs UHgpopmaLmmn paccmaTtpusatoTes B 8.6.3.

7.3.1 MNonutuka «4UCTOro cTona» U KYNCTOro IKpaHa»

OpraHusauuam cnegyeT NPUMEHSITb MONUTUKY «4UCTOrO CTOMa» B OTHOLIEHUM BYMaXHbIX 4OKYMEHTOB U
CMEeHHbIX HocuTenen aHHbIX, a Takke NOUTUKY «HMCTOro akpaHa» B OTHOLIEeHUU cpeacTs 06paboTku nHdgop-
Maunn ¢ TeM, YTOBbl YMEHbLUUTb PUCKA HEaBTOPU3OBaHHOIO 4OCTYNa, NOTEPU M NoBpexaeHus nHdopmauun
Kak Bo BpeMsi paboyero aHs, Tak U npun BHeypouHol paboTe. MNpu NpUMeHeHnM 3TUX NONUTUK crieayeT y4nThbl-
BaTb KaTeropum nHdopmMaLm ¢ TOUKM 3peHns GesonacHocTu (5.2) U COOTBETCTBYHOLLME PUCKN, @ Takoke KOpMo-
PaTUBHYIO KYNbTYpPY OpraHusaLuu.

Hocutenu uHdopmaLunn, ocTaBrneHHbIe Ha CToMnax, Takke MoryT 6biTe MOBpeXaeHbl Uy paspyLueHbl Npu
6eacTsuM, HanpumMep, Npu noxape, HaBOAHEHUN UM B3pPbIBE.

CnepnyeT NpUMeHATb creayoLimMe MeponpuaTAA No yrnpasneHunio MHGopMaLuoHHOM 6e3onacHoOCTbIO:

- YTOBbI UCKMOYUTE KOMMPOMEeTaLMIo MHopMaLMK, LenecoobpasHo 6yMaXKHbIE 1 SNEKTPOHHLIE HOCUTe-
N1 MHbopMaLIMK, KOrAa OHWU He UCNOSb3YTCH, XpaHUTb B Hagnexalumx sannpatoLwmnxcs wkadax u/unv B apy-
rMX 3alueHHbIX npeameTax Mebenu, ocobeHHo B Hepabodee Bpems:;

- HOCUTENU € BaXKHOW UMN KPUTUYHON criy>kebHo N MHdopMaLmei, koraa oHu He TpebytoTea, cneayeT you-
paTb 1 3anupatb (Hanpumep, B HecropaemoM ceide unn wkadpy), ocobeHHo Koraa noMeLLeHne nycTyerT;

- NepcoHasnbHble KOMMNbIOTEPbI, KOMMLIOTEPHBIE TEPMUHAMBI U NPUHTEPLI AOMKHEI ObITb BEIKIOYEHEI MO
OKOHYaHWUKN paboThl; creayeT Takke NPUMEHSTb KOAOBbIE 3aMKKW, Naponu Uin Apyrue MeponpusiTusl B OTHOLLE-
HUW YCTPOWCTB, Haxoaswwmxca 6e3 npucmoTpa;

- HeobxoaMMo obecneynTb 3aLUTy NYHKTOB OTMNPaBKW/NMpUema KoppecnoHaeHLMN, a Takke hakcuMmrib-
HbIX 1 TEeMeKCHBIX annapaToBs B Cnydasx HaxoxaeHus ux 6es npucMotpa;

- B Hepabouyee BpeMs (hOTOKONMPOBanbHbIE YCTPOUCTBA cneayeT 3anmpaTthb Ha KoY (MNv 3awmilaTb oT
HeaBTOPU3OBAHHOIC NCNOMb30BaHNS APYrMM crnocobom);

- HarevaTaHHble JOKYMEHTBI C BaXKHOW UM KOHUaeHUMansHon nHidopmManumen Heobxoanmo nsbiMaTb
13 NPUHTEPOB HeMeaneHHo.

7.3.2 BblHOC UMyLLecTBa

O6opyaoBaHune, MHopMaLMLo U NporpaMMHoe obecneveHne MOXXHO BbIHOCUTbL 13 NOMELLIeHNIA opra-
HM3aLMWN TOMBbKO Ha OCHOBAHUWN COOTBETCTBYIOLLEro paspelueHus. Tam, rae HeobxoamMmo n ymecTHo, obopyao-
BaHWe cnedyeT permcTpupoBaTe NPy BeIHOCE U MPU BHOCE, a TakKe AenaTtb 0TMeTKY, Korga oHo Bo3BpatyeHo. C
Lenbio BbIsIBNIEHNS1 HEaBTOPU30BaHHLIX NepeMeLLeHWn akTUBOB 1 0bopyaoBaHusa cregyeTt NpoBoAnUTb Bblbo-
POYHYIO MHBEHTapu3aLmno. COTPYAHUKN AOMKHbI BblTb OCBEAOMIIEHEI O TOM, UTO NOAOGHEIE NMPOBEPKM MOTYT
UMeTb MecTo.
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8 YnpaBneHue nepeaayver AaHHbIX U ONMepaUVOHHON AEATENbHOCTLIO

8.1 OnepauuoHHbIe npoueaypbl U 0653aHHOCTU

Lenb: obecneueHue yBepeHHOCTU B HagnexalieM un 6esonacHom yHKLUMOHUPpOBaHUM cpeacTs obpa-
60TKM UHopmaLnK.

[onxHbl 6bITb ycTaHOBNEHbI 0683aHHOCTM U NpoLeaypbl NO ynpasneHuo U (OyHKUMOHUPOBAHUIO BCEX
cpeacTB 06paboTku uHdopmaumn. OHM AOMKHBI BKIMOYaTb pa3paboTky COOTBETCTBYIOLMX ONepPaLMOHHbIX
WHCTPYKLUIA U NpoLieaypbl pearMpoBaHys Ha UHUMAEHTHI.

C uenblo MMHUMK3ALIMM pyUCKa NPU HENPaBUITbHOM UCNOMb30BaHUM CUCTEM BCreAcTBUE HEBPEXHOCTH
1K 3N0ro ymelicna crnegyeT, No BO3MOXHOCTU, peannsoBbiBaTb NPUHUMN pasaesnieHuns nonHomounn (8.1.4).

8.1.1 [JokymeHTanbHoe ocopMneHUe onepaLUoHHbIX Npoueayp

OnepauunoHHbIe NpoLieaypbl, onpeaensieMble NonMTUKon 6esonacHoOCTH, AOMKHBI pacCMaTpPUBaTLCS Kak
ocuLMansHble AOKYMEHTbI, AOKYMEHTUPOBAaTLCS U CTPOro cobnioaatbca, a U3MeHeHUS K HUM AOMKHbI CaHKLM-
OHMPOBATLCA W YTBEPKOAATHCA PYKOBOACTBOM.

Mpoueaypbl cogepxat AeTanbHYI0 MHCTPYKLMIO BEINMOMHEHUS KOHKPETHOTO 3a4aHus (paboTbl ) M BKNHOYAKOT:

- 06paboTKy 1 ynpasneHune nHcdopmaLlme;

- onpegeneHue TpeboBaHWii B OTHOLIEHUM rpadinka BbIMONIHEHUS 3a4aHWIA, BKNOYAOLWMX B3aUMOCBA3N
Mexay cucteMamu; BpeMsi Havana BbINOMHEeHUs CaMOoro paHHEero 3agaHus U Bpems 3aBepLUeHUst caMmoro
nocrnegHero safaHus;

- 06paboTKy OLMBOK NN APYrMX UCKNIOYUTENbHBIX CUTYaUuiA, KOTOpbIE MOTYT BO3HUKHYTb B Te4eHue
BbIMNOMHEHNs 3a4aHUN, BKIoYas orpaHUYeHnst Ha NCMosib3oBaHUe CUCTEMHBIX yTUNuT (9.5.5);

- HeoBX0AMMBIE KOHTaKThl Ha Criydan HeoXuaaHHbIX onepaunoHHbIX UU TEXHUYECKUX Npobnem;

- cneunanbHble MeponpuATUAA No YrpaBeHWo BbIBOAOM AaHHbIX, Hanpumep, UCNofb3oBaHWe cneun-
anbHon 6ymaru 4ns nevaTaroLmx yCTPOUCTB 1iv ocobbix npoueayp NPUMEHUTENBHO K BbIBOAY KOHMAeHUM-
anbHOW UWHdopMauMK, BkNouas npouedypbl Ans 6e3onacHol yTUAM3auMUM BbLIXOAHBLIX AAHHBIX, He
3aBepLUeHHbIX B NpoLiecce BbIMOMHEHNS 3a4aHuii;

- Nepesanyck cucTembl 1 NpoLedypbl BOCCTaHOBINEHUS B CyYae CUCTEMHbIX c6oeB.

[okymMeHT1poBaHHbIe NpoLeaypbl 4OMKHBI BbITh Takke pazpaboTaHbl B 0THOLIEHUW 06CcnyXuBaHUA cuc-
Tem 06paboTkm n obmeHa uHopMaLmel, B YaCTHOCTU NpoLieayphl 3anycka U 6esonacHoro 3aBeplueHus pabo-
Tl KOMMblOTEPA(0B), NpoLedypbl pe3epBUPOBaHNs, Tekyllero obcnyxuBaHus U pemoHTa obopyaosaHus,
obecneveHnss Hagnexawein 6e3onacHOCTM NOMELLEeHNA C  KOMMbIOTEPHBIM UM KOMMYHUKALMOHHbLIM
obopyaoBaHueMm.

8.1.2 KoHTponb usmeHeHUN

MNameHeHna koHpurypauum B cpeactsax U cuctemax obpabotkm nHdopmanm JOMmMKHL KOHTPONNPO-
BaTbCs Hagnexalwmm obpasom. HeagekBaTHbIA KOHTPOMNb U3MEHEHWIA cpeacTB U cucTem ob6paboTkm nHdopma-
UMM — pacnpocTpaHeHHas MpuUYMHa CUCTEMHbIX COOEeB M WMHUMAEHTOB HapylleHus WMHMOpMaLMOHHOM
6e3onacHocTu. C Lenbto obecneyeHuns Hagnexalwero KOHTPOrsA BCeX M3MeHeHUin B 060pyaoBaHMu, Nporpam-
MHOM oBecreyeHunn nnu npoleaypax [oMkHbI BbITb onpeaeneHsl U BHeApeHbl (hopManu3oBaHHbIE PO,
OTBETCTBEHHOCTW U NpoLeaypsl. [py nameHeHUn NnporpammHoro obecneveHus Bcst HeobxoammMas MHcpopma-
una AomkHa UKCUPOBaThCS U COXPaHATLCS B CUCTEMHOM XypHane ayauta. UsmeHeHus onepaunoHHOU cpe-
Obl MOTyT oKasblBaTb BNMsiHWE Ha paboTy npunoxeHwin. Besge, rae aTo uMeeT NpaKTUMECKUI CMbICH,
npoueaypbl yrNpaBneHns M3MEHEHUSIMU B OMepauuMoHHOW cpefe U B MPUIIOXKEHUNAX [AOIMKHbI ObiTb
nHTerpnpoBaaHsbl (cM. Takke 10.5.1). B yacTHocTH, HEOBXOAMMO paccMaTpyBaTh criefytoLme MeponpusaTUs:

- onpegeneHne n perncTpaums cyLeCTBeHHbIX N3MEHEHUIA;

- OLLeHKa BO3MOXHbIX MOCNEACTBUA TAaKUX U3MEHEHWIA;

- (hopmManuaoBaHHas npouegypa yTBepXaeHusl npeararaeMbiX U3MEHEHNIA;

- nogpobHoe nHhopMnpoBaHue 06 M3MEHEHUSIX BCEX 3aUHTEPECOBAHHBIX JIALL;

- Mpoueaypsl, onpegensiowwme o6513aHHOCTI MO NPepbIBAHUIO U BOCCTAHOBIEHUIO paboThl CpeAcTB U CUC-
Tem 06paboTkn uHopmaLun, B criydae HeyaauHbIX U3MEHEHUA NporpamMmmMHoro obecneveHust.

8.1.3 MNpoueaypsbl B OTHOLEHUU UHLMAEHTOB HapyleHua uHdopmMmaluoHHon 6e3onacHocTU

O6s13aHHOCTY M NpoLeAypbl N0 YNPaBeHNo B OTHOLEHUW MHLMAEHTOB AOSHKHBI ObITh onpeaeneHsbl Ans
obecneyeHus 6bicTpoit, acbpeKTUBHOM U OPraHN3oBaHHON peakuMM Ha 3T HapylieHUs UHGpOopMaLUOHHON
6e3onacHocTn (6.3.1). MNpn 3TOM HEOBXOAUMO PacCMOTPETL CrieayoLMe MeponpUATUS:

a) OormkHbl BbITb onpeaeneHbl Npoueaypbl B OTHOLIEHUWA BCEX BO3MOXHbIX TWUMOB WMHLUMAEHTOB
HapyLueH1sa MHOopMaLUoHHON 6e3onacHOCTH, B TOM YACHe:

1) cbou nHpopmMaLMOHHBIX CUCTEM U yTpaTa CEPBUCOB;
2) oTka3 B 06cnyXMBaHUu;
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3) owunbkn BcneacTBMe HENOMHBIX UM HETOYHBIX AaHHbIX;
4) HapyuweHus koHdnaeHUNanbHoCTy;

6) B AONOMHEHWe K OObIYHBIM MraHam obecrnevyeHuss HeMpepbIBHOCTU (NpedHasHavYeHHbIX Ans cKo-
pelLLero BOCCTaHOBIIEHNS CUCTEM UM YCIYT) OOSMKHbI CYLLECTBOBaTbL NpoLeaypbl BbIMOHEHUs TpeboBaHun
(6.3.4):

1) aHanusa u ngeHTudmKaLum NPUYNHLI MHLMOEHTa;

2) nnaHupoBaHWs N BHeAPEeHNA cpeacTB, NpeaoTBpaLlatoLL X NOBTOPHOE NPOsBMeHNe MHLUAEHTOB,
npu HeobxoaMmocTy;

3) ncnonb3oBaHWA XXypHaIoB ayanTa U aHanorMYHblX CBUAETENbCTB;

4) B3aumoaencTBmMs C NMLamMK, Ha KOTOPbIX UHUMAEHT okasan BO3AENCTBME WM Y4acTBYHOLMX B
ycTpaHeHUU NocneacTBUA UHLMOEHTa;

5) nHdopMupoBaHNs 0 4eNCTBUAX COOTBETCTBYOLNX AOIPKHOCTHBIX NNL;

B) JXypHanbl ayauTa UM aHanorMvHble CBUAETENbCTBA AOMKHBI ObiTb cobparbl (12.1.7) 1 3awuiieHsl

COOTBETCTBYOLWUM 06pa3oM C Lenbio:
1) BHYTpPeHHero aHanusa npobnemsi;
2) MCnonb3oBaHWA Kak AoKasaTebCTBO B OTHOLUEHU BO3MOXHOMO HapYLUEHWUs YCIOBUWIN KOHTPaKTa,
HapyLeHusa TpeboBaHUN 3akoHO4aTeNbCTBA UMK, B CryYae rpaxaaHCKUX UK YyronoBHbIX cyaebHbIX
pa3bupaTenbCTB, KacalLWmXCs, HanpuMep, 3aluMThl NepCcoHarnbHbIX AaHHBIX U HEeNPaBOMOYHOro
NCMNOMNb30BaHNsI KOMMNbIOTEPOB;
3) BegeHus NeperoBopoB OTHOCMTENbHO KOMMeHcauMmn yuwepba ¢ noctasLykamy NPorpaMMHOro
obecrneveHns 1 ycnyr;

r) AeNcTBWsl MO yCTpaHeHUo cBoeB cCUCTEM U NWUKBMAALMW MOCNEACTBUA WHUMAEHTOB HapylleHus
MHopMaLMoHHOM 6e30MacHOCTM A0MKHbI ObITb NoA TLWaTenbHbIM 1 hopMan3oBaHHbIM KOHTponem. Heobxo-
AVMMO Hanuuve npoueayp ¢ Lenbto obecneyeHns yBepeHHOCTU B TOM, YTO:

1) TONbKO NOMHOCTbIO NAEHTUDULUMPOBAHHOMY 1 aBTOPU3OBAHHOMY MepcoHany npegocTaseH 4oc-
TYN K cucTeMam U JaHHbIM B cpefe MPOMBILLMIeHHOR aKennyaTaumMmn (4.2.2 B OTHOLLIEHWM AocTyna
TpeTben CTOPOHBI);

2) Bce AelCTBUSA, NpeanpUHATLIE NpK YpesBblvaiiHbiX 06CToATeNbCTBAX, NOAPOOHO AOKYMEHTaNbHO
oOpMNEHbI;

3) o gencTBUSAX, NPEANPUHSTBLIX MPU Ype3BbiHaHBIX 06CTOATENLCTBAX, COOBLWEHO PYKOBOACTBY
OopraHvMsaunn, U OHWU NpPoaHanM3MpoBaHbl B YCTAHOBIIEHHOM MOpPSiAKeE;

4) LenocTHoCTb BU3HEeC-CUCTEM U CUCTEM KOHTPOSA NOATBEPXKAEHa B MUHUMANbHBIE CPOKW.

8.1.4 PasrpaHuyeHue ob6sa3aHHOCTEN

PasrpaHuyeHune 06s13aHHOCTEN — 3TO CNOCO6 MUHUMK3ALIMU PUCKA HELLITATHOMO UCNOMNb30BaHUA CUCTEM
BCNeACTBME OLUMBOYHBIX MU 3rI0HaMePEeHHBIX IEUCTBUIA Nonb3oBaTtenein. Heobxoanumo paccmaTpusath NpUH-
uun pasrpaHuieHns 06s3aHHOCTEN B OTHOLIEHUN (pyHKLIMIA yNpaBneHusi, BLINOMHEHUA onpeaeneHHbIX 3aaay n
obnacTtel 0OTBETCTBEHHOCTU Kak cnocob yMeHbLIeHUs1 HeaBTOPU30BaHHOM MoauduKaLnum UNU HENPaBUNBLHOTO
Mcnonb3oBaHUsi HOPMaLMA U CEPBUCOB.

[Anst He6oNbLUWX OpraHU3aLUiA 3TU MEPONPUATUSE TPYOHOAOCTMKUMbI, OAHAKO AAHHBIA NPUHLMN AOMKEH
ObITb NPUMEHEeH HaCKOSbKO 3TO BO3MOXHO. B crniyyasix, koraa pasgeneHne ob6s3aHHOCTEN OCyLecTBUTb
3aTpyaHUTENbHO, cneayeT paccMaTpuBaTh UCTIONb30BaHWE APYrMX MePonpuUsATUi No ynpasneHuo uHdopma-
LMOHHOW 6e30MacHOCTbI0, TAKUX KaK MOHUTOPUHT AeATENbLHOCTU, UCMIONb30BaHUe XypPHaNoB ayauTa, a Takke
Mep aAMUHUCTPATUBHOIO KOHTpons. B To e Bpemsi BaxHO, 4ToObl ayauT GesonacHoCTUM ocTaBancs
He3aBUCUMON (byHKLMEN.

HeobxoamMmo npegnpuHMMaTh Mepbl IpeJoCTOPOKHOCTU, YTOObI COTPYAHUK HE MOT COBEPLUUTL 3f10YNOT-
pebneHus B o6nacTu cBoei eAUHOMNYHON OTBETCTBEHHOCTU He Byayun obHapyxeHHbIM. WHuunposaHne
cobbITus fOMKHO BbITL 0OTAENEHO OT ero aBTopu3sauun. HeobxoaMmo paccMmaTpusaTh cneayloLmne Meponpus-
TUS MO yNpasneHnio MHpopMaLMOHHON Be30MacHOCTbIO:

- pasrpaHu4eHue NoMHOMOUUI B OTHOLLIEHUM BUAOB AESATENBbHOCTU, KOTOpbIe CO3Aal0T BO3MOXHOCTb Cro-
BOPa A1 OCYLEeCTBNEHUA MOWEHHNYeCTBa, Hanpumep, GOpMUPOBaHNE 3aKasoB Ha 3aKynky U NoATBepxae-
HUS1 NONyYeHUst TOBapOB;

- NPU HANUYUKU ONACHOCTU CrOBOpPa MEPONPUSTUA AOMKHbI ObiTb NPOAYMaHbI Tak, YTobbI B ocywwecTBne-
HUW onepauuny4acTsoBanu asaunu 6onee nuua Ans CHWKEHUS BO3MOXHOCTU COXPaHEHUA TalHbl CroBopa.

8.1.5 PasrpaHuveHue cpepg pa3paboTku U NPpOMbILNIEHHON JKCNIyaTauuu

Mpu pasgeneHun cpea paspaboTkn, TECTUPOBAHUSA U MPOMBILLIIEHHO aKcnnyaTauun Heobxoaumo pas-
AennTb ponu u byHKLMK coTpyaHuKoB. Mpasuna nepeBoga nporpaMMHoro obecneveHns us ctatyca paspaba-
TLIBAEMOTO B CTaTyC NPUHATOrO K 3KCNyaTaLum AoMKHbI 6bITb onpeAeneHbl U A0KYMEHTanbHo opopMneHsl.
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JeaTenbHOCTb, CBA3aHHasA ¢ paspaboTKol 1 TeCcTUpoBaHUeM, MOXeT BblTb MPUYNMHON CepbesHbIX Npo-
6nem, Hanpumep HexenaTenbHbIX U3MEHEHUA hakioB UMM CUCTEMHON cpefbl, a Takke CUCTEMHbIX CGoEB.
Mpuatom cneayet obecneyrBaTtb HEO6XOANMBIN YpOBEHb pasgeneHns mexay cpegamMm NpoMblLLIEHHOR 3Ke-
nayaTauumn No oTHOLIEHWIO K cpeaaM TeCTUPOBaHNSA, a Takke ANA NpefoTBpalleHns onepaunoHHbIX c6oeB.
AHanornyHoe pasgeneHue cnegyeT Takke peanmsoBbiBaTb Mexay hyHKUUAMN paspaboTkn 1 TECTUPOBaHUS.
B aTtom cnyvae Heobxoaumo noaaepkuneaTte B paboyemM COCTOSHUM OTAENbHYH cpeay, B KOTOPOW creayeT
BbIMNOMHATL  KOMMMEKCHOe  TecTUpOBaHWE C  WM3BECTHOW  CTabunbHOCTbIO W NpedoTBpawaTth
HeCaHKLU/OHNPOBaHHbIN AOCTYN CO CTOPOHbI pa3paboTymKoB.

Tam, rae coTpyaHWKK, OTBeYatoLLme 3a paspaboTKy U TeCTUPOBaHWE, UMEOT AOCTYMN K CUCTEME U 4aHHBLIM
cpeabl MPOMBILLNIEHHOW 3KCNyaTaumMu, OHU UMEroT BO3MOXHOCTb YCTaHOBUTL HEaBTOPU3OBAHHYIO U HEMPO-
TECTUPOBAHHYO MPOrpamMmmy U1 N3MeHUTb AaHHble B onepaunoHHon cpege. NpuMeHUTenbHO K psigy cuctem
3Ta BO3MOXHOCTb Morna 6bl 6bITb MCMOMb30BaHa C Lenbio 3noynotpebneHns, a MMeHHO AN coBepLueHUst
MOLLUEHHUYECTBA UM YCTaHOBKMA HENPOTECTMPOBaHHON UM BpeAOHOCHOW Nporpammel. HenpotecTnposaHHoe
11 BpeaoHOCHOe NporpaMmmHoe obecnedyeHne MoxeT ObITb MPUYNHON cepbesHbIX Npobnem B onepauoHHON
cpege. PaspaboTymku 1 cneuyanncTbl, NpoBoAsLLMe TeCTUPOBaHUe, MOTYT Takke OblTb MPUYNHON Yrpo3 Ans
6e30MacHOCTU onepaunoHHON MHpoPMaLMN U CUCTEMBI.

Kpome Toro, ecnin paspaboTka M TeCTUpPOBaHWE NPON3BOAATCS B O4HOM KOMMbIOTEPHOM cpeae, 3TO MOXeT
cTaTh NPUYMHON HenpeaHaMepeHHbIX U3MeHeHN nporpamMmmHoro obecnedeHns n nHdopmauui. Pasgenexne
cpea paspaboTkn, TECTUPOBAHMSA 1 SKCMNyaTauum siBAsieTCA, crieqoBaTtenbHo, LenecoobpasHbiM 4 yMeHb-
LUEHMS prUcKa CriyvaiHoro U3MeHeHWs U HeaBTOPU3OBaHHOroO 4OCTYMa K NporpaMMHoMy obecneyeHuo nbus-
Hec-AaHHbIM cpeabl TPOMbILLNEHHON 3KkennyaTauun. Heobxoaumo paccmaTpusaTh criegytoLme MeponpuaTms
no yrnpasneHuo UHpopMaLMOHHOK 6e30MacHOCTbIO:

- NporpammHoe obecneveHne gnsa paspaboTky U akcnyaTaLm, No BOSMOXHOCTU, A0SDKHO paboTaTb Ha
pPasnUYHbIX KOMMNbIOTEPHBIX NpoLeccopax UM B pasfuyHbIX JOMEeHaxX UM ANPEKTOPUsIX;

- AercTBuMA no paspaboTke N TECTUPOBAHWNIO AOMKHbI BbITh pasgenieHbl, HACKOMLKO 3TO BO3MOXKHO;

- KOMNUAATOPbI, PeaaKToPbl U APYrie CUCTEMHbIE YTUMNTLI He A0KHbI GbiTb AOCTYMHBI B ONepaLMoHHON
cpeae 6e3 kpaiHen HeobXxoaNUMOCTH;

- YyTOObl YMEHbBLUNTL PUCK OLIMGOK, 47151 ONepPaLMOHHBIX 1 TECTOBLIX CUCTEM AOIMKHBI UCMOMb30BaThLCS
pasnu4Hble NpoLeaypbl pernctpauum (sxoaa B cuctemy). lMons3oBaTtenam cneayert pekomeHaosatb NpuMeHe-
HUE Pas3NMYHbIX NaPOen AN STUX CUCTEM, a B UX SKPAHHBIX MEHHO JOSMKHBI NOKa3bIBATbCA COOTBETCTBYOLWME
naeHTudmKaLmnoHHble coobleHus;

- pa3paboTUMKN MOTyT MMeTb AOCTYM K NaposisiM CUCTEM OnepauMoHHON cpeabl TOMBLKO B TOM cny4ae,
€Cnun BHeApeHbI creuuarnbHble MeponpusiTusl No nopsaky NpegocTaBneHus naponen Ana noaaepxkn cpeabl
MPOMBILLMIEHHOW 3KcnayaTaumMn. 3T Mepbl 4OMKHBI 06ecrneYnBaTb CMEHY Naporieil Nocne UCMoNb30BaHUS.

8.1.6 YnpaBneHue cpegcTBamu o6paboTku uHcpopMaLum CTOPOHHUMU NULLAMU UW/UNK opraHusa-
LMsMHU

Mcnonb3oBaHne CTOPOHHUX NOAPSAYNKOB A5 yrpaBreHus cpeacteamm obpaboTkm nHgpopmaumm aens-
eTcsl MoTeHUManbHoOW yrpo3oi ans 6e3onacHoCcTW, NOCKOMbKY BO3HUKAET BO3MOXHOCTb KOMMApoOMeTauuu,
noBpeXaeHNs Unn NoTepyr AaHHbIX B opraH1MsaLmnmn noapsaavmka. Takue pucku AomkHbI 6bITb M aeHTUdULMpoBa-
Hbl 3apaHee, a COOTBETCTBYOLLME MEPOTPUATUS MO ypaBieHnto MHopMaLMoHHon 6e3onacHOCTbIO cornaco-
BaHbI C NOAPSAAYNKOM M BKIIOUEHBI B KOHTPAKT (4.2.2 N 4.3 B OTHOLLEHUM PYKOBOACTB MO KOHTPaKTaM € TpeTben
CTOPOHOM, NpeaycMmaTpuBatoLLMX AOCTYN K cpeAcTBam 06paboTkun MHopMaL MM opraHn3asnm U B OTHOLLIEHUN
KOHTPaKTOB MO ayTCOPCUHTY).

B aTux ycriosusix TpebyeTcs pelueHue crneumanbHbIX BOMNPOCOB:

- MAeHTUMKaLMS BaXKHBIX NN KPUTUYECKNX BUSHEC-NPUNOXKEHMIA, KOTOPbIE NyYLLEe OCTaBWUTb B OpraHu-
3auun;

- nonyveHue onobpeHus BnagenbLER KOMMepPYeCckUX BU3HEC-PUNOXKEHUIA;

- OLleHKa BNUsIHNA Ha nnaHbl obecneveHns HenpepbIBHOCTU Br3Heca;

- onpegeneHve nepeyHsi ctTaH4apToB 6€30MacHOCTU, KOTOpbIe AOMKHbI BbIThb BKIOYEHbI B KOHTPAKThI, U
npoLeayp NpoBepku BEIMOMHEHNST UX TpebGoBaHWNA;

- pacnpegeneHne KOHKpeTHbIX 0bs3aHHOCTeN 1 Npoueayp Ans achekTUBHOro MOHUTOPUHIa BCeX npu-
MeHsIeMbIX BUAOB AeATEeNbHOCTU, CBA3aHHBLIX ¢ MHpopMaLNOHHOM 6e30MacHOCTbLIO;

- onpegeneHue 06s83aHHOCTEN 1 NpoLeayp B OTHOLUEHUN MHpOPMUPOBAHMS U yNpaBnieHus npoLleccamm
nYKBMAALUN NocneaCTBMA MHLMAEHTOB HapyLleHus nHdopMaLumnoHHon 6esonacHocT (8.1.3).

8.2 MnaHupoBaHUe Harpy3kn U NnpueMKa cUucTem
Llenb: cBegeHne kK MUHUMYMY pucka c6oeB B paboTe cuctem.
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[nsa o6ecneveHns 4OCTYNHOCTU AaHHbIX, TPeGyeMoi NPOUM3BOANTENbHOCTU U PECYPCOB CUCTEM HeoBXo-
AnMo NpoBecTU NpeABapuUTenbHOe MilaHMPOoBaHUe U MOAroTOBKY.

[ins cHWkeHUs pycka neperpysku cucTeM HeobxoAMMO NPOBOANTL aHaNU3 NPeANosIaraeMon ee Harpysku.

TpeboBaHus K aKkcnnyaTaLumM HOBbLIX CUCTEM AOIDKHBI ObITb oNpeAeneHbl, A0KYMeHTanbHo ohopMIIeHb! U
NMpoTecTUpOBaHbl Nepes UX NPUEMKON 1 UCTIONbL30BaHUEM.

8.2.1 NnaHupoBaHUe NPoOU3IBOAUTENLHOCTU

[na obecnevyeHuns Heob6XoAUMbIX MOLLHOCTe No 06paboTke u xpaHeHno nHdopmaumm Heobxoanm aHa-
N3 TekyLUMx TpeboBaHUiA K NPOU3BOAMUTENBHOCTU, a Takke NPOrHo3 6yaywmx. ST NPOrHo3bl AOMHKHbI YUNUTbI-
BaTb HOBble (PYHKLUMOHArbHBIE U cUCTEMHBbIE TpeboBaHUA, a Takke TekyLiue NnaHbl U NepcneKkTUBHbLIE MiaHbI
pasBUTNA NHpOPMALIMOHHBIX TEXHOSOMMIA B OpraHn3aumu.

MaiHpperiMmbl TpebyoT ocoboro BHUMaHUS BCreACcTBUE 3HAYUTENbHBbIX (PUHAHCOBLIX U BPeMEHHbIX
3aTpaT Ha MOBbILWEHWE WX Npou3BOAUTENbHOCTU. PykoBoauTenu, oTeBevalowne 3a npegocTaBneHve
M3NHMDPENMOBBIX YCNYT, AOIPKHBEI MPOBOAUTL MOHUTOPUHT 3arpy3skn KNOYEBbIX CUCTEMHBIX PECYPCOB, B TOM
yncre NpoLeccopoB, onepaTUBHOM U BHELLHEW NaMsATU, MPUHTEPOB N APYrMX yCTPONCTB BbIBOAA, a TakKe CUC-
TeM cBA3U. DTN PYKOBOAUTENN AOIDKHBI onpeaensTb oblme noTpebHOCTN U TeHAEHUWN B UCMONb30BaHUM KOM-
MbIOTEPHBIX PECYPCOB, YTO 0COBEHHO BaXKHO Ans NOAAEPKKU BU3HEC-MPUMOXKEHUIN UNN CUCTEM YnpaBneHus
ANsi pykoBoACTBa.

PykoBoauTensim cnegyeT UCMONb30BaTh 3Ty MHGOPMaLMIO € Lienbio naeHTudunkaunm/nsdbexxaHns noteH-
LnarnbHO y3KMX MecT, NpedcTaBnsatowmx yrposy 6e30nacHOCTM CUCTEMbI UMK NOMb30BaTeNbCKUM CepBUCaM, a
Takke C LUenblo MaHMpOoBaHUsl COOTBETCTBYIOLUMX MeponpusaTui no obecneuyeHnio WHOPMaLMOHHON
6e30nacHoCTW.

8.2.2 MNpuemka cuctem

Mepea npnemMKon cucTem A0MKHBI BbITb OnpeaeneHbl KPUTEPUN NPUEMKA HOBbLIX MHPOPMaLIMOHHBIX CUC-
TeM, HOBbIX BePCUIA 1 OBHOBMEHUNA, a Takke A0SPKHO NPOBOANTLCA Heobxoaumoe ux Tectuposaxue. TpeboBa-
HASL U KpUTEepuu AN NPUHATUSE HOBBIX CUCTEM [AOMKHbI ObiTb YeTKOo onpegeneHbl, COornacoBaHbl,
AOKyMeHTanbHo odopmMieHbl 1 onpoboBaHbl. B aTux Lensx HeobxoauMo npegycMaTpusaTh criegylolme
MepOonpUATUs Mo ynpasneHuio nHpopmaLMoHHOW 6e30MacHOCTLIo!

- OLleHKa BbINONHeHWs TpeboBaHUIA K MOLLHOCTM U NPOU3BOAUTENIbHOCTU KOMMNbIOTEPA;

- onpederneHue nNpoueayp BOCCTaHOBMEHUN nocne cboes 1 NOBTOPHOrO 3anycka, a Takke popMmmpoBa-
HWe nnaHoB obecneYveHnss HenpepbiBHOW paboThl;

- MoAroToBKa U TeCTUpOBaHWe TUNOBLIX ONEePaLMOHHbIX MPOLLECCOB Ha COOTBETCTBUE onpeAeneHHbIM
cTaHgapTam;

- Hannure HeobxoanmMoro Habopa cpeacTs KOHTPONsA UHgopmaLmoHHol GesonacHocTy;

- paspaboTka 3 eKTUBHBLIX PYKOBOACTB MO NpoLeaypam;

- oBecrieyeHre HenpepbIBHOCTU GU3Heca B cooTBeTCTBUM C TpeGoBaHuAMU 11.1;

- obsizaTenbHas nposepka OTCYTCTBUA HeBNAronPUATHOrO BAMAHUA HOBLIX CUCTEM Ha CyLLeCTByoLLue,
0coBeHHO BO BpeMsi MakcuMarbHbIX Harpysok, Hanpumep, B KOHUe Mecaua;

- KOHTPOIb NPOBEAEHUS aHanNU3a BANSIHUA, OKa3bIBAaeMOro HOBOW CUCTEMOI Ha 06LLYI0 MHOPMaLUOH-
Hyto 6e30nacHOCTb opraHusaLmm;

- opraHusauus npodeccrMoHanbHoOW NOAroTOBKN NepcoHana K akcnayaraumum 1 UCNosb30BaHUIo HOBbIX
cucTeM.

[Ons KoHcynbTauuWii Ha Bcex aTanax paspaboTku HOBBIX CUCTEM AOMKHbI NMPUBMEKaTbLCs CNyX6bl noaaep-
XKW (3KCMyaTalum) U nonb3osaTenu ¢ Uenbto obecneveHnn acpdeKTUBHON aKennyaTaumMm NpoeKTupyeMoi
cucTtemsl. [Mpn 3ToM AOMKHBI NPOBOAUTLCA COOTBETCTBYIOWNE TECTHI ANA NOATBEPKAEHUS TOro, YTO BCE KpUTe-
PUU MPUEMKN YAOBIETBOPEHbI MOJSTHOCTbLIO.

8.3 3awuTa oT BpeAoOHOCHOro NporpaMMHoOro o6ecnevyeHusn

Llenb: obecneveHune 3awuThbl LLENIOCTHOCTU NPOrpamMMHOro obecneyeH1st U MaccuBoB MHGopMaLMK.

Heobxoammo npuHMmaTh Mepbl peaoTBpaLleHus n 0bHapyXeHUst BHeapeHUsi Bpe AOHOCHOTO Nporpam-
MHoro obecneyeHust.

MporpammHoe obecneyeHue u cpeacTea 0bpaboTkm MHOPMaLMN YA3BUMbI K BHEAPEHUIO BPEAOHOCHOMO
nporpaMmHoro obecneqeHusl, Takoro kak KOMMbHOTEPHbIE BUPYCHI, CETEBLIE «4epBU», «TPOSIHCKUE KOHWU»
(10.5.4) n nornyeckme 6om6bl. Monb3oBaTenn AoMkHbI BGbiTb OCBeAOMMEHbI 06 OMacHOCTM UCMOMb30BaHUS
HeaBTOPU3OBaHHOrC N BPELOHOCHOTO MPOrpamMMHOro obecneveHusi, a COOTBETCTBYIOLLME PYKOBOAUTENN
AOMKHbI 06ecneynTb BHegpeHve cneumarnbHbIX CpeacTB KOHTPONS € Lienblo o6HapyxeHus n/unu npegoTepa-
LLeHUs NPOHNKHOBEHUSI MNoaobHBIX NporpaMM. B 4acTHOCTW, BaXHO MPUHATME Mep NPeAOCTOPOXHOCTU C
Luenblo oBHapyXeHUs U nNpedoTBpalleHUsl 3apaXeHWUs KOMMbIOTEPHLIMU  BUPYCamMu MepcoHanbHbIX
KOMIMbIOTEPOB.
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8.3.1 MeponpuaTua no ynpasneHuo MHopMaLuoHHo 6esonacHocTbIo Ans 6opbL6bLI ¢ Bpeao-
HOCHBLIM NPOrpaMMHbIM o6ecnevyeHmem

C uenbto oBHapyXeHUst 1 NpedoTBpaLLeHUst IPOHUKHOBEHUA BPEAOHOCHOro NporpamMmmHoro obecneye-
HUSA Heobx0AMMO NNaHNPOBaHKeE 1 peanusalns MepornpuUaTUAN No ynpasneHuio nHopmaLMoHHoi 6esonac-
HOCTbIO, a Takke dopMupoBaHue npouedyp, obecrneynBatlonX COOTBETCTBYIOLLYIO OCBEAOMMEHHOCTb
nonb3osaTtenen. 3awmTa oT BpegoHOCHOro NporpaMMHoro obecneyeHns AokHa OCHOBbLIBATLCA Ha NOHUMa-
HUKM TpeboBaHiA 6e30MacHOCTM, COOTBETCTBYHOLLMX Mepax KOHTPOMs AoCTyna K cucTeMam U Hagnexaiiem
ynpasfeHnn n3MeHeHusaMnU. HeobxoammMo paccMmaTpuBaTh criedytolime MeponpusaTUa No  yrpasreHuo
NHcopMaLMOHHOW 6e30MacHOCTbHo:

- AOKYMEHTUPOBaHHYHO NOMUTUKY, TpebytoLyto cobnogeHns NMueH3NoHHbBIX CornalleHnia U yctaHasnu-
BaloLLYIo 3anpeT Ha UCMoSb30BaHNE HeaBTOPU3OBAHHOrO NporpammHoro obecnedenus (12.1.2.2);

- AOKYMEHTUPOBAHHYH MOMUTUKY 3aLLMThI OT PUCKOB, CBA3AHHBIX C MONy4YeHnem dainos U nporpammHo-
ro obecneyeHuns U3 BHELLHWX CeTell, Yepes BHELLHWe CeTu 1Ny 13 nobon apyroi cpeasbl. B aToll nonutuke gon-
XHO coflepxaTbCsl ykaszaHne 0 Heo6XoaUMOCTM NPUHATUS 3almMTHBLIX Mep (10.5, 10.5.4, 10.5.5);

- YCTaHOBKY W perynsipHoe 06HOBNEHNE aHTUBUPYCHOro NporpaMMHoro obecnevenns aAns obHapyxeHus
1 CKaHMPOBaHNA KOMMbIOTEPOB U HOCUTENEN MHOPMaLMK, 3anyckaeMoro B cllydae Heo6XoAMMOCTU B Kavec-
TBE MPEeBEHTUBHOM Mepbl UM PYTUHHOW NpoLeaypsl;

- NpoBeAeHWe perynapHbIX MHBEHTapu3aLuiA nporpaMmHoro obecneyeHus 1 AaHHbIX CUCTEM, Noaaep-
XUBaOLLMX KpUTUYeckne BusHec-npoLeccel. Heobxoauma Taioke hopManusoBaHHas npoueaypa no paccne-
AOBaHWIO NMPUYKH MOABMEHNA NoBbIX HeaBTOPU3OBAHHBIX U U3MEHEHHBIX (halifioB B cucTeme;

- MpoBepkKy Bcex haitnos Ha HOCUTENSX NHpopMaLIMK COMHUTENBbHOTO UMM HEaBTOPU3OBAHHOMO MNPOUC-
XOXAEeHUS Unn hainos, NonyvYeHHbIX U3 06LLeJ0CTYMHBIX CEeTEN, Ha Hannyune BUpYcoB nepea paboTol ¢ 3TuMn
dainamu;

- NPOBEpPKY MoBbIX BOXKEHNN 3NIEKTPOHHOR NOYThHI U ckavMBaeMo MHhopMaLMmn Ha Hanu4ue BpeaoHOC-
HOro nporpamMmmHoro obecneyeHns 4o UX UCTONb30BaHMUS.

3Tanposepka MOXeT BbITb BbIMNOIHEHA B pa3HbIX TOYKAX, HanpUMep, Ha 31eKTPOHHOM NoYTe, NepcoHanb-
HbIX KOMMblOTEpax UMM Npu BXode B CeTb opraHusaLuu;

- ynpaBneH4eckre npoueaypbl 1 0653aHHOCTU, CBA3AHHbBIE C 3aLLMTON OT BUPYCOB, 0By4eHUe NpuMeHe-
HUIO 3TUX MpoLleayp, a TakkKe BONPOChl ONOBELUEHNS 1 BOCCTaHOBNEHNS Nocne BUPYCHbIX aTak (6.3, 8.1.3);

- COOTBETCTBYIOLWME NNaHbl No obecneveHno HenpepbIBHOCTM BU3Heca B YaCcTU BOCCTaHOBMEHUSA nocrne
BUPYCHbBIX aTak, BKITtoYas Bce HeobXxoaMMble MeponpUsiTisi o pe3epBUPOBaHUI0 U BOCCTaHOBIIEHUIO AaHHbIX U
nporpammHoro obecneveHus (pasgen 11);

- MpoLeaypbl MO KOHTPOMIO BCei MHdopMaLnu1, kacatoLleidcsl BpeoHOCHOro NporpaMmMmHoro obecneye-
HUsA, obecrevyeHne TOYHOCTU 1 MHOPMATUBHOCTU NpeaynpeauTenbHbIX coobleHuid. [ins onpegeneHus pas-
MYMA Mexay NOXHbIMU U pearnbHbIMN BUPYCaMn JOMKHBI NCMOMb30BaThCs NPOdEeCcCUoHarbHbIe CTOYHUKN,
HanpuMep, pecnekTabenbHbIe XXypHarbl, 3aciyX1BatoLLme A0BepUs UHTEPHET-CaMThLI UM NOCTABLUUKA aHT M-
BUPYCHOro nporpaMMHoro obecneyveHunst. NepcoHan gomkeH OblTb ocBEAOMITEH O NPobreme NoXHbIX BUPYCOB
1 QeACTBUAX NPU UX NONyYeHNN.

OTU MeponpuaTUA 0cobeHHO BaXkHbl B OTHOLLEHWN ceTeBbIX (hainoBbIX cepBepoB, o0b6cnyKnBaoLwmx
GonbLUoe KONM4YecTBo paboumx cTaHUui.

8.4 BcnomorartenbHble onepayuu

Llenb: nogaep:kaHue LenocTHOCTU 1 4OCTYMHOCTM yenyr no obpaboTke nHpopmauum 1 ceaA3W.

B cooTBeTCTBMM C YTBEpXKAEHHOW CTpaTerMen OOSMKHbI YCTaHaBNMBATbCS perynsipHble npoleaypbl
pe3epBMpOBaHUS NpuKknagHoro nporpaMmHoro obecnedeHns (11.1), bopMUMpoBaHUS KOMWA AaHHBIX U TECTU-
POBaHWSA, UX CBOEBPEMEHHOIO BOCCTAHOBMEHUS, perucTpaLnm cobbiTuin n olwmbok u, rae HeobxoanMMo, MOHU-
TOPWHIa COCTOSIHUA annapaTHbIX CPeaCcTB.

8.4.1 PesepBupoBaHue uHcopmaLum

PesepBHOe KonMupoBaHMe BaxKHOW cnyxebHol uHdopMauun 1 nporpammHoro obecneyeHnst 4OMMKHO
BbINOMHATLCA Ha perynsipHon ocHose. CrnegyeT obecneunsBaTtb agekBaTHblE CPEACTBa pe3epBUpOBaHUS Anis
obecneyeHns yBepeHHOCTU B TOM, YTO BCsl BaXHas AenoBas MHopMaLus 1 nporpaMmmHoe obecrneyeHme cMo-
ryT 6bITb BOCCTAHOBIEHbI Nocrne 6eacTeus nnm cbos o6opyaosaHuns. MeponpuaTus No pesepsuUpoBaHnIo Anst
KaykdoM o0TAeMNbHON CUCTeMbl AOMKHbI PerynsipHo TecTMpoBaThea Ans obecneyeHust yBepeHHOCTU B TOM, 4YTO
OHUW yAOBMeTBOpsOT TpeboBaHWsAM NaHoB no obecneyeHnto HenpepbiBHOCTN 6usHeca (pasgen 11). B atux
cnyyasix uUenecoobpasHo NPUMEHATb Cneayolne MeporpusaTus no  yrnpasneHuio UHOPMaLMOHHON
6e30MacHOCTbLIO!

- MMHUManbHO HeobXxoaMMbIA 06BbEM pesepBHOI MHOPMaLMK, BMECTE C TOUHBIMU U MOMHBIMU Peruc-
TPauUMOHHBIMU 3aNUCAMU NO CoAePXKaHUIo pe3epBHbLIX KOMWIA, a Takke AOKYMeHTaLms no npoLedypam BoccTa-
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HoBRneHus Bo usbexxaHue Noboro NoBpexaeHUs oT CTUXUAHBIX BeACTBUIA AOIKHBI XpaHUTLCS B AOCTAaTOYMHO
oTAaneHHOM MecTe 0T OCHOBHOrO 3aaHust. [No kpainHein mepe Tpuy NoKoneHus! (LMKna) pesepBHON UHGopMaLMm
OOIMKHbI OblTb COXpaHeHbl AN BaXKHbIX OU3HeC-NPUITOXEHUIA:

- pe3epBHaa UHdopMaLua AomKkHa 6bITb 06ecneyeHa rapaHTUPOBaHHBIM YPOBHEM (hU3UHECKONA 3aLLMThI
1 3aNTLI OT BO3AEUCTBUIN OKpYXatoLlen cpeabl (pasaen 7) B COOTBETCTBUM C YpOBHEM 6e30MacHOCTU B OCHOB-
HOM 3aaHuK. MeponpuaTus, npuMeHsiemMeble Ko6opyaoBaHMWIO B OCHOBHOM 30aHUK, AOMKHBI PACNpPOCTPaHATLCA
Ha pe3epBHbINA NYHKT;

- pe3epBHOE 060pyAOBaHWE AOIDKHO pPerynspHo noaeepraTbcs TeCTUPOBaHUtO Anst oGecnevyeHust yse-
PEHHOCTU B TOM, YTO B Cly4ae BO3HUKHOBEHWUS Upe3BblYaiHbIX CUTYaLWUIA Ha ero paboTy MOXHO MOMNOXUTLCS;

- NnpoueAaypbl BOCCTaHOBMEHUA crieyeT perynsipHo akTyanuamposaTb U TeCTUpoBaTh A5 obecneyeHus
yBepeHHOCTU B UX 3ch(PEeKTUBHOCTHU, a Takke B TOM, 4TO A5l BbIMOSIHEHWUS 3TUX NpoLeayp noTpebyeTcs He 601b-
e BpEMEeHN, YeM onpeaeneHo onepaunoHHbIMU NpoLeaypamMu BOCCTaHOBIEHUS.

CneayeT onpeaenstb Nepyuoabl XpaHeHUst BaXKHOM cryxebHoi MHdopMaumu, a Takke yuuTeiBaTb Tpebo-
BaHUA K apXUBHBIM KOMUSAM AONTOBPEMEHHOro XpaHeHus (12.1.3).

8.4.2 XypHanbl aeiicTBUIA onepatopa

OnepaTtopbl OMKHBI BECTU XKypHar, B KOTOPOM crieayeT (pUKCUpoBaThb:

- BpeMsl Havyana v saBeplUeHusi paboTbl CUCTEMbI;

- OWMOBKM CUCTEMBI 1 NPEANPUHSITLIE KOPPEKTUPYOLLIME OENCTBUS;

- noATBepXAeHue NpaBuibHOK 06paboTkM AaHHbLIX halinoB MU BbIXOAHLIX AaHHLIX KOMMbOTEPA;

- NIWYHbIe AaHHble (Hanpumep, hamunus, 4OMKHOCTb ) IPOM3BOAALLErO 3aMUCK B XXypHar cneuuanucta.

>KypHanbl onepatopa gomkHbI 6bITb NpegMeTOM NOCTOSIHHLIX HE3aBUCUMbIX NPOBEPOK HA COOTBETCTBUE
TpeboBaHNsIM onepauuoHHLIX NpoLeayp.

8.4.3 Peructpauus owmnbok

06 owwunbkax HeobxoANMMO AoKMNaAbIBaTb U MPUHUMATL KOPPEKTUpYoLMe AEUCTBUS B COOTBETCTBUM C
yCTaHOBEHHBLIM nopsigkoM. HeobxoamMmo pernctpupoBaTth coobLueHna nonb3osaTtenei 0o owwmbkax, cBA3aH-
HbIX ¢ 06paboTkon nHoPMaLIMKU UNn cuctemamm cBsi3u. [JoKHbI CyLWecTBoBaTh YeTkue npasuna o6paboTku
JOMyLLEeHHBIX OLWNOOK, BKIToYaoLme:

- aHanua ownbok ans obecneyeHns yBepeHHOCTU B TOM, YTO OHU BN yAoBNETBOPUTENbHEIM 06pa3om
yCTpaHeHbl;

- aHanu3 NpeanpUHATBIX KOPPEKTUPYOLLUMX Mep, o6ecnednBaoLLnX YBEPEHHOCTb B TOM, YTO MEPONPUs-
TUS MO yNpaBneHno MHopMaLMOHHOM 6e30MacHOCTbIO He BblTM CKOMMPOMETUPOBaHbI (HapyLUeHbl) 1 npea-
NPUHATbIE AeNCTBUA Hagnexawmm o6pasomM aBTOPUIOBaHbI.

8.5 YnpaBneHue ceTeBbIMU pecypcamu

Llenb: obecneuyeHne 6e3onacHoOCTM MHPOPMALIMK B CETHAX U 3aLUUTLI NOAAePXKUBaOLLEn MHPacTpyK-
Typbl.

YnpasneHne 6e30NacHOCTbH0 CETEN, KOTOPbIE MOTYT BbITh pacnonoXeHbl 3a NpeAenamu rpaHuL, opraHu-
3auuu, TpebyeT BHUMaHMWS.

JononHuTenbHble MeponpusTUA Mo ynpasfieHnto UHPOPMaLMOHHON 6e30MacHOCTLI0 MOTyT Takke
noTpeboBaTbca ANSA 3aUThbl BaXHbIX AaHHbIX, NepegaBaemMblix Yepes obLeaoCTYMHbIE CeTu.

8.5.1 CpeactBa KOHTpONA ceTeBbIX pecypcoB

[ns o6ecneyermns TpebyeMoro ypoBHsl 6e30MacHOCTM KOMMNBIOTEPHBIX CETEN U ero Noaaepkkn TpebyeT-
csl KOMMNEeKC cpeacTB KOHTpoNs. PykoBoautenu, oTBevatoLlme 3a NoaaepkKy CETEBLIX PECYPCOB, AOMKHbI
obecneynBaTb BHeAPEHWE CPEACTB KOHTPOISA 6€30MaCHOCTM AaHHBIX B CETSIX 1 3aLLUTY NOAKIIOYEHHBIX CEPBU-
COB OT HeaBTOPMU3OBAHHOIO AocTyna. B yactHocTu, Heobxoanmo paccMaTpMBaTh cneaytolme mepobl 1 cpea-
CTBa ynpasneHnsa MHPOPMaLMOHHOW B6e30MacHOCTbIo!

- crniegyeT pacnpeaensiTb OTBETCTBEHHOCTb 3a MoAAepKaHNe CETEBbIX PECYPCOB U KOMMbIOTEPHBIX One-
pauui (8.1.4);

- cllegyeT ycTaHaBnNMBaTh Npoueaypbl U 06513aHHOCTI MO YNpaBneHuo yaaneHHsIM o6opyaoBaHnem,
BK/tovasi o6opyaoBaHune, yCTaHOBNEHHOE Y KOHEYHbIX Nonb3oBaTenein;

- ecnu HeoBxoauMo, cneumanbsHele cpeacTBa KOHTPONS cneayeT BHeApATb ANnst obecneveHns KoHpu-
[AeHLNaNbHOCTH 1 LLeNOCTHOCTI AaHHbIX, MPOXOAALLMX MO 06LWeA0CTYNHBIM CeTAM, a Takke AN 3aluThl noa-
KrntoveHHbIX cucteM (9.4 n 10.3). MoryT Takke noTpeboBaTbca cneuuanbHble CpeacTBa KOHTPOMs AN
noaaepXaHus JOCTYNHOCTN CETEBLIX CEPBEPOB N PABOUUX CTaHLMA;

- AeCTBMSA NO ynpaBneHuo HeobxoaMMo TLaTebHO CoU3MepPSATh Kak ¢ TpeboBaHUAMM K cepBucam oT
6usHeca, Tak 1 ¢ obwmmin TpebosaHuamMmM k obecriedeHnto 6esonacHocTu nHpacTpykTypbl 06paboTkm nHdop-
maumn.
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8.6 BesonacHocTb HocUTenen MHdopmaLuu

Llenb: npegoTBpalleHWe NOBPEXAEHWIN aKTUBOB U NpepbiBaHUiA 6usHec-npoLeccos. Mcnonb3oBaHne
HocuTenen MHpopMaL M OMKHO KOHTPONMPOBATLCS, a Takke AoIPkHa obecneunBaTbes UX pusnveckas 6eso-
MacHOCTb.

JornxHbl 6bITb ONpeaeneHsl COOTBETCTBYOLME NPOLeAYPbl 3aLUMThl AOKYMEHTOB, KOMMbIOTEPHbIX HOCU-
Tenen uHcbopMauum (NeHT, ANCKOB, KacceT), AaHHbIX BBOAA/BbIBOAA 1 CUCTEMHON AOKYMeHTauun OT NoBpeX-
AEeHWNA, BOPOBCTBA U HENPaBOMOYHOTo A0CTYNa.

8.6.1 Ucnonb3oBaHUe CMeHHbIX HOCUTeNen KOMMNbIOTEPHON UHdOpMaLIUK

[omkHbI cylecTBOBaTL NpoLeAypbl N0 UCMOMb30BaHWUI0 CMEHHbLIX HOCUTENE KOMMbIOTEPHOI NHGOpMa-
LN (NEeHT, OUCKOB, KACCET, a Takke nevyaTHbIX 0T4eToB). B aTux criyyasix Heo6xoamMmo paccmaTtpusaTh crieqyto-
LMe MeporpusiTUs No ynpaeneHuo NHopMaLMoHHON 6e30NacHOCTLIO:

- eCN1 HoCUTeNM MHopMaLMM MHOTOKPaTHOro UCNorb3oBaHNs GonbLue He TpebyoTCA U NepeaatoTcs 3a
npederibl opraHnsaumu, To NX CoOAepPXXUMoe AOIMKHO BbiTb YHUUYTOXEHO;

- B OTHOLUEHWNW BCEX YHUUTOXaeMbIX HocUTenen nHcopmaLn 4OMKHO BbITb MPUHATO COOTBETCTBYOLLEE
pelleHve, a Takke AoMmKHa ObITb caenaHa 3anucb B PermcTpaLlMoHHOM XypHarne, KOTOPbIA creayeT XpaHnTb
(8.7.2);

- BCE HOCUTENW MHpopMaLun cneayeT XpaHUTb B HaaeXXHoM, 6e3onacHOM MecTe B COOTBETCTBUM C Tpe-
6oBaHNAMU N3rOTOBUTENEN.

Bce npoueaypbl aBTopmnsaLmn AomMKHbl BbITb YETKO OKYMEHTMPOBAHDI.

8.6.2 Ytunusauusa Hocutenen uHcpopmMauum

Hocutenu nHcpopmaLm no okoHYaHUM UCMoMb30oBaHWA creayeT HaaexHo U 6e30nacHo yTUNN3MpoBaThb.
BaxxHas nHdbopMaLmns MoxeT MonacTb B PYKN MOCTOPOHHUX UL, U3-3a HEBPEXHOW yTUNM3aLmMm HocuTenen paH-
HbIX. YTOBbI CBECTN K MUHUMYMY TaKO pUCK, AOSKHbI BblTb YCTaHOBMEHbI (hopManv3oBaHHble npoleaypbl
6e3onacHoi yTununsaumm Hocutenei Hepopmaumun. ns atoro HeobxoaMmo npegycmaTpuBaTth cnegytolume
MeponpuUsTUS:

a) HocuTenu, coAepallme BaXHYH WHoOpMauuio, crieqyeT XpaHUTb U yTUNN3MPOBaTb HAZAEXKHO U
6e3onacHo (Hanpumep, NOCPEACTBOM CXUraHusi/namenbyeHmnst). Ecnn Hocutenu nnaHnpyetca ncnonb3oBaTb
B Mpeaenax opraHvMsaunm Ana apyrux sagad, To MHopMaLmns Ha HUX AOMKHa ObiTb YHUUTOXEHA;

6) HUXKe npuBedeH nepeyvyeHb OOLEKTOB, B OTHOLUEHUW KOTOPbIX MOXeT noTpeboBaTbca Gesonac-
Has yTunusaums:

1) BymMakHble JOKYMEHThI;

2) pedeBble UNu gpyrue sanucu;

3) konuposanbHas bymara;

4) BbIBOOUMbIE OTYETHI;

5) opgHopasoBble NeHTHI AN MPUHTEPOB;

6) MarHuTHbIe NeHThI;

7) CMeHHble OWUCKN NNU KacceThl;

8) onTunyeckue HOCUTENN AaHHbIX (BCe Pa3HOBUAHOCTU, B TOM YMCHe HOCUTENU, coagepXalyne npo-
rpammHoe obecneyeHue, NocTaBnsieMoe Npon3BoaUTENSIMM);
9) TeKcTbl Mporpamm;

10) TecToBble AaHHbIE;

11) cucTeMHasi QokyMeHTauus;

B) MOXeT oKasaTbCs MpoLlle NpuMHUMaTh Mepbl 6e30nacHoi yTunusaumMmM B OTHOLIEHUA BCEX HOCUTE-
nemn nHdopmaunm, YeM NbiTaTbCs COPTUPOBATL HOCUTENN MO CTENEHU BaXHOCTH;

r) MHOrMe opraHusauuMu npeanararoT ycnyru no cbopy u ytunusauum Gymarun, ob6opyaoBaHus
HocuTenen nHdopmaumn. CnegyeT TWwateneHo BbIOUpaTh NoAXoasLLero noapsaaymKka c yHeTomM MMeIoLerocs y
Hero oneiTa 1 o6ecnevyeHns HeoBXoaNMOro ypoBHS MHMOPMaLUMOHHOK Be3onacHoOCTH;

) Mo BO3MOXHOCTU credyeT pernctpypoBaTb YTUM3aUMIo BaXHbIX OOBEKTOB C Lenblo nocneayro-
Lero ayauTa.

Mpw HakonneHun HocuTenen uHpopmaLum, nognexawmx yTunusauuu, cnegyeT NpMHUMaTh BO BHUMA-
Hue «adbcpeKT HakonneHns», To ecTb 0ONbLLOK 06beM OTKPLITON MHOPMaLIMM MOXKET caenaTthb ee bonee Bax-
HOM.

8.6.3 Mpoueaypbl 06paboTkn Hdopmaumm

C uenbto obecneveHns sawuTbl MHGOPMaLMM OT HEaBTOPM3OBAHHOIO PACKPLITUSI UM HEMPaBUNBLHOTO
NCnonNb3oBaHWs HeoBXoAUMO ONpPeaennTL NpoLeaypbl 06paboTkn U XpaHeHUa MHbopMaLuK. ST NpoLeaypbl
AOMKHBI 6bITb pa3paboTaHbl C y4eTOM KaTeropuposaHusi UHpopmauun (5.2), a Taicke B OTHOLIEHUN JOKYMEH-
TOB, BbIYMCNTENbHBIX CUCTEM, CeTel, NepeHOCHbIX KOMMbIOTEPOB, MOBUIbHBLIX CPeACTB CBA3M, MOUTHI, peve-
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BOW MOYTLI, peyeBol CBA3N BoOGLUE, MybTUMEANAHBLIX YCTPONCTB, UCNONb30BaHKs hakcoB U NGLIX Apyrux
BaXHbIX 06 BLEKTOB, Hanpumep, 6naHKoB, YeKoB U cHeToB. Heo6X0AMMO UCNONb30BaThL CriegyoLwne Mmeponpus-
TUA No ynpasneHuto nHpopmaumoHHol 6esonacHocTbto (5.2 1 8.7.2):

- 06paboTKy U MapkMpoBaHMe BCcex Hocutenen nHcdpopmadum (8.7.2a);

- orpaHuyeHus 4ocTyna ¢ Lenbio naeHTudmrkaLmmm HeaBTopn3oBaHHOMO NepcoHana;

- obecneyeHne opmanvsoBaHHON perncTpaunm aBTOpU3oBaHHbIX Nosyyvatenei gaHHbIX;

- obecneyeHne yBepeHHOCTM B TOM, YTO flaHHble BBOAA ABNAOTCSA NONHBIMK, Npolecc 06paboTku saBep-
LaeTcs AOMKHBIM 06pasoM 1 MMeeTcsl NOATBEPXKAEHNE BbIBOAA AAHHBIX;

- obecneyveHve 3alWmnTbl UHoOpMaLMK, Haxoaswelcs B 6ydepe AaHHbIX M oXnaatoLweil BbiBoaa B COOT-
BETCTBMU C BaXHOCTLIO 3TON MHOpMaLmK;

- XpaHeHue HocuTenen uHpopmMaLum B COOTBETCTBUN C TpebBoBaHNSMU N3rOTOBUTENEN;

- CBeeHMe pacchifiki AaHHbIX K MUHUMYMY;

- YETKYH MapKMPOBKY BCEX KOMWIA AaHHBIX, NpeanaraeMbiX BHUMaHUIO aBTOPU3OBAHHOrO NonydaTtens;

- perynsipHbliA NepecMoTp CMUCKOB PacChlfiki U CMIMCKOB aBTOPM30BaHHbIX NoyYaTenen.

8.6.4 BbeszonacHOCTb CUCTEMHOM AOKYyMeHTaLuuu

CucTeMHas oKyMeHTaUMsa MOXeT coaepKaTb onpeaeneHHyo BaXHyH MHGopMaLmMio, Hanpumep, onu-
caHusi npoLeccoB paboTel BU3HeC-NPUNOXKEHWA, NpoLeayp, CTPYKTYP AaHHbIX, NpoLeccoB aBTopusaumm (9.1).
B 3TuX ycnosusx ¢ Lenbio 3alnTbl CUCTEeMHOW AOKYMEHTaLMN OT HeaBTOPM30BaHHOMo 40CTYNa HeobXoaAMMo
NMPUMEHSATL crieayroLme MeponpusiTUs:

- CUCTEMHYIO AOKYMeHTaLUuo crieqyeT xpaHuTb 6e3onacHbiM obpasom;

- CMUCOK ML, UMEOLL X AOCTYM K CUCTEMHOW AOKYMEHTaLMU, cneayeT CBOAUTL K MUHUMYMY; AOCTYN A0I-
XeH 6bITb aBTOPM3OBaAH BNagenblem BU3HeC-NPUNoXKeHUs;

- CUCTEMHYI0 JOKYMeHTauuo, noryyeHHyo/nogaepxmsaemyto Yepes obLeocTynHyo ceTb, cnegyeT
3awWMwaTh Hagnexamm obpasom.

8.7 O6MeH nHdopmaumelt U NporpaMMHbIM o6ecrneyeHuem

Llenb: npegoTBpalleHvWe noTepu, Moaudukalim nnnm HenpaBuibHOrO UCNOb3oBaHUA UHbopMaLn
npu oBMeHe el Mexay opraHMsaLusimu.

O6MmeH uHdopmMaLmein n nporpaMMHbIM obecnedeHeM Mexay opraHu3aumsiMy AoMKeH ObITb Mo KOH-
TponeM 1 CoOOTBETCTBOBATL AEUCTBYIOLLEMY 3akoHoAaTenbCTBY (pasgen 12).

O06MeH nHdopmaLumeint 4oKeH NPOUCXOANTL Ha OCHOBE CorfnalleHuin Mexxay opraHusauusaMin. Heobxo-
AVMO onpeaennTb NpoLedypbl U MEPONPUATUA MO 3aLLuTe nHdopMaLmMm 1 HocuTenen npu nepegade. Heobxo-
AVMMO YUWTBIBaTL NOCNEACTBUS AN AeATEIbHOCTU U 6e30NacHOCTU OpraHM3aLUnm, CBSI3aHHbIE C 3N1eKTPOHHBLIM
06MeHOM AaHHbIX, 3MEKTPOHHON TOProBei 1 3NeKTPOHHON NOYTON, a Takke TpeboBaHUs K MEPONPUATUSIM NO
ynpasneHuo nHpopmaLoHHoN 6e3onacHoCTbIo.

8.7.1 CornaweHus no o6meHy uHcdopmaLmeil u nporpaMMHbIM oGecneyeHueM

Mopsinok obmeHa nHgpopmaumen u NnporpaMmmHbIM obecrnevyeHnem (Kak aNeKTPOHHLIM cnocoboMm, Tak u
BPYYHYIO) MeXay opraHusauuamn, BknoYaa nepegady Ha xpaHeHne UCXOOHbIX TEKCTOB NporpaMM TpeTben
CTOPOHe, AoMnKeH GbITb cTporo chopMannaosaH 1 AokymeHTUpoBaH. Tpe6oBaHust 6e3onacHOCTN B NOAOGHbIX
cornaleHnax AoMKHbI yYUTbIBaTb CTENEHb BaXXHOCTU MHDOpMaLnK, siBRsioLLeAcs npeameTomM obMeHa. Heob-
X0AUMO, 4ToBbl TpeboBaHNA 6e30NacHOCTU B NOAOOHBIX COrMaLleHUsIX YYUThIBaNu:

- 06A3aHHOCTW PYKOBOACTBA MO KOHTPOSIO U YBEAOMNEHUIO 0 Nepeaye, OTNpaBke U NonyYeHn nHagop-
Mauumu;

- Npoueaypbl ANA yBeAOMNEHUA OTNpaBuTens o nepegade, oTnpaske U NonyyYeHnn nHopmaumm;

- MUHUManbHbIE TexHU4eckue TpeboBaHus No hopMUpoBaHUIO U Nepefaye NakeToB A4aHHbIX;

- Tpe6oBaHus K Kypbepckoi cnyxoe;

- OTBETCTBEHHOCTb U 06A3aTeNbCTBa B Cllyyae NoTepu AaHHbIX;

- UCMIONb30BaHWe COrNacoBaHHON CUCTEMbl MapKMPOBKW ANSl BaXHOW WU KPUTUYHON nHbopmaLlmu,
obecneumBaroLein ysepeHHOCTb B TOM, UTO 3Ha4YeHNe 3TOW MapkUpoBKKU ByaeT cpasy e NOHATHO U MHdopMa-
uns 6yaeTt cOOTBETCTBEHHO 3alLMLLEHa;

- onpegenexHue Bragensues nHgopmaummn n nporpaMmmHoro obecneyeHusl, a Takke obsasaHHocTen No
3awWmTe AaHHbIX, y4eT aBTOPCKUX NpaB Ha nporpaMmmHoe obecneveHne U aHanorMyHbIX Bonpocos (12.1.2 n
12.1.4);

- TexHu4eckne TpeboBaHUA B OTHOLLIEHUN 3aNUCU U CYUTBIBaHUSI UHGbopMaLIMK U NporpamMmmHoro obecne-
yeHus;
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- mobble cneuuanbHble cpeacTaa KOHTPONS, KOTOpPblie MOTyT NOTPe6GOBaTLCA ANSA 3aLUUTHI BaXKHBIX 06 bek-
TOB, HanpuMmep kpuntorpadudeckue ko (10.3.5).

8.7.2 Be3zonacHocCTb HocuTenen UHopMaLumn Npu nepechbinke

UHdopmanmsa moxeT 6bITb MCKaXkeHa Ui CKOMNPOMEeTUPOBaHa BCleACTBUE HeaBTOPU3OBAHHOIO A4OCTY-
na, HenpaBUbHOTO UCMOMNb30BaHWUA UMW UCKAXKEHUSA BO BpeMsl hn3nieckol TpaHCNopTUPOBKK, Hanpumep, npu
nepecbinke HocuTenen MHopMaLM1 No NoYTe UNYepes kypbepa. Ana sawmTel MHopMaunn, nepegaBsaeMoin
MeXay opraHusauMsiMn, HeobXoaAMMO NPUMEHATL cneayoLlmne Mepbl:

a) cnefyeT WCMONb30BaTb HaAEXHBLIX NEPEBO3YMKOB WMN KypbepoB. CRNNCOK aBTOPU3OBaHHLIX
KypbepoB HeobxoanMO CornacoBbIBaTh C PYKOBOACTBOM, KPOMe TOro, crieAyeT BHeAPUTL Npoueaypy NpoBepKn
naeHTUdMKaLUmM Kypbepos;

6) ynakoBka fdomkHa OblTb AOCTaTOMHOW ANSA 3alWMTbl COAePXUMOro oT nboro usnmdeckoro
noBpeXaeHNs1, KOTOPOe MOXET UMETb MeCTO NPY TPaHCNOPTUPOBKE, N COOTBETCTBOBATL TPE6OBaHUAM U3rOTO-
BUTENEen HocuTenen nipopmaLuu;

B) cneuuvanbHble cpeacTBa KOHTPONA cnegyeT NpUMEHATb, NPU HEOBX0AUMOCTUN, ANS 3alnUTbl Bax-
HON UHpopMaLMmM OT HEaBTOPU3OBAHHOTO PACKPbITUA UM Moaudukauun. Hanpumep:

1) vcnonb3oBaHWe 3anepTbiX KOHTEMHEPOB;

2) nNuyHylo AocTaBky;

3) ncnonb3oBaHWe yNakoBKW, KOTOPYH HEMb3A HapYLWUTbL He3aMeTHO (Ha KOTopol BuaHa nmbas
nonbiTKa BCKPbLITUS);

4) B UCKIIOUUTESbHBIX Cy4asnX, pa3busky OTNPaBNeHUst Ha HECKOMNbKO YacTei, NnepechinaemblX pas-
NWYHBIMK MapLLpYyTaMu;

5) ucnonb3soBaHue LM pPoBbLIX Nognuncen 1 wWndposaHna ansa obecneveHns KOHbDUAEHUUANBHOCTH
(10.3).

8.7.3 be3onacHOCTb 3NEKTPOHHOW TOProBnun

B anekTpoHHOI TOprossie MOryT UCNOMb30BaTbCA PasnnYHble cnocobbl 06MeHa AaHHBIMUW, HanNnpuMep, B
anekTpoHHoM Buae (EDI), yepes anekTpoHHY0 NOYTY U TPaH3aKLUMU B peXume OH-naiH Yepes obLueaoCcTynHble
ceTu, BUacTHocTu, UHTepHeT. DnekTpoHHasa TOProensa NoasepKeHa psay ceTeBbiX yrpo3, KoTopble MOryT npu-
BECTU K Kpaxke, 0CapuBaHUIO KOHTPaKTOB, a TakkKe PackpbITUIO M Mogndukaumumn uHdopmMaummn. Htobbl 3am-
TUTb 3MEKTPOHHYIO TOProBMIO OT TakUX yrpo3s, Heo6xoAUMO NPUMEHATL COOTBETCTBYIOLME MEPONPUATUS MO
ynpaeneHuio nHpopmavmorHHon 6esonacHocTbio. [Ansa obecneyeHns 6e3o0nacHOCTU 3NEKTPOHHON TOProsnn
Heobxo4MMO NpoaHanusnpoBaTh CTeneHb J0CTOBEPHOCTU M 060CHOBaHHOCTM NpeAnaraembIX noctasLwwmkamu
mep obecneveHunss nHbopMaLMOHHON Ge3onacHOCTu:

- ayTeHTUpuKaLums. C Kakon CTeneHbio KIMeHTY 1 NpoAasLy creayeT NpoBepsiTb uaeHTUduKauuo apyr
Apyra?

- aBTOpM3auns. KTo ynonHomoueH yctaHaBnmMBaThb LeHbl, TOAroTaBMBaTh U NOAMUCHIBATL KNOYEBbIE
KoMMep4eckne AOKYMeHTbI? Kakum o6pazom 06 3ToM MOXeT ObITb MPOMHEOpMUpPOBaH TOPTroBLIA NapTHepP?

- NpoLecchl BOTHOLLEHNN KOHTPAKTOB U TeHAEPOB. Kakne Tpe6GoBaHWUA CyLLECTBYHOT B OTHOLLEHUM KOHDU-
AeHUManbHOCTU, LeNOCTHOCTM, NOATBEPXKAEHNS OTNPABKM M NOMYYEHUs KNHYEBLIX JOKYMEHTOB, a Takke B
HEeBO3MOXHOCTM OTKasa OT COBEpPLUEHHbIX CAEMOK?

- nHdpopmaLms o LeHax. Hackonbko MOXHO A0BEPATh pekname npanc-nncTos 1 KoHpaeHLManbHOCTA B
OTHOLLEHMN CYLLECTBEHHbIX CKUAOK?

- obpaboTka 3akasoB. Kak obecneunsatoTcsl KOHDUAESHLMANBHOCTL U LIENOCTHOCTL AeTareit 3akasa,
YCroBUWI ONNaTbl U agpeca NocTaBku, a Takke NOATBePKAeHWe Npu ero nony4yeHun?

- KOHTPOIbHBIE NMPoBepkn. Kakasa cTeneHb KOHTPOMS ABNSETCA 4OCTaTOUHON, YTOGLI NPOBEPUTL MHGOP-
mMauuto 06 onnaTe, NPeACTaBNEHHYIO KITMEHTOM?

- pacyeTbl. Kakas hopma onnaTel ABNseTCs Hanbonee 3aluLeHHOW 0T MOLeHHYecTBa?

- odbopmMneHme 3akazoB. Kakas TpebyeTcs sawmTa, 4Tobbl 06ecnednTs KoHpMaeHUManbHOCTb 1 LienocT-
HOCTb UHhOPMaLNK O 3aKka3ax, a Takke U3bexaTb noTepu unu Ay6nMpoBaHus caenok?

- OTBETCTBEHHOCTb. KTO HeceT OTBETCTBEHHOCTb 3a PUCK 0BbIX MOLUEHHUYECKNX COEMOK?

MHorune 13 BbilleynoMsiHyThIX Npo6nemM MoryT 6biTh peLleHbl ¢ UCNOMb30BaHNeM KpunTorpadunyeckmx
MeTOoA0B, N3NoxeHHbIX B 10.3, npu aToM Heobxoaumo obecnevmBaTtb COOTBETCTBUE TpeBOBaHNAM 3aKoHoAa-
TenbctBa (12.1, 12.1.6 oTHoCKUTeNBHO 3akoHoAaTenbCcTBa B 06NacT KpUNTO3aLUMTbI).

CornalueHns Mexay naptHepaMu B 061acTu 3NeKTPOHHOM TOProBnM CrieyeT ConpoBOXaaTh AOKYMeH-
TanbHO 0hOpMIIEHHBIMU 4OTOBOPaMM, KOTOPbIE yCTaHaBNMBaIOT U AOKYMEHTabHO 0hOpMIISIOT MeXay CTOpo-
Hamy¥ YCrnoBWSA 3akrioveHuss cAenok, BkNoYas Aetany asTopusauun. MoryT noTpeboBaTtbea Takke
AOMNOMHUTENbHbIE cornalleHnsl ¢ NocTaBLLMKaMU ceTeBbIX U MHOPMaLMOHHBIX YCHyT.

MarasuHbl (ceTW) aNeKTPOHHOW TOProBMIA, OPUEHTUPOBaHHbIE HA MaccoBOro NoTpebuTens, AOMKHbI
o6HapoaoBaTh YCMOBUS 3aKMOMEHUs CAESOK.

25



FOCT P UCO/MIK 17799—2005

Heobxoammo obecnednBaTth YCTOMUYMBOCTb K BUPYCHBIM aTakam B Npouecce NpoBeAeHUA 3M1eKTPOHHON
TOProBnK, a Takke npedycmaTpusaTtb nocnedcTBus Ansi 6e30nacHOCTU BCeX CETEBbIX B3aUMOCBA3EN Mpu ee
ocylecTeneHun (9.4.7).

8.7.4 Be3onacHOCTb aNEKTPOHHON NOYTbI

8.7.4.1 Pucku 6esonacHocTu

OneKkTpoHHas noyTa UcnosbayeTcs Anst obmeHa cnyxebHol uHdopmaumen, 3ameHas TpaauUUOHHbIE
dopMbl CBSI3KN, TaKMe Kak Terekc 1 rnovta. SneKTpoHHasi moyTa oTnnyHaeTcs oT TPaauUMOHHBIX bopM 6us-
HEeC-KOMMYHWKALIMIA CKOPOCTbIO, CTPYKTYPO CcOoOBLUEeHNA, onpedeneHHON YNpoLWEeHHOCTbIO, a Takke Ys3BU-
MOCTbIO K HeaBTOPU30BaHHLIM AeUCTBUAM. [pu 3TOM HeobxoaAMMO y4uTeIBaTL NOTPEBHOCTL B cpeAcTBax
KOHTPOIS AN YMEHbLUEHWUS PUCKOB Be30MacHOCTU, CBA3aHHbIX C 31IEKTPOHHON NovTon. Mpu oueHke puckos
6e30nacHOCTN HEOBX0ANMO YUNTBIBATb, B YaCTHOCTU:

- YI3BUMOCTb COOBLLEHNIA NO OTHOLLIEHMUIO K BO3MOXHOCTU HeaBTOPU30BaHHOIO 40CTyna unu moauduka-
LnKn, a Takke K 0TKasy B o6cnyxmBaHuu;

- MOBbILUEHHYHO YYBCTBUTENBbHOCTL K OLLIMBKaM, HanpuMep ykasaHuio olwmMB0oYHOro Unu HEBEPHOTo aape-
ca, a Takke K obLLei HaaAeXXHOCTU U OCTYNHOCTb AaHHOW YCIyTu;

- BNUSIHWE U3MEeHeHNs cpeacTB nepefayn UHpopMaumm Ha 6usHec-npouecchl, Hanpumep adcexT oT
yBENUYEHHOW CKOPOCTU A0CTaBku coobLeHUi, a Takke addekT, CBA3aHHbIA ¢ 06MeHOM oduLManbHBIMK
coobLeHnsMM Mexay NioabMn, a He MeXay opraHu3auusiMu;

- lopMONYECKME BONPOChHI, TAKUE Kak BO3IMOXHas Heo6xoanMOoCTb B foKa3aTeNbCTBE aBTOPCTBA coobLle-
HUs1, a Takke (PakToB ee OTNPaBKU, JOCTABKA U NOMyYeHUs;

- NocneacTBUsi, CBsI3aHHbIe C NpUAaHUEM MAacHOCTU CMUCKAa COTPYAHUKOB, UMEIOLWMX 3NEKTPOHHYIO
nouTy;

- BOMPOCHI, CBSA3aHHbIE C YNpaBieHNEM yAaneHHbIM JOCTYNOM K 3MEKTPOHHON noyTe.

8.7.4.2 TMonnTtuka B OTHOLLEHUA 3MNEeKTPOHHOW NOYThl

OpraHusaunsm cnegyeT BHeApUTb YeTKue NpaBuna UCnofb30BaHUs 3NeKTPOHHOM NOYTLI, ipegycMaTpu-
Balolue cregyloLne acneKkThbl:

- BEPOSITHOCTL aTaku Ha 3MEeKTPOHHYIO MOYTY (BUPYChl, Nepexsar);

- 3aLUUTY BMNOXEHWUA B COOOLLEHUS 3NEKTPOHHOW MOYTHI;

- AaHHble, NpU Nepedade KOTOPLIX He crneayeT Nofb30BaTbCs 3MEKTPOHHOW NOYTON;

- UCKITOYEHMWE BO3MOXHOCTU KOMNPOMETAaLLMM OpraHn3aLmmn co CTOPOHBI COTPYAHUKOB, HAMPUMED, NyTem
PacChIKN OUCKPEAUTUPYHOLNX U OCKOPBUTENbHBLIX COOBLEHWIA, UCNONb30BaHNE KOPNOPATUBHOMN 3NEKTPOH-
HOW MOYTHI C LieMbio HEaBTOPM30BaHHbIX MOKYMOK;

- UCNOMb30BaHNe KpunTorpaduieckux MeTodoB ANA 3awmTbl KOHPUASHLMANBHOCTU U LEeNOCTHOCTU
3MEKTPOHHbIX coobweHnii (10.3);

- XpaHeHue coobLUEeH WA, KOTOpbIE, B 3TOM crlydae, Morfiu 6kl 6biTb UCNONb30BaHLI B criydae cyaeGHbIX
pasbupaTenscTs;

- AONOMHUTENbHbBIE Mepbl KOHTPONS 06MeHa coobLLEeHUAMU, KOTOPbIE He MOTYT BbITb ayTEHTUULMPO-
BaHbl.

8.7.5 Be3zonacHOCTb 3NeKTPOHHbIX O(hUCHBLIX CUCTEM

Heobxoaumo paspaboTaTe U BHEAPUTb NONUTUKN 6e30NacHOCTU U PYKOBOACTBA C Lienblo YNpaBrieHus
puckamu busHeca 1 HpopMaLMoHHON 6e30MacHOCTbIO, CBA3AHHbIE C 3NEeKTPOHHBIMU OOUCHBIMU CUCTEMaMM.
3T cucTeMbl 06ecneunBatoT BO3MOXHOCTU ANl GLICTPOro pacnpocTpaHeHns 1 COBMECTHOTO UCMONb30BaHUA
cnyxebHoin nHopmaLm nyTeMm UCNOMb30BaHUSA COYETAHUA BO3MOXHOCTEN AOKYMEHTOB, KOMMbLIOTEPOB,
NepeHOCHbIX KOMMbIOTEPOB, MOBUIBHEIX CPEACTB CBA3W, MOYTHI, 3NEKTPOHHON NOYTLI, PEYEBOW CBA3N BOOOLLLE,
MYyNbTUMEOUAHBIX CUCTEM, CEPBUCOB AOCTABKM MOYTOBLIX OTNPaBNEHU U dakcoB.

Heobxoammo yuntbiBaTh nocrneacTeus Ans uHdopmaumoHHon 6e3onacHocT U BUsHec-NpoLeccoB oT
B3aVMOAENCTBUSA BblleyKasaHHbIX CPEACTB, B YHACTHOCTU:

- YI3BMMOCTb MHGPOpMaLnM B 0PUCHBIX cUCTeMax, CBSI3aHa, Hanpumep, € 3anucbio TenedoHHbIX pasro-
BOPOB WX MePEeroBopoB Mo KOHePEHL-CBA3N, KOHDMAEHUNANbHOCTbH0 3BOHKOB, XpaHeHUeM hakcoB, BCKpbI-
TUEM W PacCbIfKOW NoYyThl;

- YAA3BMMOCTb WHbOpMaLnmM, npedHasHauYeHHON A1 COBMECTHOrO WCMONb3OBaHWSA, Hanpumep, npu
MCNonb30BaHNN KOPMOPaTUBHbIX 3NEKTPOHHBIX 4ocok 06bsABNeHus (9.1);

- UCKITHOYEHMNE UCMONb30BaHUS OPUCHBIX CUCTEM B OTHOLLEHWUM KaTEropuii BaxKHoM cnyxebHon uHdopma-
LN, ecrnv 3T cUcTeMbl He obecneyvmBaloT COOTBETCTBYHOLLUIA YPOBEHb 3awwuThl (5.2);

- YAA3BMMOCTb A4OCTYNa K A4aHHbIM NIUYHBIX €XKeJHEeBHUKOB OTAEbHbIX COTPYAHWUKOB, HanpumMep, paboTato-
LMX Ha BadKHbIX MpoeKTax;

- BO3MOXHOCTb MITN HEBO3MOXHOCTb O(PUCHBIX CUCTEM NOoAAEPKMBaTL BU3HEC-NPUIIOKEHUA, Hanpumep,
B YacTu nepefavdn 3akasoB UM aBTopU3aLnn;
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- KaTeropum coTpyaHUKOB, NOAPSIA4MKOB UMW AENOBbIX NApTHEPOB, KOTOPbLIM pa3peLleHo UCNoNb30BaThb
cuctemy 1 paboudme MecTa, C KOTOPbIX MOXET OCYLLEeCTBMATLCS K Hel AocTyn ( 4.2);

- orpaHuydeHne onpeaerneHHbIX BO3MOXHOCTEN CUCTEMbI AMs onpeAeneHHbIX kaTeropuin nonb3osaTe-
nen;

- ngeHTUdMKaunio cTatyca nonb3oBaTenen, HanpuMep CryXalmx opraHMsauuM unu nogpsaqnkos, B
oTAenNbHbLIX AUPEKTOPUsAX, Ans yaobcTBa ApYrMX Nonb3oBaTenen;

- coxpaHeHue 1 pesepBuUpoBaHue nHpopMaL My, cogepxallencsa B cucteme (12.1.3, 8.4.1);

- TpeboBaHNA NO Nepexoay Ha aBapUAHbLIA peXXnM pabo Tl U NepeveHb COOTBETCTBYIOLMX MEPONPUATUI
(11.1).

8.7.6 CucreMmbl nybnuuHoro goctyna

CnepyeT yaenATb BHUMaHWe 3alumte LenocTHOCTU uHdpopMaLimm, ony6nnkoBaHHOW 3MeKTPOHHBIM CMo-
cobom, 4To6bl NpeaoTBPaTUTL HEABTOPU30BaHHYO MoAUdUKaLMIO, KOTOPaa Morna 6bl HaBpeaUTb penyTauum
opraHusaumm, nomectusLlein aTy uHdopmaumio. MHdopmaumio cucteMbl nybnuMyHoro goctyna, Hanpumep
nadpopmaumio Ha Web-caiite, ocTynHyo yepes UHTepHeT, BO3MOXHO, noTpebyeTcsa npMBecTu B COOTBE-
TCTBME C 3aKOHOAATENMbCTBOM U PErynnpyoWmMMn HOpMaMmn CTpaHbl, NOA HPUCAUKUMEN KOTOPBLIX HAXOAUTCS
cuctema unu ocyllecTensieTca Toprosna. Heobxoaum cooTBeTCTBYOWMIA hOpManu3oBaHHbIA npouecc
aBTopu3auun npexae, YeM uHgopmauua bygeT caenana obLwenocTynHoN.

MporpammHoe obecneyeHne, AaHHbIE U APYryo HdopMaumio, TPebyHoLYI0 BLICOKOTO YPOBHS LienocT-
HOCTW, AOCTYN K KOTOPOW OCYLLECTBNAETCA Yepes cucTembl Nyb6nuyHoro goctyna, Heo6xoaumo sawmilaTtb
ageksaTHbIMU cnocobamu, Hanpumep, nocpeacTBoM Ludposon nognucu (10.3.3). Cuctemsbl, NnpegocTaBnsio-
LMe BO3MOXHOCTb 3MeKTPOHHOM ny6nukauum nHgpopmauun, obpatHOM CBA3UM U HeNoCpeaCTBEHHOIO BBoAA
nHbopmaLMmn, OIMKHBI HAXOAWUTLCA NOA HaAMNeXaLnM KOHTPONEM ¢ TeM, YTobbI:

- nony4eHHasa nHpopmaLms COOTBETCTBOBasa BCEM 3akoHaM Mo 3awuTe AaHHbIX (12.1.4);

- MHbopMaLms, BBeAEeHHasA B CcUCTeMy 3NeKTPOHHOWN nybnukauuun, obpabaTbiBanacb CBOEBPEMEHHO,
MOMHOCTbIO N TOYHO;

- BaxHas uHpopmMauusa 6bina 3awmweHa B npouecce ee cbopa n xpaHeHus;

- 4OCTYN K CUCTEMeE 3MeKTPOHHOW NyGnukaummn uckntodan 6bl BO3MOXHOCTb HeNpegHaMepPEHHOro A0CTY-
na K ceTsiM, C KOTOPbIMU OHa CBsi3aHa.

8.7.7 DOpyrue dopMbl o6MeHa uHdopmaumen

Heobxoanumo npeaycMoTpeTb HanuymMe npoueayp M MeponpusaThia o ynpaeneHuio nHhopmaLmoHHO
6e30nNacHOCTbLIO C Liebio 3alynThl NpoLiecca o6 MeHa uHgopMaLumein NocpeacTBOM pedeBbiX, (hakCUMUIIbHBIX U
BUAeoCpeACcTB KOMMYHMKaLMA. MHopMaumst MOXeT BbITb CKOMNPOMETUPOBaHa U3-3a HeA0CTaTOYHOWN OcBe-
OOMIIEHHOCTU COTPYAHUKOB MO UCNOSb30BaHUIO CpeAcTB nepeaaqn nidopmauuu. B yactHoctu, niopmanms
MoxeT BbITb NoacnyLuaHa npu neperosopax No MobunbHoMy TenedoHy B o6WecTBEeHHOM MecTe, a Takke ¢
aBTOOTBETHYMKOB; MH(DOPMAaLNSt MOXET Takke 6bITb CKOMNPOMETUPOBaHHOWN BCNeACcTBUE HEaBTOPU30BaHHOIO
AOCTYNa K crcTeme rofiloCoBOW NMOYThI UM CIIyYaHON OTCHISNTKN hakCUMUIbHBIX COOBLLEHUIA HenpaBUIIbHOMY
agpecary.

BusHec-onepauum MOryT 6biTb HapyLLeHbl U MHpopMauna MOXeT OblTb CKOMMPOMETUPOBaHa B Criy4ae
oTkasa, neperpysku unu npepbiBaHus B paboTte cpeacts B3anmogeictens (7.2 u pasgen 11). Undopmauua
MoxeT BblTb CKOMNPOMETMPOBaHA, eCry K Hell UMeNnu MecTo A0CTYN HEaBTOPU3OBaHHbIE NOMb3oBaTenu (pas-
aen 9).

CnegayeT ccopmynupoBaTb YeTkue TpeboBaHua no cobnogeHuo npoueayp, KOTOPbIM AOMKHbI cneao-
BaTb COTPYAHWKM NPU UCMOMb30BaHUM peyeBoit, hakCUMUNbLHON U BUAeOCBA3W. B yacTHoCTUH, HeobxoaumMo
npegycmoTpeTh criegylollee:

a) HanoMuHaHue coTpyAHUKaM O HeoBXOoAWMOCTU MPUHATUA COOTBETCTBYIOLWMX Mep MPeaoCTOPOX-
HOCTU, HaNpUMep, ANst UCKMoYEeHUs! ToACNYLUIMBaHUA UNW NepexBaTa MHopMaLmmn Npy NCMoSb30BaHUMU Tene-
hOHHOW CcBA3MU:

1) nMuamm, HaxoaAWMMUCS B HEMOCPeACTBEHHON 6nmn30cTin, 0co6eHHO NpU NoNb3oBaHUM MOGUIb-
HbIMW TennedoHaMmu;

2) npocnylwmnBaHus TenedoHHbIX NeperoBopos NyTem chmsnyeckoro 4ocTyna Kk Tpybke, TenedoHHoiA
NMHUK UK C UCNIOTNb30BaHNEM CKAHUPYIOLWMX MPUEMHUKOB NPU MPUMEHEHUN aHaNoroBbiX MOBUMbHBIX
TenedoHoB;

3) MOCTOPOHHUMU NUMLAMU CO CTOPOHLI agpecaTa;

6) HanoMuHaHWe CcOTpyAHMKAM O TOM, 4YTO He crniegdyeT BecTW KoHduaeHunanbHble Geceabl B
o6LecTBEHHbIX MecTax, OTKPLITbIX oncax v B NeperoBOpHbLIX KOMHaTaX ¢ TOHKUMW CTeHaMu;

B) He OCTaBNATb COObLUEeHUn Ha aBTOOTBETYMKAX, Nepeaapecauns Ha KoTopble npousowna Bcrea-
cTBME OWNBKN COeANHEHNS], NN aBTOOTBETYMKAX ONepaTopoB CBSA3W, MOCKOSbKY 3TW COOBLUEHNsI MOTyT ObITb
BOCNpON3BeAeHbl HeaBTOPU3OBAHHBIMU NULIAMMU,
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r) HanomuHaHue COTPYAHMKAM O BO3MOXHbLIX PUCKaX, MPUCYLUMX WUCMOMb3OBAHUIO (haKCUMMUITLHBIX
annapaTtoB, a UMEeHHO:
1) HeaBTOPM30BaHHLI AOCTYN K BCTPOEHHOW NamaATU ANA noucka coobLUeHN;
2) npegHamepeHHOe WK CriyYaiiHoe nepenporpaMMupoBaHe annapaTos ¢ Lenbio nepeaayn coob-
LLLEHWIA MO onpeaeneHHLIM Homepam;
3) OTCbINKa AOKYMEHTOB U COOBLEHNIA Mo HENpaBUIbHOMY HOMepY BCIEACTBUE HenpaBusibHOTo
Habopa NMM6o ns-3a UCMONb30BaAHUA HEMPaBUITLHO COXPaHEeHHOro HoMepa.

9 KoHTponb goctyna

9.1 TpeGOBaHue 6usHeca no o6ecneveHuo KOHTPpOA B OTHOLWWEHUU Nnoruieckoro aocrtyna

Lenb: koHTponb Aoctyna K uHcopmMauun.

[ocTtyn k tHdopmMauun n busHec-npoueccam AOSDKEH BbITb KOHTPONUPYEMBIM C yHeTOM TpeboBaHuUI 13-
Heca n 6esonacHocTu.

TpeboBaHWs KKOHTPOIIO A0CTYNAa A0MKHbI 6bITb OTPaXXeHbI B NOMNTUKAX B OTHOLLIEHWM pacnpocTpaHeHNUs
¥ aBTOpU3aunn UHopMauun.

9.1.1 MonuTukKa B OTHOLLEHMU NOrUYeCcKOro AocTyna

9.1.1.1 MNonutnka u TpeboBaHUA BUsHeca

Heobxoaumo onpeaenats U 4okymeHTanbHo oopmnaTb TpeboBaHUA GusHeca No o6ecneveHno KoH-
Tponsi B OTHOLLEHUU florudeckoro goctyna. MNpaeuna KOHTPoNA A0CTyNa 1 Npaea Ka4oro nofb3osaTens unm
rpynnbl nofnb3oBaTenein A0SMKHbI 0QHO3HaYHO onNpeaenATbLCA NONUTUKON 6e30NacHOCTM MO OTHOLUEHWIO K foru-
yeckoMmy gocTtyny. Nonb3oBaTeny u NocTaBLMKA yCyr 40KHBI GbiTb ONoBeLLEHbl 0 HE0BX0ANMOCTU BbINOSIHE-
HUs1 TpeboBaHUA B OTHOLLIEHWUW NOTMYECKOro AocTyna.

Heobxoammo, 4ytob6bl B NonuTUKe 6bIN0 y4TEHO cneayoLlee:

- TpeboBaHuA 6€30MacHOCTU KOHKPETHBIX BU3HEC-NPUNOXEeHUI;

- ngeHTUdMKaumsa Bcen nHbopmaumm, ceasaHHoN ¢ byHKUMOHUPOBAHNEM BU3HEC-NPUNOXEHNIA;

- YCNOBUSA pacnpocTpaHeHns MHopMaLmm 1 aBTopusaLnm 4oCTyna, Hanpumep, NpUMeHeHUe NpUHLMNAa
«need to know» (none3oatens nonyvaeTt AOCTYN TOMALKO K AaHHLIM, 6€3yCnoBHO HeobXoaUMBIM emy Anst
BbINOMHEHWUS KOHKPETHOM byHKLMM), a Talke B OTHOLLEHUM KaTeropupoBaHHON uHdpopmMaummn n Tpebyembix
YpOBHeW ee 3aLnThbl;

- COMMacoBaHHOCTb MeXAY NOMUTUKaMM Mo KOHTPOIIO A0oCTyna U krnaccudukauum nHdopmaumm npume-
HUTENbHO K PasfnYHEIM cUCTEMAM U CETAM;

- NPUMeEHsIeEMOoe 3akoHO4AaTeNbCTBO U Ntobble 40roBOpHbIE 06s13aTEeNbCTBA OTHOCUTENBHO 3aLUMTbl A0C-
Tyna K gaHHblM unu cepsucam (pasgen 12);

- cTaHgapTHble Nnpodunn gocTyna nonb3oBaTtenei 4N TUMOBbLIX 06A3aHHOCTEN U hyHKUMUIA;

- ynpasrieHre npaBaMn gocTyna B pacnpeaeieHHon CeT C y4eTOM BCeX TUNOB AOCTYMHBIX COeANHEHUN.

9.1.1.2 lNpaBuna koHTponsa gocTyna

Mpu onpepeneHun Npasun KOHTPOMSA 4ocTyna criedyeT NpuHUMaTh BO BHUMaHWe cnegytoLlee:

- udbdpepeHumaunio mexay npasunamun, obssatenbHbLIMU ANs UCNIONHEHUs, U NpaBunamMun, koTopble
ABNAOTCA OBLLUMMU UMW MPUMEHSEMbIMU NPU ornpeAeneHHbIX YCIOBUAX;

- yCTaHOBeHNe NpaBusl, OCHOBaHHbIX Ha MPEeANOoChIfKe «BCe AOMKHO OblTh B 06LLEM CyYae 3anpeLLeHo,
rMoKa fiIBHO He paspelleHoy, a He Ha 6onee cnabom NnpuHLUMne «Bce B 06LLEM Criyyae paspeLleHo, Noka ABHO He
3anpeLeHoy;

- NIBMEHEeHNs B NpU3HaKax MapKnpoBKkn nHdopmauum (cm. 5.2) kak reHepupyemblX aBToMaTU4ecKn cpe-
AcTBamn 06paboTku MHGopMaLMK, Tak U MHULMMPYEMbIX NO YCMOTPEHWIO NoNb3oBaTenei;

- U3MEeHeHNs B NpaBax nofb3oBaTers Kak ycTaHaBMMBaeMbIX aBTOMaTUYeCKN MHpOpMaLMOHHOR cucTe-
MOW, Tak 1 onpeaeneHHbIX aaMUHUCTPaTOPOM;

- NpaBuna, koTopble TpebyoT 0gobpeHNs agMUHUCTPaTopa Uu Apyroro nuua nepes npuMeHeH1emM, a
Takke Te, KOTopble He TPebyloT cneumansHoro ogobpeHus.

9.2 KoHTponb B oTHOLWEHUM AOCTYNa nonb3oBatenen

Lenb: npeaoTepalleHne HeaBTOPM30BAHHOMO AOCTYNa K MHCDOPMALMOHHBIM CUCTEMAM.

Onsa KOHTPONA 3a NpegoCTaBMNeHe NpaBa AoCTyna K MHopMaLMOHHBIM CUCTeMaM U cepBucam Heobxo-
AMMO Hanuyne chopmanunsoBaHHbIX NpoLieayp.

Heo6xoamMmo, uto6bl NpoLeaypbl OXBaThIBaNN BCe CTaANM XXU3HEHHOTO LKA NMorb30BaTeNbCKoro 4oc-
TynaoT HayalbHOW perMcTpaLmMm HOBbIX NOMb30BaTe e 40 KOHEYHOTO CHATUA C perucTpaLMn nofbaosarenei,
koTopbIM 6orbLue He TpeByeTcsa 4OCTYN K MHgopMaLMOHHBIM cucTeMam 1 cepeicam. Ocoboe BHUMaHWe crie-
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AyeT yaensATs MepornpuATUAM B OTHOLIEHUW MpedocTaBrieHus npas MPYBUIErMPoOBaHHOMO AOCTyna, ¢
MOMOLLbIO KOTOPBIX NMOMb30oBaTENN MOryT 06X0AUTb CUCTEMHbIE CPeACTBa KOHTPOIS.

9.2.1 Peructpauus nonb3oBaTtenen

Heobxoaumo cyliectsoBaHne opManin3oBaHHOM NpoLeaypbl perncTpaummn 1 CHATUS ¢ perncTpaunm
nonb3oBaTenen B OTHOLIEHNM NpedocTaBNeHnsl 4OCTyNa KO BCEM MHOromnob3oBaTebCkiM nHpopmaLlmoH-
HbIM cCTEMaM U CepBUCaM.

JocTyn K MHOronosnb3oBaTenbCkUM WMHMPOPMAaLNOHHEIM CepBMCaM AOmKeH 6biTb KOHTPOMMPYEMBIM
nocpeacTBoM popmManv3oBaHHOro npolecca pernctTpauummn nofb3osartenen, KOTopblil 4OMKEH BKIOYaTh:

- Ucnonb3oBaHue yHukanbHbIx 1D (MaeHTUdUKaTOPOB UM MMEH) NoNb3oBaTenNen Takum o6pasom, YTobhbl
AeNCTBUSA B crcTeMe MOXHO Oblf10 6bl COOTHECTU C MOSb30BaTENSIMU U YCTAaHOBUTL OTBETCTBEHHbIX. Mcnonb3o-
BaHue rpynnoBbix ID cnegyeT paspeluaTth TOMbKO B TEX CyYasx, rae 3To Heobxoanmo, ¢ y4eToM ocobeHHoCTe
BbINOMHAEMON paboThl;

- NMPOBEpPKY TOro, YTO Mosnb3oBaTellb UMeeT aBTopusauuio OT Bnajenbla CUCTEMbl Ha MoMb3oBaHue
NHpopMaLIMOHHON CUCTEMON U cepBNCOB. Kpome Toro, MoXeT BbiTb LienecoobpasHelM Hanuymne 4onosHu-
TeNbHOro paspelleHns Ha NpegocTaBreHne npas OT PYKOBOACTBA;

- NPOBEpPKY TOro, YTO YPOBEHb NPeA0CTaB/IEHHOro A4OCTYMNa COOTBETCTBYET NPON3BOACTBEHHOW HEobXo-
anmocTn(9.1), a Takke yuntbiBaeT TpeboBaHWUA NONUTUKA 6€30MacHOCT M opraHM3aLmun, Hanprumep, He Hapylua-
eT nNpuHUMna pasgenexus obsasaHHocTen (8.1.4);

- MpeJocTasneHue Nnosb3oBaTensiM MMCbMEHHOro 4OKYMeHTa, B KOTOPOM YkasaHbl UX Npasa 4ocTyna;

- TpeboBaHune Toro, 4To6bI MOMb30BaTEN NOANUCKIBANIN AOKYMEHT O TOM, YTO OHU MOHUMAT YCNoBUS
npefocTaBreHns 4OCTyna;

- obecneyeHne yBepEHHOCTMW B TOM, YTO MOCTaBLUMKW YCIyT He NpeAocTaBnsiioT AOCTY, MoKa npoLeayphbl
aBTopusaLun He 3aBepLUeHbl;

- BegeHWe hopmManM3oBaHHOro yyeTa B OTHOLIEHWM BCEX UL, 3aperncTpupoBaHHbIX ANs UCNoMb3oBa-
HWUsI CepPBUCOB;

- HeMeas1eHHyo OTMEHY NpaB A4OCTYNa Nofb3oBaTenei, y KOTOPbIX U3MEHNUCL OOMKHOCTHbIe 0b6s3aH-
HOCTW UMW YBOMMBLUNXCH U3 OpraHusaumu;

- NepuroanYecKyro MPOBEPKY W yaaneHne n3bbITOUHBIX Nonb3oBaTenbeknx ID 1 ydeTHBIX 3anucen;

- obecneyveHune Toro, 4Tobbl 3G bLITOUHbIE Nonb3oBaTensckue ID He Bbinu NepeaaHbl ApYrMM Nonb3oBaTe-
nam.

Heobxogumo paccmaTpuBaTh BO3MOXHOCTb BKITHOYEHNUSI MOMOXKEHUA O MPUMEHEHUA COOTBETCTBYIOLLINX
CaHKUWiA B criydae nonbITOK HeaBTOPU30BaAHHOrO AOCTYNAa B TPYAOBLIE AOrOBOpPa COTPYAHUKOB U KOHTPaKTbl C
noctasLwmkamu yenyr (6.1.4 n 6.3.5).

9.2.2 YnpaBneHue npuBuUneruamm

MpenocTaBneHne 1 Ucnosnb3oBaHWe MPUBUMIETUIA NPU MPUMEHEHUN CPEeACTB MHOMOMOb30BaTENbCKON
NHAOPMALIMOHHOW CUCTEMbI, KOTOPbIE NO3BOMAIOT MONL30BaTEN 06X0ANTE CPeACTBa KOHTPOIIS CUCTEMBI UK
6U3HeC-NPUNoXeHNs, Heo6xoaNMMo orpaHU4MBaTh U AepXxaTh NoA KoHTponeM. HeageksaTHoe Ucnonb3oBaHUe
NPUBUIEruii YacTo ObiBaeT rmaBHOM Npu4MHoM cboes cucTem.

Heobxoaumo, 4To6bl B MHOTOMNOML30BaTENLCKUX CUCTEMAX, KOTOPble TPEBYIOT 3alunUThLl OT HEaBTOPU3O-
BaHHOr0 40CTYyNa, NpedocTaBneHe NpUBMNEril KOHTPONMPOBAoCh NOCPeACTBOM (DOPManNM3oBaHHOMO Npo-
Lecca aBTopusaunn. Mpu aTom LenecoobpasHo NPUMEHATb crieadytolie Mepbl:

- naeHTUMLMPOBaTL NPUBUIETUA B OTHOLLEHUN K&XA0r0 CUCTEMHOro NpoAyKTa, Hanpumep, onepauy-
OHHOI CUCTEMBI, CUCTEMBI YNpaBneHus 6aszamu gaHHbIX U Kaxgoro GusHec-npunoXeHus, a Takke kateropun
COTPYAHWKOB, KOTOPLIM 3T NPUBUMErMN AOMKHEI OblTb NPeaocTaBNeHbl;

- NPUBUNETNN OOMKHEI NPeaoCTaBNATLCA TONBKO TeM COTPYAHWKaM, KOTOpbIM 3TO Heobxoaumo Ans
pPaGoThl M TONMBKO HA BPEMS €€ BLIMONHEHNS, Hanpumep, NpeaocTaBNAs MUHUMaNbHble BO3MOXHOCTUM Mo pabo-
Te C CUCTEMOI ANs BbINOMHEHNS TpebyeMbiX (PYHKLMIA, TOMbKO Koraa B 9TOM BO3HUKaeT NoTpebHOCTb;

- Heobxoanmo obecnevnBaTb NpoLEecc aBTopU3aL M U perncTpaLmMmn Bcex npeaocTaBneHHbIX Npusune-
rui. MNprBMNernm He OOMMKHEI NPEAOCTaBNATLCS A0 3aBepLUeHNs npoLecca aBTopusaunm;

- crniegyeT NPOBOANTL MONUTUKY paspaboTky 1 MCNOfb30BaHUS CTaHAAPTHBIX CUCTEMHBIX YTUAKUT (CKpUn-
TOB) ANSA UCKIOYEHNSI HEOBXOAMMOCTHM B NpeaocTaBneHn 4oNOHUTENbHbIX NPUBUIIENMIA MOMNb30BaTENSIM;

- cneayeT Ucnonb3oBaTh pasfivyHble naeHTUduKaTopbl Nonb3oBaTenen npu paboTe B 06bIMHOM pexxume
1 ¢ NCMONb30BaHMEM MPUBUNETUIA.

9.2.3 KoHTponb B OTHOLWEHWUU Napornen nonb3oBarenen

Maponu sasnatoTca Hanbonee pacnpocTpaHeHHbLIMU CPeAcTBamMu NOATBEPXKAEHUA uaeHTudmkaTopa
nonb3oBaTens npu goctyne k MHdopMaLUoHHON cucteMe nnu cepsucy. MNMpegoctaBnerHre naponen JOMKHO
KOHTPOMMpOBaTbCA MOCPEACTBOM  (popManmn3oBaHHOTO Mpouecca ynpaBfeHus, KOTOPbIA  AOMXKeH
npegycmaTtpuBathb:
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- noAgnucaHve nonb3oBaTenAMu AoKyMeHTa o HeobxoaumocTn cobnogeHns NonHoN koHduaeHUManb-
HOCTU NINYHbIX NApOen, a B OTHOLLIEHUU rPYNMoBLIX Napornein — cobniogeHns koHbuaeHUManbLHOCTU B Nnpege-
nax pabouyeit rpynnbl (370 MOXET GbiTb BKNHOYEHO B YCIOBUSI TPYAOBOTO A0rOBOpa, 6.1.4);

- B Crfy4asix, korga ot nonb3osatenei TpebyeTca ynpasneHue cobcTBeHHbIMU NaponsiMu, HeobxoaMMo
obecneunBaTb NpegocTaBneHne besonacHoro NnepBoHaYasnibHOro BpeMeHHOro Naporsi, KOTOPLIN Nosb3oBaTe-
NA NPUHYXKAAI0T CMEHUTb NPU NEPBO perncTpaLm B cucteme. BpeMeHHble naponn Ucnonb3yoTes B TeX Criy-
Yasax, korga nonb3oBaTenu 3abbiBaldT CBOW NWYHBIA Mapoflb, U OOJDKHbLI BblAaBaTbCs TOMbLKO Mocne
naeHTUdbMKaunM nonb3oBaTens;

- obecneueHue 6esonacHoro cnocoba BbliAaun BpeMeHHbIX naponen nonb3oBatensam. Cnegyet nsbe-
raTb UCNOSb30BaHUS HEe3ALLMLLEHHBIX (OTKPBITHIA TEKCT) COOBLLIEHNIA 3NEeKTPOHHOM MOYTHI N coobLLeHui No
3NEeKTPOHHOWN MoYTE OT TpeThel cTopoHbl. Mofnb3oBaTensaMm Heobxo4UMo NoATBepKAaTL NoNyYeHue naponen.

Maponu HuKkorga He criegyeT XPaHUTbL B KOMMNbIOTEPHO CUCTEME B HesalmLLeHHoN copme. Mpu Heobxo-
AUMOCTK crieflyeT paccMaTpuBaTh BO3MOXHOCTU APYIMX TEXHOMOTUIA AN UAeHTUUKaLMn U ayTeHTudukaLum
nonb3oBaTensl, Takue Kak buomeTpusi (NpoBepka OTNe4aTKoB NarnbLeB), NpoBepka NoANUCH, U UCNoNb3oBaHue
annapaTtHbIX cpeAcTB uaeHTUdmKaumm (4Mn-kapT, MUKPOCXEM).

9.2.4 MNepecmoTp NpaB AgocTyna nosnb3oBaTeneun

[na nogaepxaHus acppeKTUBHOro KOHTPONSA AOCTYNA K AaHHBIM U UHGOPMALMOHHBIM YCIyraM pyKOBO-
OCTBO Nepuoauvecku OOJPKHO OCYLLEeCTBNATbL (bopManun3oBaHHbLIA NpoLecc nepecMoTpa npas AocTyna
nonb3osaTeneun, Npu aToMm:

- NpaBa AocTyna nosnb3oBaTtenel 40SPKHbI NepecMaTpuBaThCsl perynsipHo (pekoMeHayeMblin nepuog —
6 mMecaues) u nocre nobbix uameHeHuin (9.2.1);

- aBTOpU3aumsa cneuumanbHbIX MPUBUINErMPOBaHHbIX MpaB goctyna (9.2.2) gomkHa OCyWecTBAATLCS
Yyepes MeHblUuMe UHTepBarbl BpeMeHu (pekoMmeHayembli nepuog — 3 mecsiua);

- NpeaocTaBneHHbIe NPUBUNErMn AOMKHBI NEpUOANYECKA NPOBEPATLCS Ans obecneyeHUa yBepeHHOCTU
B TOM, YTO He 6binv NonyveHbl HeaBTOPU30BaHHbIE NPUBUMETUAN.

9.3 O6a3aHHOCTM Nonb3oBaTenen

Llenb: NnpegoTBpalleHne HeaBTOPN3OBaHHOMO AOCTyNa nofb3oBaTtenen K uHgopmauun.

B3anmogeicTBMe aBTOPU30OBaHHbLIX NoMb3oBaTenell ABMASETCA BaXHbIM acnektoM addeKTMBHOCTU
6e3onacHoCTu.

Heobxognmo, 4Tobbl Nnonb3oBaTteny Oblnn ocBeaoMIeHbl O CBOMX 06A3aHHOCTSAX MO UCMOMNb30BaHWUIO
3(pDEKTUBHBLIX MEPOMNPUATUIA MO YNPaBIEHNIO JOCTYMNOM, B YaCTHOCTU, B OTHOLLEHUW Napornen n 6esonacHocTn
obopyaoBaHus, ¢ KOTOPLIM OHK paboTatoT.

9.3.1 Ucnonb3oBaHue naponen

Monb3oBaTenu 4omkHel cobrtoagaTh onpeaeneHHele Npasuna obecneverHns 6esonacHocTu Npu BbiGope
1 UCMOMb30BaHNA Naporen.

C nomoulbio naponei obecneynsaeTcs noaTsepXaeHne naeHTudmkaTopa nonb3osaTens 1, cnegosa-
TenbHO, MoNyyYeHne 4ocTyna K cpeacTeam o6paboTki Hdopmaumn unmn cepeucam. Bee nonbsoeatenu gon-
XHbl 6bITb OCBEAOMIEHbI 0 HEOBXOANMOCTH:

a) coxpaHeHust KOHbMaeHUMaNbHOCTX Nnaponen;

6) 3anpelueHuns 3anucu naponen Ha Bymare, ecnn Tonbko He obBecnedveHo BesonacHoe UX XpaHe-
Hue;

B) M3MEHeHWs1 naporiei BCAKUA pas, nMpu Hanudun noboro npusHaka BO3MOXHOW KoMMpomeTauuu
CMCTEMBI UMX NapPons;

r) Bbl6Opa Ka4yecTBEHHbIX Naponen ¢ MMHUMarbHON ANMHON B LWECTb 3HAKOB, KOTOpLIE:

1) nerko 3anoMHWTb;

2) He noasepKeHbl NIErKOMY yragbiBaHUIO UMW BbIYUCIIEHUIO C UCMOMb30BaHUEM MepCoHanbHOM
UHopMaLnn, CBA3AHHON ¢ BNagenbLeM Napors, Hanpumep, UMeH, HOMepoB TenedoHOB, AAT POX-
JeHva nT.4a.;

3) He cogepxaT nocrnegosaTenbHbIX MAEHTUYHBIX CUMBOOB U HE COCTONAT U3 NOJSTHOCTbLHO YACTIOBBIX
NN NOMHOCTLIO BYKBEHHBIX rpynn;

A) N3MeHeHUs rnaponen Yepes paBHble UHTEpBarbl BpeMeHu unn nocne onpeaeneHHoro Yyicna goc-
TYMNOB 1 UCKIOYEHWNS MOBTOPHOIO U LIMKIIMYHOMO UCMOML30BaHKA cTapbix napofen (naponu Ans npusuneri-
POBaHHBIX yY4eTHbIX 3anucer criedyeT MeHsATb Yalle, YemM obbluHble naponu);

€) U3MeHeHNs1 BpeMeHHbIX Naponein Npu Nepeon permcTpauum B CUCTEME;

X) 3anpeLleHnsa BKIOYEHWUSI Naporie B aBTOMAaTU3MPOBAaHHLIA NPOLECC perncrpauuun, Hanpumep,
C MCMONb30BaHNEM XPaHUMbIX MakpokoMaHa U yHKUMOHamNbHbIX KMaBuLL;

3) WCKMIOYEHUs KOMNEKTUBHOIO UCMONb30BaHWA MHAUBUAYANbHbIX Naponen.
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Ecnu nonb3osaTenn HyxagaloTcs B AOCTYNE K MHOTOMUCAEHHBIM YCryraMm unu 6usHec-npusioXeHnsm u
BbIHY)X€Hbl UICMOMNb30BaTb MHOrOYUCIIEHHBIE NAPOfi, MOXHO NOPEKOMEHA0BaTb BO3MOXHOCTb UCMONb30Ba-
HUS 0AHOTO KavyecTBeHHoro naponsi (9.3.1.r) ans Bcex cepBUcoB, 06ecnevnBalomnx pasyMHbIA YpoBEHb 3aLLu-
Thbl XpaHUMOro Napons.

9.3.2 O6opyaoBaHue, ocTaBneHHoe Nonb3oBarensAmMu 6e3 npucmorpa

Monb3oBaTenu AoMKHEI 0becnevnBaTh COOTBETCTBYIOLLYIO 3alWmMTy 060pyaoBaHUsl, OcTaBneHHoro 6e3
npucmotpa. O6opyaoBaHue, ycTaHOBEHHOE B pabounx 30Hax, Hanpumep pabouve nnu caitnosbsle CTaHLMK,
TpebyeT cneunanbHON 3aluMThl OT HEaBTOPU30BaHHOIO AOCTYNa B Cnyyae ocTaBneHus ux 6e3 npucMoTpa Ha
AnuTenbHbIA Nepuoa. Bcem nonb3oBarensam 1 nogpsigvMkamM HeobxoauMo 3HaTb TpeboBaHus 6e3onacHoCTA U
MeToAbl 3aLnTbLl OcTaBneHHoro 6e3 npucmMoTpa 06opyaoBaHNA Tak ke, Kak U cBou 0613aHHOCTU o obecneye-
HUIo Takon 3awnTel. Monb3oBaTensam pekomeHayeTcs:

- 3aBepllaTb aKTUBHbIE CEaHCbl MO OKOHYaHUW paboTbl, €CNM OTCYTCTBYET MEXaHU3M GrOKMPOBKMU,
HanpuMmep, XpaHuTenb 3KkpaHa, 3alMLLEeHHbI naposem;

- OTKITIOMATbLCA OT M3lH(bpeliMa, Koraa ceaHc 3akoH4YeH (To eCTb He TONbKO BhiKMovaTtb PC unu Tepmun-
Han);

- 3awmwatb PC unu tepMuHansbl oT HeaBTOPU30BaHHOMO UCMONb30OBaHUA NOCPEACTBOM 3aMKa UMK 3KBU-
BaSIEHTHOIo cpeAcTBa KOHTPONS, HaNnpuMep, 3awmTa JocTyna ¢ NOMOLLbLIO Napons, koraa obopyaosaHue He
ncnonb3yeTca.

9.4 KoHTponb ceTeBOro fgoctyna

Llenb: 3awuta ceTeBbIX CEPBUCOB.

JocTyn Kak K BHYTPEHHUM, TaK U K BHELUHUM CeTeBbIM CepBuUcam AOMKeH OblTb KOHTPONMPYEMBIM. ITO
HeobxoaMMOo ANs yBEPEHHOCTU B TOM, YTO NOSb30BaTeNN, KOTOPbIE UMEIOT AOCTYN K CETSAAM U CETEBLIM CEPBU-
cam, He KOMMPOMeTUpYIoT Ux BesonacHocTb, obecneunBas:

- COOTBETCTBYIOWNE NHTEPdENCH MeXay CeTbio opraHusauMM U ceTaMmn, NpuHaanexalwmMmm aApyrum
opraHunsauuam, Unn obLLegoCTYMHBIMU CeTAMMU;

- COOTBETCTBYOLLNE MEXAHN3MbI ayTeHTUUKaLMmM B OTHOWEHUN Nofb3oBaTenen u obopyaosaHus;

- KOHTPOMb AOCTYNa nosib3oBaTenein K MHpOPMaLMOHHBIM CepBUCaM.

9.4.1 MNMonuTukKa B OTHOLUEHUU UCNONb30BaHUA CeTeBbIX CNYX0

HecaHKkuoHMpoBaHHbIE MOAKTHOYEHUA K ceTEeBbLIM Cryx6am MoryT HapyluaTb UHopMaLMOHHYo 6e30-
nacHocTb Lienoii opranusaumn. MNonb3osaTtenam cnegyeT obecneunsaTb HENOCPeACTBEHHbIA AOCTYN TOMBKO K
TeM cepBu1caM, B KOTOPbIX OHM ObinyM aBTOpU3oBaHbl. KOHTponb AoCTyna, B YacTHOCTU, SiBNsieTcst Heob6xoau-
MbIM A181 CETEBbIX NOAKMTHYEH WA K BaXHBIM MW KPUTUYHBIM BU3HEC-NPUNOXEHUSAM UK AN Nofb3oBaTenein,
HaxoAsILLMXCS B 30HaX BbICOKOrO puUcka, HarnpuMep, B 06LIECTBEHHBIX MeCcTax U1 3a npegenamu opraHusa-
LnnM — BHe cdepbl HENOCPEeACTBEHHOTO YNPaBneHNa N KOHTposs 6€30MacHOCTM CO CTOPOHbLI OpraHu3auuin.

Cnegyet npegycmaTtpuBaTtb Mepbl 6e30MacHOCTU B OTHOLLEHUM UCTIONb30BaHUS CETEN U CETEBLIX CEPBU-
coB. Mpn 3TOM OOIMKHBI ObITb ONpeaesieHbl:

- ceTu 1 ceTeBble YCNYyrn, K KOTOPLIM paspelleH A0CTYn;

- NpoLieaypbl aBTOpU3aLMn Ansi onpeaeneHust KoMy, K KakMM ceTsIM U CeTEBLIM CEpBUCaM paspelueH 4oc-
Tyn,

- MepOonpusATUS 1 NpoLeaypsl No 3almTe OT HECaHKLUMOHUPOBAHHOMO NOAKIIOYEHUS K CETEBBIM CEPBU-
cam.

Heobxoaumo, 4Tobbl 3T Mepbl CornacoBbIBANUCL ¢ TpeboBaHUAMN BU3Heca B OTHOLLEHUN KOHTPOSS
poctyna (9.1).

9.4.2 MNpeponpepeneHHbIA MapLIpyT

MapLpyTbl OT Nonb3oBaTENbLCKOrO TEpMUHAMa A0 TOYEK NpeAoCTaBieHUsl KOMMbLIOTEPHBLIX CePBUCOB
TpebytoT 0co60ro KOHTPos. CeTU NPoeKTUPYHTCS € y1eTOM ob6ecneyeHns MakcuMarbHbIX BOSMOXHOCTER ANna
COBMECTHOIO UCMOSb30BaHUS pecypcoB U MMOKOCTU MaplipyTusaumi. 3T ocobeHHOCTU MOBLIWAT PUCK
HeaBTOPU30BaHHOIO A0CTYMa K BU3HEC-NPUNoXKeHUAM NN HeaBTOPMU3OBaHHOTO UCTIONb30BaHUsS MHOPMaLn-
OHHoro obopyaoBaHusl. MeponpuaTus, KOTopble OrpaHU4MBaIOT MapLUPYThl MEXAY NOMNb30BaTeNbCKUM TEpMU-
HanoM W KOMMbIOTEPHBIMA CEepBUCaMM, K KOTOpPbIM MOMb3oBaTeslb aBTOPU30BaH OCYLUECTBASTbL AOCTynN,
Hanpumep, NyTem co3iaHusl ONTUManbHOro MapLUpyTa, MOTYT YMeHbLUAaTb Takue pUCKM.

Llens onTuMmUsaLMm MaplLupyTa COCTOMT B TOM, YTOGbI UCKNIOUATL BLIGOP NOMb3OBaTENsSIMU UHBIX Map-
LLIPYTOB, KpPOME MapLUpyTa MeXAy NoMb30BaTeNbCKUM TePMUHANOM U cepBUCAMUA, MO KOTOPOMY MOMb3oBaTesb
aBTOPU30BaH OCYLLECTBNATL A4OCTYN.

3T1oT noaxop 0b6blMHO TpebyeT BHeapeHUs Habopa cpeacTB KOHTPONS B PasfNYHLIX TOYKax MapLipyTa.
MpuHUMN 3aknoYaeTcs B orpaHUYEHUY BapnaHToOB MapLUpyTU3aLny B KaXK40W TOUKE ceTu NocpecTBOM onpe-
AeneHHbIx cnocoboB, HanpuMmep:
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- pacnpeaeneHus BbiAeNeHHbIX MMHUA UM HoOMepoB TenedoHa;

- aBTOMaTU4EeCKOro NnoAxkiioveH sl MOpPTOB K onpeaesieHHbIM CUCTEMHBIM MPUITOXEHUAM UMK LI03aM
6esonacHoCTy;

- OrpaHUYeHUs ONLMIA MEHIO U NOAMEHIO ANS MHAMBUAYaNbHbLIX NOMb3oBaTENEeN;

- NpeAoTBpaLleHNs HEOrPaHUYEHHOTO CeTEBOMO POYMUHTa;

- UICNONb30BaHNS onpeaeneHHbIX NPUKNagHbIX cucTeM W/unu wno3oB 6e3onacHOCTN ANst BHELIHUX
nonb3oBaTenien ceTy;

- aKTUBHOIO KOHTPOMNA paspeLlUueHHOro UCTOYHMKA C Lienblo HanpasneHus coeuHeHNs Yepes LUo3bl
6e30NacHOCTU, HaNPUMep, MexceTeBble 3KpaHbl;

- orpaHuMYeHust 4ocTyna K ceTl NnocpeAcTBOM CO34aHus OTAeNbHbIX NTOrMYeckMX JOMEHOB, HanpuMmep
BMPTYaribHbIX YacTHbIX ceTel A1 Nonb3oBaTeNbCKUX rpynn B npeaenax opraHnsauumn (9.4.6).

BbiOop KOHKPETHBIX CNOCcoBOB A0MKEeH OCHOBEIBATLCS Ha TpeboBaHUsIX busHeca B OTHOLLIEHUN KOHTPOITA
poctyna (9.1).

9.4.3 AyTeHTUdpMKaLMa nonb3oBaTernen B cnyvyae BHELWWHUX coeAUHEHUNA

BHelwHne coeamHeHus obecneunBaloT NoTeHUMan Ansi HeaBTOPW3OBaHHOrO AocTyna K cryxebHoi
nHbopmaLnn, Hanpumep, Npu Ucnonb3oBaHUM TernedoHHon cBAsU. [oaToMy, nNpu gocTyne yaaneHHbIX
nonb3oBaTesnen, OHN A0MKHbI ObiTb ayTeHTUdMLMPOoBaHbl. HekoTopble MeToabl ayTeHTUdMKaunm obecneyun-
BatoT 6OMbLUMA YPOBEHb 3aLLUTbI, HAaNPUMep, OCHOBaHHbIE Ha UCMOMb30BaHUW CPeACTB KpunTorpadpum, UMoryT
obecneyvnTb HagexHyo ayTeHTudnkaumio. icxoas ns oLeHKM pyucka, BaXKHO onpeaenutb TpebyeMblid ypoBeHb
3awWmMThl 4nsi Bbi6opa COOTBETCTBYHOLEro MeToga ayTeHTudnkaumm.

AyTeHTUDUKaLWA yaaneHHbIX nonb3oBatenein MoxeT BbiTb AOCTUrHYTa NPy UCMONb30BaHWN CPeacTB
Kpuntorpadcdun, CpeacTB uWAeHTUdMKaUMM annapatypbl WM NPOTOKOMOB, MOAAEPXKMBAKOWMX MeToq
«OTKNK-OT3bIBY». BblaeneHHble YacTHble NMHUM U cpeacTBa MPOBEPKM CETEBOro agpeca Mnonb3oBaTtens
MOTYT TaKxKe UCronb3oBaTbes A5 obecnedeHns 4OBeprst K UICTOMHUKY NOAKIOYEHWIA.

Mpoueaypbl 1 cpeacTsa KOHTPOMS 06paTHOro BbI30BA, HAaNpUMep UCMOoSb30BaHWe MOAEMOB C 0BpaTHbIM
BbI3OBOM, MOTYT 06ecrneynBaTh 3aLluTy OT HEaBTOPU3OBaHHBIX U HexenaTerbHbIX TOAKNH0YEeHNUI K cpeacTBam
06paboTKnN MHOPMaLK OpraHM3aLnn, Tak Kak no4TBEPXKAA0T MPaBo Ha A4OCTYM NoMb3oBaTenei, MbiTarLmx-
€S yCTaHOBWUTb yAaNeHHYH CBA3b C CETbIo opranmsauun. MNpu ncnonb3oBaHMmn 3TUX CNOcob0B OpraHMsaumm He
crnegyeT UCMONb30BaTb CeTeBble CEPBUCHI, KOTOPLIE BKIOYalOT Nepeapecauuio BbizoBa. Ecnm xe oHu
NCNonb3yrTcs, HeobxoanMo 6rokMpoBaTh BO3MOXHOCTU nepeagpecauunn, YTobbl nsbexartb CBA3aHHLIX €
3TWUM pUCcKoB. Takke BaXHO, YTODbI MpoLiecc 06paTHOro Bel3oBa obecneyunsan yBepeHHOCTb B TOM, 4TO hakTu-
yeckoe pasbeguHeHne Ha CTOPOHE opraHn3auum ocyLwecTseHo. B npoTMBHOM cnyyae yaaneHHbIA Nonb3osa-
TeNb MOXET AepXaTb NUHUIO 3aHATON, dhanbcuduumMpya NpoBepky obpaTHoro Bbi3oBa. Ana UCKNOYeHUa
nogobHbIX WHUMOEHTOB npoleaypbl M cpeacTBa KOHTPOMA o6paTHOro BbI3oBa cnegyeT TuwlaTesnbHO
TecTupoBaThb.

9.4.4 AyteHTuUdpMkauma yana

Cpeactso aBTOMaTUYeCKoro NoAcoeAUHEHUs K yaaneHHOMY KOMNbIOTEpY MOXeT NpeaocTaBnTb cnocob
nony4eHnsi HeaBTOPN3OBaHHOMO AOCTyNa K busHec-npunoxeHuio. CnegosaTtenbHO, NOAKNIOYEHUS K yaaneH-
HbIM KOMMbLIOTEPHBIM CUCTEeMaM HeobxoauMo ayTeHTUULMPOBaTL, YTO 0OCOBEHHO BaXKHO, €CK NoAKMIoYeHe
NPON3BOAMTCA K CETU, KOTOpasA HaxoauUTcs BHe cdiepbl KOHTPONA ynpasneHns 6e3onacHOCTLIO OpraHu3sauun.
Mpumepsbl ayTeHTUdMKaLMKN U crnocobbl ee AOCTMKEHUA paccMmaTpusatoTea B 9.4.3.

AyTeHTUdUKaUMA y3na MOXET CIYXXWUTb anbTepHaTUBHBIM CPEACTBOM ayTeHTuUduKkaumm rpynn yaaneH-
HbIX MoMb3oBaTenen Tam, rae oHW NoAcoefUHEHbl K 6e30nacHOMY KOMNbLIOTEPHOMY CPeACTBY COBMECTHOrO
ncronb3osaHus (9.4.3).

9.4.5 3awuTta NOpPTOB AUArHOCTUKU NPU yAaneHHOM AocTtyne

[ns ob6ecneveHusa 6ezonacHOCTU AOCTYM K NOpTaM ANarHOCTUKN AOMKEH BbITb KOHTponupyembiM. MHo-
rMe KOMMNbIOTEPHLIE CETU U CUCTEMBI CBSI3U UMEOT Habop cpeacTB yaaneHHo! AnarHocTUKK Ana NCnonb3osa-
HUSA MHXeHepamun no obcnyxunsaHuio. Byayun HesawuueHHbIMU, 3TU AWarHocTudeckue NopThl ABMAAIOTCA
NCTOYHUKOM pUCKa HeaBTOPU30BaHHOMO gocTyna. bezonacHocTb 3TUX NOpToB Heobxoanumo obecneunsaTth C
MOMOLLbIO COOTBETCTBYIOLLErO 3alUTHOrO MexaHu3Ma 6e3onacHoOCTU, HanpuMep, «3amkay, a Talke ocylle-
CTBNATb AocTyn obcnyxusatowero nepcoHarna K AuarHocTM4eckuM NopTam TONbKO Ha OCHOBaHWW AOrOBOPEH-
HOCTW MeXay pyKoBoAUTeNeM, OTBeHaloWmM 3a obecrnevyeHne KOMNbIOTEPHBLIX CEPBUCOB, U NEPCOHANOM Mo
nogaepke annapaTHbIX/NporpammHbIX CpeacTB.

9.4.6 MpuHUMN pa3aeneHnn B ceTAX

KomnbloTepHble ceTu Bce 6onee pacnpocTpaHsioTcs 3a npedenbl opraHn3salm, NOCKoNbKY co3aalnTca
AenoBble NapTHepCTBa, koTopble TpebytoT obeHusa Mexay napTHepamMmn UM COBMECTHOTO UCMOMb30BaHUA
ceTeBOM UHDPacTPYKTYpbl 1 cpeacTs 06paboTkm nHdopmauumn. Takne paclumpeHusl yBenuinsaroT pUck Heas-
TOpU30BaHHOro AocTyna K nHOPMaLUOHHBIM CUCTEMAaM CETU, MPUYEM B OTHOLLUEHUIN HEKOTOPLIX U3 3TUX CUC-
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TeM, BCMNEACTBUE UX BaXKHOCTU UNN KPUTUHMHOCTW, MOXET noTpeboBaTbcsl 3awmta OT Mofb3oBaTenewn,
NONY4YNBLUNX AOCTYN K APYrMM cuctemam cetu. B Takux cnyyasix Heobxoanmo paccmaTpuBaTb BHeapeHue
DONOMHUTENbHBIX MEPONPUATUIA NO YNpasneHno MHopMaLUMoHHON 6e3onacHOCTLIO B Npeaenax ceTu, 4Tobbl
pasaenaTb rpynmnbl MHPOPMaLMOHHBLIX CEPBUCOB, NoMNb3oBaTenei U MHGQOPMAaLMOHHBIE CUCTEMBI.

OAHO 13 Taknx MeponpuUATUIA COCTOUT B TOM, YTOBLI pasgensitb X Ha OTAeNbHbIe NOrMdeckne cetTesble
AOMeHbI, Harnpumep, BHYTPEHHUIA CeTeBOW AOMEH OpraHu3auuM U BHeLHUe ceTeBble AOMEHbI, KaXabld 13
KOTOPbIX 3aLUULLEeH onpedeneHHbIM nepuMmeTpom 6esonacHocTU. Takoi nepumeTp MoXeT BbiTb peanu3oBaH
nocpeaCcTBOM BHeApeHUA Wio3a 6e30NacHOCTU MexXay ABYMS CBSI3aHHBIMU CETSIMU AN1s1 KOHTPONA A0oCTyna v
NHOPMALIMOHHOrO NOTOKa MeXAy HAMU. STOT W3 criedyeT KoHUrypupoBaTh Ans dunbTpaumm Tpaduka
mexay agomeHamn (9.4.7 v 9.4.8) u ans 6NokMpoBaHUsi HEaBTOPU3OBaHHOIO AOCTYMA B COOTBETCTBUN C NOMUTU-
KO KOHTpOIs AocTyna opraHusauun (9.1). NMpumepom Takoro LMo3a SBMSAETCA MEXCETEBOW 3KpaH.

Kputepun ana pasaeneHus cetein Ha AOMeHbl criedyeT (doOpMUPOBaTh Ha OCHOBE aHanu3a NnosIMTUKA KOH-
Tponsa aoctyna (9.1), a Takke yunTbiBas BIMAHWE 3TOro pasgeneHns Ha NpousBoAUTEeNbLHOCTL B pesynbTaTte
BKITFOYEHUS NoAXOoAALWEN TEXHONOrMU MapLIpyTusauum cetein unu wino3os (9.4.7 u 9.4.8).

9.4.7 KoHTponb ceTeBbIX COeAUHEHUN

TpeboBaHWs NOAUTUKN KOHTPOTSA AOCTYNA ANsl COBMECTHO UCTMONb3YeMbIX ceTell, 0COGEHHO TeX, KOTo-
pble NPOCTUPAIOTCA 3a rPaHULLbl OpraHnsauuu, MoryT notpeboBaTb BHeAPEHUS AONOMHUTENbHBLIX Meponpus-
TWIA No ynpasneHuio nHdopmaumMoHHon 6e3onacHOCTbio, UTOObI OrpaHNYNBaTL BO3MOXKHOCTU NONb3oBaTenemn
rno nogcoeanHeHuto. Takue MeponpuaTis MoryT 6biTb peanMsoBaHbl NOCpeACTBOM CeTEBbIX L0308, KOTOPble
unbTpyoT Tpaduk ¢ NoMoLLbIo onpeaeneHHbIX Tabnuy, unu npasun. Heobxogumo, utobbl NpUMeHseMble
OrpaHnYeHnsi OCHOBbLIBANUCL Ha NONMUTUKe U TpeboBaHUsIX gocTyna K 6busHec-npunoxeHnsam (9.1), a Takxke
COOTBETCTBYIOLWMM 06pa3oM nogaepXuBanvcb U 0BHOBNSNIUCH.

Mpumepbl BU3HEC-NPUNOKEHUA, K KOTOPBLIM CrieayeT NPUMEHATb OrPaHNYEHUs:

- 3MeKTPOoHHas nouTa;

- nepegava annos B 0AHOM HanpasreHuu;

- nepegava aina B 060Mx HanpaBneHnsx;

- NIHTEpPaKTUBHBIA OOCTYM;

- 0OCTYM K ceTW, OrpaHNYeHHbIN onpegeneHHbIM BpeMeHeM CyTOK Unm gaToun.

9.4.8 YnpaBneHue MapLupyTU3aLuen ceTu

CeTn COBMECTHOro UCMOoNbL30BaHUsi, 0COBEHHO Te, KOTOPbIe NMPOCTUPAOTCA 3a FPaHWULblI OpraHn3aLmu,
MoryT TpeboBaTb peanusaunn MeponpusaTuin no obecnedeHnto nHopMaLMoHHo 6esonacHocTH, YTobbI Noa-
coeVMHeHUs1 KOMMNbHOTEPOB K MHOPMaLMOHHBIM NOTOKaM He HapyLuanu nNofnTUKY KOHTponsa aoctyna K 6us-
Hec-npunoxeHusam (9.1). OTo aBnseTca 0ocobeHHO BaXHbIM ONs CeTell, COBMECTHO MWCMONb3yeMbiX C
nonb3oBaTensaMu TpeTben CTOPOHbI (He COTPYAHWKaMU opraHunsaLun).

Ob6ecneyveHune MHpopMaLmoHHo 6e30MacHOCTM NpK OCYLLECTBIEHNU MapLUPYTU3ALMN OCHOBEIBaAETCS
Ha HageXXHOM MeXaH13Me KOHTPOIS aApPecoB UCTOYHMKA U HasHaYveHnst cooblleHus. MpeobpasoBaHue ceTe-
BbIX aAPECOB TaKKe 0YeHb MONe3HO ANA U30NALUK ceTel 1 MpeaoTBpaLleHNs pacnpocTpaHeHnss MapLUpyToB
OT CeTW OOHOW OpraHn3aLmMm B ceTb Apyroi. TOT Noaxoa MOXeT BbiTb peanvM3oBaH kak NporpaMMHbIM crnoco-
60omMm, Tak 1 annapaTtHo. Heobxoanmo, 4Tobbl cneumanncTbl, 3aHuMaroLmecs BHegpeHuem, 6binm ocsegomne-
Hbl O XapaKkTepUCTUKaxX NCMNOob3yeMbIX MeXaHU3MOB.

9.4.9 Be3onacHocTb UCNONb30BaHUA ceTeBbIX CryX6

O6LwwenocTynHble 1 YacTHble ceTeBble Cry0bl NpeAnaratoT WMPOKUIA CNEeKTp AOMONHUTENbHBLIX NHGOP-
MaLMOHHBIX ycnyr, obnagatowmx xapakrepuctmkamm 6esonacHocTn 1 obecneunsaownx pasHble YPOBHM
3awmThl. OpraHusaumm, Nonb3ayoLmecs STUMK yCryraMmu, A0SKHbI 6bITb yBepeHbl B TOM, Y4TO Npu 3Tom obecrie-
ynsaeTcs HeobXoAUMbIN YPOBEHb MHPOPMaLMOHHON Be30NacHOCTM N UMeeTCs YeTKoe onncaHne atpnbyTos
6e30MacHOCTU BCEX NUCMOMNb3yeMbIX CEPBUCOB.

9.5 KoHTponb gocTtyna Kk onepauuoHHOW cucteme

Llenb: npegoTepalleHne HeaBTOPM3OBaHHOIO JOCTYNa K KOMMbloTepam.

Ha ypoBHe onepaLoHHO cucTeMbl criedyeT UCMonb3oBaTh cpecTBa UHMOpMaLMoHHON BezonacHocTr
ANs orpaHMYeHns 4ocTyna K KOMMbIOTEPHBIM pecypcam. 3T cpeacTBa AOMKHbI obecrnevmsaTh:

a) uaeHTUdukaLmo 1 BepuduKkaLmio KOMMNboTepa nonb3oBaTens U, ecrnu Heobxoaumo, TepMuHa-
na 1 MecTonoSIOXKEeHNE KaXKAoro aBTOPU3OBAHHOIO NOSb30oBaTe s,

6) perucTpaumio yernewHbIX 1 HeyaaBLUNXCA JOCTYMOB K CUCTEME;

B) ayTeHTUdMKaLMIo COOTBETCTBYIOWEro ypoBHA. Ecnu ncnonbsyeTtcs cuctema naposfibHON 3alim-
Thl, TO OHa OOIMKHA obecneynBaTh KadecTBeHHble naponu (9.3.1 r);

r) orpaHuyeHue BpeMeHu nodcoeanHeHus nonb3oBaTenei, B cryyae HeobXoaMMOCTU.
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Opyrue meToabl KOHTPONA AOCTYNA, Takue KaK «OTKIUK-OT3bIB», ABMAATCA AOMNYCTUMbIMU, €CITN OHU
onpasAaHbl C TOYKWN 3peHnst BU3HeC-pPUCKOB.

9.5.1 ABTOMaTuyeckana naeHTudukauna TepMmHana

CneayeT paccmaTpuBaTh BO3MOXHOCTb UCMOMb30BaHWUS aBTOMATUYECKON naeHTUdUKaLmm TepMuHana,
4yTOGbI ayTEHTUDNLMPOBATL €ro NoAcoefUHEHNE K onpeaerieHHbIM ToYKaM cucTeMbl. ABToMaTudeckas naeH-
TUdMKaLMA TepMuHana — MeTod, KOTOpbI AOMMKEH UCMONb30BaTLCA, €CNU BaXkHO, UTOOLI ceaHc Mor 6biTb
WMHULMMPOBaH TOJbKO C ONpeaenieHHOro MecTa Ui KOMMbIOTEPHOro TepMuHana. BctpoeHHbln unu noacoeau-
HEHHBIA K TepMUHaNy MAEHTUMDUKATOP MOXET UCMONb30BaTLCA ANA onpeaeneHus, paspeLleHo i 3TOMY KOH-
KpeTHOMY TepMUHaNy MHULMMPOBATL UM NoMyYaTh onpeaeneHHble cooblieHunsi. MoxeT 6b1Tb He06X0AUMBIM
npumeHeHne GU3NYECKOA 3aWwnThl TepMuHana ansg obecneyeHusa GesonacHOCTU ero naeHTUdgukaTopa.
CyLLeCcTBYIOT Apyrie MeToAbl, KOTOPbIE MOXHO UCMONb3oBaTh Afsi ayTeHTuduKkaumm nons3osaTenen (9.4.3).

9.5.2 MNpouenypsbl perucTpayum ¢ TepMuHana

LocTyn K nHdopMaLMOoHHbBIM cepBUcamM JormkeH BbiTb obecneveH nyTem nucnonb3oBaHUA 6esonacHomn
npoLeaypbl BxoAa B cucTemy (cnocob peructpauuu). Mpoleaypy permctpaLum B KOMNbLIOTEPHON cucTeme cne-
AyeT NpoeKkTUpoBaTh Tak, YToBbl CBECTV K MUHUMYMY BO3MOXHOCTb HEaBTOPU30BaHHOTIO AOCTYNA U HE OKas3bl-
BaTb NOMOLLM HEABTOPWM3OBAHHOMY Monb3oBaTtesnto. MNpaBnibHO cnnaHMpoBaHHas npoueaypa pernctpauumn
JomkHa obnagaTh cnegyowmmMn CBOMCTBaMU:

a) He oTobpaxaTb HaWMMEHOBaHUA CUCTEeMbl WX MPUINOXEHWIA, MoKa Mpouecc perucTpaunn He
6yneT ycnewHo 3aBepLUeH;

6) oTobpaxaTtb obllee yBegoMneHue, npegynpexagarollee, YTo AOCTYN K KOMMbIOTEPY MOryT nony-
YUTb TOMbKO aBTOPN3OBAHHbLIE NOMb3OBaTENN;

B) He npeaocTaBnsATb COOBLEHMA-NOACKA30K B TeveHWe npoledypbl perucrpauun, KoTopble Mor-
N1 6bl MOMOYb HEaBTOPU3OBAHHOMY NObL3OBATENIO;

r) noatBepxgaTb MHopMaLuio pernctpauumn TOsbKo Mo 3aBeplUeHnM BBOAA BCEX BXOAHbIX AaH-
HbIX. B cnyyae olwimbo4Horo BBoAa cMcTeMa He MoKasblBaeT, Kakas YacTb AaHHbIX IBASETCS NpaBunbHON UK
HenpaBUSbHOW;

) orpaHuMuMBaTb YUCMO paspeLleHHbIX HeyAauHbIX MOMbITOK pernctpauun (pekoMeHayeTca Tpu) U
npegycmaTtpusarhb:

1) 3anucb Heyaa4HbIX MOMbITOK;

2) BKIOYEHUWE BPEMEHHOW 3aepxKn Npexae, Yem ByayT paspelueHbl AanbHenWwme NonbITKN peruc-
TpauuK, Unn oTKNoHeHWe NobbIX AanbHENWNX NONBLITOK perncTpauun 6e3 cneynansHOn aBTopusa-
unu;

3) pasbeauHeHve ceaHca cBSI3W Mpu nepedade AaHHbIX;

e) orpaHuyMBaTb MakcumarnbHOEe WU MUHUMarbHOEe BpeMsA, paspelleHHoe AnA npoueaypbl peruc-
Tpauun. Ecnin oHo npeBbllLeHO, cucTema AoSPKHA NpekpaTuTb perncTpauuio;

X) dukcunpoaTb MHPOPMALIMIO B OTHOLLUEHUW YCMNELWHO 3aBePLIEHHON perncTpauun:

1) aaty u BpemMs npeablayLLei ycnewHon peructpaumu;
2) petanu noBbIX HeyaauHbIX NOMNBITOK perucTpaunn, HaunHas ¢ nocneaHen ycnewHon peructpa-
uun.

9.5.3 UpeHTudukauusa u ayreHTucUukauuma nonb3osarens

Heobxoaumo, 4Tobbl Bce Nonb3oBaTenu (BKMoYas NepcoHan TeXHUYECKon Noaaepxku, T. e. oneparo-
pOB, aAMUHUCTPATOPOB CETU, CUCTEMHBIX NPOrPaMMUCTOB U aAMUHUCTPaTopoB 6a3bl AaHHBLIX) UMENN YHU-
KanbHbIA naeHTUdUkaTop (Nonb3osatenbekuid ID) Ans Mx eAUHONNYHOIO UCMOMbL30BaHUA C TeM, YTOBbI UX
nencTausa Mornn 6biTb NpoaHanU3MpoBaHbl OTBETCTBEHHBLIM NULOM. Monb3osaTenbckuin ID He aomkeH coaep-
XaTb NPU3HAKOB YPOBHSA NpUBMNErun nonb3osatens (9.2.2), Hanpumep, MeHegxepa, KOHTponepa.

[na BbinonHeHUs 0cob0 BaxkHbIX paboT AonyckaeTcs NCnonb3oBaTe 06LWMIA uaeHTUUKaTOP ANA rpynnbl
nonb3oBaTenen N1 ANa BbINOMHEHUs onpeaeneHHol paboTbl. B Taknx cnyvasx Heo6xoanumMo cooTBeTCTBYIO-
Lwum o6pasom ochopMneHHoe paspelleHune pykosoacTea. Kpome Toro, Ans obecneveHus 6e30nacHOCTU CUC-
TeMbl OT HeaBTOPU30BaHHOTO AOCTYNA B 3TUX CIyYasix MOXeT noTpeboBaTbcA NpUMeHeHne A0NOMHUTENbHBIX
mep obecneveHna nHopMaunoHHoi 6esonacHocTu.

CyuecTByHOT pa3fiMuHble npoLeaypbl ayTeHTUdUKaLUnu, KOTopble MOryT UCNONb30BaTLCA AN AoKasa-
TeNnbCTBa 3aABMNEHHON MAEHTUYHOCTU nonb3oBaTtens. Maponu (9.3.1) — oyeHb pacnpocTpaHeHHbIN cnocob
obecneveHna naeHtTudukauum n ayteHtudukaummn (I&A), oCHoBaHHbIN Ha UCNOML30BaHUW NaPOA, KOTOPLIN
3HaeT TOMbKO Nofb3oBaTerib. ToXe caMoe MOXeT ObITb JOCTUrHYTO CpeAcTBamMun KpunTorpadun n NpoTokona-
MU ayTeHTUdnKkaumu.

CneuunanbHble dusndeckne yCcTpoACTBa AocTyna ¢ namsTeio (token) nnu MukponpoueccopHble KapThl
(cmapT-KapThl), KOTOPBLIMU MONb3YIOTCH COTPYAHUKM, MOTYT TakKe UCTMOoNb30BaTbCA ANA naeHTudUKaunn n
ayTeHTUUKaLumn. BuomeTpuueckue metToabl ayTeHTUUKaLUKN, KOTOPbIE OCHOBAaHLI HA YHUKANbHOCTU Xapak-

34



FOCT P UCO/M3IK 17799—2005

TepUcTUK (0cobeHHOCTEN) MHANBUAYYMA, MOTYT TakKe UCMOb30BaTLCA ANs ayTeHTUhMKaLMM NoNb3oBaTens.
CoyeTaHue pasnUyHbIX TEXHOMOMMIA U MeToaoB obecneunBaeT Bonee HaaeXHyHo ayTeHTUuKaLmo.

9.5.4 CucrteMa ynpaBneHusi naponsimm

Maponu — oA4HO 13 rMaBHbIX CPeACTB NOATBEPXKAEHNS MONTHOMOYMS NOMb30BaTe N, OCYLLECTBAAOLWEro
AOCTYMN K KOMMbIOTEPHBIM cepBucaM. B cucTemax ynpaBneHus naponem OoMKHbl OblTe NpedycMoTpeHbI
a3t peKTUBHbIE NHTEPaKTVBHBLIE BO3MOXHOCTU Noaaepxkn Heobxoamnmoro mux kavecTsa (9.3.1).

Ona HekoTOpbIX BU3HEC-NPUIIOXKEHUN TpebyeTcst HasHavYeHMe NoNb3oBaTe/IbCKUX Naponein HesaBucu-
MbIM AOMKHOCTHBIM NMLUOM. B 6onbLUMHCTBE Xe cryvyaes naponuv BelbupatoTca U nogaepXKusaroTesl Nonb3osa-
TENAMMU.

Cuctema ynpasrneHnst naponsammn 4oskHa:

- MpeanuceiBaTh MCNOMb3oBaHWe MHAMBUAYaNbHLIX Naponen gna obecneyeHnss ycTaHOBNEHUsS OTBET-
CTBEHHOCTMH;

- MO3BOMATbL NOMb30BATENSAM BbIOMPATEL U N3MEHATb NX COOCTBEHHbIE Maponn, a Takke BKoYaTb noa-
TBEpXAatoLyto npoueaypy Ans yyeta owmbok BBoAa Npu HeoBXoaMmocTy;

- Npeanu1ceiBaTh BIBOP BbICOKOKAYECTBEHHLIX Naponei B cooTseTcTBUM ¢ 9.3.1;

- TaM, r4e NoNb3oBaTeNv 0TBeYatoT 3a NoAAE PXKKY CBOUX COBCTBEHHbIX Naponen, NPUHYXAaTh UX K M3me-
HeHwuto naponeii (9.3.1);

- Tam, rae nonb30oBaTeny BelbvpatoT naponu, obecneynsaTts M3MeHeHNe BpeMeHHbIX Maponen npu nep-
BoW permcTpauun (9.2.3);

- NoAAePKMBaTb XpaHeHNe UCTOPUN NpedblayLLmMX Nob30BaTeNbCKMX Naponei (3a Npeaslaywmn roa) n
npegoTBpallaTh UX MOBTOPHOE MUCMOMb30BaHNE;

- He oToBGpakaTb NAapONn Ha aKpaHe Npu X BBoAE;

- XpaHUTb halnbl Naponein oTAenbHO OT AaHHbIX NMPUKIaAHBIX CUCTEM;

- XpaHWUTb Naponu B 3awwndpoBaHHon hopMe, NCMob3ys OAHOCTOPOHHUA anropuTM WM POBaHUS;

- obecneuvnBaTb CMEHY Naponen nocTaBLUMKa, YCTAaHOBIIEHHbIX NO YMOMYaHUIO, NOCTIe MHCTaNsALmMmM Npo-
rpammHoro obecnevyeHms.

9.5.5 Ucnonb3oBaHUe CUCTEMHbIX YTUNUT

Ha 6onblnHCTBE KOMMbLIOTEPOB YCTaHaBIUBAETCs, MO KpanHen Mmepe, ogHa nporpaMmma — cucTeMHasi
yTUnnuTa, KoTopas no3sonaet 060MNTM Mepbl NPpeAoTBPaLLEHNA HEaBTOPU3OBAHHOIO AOCTYNA K ONepaLMoHHbIM
cucteMam n BusHec-npunoxeHnsaM. Mcnonb3oBaHne CUCTEMHBIX YTURWUT A4OMMKHO ObITb orpaHUYeHo U Twa-
TeNbHbIM 06pa3oM KOHTPONMPOBATLCA. [1N1A 3TOro HE0HXOAUMO UCNONBL3OBAHNE CREAYOLLMX MEPONPUATUIA NO
ynpasneHuio MHopMaLMUOHHON 6e30NacHOCTbIo:

- NCMonb3oBaHMWe npoLeayp ayTeHTUdMUKaLUM CUCTEMHBIX YTUANT;

- OTAeNEeHNe CUCTEMHBIX YTUMUT OT MPUKITaaHbIX NPOrpamMm;

- orpaHuM4YeHne NCnonb3OBaHNSE CUCTEMHBIX YTUMT NyTeM BblGopa MUHUMANBLHOTO Yncna AOBEPEHHbIX
aBTOPW30BaHHbIX MNOMb30BaTENEN, KOTOPbLIM STO HEOBGXOAUMO;

- aBTOpPU3aLUNs 3NU30ANYECKOTO NCNOMb30BaHUA CUCTEMHBIX YTUMUT;

- orpaHuyeHne 4oCTYNHOCTU CUCTEMHbBIX YTUIUT (TONbKO Ha BPeMSA BHECEHWSA aBTOPU3OBaHHbIX U3MeHe-
HUIA);

- perucTpaumsi UICNoNb30OBaHNA BCEX CUCTEMHbIX YTUIUT;

- onpegeneHne 1 JoKYMEHTUPOBaHWE YPOBHEN aBTOPU3aLUMN B OTHOLIEHUU CUCTEMHBIX YTUMUT;

- yaaneHne BCex HEHYXKHbIX YTUIUT U3 CUCTEMHOTO NporpaMmmHoro obecneyeHns.

9.5.6 CurHan TpeBoru Ans salWuTbl NoNbL3oBaTenei Ha cny4vaun, Koraa oHU MOTYT CTaTb 06 HEeKTOM
Hacunua

YKenatenbHo npegycmMaTpuBaTh CUrHaM TPEBOMM Ha cny4vail, korga nofb3oBaTenb MOXET cTaTh 06bek-
TOM Hacunus. Pelwerune 06 obecnedyeHnn Takon curHanunsaumnein cneagyet NpUHUMaThL Ha OCHOBE OLEHKU pUcC-
koB. Mpu aToM Heobxoanmo onpeaennTs 06s3aHHOCTV M NPoLLeAYPbl pearupoBaHUs Ha CUrHan Takon TpeBorn.

9.5.7 MNepuoabl 6e3aeICTBMA TEPMUHANOB

TepMuHansl, pasmeLleHHble B MecTax NoBbILEHHOTO pyrcka, HanprumMep B 06LLe40CTYNHbIX MecTax unm
BHe cdhepbl KOHTPOSIS NpoLiecca ynpaeneHns 6e30MacHOCTbI0 opraH3aLnmn, 0b6cnyxusaroLme CUCTEMBI BbICO-
KOro pucKa, OOMKHbI OTKMOYATLCA NOCne onpedeneHHoro nepnoga ux 6esgeiicTeus Anst npegoTspalleHUs
[OCTyna HeaBTOPU30BaHHLIX L. MexaHnam 6110KMPOBKN NO BpEMEHN AoSKeH 06ecnevmMBaTb OUUCTKY 3KpaHa
TepMUHana, a Takke 3aKkpbiTie paboThbl cEaHCOB MPUMOXKEHUS U CETEBOr0 ceaHca TepMuHarna nocne onpeae-
NeHHoro nepuoa BpemeHn ero 6e3neicTeus. Bpems cpabaTbiBaHusi GrI0KUPOBKM AOMMKHO YCTaHaBNUBaTLCA C
y4yeToM puckoB 6e30MacHOCTH, CBA3AHHBIX C MECTOM YCTaHOBKM TepMuHana. Cneagyet UMeTb B BUAY, YTO HEKO-
Topble NepcoHarnbHbIe KOMMNbIOTEPLI 0becneYnBaoT orpaHUYEHHYH BOSMOXHOCTE BITOKMPOBKM TEpMUHANA NO
BPEMEHW NYTEM OUUCTKM 3KpaHa 1 NpeaoTepaLLeHnsl HeaBTOPU3OBaHHOMO AOCTYNA, HE OCYLLECTBNAS MPU 3TOM
3aKpbITUA ceaHca NPUIOXKEHWUA UMM CEeTEBOro ceaHca.
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9.5.8 OrpaHu4eHUs NoAcoeaUHEHUs NO BpeMeHU

OrpaHuyeHnst noacoeanHeHnst Mo BpeMeHU AoMkHblI obecneunBaTb AOMNONHUTENbHYHO GesonacHocTb
[N NPUNOXEHNI BLICOKOTO pucka. OrpaHudeHne Nnepuoaa BpemMeHu, B TeYeHne KOTOPOro paspelleHbl nogcoe-
OVHEeHWs TepMUHATIOB K KOMMbIOTEPHBIM CePBUCaM, YMEHbLLIAET MHTePBas BPEMeHU, B TeYeHNe KOTOPOro Bo3-
MOXeH HeaBTOPU30BaHHbIN gocTyn. ATy Mepy obecnevyeHns nHdbopmalmnoHHoi GesonacHocT Heobxoanumo
NpUMeHATL NS Haubonee BaXKHLIX KOMMbIOTEPHBIX MPUMOXKEHUN, 0COBEeHHO TeX, KOTopble CBA3aHbI C TEPMUHA-
namu, yCTaHOBINEHHbIMU B MECTaX MOBbILIEHHOTO PUCKa, Hanpumep, B 06LLeA0CTYMHBIX MecTax Ui BHe cdepbl
KOHTpONS ynpaBneHus 6e30nacHoCTbo opraHusaumun. MpuMepbl Taknx orpaHuyYeHuin:

- UCMOMb30BaHNe 3apaHee onpeaesieHHbIX OTPE3KOB BPEMEeHU AN NakeTHOW nepedadn annos unm
PerynspHbIX MHTePaKTUBHBLIX CeaHCOB HEBGONbLLON NPOACKATENBHOCTHY;

- OrpaHuYeHue BpeMeH! NoakoyeHnin Yacamm paboTbl OpraHn3aLmn, ecrnii HeT HeoBXOANMOCTM CBEPX-
YypOYHOI U Gonee NPOACIHKUTENbHOM paBoThI.

9.6 KoHTponb gocTtyna K npunoXxeHuam

Llenb: npepoTBpalleHne HeaBTOPM3OBaHHOrO AocTyna K AaHHbIM NHOPMALMOHHBIX CUCTEM.

HeobxoamMmMo npumeHsTb Mepbl obecnedeHms MHpopMaLMoHHON BezonacHoCTU Ans orpaHUyYeH1s Aoc-
Tyna K npuknagHblM cuctemam.

Jlornyeckuin 4ocTyn K nporpammHoMy obecnedeHuio U MHopMaLmn OomMKeH ObiTb orpaHUyYeH TOMbKO
aBTOPU30BaHHEIMK Nofb3oBaTensamMu. [nsa atoro Heobxoanmo obecneunsars:

- KOHTPOb 4OCTYMa Nofb3oBaTenein K i opMmaLmn 1 yHKLUSM BU3HEC-NPUIIOKEHUIA B COOTBETCTBUN C
onpeneneHHon BU3HeCOM NONUTUKON KOHTPONSA A4OCTYNa;

- 3alLMTy OT HeaBTOPM3OBaAHHOIO AOCTYyNa NoOON YyTUNUTEI U CUCTEMHOTO NPOrpaMMHoro obecneveHus,
KOTOpble NO3BONSAT 06XOAUTL CPEACTBa ONepaLMOHHON CUCTEMBI UM NPUIOXKEHUIA;

- UCKIoYEeHMe KoMmnpomeTaummM 6e3onacHoCcT ApyrnxX CUCTEM, C KOTOPbIMU COBMECTHO UCTIONb3YHOTCS
NHPOPMaLIMOHHbBIE Pecypchl;

- 0OCTYN K MHcpopMaLum TOMNbKO BrnadensLa, KOTOpbI COOTBETCTBYHOLLMM 0Opa3om HasHaveH U3 yicna
aBTOPU30BAHHBIX NNL, UK onpederneHHbIX rpymnn nofs3osartenen.

9.6.1 OrpaHu4eHue gocTtyna K uHcpopmauum

Monb3oBaTensm 6MsHeC-NPUNOXKEHUI, BKOYas NepcoHan NogaepXkky U akcnnyatauun, cnegyet obec-
nevmBaTh 4OCTYN K UHDOPMaLK U (DYHKLUSIM 3TUX MPUIIOKEHWIA B COOTBETCTBUN C onpeaenieHHON NONNTUKON
KOHTPOIS AOCTYMNa, OCHOBaHHOM Ha TpeboBaHMAX K 0TAeNbHBIM B13Hec-npunoxeHuam(9.1). Heobxoammo pac-
cMaTpuBaTb NPUMEHEHWEe cneayoL X MeponpUsiTUA Mo ynpasreHno MHpopMaunoHHon besonacHoCTbIO ANA
oBecneveHuns TpeboBaHWU No orpaHUYeHuUo AocTyna:

- noAdepKka MeHo Ans ynpasnieHnsa 4OCTYNOM K NpuKnagHelM (yHKLUSM CUCTEMBI;

- OrpaHuYeHus1 B NpegocTaBieHnn Nonb3oBaTensim nHPOoPMaLIMM 0 aHHbIX U (hyHKLUAX BusHec-npuno-
JKEHWUIA, K KOTOPbIM OHW He aBTOPW30BaHEl Ha AOCTYIM, NyTEM COOTBETCTBYHOLLEr0 peakTMpoBaHUs NoNb30Ba-
TenbCKoW AOKyMeHTaLmu;

- KOHTpPOIb NpaB AocTyna nonb3oBaTenen, HanpuMmep, YTeHne/3anucb/yaaneHune/ BoiNonHeHNE;

- obecneveHne yBepEHHOCTM B TOM, YTO BbIBOAUMbIE AaHHbIE U3 BU3HEC-NPUNoXeHWA, obpabaTbiBato-
LLMX BaXKHYH0 MHdOpMaLmMio, cogepxani ToNnbko Tpebyemyto nHopmaumio M nepeckinanncs ToNbKo B agpeca
aBTOPU3OBAHHBLIX TEPMUHANOB 1 MO MeCTY HasHaveHus. CnegyeT NpoBOAUTL NEPUOAMNYECKUIA aHanns npoLec-
ca BblBOAA As NPOBEpKN yaaneHus UsbbITOUHON NHbopMaLmu.

9.6.2 Uzonsauusa cuctem, o6pabatbiBalouX BaXXHYO UH(opmMaLuio

Cuctembl, 06pabaTbiBatole BaxkHyo MHpopMaLmMio, A0SKHbI GbITb 06ecneyeHsl BelaeneHHon (M3onu-
pOBaHHON) BEIMUCMUTENBHON cpeaoi. HekoTopble NpuknagHble CUCTEMBI UMEHOT oveHb BoMbLUoe 3Ha4YeHne ¢
TOYKU 3peHNst 6830MacHOCTM AaHHbIX U MO3TOMY TpebyoT cneLnanbHbIX YCNOoBUIA aKkcniyaTaumn. BaxHocTb
06pabaTbiBaeMoi UHOPMAaLMKU MOXKET UM TpeGoBaTb paboThl CUCTEMBI Ha BblAENIEHHOM KOMMLHOTEPE, UK
OCYLLECTBNSITb COBMECTHOE MUCMOMb30BaHNE PECYPCOB TOMbKO ¢ 6e3onacHeiMM BU3HeC-NPUNOXKEHUAMU, Uin
paboTaTb 6e3 KakMx-NnMbo orpaHnyeHnin. Mpu 3ToM HEOBXOAMMO YUNTLIBATL Crieaylollee:

- BnagenbLy 6UsHec-NpunoXeHnin HeobxoanMMo onpeaenuTb U AoKYMeHTanbHO 0hOPMUTL CTEMNeHb UX
BaXHocTu (4.1.3);

- koraa BaxkHoe BU3Hec-NPUIoXeHNe AoMKHO paboTaTb B cpee COBMECTHOMO UCMOSb30BaHNA, HeoBbxo-
AVIMO BbISIBUTb AAPYTUE NPUIoXeEHNs, ¢ KoTopbIMK ByaeT OcyLLeCTBNSATLCA COBMECTHOE UCMONb30BaHWe pecyp-
COB, 1 COTMacoBaTh 3TO C BNafesbLeM BaXXHOro GU3HEC-NPUNOXKEHNS.

9.7 MOHUTOPUHF AocTyna U UCNONMb30BaHUA CUCTEMBI
Llenb: obHapyXeHne HeaBTOPMU3OBAHHbLIX OEACTBUNA.
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Ons o6HapyxeHWst OTKNOHEHNs oT TpeboBaHWA MOANTUKM KOHTPOMSA AOCTYNA U perncTpaumm cobbITui 1
obecrneveHus AokasaTeNnbCcTBa Ha crydail BbISBNEHNS MHLUMAEHTOB HapyLueHns nHopMaLMoHHol 6esonac-
HOCTW HeoBX04MMO NPOBOAUTL MOHUTOPUHI CUCTEMBI.

MOHUTOPUHT CUCTEMBI MO3BONSET MPOBEPSATL 3chheKTUBHOCTb NMPUMEHSIEMbIX MeponpuaTui no obecne-
YeHU MHdopMaLMOHHON Be30nacHOCTU M MOATBEPXKAATb COOTBETCTBUE MOAENM MONUTUKN focTyna Tpebosa-
Huam 6usHeca (9.1).

9.7.1 Peructpauus cobbiTun

[ns 3annucn NHUMAEHTOB HapyLeHus nHdopMaLMoHHON 6e30nacHOCTM U ApYrux cBA3aHHbIX ¢ besonac-
HOCTbHO COBLITUI CreayeT co3faBaTh KypHanbl ayauTa nXpaHuTb UX B TeYEHWe COrnacoBaHHOro nepuoaa Bpe-
MeHM C Lierblo COAeNCTBNA B NpoBeaeHNM ByayLLnX paccneaoBaHuii i MOHUTOPUHIE ynpaBneHns 4OCTYNOM.
Heobxogumo, 4Tobbl 3anucK ayauTa BrIoYanu:

- ID nonb3oBaTenen;

- oaTbl 1 BpeMs Bxoda W BbIXoaa;

- naeHTUMKaTOP TEpPMUHANA UMM €r0 MEeCTOMOSIOXEHMWE, eCITN BO3MOXKHO;

- 3aM1cy YCreLwHbIX U OTKITOHEHHbIX MOMbITOK AOCTYNa K CUCTEME;

- 3anncum YCNeLHbIX 1 OTKIOHEHHBIX MOMbITOK A4OCTYNa K AaHHBIM 1 ApyriMm pecypcamM. MoxeT notpebo-
BaTbCs, UTOGLI ONpeaeneHHble 3annucy ayanta 6binv 3aapXMBUpPOBaHbI A5t UICMONb30BaHUS UX NPU aHanmnse u
paccnenoBaHUsAX UHLMOEHTOB HapyLleHUs MHdopMaLmoHHON 6e30NacHOCTH, a Takke B UHTepecax ApYyrnx
Luenein (pasgen 12).

9.7.2 MOHUTOPUHT UCNOMBb3OBaHUA CUCTEM

9.7.2.1 Mpoueaypsbl 1 0bnacTu pucka

Ons ob6ecneyeHuns yBepeHHOCTM B TOM, YTO MOMb30BaTENM BbINOMHAIOT TOSMLKO Te AeNCTBUS, Ha KOTOpble
OHW ObINM AIBHO aBTOPM30BaHbl, HeobxoaAnMo onpeaenvTb NPoLeaypbl MOHUTOPWHIA NCMOMb30BaHNUS CPEACTB
06paboTkn NHopMaLMn. YpoBeHb MOHUTOPUHIA KOHKPETHBIX cpedacTB 06paboTkM MHbopMauun cnegyet
onpenenaTb Ha OCHOBE OLLeHKN puckoB. Mpu MoHUTOpUHre criegyeT obpaliaTe BHAMaHWe Ha:

a) aBTOPU3OBaHHbLIN 4OCTYN, BKIIOYas credyowe getanu:

1) nonb3oBsaTensckuit ID;
2) paTtbl 1 Bpemsi OCHOBHbIX COBbITUI;
3) Tvnbl cobbITUR;
4) dhannbl, K KOTOPbIM Bbi OCYLLECTBEH AOCTY;
5) ncnonbayemele NporpaMmmbl/yTUNTHI;
6) Bce MpuBWUErMpoBaHHble 4EACTBUSA, Takue Kak:
1) ncnonb3oBaHUe ydeTHOW 3anucK cynepsusopa;
2) 3anycKk v ocTaHOB CUCTEMBbI;
3) nogcoeavHeHne/oTcoeguHEHWe YCTPONCTBA BBOAA/BLIBOAA;
B) MOMBbITKA HEABTOPU30BAHHOIO JOCTYNA, Takne Kak:
1) HeyaaBluMecs NONbITKA;
2) HapyleHUs MONMTUKMA A0CTYNna U yBeAOMMEHUA CETEBbIX LSO30B N MEXCETEBbIX 3KPAHOB;
3) npegynpexaeHusi oT COBCTBEHHBIX CUCTEM OBHaPYXXeHUA BTOPXEHUS;
r) npeaynpexaeHus Unu oTkasbl CUCTEMBbI, Takue Kak:
1) KOHCOrMbHble (TEpMUHAaNbHbLIE) NpeaynpeXxaeHns nnu cooblleHuns;
2) MCKMoYeHUs1, 3anncaHHbIe B CUCTEMHbIE XYpHanbl pernctpauuu;
3) npepynpeauTenbHblE CUrHarbl, CBA3aHHbIE C YNPAaBEHUEM CETbiO.

9.7.2.2 dakTopbl pucka

PesynbTaTbl MOHUTOpPUHIa criefyeT perynsapHo aHanuauposaTtb. MepuoauyHOCTb aHanu3oB AOMMKHA
3aBMCETb OT pe3yNbTaToB OLIeHKUN pucka. PakTopbl pucka, KoTopble HEOBX0AUMO NPU 3TOM YUUTLIBATL, BKMOYa-
oT:

- KPUTUYHOCTb NPOLIECCOB, KOTOpble noaaepKusaTca 6UsHec-NPUNOXKEHNAMMU;

- CTOMMOCTb, BaXKHOCTb UMW KPUTUYHOCTb MHPOpMaLuu;

- aHanu3 nNpeawecTByOWUX ClyyaeB NPOHUKHOBEHUA U HEMPaBUIIbHOO UCNOMb30BaHUA CUCTEMBI;

- cTeneHb B3aUMOCBSA3N MHOPMALIMOHHBIX CUCTEM OpraHuU3aLmMu ¢ apyrumm (ocobeHHo ¢ obegocTyn-
HbIMW) CeTAMMN.

9.7.2.3 Peructpauusi u aHanus cobbituin

AHanus (NpocMoTp) XXypHana ayavTa noapasyMesaeT NOHUMaHWe Yrpo3, KOTOPbIM NoABEepXXeHa cucTe-
Ma, U NPUYKH UX BO3HUKHOBEHUS!. MpuMepbl cobbITUIA, KoTopble Mornn 6bl noTpeboBaTh AanbHenwWwero uccne-
AOoBaHus B Cnyvyae UHUMAEHTOB HapylleHusl MHopMaunoHHon besonacHoCcTu, NnpuseaeHsl B 9.7.1.

CucTeMHble XypHanbl ayauTa YacTo cogepXaT uHdopmaumio, 3HaunTenbHbI 06beM KOTOPOI He npea-
CTaBMnsIieT MHTepeca C TOYKM 3peHuss MoHUTopuHra GesonacHocTn. Ona obnervyeHua uaeHTUUKaUUK
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CyLEeCTBEHHbIX cOBLITUIA NPy MOHUTOPUHIe GesonacHocTH LenecoobpasHo paccMOTPETb BO3MOXHOCTL aBToO-
MaTU4ECKOro KOMMPOBaHMUS COOTBETCTBYHOLLMX TUMOB COOBLLEHUI B OTAENBHBIA XYpHaN W/vMnu ucnonb3oBaTb
noaxogsilne cUCTeMHbIe YTUMATLI UM MHCTPYMEeHTanbHble cpeacTBa ayauTa Ansl NoAroTOBKW K aHanuay
AaHHbIX.

Mpu pacnpegeneHMm oTBETCTBEHHOCTU 3a aHanu3 XypHana ayanta Heobxoaumo y4uTeiBaTe pasaere-
HWe ponein Mexay NMUoM (nuuamm), NPoBoAALLUM (W) aHanus, U TeMN, Ybl AENCTBUS NOABEPraloTCA MOHUTO-
pUHry.

Ocoboe BHUMaHWe crieayeT yaensiTb 3awmTe cobCTBEHHBIX CPeACTB perucTpaLum, noToMy 4YTo Npu BMe-
waTtenbcTBe B UX paboTy MoxeT BGbiTb MONYyYEeHO UCKaXKeHHoe npeAcTaBrneHne o cobbiTuax 6esonacHoCTU.
MeponpusTus no ynpasneHuio nHpopmaLMoHHoW 6e30nacHOCTbIo A0IDKHBI 0becneunBaTh 3aWmTy OT HeaBTo-
pU30BaHHbIX U3MEHEHUIA U 3KCTITyaTauUoHHBIX cboeB, BKIOYas:

- OTKITIOYEHME CPeACcTB perucTpaumu;

- U3BMEHEHWe TUMNOB 3aperncTpUpPOBaHHbIX COOOLLIEHUIA;

- peAakTupoBaH1e unu yaaneHue annos, coaepKallnxca B XXypHanax ayauTa;

- perucTpaumio criydaeB MOSMHOrO 3anofiHeHUsl HocuTenen XypHanbHbIX hainos, a Takke cnyvyaeB
HEeBO3MOXHOCTU 3anuceli cobbiTui BerieacTBue cboes nnbo criydaeB nepesanycu HOBbIX AaHHbIX NOBEPX CTa-
pbIX.

9.7.3 CuHXpOHU3aLUA YacoB

MpaBunbHas ycTaHOBKa KOMMbIOTEPHBIX YACOB (TaMepa) BaxkHa Anst obecneveHnUs TOYHOCTH 3anonHe-
HUSA XKypHanoB ayauTa, KoTopble MoryT notpeboBaTbea AN paccrnegoBaHUA UK Kak AoKasaTenbCcTBO Npu
cyAebHbIX UM agMUHUCTPaTUMBHBIX pa3bupaTenbcTBax. HekoppeKkTHbIe XXypHanbl ayauta MoryT 3aTpyaHsaTb
Takue paccriefoBaHus, a Takke NPUBOAUTL K COMHEHUIO B JOCTOBEPHOCTU CODpaHHbIX AoKa3aTenbCTB.

Tawm, rae KOMNbIOTEP UIK YCTPONCTBO CBSA3M UMEIOT BO3MOXXHOCTb UCMOJSIb30BaTb Yachl B peanbHOM Bpe-
MeHW, ux cneayeT ycTaHaenuaaTh Mo YHuBsepcansHomy CkoopauHuposaHHomy Bpemenn (UCT) unn mectHomy
cTaHOapTHOMY BpeMeHU. Tak kak HeKOTOpble Yachl, Kak U3BECTHO, KYXOAST BNepea» UNn «oTCTarT», A0SKHa
cyllecTBOBaTb Mpoueaypa, Kotopasi NpoBepsieT U UcnpasnsieT Moboe OTKMNOHeHWe UNu ero 3Havnmoe
N3MeHeHue.

9.8 Pa6oTa ¢ NnepeHOCHBLIMU yCTpoiUCcTBaMU U paboTa B AUCTAHLUOHHOM peXxuMe

Llens: obecneveHne uHgpopmaumnoHHon 6e3onacHOCT NpU UCMONb30BaHUN NEPEHOCHBIX YCTPOUCTB U
cpeacTs, obecrneunsaownx paboTy B AUCTAHLUUOHHOM pexnme.

Cneayet consmepsiTe Tpebyemyto 3atuTy co cneunduiHbIMU puckaMu paboTel B yaaneHHOM pexume.
MpunncnonbL30BaHMN NEPEHOCHBIX YCTPONCTB crieayeT yYUTbIBATb PUCKN, CBA3AHHBIE C PaBGOoTO B HE3aLLMLLEeH-
HOW cpede, U NPUMEHSTb COOTBETCTBYHOLME Mepbl 3awmThl. B cnyvaax paboTbl B AUCTAHUMOHHOM pexuMme
opraHusaLus 4omkHa NpegycMaTpuBaTh 3alUMTy Kak Mecta paboThl, Tak U COOTBETCTBYOLME Mepbl Mo obec-
ne4vyeHuo NHpopmaLnoHHon 6e30nacHOCTHU.

9.8.1 Pa6oTta c nepeHOCHbIMU yCTPOUCTBaAMM

Mpu ncnonb3oBaHNM NEPEHOCHBIX YCTPOWCTB, Hanpumep HOyTOYKOB, KapMaHHBIX KOMMbLIOTEPOB, Nepe-
HOCHBIX KOMMNbOTEPOB U MOBUINbHLIX TeNnedoHOB, He0BX0ANMMO NPUHUMATL creLranbHble Mepbl NPoTUBOAEN)-
CTBMSA KOMMNpomeTauun cnyxebHoin nHgpopmaumn. Heobxogumo NpuHATE GOPMann3oBaHHYO MOMUTUKY,
YUYNTBIBAIOLLYIO PUCKUM, CBSA3AHHbIE C pabOoTOM C NepeHOCHBIMI YCTPONCTBaMU, B 0COOEHHOCTU B HE3alLULLEH-
Hol cpege. Takas nonuTMka OOMKHA BKIoYaTh TpeboBaHNs No hrU3NYecKoin 3alumTe, KOHTPOMO AOCTyna,
MCNOoNb30BaHNIO CPEACTB U METOAOB KpunTorpadum, pesepsmMpoBaHunio 1 3alwmTe oT BUpycoB. Heobxoanmo,
yTOG6bI 3Ta NONUTMKA BKItOUANa Npasunnia n pekoMeHaaLnm no noacoeamHeHNo MOBUMbHbIX CPEACTB K CeTSM, a
Takke paspaboTKy pPyKOBOACTB MO UCNOMb30BaHNUI0 3TUX CPeacTB B 06LLeAOCTYMHBIX MecTax.

CneayeT NposiBNSATb OCTOPOXKHOCTL MPU UCMIONb30BaHNN MOBUIBHBIX CPeACTB BEIMUCIIUTENBHOW TEXHMU-
KW 1 OpYrMX CEPBUCHBIX CpeAcTB B 06LLeJOCTYMHBIX MecTax, NeperoBOpHbIX KOMHATax U He3aLMLLEeHHbIX ToMe-
LeHUAX BHe opraHusaumn. UTtobbl UCKNHOUMNTL HEaBTOPM3OBAHHLIA AOCTYN UNN packpbiTMe WUHOopMaLMK,
XpaHUMoNn n obpabaTbiBaeMoi 3TUMKU cpeACTBaMU, HEOBXOAUMO WCMOMb3oBaHWe cpedcTB M MEeTOAoB
KpunTorpadcdun (10.3).

Mpu ncnonb3oBaHUM MOGUNBbHBIX CPEACTB B 06LLEeA0CTYNHBIX MECTAX BaXXHO NPOSIBAATL OCTOPOXKHOCTb,
YTO6bl YMEHbLUNTbL PUCK «NOACMOTPa» Naporien 4ocTyna HeaBToOpPU3oBaHHbLIMK Nuuamn. Heobxoammo BHea-
PATL M NOAAEPXKMBATL B aKTyann3mpoBaHHOM COCTOSIHUM CPeACTBa U Cnocobbl 3aLUMThl OT BPeAOHOCHOro Npo-
rpaMmmHoro obecneueHust (8.3). Cneayet Takke obecneynsaTb AOCTYNHOCTL 06opyaoBaHUs Ans GbICTPOro U
yaobHoro pesepBupoBaHUsA WHGopmauun. Heobxogumo Takke obecnevuBaTb afekBaTHYHO 3alyuTy
pe3epBHbIX KOMWUIA OT KpaXkn Unu notepu MHgopmaumnn.

CooTBeTCTBYIOLLYIO 3aLWMTy Heobxoaumo obecneynsatb MOBUNBHEIM CPEACTBAM, NOACOEANHEHHBIM K
obLweaocTynHbIM ceTaM. YaaneHHblid 4ocTyn K crnyxebHoli uHdopmauum yepes obLueaoCTynHyo ceTb ¢
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UCnonb3oBaHNeM MOBUNbHBIX CPEACTB BbIYUCIUTENBHON TEXHUKW CrielyeT OCYLLIEeCTBMATL TONMbKO nocne
yCreLwHon naeHTuduKaLumm n ayteHTudukawmum, a Takke Npu Hanuyunm CooTBE TCTBYHOLLIMX MEXaHU3MOB yrpaB-
nexua gocTtynom (9.4).

O60pyaoBaHne, Ha KOTOPOM XPaHUTCS BaXKHas W/ WU KpUTUYECKasa koMMepYeckas UHopmauus, He chne-
AyeT ocTaBnATb 6€3 NpucmMoTpa U No BO3MOXHOCTU HEOBX0AUMO hU3NYecKkn N30MpoBaTh ero B HagexHoe
MeCTO UNKN UCNONb30BaTL cneLmasnbHble 3alMTHbIe yCTPOUCTBA Ha caMOM 060pya0BaHUU, YTOBBI UCKNHUUTD
€ro HeaBTOPU30BaHHOE UCNOSb3oBaHWe. [NepeHOCHbIe YCTPONCTBa HEOBX0AMMO Takke hU3NYeCcKU 3amLaTb
OT Kpax, 0cobeHHo Koraa ux octasnsioT 6e3 NpucMoTpa, 3abbiBaloT B aBTOMOBMUITAX UK APYrMX Buaax TpaHc-
nopTa, rOCTUHUYHBIX HOMepaXx, KoHepeHL-3anax u Apyrux mectax sctped (7.2.5).

Heo6xoammo nHbopMUpoBaThb COTPYAHUKOB, UCMONb3YIOWNX NePEeHOCHBbIE YCTPONCTBA, 0 AOMNONHUTEb-
HBIX pUCKaxX U HEOBXOAUMBIX MepPONPUATUAX obecnedeHns UHOPMAaLMOHHON 6e30NacHOCTU, CBA3AHHLIX C
3TUM cnocobom paboTbl.

9.8.2 Pa6oTa B AUCTAHLUOHHOM peXume

Mpu paboTe B AUCTAHLMOHHOM pexume, a Takke Ana obecneveHns paboTbl COTPYAHUKOB BHe CBOEN
opraHusaumn, B KOHKPETHOM YAiarneHHOM MecTe NPUMEHSAOTCA KOMMYHUKaLMOHHbIE TexHonorun. Mpu aTom
cnegyet o6ecnevnBaTh 3almMTy MeCT AUCTaHLMOHHOM paboThbl kak OT kpax 06opyaoBaHus U nHgopMaumu, Tak
1 OT HeaBTOPU3OBAHHOTO PACKPbITUSI MHGOPMaLLUK, HEaBTOPU30BaHHOIO YAaneHHOro 4ocTyna K BHYTPeHHUM
cucTemMaM opraHusauun UK HenpaBUNBLHOMO UCMONb30BaHUS 0GopyaoBaHuA. BaxHo, 4To6bl Npu pa6oTte B
ANCTaHLIMOHHOM pexxnmMe 6binu BbINOSTHEHbI TpeOOBaHUSA Kak Mo aBTopU3aunn, Tak 1 No KOHTPOMD CO CTOPOHbI
PYKOBOACTBA, a Takke 6bin obecneyeH COOTBETCTRYIOLMIA YPOBEHb MHDOPMALIMOHHON 6e30NacHOCTU 3TOro
cnocoba paboThl.

OpraHusaumam Heo6xoaumo npegycMaTpusaTb paspaboTky NOAUTUKKW, Npoueaypbl U Cnocobbl KOHTPONSA
3a AefcTBMSAMU, CBA3AHHBIMU C paboTol B AMCTAHLMOHHOM pexume. OpraHusaumam cnegyeT aBTOPU3OBbI-
BaTb BO3MOXHOCTb paboThl B AUCTAaHLMOHHOM PEXUME TOSLKO B CIy4Yae YBepPeHHOCTU, YTO MPUMEHSAOTCA COOT-
BETCTBYyIOLINE Mepbl MHbopMaLUMoHHON Be3onacHOCTU, KOTopble corfacyloTca ¢ nonutuko 6esonacHocTr
opraHusauun. Heob6xoanmo npuHUMaTh BO BHAMaHUE:

- cylecTByOLWYo duandeckyto 6esonacHocTb MecTa paboThbl B AUCTAHUMOHHOM peXUME, C TOUKU 3peHus
6e30MacHOCTU 34aHNA U OKpYXatoLen cpeapl;

- Npeanaraemoe o6opyaoBaHne MeCcT ANCTaHUMOHHOW paboTbl;

- TpeboBaH s k 6e3onacHOCTN KOMMYHUKALMIA, UCXOAs U3 NOTPEBHOCTU B yaaneHHOM AOCTYNE KBHYTPEH-
HUM cMCTemMaM opraHnsaLmMm, BaXKHOCTU MHOPMaLMK, K KOTOpO ByaeT oCcyLLecTBAATLCA 4OCTYN U KOTOpas
6yneT nepeAaBaTbhCsa MO KaHanam CBA3W, a Takke BaXXHOCTb CaMUX BHYTPEHHUX CUCTEM OpraHU3auuK;

- yrposy HeaBTOPM30BaHHOro AOCTYNa K UHhOPMaL U MK pecypcam Co CTOPOHBI APYTUX NAL, UMEIOLLNX
[OCTYN K MeCTy AUCTaHLMOHHOM paboThl, HanpUMep, YNEHOB CeMbi U ApYy3eil.

MeponpuaTus no o6ecnedeHnto MHgopMaLoHHON 6e30MacHOCTU B 3TUX YCNOBUAX AOMKHBI BKHOYATb:

- oBecneyeHne noaxoasaLmnM obopyaosaHmem 1 mebenbio MecTa AUCTaHUMOHHOW paboThl;

- onpedeneHue BUAOB paspeLleHHoh paboThl, BpeMmeHu paboTbl, knaccudukaumo MHbopmaumm, KoTo-
pasi MOXET XPaHUTbCS, a Takke onpeaeneHne BHyTPEHHUX CUCTEM U YCAYr, AOCTYN K KOTOPbIM aBTOPU30OBaH
nuuy, paboTarowemMy B AUCTAHLUOHHOM pexume;

- obecneyeHne noaxoasWwMM TenekoMMYHUKaLUOHHBIM 0BopyaoBaHueM, B TOM 4ucCne cpeactsamu
obecneveHns 6e3onacHOCTU yaaneHHoro 4ocTyna;

- cbuamdeckyro 6ezonacHoCTb;

- NpaBuna 1 pyKoBOACTBA B OTHOLUEHMWM JOCTYNa YS1IeHOB cemMbi 1 Apy3en k 06opyaoBaHuto U nHdopma-
unu;

- oBecneyveHne Nogaepkkn u obenyxkmsaHus o6opyaoBaHust 1 nporpaMmMHoro obecneveHus;

- Npoueaypbl B OTHOLLEHNN Pe3epPBUPOBaHNSA AaHHBIX U 06ecrneYeHns HenpepbIBHOCTU AEATENBHOCTU;

- ayauT 1 MOHUTOPUHT 6e3onacHocTy;

- aHHYNMpPOBaHWe NOIHOMOUNIA, OTMeHyY Npas A0CTYNa 1 Bo3BpallieHWe 06opyaoBaHUA B Cyyae npekpa-
LeHUs1 paboTel B AUCTAHLMOHHOM pexume.

10 PaspaboTka n o6cnyxmBaHne cuctem

10.1 Tpe6oBaHuA k 6esonacHoOCTU cUcTeM

Llens: oBecneveHune ydyeTa TpeGoBaHMiA GesonacHOCTH Npu paspaboTke MHDOPMALMOHHBIX CUCTEM.
OTu TpeboBaHNs kacaoTca MHDPACTPYKTYPbI, BU3HEC-NPUIOKEHWA, a TakKe NPUIoXEHNRA, paspaboTaH-
HbIX Nonb3oBaTenamu. MpoLecchl NPOeKTUPOBaHNUA U BHeapPeHUs BU3HEeC-NPUIOXKEHUS U cepBuca MOTyT
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6bITb KPUTUYHBIMU C TOUKU 3peHus GesonacHocTu. TpeboBaHus k 6esonacHoOCTU cneayeT naeHTUULMpoBaTL
1 cornacoBbiBaTb A0 pa3paboTku MHPOPMALMOHHBIX CUCTEM.

Bce TpeboBaHus H6esonacHocTu, BkAoYas HeobxoaMmble MEpPONpPUATUS NO Nepexoay Ha aBapUiHbINA
pexuM, crieayeT uaeHTUULMPOBaTL Ha CTaauu onpeaeneHus 3aAad NpoekTa, a Takke 060CHOBLIBATL, Corna-
COBbIBaTb U JOKYMEHTUPOBATL B pamkax o6Lero npoekTa no BHeAPEeHUo MHAPOPMaLMOHHON CUCTEMBI.

10.1.1 AHanus u cneuudukaymna TpeGoBaHunm 6esonacHocTU

Heobxoaumo, 4tobbl B hopmynuposkax TpeboBaHuWil busHeca B OTHOLEHWUN HOBLIX CUCTEM U YCOBEp-
LUEHCTBOBAHUS CYLLIECTBYHOLIUX cUCTEM Bbinn yuTeHbl TpeGoBaHus UHdopmaumnoHHon 6esonacHocTu. Mpu
3TOM creayeT yYUTbIBaTb Kak BO3MOXHOCTU BCTPOEHHBIX B CUCTEMY aBTOMaTU3UMPOBaHHLIX cpeacTB obecneve-
HUs1 UHopMaLMoHHO 6e30MNacHOCTH, Tak U HeOGXOAMMOCTbL NPUMEHEHUS1 OPTraHN3aLLMOHHBIX MEPONPUATUIA
no ynpasrieHunio HopMaumnoHHoW 6e30nacHOCTbIO Unn pa3paboTKy cneuvanbHbIX cpeacTB. AHaNorM4Ho cne-
AyeT NoaxoauTb K OLLeHKe NakeToB NpUkNagHbIx nporpaMm. Kak npaBuro, pykoBoACTBO A0MMKHO o6ecnevnsatb
1cnonb3oBaHne cepTUULMPOBAHHLIX NPOrPaMMHBIX NPOAYKTOB UMW NPOAYKTOB, NPOLIEALIMX HE3aBUCUMYIO
OLLeHKY.

TpebGoBaHus 6€30MacHOCTU U COOTBETCTBYIOLME MeponpuaTusa no obecnevyeHnio MHGOPMaLUOHHON
6e30MacHOCTU AOMKHBI YYATBIBATL LEHHOCTb MHEOPMALIMOHHBIX aKTUBOB, MOTEHUMANbHLIN yuleps GusHecy,
KOTOPbI MOXET CTaTb pesyribTaToM HeadhheKTUBHOCTM UK OTCYTCTBUA Mep 6esonacHocTn. OueHka 1 ynpae-
neHue puckamn — OCHOBa Ansl aHanu3a TpeboBaHuii kK besonacHoCcTH U onpegeneHnsa HeobXoaNMbIX Mepon-
pUSITUIA MO yNpaBeHUIo HPOPMALIMOHHO 6e30NacHOCTLI.

MnaHupoBaHWe MeponpusaTuii No o6ecneveHnto MHopMaLMOHHOW Ge3onacHOCTN Ha CTaaumu NPOEKTU-
pOBaHWsA CUCTEMBI MO3BONSET CYLLECTBEHHO CHU3UTL 3aTpaThl Ha X BHeAPEHWE U NOAAEPXKY MO CPaBHEHUIO C
pa3paboTkol COOTBETCTRYIOLLMX MEPONPUATUIA BO BPEMS UMK NOCTe BHEAPEHUS CUCTEMBI.

10.2 BezonacHOCTbL B NpUKNagHbIX cUcTeMax

Llenb: npepoTBpalleHue noTepb, MoanduKaLum Unm HenpaBunbHOro UCMNosb30BaHUA Nob3oBaTeNb-
CKWNX AaHHbIX B NPUKIaAHBLIX CUCTEMAX.
CooTBeTcTBYOWME MEpPONPUATUA No obecnedeHuio MHdopMaLMoHHON 6e3onacHoCTuU, BKIoUas (oyHk-
U1 ayguTa unm npoToKonNnMpoBaHue AeUCTBUI NoNb3oBaTensl, Heobxoaumo npegycMaTpusaTh B NpUKNagHbIX
cucTemax, BKNoYas NpUnoKeHus, HanncaHHbIe caMmuMK Nonb3oBaTenaAMnu. 3T Mepbl AOMKHBI BKNKOYaTb B
cebs 06ecneveHne byHKLUMOHaNbHOCTU NOATBEPXKAEHUA KOPPEKTHOCTU BBOAA, 06paboTku 1 BbIBOAA AAHHBIX.
[ononHutenbHble MeponpusaTus no obecnedyeHnto HbopmMaunoHHoW 6e3onacHocTU MoryT noTpebo-
BaTbCA A151 CUCTEM, KOTOpble o6pabaTbiBaloT MM OKa3bIBaOT BO3AENCTBUE Ha BaXHbIE, LEHHbIE UNN KPUTU-
Yeckune akTMBbI OpraHM3aLmnm, U ux Heobxoanmo onpeaenaTb Ha oCHoBe TpeboBaHWit 6e30NacHOCTUN 1 OLEHKN
PUCKOB.
10.2.1 MoAaTBep)KAeHUe KOPPEKTHOCTU BBOAA AAHHbIX
Heobxoammo obpaluaTte 0coboe BHUMaHNe Ha KOPPEKTHOCTb BXOAHBLIX AaHHbIX ANA NPUKIaAHBIX CUCTEM.
Mpuv BBOAE BU3HEC-TPaH3aKUMIA, NOCTOSIHHBIX AaHHbIX (MMeHa U agpeca, KpeauTHbIe MIMMUTLI, nAeHTUduKaun-
OHHble HOMepa KIIMEHTOB) M Tabnuw, napameTpoB (LeHbl Npogax, Kypcbl BantoT, CTaBKW HANoros) crneayet npu-
MEHSITb MPOBEPKY KOPPEKTHOCTU BBoAa Ansl obecnevyeHUs YBEPEHHOCTUM B UX COOTBETCTBUM UCXOAHBLIM
AaHHbIM. Jns 3Toro uenecoobpasHo NpUMeHeHe crneayowmx MeponpusTuii no obecneyeHnto nHcdopmauu-
OHHOIh 6e3oMacHoCTH:
a) NPoBEpKM UCKMHOYEHUsI ABOMHOrO BBOAA WM Apyrhe MpoBepKM BeBoda € Lenblo oBHapyxXeHus
cnegyowmx owmndok:
1) 3Ha4YeHWN, BbIXOAALWMX 32 AONYCTUMbIA UManasoH;
2) HegonyCTUMBbIX CUMBOJIOB B MOSAX AaHHBIX;
3) OTCYTCTBYIOLLME NN HEMOMHbIE AaHHbIE;
4) npeBbILEHNE BEPXHUX U HKHUX NpeaernoB obbeMa OaHHbIX;
5) HeaBTOPW30OBaHHbIE UMK MPOTUBOPEUNBBLIE KOHTPOMNbHbIE AaHHbIE;
6) nepuoanYeECKNA aHanM3 (NPOCMOTP) COAEPXKMUMOro KItoYeBbIX Nonei nnu dainnos AaHHeIX Ans
NOATBEPXKAEHNS X OCTOBEPHOCTM U LLENOCTHOCTY;
B) cBepka TBepAblX (NevyaTHbIX) KOMUM BBOAMMBIX AOKYMEHTOB C BBOAUMMBIMU AaHHbIMU Ha npeg-
MeT BbISIBIEHMS NoGbIX HEaBTOPU3OBAHHBIX UBMEHEHWIN 3TUX AaHHBIX (He06X0AMMO, YTOBLI BCe N3MEHEH NS BO
BBOAUMBIX AOKYMEHTaX Gbinn aBTOPM3OBaHbI);
r) npoueaypbl pearupoBaHus Ha oWNGBKN, CBSI3aHHbIE C NOATBEPXAEHWEM AaHHbIX;
4) npoueaypbl NpoBepku Npasgonogobus BBOAUMBIX AaHHbIX;
e) onpeaeneHue 0b6s3aHHOCTEN BCEX COTPYAHMUKOB, BOBEYEHHbLIX B NpoLecc BBoAa AaHHbIX.
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10.2.2 KoHTponb 06paboTku AaHHbIX B cUCTeMe

10.2.2.1 O6nacTtu p1cka

JaHHble, kKoTopble Gbinn BBeAeHbI MPaBUIbHO, MOTYT BbiTb UCKaXeHb! BereacTeue ownbok 06paboTku
Unn npegHamepeHHbIX aencTeuin. C uensto obHapyxeHus NogobHbIX UCKaXKeHUI B PYHKLIMU cUCTeM cneayeT
BKNoYaTh TpeboBaHus, obecnevmnsatoLvie BbINOMHEHWE KOHTPOSIbHBIX NPoBepoK. Heobxoanmo, 4Tobbl An3anH
npunoxeHuin obecneynsan yBepeHHOCTb B TOM, YTO BHeAPEHbI OrpaHUYeHus, HanpasneHHble Ha MUHUMKU3a-
LMo pucka OTKa3oB, BedylMX K noTepe LEeNoCTHOCTU AaHHbIX. HeobxoAnMo yquTbiBaTb, B 4acTHOCTH,
cnegywollee:

- UCMOnb30OBaHWe MecTa B Nporpammax Ans dyHkuuin gobaBneHns U yaaneHna AaHHbIX;

- Npoueaypbl 4Ns NpeaoTBpaLleHUs BLINOMHEHWA NPOrpaMm B HenpasuibHOW NocneaoBaTeNbHOCTU UMK
ee ucnonHeHus nocne cbos Ha Npeabiaywem atane o06paboTkn gaHHbIX (8.1.1);

- UCMONb30BaHME KOPPEKTUPYIOLLMX NPOrpaMM AN BOCCTaHOBNEeHUs nocne c6oes n obecneveHus npa-
BUNbHOW 06paboTKW AaHHBIX.

10.2.2.2 TlMpoBepkn 1 cpeacTsa KOHTPONA

Beibop HeobXxoaMMbIX CpeacTB KOHTPOMSA 3aBUCUT OT Xapakrepa buaHec-NnpunoXxeHns n nocneacTsui
ans 6usHeca noboro uckaxeHus gaHHbIX. MpuMepkbl BCTpoeHHbIX cpeAcTB obecneyeHna UHOpMaLMoHHOM
6e3onacHOCTN MOryT BbIThb:

a) cpeacTBa KOHTPOMNS CeaHCoBOW UMW NakeTHoW obpaboTku C Lenblo BbIBEPKU KOHTPOSbHLIX AaH-
HbIX (OCTaTKOB/KOHTPOSBbHBLIX CyMM) B chaiiniax AaHHBIX Nocne TpaH3aKLUMOHHbIX 06HOBMNEHWA;

6) cpeacTBa KOHTPOMSA BXOASALIMX OCTATKOB C LEfbIo UX NPOBEPKUM C NpeablayLuMyi 3akpbiTbiMK
ocTatkamu, a UMeHHo:

1) cpeacTBa KOHTPOMS «OT BbIMOSIHEHUSA — K BBIMONIHEHUION;
2) obwue cyMMbl U3MEHEHHbIX AaHHBIX B daine;
3) cpeacTBa KOHTPONS «OT MPOrpamMmbl — K NporpaMMe;

B) noaTBepXKAeHWe KOPPEKTHOCTU AaHHbIX, reHepupoBaHHbIX cuctemoi (10.2.1);

r) NPOBepKM LEeroCTHOCTA MOMYYEHHbIX UKW NepefaHHbIX AaHHbIX (MporpammHoro obecneyeHust)
mexay LeHTpanbHbIM (rnasHbIM) U yaaneHHsIMU koMmnbioTepamu (10.3.3);

A) KOHTPOSbHbIE CYMMBI 3anvicen U gannos;

e) npoeepkn Ansa obecneyeHUs yBEPEHHOCTU B TOM, YTO NMPUKNagHble NporpaMMbl BbIMOMHSOTCA B
HY)XHOe Bpems;

X) npoBepkn ana obecneyeHnst yBEPEHHOCTU B TOM, YTO MPOrpamMmbl BbINOMHATCA B NPaBUSIbHOM
nopsAake U npekpallatoT paboTy B cnyyae oTkasa, u4To ganbHelwas ob6paboTtka npuocTaHasnuBaeTcs Ao Tex
nop, noka npobnema He OyaeT paspelleHa.

10.2.3 AyteHTudukauusa cooblieHuin

AyTeHTUUKaLNSA cooBLUeHNA — 3TO MeToA, UCMoNb3yeMbI ANa 0BHapyXeHNA HeaBTOPU3OBaHHbIX
N3MEeHeHWIA UM MOBPEXAEHUI COAePXKaHNA NepeaaHHOro 3N1eKTPOHHOro coobLeHUA. AyTeHTudukauma coob-
LLeHWIn MoxeT ObITb peannsoBaHa Kak annapaTtHbIM, Tak U NPporpaMMHbIM NyTemM B (PU3NHECKOM YCTPOUCTBE
ayTeHTMdMKaLMmn coobLLEHNA UK B MPOrpaMMHOM anroputme.

AyTeHTudUukaLmo coobLleHnin HeobxoaMMO UCNOSb30BaTE ANA GU3HeC-NPUNOXeHUA, rae AomkHa OblTb
obecneveHa 3allmTa LeIoCTHOCTU coaepKaHnUs CoobLUEeHWn, HanpUMep NPK 3MEKTPOHHBIX NepeBoaax AeHeX-
HBIX CPEACTB, Nepecblnike crneundmrKkalnii, KOHTPAKTOB, KOMMepPYECKUX NPeANoXeHUA 1 NPOYUX AOKYMEHTOB,
NMeOLLIMX GOMbLLYH BEXXHOCTb, UM APYrMX NOA0GHbLIX 3NeKTPOHHBIX 06MEHOB AaHHLIMKU. YTo6bI onpeaenuTb,
TpebyeTcs Nu ayTeHTUdUKaLMs cOOBLLEHWA, HEOBXOAUMO BHIMOMHATEL OLEHKY pUCKOB 6€30MacHOCTU U BbIGU-
paTb HaMbornee noaxoasaLMin MeTo ee peanuaauun.

AyTeHTudukaumna coobLleHnin He NpefHasHaveHa Ans 3almTbl coaepxkaHust coobLeHna oT Henpaso-
MOYHOTO ero packpbITus. 1N 3Toln Lenu npy ayTeHTMduKauum coobLieHnin MoryT UCMosb30BaTbCsl KpUMTOrpa-
duyeckne metogpl (10.3.2 1 10.3.3).

10.2.4 MNoAaTBepxAeHUE KOPPEKTHOCTU AaHHbIX BbIBOAA

[aHHble, BbIBOAUMbBIE U3 MPUKITaAHON CUCTEeMbl, HeOBXOAMMO NPOBEPSITb HA KOPPEKTHOCTb, YTOOLI 0bec-
neynsaTb yBepeHHOCTb B TOM, 4TO 06paboTka nHgpopMaLmMm BeinonHeHa nNpaBunbHO. Kak npasuno, cuctemMbl
MOCTPOEHbI Ha MPeAnockIsike, YTO MPW HaMMYUN COOTBETCTBYIOLLMX NOATBE PXAEHUA KOPPEKTHOCTU, MPOBEPOK MU
TecTUpoBaHNA BbIBOAMMbIE AaHHbIe OyayT Bcerga npaBunbHbL. Ho aTo He Bcerga Tak. MoateepxaeHne koppek-
THOCTMW AaHHbIX BbIBOAA MOXET BKMoYaTh:

- NPoBepku Ha Npasgonoaobue ¢ Lienbio onpeaeneHus, IBAs0TCS SV BbIXOAHbIE AaHHbIE TPUeMIieMbiMU;

- NMPOBEPKN KOHTPOSIbHbLIX CHETHMKOB Ha NPeAMET YAOCTOBEPEHUS, UTO BCe AaHHble 6binv 06paboTaHsl;

- obecneyveHne 4oCTaTOUHOM MHOpMaLMK A4St NonyYaTens pe3ynbTaToB BbIBOAA UMK nocrneayioLlei
cucTeMbl 06paboTkn, 4TOBObI ONpeaenTs KOPPEKTHOCTb, 3aKOHYEHHOCTb, TOYHOCTb U Kiaccudmkaumio nHdgop-
mauuu;
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- npoueaypbl Mo BbINOIHEHUO TECTOB Ha NoATBepXAeHWe BbIBOAUMBIX AaHHbIX;
- onpegenexHune obazaHHOCTEN BCex COTPYAHUKOB, BOBJIEYEHHbIX B NpoLeCC BbiBOAAa AaHHbIX.

10.3 Mepbl 3aWwuThl UH(pOpMaLMK, CBA3aHHbIE C UCNONIb30BaHUEM KpunTorpadum

Llens: 3awmta KoHMUAEHUNANbHOCTU, ayTEHTUYHOCTU UK LIeNTIOCTHOCTU UHOopMaLK.

Kpunrorpadudeckne cuctembl U MeToabl crefyeT UCMoNb3oBaTth AN 3alinTbl KOHMUAEHLMANBHON
NHopMaumK, Koraa apyrue cpeacTBa KOHTPOIs He obecneunBaoT agekBaTHOW 3aluThbl.

10.3.1 MNMonuTuka B OTHOLIEHUU UCNONB30BaHUA Kpuntorpacpum

PelueHns oTHOCUTENLHO MPUMEHEHNS KpunTorpaduyecknx Mep 3alluThl criegyeT paccMaTpusaTth B
pamMkax 6onee obLero npoLecca oLeHKN PUCKOB 1 BbIGopa MeponpuaTuii no obecneyeHno MHHOpMaLnoHHON
6e3onacHocTu. [nsa onpegerneHus HeobXo4MMOro YpoBHS 3alUMTel MHopMaLmn cregyeT NpoBoAUTb OLEHKY
PUCKOB, KOTOPas AO/PKHa UCMONb3oBaTbCA AN onpedeneHns Toro, sIBnseTcs n kpuntorpaduyeckoe cped-
CTBO NOAXOAALLMM, KaKoW TUMN CPeACTB HeOHBX0AMUM, C KaKom LIeNblo U B OTHOLLIEHUMW Kakux 61M3Hec-NpoLeccoB
ero cnegyet NPUMEHATb.

B opranusaummn cnegyet paspaboTaTtb NONUTUKY MCMOMb30BaHUA KpUNTorpaduieckmx cpeacTB 3aLumThl
nHdbopmaummn. Takasa nonuTnka Heobxoguma, 4Tobbl MakcUMM3NPOBaTb NPEeNMyLLecTBa U MUHUMU3UPOBATb
pUCKN, CBSI3@HHBIE C UCMOMb30BaHMEM Kpuntorpaduiecknx cpeacTs, a Takke n3bexatb HeageKkBaTHOro Unu
HenpaBWIbLHOTO NX UCNOb30oBaHWA. MNpn 3ToM HeobxoaUMo onpeaenuTb:

a) MeToauKy UCNOMb30oBaHWs kpuntorpadmMyecknx CpeacTs B opraHusauuu, Bkovas obline npuiH-
LMnbl, B COOTBETCTBUM C KOTOPLIMU criedyeT 3awuaTb ciyxebHyo nHopmaumio;

6) NpUHUMMBLI yNpaBneHust Knoyamun, BKYas MeTodbl BOCCTAHOBMEHMS 3alimndpoBaHHOW nHdop-
Mauun B criydae notepu, KOMNpoMeTaunm U NoBPEeXAeHUs KIoYen;

B) ponu 1 06a3aHHOCTWN OOMKHOCTHbBIX NUL, 3a:

1) peanusauuio NONNTUKK;
2) ynpaBneHue Knoyamu;

r) COOTBETCTBYHOLUMIA YPOBEHb KpUNTOrpadpnieckon sawntel AN pasnnyHbIX AaHHbBIX;

A) nepeyeHb MeponpuATWAA, KOTopble OOMKHbI obecneunBatb 3MEKTUBHOCTE BHEOPEHWUS MeTo-
[0B KpUNTO3aLLUTLI B OpraHusaLmu.

10.3.2 WudpoBaHue

LWndppoBaHne — aTo kpunTorpadudecknin Metod, KOTOPbIA MOXET UCTMoNb3oBaTbes ANsl obecneyeHnst
3aLlWnThl KOHUAEHUMANBHON, BaXXHOW UIN KPUTUYHOM UHOpMaLmN.

Ha ocHoBe oL,eHKM pUCKOB HeobXxoanMo onpeaensaTe Tpebyemblid ypoBEHb 3aLyUThl, MPUHMMAs BO BHUMA-
HWe TUM U Ka4eCTBO UCMONL3YEMOro anroputma WngpoBaHus, a Takke AnnHYy KpunTorpaguyeckux Knoden.

Mpwu paspaboTke NOAUTUKMA UCNOML30BaHUs KpunTorpaduyeckmx cpeacTs HeobXoaMMo yunTbIBaTh Tpe-
60BaHMA 3aKkoHoAaTeNbCTBA W OrPaHNYEHUsl, KOTOpble MOTYT MPUMEHATLCSH B OTHOLIEHUW UCNOMb30BaHWUA
KpunTorpadunyeckmx MeTOA40B B pasHbIX CTpaHax, a Takke BOMpPOCHI, KacawLwmnecs obbema notoka sawmndpo-
BaHHOW MHopMaLnK, NnepegaBaeMon Yepes rpaHuLLbl rocyaapcts. Kpome Toro, criegyet yuuTeiBaTe TpeboBa-
HWS1 3aKOHOAATENbLCTBA B OTHOLLUEHUN 3KCMOpTa U MMnopTa KpunTorpadndecknx texHonorun (12.1.6).

[nsa onpeaeneHns HeobxoAMMOro ypoBHS 3aLmnTbl UHOopMaLmu, BbiGopa NoAX0ASLLMX CPeACTB U MeTo-
0B 3aLWThl, KOTOPbIE A0MKHLI 06ecnednBaTth TpebyemMblii ypoBEHb 3alUWThl U peanuaaLum 6esonacHbIX cno-
coboB ynpasneHus kovamu, LienecoobpasHo KoHcynbTupoBaTthes co crneunanuctamum (10.3.5). Kpome Toro,
MoxeT noTpeboBaTbCs KOHCYNbTaLMsA IOPUCTa OTHOCUTENbHO 3aKOHOB 1 HOPMaTUBHBIX aKTOB, KOTOPble MOTyT
6biTb MPUMEHUMBlI B cryyae MpeanonaraeMoro WUCMonb3oBaHUs opraHusauueid MeTodoB M cpeacTB
WwindppoBaHnsS.

10.3.3 LUudpoBble nognucu

Lindbposele nognucu obecneymsaroT 3awwmUTy ayTeHTUdMKALUN N LeNTOCTHOCTU 3MEKTPOHHBIX AOKYMEH-
TOB.

Hanpumep, anekTpoHHbIe NOAMNUCH MOTYT UCMOMb30BaThbCS NPU 3M1eKTPOHHOW TOProBrie, rae ecTb Heob-
XOAMMOCTb B KOHTPOTE € Liefbio YAOCTOBEPUTLCS, KTO NoAnucan 3rieKTPOHHbIN AOKYMEHT, @ Takxe NnpoBepke,
6bIN10 NN coaepkaHne NoAnUMCcaHHOro AoKyMeHTa U3MeHeEHO.

Lindposble nognncu MoryT npuMeHaTbCs Ans nobon hopmbl 4OKYMeHTa, 06pabaTbiBaeMOoro 3feKkTpoH-
HbIM CTOCOBOM, HanpUMep, NPU NOAMUCH 3NEKTPOHHBIX MNaTexXewn, AeHEeXHbIX NepeBOAO0B, KOHTPaKTOB 1 corna-
weHuin. LUndpposbie nognucu MoryT 6biTb peannaoBaHbl Npy UCMONb30BaHUKN KpunTorpadmnyeckoro MeToaa,
OCHOBBIBAIOLLErocsi Ha OAHO3HaYHO CBA3AHHOW Nape KITtoYven, rae 0AUH KINoY UCNONb3YeTCs A8 CO3aHns noa-
n1cK (CeKpeTHLIA/MNYHBIN KNoY), a ApYron — ANsi IPOBEPKU NOANUCH (OTKPbITBINA KIoY).

Heobxoammo c ocoboi TwaTensHoCcTbio obecneynsaTtb KOHPMOAEHUNANbHOCTb IMYHOIO KIkoYa, KOTOPbIA
crefyeT XpPaHNTb B CeKpeTe, TaK Kak Ntoboi MMeroLwmnii KHeMy AOCTYN MOXeT NoAnuckbiBaTh JOKYMEHTbI (nnaTe-
XU, KOHTPaKThbI), TeM camblM banscnubuLmpyst noanucb BnagernbsLa knoda. Kpome Toro, odeHb BaxkHa 3aluta
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LLeMOCTHOCTW OTKPBLITOrO Krtova, koTopasi obecnevmBaeTcsl NpyM UCMONb30BaHUN cepTuduKkaTa OTKPLITOTO
krtova (10.3.5).

CnepyeT yoensiTb BHAMaHWE BbIOOPY TMMNa 1 Ka4yecTBY UCNOSb3YEMOro anroputma nogrnicuy U anvHe Kto-
yeir. Heobxoaumo, 4To6bI KpunTorpaduyecKkme Knoun, Ucnonb3yemble AN LM poBbIX MOANUCER, OTNIMYannch
OT TeX, KoTopble UCNOoMb3yoTca Ans wugposaHusa (10.3.2).

Mpw ucnonb3oBaHUK LMPOBBLIX NoAnUcen, HeobXoAMMO yunTeIBaTb TPeBOoBaHNS BCeX AENCTBYHOLLMX
3aKoHoAaTenbCTB, ONpeaensoLmMX YCIoBUs, NPU KOTOPbIX LM poBas nognvcb UMeeT HopUaANYECKYLD CUMY.
Hanpumep, npun anekTpoHHON TOProBne BaXHO 3HaTb OPUANYECKUMIA cTaTyc LMdpOoBLIX nognucen. MoxeT
notpeboBaTbCA Hanu4ue cneunanbHbIX KOHTPaKTOB UMW APYrX cornalleHnii, 4Tobbl noaaepXXnusaTb UCNosb-
30BaHve UUdpoBLIX Nognucen B crnyyasx, Korga 3akoHOA4aTeNbCTBO B OTHOLWIEHUW LMPOBLIX Noanucei
HeaoCcTaTo4YHO pasBuTo. Heobxo4MMo BOCMONb30BaTLCS KOHCYNbTaLUMen loprcTa B OTHOLLIEHUN 3aKOHOB 1 HOp-
MaTUBHBIX aKTOB, KOTOpble MOTYT ObiTb NPUMEHWMbIMKA B OTHOLLUEHWW NpeanonaraemMore UCnonb3oBaHus
opraHusauuen Lngposblx nognucen.

10.3.4 CepBuUCbl HeOCNOPUMOCTHU

CepBuCbl HEOCMOPUMOCTU CriegyeT UCNOoNb3oBaTh TaM, rae MoxeT TpeboBaTbes pelaTh Cropbl 0 Hanu-
YA U OTCYTCTBUM COBBITUSA UNIM AENCTBUSA, HAaNpUMEP CNop Mo UCMOb30BaHMIo LM POBON NOANUCU Ha Sek-
TPOHHOM KOHTpakTe unu nnatexe. [laHHble cepBUCHI MOTYT MOMOYb A0Ka3aTb, MMEnN NN MECTO KOHKPETHbIN
cnyyan unu AencTere, HanpUMep OTKas B OTChINKE MHCTPYKLMMW, NOANMUCAHHON LM POBOI NOAMUCHIO0, MO 3M1ekK-
TPOHHOM NouTe. OTU CEPBUCHI OCHOBLIBAIOTCS HA MCMOSNb30BaHUN METOAOB LN POBaHNSA U LM POBON noganmcu
(10.3.21 10.3.3).

10.3.5 YnpaBneHue Kno4vamu

10.3.5.1 3awura kpuntorpadudeckux Krnodemn

YnpasneHue kpunTorpadnieckumm Kiouammn BaxkHo Ans adpeKTMBHOro UCNosb3oBaHNs KpunTorpadu-
YeckMx cpeacTB.

Iiobas koMmnpomeTaums unm NoTepst KpUNTorpaduyeckmx Krodein MoXeT NPUBECTM K KOMIpOMETaLum
KOHdMAEHLMANBHOCTU, MOANHHOCTU /UK LenocTHOCTU MHpopmaL i, CneayeT NPUMEHATL cUCTeMy 3aLum-
Thl 4N obecneyveHns UCNONb30BaHWUA OpraHn3aunein cnegyowmx Kpuntorpaduieckx MeToaos:

- MeToAbl B OTHOLLEHNW CeKpeTHbIX KINoYei, rae ABe v 6ornee CTOPOHBI COBMECTHO UCTIONb3YHOT OAUH U
TOT 3Ke KoY, U 3TOT KITHoY NPUMEHSIeTCS Kak Ans lWndpoBaHus, Tak n aelwndgpoBaHusa Hgopmaunn. 3ToT KoY
[OOIKeH XpaHUTbCA B CeKpeTe, Tak Kak Mtoboi, MMetoLLmii 0CTYN K 3TOMY KIovy, MOXeT AelumdpoBaTh BCo
nHbopmaLmio, 3anpPoBaHHYIO C MOMOLLbIO 3TOrO KIloYa, U BBECTU HEaBTOPU3OBaHHY MHdopMaumio;

- MeTodbl B OTHOLLIEHWUMU OTKPLITBLIX KMOYeR, rae Kaxabii nonb3oBaTenb UMeeT napy Kroden, OTKPbITHINA
KoM (KOTOPbIN MOXeT BbITb NokasaH NtoboMy) U NIUYHBINA KoY (KOTOPLIA AOMMKEH XpaHUTLCS B cekpeTe). MeTo-
Abl C OTKPLITLIMK KITlo4aMn MOTYT Ucnonb3oBaTbes Ans wudgposanusa (10.3.2) u gna reHepauum LM poBbIX
nognucei (10.3.3).

Kntoun Heo6xoanmo 3awmuaTb 0T UISMEHEHUS U Pa3pyLLEHUS], 8 CeKPETHBLIM U FIUYHBIM Krto4am Heo6Xxo-
Avma sawmTa oT HeaBTOPU3OBAHHOIO packpbITUs. Kpuntorpaduieckue MeToabl MOTyT TakKe UCMONb30BaTbCA
Ana aTou uenu. dPusndeckyro sawmTy cneayeTt NPUMEHsATb Ans 3alimTel 06opyaoBaHust, UCMoNb3yeMoro Ans
N3roTOBMEHUA, XPaHEHUA U apXNBUPOBAHUA KIIOYENA.

10.3.5.2 Cnoco6bl, Nnpoueaypbl U METOAbI 3aLUTLI KpUNTOrpaduyeckmx Kovein

Heobxoaumo, 4tobbl cucteMa obecneveHnst 6e30NacHOCTM UCNOMb30BaHWUA KItoYe OCHOBbIBaNach Ha
cornacosaHun cnoco6os, npoueayp 1 6e3onacHbIX METOAOB ANS:

- reHepaunn KnYven Npu UCNoNb30BaHUA pas3NUYHbIX KpUNTorpadUeckMx CUCTEM U pasNNYHbIX MPUINo-
KEeHUN;

- reHepaumu 1 nonyyYeHnsa cepTUUKATOB OTKPLITLIX KIOYel;

- pacchbInkK Knoden npeaHasHaYeHHbIM Nonb3oBaTensiM, BKITHOYasi MHCTPYKUUMM MO UX akTUBauui npu
nonyyeHuu;

- XpaHeHUSA KNoYeit; Npyu 3ToM Heo6X0AUMO HanuuUe UHCTPYKLIMM aBTOPU30BaHHBIM MOSL30BaTeNIsM Anst
nony4yeHUst 4OCTYNA K Knovam;

- CMeHbl U1 0GHOBNEHUA KNtoYei, BKIoYast NpaBuiia nopsaka U CPoKOB CMEHbI KItoYei;

- nopsigka 4encTBUIA B OTHOLIEHWUN CKOMMPOMETUPOBAHHBIX KIOYE;

- aHHYNMPOBAHWUA KNOYER, B TOM YNCIe cnocob bl aHHYNMPOBaHMWS UIMK Ae3aKTUBaLIMM KIHOYEl, eCIn KIo-
4n BbINIM CKOMMPOMETUPOBAHbLI UMM NONb30BaTENb YBOMAIICA U3 OpraHu3auun (B 3TOM cryyae Kiouu Heobxo-
OUMO apX1MBUPOBATb);

- BOCCTaHOBIIEHUA KNtoYe, KoTopble Gbinn yTepsiHbl Ui UCTIOPYEHbI, AN paccekpeunBaHus 3amdpo-
BaHHOW UHpopmaLn;

- apXUBMPOBaHWSI KNoYen, Hanpumep Ans apXMBMPOBaHHOW U pesepBHON UHopMauuu;

- paspyLUeHusi KrnoYven;
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- perucTpaumn n ayanta AeACTBUA, CBA3AHHBIX C YNpaBleHUEM Krtovamu.

[ns yMeHbLUEHWs BEPOATHOCTN KOMMpPOMeTauMu Heobxoammo, YTobbl KouM MMenu onpegeneHHble
OaTbl aKTUBM3aLLMMU M Ae3aKTUBaLMN, YTOBbI X MOXHO ObIf10 Bkl ICNONbL30BaThL B TEHYEHME OrpaHUYeHHoro nepu-
0fa BpeMeHU, KOTOPbIV 3aBUCUT OT OGCTOATENLCTB UCNOMb30BaHNA KPUNTOrpatnHecknX CpeacTB, KOHTPONA
OT CTEeNeHn prcka packpbITUsA MHopMaLnn.

MoxeT noTpeboBaTbcs Hann4me npoLeayp o6paboTki PNANYECKNX 3aNPOCOB, KacatoLMXCs 4OCTYNa K
KpunTorpadunyeckmm kntovam, Hanpumep, 4Tobbl 3awmdpoBanHas nHpopmauusa ctana AoCTYNHOW B Hesa-
WndbpoBaHHOM hopMe ANs fokasaTeNbCTB B cyae.

B gononHeHue k Bonpocy 6e30nacHOCTM ynpaBneHns CeKPeTHbIMU 1 TIMYHBIMU KroYamu Heobxoanmo
yunThIBaTh HEOBXOAMMOCTL 0BecneYveHns 3aLnTbl OTKPbITEIX Krtovei. CylwecTByeT yrposa noagenbiBaHus
LndpoBOIA NOAMMUCHU 1 3aMeHbl OTKPEITOrO Kto4a nonb3osaTtens cBoMM. 31a npobnema peliaeTcs ¢ NOMOLLbHo
cepTudurKaTa OTKPbITIX Krtodel. CepTudmkaTtbl He0BX0AMMO U3rOTOBMNATL TAKUM CNOCOBOM, KOTOPLIA O4HO-
3Ha4yHO cBs3biBan Obl MHGOPMALMIO, OTHOCALLYIOCA K Briadenbly napbl OTKPbITOrO/CEeKPEeTHOro KIoYew, ¢
OTKPBITLIM KNtovoM. MoaToMy BaxHo, YToBbl NpoLeccy ynpaBsneHns, B paMkax KoToporo hopMmnpyoTes aTu
cepTrdurKaTbl, MOXHO BbINC AOBEPATL. ATOT NpoLecc 06bIYHO BhINOMHAETCS OpraHoOM cepTudmKaLmMm, KoTo-
pbll gomkeH BbiTb NPW3HAHHON opraHusaunen, PyKOBOACTBYHOLIEACS COOTBETCTBYHOLUMMM MpaBuiiami u
npoLeaypamu nHdopmaLlnoHHoh 6esonacHocT ansa obecneyeHuns TpebyeMoi cTeneHn AoBEpPUs K HEMy.

Heobxogmmo, 4ToObl codepXaHue COrnalleHWiA C BHELWHMMU NOCTaBLUMKaMKU KpunTorpaduyeckux
CpeacTB, HanpuMep ¢ OpraHoM cepTudmKaLm, BktoUyano TpeboBaHna No OTBETCTBEHHOCTU, HAAeXHOCTU
CpeacTB 1 BpeMeHU pearMpoBaHusa Ha 3anpochkl Mo NX npegocTasneHnio (4.2.2).

10.4 Be3zonacHOCTb CUCTEMHBIX hainoB

Lenb: obecneveHne moaepHu3aLm MHOPMaLIMOHHBIX CUCTEM 1 AEACTBUIA NO UX Nogaepxke besonac-
HbIM CrIOcOBoM.

B npouecce akcnnyaTtauum 6usHec-npunoxeHnini HeobxoaMMO KOHTpoONupoBaTb 4OCTYN K CUCTEMHbLIM
dainam.

Monb3oBaTenu Unu paspaboTHNKM, KOTOPLIM NPUHAANEXUT NPUKNagHas cucTeMa Unu nporpaMmmHoe
obecneyeHne, OOMKHbI ObiTb OTBETCTBEHHBIMU 3@ LLeAOCTHOCTb CUCTEMBbI.

10.4.1 KoHTponb nporpaMmHoro o6ecneveHus, HaxoaaLlerocs B NPOMbILLIIeHHOW 3KcnyaTaLum

Heobxoammo obecneunBaTtb KOHTPOSb 3a NPOLLECCOM BHEAPEHUs NporpaMmHoro obecneveHus B npo-
MbILMEHHYIO aKcnyaTaumio. YUTobel CBECTU K MUHMMYMY PUCK MOBPEXAEHUS CUCTEM, HAXO4AWMXCA B NPO-
MBILLIIEHHON 3KcniyaTauun, LenecoobpasHo UCMonb3oBaTh criegylolme MepornpusitTust no obecneveHuro
nHbopMaLMOHHON 6e30NacHOCTU:

- obHoBEHME BUBNMOTEK NPOrpaMm criegyeT BbINOMHATb TOMbKO Ha3HauYeHHOMY creumannucty — 6ub-
nMoTeKapto NpU COOTBETCTBYOLWEN aBTopusaLmmn ero obssaHHocTen pykosogcTsom (10.4.3);

- M0 BO3MOXXHOCTW, CUCTEMbI, HAXOASLWMECS B NPOMbILUINIEHHOW 3KCMTyaTaLum, AOMKHbI COCTOATb TOMbKO
N3 NCNONTHNUMbIX NPOrPaMMHbIX KOAOB;

- UCMONHSIEMYt0 NporpamMmy He cneayeT BHeAPsiTb B MPOMbILLMIEHHYIO 3KCNlyaTauuio 4o TeX Nop, Noka He
nony4YeHsbl NOATBEPXKAEHMWS €€ YCMELIHOro TECTUPOBaHUS U NPUHSITUSI NOMNb3oBaTeNsIMU, a Takke He obHoBNe-
Hbl COOTBETCTBYIOLUME BUBNNOTEKM NCXOAHBIX TEKCTOB NPOrpaMm;

- HeobxoanMmo, YTOBLI KypHan ayauTa pernctpuposan Bce 06HoBneHus1 bubnuoTek nporpaMm, Haxoas-
LLUMXCS B MPOMBILUIIEHHON 3KCMyaTauuu;

- NpedpblgyLume Bepcun nporpammHoro obecneyeHus cregyeT CoXpaHsTh 451 BOCCTAHOBMEHUA CUCTEMBI
B crny4vae HenpeaBuaeHHbIX 06CTOATENLCTB.

Heobxoammo, 4tobbl NnporpamMHoe obecnevyeHune, UCMONb3yemoe B NPOMBILLIEHHOW 3KcnnyaTauuu,
noaaepXuBanocb Ha ypoBHe, 3aaHHOM paspaboTuukom. Mpu niobom peweHuu npoBectn 06HOBNEHNE A0
YPOBHSI HOBOWN Bepcun criedyeT NPYH1MMaTh BO BHUMaHWe 6e30MacHOCTb AaHHOW BePCUK: Kakne HoBble (DYHKLM-
OHanbHble BO3MOXHOCTU 06ecneveHns MHpopmaLMoHHO 6e30MacHOCTY OHa UMEEeT UM UMEIOTCA N cepbes-
Hble npobnemsbl obecnederHns 6e30MacHOCTU, cBA3aHHbIE ¢ 3Tol Bepcuei. LlenecoobpasHo ncnonb3oeatb
nporpamMmmHble MoanuduKkaLmMmn (naTtym), eCriv OHU MOTYT 3aKpPbITb UM CHU3UTL Yrpo3bl 6e30nacHOCTU.

Puanyeckuii N NormyeckMin AoCTyn NpegocTaBnsieTcs nocTasLukam (paspaboTunkam), o mepe Heob-
XOAUMOCTU, TOMbKO AN NOAOEPXKKUA MporpaMMHoro obecrneyeHus Npu HanMuMmn paspelleHns pykoBoacTea.
Mpw 3TOM AeicTBMS NocTaBLUMKa (paspaboTynka) A0KHBI KOHTPOIMPOBATLCS.

10.4.2 3awuTa TecToBbIX AaHHbIX

[aHHble TeCTUPOBaHUS criedyeT 3allmLliaTh U KOHTPONMPOoBaTh. [N OCyLLecTBIeHUS CUCTEMHOrO U Npu-
€MOYHOr0 TECTUPOBaHUSA TPEBYHOTCA CyLLECTBEHHbIE 06 BEMBI TECTOBBIX JAaHHEIX, KOTOPbIE MakCUMarnsHO Npu-
6nvKeHbl K onepauuoHHbIM AaHHeIM. CriegyeT usberaTb Mcnonb3oBaHua 6a3 OaHHbIX, HaxoOsWMXcs B
MPOMbILLMEHHON 3KCMyaTaLumn 1 cogepxalynx nuuHyto nHdopmauuio. Ecnn takas uHdopmaums TpebyeTca
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Ans TecTUpOBaHWA, To Nepea UCNONb3oBaHWeM cneayeT yaanuTb NMYHyo MHdopmaLuio (aenepcoHnduLmpo-
BaTb ee). NS 3aWuThl onepaLoHHbIX AaHHBIX, Koraa OHWU UCMONb3YTCA AN Lenei TeCTUpoBaHus, Heobxo-
ANMO NPUMEHATb criegyloLume MeponpuaTus no obecneveHnio HpopmMmaLMoHHoN 6esonacHoCTL:

- NpoLeaypbl KOHTPOMA AOCTYNA, NPUMEHSIEMbIE A1 NPUKIAAHBIX CUCTEM, HAXOAALWMNXCA B MPOMBILLNEH-
HOW aKcnnyaTauum, crnegyeT Takke NPUMEHSITL 1 K MPUKNaaHbIM cMCTeMaM B cpeae TeCTUPOBaHuS;

- MPU KaXKOOM KOMUPOBaHUN OnepaunoHHOW nHbopMaLmMn Anst NPUKIagHON CUCTEMbl TECTUPOBaHNS
npegycMmaTtpuBaTb aBTOpPU3aL Mo 3TUX AEACTBUN;

- ocne Toro, Kak TeCTMpoBaHWe 3aBepLUeHo, onepauroHHyto MHGopMaLunio cneagyeT HemeaneHHo yaa-
ANTb U3 NPUKNaaHON cUCTEMbI cpebl TECTUPOBaHUS;

- KOMMPOBaHMWe 1 NCNOb30BaHWe onepauuoHHON NHopMaLMn HeobXoAMMO PErMcTpMpoBaTh B XXypHa-
ne aygura.

10.4.3 KoHTponb pocTtyna k 6u6nmorekam UCXo4HbIX TEKCTOB NPOrpamMm

Onsi CHUXKEeHWA pyUcKa UCKaXKeHWs1 KOMMNbIOTEPHBIX NporpaMmm Heobxoaumo obecneynsaTb CTPOrMiA KOH-
Tponb gocTtyna k 6ubnmnotekaM UCXOL4HbIX TEKCTOB NporpaMm, Ansi Yero:

- M0 BO3MOXHOCTU, UCXOAHbIe BUBIMOTEKM NporpaMM crieyeT XpaHuTb 0TAeNbHO oT G1uaHec-npunoxe-
HUIA, HAXOASLNXCS B MPOMbILLIIEHHOW 3KCMyaTaLluu;

- Ha3HavaTb creymnanucTa — 6ubnuoTekapsa NporpamMm Ans KaK4oro GUsHec-NpUNoXeHus;

- NepcoHany Noaaep Xk MHPOPMaLMOHHBIX TEXHOMOTUIA He cleayeT NpedoCcTaBNATbL HeorpaHNYEeHHbIN
[OCTYN K UCXOAHbIM 61BnnMoTekam nporpamm;

- Mporpammel, Haxogswmecs B npouecce paspaboTkn nnu Tekywiero obenyXnsaHus, He crnegyeT xpa-
HUTb B BUBNMOTEKax C UCXOOHBIMU TEKCTaMM NporpamMm, HaxoAsLWMXCs B MPOMbILLMEHHON AKCnyaTauum;

- obHoBneHMe 6nbnnoTek U obecneveHre NPOrpaMMUCTOB UCXOOHBIMW TEKCTaMu criedyeT ocyluec-
TBMSATb TONbKO Ha3Ha4YeHHOMY crneLuanicTy — brubnuoTekapto nocre asTopusaLnn, NonyvYeHHoON oT MeHea-
Xepa, OTBevatoLero 3a NogaepXkky KOHKPeTHOro BusHec-NpunoxeHus;

- FIUCTUHI Nporpamm criegyeT XpaHuTb B 6e3onacHom mecTe (8.6.4);

- cnegyeT BECTU XXypHan ayauTa Ans Bcex 4OCTYNOoB K McxogHelM bubnuotekam;

- cTapble BEPCUN UCXOOHBIX TEKCTOB He0BX0AMMO apXMBNPOBaTh C YKazaHUEeM TOYHbIX AAT U BpeMeHMU,
Koraa OHW Haxo4UNMCh B MPOMBILLNIEHHOM 3KCMyaTaL M, BMecTe co BceM NporpaMMHeiM obecneyeHnem noa-
OEepXKKW, yNpaBneHus 3agaHnamu, onpeaeneHnsMi gaHHblX U npoueaypamu;

- NOAAEPKKY U KOMMpOBaHue UcxodHbiX 6ubnuoTek criegyeT NpoBOAUTb MO CTPOrMM KOHTpOSneM C
uenblo NpeaoTBpalleHNs BHeCeHUs HeaBTOPM30BaHHbIX UsMeHeHun (10.4.1).

10.5 Be3onacHOCTb B NpoLeccax pa3paboTku U noanepxKu

Llens: nopgaepxaHue 6esonacHOCTV NPUKNAAHBLIX cUcTeM U MHopmaLmn.

MeHemxepbl, 0TBETCTBEHHbIE 3a NPUKNaAHble CUCTEMbI, AOIPKHbI BbITb OTBETCTBEHHBIMU U 33 Be3onac-
HOCTb cpefbl NPOeKTMPOBaHNA UN nopgaepXKA. OHU AOIKHBI MPOBOAWUTL aHaNU3 BCeX NPEANOXEHHbIX U3Me-
HEHWA CUCTEMbl U UCKHOYaTb BO3MOXHOCTb KOMnpomeTtauumn 6e30nacHoCTU Kak CUCTEMEI, Tak U cpeabl
MPOMBILLIIEHHOW SKCMyaTaLmu.

10.5.1 Mpoueaypbl KOHTPONSA U3MEHEHUNA

Y706kl CBECTU K MMHUMYMY MOBPEXAEHUS MHDOPMaLMOHHBIX CUCTEM, CrieayeT CTPOro KOHTPONMPOBaTL
BHeApeHWe U3MeHeHUIn — CTPOoro npuaepxusatbes hopmanusoBaHHbIX Npoueayp obecneveHns uHgpopma-
LMOHHON 6e30MacHOCTU; OCYLLEeCTBATb KOHTPOSb 32 BO3MOXHOIN KOMNpoMeTauunein camux npoueayp; npo-
rpammmucTam, oTBeYaoLWnM 3a NOAAESPXKKY, NPeAoCcTaBnsATb AOCTYM TOMbKO K TEM YacTAM CUCTEMBbI, KOTOPbIe
Heobxoaumbl Ans ux paboTbl; 06ecneumsaTth hopmanusaLmio M oaobpeHne COoTBETCTBYHOWNM PYKOBOACTBOM
BCEX U3MeHeHWN. MIsMeHeHNs B NpuUKNagHoOM NporpaMMHOM obecnevyeHn MoryT NoBAUATb Ha HOpMaLUOH-
Hyto 6e30MacHOCTb UCMOb3yeMbIX BU3HEC-NPUNoXeHWIA. Tam, rae aTo BO3MOXHO, cnegyeT 06 beauHATbL Mepbl
no obecneyeHnto MHMOPMaLMOHHON BE30MacHOCTU UCMONb3yeMbIX BU3HEC-NPUNOXEHUA U U3MEHEHUA B
npuknagHeix nporpammax (3.1.2). Heobxogumo, 4tobbl 3TOT NpoLecc BknoYan:

- obecneyeHne NPOTOKONMPOBAHUS COTMAacoBaHHbLIX YPOBHEW aBTOpU3aLuu;

- obecneyeHrie yBepeHHOCTY B TOM, YTO 3anpochl Ha U3SMEHEHWUS UCXOOAT OT aBTOPU3OBaHHbLIX COOTBET-
CTBYyOLWMM 06pa3om nonb3osaTenen;

- aHanus mep nHdopmaLMoHHo 6esonacHoCcTU 1 npoLeayp, obecnevnsaroLWmnX LeNOCTHOCTb UCNOMb3Y-
eMbIX CUCTEM;

- naeHTUdMKaL o BCero nporpamm-oro obecneyeHust, uipopmauum, o6bekTos, 6a3 gaHHbLIX M annapar-
HbIX CPeACTB, TPEeBYOLWNX USMEHEHUN;

- nonyveHue popmManM3oBaHHoOro o4obpeHus AeTanbHBIX 3anpocoB/NpeaiokeHnin Ha USMeHeHNUs nepeq
Ha4anom paboThbl;
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- paspelueHne BHECEHNA U3MEHEHWI B NPUKNaaHbIe NPOrpaMMbl aBTOPU3OBaHHBLIM MoNbL30BaTeNeM Ao
NX HenocpeaCTBEHHON peanvsauunu;

- ocyLuecTBNeHne npoLecca BHeAPeHNs USMeHeHWIN B NpUKagHble NporpamMmmel C MUHUMAnbHbIMU OTPK-
uaTenbHbIMM NOCNeACTBUSIMU ANA BusHeca;

- obecneveHre 0OHOBMNEHNS KOMMMEKTa CUCTEMHON JOKYMEHTaLMM NOCre 3aBepLUeHUs KaXXaoro usme-
HEHWA N apXVBUPOBaHWUE MW YTUN3aLNA CTapo JOKYMEHTaLuu;

- nopaepXKKy KOHTPOMSA Bepcuil 4ns Bcex 06HOBNeHU nporpaMMHoro obecnedeHns;

- permcTpaumio B XXypHanax ayguta BcexX 3anpocoB Ha U3MeHeHMe;

- KOppPEeKLMIo 3KCnnyaTaunoHHon gokymeHTauum (8.1.1) n nonb3oBaTebCKMX NpoLieayp B COOTBETCTBUN
C BHECEHHbIMW U3MEHEHUAMMU;

- ocyllecTBMeHWe npoLiecca BHeapeHWs MSMEHEHWIA B cornacoBaHHoe BpeMs 6e3 HapyLUeHWs 3aTparu-
BaeMbIX 63Hec-NpoL,eccos.

Bo MHOrmMx opraHmsaumsx UCnonb3yeTcsl cpeaa, B KOTOPOM Nofb3oBaTen TeCTUPYIOT HOBOE Nporpam-
MHoe obecnedeHune 1 KoTopas oTaeneHa oT cpedbl paspaboTku U cpedbl NPOMbILLNEHHON akennyaTauuu. Mpu
3ToM obecneunBaeTcsl BO3MOXHOCTb KOHTPOSS HOBOrO MporpamMmHoro obecneveHua U AononHUTENbHasa
3aLMTa onepaunoHHon nHpopmaLlnm, UCnonb3yemor B npoLecce TeCTUPOBaHUS.

10.5.2 TexHU4YeCKU aHanU3 U3IMEHEHU B onepaLUoOHHbIX CUCTeMax

Meproanyeckm Bo3HUKaeT HEOBXOAMMOCTb BHECTU U3MEHEHUA B ONepaunoHHbIE CUCTEMBI, HanpuMep,
yCTaHOBWUTb MOCNEeAHI0 NoAdepkMBaeMyHo BEpCUio NporpammHoro obecneyeHuns. B atux cnyvaax Heobxoau-
MO NPOBECTW aHarnu13 u NpoTecTUPOBaTb NPUKIaAHbIE CUCTEMBI C LieNbio obecneveHuns yBepeHHOCTU B TOM, UTO
He oKa3blBaeTCs H1Kakoro HebnaronpUATHOro BO3AENCTBUA Ha UX hyHKUMOHUPOBaHWe N 6e3onacHocTb. Heob-
XOAMMO, 4TOBbI 3TOT NPOoLLEeCC y4UTbIBaN:

- aHanuns cpeacTB KOHTPONA BU3HeC-NPUNOXEHUI 1 NpoLeayp LEeNoCTHOCTH, 4ToObl o6ecneunBaTh yBe-
PEHHOCTb B TOM, YTO OHU He BbINu CKOMNPOMETUPOBAHBI USMEHEHUAMU B ONEPaLUOHHON cucTeme;

- obecneyeHne yBepeHHOCTU B TOM, YTO eXXeroaHbli NnaH noaaepXxku n 6logpkeT npegycMmaTpuBaeT aHanms
1 TeCTUPOBaHWE CUCTEM, KOTOpble HEOBXOAUMO OCYLLECTBAATL NPU U3MEHEHUAX B ONepaLMoOHHON CUCTEME;

- obecneveHne CBOEBPEMEHHOro NOCTYNNEeHUA yBeAoMNeHUA 06 U3MeHeHUAX B onepaLmoHHOW cucteme
ON51 BO3MOXHOCTV NPOBeAEHUS COOTBETCTBYHOLLENO aHanm3a ux BAMAHUA Ha MHpopMaLMOHHY0 6e30MacHOCTb
nepeq yCTaHOBKOW N3MEHEHWN B ONepaunoHHYI0 CUCTEMY;

- KOHTPOIb OKYMEHTUPOBAHUSI COOTBETCTBYIOLLIMX U3MEHEHWIA B NilaHax obecneyeHnst HernpepbiBHOCTU
6usHeca (pasgen 11).

10.5.3 OrpaHuuyeHUA Ha BHeCeHUEe U3IMEHEHUN B NaKkeTbl NporpaMm

Moandukauui nakeTos NporpaMmm cneayet nsberatb. Hackonbko 370 BO3MOXKHO 1 AOMYCTUMO C NpakTu-
YeCKOoW TOUKM 3pEHIS, MOCTaBNAeMbIe MOCTABLLMKOM NakeTbl IporpamMm criefyeT Ucnonb3oBaTth 6e3 BHeceHua
n3MeHeHWiA. Tam, rae Bce-Taku Heobxo4uUMO BHOCUTb U3MEHEHUS B NakeT NporpamMm, cneayeT yunTbiBaTth:

- pUCK KOMMpoMeTaLnn BCTPOEHHBIX CPeACTB KOHTPOSS U npolecca obecneyeHns LenocTHOCTY;

- He0BX0AMMOCTL MONYyYEeHNUA cornacus MOCTaBLLMKA;

- BO3MOXHOCTb nofy4YeHnsi Tpebyembix MU3aMeHeHUn OT NOoCTaBLUKa B Buae ctaHgapTHOro obHosneHus
nporpamm;

- HeobxoaMMocTb paspaboTku OONOMHUTENbHBIX Mep noaAepXKKu nporpaMmHoro oGecnedeHus, ecnu
opraHunsauus B pesynbTaTe BHECEHHbIX \3BMEHeHUA CTaHeT OTBETCTBEHHOM 3a Byayllee conpoBoXaeHune npo-
rpammHoro obecneveHus.

B cnyyae cyllecTBeHHbIX U3MEHeHWIA opurnHanbHoe NporpamMmmHoe obecrneveHue cnegyeT CoXpaHaThb, a
N3MeHeHWs creayeT BHOCUTb B YETKO AEHTUDULMPOBaHHYLO konuio. Bee nsmeHeHns Heo6xoanumMo NONHOCTbIO
TEeCTUpOBaTb U JOKYMEHTUPOBATL TakuM 06pazom, 4ToBbl X MOXHO GbIfTo MOBTOPHO MCMOMb30BaTh, NPU HEO6-
XOAMMOCTH, ANna 6yaywmx obHOBMEHWI nporpaMMHoro obecneveHuns.

10.5.4 CKpbITble KaHanbl YTEYKU AaHHbIX U KTPOSAAHCKUE» nporpamMmmbl

PackpbiTrie MHOpMaLnn Yepes CKPbITble KaHarbl MOXeT MPOUCXOANTb KOCBEHHBIMI U HEaBTOPU30BaH-
HbIMU criocobamMu. STOT NPOLECC MOXET BbITb pe3ynbTaToM akTUBALMU U3MEHEHWIA NapaMeTPOB A0OCTYNa KaK K
3aLLMLLEHHBIM, TaK U K He3aLLULLEHHbIM 3fleMeHTaM MHDOPMaLMOHHON CUCTEMbI, U MOCPEACTBOM BMOXEHUS
NHdopMaLMK B NOTOK AaHHBIX. « TPOSIHCKME» NporpaMMbl NpegHasHadeHbl 4ns Toro, YTobbl BO3AeNCTBOBaTh
Ha cMCTeMy HeaBTOPM30BaHHBIM U He3aMeTHbIM cnocoboM, NpKu 3TOM AaHHOE BO3AENCTBUE OCYLLECTBNAeTCH
Kak Ha mony4JaTens AaHHbIX, Tak U Ha nofb3oBaTens nporpamMmmbl. CKpbITbie KaHamMbl yTEYKN U « TROSIHCKUEY NPOo-
rpamMmmbl pegKko BO3HUKAKOT CriydanHo. Tam, rae cKpbiTble KaHanbl Ui «TPOSIHCKME)» MPorpammebl IBMSIFOTCSA Npo-
6nemoli, HeobxoAMMO MNPUMEHATL cregyowne MeponpusaTa no obecrnedyeHnto  UHoOpMaLMOHHON
6e3onacHocTu:

- 3aKynKy NporpamMmmHoro obecnevyeHust ocyLwecTBATL TOMNbKO Y AOBEPEHHOTO UCTOYHMKE;

- M0 BO3MOXHOCTM 3aKynaTb NporpaMMbl B BUAE UCXOAHBIX TEKCTOB C LieNbio UX NPOBEPKU;
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- UCMONb30BaTb MporpammHoe obecneyeHune, nMpollegllee OUEHKY Ha cooTBeTcTBUE TpeboBaHUAM
nHcopmaumoHHon 6esonacHocTy;

- OCYLLEeCTBNATL POBEPKY UCXOAHLIX TEKCTOB NMPOrpamMm nepej nx akeniyaTauMoHHbIM PUMEHEHNEM;

- OCYLLECTBNATb KOHTPOJIb AOCTYNA K YCTaHOBIEHHBIM NporpamMmmam 1 ux moaudukaumsm;

- UCMONb30BaHMe NPOBEPEHHbIX COTPYAHUKOB AN paboThl C KIOYEBLIMU CUCTEMAMU.

10.5.5 Pa3paboTka nporpaMmMHoro o6ecne4eHus ¢ npuBre4YeHUeM CTOPOHHUX OpraHu3auuin

B cnyvasx, korga ans paspaboTku nporpaMMHoro obecneyeHusl NpuMBeKaeTCsl CTOPOHHSASA opraHu3aumus,
Heo6XxoAMMO NPUMeHsITb crieytolme Mepbl o6ecnedyeHns MHcopmaLnoHHon 6esonacHoOCTy:

- KOHTPOMb HaNUuUUa NULEH3UOHHBIX COrfalleHuin u onpeaeneHHOCTU B Bonpocax cobCTBEHHOCTU Ha
nporpammel U cobnoaeHns nNpas MHTeNnekTyanbHou cobcTBeHHoCTH (12.1.2);

- cepTucukaumio kKayecTsa 1 NPaBUIbHOCTU BbINOSIHEHHbIX paboT;

- 3aK/0YEHNE «eSCrowy cornatleHuns, npeaycMmaTpyBaloLLmMx AeNoHNPoBaHNe UCXOQHOIo TeKCTa Ha Cry-
Yyail HEBO3MOXHOCTU TPeTbel CTOPOHBI BbINOMHATL CBOU 00513aTENbCTRA;

- obecneveHue npas AOCTYMa ANs ayauTa c Lenbio NPOBePKN KavecTsa U TOYHOCTU BbIMOMHEHHON paboThl;

- AOKyMEHTUpoBaHne TpeboBaHUin K Ka4ecTBY NPorpamMm B 4OrOBOPHON hopMe;

- TeCTMpoBaHuWe nepej yCcTaHOBKOW NporpamMmM Ha npegmMeT oGHapykeHUs1 « TPOSIHCKOrO KOHS».

11 YnpaBneHve HenpepbIBHOCTbIO GM3Heca

11.1 Bonpochl ynpaBreHus HenpepbIiBHOCTbIO GU3Heca

Uenb: npotuBogeicTeue npepbiBaHnaM busHeca u sawmTa Kputuiecknx busHec-npoLeccos oT nocne-
ACTBUI NPpU 3HaYMTENbHBbIX cBosx Unu 6eacTBusX.

HeobxoaumMo obecneunBaTh yrnpasreHue HenpepbiBHOCTbIO GU3Heca ¢ Lenblo MUHUMU3aumMm oTpuua-
TenbHbIX NOCNEACTBUI, BbI3BaHHLIX HeACTBUAMU N HapylueHUsAMU 6e30nacHOCTU (KoTopble MOryT ObiTb
pesynbTatom MNpuUpoaHbIX 6eAcTBUA, HecYacTHBIX cryyaes, OTKa3oB 0BopyAoBaHUSA U NpeaHaMepeHHbIX
AeNCTBUIA), 40 NPUEMSIEMOTO YPOBHSI C MOMOLLbH KOMBUHUPOBAHUA NPOGUNAKTUHECKNX U BOCCTAHOBUTEb-
HbIX MePOMPUATMIA Mo ynpaBneHuio MHopMaLIMOHHON Ge30NacHOCTbIO.

MocneacTeusa ot 6e4CTBUIA, HapyLeHU 6e30nacHOCT U OTKA30B B 06CNyX1BaHUN HEO6X0AUMO aHanNu-
3upoBaTb. Heobxoammo paspabaTtbiBaTb U BHEAPATL MiaHbl o6ecneyeHus HenpepbIBHOCTM BU3Heca ¢ Lenbto
BOCCTaHOBMEHMS BU3HEC-NPOLLECCOB B TeYEHMe Tpebyemoro BpemMeHu npu ux HapyweHun. Takue nnaHbl crne-
ayeT nogaepkuBatb U NPUMEHATb Ha MNpakTuke, YTOoObl OHW CTanM COCTABHOW YacTbio BCEX MPOLLECCoB
ynpaBneHus.

Heobxoaumo, 4Tobbl ynpasneHe HenpepbiBHOCTLI0 BM3Heca BKIlOYano MeponpusaTys rno ynpasneHuto
NHpopMaLIMOHHON 6e30MacHOCTLIO AN NASHTUhUKALUM U YMEHbLLEHUS] PUCKOB, OrpaHUYeHNUsl NocneacTBuii
pPaspyLUNTENbHBIX MHLUMAEHTOB 1 obecneveHns CBOEBPEMEHHOIO BO30OHOBNEHMS Haubonee CyLleCcTBEHHbIX
GusHec-onepauni.

11.1.1 MNpouecc ynpaBneHus HeMpepbIBHOCTLIO OU3Heca

Heob6xoaumo, 4Tobbl cylecTBOBaN ynpaBnseMblii NPoLEece pasBUTUs U NoAAEPXKaHUst HENPEPLIBHOCTH
6usHeca Ans Bcen opraHusauun. DTOT NpoLecc AOMKEH O0ObeAUHNATL KMoYeBble 3MEMEHTHI YNpaBneHus
HenpepbIBHOCTbLIO GU3Heca:

- MOHUMAaHWE PUCKOB, C KOTOPLIMU CTANKUBAETCA OpraHM3aLns, C TOUYKU 3peHUs BEPOATHOCTU BO3SHUKHO-
BEeHWs U NocrneacTBUIA, BKIKOYasa MaeHTUdMNKaLWIo U onpedeneHue npuopuTeToB KpUTUYecknx busHec-npouec-
CoB;

- MOHMMaHWe BO3MOXHbIX MOCNEACTBUA HapyLLeHUst BU3HEC-NPOLLECCOB B CryYae He3HaUUTeNbHbIX UM
CYLLECTBEHHbIX MHUMAEHTOB, MOTEHLMANbHO YrpoXatoLWwmnX Xn3HeaeAaTeNsHOCT M opraHu3aLnmn, a Takke Bblbo-
pa cpeacTB K cnocoboB 0bpaboTkM MHPOPMaLMK, KOTOPLIE COOTBETCTBOBANN Obl Lienam 6usHeca;

- opraHusauuio oNTUMansLHOro CTpaxoBaHwua pesynbTaToB 06paboTkM MHMOPMaLUK, KOTOpoe AOHKHO
6bITb YacTblo NpoLlecca obecneveHnsa HenpepbIBHOCTYN BU3Heca;

- (hbopMynupoBaHue U 4OKYyMEHTUPOBaHWE CTpaTerMmn HenNpepLIBHOCTM BaHeca B COOTBETCTBUM C COrMna-
COBaHHbIMU BU3HEeC-LeNamMun 1 npuoputTeTamu,

- (hbopMynMpoBaHne U AOKYMEHTUpOBaHUe NnaHoB obecneyeHunss HenpepbIBHOCTH BusHeca B cOOTBE-
TCTBMW C COTNAacoBaHHOM cTpaTernen;

- perynsipHoe TecTupoBaHue 1 0bHOBEHWE NNaHOB Pa3BUTUA MHPOPMALIMOHHBIX TEXHOMOTMIA 1 CYLLECT-
BYHOLLIMX MPOLIECCOB;

- obecneyeHre opraHNYHOrO BKITKOYEHNS B MPOLIECCHl U CTPYKTYPY OpraHvMsalun nNiaHoB yrnpasneHus
HenpepbIBHOCTLIO GuUsHeca. OTBETCTBEHHOCTbL 3a KOOpAMHALMIO Mpolecca ynpaBneHUst HenpepbiBHOCTbIO
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6usHeca crniegyet Bosnaratb Ha opraH, obnaaaroLmii COOTBETCTBYOWMMU NOMTHOMOYUAMU B OpraHu3aLmm,
HanpuMep Ha ynpasnsiioLWmin CoBeT No MHpopmauuoHHon 6esonacHocTn (4.1.1).

11.1.2 HenpepbiBHOCTb GU3Heca U aHanu3 nocneacTBUn

Heobxoammo, 4Tobbl NilaHMpoBaHne HenpepbiBHOCTU BU3Heca Ha4YMHaNoCk ¢ MAeHTUUKaLUM COBLITUNA,
KoTopble MOTYT 6bITb NPUYMHON NpepbiBaHWs BU3Hec-NpoLeccoB, Hanpumep oTkas ob6opyaoBaHuUs, HaBoOaHe-
HWe unu noxap. NnaHupoBaHWe AO0IMKHO COMPOBOXAAaTLCA OLEHKOW PUCKOB C Lenbio onpedeneHns nocnea-
CTBUIA 3TUX NpepbIBaHUA (Kak ¢ TOUKKN 3peHust MaclTaba nosBpexaeHus, Tak U nepuoaa BOCCTaHOBMEHUS).
OueHKy p1CcKoB He0BX0AMMO OCYLLLECTBASITL NPU HENOCpeACTBEHHOM y4acTuu Bnagenbues 6usHec-pecypcoB
1 yyacTHUKoB BusHec-npoueccos. OueHKa pucka AOSMKHa pacnpocTpaHATbCA Ha Bce BGU3Hec-npoLecchl U He
orpaHMuYMBaTbLCA TOMbKO cpeacTBaMmn 0b6paboTku uHdopmaumm.

B 3aBMCUMOCTU OT pe3ynbTaToB OLLeHKM PUCKOB Heobxoanumo paspaboTaTb cTpaterno Ans onpeaeneHns
obwero noaxoaa kK obecneyeHnto HenpepbiBHOCTU BusHeca. PazpaboTaHHbii NnaH AomkeH 6biTb yTBEPXKAEH
PYKOBOACTBOM OpraHusauuu.

11.1.3 Pa3pa6oTka u BHegpeHue nnaHoB oGecnevyeHUn HenpepbIBHOCTU 6U3Heca

CnepyeT paspabaTbiBaTb NnaHel No NoAnepXke UM BOCCTaHOBMeHUo GusHec-onepauuii B Tpebyemolie
nepuoabl BpeMeHU Mocrie npepbiBaHUa UK oTkasa kputudeckux 6usHec-npoueccoB. Heobxoaumo, 4Tobbl
nnaH obecneyeHust HenpepbIBHOCTU BU3Heca NpegycMaTpusan cneayowme MeponpuaTusa no obecneveHuto
uHopmaunoHHoON 6e30NacHOCTU:

- onpeaerieHue 1 corniacoBaHue Bcex 06s13aHHOCTEN AOMKHOCTHbBIX L, M NpoLedyp Ha cny4van Ype3Bbl-
YalHbIX CUTyaLuiA;

- BHepeHue B crlydae 4pesBbluaiiHbiX cUTyauuin npoueayp, obecneunsaoLLnx BO3MOXHOCTb BOCCTa-
HoBMeHus busHec-npoueccoB B TedeHue Tpebyemoro BpemeHn. Ocoboe BHUMaHWe cnegyeT yaensaTb oueHKe
3aBMCUMMOCTM BU3Heca OT BHELLHUX (hakTOPOB U CYLLECTBYIOLMX KOHTPAKTOB;

- JOKYMEHTUPOBaHUe cornacoBaHHbIX Npoueayp U NpoLeccos;

- COOTBETCTBYIOLWEee 0bydeHne COTPYAHUKOB AENCTBUSAM NPU BOSHUKHOBEHWUM Ype3BblYaiHbIX CUTYaLIUA,
BKIIlOYasi KPU3NCHOE yrpaBneHue;

- TecTupoBaHue n obHoBNeHne NnaHoB obecnevyeHNs HenpepbIBHOCTU BusHeca.

Heobxoaumo, 4yTobbl nnaH obecneyeHus HenpepbIBHOCTU G1U3Heca cooTBeTCTBOBaN TpebyembiM Lensm
6u3Heca, Hanpumep BOCCTAHOBIIEHWIO ONpeerieHHbIX CePBUCOB AN KMUEHTOB 3a NpUemsieMblil NPOMEXYTOK
BpemeHu. CriegyeT yuuTbiBaTb NOTPEGHOCTU B HEOBXOAMMBIX [AT1s1 3TOTO CepBUCa PecypcoB, BKIIlOHYan YKOM-
NneKkToBaHWe NepcoHanom, anbTepHaTUBHLIMU pecypcamMun Anst cpeacTB 06paboTku uHdopMauum, a Takke
Mepebl Mo Nepexody Ha aBapUAHBIN pexuM paboTbl ANs 3TUX CPEACTB .

11.1.4 CTpyKkTypa nnaHoB o6ecnevyeHUA HenpepbIBHOCTU GU3sHeca

CnegyeT nopgaepxuBaTb €4UHYO CTPYKTYPY NnaHoB obecneyeHns HenpepbIBHOCTU BusHeca B Lenax
obecneveHunsi HeNPOTUBOPEUUBOCTM BCEX NMAHOB U onpeaeneHuns NpuopuTeToB ANA TeCTUpoBaHUA U obcny-
XNBaHNs cpedcTB U cucteM obpaboTtkn MHgopmauun. Heobxoammo, 4ToObl Kaxabii nnaH obecneveHus
HenpepbIBHOCTU GuU3Heca YeTKo onpeaensn ycnosua ero peanusauuy, a Takke A0SMKHOCTHBIX NUL, OTBET-
CTBEHHbIX 3a BhIMOSIHEHNE KaXaoro ero nyHkTa. Mpu BbISIBNEHWN HOBLIX TPeboBaHW He0BX0AUMO BHOCUTL
COOTBETCTBYIOLLME KOPPEKTUPOBKW B MpoLeaypbl Ha Criydai YpesBblyaiHbIX CUTyaUuA, HanpuMmep B NNaHbI
3Bakyalum unu B niobble cyLecTBYOLWME NNaHbl Mo Nepexoay Ha aBapUitHbIA PeXUM paboThl.

Heobxoammo, 4tobbl B cTPYKTYpe nnaHos obecneveHust HenpepbIBHOCTU GU3Heca npegycMaTpuBanoch
cregywouee:

- YC0BUSA peanusaLnm nnaHoB, KoTopble onpeaensioT NopaaoKk AeNCTBUA AOMKHOCTHBIX NAL, KOTOPOMY
HeobxoaMMOo cneoBaTh (Kak OLeHNBaTb CUTYaLIMIo, KTO JOTKEH NPUHUMAaTL ydacTue, U T. 4.) nepea BBeAeHuU-
eM B JeNCTBMe Ka)4oro nyHkTa nnaHa;

- Npoueaypbl Ha cry4vait Ype3BblYaiHbIX CUTYaLIUIA, KOTOpble A0MKHBI BbITh NPEANPUHATEI NOCEe UHLU-
[eHTa, noaBepratoLlero onacHocTy 6usHec-onepaLnm u/mnu YenoBeyeckyto XusHo. HeobxoanMmo, YTobel oHK
BKJIIOYAsM Takke Mepbl Mo yrpasneHno CBA3AMU ¢ 06LLeCTBEHHOCTLIO U adhdeKTUBHOE B3aumMoaencTeue ¢
COOTBETCTBYHOLUMMU rOCYAapCTBEHHBIMU OpraHamm, Harpumep ¢ MUNULMER, NOXapHON OXpaHo 1 MECTHLIMK
opraHamu BriacTu;

- Npoueaypbl nepexoa Ha aBapUAHbIA PEXUM paboThl, KOTOPLIE ONUCLIBAKOT HEOBXOAUMbIE AENCTBUS MO
nepeHocy BaXHbIX 6U3Hec-onepaLuii Unn CepBUCOB-NOAAEPKKU B allbTePHATUBHOE BpEMeHHOe MecTo pasmMe-
LLIeHWA 1 No BocCTaHoBMeHMo B13Hec-npoLeccoB B Tpebyemble nepuodbl BpeMeHu;

- npoueaypbl Bo306HOBNEHUsI paboThl, KOTOPbIE ONUCEIBaOT He0bXoAMbIe AENCTBNA AN BO3BPaLLeHUs
K HopManeHoOMy pexumy BegeHus 6usHeca;

- rpacbvk nogaepKkn NnaHa, KoTopbI onpeaensieT CpokM M MeTOAbl TECTUPOBaHUSA, a TaKke onucaHue
npouecca NoaaepXKn nnaHa;
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- MeponpuaTus Mo 06y4eHUIo NepcoHana, KoTopble HanpasfeHbl Ha NOHMMaHWe npoueccoB obecneve-
HWsI HenpepbIBHOCTM BM3HEeCa COTPYAHUKaMUI, U noaaepXaHue NocTOAHHOM 3¢ (heKTUBHOCTU 3TUX NPOLLECCOB;

- 0643aHHOCTY 4OMKHOCTHBIX NUL, OTBETCTBEHHBIX 32 BLINOSIHEHWE KaXXaoro NyHKTa nnaxHa. Mpu Heobxo-
ANMOCTW AOMKHBI BbITb YKasaHbl anbTepHaTUBHbIE OTBETCTBEHHbIE.

Heobxoaumo, uTobhbl 3a Kaxabli NnaH oTBevarn KOHKPETHBIA pyKOBOAWUTENb (COTPYAHUK). YpessblvaliHble
Mepbl, MNaHbl No Nepexoay Ha aBapUAHbIA peXXum pydHoi 06paboTku, NNaHbI No Bo3obHoBNeHUo paboTel cne-
AyeT BKoYaTh B chepy OTBETCTBEHHOCTU BfliagerbLeB COOTBETCTBYHOLNX BU3HEeC-pecypcoB U y4acTHUKOB
3aTparMBaembix npoLeccos. 3a Mepbl MO Nepexoay Ha aBapUHbIA peXXUM paboTbl ¢ UICNONb3OBaHMEM anbTep-
HaTUBHBIX TEXHUYECKNX CPEACTB, TakMX kak cpeacTsa 0bpaboTku uHdopmMaumm U cBa3nU, OTBETCTBEHHOCTb
HecCyT NOCTaBLUMKM YCIIyT.

11.1.5 TecTupoBaHue, nogaepxKa U NepecMoTp NNaHOB No oGecneyYeHUI0 HenpepbIBHOCTU GU3-
Heca

11.1.5.1 TecTnpoBaHne nnNaHoB

Mnaxbl no obecneyeHno HeNPepbLIBHOCTU BU3HECa MOTYT OKa3aTbCsl HECOCTOATENbHBIMU NPU TECTUPO-
BaHWM 13-3a HenpaBWI1bHbIX MPEANOChINOK paspaboTku, He4OCMOTPY UMK BCreACTBUE U3MEHEHWUIA, CBA3AHHbIX
C 3ameHoi obopyaoBaHus nnu nepconana. Moastomy nnaHel HEO6XOAUMO perynsapHo TecTUpoBaTh Ans obec-
neyYeHunsl yBepeHHOCTM B UX akTyanbHOCTUN 1 achceKkTUBHOCTU. Takue TecTbl HeobXxoauMbI Takoke ans obecneve-
HUS 3HaHUS CBOUX 06S3aHHOCTEA BCEMW uYNleHamMn KOMaHAbl BOCCTAHOBIIEHUSI U APYMMM NepCoHasnom,
VUMEOLLMM K 3TOMY OTHOLLEHME.

Heobxoaumo, 4tobbl B rpadmke TeCTUPOBaHUS NilaHa no obecneyeHuo HenpepbiBHOCTU BU3HeCa ykasbl-
Banocb, kak U Korga crieqyeT NpoBepsiTb KaXKAblA NYHKT nnaHa. MepuoanyHoCcTb U MeToabl TeCTUPOBaHUA
OTAeNbHbIX MYHKTOB NNaHa MoryT BbITb pa3nuyHbIMU. [Py 3TOM MOTYT UCNOMNb30BaTLCA cneayoLme MeToAab!:

- TeCTUpoBaHue («MMUTaLMs NPOroHa» ) pasnuyHbIX cLeHapues (0b6cyxaeHne mep No BOCCTAHOBEHUIO
6usHeca Ha pasnUMYHbIX NpUMepax nNpepbiBaHui);

- MoaenupoBaHue (0CoBeHHO AN TPEHUPOBKM NepcoHarna rno BbiNOMHEHUIO CBOUX (PYHKLWIA Nocne UHuu-
AeHTa 1 nepexofa K KpU3MCHOMY ynpaBneHuio);

- TeCTUPOBaHWNe TEXHNYECKOro BOCCTAHOBIEHUs (obecneyeHue yBepeHHOCTU B 3chchekTUBHOM BOCCTa-
HOBMEHUM NHPOPMALIMOHHBIX CUCTEM);

- MpoBepKa BOCCTAHOBMNEHUA B anbTepHaTUBHOM MecTe (6usHec-npouecchl OCYLLECTBNATCA napan-
neneHo ¢ onepaunsMM Mo BOCCTAHOBIEHMWIO B yAaneHHOM anbTepHaTUBHOM MecTe);

- TeCTUPOBaHWe CPeACTB 1 CEPBUCOB-NOCTaBLLMKOB (0BecnevyeHe yBepeHHOCTU B TOM, YTO NpeaocTas-
NeHHble CTOPOHHNMUW OpraH13aLvsM1 CEPBUCHI U NPOrPaMMHble NPOAYKTLI YAOBMNETBOPSAIOT KOHTPAKTHLIM 065-
3aTenbcTBam);

- «reHeparsnbHble peneTuuMuy (TeCTUpoBaHWe TOro, YTo opraHn3auus, nepcoHar, obopyaoBaHue, cpea-
CTBa W NPOLECCHl MOTYT CNPaBnsTLCS C NPEPbLIBAHUAMM).

MeToabl TeCTUPOBAHUSI MOTYT UCMONbL30BaTLCA NGO opraHusauunein U Heobxoaumo, YTobbl OHU OTpa-
)anu cneunduky KOHKPETHOro NiaHa no BOCCTaHOBNEHUIO.

11.1.5.2 Moapepxka 1 NnepecMoTp NnaHoB

MnaHbl No o6ecneyeHnto HenpepbIBHOCTM B1U3Heca HeobxoAUMO NoAAepXKUBaTL B akTyanbHOM COCTOS-
HWW NyTEeM NPOBeAEHUS PEryNsPHBLIX NEPECcMOTPOB U 0BHOBNEHU C Lienbio obecneyeHust yBepeHHOCTU B UX
noctosiHHon acpdekTnsHocT (11.1.5.1). B pamkax nporpaMmbl pa3BuTua opraHusauMm Heobxoaumo npea-
ycMmaTpuBaTb COOTBETCTBYHOLLME NpoLeaypbl, obecnevnBatoLne HenpepbiBHOCTL BUsHeca.

Heo6xoaMmo HazHayaTb OTBETCTBEHHBIX 3a NpoBeAeHWe perynsapHbIX NepecMoTpoB niaHa no oGecne-
YEeHWUIo HENPEepPbIBHOCTU BU3Heca; naeHTUhUUNPOBaHHbIE U3MEHEHUS B BU3Hec-npoLieccax, ele He oTpaXeH-
Hble B NNaHax no obecneyeHuio HeNPepbLIBHOCTU BUsHeca, AOMKHbI BbITb YUTEHBbI MyTEeM COOTBETCTBYHOLMUX
o6HoBNEeHUI NNaHoB. PopManunsoBaHHbIA NpoLece ynpasneHna nsMeHeHUsaMn aormkeH obecneynsars pac-
CbISIKY W BBOA B A€WACTBME OBHOBMEHHBIX MIAHOB B pamMKax WX perynsipHbIX NnepecMoTpoB.

MpuMepbl cuTyaumii, koTopble Mornv 66l noTpe6oBaTb 0GHOBMNEHMSA NTAHOB, BKIOYatloT NpuoGpeTeHne
HOBOro 06opyaoBaHUs UM 06HOBEHUE ONEpPaLMOHHBIX CUCTEM, a Taloke U3MEHEHUs, CBSI3aHHbIe C:

- nepcoHasnom;

- agpecamu unm Homepamu TenedoHoB;

- cTpaTernen 6usHeca;

- MecTOMNosoXeHNeM, CpeCTBaMu U pecypcamu;

- 3aKOHOAATENbCTBOM,;

- noagpsiA4MKaMm, NocTaBLMKaMN U OCHOBHBIMU KITMEHTaMu;

- npoueccamMm (Kak HOBbIMU, Tak U U3BATHIMK);

- puckamu (onepaumMoHHBIMU U (PUHAHCOBLIMU).
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12 CooTtBeTCTBME TPEOOBAHUAM

12.1 CooTBeTCcTBUE TPeGOBaHUAM 3aKOHO4aTeNbCTBa

Llens: npegoTepalleHue NoGbIX HApYLUEHNIA HOPM YTOMTOBHOTO U rpaxaaHCKoro npaea, 0b6s3atenbHbIX
npeanucaHunii n perynmpyownx TpebosaHnin nnm AoroBopHbIX 06a3aTenbCTB, a Takke TpeboBaHWn 6e3onac-
HOCTW.

MpoekTupoBaHne 1 pyHKLUOHNUPOBAHWE NHDOPMALIMOHHBIX CUCTEM, UX UCNOb30BaHNE 1 yripaBneHne
UMUK MOTYT BbITb NpeaMeToM 06a3aTeNbHBIX NPEANUCaHNIA, perynupyoLwmx TpeboBaHmuin, a Takke TpeboBaHuin
6e30MacHOCTU B JOrOBOPHBLIX 06513aTeNbCTBAX.

CneayeT KOHCYNbTUPOBATLCH C LOPUCTAMMN OPraHn3aLmMm Un ¢ NPakTUKYOLWMMUN FopUCTamMm, MMeroLwmMmm
COOTBETCTBYIOLLYHO KBaNUMUKaLMIO, B OTHOLLUEHNMA KOHKPETHBIX topuanyecknx sonpocos. CneagyeT nmeTtsb B
BMAY, YTO 3aKoHoaaTe bHble TPeboBaHKsA B OTHOLWEHWUN MHdopMaL, MK, CoO3AaHHO B OQHOM CTpaHe 1 nepeaaH-
HOW B Apyryto cTpaHy (Hanpumep, MHOPMaLNOHHBIN MOTOK, MepeaBaeMblil 3a rpaHuLy rocyaapcTea), pasnu-
YyaloTCsl B pas3HblX cTpaHax.

12.1.1 OnpeaeneHue NPUMEHUMOroO 3aKoHoAaTeNnbCTBa

Bce npumeHsiemMble HOpMBI 3akoHoA4aTENbCTBA, 06A3aTeNbHbIe NpegnMcanuns, perynupyowne Tpebosa-
HWS 1 OroBopHble 06a3aTensLCTBa, cregyeT YeTko onpeaenaTb U AOKYMeHTUPoBaTb AN Kaxaon nHdopmMa-
LUMoHHOM cuncTembl. KoHKpeTHble MeponpuaTus no obecneyeHuto MHpopmMauoHHon 6GesonacHocTU U
NHaMBMAYasnbHble 06513aHHOCTN JOMKHOCTHBIX UL, MO BbINOMHEHMIO 3TUX TpeboBaHuii HeobXoaAMMO COOTBETC-
TBYOLWMM 0bpa3oM onpeaensitb U JOKYMEHTUPOBaTb.

12.1.2 MpaBa UHTeNNeKTyanbHOW COGCTBEHHOCTU

12.1.2.1 ABTOpCKOE NpaBo

Heobxoaumo BHeApATL Npoleaypel, obecneynBatowe COOTBETCTBUE 3akoHoAaTeNbHbIM OrpaHU4eH!-
SIM Ha UCMNOMb30BaHNe Matepuana, B OTHOLLEH U KOTOPOro MOryT CyLeCcTBOBaTL Npasa Ha UHTENNeKTyarnbHyo
cobCTBEHHOCTb, TaKMe Kak aBTOPCKOe NpaBo, NpaBa Ha MPOoeKT, TOProeble Mapku. HapylueHue aBTopckoro npa-
Ba MOXET MPUBECTU K cyAebHbIM NpoLeccam, npegnonaratoLlM BO3MOXKHOCTb YrONOBHOW OTBETCTBEHHOCTHU.

3akoHogaTernbHble, perynupytoLimMe 1 4oroBopHble TpeboBaHWs MOryT BBOAUTL OrpaHUYeHUs Ha KONpo-
BaHWe MaTepuanos, ABNAIOWMXCS NpeaMeToM COBCTBEHHOCTU. B 4acTHOCTH, 3T OrpaHuYeHusa MOryT coaep-
XaTb TpeboBaHUs K UCNOMb30BaHUI0 TOMbKO TEX MaTepuanoB, KOTopble N paspaboTaHbl opraHusaumen, unn
NULEH3NPOBaHbI, UMU NPeAoCTaBNATCS pa3paboTyMkom Ans opraHusaunu.

12.1.2.2 ABTOpCKOe NpaBo Ha NporpamMHoe obecneyeHne

MporpammHble NpoayKThl, ABMSOLWMECS NPeAMETOM Ybed-TO COBCTBEHHOCTU, OOBLIMHO NOCTaBMATCA B
paMkax NMUEH3UOHHOrO cornalleHusl, KOTopoe orpaHUYMBaeT UCMOMb3oBaHWe NPOAYKTOB onpeaeneHHbIMU
KOMMbOTEPaMin, a TakKe MOXeT OrpaHNYMBaTh KOMMPOBaHUE UX C LLeMbio CO3AaHnA pesepBHbIX konuin. B aTux
cnyvasx ans o6ecneveHuns MHgopMaLmoHHoi 6esonacHOCTU criedyeT npeaycMmaTpuBaTb NpUMeHeHue cneay-
FOLLMX MEPONPUATUIA:

- CTporoe crneaoBaHue TpeboBaHNSM aBTOPCKOro NpaBa Ha NporpaMMHoe obecneveHune, KoTopoe onpe-
AenaeT 3akOHHOE UCNOMb3oBaHWE NPOrpaMmMHbIX U MHOPMALIMOHHBIX NPOAYKTOB;

- onpeaerneHne nopsigka U Nnpasun NpuobpeTeHns MPorpaMMHbIX MPOAYKTOB;

- obecneveHne ocBeJOMIEHHOCTU COTPYAHUKOR MO BONpOCcaM aBTOPCKOro Npaea Ha nporpamMmmHoe obec-
neyeHue NPUHATLIX NPaBUI B OTHOLLEHWUMU 3aKyMNoK, a Takke yBeAoMIIieHMe O MPpUMeHEeHUN ANCuUnnInHapHbIX
CaHKLUWNA K HapyLuuTensim;

- BeieHNe COOTBETCTBYIOLLMX PETUCTPOB aKTUBOB;

- BeAeHWe NoATBEPXAEHUA U AoKasaTenbCTB COOCTBEHHOCTM Ha NINLIEH3UN, AUCTPUDYTUBHBIE OUCKM,
pykoBoAcTBa U T.4.;

- KOHTPONb 3a cobnogeHnem orpaHM4eHnin MakcuMaribHOro YMcra paspeLlleHHbIX Nonb3osBaTenen nNpo-
rpaMMHbBIMU NPOAYKTaMu;

- perynsipHole npoBepku NpUMeHeHUs1 TOSTbKO aBTOPU3OBaHHOMO NPOrpaMMHOro obecneyeHns u NULeH-
3UPOBaHHLIX NPOAYKTOB;

- peanusauna MONUTUKM Mo obecrneyeHuio BbINMOMHEHUs] YCITOBUIA COOTBETCTBYIOWMX AULEH3NOHHBIX
cornaweHui;

- BbINOSIHEHWE NpaBus yTUNU3aL My unv nepeaadm nporpaMmHoro obecneyeHus B apyrue opraHnsauuu;

- opraHusauus perynsipHoro ayauTa;

- cobrogeHne ycrnoBuia nonyyYeHus U3 obLLeoCTyMNHBIX ceTel NporpaMmHoro obecneyeHns n uHgopma-
unu (8.7.6).
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12.1.3 3awwuTa yyeTHbIX 3anucen opraHusaumm

BakHble AaHHble opraHusaummM HeobxoamMMo 3awmwaTth OT yTpaThl, paspyLueHns U danscudukadlmnm. B
OTHOLLEHMN HEKOTOPLIX AaHHbIX MoXeT noTtpeboBaTtbesi obecrnedeHne 6e30MNacHOCTU XpaHeHUs ¢ Lenbto
BbIMOSNIHEHNS 3aKOHOA4ATENbHbBIX UMW perynmpyoLwmx TpeboBaHuia, a Takke nogae Pk BaxHblx BUsHec-npuo-
XeHWI. B kauecTBe NpuMepoB MOXXHO NPMBECTU AaHHble, KOTOpbIe MOTYT NoTpeboBaThCs A5 AoKasaTeNbCTBa
TOro, YTO opraHusauus pabotaeT B paMkax yCTaHOBNEHHbIX 3aKOHOM HOPM WX perynupyoLwmx TpebosaHui,
VN1 C Lenbio adekBaTHOM 3aLUMTbl OT rPaXX4aHCKOro U yrorioBHOMO NpecnefoBaHuns, a Takke NoaTBEpKAEHWS
rHaHCOBOro COCTOAHUSA OpraHusaLnn Ana akuMoHepos, NapTHEPOB 1 ayauTopoB. MNepros BpemMeHn XpaHe-
HUSA 1 coaepKaHne AaHHbIX MOTYT ObITb YCTAHOBMEHbI B COOTBETCTBUM C rocyA4apCTBEHHLIMU 3aKoHaMK U
perynupyroLmmmn TpebosaHnamu.

JaHHble HeobxoanMo knaccudunumpoBaTth Mo Tunam, Hanpumep, ByxranTepckue sanucy, sanucu 6as
AaHHbBIX, )KypHanbl TpaH3akLuia, XypHarsbl ayanTa v onepaLMoHHbIX MpoLeayp, Kaxabli ¢ ykazaHuem nepuoaos
XpaHeHWsi N TUNOB HocUTeNen XpaHNMbIX AaHHbIX (Bymara, MUKpodnbM, MarHUTHbIE UM ONTUYEeCKNe HocuTe-
nn). No6ble kpunTorpaduyeckme Kioun, CBA3aHHbIE € 3awnMdpoBaHHbIMA apXuBamMi v LdpoBbIMU NoANK-
camn (10.3.2 n 10.3.3), cnegyetr XxpaHuTb OesonacHelM cnocoboM W NPeaocTaBnATb K HUM, NpuU
HeobXxoaMMOCTU, JOCTYM TOMBKO aBTOPU3OBaHHbLIM NULAM.

CnegyeT yunTbiBaTbh BOSMOXHOCTb CHKEHUSA KAaYecTBa HOCUTENeRn, UCNOoMb3yeMblX ANA XpaHeHUsa AaH-
HbIX, OCYLLECTBNATH NpoLeaypbl MO XpaHeHWIo 1 yxoady 3a HOCUTENAMU AaHHbBIX B COOTBETCTBUM C PEKOMeHAa-
LMUAMW U3rOTOBUTENS.

Mpu ncnonb3oBaHUK 3MEKTPOHHBIX HOCUTENeN AaHHbIX cneayeT NPUMEHATL Npoueaypbl NPOBEPKN BO3-
MOXHOCTM 4OCTyNa K AaHHbIM (HanpryMep, YNTaeMOCTb Kak caMuUX HocUTenen, Tak u dopMarta gaHHbIX) B Teve-
HWe Nepuoaa Nx XpaHeHwus ¢ Lienblo 3almTbl OT NoTepu BeneacTBue 6yayLimx UsmeHeHWUI B UHCHOPMAaLMOHHBIX
TEXHOMNOTUAX.

CricTeMbl XpaHeHns AaHHbIX crieayeT BblbupaTh TaknuM 06pasom, 4Tobbl Tpebyemble AaHHbIE MOrNN BbITh
n3BneYeHsbl cnocoboMm, npremneMbiM Ans cyaa, AeCTBYHOLWEro No HopMam rpaxaaHckoro unu obulero npasa,
Hanpumep, BO3MOXHOCTb BbIBOAA BCeX HEOOX0AUMBIX 3anuceit B npuemnemblii nepuoa BpeMeHu U B npuemMne-
MoM cbopmare.

Heobxogumo, 4Tobbl cucteMa xpaHeHusi obecneunBana 4YeTkylo uaeHTUUKaumlo aHHbIX, a Takke
nepuog Nx XpaHeHusl, yCTaHOBIIEHHbIX 3aKOHOM U perynupyowmnmm TpebosaHnaMun. dta cuctema AosikHa
npeaocTaBnsaTb BOSMOXHOCTHU MO YHUHTOXEHUIO AaHHbIX Noce Toro nepuoaa, korga y opraHusauum otnageT
noTpebHOCTb B NX XpaHEHUN.

C uenbto BbINOMHEHUA AaHHBIX 06A3aTeNbCTB OpraHu3auMmn cneayer:

- paszpaboTaTb pyKOBOACTBO B OTHOLIEHUN CPOKOB, NOPSiAKa XpaHeHUs U yTunusauum nigopmanuu;

- cOCTaBuUTb rpadprk XxpaHeHUs Hanbonee BakHbIX AAHHBIX;

- BECTW OMUCb UCTOYHUKOB KNoYeBOW UHdopmaLumu;

- BHEApUTb COOTBETCTBYHOLUME Mepbl ANA 3aUThl BaXKHOW UH(bopMauumM OT NOoTepu, paspyLlUueHus n
danbcudmkalmn.

12.1.4 3awuTa AaHHbIX U KOH(PUAEHUUANBHOCTL NepcoHanbHOM UHGopMaL U

B psine cTpaH BBeAeHbI HOPMbl 3aKOHOAATENbLCTBA, B KOTOPbIX YCTAHOBNEHbI OrpaHUYeHUs! B OTHOLLIEHUN
06paboTkn N Nnepefayvn nepcoHanbHbIX AaHHbIX (B OCHOBHOM, 3TO KacaeTcst MHOpPMaLUK O KUBYLLIMX NIOASIX,
KOTOpbIe MOTYT ObITb MAEHTUDULMPOBaHbLI MO 3ToN MHopMauum). TakMe orpaHUYEHUst MOTYT HanaraTb obsi-
3aHHOCTU Ha Tex, KTO ocyluecTBnseT cbop, 06paboTky U pacnpocTpaHeHue NMYHOW UHopMaLuK, a Takke
MOTyT OorpaHM4nMBaTh BO3MOXHOCTb Nepedady 3TX AaHHbIX B Apyrue cTpaHbl.

CooTBeTCTBME 3akoHO4ATENbCTBY Mo 3anTe AaHHbIX TpebyeT COOTBETCTBYIOLLEN CTPYKTYPbI ynpasne-
HUS MHopMaLoHHoM 6e3onacHocTbio. Jydlle Bcero 3To 4OCTUraeTCA Npy HasHavYeHUM AOMMKHOCTHOIO Nvua,
OTBeYaloLero 3a 3almTy AaHHbIX NyTEeM COOTBETCTBYIOLLErO pasbsCHEHUSI MeHepKepaMm, Nonb3oBaTensm 1
nocTaBLLMKam ycnyr o6 nx nHaMBMAayanbHON OTBETCTBEHHOCTU, a Takke 0683aTeNbHOCTA BbINOSIHEHNUS COOT-
BETCTBYOLUMX MeponpuaTui no obecnedeHunto MHdopmMaunoHHon 6esonacHocTy. BnagenbLub! AaHHBIX 06513a-
Hbl MHCPOPMUPOBATL 3TO AOIBKHOCTHOE NULLO O MobbIX NpeasioXkeHUsIX o cnocobax xpaHeHust NepcoHarnbHON
nHdopmaLmm B CTpyKType haina AaHHbIX, a Takke 3HaTb MPUMEHsIeMble HOPMbl 3akoHOAaTenbCcTBa B
OTHOLUEHMM 3aLlUThl JINYHBIX AaHHbIX.

12.1.5 lMpeaoTBpalleHUe HeLeneBoro MCNonNb3oBaHUA cpeacTB 06paboTku uHdopmauumn

CpeacTBa obpaboTkn nHopmaLmMn opraHusaunm npegHasHadeHsl Ans obecneveHns noTpebHocTel
6usHeca.

PykoBoACTBO AOMKHO OMpeaenuTb ypOBHU NOSTHOMOUNIA Mofb3oBaTenen B OTHOLEHUN UCMNOb30BaHNs
cpeacTB 0bpaboTku nHdopmaumu. Jlio6oe cnonb3oBaHne 3TUX CPeACTB ANst HeNPOU3BOACTBEHHbIX UMW HeaB-
TOopun3oBaHHbIX Lenen, 6e3 ogobpeHust pykoBoACTBa, crneayeT pacLeHnBaTh Kak Heuenesoe. Ecnn Takas aes-
TENbHOCTb BbIsIBIEHA MOHWUTOPWHIOM UNU Apyrumun cnocobamu, To Ha 3aTo crnegyeT obpaTuTe BHUMaHWe
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HenocpeACTBEHHOro PYyKOBOAUTENS COTPYAHUKA ANA NPUHATAS COOTBETCTBYOWMUX Mep AUCLMNAUHApHOro
BO30ENCTBUS.

3aKOHHOCTb UCNOMb30BAHNSA MOHUTOPUHIa 3aBUCUT OT AeACTBYOLEero B cTpaHe 3akoHodaTenbcTea u
MoXeT noTpeboBaTbes, YTOGbI COTPYAHWKA BB OCBeAOMIIEHbl U Aann AOKYMEHTMPOBaHHOe cornacue Ha
npoeBeaeHne MoHUTOpUHra. Mepen ocyLecTBIeHUEM MOHUTOPUHIA HEOBX0AUMO MOMYYUThL KOHCYMbTaLuto
topucTa.

MHorue cTpaHbl UMeloT UMM HAXOAATCA B NpoLecce BBeAEHUS 3akoHOAaTeNbCTBa Mo 3aLuTe oT Henpa-
BUITEHOrO UCNOSb30BAHNSA KOMMbIOTEPOB. BO3MOXHbI crydan UCNonb30oBaHWsA KOMMbIoTepa A5l HeaBTopu3o-
BaHHbIX Lierieil ¢ NpecTynHbIM yMbICioM. MoaToMy BaxHo, UTOObI BCe Nonb3oBaTenu 6biv 0cBe40OMMAeHEbl O
YeTKUX paMKax paspeLleHHOro UM gocTyna. 3To MoXeT BblTb 4OCTUTHYTO, HanpuMep, NyTeM O3HaKoOMIIeHUs!
nonb3oBaTenen ¢ NpefocTaBleHHOW UM aBTopu3aunein B MMCbMEHHOW thopMe Noa pocnunch, a opraHnsauum
cnegyet 6e3onacHbIM cnocobom XpaHWTb KOMuio 3Toro AokymeHTa. Heo6xoammo, 4tobbl COTPYAHUKN OpraHu-
3auuun 1 Nonb3oBaTenuy TPeTben CTOPOHLI BbINM 0OCBEAOMITEHEI O TOM, YTO BO BCEX CyYasX OHM MMEIOT NpaBo
AocTyna ToMbKO K TeM AaHHbIM, UCMOMNb30BaHNe KOTOPbIX UM paspeLleHo.

Heobxoanmmo, 4Tobbl Npu perncTpauum 4OocTyrna K CUCTEME Ha aKpaHe KoMMbioTepa 6bino oTpaxeHo
npegynpexgatolee coobLleHne, ykasbiatollee, YTO CUCTEMA, BXOA B KOTOPYHO NOSb30BaTENN NbITATCS OCY-
LLLeCTBUTb, ABMSIETCA CUCTEMOW C OrPaHNYeHHBIM JOCTYNOM, U YTO HeaBTOPN3OBaHHLIA AOCTYM K HeW 3anpe-
weH. Monb3oBaTtens AomKeH NOATBEPAUTL STO NPOYTEHME U pearnpoBaTb COOTBETCTBYOWMM 0Bpa3om Ha
Hero, YTobbl NMPOAOIPKUTL NPOLIECC perncTpaumm.

12.1.6 PerynupoBaHue Ucnonb3oBaHUsA cpeacTB Kpuntorpacdpum

B HekoTOpbIX CTpaHax NPUHATBLI CornaLleHust, 3akoHbl, perynupytowme TpeboBaHua Unu apyrue UHCTpy-
MeHTbI, onpegensiowne meponpuatus no obecneveHno HesonacHOCTN 4OCTYNa K kKpunTorpacduieckum cpe-
OCTBaM M NX UCMOMb3oBaHuIo. Takne MeponpusaTusi 0BbIMHO BKAKOYAIOT:

- orpaHnyYeHns UMnopTa U1y akcnopTa annapaTHbIX U NPOrpaMMHBIX CPEACTB ANA BLINOSIHEHUA KPUM-
Torpadundecknx dyHKUUNA;

- orpaHuyeHus UMnopTa N/Unn aKkcnopTa annapaTHbLIX U NPOrpaMMHbIX CPeACTB, KOTopble pa3paboTaHsbl
Takum obpasom, YTO UMeLoT, KaK AononHeHne, kpuntorpadudeckne dyHKUUN;

- obazaTtenbHble UM QUCKPELMOHHbIE MEeToAbl A4OCTYNa €O CTOPOHbLI rocyaapcTBa K UHcopmaumu,
3aLlL1POBAHHON C MOMOLLIO annapaTHbIX UK NPOrpaMMHbIX cpedcTB Ansa obecneyeHns koHbUaeHUManb-
HOCTU ee coepXKaHusl.

Ons obecneveHnss yBepeHHOCTW B COOTBETCTBUM MOMUTUKA WUCMONb3OBAHUA KpUnTorpacduyeckmx
CpeacTB B OpraHv3auMn HauMoHanbHOMY 3akoHoAaTenbCcTBY HeobxoanMa KoHcynbTauus topucta. Mpexae
YeM 3aluncppoBaHHas UHopMauust UK kpunTorpacdudeckoe cpeacTBo byayT nepefaHbl B APYrylo cTpaHy,
HeobXxoaMMOo Takke NONyYUTb KOHCYNbTaUMo opuUcTa.

12.1.7 C6op pokasaTenbCcTB

12.1.7.1 TMpasnna ucnonb3oBaHus 1 cbopa AokaszaTenbCcTB

HeobxoamMmo nmeTb ageKkBaTHblE CBUAETENLCTBA, YTO6bI NoaaepKMBaTh UCKU U MepbI BO3AEUACTBUS,
HanpasneHHble NPOTUB (hU3NYEeCcKoro nuua unM opraHusauun, KoTopble Hapywunu npasuna ynpasneHus
MHOPMaLMOHHOM 6e30MacHOCTbLH.

Besaknia pas, korga aTn Mepbl BO3AEUCTBNS SIBMISOTCA NPEAMETOM BHYTPEHHEro ANCUUNIMHapHOro Npo-
Liecca, cBMAETEbCTBA AOMKHbI ObITb OMMCaHbl B COOTBETCTBUM C BHYTPEHHUMU NpoueaypamMu.

Korga Mepbl BO3AENCTBUS/MCKM 3aTparMBaloT BOMPOCH! KakK rpaXaaHCKoro, Tak U YrorloBHOro npaea,
HeobxoanMMo, 4Tobbl NpeacTaBrneHHble CBMAETENbCTBA COOTBETCTBOBaNN TpeboBaHuaM k cbopy ceBuae-
TENbCTB, U3MOXEHHBIMU B COOTBETCTBYHOLL X NPaBOBbIX HOpMax 1 TpeboBaHUAM KOHKPETHOTO cyaa, B KOTO-
poM ByaeT paccMmaTpuBaTbCs AaHHbI Bonpoc. B obliem cnyyae, 3TM npasuna npegycMaTpuBatoT:

- 4ONYCTUMOCTb CBUAETENbCTB: AEeACTBMUTENbHO N CBMAETENbCTBA MOTYT UCNONb30BaTLCS B CYAE UMK
HeT;

- BECOMOCTb CBUAETENLCTR: KAYECTBO M NOMHOTA CBUAETENLCTB;

- ageKsaTHOe CBMAETENbCTBO TOrO, YTO 3TU Mepbl KoHTpons (nNpouecc cbopa cBMOETenbCTs) ocylle-
CTBNSAMNUCL KOPPEKTHO U NocnegosaTernbHO B TeYeHMe BCero nepuoaa, korga ycTaHoBMeHHOe CBUAEeTEeNbLCTBO
WHUMOEHTa HapyLeHns nHpopmaLMoHHO 6esonacHOCTU Bbino coxpaHeHo 1 06paboTaHo CUCTEMOIA.

12.1.7.2 JonycTumMoOCTb AoKasaTenbCcTB

YT06bl 4OCTUYL MPU3HAHUS OONYCTUMOCTM CBUAETENbCTB, OpraHusauusm Heobxoaumo obecneunTs yBe-
PEHHOCTb B TOM, YTO UX MHDOPMALIMOHHbIE CUCTEMbI COOTBETCTBYIOT BCEM OPUANYECKM TpeboBaHWaM 1 npa-
BMMNaM B OTHOLUEHWUM JONYCTUMBIX CBUAETENbCTB.
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12.1.7.3 KauvecTBO U NonHoTa AoKasaTenbCTB

YT106b! 4OCTWNYL Ka4eCcTBa M NOSHOTEI CBUAETENLCTB, HEOOX0AUMO Hann4ne yoeanTensHeIX NoaTBepXKae-
HUI cBnaeTenbCTB. B obwem criyyae, Takue ybeauTenbHble NOATBEPKAEHWUS MOTYT ObiTe JOCTUrHYTHI Crieayto-
WM obpasom:

- Ans 6yMaXHbIX JOKYMEHTOB: OpuUrMHan xpaHutcsa 6e3onacHblM crocobom 1 chrKkeupyeTces, KTo Hallen
€ero, rae oH 6bin HalgeH, korga oH 6blT HaMaeH 1 KTo 3acBUAeTeNbLCTBOBAN 0BHapyxeHue. Heobxoammo, YTobhl
noboe nccneaosaHve NoATBEPANIIO, YTO OpUrMHanbl HAKTO He MbITancsa UCKasuTb;

- ANa nHopmMaLmMmn Ha KOMNbIOTEPHBLIX HOCUTENSAX: KoMK nHpopmaumn, Ansa nobblX CMEHHBIX HocUTe-
nei MHbopMaLnn, ANs XKeCTKUX ANCKOB UM U3 OCHOBHOW MaMsATW KOMMbOTepa, creayeT BhINOMHATL Takum
o6pasom, 4Tobbl o6ecneunTb UX AOCTYNHOCTL. XKypHan Bcex AeNCTBUWA, BbINOMHEHHLIX B TeUEHWE npoLecca
KOMMpoBaHMs, HE0BXOAMMO COXpaHsATb, a caM NPOLEecc KOMMPOoBaHNs HeoBXoaMMO AOKYMeHTUpoBaTh. OOHy
KOMuo HocuTenen HopmaLmmn 1 xypHan cnegyeT XpaHuTb 6e3onacHeiM criocobom.

Koraa nHumaeHT oBHapyxmBaeTcs BNepBble, He O4EBUAHO, YTO OH MOXET NPUBECTU K BOSMOXHbIM cyae6-
HbIM pasbupaTtenbcTeam. MosToMy, CyllecTBYeT OMNacHOCTb, YTO HeobxoaumMoe nokasaHue byaeTt criyvyaiHo
paspyLUeHo npexaie, YeM 0co3HaHa cepbe3HOCTb MHUMAeHTa. LlenecoobpasHo Ha camom paHHEM aTane npu-
BrekaTb ropucTa Unn munvumio B niobom criydae npegnonaraemelX cyaebHbIX pasbrpatenscTs v nofyyaTtb
KOHCYNbTaLMo OTHOCUTESBHO TPebyeMbIX CBUAETENbLCTB.

12.2 HGPGCMOTP NonuTUKN 6e30NacHOCTU U TEXHUYECKOE COOTBETCTBUE TPGGOBaH uam G6e3onac-
HOCTU

Llens: oBecneveHne cooTBETCTBUA CUCTEM NONUTUKE BE30NacHOCTU opraHusaLMn 1 cTaHgapTam.

BesonacHocTb MHPOPMALIMOHHBIX CUCTEM HEOBXOANMO PErynsipHO aHanusMpoBaTh U OLEeHNBaTb.

Takoi aHanms (nepecMoTp) HeoOXoANMO OCYLLECTBIATh B OTHOLUEHWN COOTBETCTBYOLLMX NONUTUK 6e3o-
nacHocCTU, a NporpaMmHble cpeacTBa U UHOPMaLMOHHBIE CUCTEMbI AOMMKHBI NOABEpraTbes ayanTy Ha npea-
MeT COOTBETCTBUSI 9TUM NOAUTUKAM.

12.2.1 CooTBeTcTBUE NONUTUKE G€30NaCHOCTH

PykoBoauTenu gomnxHel obecneunsats NpasuribHoe BeINOMHeHWe Bcex npoleayp 6esonacHocTy B npe-
[Aenax ux 30Hbl 0TBETCTBEHHOCTU. KpoMe Toro, Bce cchepbl AeATeNbHOCTU OpraHMsaLumM HeobxoaumMo noasep-
raTb perynsipHoMy nepecmoTpy Ans obecneyeHus TpeGoBaHuii no obecneyermio HchopMaLumoHHon 6esonac-
HocTW. Mpu 3TOM, Kpome DYHKLUMOHNPOBaHUSA MHPOPMaLIMOHHBIX CUCTEM, aHanu3y AofkHa noasepraTbea
Takke AeATENbHOCTb!

- NOCTaBLLUKOB CUCTEM,;

- BragenbLes nHgopmaunm n MHpopMaLMOHHBIX aKTUBOB;

- nonb3oBartenen;

- pykoBoAcCTBa.

Bnagensuam nHopmaLlnoHHbix cuctem (5.1) crieyeT NpoBoAUTL perynsipHble MOHUTOPUHIU UX CUCTEM
Ha COOTBETCTBUE NPUHATBHIM NONUTMKaM 6e3onacHoCTU 1 NMobbiM Apyrum TpeboBaHusam B6esonacHoCTn.

Bonpockl MOHUTOPUHIA UCTIONb30BaHUS CUCTEM paccMOTPeHbI B 9.7.

12.2.2 lMpoBepka TeXHUYECKOro COOTBETCTBUS TpeGoBaHUAM Ge3onacHocTU

MpoBepka TEXHUYECKOr O COOTBETCTBUSI BKITIOUYAET UCNIbITaHUA ONEpPaLUMOHHBIX CUCTeM Ansa obecneveHus
yBEPEHHOCTU B TOM, UTO MeponpusTus no obecneyeHnto MHopmaumnoHHon bezonacHoCcTU hyHKLUMOHNPpOBa-
HUS annapaTHbIX U NPOrpaMMHbIX CpeAcTB 6bINv BHeApeHbl MpaBuibHO. ATOT TUM NPOBEPKU COOTBETCTBUA Tpe-
6yeT TexHMYecKo nomolLLmM cneumnanucta. [laHHyto NpoBepKy cneayeT OCYLUEeCTBAATbL BPYUYHYO (Npy NOMOLLN
COOTBETCTBYIOLUMX UHCTPYMEHTambHBIX M NPOrPaMMHbIX CPeACTB, NPU HE0bX0AUMMOCTN) ONbITHOMY CUCTEMHO-
MY WHXEHEepY UMNn C MOMOLLbIO aBTOMATU3NPOBAHHOIO NakeTa NporpamMm, KOTOPLIA reHepupyeT TeXHUHECKUN
oTyeT AN Nocneaylowero aHannsa TeXHUYeCKUM crneumanncTom.

MpoBepka cOOTBETCTBUA TaKXKe BKIIKOYaeT TECTUPOBaHWE Ha Hanu4mne NonbiTOK HeCaHKUMOHNUPOBaHHOMO
AocTyna K cucteme (MPOHUKHOBEHUE), KOTOPOE MOXET ObITb BEINOMHEHO HE3aBUCUMbIMU IKCNepTamMu, cneum-
anbHO NpUrNalleHHbIMU Mo KOHTPaKTY Ans aToro. [laHHoe TecTupoBaHMe MoXeT 6biTb NonesHLIM AnA obHapy-
XXEeHUs1 yA3BUMOCTEN B cucTeMe u Ansl nposepky acbdekTnusHocT Mep 6esonacHocTv Npu NpeaoTepaLweHum
HeaBTOPM30BaHHOIO AOCTyNa BerieAcTBue aTux yassumocten. Ocobyto 0CTOPOXHOCTb criedyeT NPoABMATL B
cnyyasix, Korga Tect Ha NPOHUKHOBEHWE MOXET NMPUBECTU K KoOMIpomeTauum 6e30nacHOCTU CUCTEMBI U HeNpea-
HamMepeHHOMY UCMOMb30BaHWI0 APYrX YS3BUMOCTEN.

Iiobas npoBepka TeXHUYECKOro COOTBETCTBUA AOMMKHA BbINOMHATLCS TONBbKO KOMMNETEHTHBIMU, aBTopU-
30BaHHbLIMK NuLamMu Nubo noa ux HabnogeHuem.
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12.3 Mepbl 6ezonacHOCTU NpU NpoBeAEHUMN ayaUuTa

Lenb: makcumusaums adekTMBHOCTU U MUHUMU3aLMS BIINSHWUA Ha HopMauMoHHYto 6e3onacHocTb
B Npouecce ayanta CUCTEMBDI.

Heobxoammo npegycmaTtpusaTtb MeponpuaTia no obecneyveHnto nHpopmaumoHHon 6e3onacHocTy one-
pauMoHHON cpeibl U MHCTPYMEHTalbHBIX CPeACTB ayavTa B NpoLecce NpPoBeaeHna ayamTa CUCTeM.

3awura Tarke TpebyeTcs Ans noaaepkaHusa LenocTHOCTUM MHOPMaLVOHHON CUCTeMBbI U NpeaoTBpalle-
HWUS HENPaBUIBLHOTO UCMOJb30BaHUSA MHCTPYMEHTaNbHBIX CpeacTB ayauTa.

12.3.1 MeponpusaTuano obecneyeHuto uHopmMaLnoHHO 6e30MacHOCTU NpU NpoBeAeHUU ayau-
Ta cucTem

TpeGoBaHWs 1 AeACTBUS ayaqTa, BKIOYatoLMe NPOBepKy onepauMoHHbIX cUCTEM, Heobxoaumo Ta-
TeNbHO NNaHMPOBaTh 1 COrNacoBbIBaTh, YTOOLI CBECTU K MUHUMYMY prck Ans BusHec-npoLeccos. Heobxoau-
MO YYnTBIBaTL cregyoLlee:

- TpeboBaHua ayanTa HeobXoAMMO COrnacoBaTth ¢ COOTBETCTBYIOLLUMM PYKOBOACTBOM;

- 06bemM paboT No npoBepkaM criedyeT CornacoBbIBaTb U KOHTPONMPOBATh;

- NPy NpPoBeAeHNN NPOBEPOK HEOBXOANMO UCMONb30BaTb ACCTYN TOMLKO ANs YTEHMS K NPOrpaMMHOMY
obecneyeHnto 1 AaHHbIM;

- Apyrie Buabl 4ocTyna MoryT BbiTb paspeLleHbl TOMbKO B OTHOLUEHUN M30MMPOBaHHbLIX KOMWIA (hainnos
CUCTEMBI, KOTOPbIEe HeobXoAVMMO yAansTb Mo 3aBepLUeHNo ayanTa;

- HeoBxoaMMo 4YeTko mAaeHTUdULMpoBaTL U obecneumBatb OOCTYMHOCTb HEOBXOAMMbIX PEeCcypcoB
MHOPMALIMOHHBIX CUCTEM 11 BbIMNOSTHEHUS MPOBEPOK;

- TpeboBaHNs B OTHOLIEHWUM crieumanbHOW UK AoNoHUTENbHOM 06paboTkM AaHHbIX creayeT naeHTu-
dnumpoBaTh U COrnacoBLIBaTh;

- BECb 4OCTYN AO/TKEH NoABEPraTbCsl MOHUTOPUHIY Y PErMCTPUPOBAaTLCA C LieNblo 06ecneyveHms NpoToKo-
NUpOBaHUs ANs NocrnegyroLWwmnx Ceblok;

- Bce npoueaypsl, TpebosaHusa 1 06s3aHHOCTU ayanTa cneayeT 4OKYMEHTUPOBaTh.,

12.3.2 3awuTa UHCTPYMEHTaNbHbIX CPEACTB ayauTa cCUCTEM

JocTyn K UHCTpYMeHTarnbHbIM CpeacTBaM ayauta cUcTeM, TO eCTb NPorpaMMHOMY o6ecnedeHnto unu
dainam gaHHbIX, HeobxoaMmo sawuwaTtb, YTobbl NPeaoTBpPaTUTL NGOe BO3MOXHOE UX HenpaBunbHOe
NCNonsL30BaHMe U koMmnpomeTaumio. Takne MHCTpYMeHTarnbHble CpeacTBa He0OX0AMMO OTAENATL OT CUCTEM
pa3paboTKku U CUCTEM OnepaLMOHHON cpeabl, a Takke He XpaHUTb 3TN cpeacTBa B GUBNMoTekax MarHATHbIX
NEeHT UM Nonb3oBaTenbckux obnacTsx, ecnu He obecneyeH COOTBETCTBYIOLUMIA YPOBEHb AOMOSHUTENLHON
3aLMTHI.
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YOK 001.4:025.4:006.354 OKC 01.040.01 TOO

KntoueBkle crioga: I/IHd'.)OpMaLlI/IOHHaﬂ TexXHonorn4, I/IHd)OpMaLlI/IOHHaﬂ 6e30nacHoOCTb, PUCKW, aKTUBbI, OXpaHA-
eMasd 30Ha, KOHTPOIb AoCTyna, ayaut
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