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MpeancnoBue
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Poccuiickoin denepaummn yctaHoeneHsl FOCT P 1.0—92 «locynapcTBeHHas cuctema ctaHgapTmsauun Poc-
cuiickon Peanepaummn. OcHoBHble nonoxeHusa» n FOCT P 1.2—92 «locynapcTBeHHas cucteMa ctaHgapTuaa-
umn Poceuiickoin egepaumn. Mopsaok pa3paboTkv rocyaapcTBEHHBIX CTAHOAPTOB»

CBegeHuA 0 pekomeHAaumaAX

1 PASPABOTAHbI MNocyaapcTBEHHBLIM Hay4YHO-UCCNeA0BaTENbCKUM UCTbITaTeNbHLIM MHCTUTYTOM NPO-
6GnemM TeXHWUYecKol 3awnTbl NHopmaummn MNoctexkomucenun Poccum

2 BHECEHbI TexHn4eckuMm koMMTETOM MO cTaHaapTusaummn TK 362 «3awwmTa nicopmaunm»

3 YTBEP)XZEHbI 1 BBEOEHLI B JENCTBUE Mpukasom denepanbHOro areHTCTBa No TeXHUHECKoMy
perynupoBaHuio u metponorum ot 6 anpena 2005 r. Ne 77-ct

4 BBE/JEHbI BMEPBLIE

Urpopmayus 0 esedeHuu 8 delicmeaue (npexpauieHuu delicmeausi) Hacmosawux pekomeHdoalull, usmeHe-
HUSIX U ronpaskax K HUM, @ makxe MmeKcmbl U3MeHeHul u nonpaeok ry6rnukyromces e UHGhOPMaUUOHHbIX
yKkasamernsx «HayuoRraneHble cmaHOapmebl». B criyyae nepecMompa unu ommeHbl HaCmoswux pexomenHda-
yut coomeememaeyroujas uHgopmayusi 6ydem onybrnukosaHa 8 UHhOPMaLUOHHOM yKkasamere «HayuoHarb-
Hble cmaHdapmbi»
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BBegeHune

YCTaHOBNEHHbIE B HACTOALLMX PpeKOMEHAAUMSAX TEPMUHBI PACNONOXeEHbI B CUCTEMATU3MPOBAHHOM Nopaa-
Ke, OTpaxaloLeM CUCTEMY MOHATHI B 06NacT TEXHMYECKON 3aLLMUTbl MHGOPMaLIMK NPY NPUMEHEeHNU UHAOP-
MAaUMOHHBIX TEXHONOMMNA.

[ina kaXxaoro NOHATUA YCTAHOBMEH OAWH CTAHAAPTU30BAHHLIN TEPMUH.

3aknioyeHHasa B Kpyrfbie CKOBKW YacTb TePMUHA MOXET ObiTb ONyLLeHa NPy UCMONb30BaHUN TEPMUHA B
[OKyMeHTax no craHgapTusauumn. INpu 3TOM He BxofsLlas B KpyMmMble CKOBKM YacTb TepMuHa oGpasyeT ero
KpaTKylo chopmy.

Hanuumne kBagpaTHbiX CKOBOK B TEPMMHOMNOIMYECKOW CTaTbe O3Ha4YaeT, YTo B Hee BKMIOYEHbl ABa
TEPMUHA, UMeloLLME 06LMe TEPMUHOINEMEHTI.

B andaBnTHOM ykasaTene AaHHble TeEPMUHBI NPUBEAEHbI OTAENbHO C YKa3aHWeM HOMepa cTaTbM.

MomeTa, ykasbiBalowaa Ha obnacTb NPUMEHEHUA MHOMO3HAYHOIO TEpMMHA, NPUBEAEHA B KPYMbIX
ckobKkax CBeTINbIM LWpKUGTOM nocne TepMuHa. MomeTa He ABNAETCA YacTblo TepPMUHA.

MpuBeneHHbIe onpeaeneHnst MOXHO NPU HEOGXOANMOCTN N3MEHATL, BBOASA B HUX NPOU3BOAHLIE NPU3HA-
KM, pacKpbiBas 3Ha4EeHUsA UCMONb3yeMbIX B HUX TEPMUHOB, YKa3biBas 00beKThl, Bxoaswme B o6bem onpeaens-
€MOT0 MOHATUSA. MI3MeHEeHUs He AOMKHBLI HapyLLaTb 00beM n cogepkaHne NOHATUI, onpeneneHHbIX B HAaCTOsA-
LLMX PEKOMEHAALMAX.

B cnyuae, korga B TepMyHe coaepkatcs Bce Heobxoaumble N AOCTaTOYHblE MPU3HAKWU NOHATUSA, onpeae-
neHue He NMPUBOANTCA U BMECTO HEro CTaBUTCH MPOYEpK.

B HacTosILMX pekoMeHaaumnsx NpueeaeHbl SKBMBaNeHTbl CTAHAAPTU30BaHHbIX TEPMUHOB Ha aHIMUMICKOM
A3blKe.

TepMUHbI 1 onpeaeneHns obLLETEXHUHECKUX NMOHATUIM, HeOBXoauMble AN NOHMMAHUA TeKCTa HacTos-
LUMX peKkoMeHaauui, npueefeHbl B NpunoxeHnu A. Cxema B3aMMOCBSA3W CTAHOAPTU3OBAHHbLIX TEPMUHOB
npveeaeHa B NpunoXxeHun b.

CraHpgapTu3oBaHHble TEPMUHBLI HABPaHbI MONYXMPHBLIM LIPUETOM, UX KpaTkne HOpMbI, NpeacTaBneHHbIe
ab6peBnaTypom, — CBETMbIM.
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PEKOMEHAALMUMU n o CTAHAOAPTMWS3 AL NWNWMU

UHhopMaLMOHHbIE TEXHOMOMUMU

OCHOBHbIE TEPMWUHbI 1 ONMPEAENEHNA B OBJIACTU
TEXHUYECKOW 3ALLUTHI UHOOPMALIUM

Information technologies.
Basic terms and definitions in scope of technical protection of information

Hara BBeaeHns — 2006—01—01

1 OGnacTb NpUMeHeHunA

HacTtosilme pekomeHgauum nNo CTaHOApTU3aUMM YCTAHABNMBAIOT TEPMUHLI U ONpeaeneHnsa NOHATUI B
06nacTn TEXHNYECKON 3aLUUTbI MHChOpMALIMM NPU NPUMEHEHNM MH(DOPMALIMOHHLIX TEXHONOTMUNA.

TepMWHbI, YCTAHOBMNEHHbIE HAaCTOALWMMWN PEeKOMeHAaunsaMM No CTaHOAAPTU3aUMK, PEKOMEHAYIoTCA Ans
MCNONb30BaHWUs BO BCEX BUAAX AOKYMEHTALMM U NUTepaTypbl N0 BONPOCaM TEXHUHECKOW 3aLuTbl MHopMaunn
npu NPUMEHEHNN MHAPOPMALIMOHHBIX TEXHOMNOrMIA, BXOASAWMX B cchepy paBoT no crtaHgapTUsauumn u (unu)
MCMONb3YIOLLMX pe3ynbTaTbl 3TUX paboT.

HacTtosiwme pekomeHgaummn no cTaHgapTU3aumMmn JOMKHbI NPUMEHATLCA coBMecTHO ¢ FOCT P 50922.

2 HopmaTuBHbIe CCbINIKU

B HacToSLLMX pekoMeHAaUMAX UCMOMNb30BaHbl HOPMATUBHbBIE CCbISIKM Ha cneayowme cTaHaapTh!:

MOCT 1.1—2002 MexrocyaapcTeeHHasi cucTeMa ctaHgapTusaumn. TepMuHbl M onpeaeneHnst

MOCT 34.003—90 WHopmaLmoHHas TexHonorns. Komnnekc CTaHOAApTOB Ha aBTOMATU3MPOBaHHbLIE
cucTeMbl. ABTOMATU3MPOBaHHbIE CUCTEMbI. TEPMUHBI U onpeaeneHms

MOCT 15971—90 CucteMbl 06paGoTkn MHOpMaLMKU. TePMUHBI U onpeaeneHust

FOCT P 50922—96 3awmTta uHdpopmaumn. OCHOBHbIE TEPMUHBI M oNpeaeneHnsa

MOCT P 51275—99 3awmTa nHdopmaumn. O6bekT nHhopmaTusauum. dakTopbl, BO3AENCTBYIOWME Ha
nHhopmaumio. ObLUMe NONOXKeHUS

MOCT P 51898—2002 AcnekTbl 6esonacHocTu. MpaBuna BKNHOYEHNS B CTAHAAPTHI

n puMevYyaHnNa— an MONb30BaHMN HACTOALLMMM pekoMeHaaunammn uenecooﬁpaaHo npoeBepuTL .qeﬁcraue CCbl-
NOYHbIX CTAaHOAPTOB MO yKasaTtento «HaLI.VIOHaJ'IbeIe CTaHAapTbl», COCTaBNEHHOMY NC COCTOAHUIO Ha 1 AHBAPA TeKywero
roga, n No CoOTBETCTBYHOLUUM MHd)OpMaLLVIOHHbIM ykasarensam, OnyﬁJ'MKOBaHHbIM B TekyLwiem roay. Ecnn ccbinouyHbIn
CTaHAapT 3aMeHeH (M3MeHeH), TO Npu NoNb30BaHUM HaCTOALMMM pekoMeHAaUUAMU cneayeT pyKoBOACTBOBATLCA 3ame-
HEeHHbIM (M3MeHeHHbIM) cTaHaapToM. Ecnu ccbinoyHbIn CcTaHAapT OTMEHEH be3 3aMeHbl, TO NONOXeHne, B KOTOPOM AaHa
CCbinka Ha Hero, NPUMeHAeTCA B YacTu, He 3anarV|aa|ou4e;7| ATY CCbINKY.

3 CraHgapTM30OBaHHbIE TEPMUHbI U onpeaeneHus

3.1 O6beKTbl TeXHMYECKOM 3alUThbl MHOpMaLUm

3.1.1 3awmuiaeman aBToMmaTU3MpOBaHHaA UHPOPMaLMOHHaA cucTema: AsTomaTtn-  trusted computer
3npoBaHHaa MHMOPMaLMOHHaA cucTema, npegHasHadeHHas ans cbopa, xpaHeHus, system
06paboTku, Nepedayn M UCNOMb3OBaHUS 3aluwiaemMon uHdopmaumm ¢ TpebyeMbiM

YPOBHEM €€ 3aLULLEHHOCTU.

3.1.2 3awmuaembie MHpopMaLMOHHbIE pecypchbl (aBTOMaTU3UPOBaHHOM UHGOP-

MaLUMOHHOM cUCTeMbI): MH(hopMaLMOHHbIE PECYpPChl aBTOMATU3UPOBAHHON MHAhOpMa-

LIMOHHOM CUCTEMbI, ANS KOTOPbIX OOMKeH GblTb obecneveH Tpebyemblit ypoBeHb WX

3aLMLLEHHOCTW.

N3paHue opuumnansHoe
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n pnMedHaHne — MHCbOpMaLLMOHHbIe pecypcChbl BKNKOYAKT B cebsn AOKYMEHTbl U MaccuBbl A0~
KYMEHTOB, UCMONb3yeMble B aBTOMaTU3NPOBAHHbIX VIHq.)OpMaLWIOHHbIX cucrtemax.

3.1.3 sawmuaeMan UH¢pOpMaLMOHHanA TexXHonorns: MHpopMaLMoHHas TeXHONorns,
npegHasHadeHHas ans cbopa, XpaHeHusi, o6paboTkn, nepeaaydn u MCMONb3OBaHUS
3aLMLLaeMoin NHGopMaLmK ¢ TpeGyeMbiM YPOBHEM €€ 3aLLULLEHHOCTH.

3.1.4 6e3onacHocTb MH(popmauum [gaHHbIX]: COCTOSHME 3aLUNLLEHHOCTW MHgopMa-
UMM [AaHHbIX], Npn KOTOpoM obecneunBaloTesl ee [Ux] KOHUAEHUMANbHOCTb, AOCTYN-
HOCTb W LLIeNOCTHOCTb.

MpumMeyaHune— be3onacHoCTb MHOPMaLMK [AaHHbIX] onpeaenseTca OTCYTCTBMEM Heao-
MyCTUMOrO pUCKa, CBA3AHHOIO C YTeYKoM MHGOPMaLMM NO TEXHUYECKUM KaHanam, HeCaHKLMOHM-
pOBaHHbIMU U HenpeaHaMepeHHbIMU BO3AENCTBUAMU Ha AaHHble U (UNK) Ha Aapyrue pecypcbl
aBTOMaTU3MPOBaHHON MHPOPMALIMOHHOW CUCTEMBI, UICMONb3yeMble NpU NPUMEHEeHU uHpopma-
LIMOHHOWN TeXHONOrmun.

3.1.5 be3onacHocTb MH(opMaLUUKN (NPU NPUMEHEHUU UH(POPMALMOHHLIX TeXHO-
norum): CocTosiHne 3alnLLEHHOCTU MHCOPMALIMOHHOM TEXHONOMM, oGecnevynBaiollee
6e3onacHoCTb HhopMaumn, Ana obpaboTkm KOTOPOM OHa NPUMEHSIeTCA, U UHgopMa-
LIMOHHYI0 6€30NacHOCTb aBTOMaTM3UPOBAHHOW MHGOPMALMOHHON CUCTEMBI, B KOTOPOM
OHa peanu3oBaHa.

3.1.6 Ge3onacHOCTb aBTOMaTU3MPOBAHHOW UH(OPMALUOHHOMU cUcTeMbl: CocTosn-
HWe 3aWMLLEHHOCTU aBTOMATU3MPOBAHHOW MH(OPMALIMOHHOW CMCTEMbl, NPU KOTOPOM
ob6ecneymBaloTc KOH(ONAESHUMANBHOCTb, AOCTYMHOCTb, LENOCTHOCTL, NOAOTHETHOCTL U
NOAMNWHHOCTL €€ PECYPCOB.

3.1.7 kxoHdunaeHuManbHOCTb (MH(pOpMaLum [pecypcoB aBTOMAaTU3UPOBAHHON UH-
ctbopMaumoHHoM cuctembl]): CocTosHue uHopmaummn [pecypcoB aBTOMaTU3UPOBAH-
HON MH(OOPMALIMOHHOM CUCTEMbI], NP KOTOPOM AOCTYN K HEW [K HUM] ocywecTBNAIT
TONbKO CyOBbEKTHI, UMEIOLIME Ha HEro NpaBo.

3.1.8 uenoctHocTb (MHMOpMaLUK [pecypcoB aBTOMAaTU3UPOBAHHON UH(OpMaLUM-
OHHOM cucTteMbl]): CoctoaHne nHbopmaumm [pecypcoB aBTOMATU3NPOBAHHON MHAOP-
MaLIMOHHOWM CUCTEMBI], NPU KOTOPOM e€e [UX] N3MEHEHWE OCYLLIECTBNAETCS TONLKO Npea-
HaMepeHHO CyObeKkTaMu, UMEIOLLIMMW Ha HEro NpaBo.

3.1.9 poctynHocTb (MHcpopmaumm [pecypcoB aBTOMaTU3UPOBAHHON UHopMaum-
OHHoOM cucteMbl]): CoctosiHve nHdopmaumm [pecypcoB aBToOMaTU3UPOBaAHHON MHGOp-
MaLMOHHON CUCTEMBI], MPU KOTOPOM CyBbexThbl, MMeloLLMe NpaBo AoCTyna, MOryT pea-
nu3oBaTb Ux 6ecnpenaTCTBEHHO.

MpumedaHune— Knpasam AoCTYNa OTHOCATCA: NPaBO Ha YTeHUe, U3MeHeHue, KonMpoBaHue,
YHUYTOXEHWE nHdopMaLun, a Taioke npasa Ha U3MeHeH1e, UCMoNb30BaHue, YHUUTOXEHUE pecyp-
COB.

3.1.10 nopoT4YETHOCTL (PecypcoB aBTOMAaTU3UPOBAHHOM MH(POPMALIMOHHOW CUC-
TeMbl): COCTOsiHME pecypcoB aBTOMAaTM3UPOBAHHON MH(POPMALIMOHHOW CUCTEMBI, NpU
KOTOpPOM obecneunBaloTcs UX MAEHTUMKALIMA U perucTpaums.

3.1.11 noAnUHHOCTL (PecypcoB aBTOMaTU3UPOBAHHOW MH(POPMALIMOHHOM CUCTE-
Mbl): CocTosiHMe pecypcoB aBTOMATU3UPOBAHHOW WH(OPMALMOHHOW CUCTEMbI, NpuU
KOTOPOM obecnevnBaeTcsl peanusaumns MHHOPMALIMOHHOW TEXHONOMMU ¢ UCMONb30Ba-
HWeM UMEHHO TeX PecypCoB, K KOTOPbIM CyGbEeKT, UMEIOLLMIA Ha 3TO Npaso, obpallaeTcs.

3.2 Yrpo3bl 6e3onacHoCcTU MHopmaLuu

3.2.1 yrposza (6e3zonacHocTu uHcopmaummu): COBOKYNHOCTb YCNOBUIA U (haKTOPOB,
CO3a0WNX NOTEHUMANbHYIO UMW peanbHO CYLLUEeCTBYIOLLYIO ONaCHOCTb HapylleHus
KOH(pMAEHUMaNbHOCTN, AOCTYMHOCTU W (MNW) LLIENOCTHOCTW MHOpMaLnK.

3.2.2 uctouyHuk yrposbl GesonacHocTM MHcopmaumumn: CyGbLekT, MaTepuanbHbIi
06beKT Mnu husmyeckoe ABMNeHUe, ABNSIOWMECA MPUYMHOW BO3HUKHOBEHUS Yrpo3bl
6e3onacHocTn nHopmaumm,

3.2.3 yasBUMOCTbL (aBTOMaTU3MpoBaHHOM MH(OPMaLIMOHHON cucTeMbl): HegocTa-
TOK Unu cnaboe MecTo B aBTOMaTU3NPOBAHHON MH(POPMALIMOHHON cucTeMe, KoTopble
MOryT OblTb YCMOBMEM peanu3aummn yrpos3bl 6e3onacHocTM obpabaTbiBaeMol B HeM
nHopMaLnn.
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3.2.4 yreuka (MHchopMaLum) no TexHMYeCKOoMy KaHany: HekoHTponmpyemoe pacnpo-
CcTpaHeHue MHOPMaLNMKN OT HOCUTENS 3aLLMLLLaeMOon MHhopMaLUK Yepes hUndeckyio
cpeay A0 TEeXHWYECKOro cpeacTBa, OCYLLECTBRAOLEro nepexsaT uHopMaumn.

3.2.5 nepexsat (MHbOpmauum): HenpaBomepHoe nony4eHne MHopMaummn ¢ NCNonb-
30BaHMEM TEXHUYECKOro CPefCTBa, OCYLLECTBNAIOLIEro obHapyXeHne, npuem n obpa-
60TKY MH(POPMATUBHBIX CUrHANOB.

3.2.6 vHdopmaTUBHBLIN curHan: CurHan, Nno napameTpam KOTOPOro MOXeT BblTb on-
pefeneHa salmaemMas UHhoOpMaLms.

3.2.7 poctyn (B aBTOMaTU3MPOBaHHOW MH(POPMaLMOHHON cucteme): MonyyeHue
BO3MOXXHOCTN O3HaKOMneHusi ¢ MHopMaumen, ee 06paboTkm u (unu) Bo3pgencTemua Ha
NHpopMaumo N (MNK) pecypcbl aBTOMaTU3UPOBAHHON MH(POPMALIMOHHON CUCTEMbI C
NCNoNb30BaHWEM NPOrPaMMHbIX U (MNK) TEXHUYECKUX CPeacCTB.

MpumMedaHune— fdoctyn ocyiecTBnsAeTcs cyGbekTamm 0CTYNa, K KOTOPbIM OTHOCATCA nuua,
a TaKke nornyeckme n punyeckne obbekTbI.

3.2.8 cy6bekT pgoctyna (B aBTOMaTM3MpOBaHHOM MH(MOPMaLMOHHOW cUCTeMe):
JInuo unu eanHnua pecypca aBTOMaTU3MpOBaHHOM MH(POPMALIMOHHON CUCTEMBI, [ENCT-
BUSA KOTOPOMW MO AOCTYNY K pecypcam aBToMaTusnpoBaHHON MHEOPMALIMOHHON CUCTEMBI
pernameHTMpPYIOTCS NpaBunNaMu pasrpaHudeHuns gocTtyna.

3.2.9 ob6beKkT mocTtyna (B aBTOMaTM3MpPOBaHHOM MH(OPMaLMOHHOM cCUCTEMe):
EavHuua pecypca aBToMaTM3npoBaHHON MHGOPMALIMOHHON CUCTEMBI, IOCTYN K KOTOPOW
pernameHTMpyeTCs npaBunamMmun pasrpaHu4eHusa aocTyna.

3.2.10 HecaHKUMOHMPOBaHHbLIA AOCTYN (K MH(hopMauum [pecypcam aBTOMaTU3N-
poBaHHON MHdopmaumoHHon cucTtemsl]); HCA: AocTtyn k uHcdopmaumm [pecypcam
aBTOMAaTU3NPOBAHHOW MH(POPMALIMOHHOW CUCTEMbI], OCYLLECTBMSIEMbIN C HAPYLLEHUEM
YCTaHOBMNEHHbIX NPaB 1 (Mn1) npaBun AocTyna K nHopMauum [pecypcam aBTomMaTn3n-
POBaHHOW MHPOPMALIMOHHOWN CUCTEMDI].

MpumeyaHns

1 HecaHKLMOHMPOBaHHbIM AOCTYN MOXET ObITb OCYLLIECTBIEH NpeaHaMepeHHOo UNuM HenpeaHaMme-
PeHHO.

2 MpaBa 1 npaBuna AoCTyna K MHopmauum 1 pecypcam MHGOPMaLMOHHOW CUCTEMbI YCTaHaB-
NUBAIOTCA ANA npoueccoB 06paboTkv nHdopMaumm, oGcnyxmMBaHUA aBTOMATU3UPOBAHHON WH-
hOpMaLMOHHON CUCTEMbI, N3MEHEHUS MPOrPaMMHBIX, TEXHUYECKUX WU  UHE(POPMALMOHHBIX
pecypcoB, a Taloke nony4yeHns nHpopmauum o HuX.

3.2.11 HecaHKUMOHMpOBaHHOe Bo3aeMCTBUe (Ha MHhopMauumio [pecypchl aBTOMa-
TU3UPOBaHHON UHHOPMALIMOHHOW CUCTeMbI]) (NPY NPUMEHEHUM MHDOPMALIMOHHBIX
TexHonornn); HCB: MameHeHne nHcpopmaumm [pecypcos aBTOMaTU3MPOBaHHOW MHGOpP-
MaLMOHHON CUCTEMBI], OCYLLIECTBNSIEMOE C HapyLLeHWeM YCTaHOBNEHHbLIX NpaB U (MNu)
npasun.

MpumMeyaHnsa

1 HecaHKUMOHMpOBaHHOE BO3AENCTBME MOXET GbiTb OCYLLECTBNEHO NpeaHaMEPEHHO UNK He-
npepHamepeHHo. MNpeaHaMepeHHble HecaHKLMOHUPOBaHHbIE BO3AEWCTBUA ABNAIOTCA cneunanb-
HbIMW BO3AENCTBUAMMU.

2 NameHeHne MoxeT ObITb OCyLLECTBNEHO B (hOpMe 3aMeHbl MHopMaLmmn [pecypcos aBTomaTh-
31POBaHHON NHPOPMaLIMOHHOM CUCTEMBI], BBEAEHNA HOBOM MHGOPMaLWMK [HOBLIX peCypCoB aBTo-
MaTMU3NPOBAHHON WHMOPMALIMOHHON CUCTEMbI], @ Takke YHWYTOXEHMA WNU MOBPEXAEHUA
WHpopMaLun [pecypcoB aBTOMaTU3NPOBaHHON UH(HOPMAaLMOHHON CUCTEMDI].

3.2.12 ataka (npy NpUMeHEeHUN MHOPMALMOHHbLIX TexHonornn): OencTens, Hanpas-
NeHHble Ha peann3aumio Yrpo3 HeCaHKLUMOHUPOBAHHOMO A0CTYNa K UHopmauum, BO3-
AEeNCTBUA HA HEe NN Ha PeCyPCbl aBTOMaTU3NPOBAHHOW NH(OPMAaLIMOHHOW CUCTEMEI C
NPUMEHeHNeM NPOorpamMmHbIX U (UNWN) TEXHNHECKNX CPEacCTB.

3.2.13 BTOpXeHHe (B aBTOMaTU3MPOBaHHYI0 UHcbOpMaALIMOHHYIO cUCTeMy): Bbisie-
NEHHbIN PaKT NOMbLITKN HECAHKLIMOHNPOBAHHOTO AOCTYNA K pecypcam aBTOMaTU3NPOBaH-
HOW MHCPOPMALIMOHHON CUCTEMBI.

3.2.14 6nokupoBaHue gocTyna (k MHcopMaLumm) (Npu NpUMeHEHUU NHOPMaLIMOH-
HbIX TexHornornn): CosgaHne ycrnosmi, NPensaTCTBYIOWUX AOCTYNY K MHbopMaunm cy6nb-
eKTy, UMeloLLIeMy NPaBo Ha Hero.
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N p um ey aHune — Co3spaHue ycrnosuii, NPENATCTBYIOWUX AOCTYNY K MHCDOpMaLIMK, MOXET 6biTb
OCYLLECTBMEHO Mo BpeMeHun AocTyna, dyHkumam no o6paboTke nHbopmaumm (BuaaM aoctyna) u
(MnKn) AOCTYNHBLIM MHGOPMALIMOHHBIM pecypcam.

3.2.15 3aknago4Hoe YCTPOMCTBO: TeXHUYeCKOoe CPefCTBO, CKPLITHO yCTaHaBnueae-
MOe Ha obbekTe uHopmaTM3auum unu B KOHTPONUPYEMON 30HE C LEnblo NepexsaTa
MHDOPMALIMU UMK HECAHKLIMOHUPOBAHHOTO BO3AENCTBUA HA MHopMaLumio U (nn) pe-
CypCbl aBTOMATU3UPOBAHHOW MH(POPMALIMOHHON CUCTEMBI.

n punmevyaHune — Mectamn YCTaHOBKU 3aKNaao4HbIX yCTpOﬁCTB Ha OXpaHﬂeMOﬁ TeppuTOopUn

MOryT 6biTb NioBble aNEeMeHTHI KOHTPONMPYEMOii 30HbI, HanpUMep OfpaxaeHue, KOHCTPYKLMK,
o6opyaosaHue, NpeaMeTb MHTEPbepa, TPAHCAOPTHbIE CPeACTBa.

3.2.16 nporpammHoe Bo3faeMcTBME: HeCaHKUMOHNPOBaHHOE BO3AEWCTBUE HA pecyp-
Cbl aBTOMATM3MPOBAHHOW MH(POPMALIMOHHON CUCTEMBI, OCYLLIECTBNAEMOE C UCMONb30-
BaHMWEM BPEAOHOCHbIX NPporpamMm.

3.2.17 BpepoHocHan nporpamma: lNporpamma, npeaHasHaYeHHas aAna ocywlecTene-
HUA HECAHKLIMOHMPOBAHHOIO A0CTYNa u (MNn) BO3AENCTBUA Ha MHDOPMaUNIO unun pe-
CypcCbl aBTOMaTM3UPOBAHHOW MH(DOPMALIMOHHON CUCTEMBI.

3.2.18 (koMnblOTEpHLIA) BUPYC: BpenoHocHas nporpamma, cnocobHas cospasaTb
BPEAOHOCHbIE NPOrpaMMbl U (MNKU) CBOU KOMUN.

3.2.19 HepeknapupoBaHHLIe BO3MOXHOCTU (NporpaMMHoOro o6ecnevenms): PyHk-
LIMOHanNbHbIE BO3MOXXHOCTU NPOrPaMMHOro obecneveHmns, He ONMCaHHbIe B AOKYMEHTa-
umn.

3.2.20 nporpammHan 3aknagka: pegHaMepeHHO BHECEHHbIe B NporpamMmmHoe obec-
neveHne (OYHKUMOHaNbHbIE 0OLEKTHI, KOTOPbIE NPU ONPeAeneHHbIX YCNOBUAX MHULMK-
pYIOT peann3aumio HeeknapnpoBaHHbIX BO3MOXHOCTEN NPorpaMMHOro oGecnedeHus.

MpuMedaHune— MNporpaMmHan 3aknaaka MoxeT 6bITb peanu3oBaHa B Buae BPEAOHOCHON
AporpamMmbl UNU NPOrpaMMHOro koaa.

3.3 Mepb! TexHU4eckom 3awmTbl MHdopmaLmn

3.3.1 TexHu4eckan sawmTa uHcpopmaumm; T3U: O6ecneveHne 3aLMTbl HEKPUNTOrpa-
budeckuMmm MeToaamMmn MHoOpMaUnn, coaepxallen cBefeHwusi, COCTaBNSIoWNe rocy-
[ApPCTBEHHYIO TalHY, MHOW MHCOPMaLIMM C OrpaHUYEeHHBIM IOCTYNOM, NpeaoTBpaLleHme
€e yTevKku No TEXHNYECKUM KaHanam, HeCaHKLIMOHMPOBAHHOTO I0CTYNA K HEW, cneumanb-
HbIX BO3OEWCTBUMA HA MHGOPMALMIO U HOCUTENW MHchopMaumK B Liensix ee foObIBaHUS,
YHULTOXEHUSA, UCKAXKEHUS M BNOKNMPOBaHUs AOCTyNa K Heli Ha Tepputopumn Poccuiickoin
denepaumn [1].

MpumeyaHue— TexHndeckasa 3almta WHGopMauuy Npu NpUMeHeHUM MHMOPMALIMOHHBIX
TeXHONOoruii ocylliecTenseTca B npoLieccax c6opa, o6paboTku, nepeaayun, xpaHeHus, pacnpocTpa-
HeHusa uHdopmaumm ¢ Lenblo obecnedeHns ee GesonacHocT Ha o6bekTax MHbopMaTU3aLmm.

3.3.2 nonuTtuka 6e3onacHocTu (MHcpopmauumn B opraHmnsaumm): OgHO UNn HECKOSb-
KO NpaBwun, npoueayp, NPakTUYeCKMX NPUEMOB UMM PYKOBOASALLMX MPUHLIMMOB B 06NacTy
6e30nNacHOCTM MHMOPMALIMK, KOTOPBIMU PYKOBOACTBYETCS OpraHu3aums B CBOeW aes-
TENbHOCTMK.

3.3.3 npodunb 3awmTbl: COBOKYNHOCTb TMMOBLIX TPeGoBaHWI No obecneveHunto Ges-
OMNAacHOCTU MH(OPMALIMK, KOTOPbIE AOMKHLI GblTh peanv3oBaHbl B 3alMLLaeMol aBTo-
MaTU3MPOBAHHON MH(OPMALIMOHHON CUCTEME.

n puMev4yaHne — Mpodunb 3awwmnThl MOXET paspaﬁaTblsaTbca Ons aBToMaTU3MPOBaHHON UH-
CbOpMaLIMOHHOﬁ cucTtembl, cpeacTea BbIYUCNUTENBHON TEXHUKU, @ TakKe UX TEXHUYECKUX U apo-
rPaMMHbIX CpeacCTB.

3.3.4 ayaut G6e3onacHocTu (MH(opmaumu): COBOKYNHOCTb AEUCTBUA NO HE3aBUCH-
MOI NpOBEPKE N U3YYEHUI0 OOKYMEHTaUUM aBTOMaTWU3WPOBAHHON WHGOPMaLMOHHOM
CUCTEMbI, @ TaKKe NO UCMLITAHUAM CPEeACTB 3aLUMTLl MHCDOPMaLMK, HanpaBneHHas Ha
obecneyeHne BbINMOSMHEHNA YCTAHOBMEHHON NONWUTUKM Ge30nacHOCT MHAopmauum 1
npaBun aKcnnyaTauum aBTOMaTU3UPOBaAHHON MHCHOPMALIMOHHOM CUCTEMBI, HA BhISIBNE-
HMe YS3BMMOCTEN aBTOMaTU3MPOBAHHON UHADOPMALMOHHON CUCTEMBI U Ha BbIPAbOTKY
pekoMeHaaLUmii No yCTPaHEHMIO BbIIBNEHHbLIX HEAOCTaTKOB B CPeACTBAX 3aLUMThI MHGOpP-
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Maumu, nonutuke 6e30nacHOCTM MHopMauMn U Npasunax akcnnyaTaumm aBToMaTu3n-
pOBaHHON MHOPMALIMOHHON CUCTEMDI.

MpumeyaHun e — Ayaut 6€30NacHOCTU MOXET OCYLLECTBNATLCA HE3aBUCMMOW OpraHu3aLmei
(TpeTbeit CTOPOHOM) NO AOrOBOPY C MPOBEPSIEMON OpraHu3auuen (BHELLHWA ayauT), a Takke
noapasaeneHvemM unu A0MMKHOCTHLIM NIULIOM OpraHn3auun (BHYTPEHHUIA ayauT).

3.3.5 ayaut Ge3onacHOCTU aBTOMATU3MPOBAHHON WH(OPMALMOHHON CUCTEMbI: computer-system
MpoBepka peanM3oBaHHbLIX B aBTOMaTU3MPOBAHHOW MHGOPMaLIMOHHONM cucteme npoue-  audit

Ayp obecneveHns 6e30nacHOCTU C LENbIo OUEHKM UX 3D(PEKTUBHOCTM N KOPPEKTHOCTH,

a Take paspaboTku NpeanoXeHU Mo UX COBEPLLEHCTBOBAHMIO.

3.3.6 MOHUTOPUHI Ge3zonacHocTu uHdopMauuu (Npu NpuMeHeHnn nHdopmaumon- 1T security
HbIX TexHonornii): Mpouenypbl perynsapHoro HabniogeHna 3a npoueccom obecnevyeHns  monitoring
Ge3onacHoCTN MHopMaLMK NPU NPUMEHEHNN NHOPMALIMOHHBLIX TEXHOMOTUA.

3.3.7 npaBuna pasrpaHu4eHuA gocTyna (B aBTOMaTU3MPOBaHHON MH(POPMALIMOH-
HoM cucTeme): Mpaeuna, pernaMmeHTUpyloWwme YCNoBus AocTyna cybbekToB AocTyna K
o6GbeKkTam JOCTyNna B aBTOMATU3MPOBAHHOW MHDOPMALIMOHHON cucTeMe.

3.3.8 ayTteHTUdbuKaumna (cy6bekTa goctyna): [einctens no npoeepke noanuHHOcTM  authentication
cybbekTa 4ocTyna B aBTOMATU3NPOBAHHON MH(DOPMAaLMOHHON cucTeMe.

3.3.9 upeHTudpmkaumna: [JencTems No NpUCBOEHUIO cybbekTam n obbektam goctyna identification
MaeHTUUKATOPOB U (MNN) NO CPaBHEHMIO NPeabABNAEMOro uaeHTudmkaTopa ¢ nepe-
YHEM MPUCBOEHHbIX UOEHTUHUKATOPOB.
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Mpunoxexue A
(cnpaBouHoe)

TepMuHbI U onpeaeneHUA ooLETeXHUHECKUX NOHATUMN

A1 3awura uHdopmaumm; 3U: [leaTenbHOCTb, HanpasneHHasa Ha NPeAOTBPALLEHME YTEeUKN 3almiuaemMon uH-
dropmaLn, HeCaHKLIMOHUMPOBaHHLIX U HEeNMpeaHaMepPeHHbLIX BO3ASUCTBUIA Ha 3aLumLLaeMyio MHpopMaumio.
[FOCT P 50922, ctatba 2]

A.2 aBTOMaTM3UpPOBaHHaA cucTema: Cuctema, COCTOALLAA U3 NepcoHana u KoMnnekca CPeAcTs asTomMmaTu3aumumn
€ro NeATENbHOCTU, peanuayioLan MHGOPMaLIMOHHYIO TEXHONOMMIO BbIMONHEHNS YCTAHOBNEHHBIX (DYHKLIMIA.
[FOCT 34.003, ctatba 1]

A.3 undopmaumnonHaa cucrema: OpraHM3aUMoHHO yNopsAcYEeHHasA COBOKYNMHOCTb AOKYMEHTOB (MAaCcCMBOB AOKY-
MEHTOB) ¥ UHPOPMALMOHHBIX TEXHONOIMA, B TOM YUCNE C UCNONb30BaHUEM CPEACTB BbIYNCNUTENBHOW TEXHWUKN U CBA3Y [2].

A4 sawmuaeman uHdopmauuna: MHbopmauma, SBnAOLWAACA NpeaMeToM COBCTBEHHOCTU U Noanexallan 3a-
LuMTE B COOTBETCTBUN C TPEGOBaHWUAMN NPaBOBLIX AOKYMEHTOB Unu TpeboBaHNAMM, yCTaHaBNMBaeMbiMU COGCTBEHHUKOM
uHpopmaLmn.

MpumMeuaHune— CobCTBEHHMKOM MHGOPMaLIMM MOXKET BbITb: roCyAapCTBO, pUANYECcKoe NULO, rpynna du-
3MYECKUX NUL, OTAENLHOE (PU3NYecKoe NULIO.

[FOCT P 50922, cratba 1]

A.5 uHdopmaumoHHana TexHonorua: Mpuembl, cnocobbl U MeTOoAbl MPUMEHEHUA CPeACTB BLIMUCNUTENbHON
TEXHWUKM NPV BbINONHeHUK doyHKUMIA cbopa, xpaHeHus, o6paboTkun, nepeaayn n NCNONb3OBaHWA AaHHbIX.
[FOCT P 34.003, npunoxeHue 1, ctatba 4]

A.6 obbekT uHpopmaTusaumm: COBOKYNHOCTb MH(OPMALMOHHBLIX Pecypcos, CpeacTe M cuctem obpaboTku
nHbopMaLmmn, UCMONb3yeMblX B COOTBETCTBUM C 3adaHHOW MHMOPMaLMOHHON TexHonornew, cpeacts obecnederuns
obbekTa MHGopMaTU3aLMK, NOMELLEHNA NN OOBEKTOB (30aHWNA, COOPYXKEHWIA, TEXHNHECKUX CPEACTB), B KOTOPbLIX OHW
yCTaHOBNEHbI, NNy NoMeLLeHna 1 o6bekTbl, NpeaHasHaYeHHbIe AN BeAeHUs KOHPUAeHLanbHbLIX Neperosopos.

[FOCT P 51275, nyHkT 2.1]

A.7 6e3onacHOCTb MH(OpMaLMOHHON TexHonoruu: CocTosHNe MHGOPMaLMOHHON TEXHONOMMW, onpeaensto-
Lee 3aLWmLLEHHOCTb MHpopMaLmn 1 pecypcoB MHAOPMAaLMOHHOM TEXHONOMMN OT AeNCTBUA OOBEKTUBHBIX N CYyObEeKTMB-
HbIX, BHELLHUX W BHYTPEHHMUX, CNy4alHbIX U NpeaHaMepeHHbIX Yrpo3, a Takke cnocobHOCTb MHOPMaLMOHHON TEXHONO-
rMn BBIMOMNHATL MpeanucaHHble dyHKUMM Ge3 HaHeceHua Henpuemnemoro yulepba cybbektam MHGPOPMaLMOHHBIX
OTHOLLEeHWN [3]

A.8 6esonacHocTb: OTCYTCTBUE HEAOMYCTUMOrO PUCKa, CBA3AHHOMO C BO3MOXHOCTLIO HaHeceHus yluepba.
[FOCT 1.1, ctatbs A.7]

A.9 paHHble: MHdbopMaLyms, npeacTasneHHas B BUAe, NPUrogHoM Ana o6paboTku aBToMaTUYeckuMmn cpeacTeamm
npy BO3MOXHOM yHacTum Yenoseka.
[FOCT 15971, ctaTba 4]

A.10 puck: CoyeTaHvie BEpOATHOCTW HaHeceHUs ylwep6a n TAxecTU aToro yiuepba.
[FOCT P 51898, nyHkT 3.2]
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A.11 3awmra uidpopmaumum ot yreuku: [leaTensHOCTb, HanNpasneHHasa Ha NpeoTBpaLLEeHne HEKOHTPONMPYeMo-
o pacnpocTpaHeHna 3almuaemMon HMOpMaLMK B pesynbTaTe ee pasrnalleHnsl, HeCaHKLMOHWPOBAHHOMO A0CTyna K
nHcbopMaLmmn 1 NONyYeHUs 3almLLaemMon HopMaLMn paseeaxKamm.

[FOCT P 50922, ctatba 3]

A.12 TpeGoBaHue: lMonoxeHne HOPMaTUBHOrO AOKYMEHTa, coaepKallee KpuUTepuwn, KOTopble AOKHbI GbiTb
cobnioneHbl.
[FOCT 1.1, cratba 6.1.1]

A.13 kpunTorpadmueckan sawura: 3awmta AaHHLIX NPYU NOMOLLM KpunTorpadm4eckoro npeobpasoeaHnsa AaH-
HbIX.
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